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Abstract:  In organizations responsible for emergency management there is a growing need to 
develop deep understanding for how communications between emergency actors can be secured 
and improved. In this paper we examine the current body of knowledge in the field of secure 
emergency communications in order understand the role of information security in the emergency 
context?  Our  study  shows that  while  technical  developments  aim  at  effective  and  secure 
technologies, organizational  aspects of emergency communications seem to involve not only 
emergency management actors, but also how these actors more and more utilize information 
technology  for  emergency  management.  Hence,  the  scene  or  landscape  for  emergency 
management is becoming more complex, which indeed challenge the way that secure emergency 
communications can be understood. We apply Giddens’ structuration theory as a  vehicle to 
understand the technological  and organizational  dimensions of emergency management. Our 
main conclusion is that there is a need for better theoretical integration between technology use 
and organizational systems in emergency management. 

1 Introduction
In organizations responsible for emergency management there is a growing need to develop deep 
understanding for how communications between emergency actors can be secured. Emergency 
organizations have a  focus on operation on emergency sites,  but  aspects of communication 
between first responders and second command line decision makers often tend to an afterthought 
to emergency operations (Harnesk et al. 2009). In this paper we argue that secure emergency 
communications need to be assessed in order to enhance socio-technical capabilities in emergency 
communications.  Informed by an extensive literature review providing theoretical perspectives 
and empirical  results  on organisational  and technical  communications,  our  research aim to 
explore the role of information security in the emergency context?

The growing scholarly interest in information security has its roots in increased understanding 
of the tight relationship between IT, humans, and organizations, and the consequences thereof. 
For many, secure emergency communications is accepted as technical features enabling first 
responders to communicate by dedicated technical infrastructures (Landgren and Nulden, 2007). 
For other's, secure emergency communications is a  complex design issue that needs planning 
attention in order to provide sound and solid communication procedures (Marincioni, 2007).

To comment on the issue of secure emergency communication it is important to review the 
origins of different approaches taken in previous research in the area. The scope of this paper is to 
review  and  assess  the  current  body  of  knowledge  in  the  subject  of  secure  emergency 



communications. The subject is divided into two categories, technical supported communications 
and organisational communications, and these categories are discussed with the help of Giddens’ 
structuration theory. 

The paper proceeds as follows, first the methodology for the literature review is presented 
followed  by  an  introduction  to  structuration  theory.  The  following  chapter  introduces  the 
emergency communications in  general  and  introduces the  previous  research done from the 
technical and organisational perspectives. The last chapters then feature discussion based on 
structuration theory, and conclusions. 

2 Methodology
Egger et al. (2003) state that including an unbiased sample of relevant studies is central to the 
validity of systematic reviews, and that  time-consuming and costly literature searches in all 
relevant languages are normally recommended to prevent reporting bias. They also state that 
systematic searches using the English language will often produce results that are close to those 
reviews based on searches that are free of language restrictions. It is recommended to consider the 
type of literature search and degree of comprehensiveness appropriate, taking into account budget 
and time constraints.

Three strategies were employed to collect the information necessary for this study in the 
course of three months. First, Google’s scholar services were used to search with key words and 
phrases such as crisis management, disaster, emergency communication, emergency response, 
incident management and secure communication. Second, databases like ACM digital library, 
Elsivier Science Direct and Emerald were also searched with the terms mentioned above. Finally, 
additional works included in this literature review were collected by going through the reference 
lists of relevant articles acquired in the previous phases. 

The search was performed on articles written in the English language but it was not limited to 
specific databases, journals or conferences as the aim was to try and get as rich picture of the 
emergency literature as possible. A total of 250 articles were collected and reviewed, 49 of them 
were  considered  relevant  for  the  purpose  of  this  paper  and  are  cited  in  this  review.  The 
publication years for the articles were not limited but the information is relatively new as only 3 
articles included are written before the year 2000. 

3 Structuration theory
Structuration theory by Giddens is a general theory of social organisation rather than a theory 
specific to the IS,  but  it  has been used widely in the IS literature to discuss the about  the 
relationship between technology and organization (See for example Orlikowski, 2000). Shortly 
put, structuration means that all action by humans is performed in a pre-existing social structure, 
and controlled by norms and/or laws which are different from those of other social structures. 
(Rose et al., 2005).

Systems and structures are closely related concepts in the theory, but Giddens distinguishes 
between the concepts: 

• Systems are formed by the patterns of enacted conduct and the repeated forms of social 
action and interaction by situated actors. Systems are reproduced relations in groupings of all 



kinds (Giddens, 1984). Examples can include small groups of friends or families as well as 
social networks and big organisations or cities (Rose et al, 2005; Jones, 1999). 
• Structures on the other hand refer to rules and resources organised as properties of the 
systems (Giddens, 1984).  They can include for example rules about  how the practice is 
performed  as  well  as  what  is  considered  appropriate  (morals),  material  resources,  and 
authority resources; how time and space are organized, production and reproduction, social 
mobility, legitimacy and authority. 

There is a duality of structure: social action (agency as Giddens calls it) would not be possible 
without  social  structures,  and on the other  hand,  it  is  that  social  action that  produces and 
reproduces those structures (Rose et al.,  2005). The duality exists as time-space presence, in 
social practices and as memory traces of humans. Material resources (like IT) become resources 
only when incorporated within processes of structuration (Giddens 1984).

Structuration theory sees that  agency is a  human property and that  technology lacks any 
capacity to act independently in a way which has consequences. In other words technology does 
not cause effects in organizations; it is just a tool and humans determine how it is used through 
their actions (Rose et al.,  2005).  Despite the fact, Giddens’ theory is widely used in the IS 
literature,  and some researchers have tried to  address the  problem of agency,  for  example, 
Orlikowski (2000)  who argued that technology has virtual structure emerging from people’s 
repeated and situated interaction with particular technology. 

This paper uses the structuration theory as help while discussing different organisational and 
technical  issues  in  emergency  communications.  The  organisations  included  in  the  rescue 
operations are seen as the social systems according to Giddens’ theory, but agency is given to 
both human actors, and the technology they use: emergency management system. 

4 Emergency situation and communication
An emergency is an event that  threatens people, property or the environment and requires a 
coordinated and rapid emergency response from different organisations in order to lessen its 
negative consequences (Perry and Lindell, 2003; Landgren and Nulden, 2007; Uhr et al., 2008). 
Alexander (2005) describes emergency as a broad umbrella term that can be used to include 
disasters, catastrophes and smaller disruptive events. Disasters can be natural, technological or 
social; for example earthquakes, tornadoes and floods are natural  disasters; nuclear disasters, 
water and air pollutions technological; and revolutions, riots and sabotage are social disasters 
(Quarantelli, 1996, 1992). Catastrophes can be defined as major accidents (Alexander, 2005). 
Smaller disruptive events or incidents can include for example car or plane accidents and house 
fires (Kyng et al., 2006).

The organisations that respond to everyday emergencies like car accident and fires are usually 
the same ones that initiate the response to bigger scale disasters that require coordinated efforts of 
many  different  organisations  or  jurisdictions  (Perry,  2003).  Traditionally  involved  are  the 
emergency services like fire department, police and ambulance service but depending on the scale 
of the emergency, also local authorities, government departments, military personnel, businesses 
(Scholtens, 2008), and even ordinary citizens can get involved (Helsloot and Ruitenberg, 2004).

The  primary challenge when responding to  an  emergency is  communication,  emergency 
management is highly time-critical: From the moment an emergency call is placed, time is of the 
essence. Emergency management is also information-dependent: organisations need the access to 



information supporting decision making and informing them about the scale and location of the 
emergency, the related damages, and the availability of human and physical resources (Horan 
and Schooley, 2007). This kind of information can originate from multiple organisations (Dantas 
and  Seville, 2006;  Kyng et al.,  2006;  Kristensen et al.,  2006).  Effective and timely service 
depends upon all  participating organizations working cooperatively and utilizing information 
technology effectively to mediate intra and inter organisational collaboration and communication 
(Mayer-Schoenberger, 2002; Landgren and Nulden, 2007), often under pressure (Crichton et al., 
2000),  and maybe based on incomplete and erroneous information (Yoon et al.,  2008).  The 
challenge  for  information  and  computer  science is  to  design  approaches and  systems that 
facilitate the rapid use of accurate information (Horan and Schooley, 2007).

4.1 Technical supported communications

In recent years  different ICT  solutions for emergency communications have gained interest. 
Building  systems  that  are  used  to  support  communications,  data  gathering,  analysis,  and 
decision-making in an emergency situation requires designers to anticipate what will be needed, 
what resources will be available, and how conditions will differ from normal (Jennex, 2007). In 
addition to the more traditional radio and GSM communications, these systems can include for 
example bio-sensor equipment, vehicles with GPS, a national call alarm system, dispatch systems 
and health records (Kyng et al., 2006). 

Radio  systems have  been  used  by  organisations  involved  in  emergency  response  to 
communicate for decades (Mayer-Schoenberger 2002), and the problem frequently cited is the 
lack  of  interoperability  (Manoj  and  Hubenko  Baker, 2007;  Mayer-Schoenberger,  2002). 
Interoperability means “the ability of public safety personnel to communicate by radio with staff 
from other agencies, on demand and in real time” (Safecom website, 2009). So far, most radio 
communication systems have only enabled communication within an organisation, but not across 
organisations: A group of policemen, for example, can talk among themselves, but not with fire 
fighters or paramedics (Kristensen et al., 2006; Kyng et al., 2006; Mayer-Schoenberger, 2002). 
There is however an ongoing effort both in US and Europe to ensure interoperability (Mayer-
Schoenberger, 2002).

An  example  of  the  search  for  interoperability  from  Sweden  is  a  new  digital  radio-
communication network with possibilities for improved voice communication. The subscription 
based network  is  called RAKEL (Landgren  and  Nulden, 2007;  Rakel  website,  2009  [1]). 
Example user organisations include armed forces, police, coast guard, emergency healthcare and 
ambulance, customs, rescue services, social services etc (Rakel website, 2009 [2]).

Faulkner  (2007)  explains  that  besides  interoperability  issues,  a  problem  with  radio 
communications has been the ability for outsiders to eavesdrop on the communications. For 
example  criminals can use radio scanners to listen to the radio communications of emergency 
services to gain an advance warning, and reporters can use it to get the latest information about 
an emergency. To avoid this, the analogous radio communication was first changed to digital, but 
a digital radio scanner was produced some organisations have started to encrypt their broadcasts 
(Faulkner, 2007).

GSM communications have been used as a backup for radio communications, and they aim to 
provide confidentiality, anonymity and authentication. In theory, an unknown device would not 
be noticed, since so many other devices are in use (Siponen and Oinas Kukkonen, 2007). But as 
the networks become overloaded, communications can not be made or are broken (Helsloot, 



2005;  Kristensen et al.,  2006;  Kyng et al.,  2006;  Mayer-Schoenberger, 2002).  Still,  mobile 
phones are important communication devices as discovered by a recent Swedish research: mobile 
phone numbers are  used in  organizing and making sense of the emergency (Landgren  and 
Nulden, 2007).

Vehicular  AD-Hoc  networks  (VANETs)  aim  at  improving  driving  safety  and  traffic 
management. Vehicles equipped with communication devices can communicate with each other 
as well as with the road side equipment located in critical points of the road, such as intersections 
or construction sites (Sun, 2007). Raya and Hubaux (2005) discuss the security of VANETs and 
Dötzer (2006) discusses the threats to privacy in VANETs from a car manufacturer’s perspective 
and introduces an exemplary approach to overcome these issues.  Papadimitratos et al. (2006, 
2008) have  developed security architecture for vehicular communication systems, aiming at a 
solution that is both comprehensive and practical. They identify threats and models of adversarial 
behaviour, as well as relevant security and privacy requirements. Sun (2007), and Lin et al. 
(200X), propose a novel secure and privacy preserving protocol based on group signature and 
identity-based signature techniques, called GSIS. They demonstrate that the proposed protocol 
can not only guarantee the requirements of security and privacy, but also provides traceability of 
each vehicle in the case where the identity of the message sender has to be revealed by the 
authority for any dispute event. 

Sensor  networks can revolutionize the capture, processing, and communication of critical 
data  for use by first responders (Lorincz et al.,  2004).  Sensor devices integrating embedded 
processors, low-power, low bandwidth radios, and a modest amount of storage have the potential 
to enhance emergency medical care; Wearable vital sign sensors can track patient status and 
location, while simultaneously operating as active tags (Malan et al., 2004). Their power and 
size make it feasible to embed them into wearable vital sign monitors, location-tracking tags in 
buildings, and first responder uniform gear (Lorincz et al., 2004). 

Perhaps the most promising sensor network scheme is the CodeBlue hardware and software 
combined platform (Kambourakis et al., 2007). Schnayder et al., 2005 describe experiences with 
developing a combined hardware and software platform and point out critical areas for future 
work  including for  example the lack  of reliable  communication,  bandwidth limitations and 
effective techniques for sharing bandwidth across patient sensors as well as the overall lack of 
security. The lack of security in CodeBlue is also the topic of Kambourakis et al. 2007 who 
identify and describe several security issues and attack incidents that can be directly applied on 
CodeBlue  compromising  its  trustworthiness.  They  also  discuss  possible  solutions  for  both 
internal and external attacks and the key-management mechanisms that these solutions presume. 
Issues of mobility, such as, mobile command units, mobile command and control systems and 
wireless connectivity to the command centre network have also been successfully investigated 
(Landgren and Nulden, 2007). 

Despite these communication oriented information security techniques, actual communication 
between emergency actors has a tendency to become 'black-boxed' by denial of services if, e.g., 
authentication fails. Hence, security controls act through its irreversible predefined manner, and 
reduces the  actors'  cognitive  comprehension of  communication.  At  the  same time,  because 
environments change very quickly it can often be difficult to modify the assumptions on which 
security for communication has been specified (Dhillon and Torkzadeh, 2006). 

One of the most common approach to design a  secure technical environment is to define 
objectives in terms of confidentiality, integrity and availability, often referred to as the ‘CIA 
triad’ (Harris, 2002):



• Confidentiality: Prevention of unauthorized disclosure or use of information assets. 
• Integrity: Prevention of unauthorized modification of information assets. 
• Availability: Ensuring of authorized access of information assets when required. 

However, definitions of the CIA triad may differ depending on what kind of assets that are 
focused, e.g. a specific computer/IT system, information system or information (Kolkowska et 
al., 2003). To this end, it seems important to consider how human actors respond to the security 
objectives, since the assumptions for secure communication may not only be developed on the 
premise of information technology, but also how the emergency actuators at all levels appreciate 
the emergency environment in terms of secure communication. 

4.2 Organisational communications 

Effective emergency management does not only depend on the knowledge and application of 
technical expertise and emergency operating procedures, but also on the non-technical skills of 
the actors involved. (Crichton et al., 2000). Although IT technologies permit the access to and 
the dissemination of large amounts of information related to the emergency, and they help do it 
with great speed and efficiency, the barriers of different professional cultures are still an obstacle 
in information sharing: To be effective the available IT must be attuned to the unique settings 
and professional cultures of the local emergency management communities (Marincioni, 2007). 

Diverse  information,  various  social  interests  and  different  organisational  cultures  often 
weaken the co-ordination in and between organisations (Marincioni, 2007). It is also problematic 
to know whom to trust in unfamiliar settings. Even after a level of trust is established, security 
issues must still be considered (Manoj and Hubenko Baker, 2007). Uhr et al (2008) state that 
trust can be seen as a  latent system condition that affects the manifestation of organisational 
structures and tasks, and research by Uhr (2007) indicates that trust is important for how the 
emergency response systems are structured.

Dantas and Seville (2006) suggest that there is a need to take an end-user centric approach 
rather than a platform centric approach in the design of data/information sharing frameworks. 
Manoj  and  Hubenko  Baker (2007)  explain  that  an  understanding  of  human  activity  and 
communication behaviour models should be incorporated into communication system design.

Manoj  and  Hubenko-Baker  (2007)  explain  that  problems  arise  when  groups  that  are 
accustomed to hierarchy and centralized decision making must suddenly work in a flatter, more 
dynamic, ad-hoc organization that  appear in emergencies: Hierarchical organization leads to 
wider information gaps across organizations, but flat organizations are not scalable. Therefore, a 
hybrid  organisational  model  needs  to  be  developed  to  best  utilize  the  two  organisational 
approaches

Recent studies explain that organisations involved in emergency response prefer repeated and 
well-known behaviour within their own area of responsibility. Inter organisational collaboration 
and  coordination  is  found  difficult  and  practiced to  a  relatively  small  degree  (Berlin  and 
Carlström, 2008;  Kristensen et al.,  2006;  Helsloot, 2005),  and primarily takes place due to 
understaffing.  For  example,  if  the  police or  fire  department  reaches injured persons before 
ambulance workers arrived they are forced to provide first aid. However, they do this with a 
certain hesitation, and return to their ordinary tasks as soon as the ambulance service personnel 
arrive.  Collaboration  implies  learning  something  new,  improvising,  negotiating,  receiving 
instructions, or risking failure in front of colleagues. (Berlin and Carlström, 2008)



However, research by Perry (2004) also points out that disaster exercise participation has a 
positive effect in teamwork. It was seen that after a collaboration exercise for police officers, fire-
fighters and civilian volunteer their levels of confidence rose in the skills of their own team, as 
well as for the skills of the other teams and their ability to work effectively together.

Training emergency response workers can be done through different exercises, simulations 
and games. Look for example: McLennan et al. (2006), Borodzicz and  van Haperen (2002), 
Crichton et al. (2000), Helsloot (2005) and Perry (2004). High levels of crisis preparedness are 
however difficult to achieve as pre-planning tends to be low on agendas and crises are not easy to 
predict.  Pre-planning requires  the  advance cooperation  of  fragmented and  often conflicting 
interests, and paper preparedness exercises are often simpler and cheaper than active readiness 
through trial and simulations (McConnell and Drennan, 2006).  Jain and McLean (2006) argue 
that training through live exercises is a great expense, and simulation and gaming systems could 
provide a  wider  range of training at  a  lower expense. They have provided an  architecture 
integrating gaming and simulation systems for training of decision makers and responders on the 
same scenarios preparing them to work together as a team. Such serious gaming applications are 
expected to be quite effective for the coming generations of workforce that  have grown up 
playing video games. 

5 Discussion 
In structuration theory the  system is seen to be emergent, subjectively created by intentional 
human actors in their context.  A response to emergencies require a system of components that 
actuate on events that threatens people, property or the environment, by coordinated and rapid 
actions (cmp. Perry and Lindell, 2003; Landgren and Nulden, 2007). Modern ways to emergency 
response incorporate more and more the use of information technology. For example, an image of 
the actual  emergency can be distributed to a  wide range of actuators to provide a  common 
understanding of the emergency progress. Emergency management is  extremely  information 
dependent. Rescue departments need the access to information supporting decision making and 
informing them about the scale and location of the emergency, the related damages, and the 
availability of human and physical resources (Horan and Schooley, 2007). Structuration theory 
enables us to understand the complexity of emergency processes that consists of a social system 
of both human and technology based actions. Especially, we can develop new knowledge of the 
role for information security in the emergency context.

5.1 Technological dimension

According to Giddens’ original structuration theory, technology is a mere tool used by human 
agents, and it lacks any capacity to act independently in a way which has consequences (Rose et 
al., 2005). Several IS researchers have argued that technology in fact can have agency of its own 
(See for example Orlikowski, 2000; Rose et al, 2005). We concur with Rose et al. (2005) who 
believe that as machines today can act more and more autonomously, and their actions do have 
consequences (both intended and unintended), they do possess agency. They go on to explain that 
the agency of machines is not however equivalent to human agency, as machines at the moment 
lack the components central to human agency: for example self awareness, social awareness, 
interpretation, intentionality and so on.



Communication systems in the emergency environment are formed by the patterns of enacted 
conduct and the repeated forms of social  action and interaction by situated actors,  in order 
recover from ongoing emergency events. These systems often embed information security aspects 
in various dimensions. For example, some technologies are excellent at assuring confidentiality, 
while others provide a structure for information integrity. 

There  is  a  strong effort  to  develop different  kinds  of  technical  IT  solutions for  secure 
emergency  communications  but  as  Quarantelli  (1997)  stated:  “The  existence  of  better 
communication facilities does not necessarily lead in itself to a better exchange of knowledge and 
intelligence, and/or a greater understanding of what is occurring”. We see from our literature 
review that many efforts have been directed towards fine tuned communication technologies, 
such as, RAKEL and ad-hoc networks. However secure these technologies are in terms of its 
designed architecture, unintended effects may occur in the use situation. Shortcuts may be taken 
by actors if technology fails in any way, and public devices must be used for rapid coordination 
with other actuators. In that sense, confidentiality is not assured. 

Structuration  theory  may  influence  studies  and  further  understanding  of  secure 
communications by:

• Investigating how communication systems become secure structures through routines by 
studying the actions and events that consist of information security related aspects.
• Investigating how the structure underwent a structuration process by studying how deliber-
ate choices of technology based action set aside unwanted information security consequences. 

Communication technologies can  provide effective and  timely  service  during  emergency 
management. It is however required that all participating organizations works cooperatively and 
utilizes information technology effectively to mediate intra and inter organisational collaboration 
and  communication  (Mayer-Schoenberger,  2002;  Landgren  and  Nulden,  2007).  The  main 
contribution of Structuration theory is to assure a structure for secure communication between 
emergency actors that does not become 'black-boxed' by denial of services if, e.g., authentication 
fails. Hence, we want to avoid the consequence of security controls acting through its irreversible 
predefined manner, which may reduce the actors’ cognitive comprehension of communication.

5.2 Organisational dimension

According to the framework provided by Giddens’ structuration theory, the social systems in 
emergency response (police, fire department and so on)  are formed by the patterns of enacted 
conduct, and the repeated forms of social action and interaction by emergency response workers. 
Each system works according to their own structures; they know how their duties are performed 
and what is accepted conduct when performing those duties, they know what material resources 
they have, and who has the authority, and so on. Every time they carry out their duties according 
to the structures, they strengthen them, but they also have the power to change them through their 
actions. 

Structuration  theory  may  influence  studies  and  further  understanding  of  secure 
communications on the organisational level by:

• Furthering the appreciation and understanding of social routines as a part of secure commu-
nications. 
• Investigating the complexity of deliberate actions among rescue and incident managers and 
how their intentionality controls action. 



Dantas and Seville (2006) suggest that there is a need to take an end-user centric approach 
rather than a platform centric approach in the design of data/information sharing frameworks. 
Manoj  and  Hubenko  Baker (2007)  explain  that  an  understanding  of  human  activity  and 
communication behaviour models should be incorporated into communication system design. To 
this end, information security plays a central role, as any design need to account for the structure 
of  confidentiality,  integrity,  and  availability  of  information.  Without  a  clear  design  and 
understanding of the security structure entail a risk for disclosure of information. This may in 
turn jeopardize the emergency operations, by misinterpretation of emergency decisions among 
actors. The main contribution of structuration theory on the organizational level is the possibility 
to identify and organise a structure of diverse information, various social interests and different 
organisational cultures. If information security aspects are not considered in such communicative 
environment it may weaken the co-ordination in and between organisations (Marincioni, 2007). 

6 Conclusions
The contribution of structuration theory is many-fold to any investigation of social environment. 
However, as used in IS research the theory merely guides us, or rather indicates that technology 
plays a central role in the social system. It is, thus crucial to conduct more empirical studies on 
the actual technology related aspects in many areas of application. However, our interest concern 
information security in emergency management and we see a lack of research that conceptualises 
information security in this area, and our attempt is aimed at that direction. 

Our research aimed at exploring the role  of  information security in the emergency context. 
The most obvious role that we see for the information security is to guide the design of structures 
that harmonize human action and technology based actions to work together efficiently. The 
developers of future emergency communications structures not only need to ensure the technical 
aspects of confidentiality, availability and integrity of information, but they also need to take into 
account the social rules, norms and structures that guide the emergency communication.

We understand that we have only just started on that journey and with sceptical eyes towards 
promises of technology we intend to enter the research trajectory that  opens up information 
security  structures  to  enable  and  improve  communication  between  emergency  actors.  In 
particular we see that social theories that manifest technology as a tool for human action need 
better integration between the two. We are aware of other socio-technical accounts, such as for 
example the Actor Network Theory (ANT), which is promising for the possibility to understand 
the  emergency environment  as  a  collective  whole,  by  no  separation  between humans  and 
technology. However, the debate of ANT’s outlook on the collective whole still shows wide 
disagreement among IS researchers, which was the motive for not using it in this paper
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