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2 ABSTRACT
The GNSS signals are very weak and therefore sensitive to
interference. Since the usage of GNSS based services con-
tinues to increase, there is a need to develop a cost effective
method to detect and localize interference sources. In this
paper one such system will be presented. The system uses
independent front ends that collects raw IF data. After the
collection is done, the files are synchronized in time and
frequency so that they can be cross correlated and the time
difference of arrival of the interference signal is estimated.
This paper will present the initial results from a test in May
2009 where the four stations were deployed and exposed to
interference. It will be shown that the system is capable of
both detection and localization of wide band interference.
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3 INTRODUCTION
There have already been a number of occasions when GNSS
receivers have been experienced interference, both inten-
tionally (Adams, 2001) and unintentionally (US, 2008). There-
fore there is a need to develop a cost effective way to detect
and localize interference.
The system presented here is based on a number of small
independent stations that contains a laptop, a low cost front
end and a patch antenna. Two different methods will be
used for detection and localization. First a method based on
data from the automatic gain control (AGC) in the front end
(demonstrated by Lindstrom in (Lindstrom et al., 2007)).
This method will be compared to a method that extends
the work done by K. Gromov in (Gromov, 2002) by using
unsynchronized front ends. The synchronization will be
done by extracting exact time and frequency from the un-
interfered parts of the data using a software defined GNSS
receiver. After synchronization, the data will be cross cor-
related and the position of the interferer will be estimated
using time difference of arrival. The data used here was
collected during a GNSS interference experiment in south-
ern Sweden in May 2009.

4 THEORY
4.1 Automatic gain control localization
Inside every GNSS receiver that samples data with more
then one bit, there is a circuit that controls the gain of the
analog stages of the receiver. The purpose of the circuit is
to adjust the gain so that the sampled data has a Gaussian
shaped histogram, as can be seen in Fig 1. In some cases
the front end Fig 2 has a voltage controlled amplifier that
has a voltage that read via an analog to digital converter.
By monitoring this voltage it is possible to detect when an
interferer is turned on (Bastide et al., 2003). Assuming that
the source of interference radiates equally in all directions,
then the power density at a distance r from the source can
be calculated by

PDr =
PT k
4πr2 [w/m2] (1)

where PT is the radiated power and k is a factor that is



Figure 1. Optimal histogram from a front end with a two bit ADC

Figure 2. Block diagram of a GNSS receiver

dependent on antenna gain etc. Since the AGC output is
a measure of the received power density, it is possible to
write the following set of equations assuming there is mul-
tiple stations with known locations

PDr1 =
PT k
4πr2

1
(2)

PDr2 =
PT k
4πr2

2...

PDrn =
PT k
4πr2

n
⇒

PDr1 ∗4πr2
1 = PDr2 ∗4πr2

2...= PDrn ∗4πr2
n (3)

where rn is the distance between the transmitter and nth
receiver. Since PDr can be estimated by the AGC measure-
ments and PT k is constant, but unknown, it is possible to
solve the system of equations and estimate the distance be-
tween each receiver and the interferer. Using three or more
stations it is possible to estimate the position of the trans-
mitter as can be seen in Fig 3.

4.2 Cross correlation localization
Cross correlation can mathematically be written as

( f ∗g)[t] =
inf

∑
m=− inf

f [τ]∗g[t + τ] (4)

Figure 3. Positioning using AGC

where f and g are two sets of data. If f and g contains iden-
tical broadband noise then the result of the cross correla-
tion will be zero except when the two data sets are aligned.
When the bandwidth of the signal is reduced compared to
the sampling frequency, the width cross correlation will be
increased. The signal that is received by the front ends can
be described as

Srx(t) = SGNSS +SRFI +N (5)

where SGNSS is the signal from the GNSS satellites, SRFI is
the signal from the interferer, N is the thermal/background
noise. If Srx is correlated with a signal collected at a slightly
different location but at the exact same time and exactly the
same sampling frequency then the result will have a peak
every time the PRN codes from the different satellites align
in the two data sets and also one peak when the signal from
the interference aligns in the two data sets. When the dis-
tance is increased between the two antennas then the signal
from the satellites will reach the antennas at slightly differ-
ent times, causing the GNSS cross correlation peaks from
the individual satellites to be separated. The result will be a
wider GNSS cross correlation function with a less distinct
peak.
Since the RFI is wide band noise it will only have a single
cross correlation peak and the width of the peak will only
be dependent on the ratio between the sampling frequency
and the band width of the bandpass filters in the receiver. If
the width of the filter is increased while the sampling fre-
quency is kept constant the peak will become sharper, until
the width of the filter reaches the Nyquist frequency.
If the there is a difference in distance between the stations
and the interferer then the signal from the interferer will
reach the stations at slightly different times. This time dif-
ference can be called time difference of arrival (TDOA) and
can be used to draw hyperbolic lines where the difference
in distance is constant. If the interference TDOA is known
for more then a pair of stations then the location of the in-
terference will be where the hyperbolic lines intersect. An
example of hyperbolic lines can be seen in Fig 4.



Figure 4. Example of hyperbolic lines

5 PRACTICAL CONSIDERATIONS
In order for an interference detection system to be truly ef-
fective it has to be able to detect weak transmitters that can
cause problems for receivers in a small part of the protected
area. Since the power density decays with the square of
the distance from the transmitter, an interferer will be ex-
tremely difficult to detect and localize if it has lower power
and is placed close to an crucial GNSS antenna.
One way to address this issue is using both fixed and mo-
bile platforms. The mobile stations can be placed on ordi-
nary vehicles that are used in the area. When interference
is detected then the vehicles can be positioned at locations
where the interferer is detectable but does not degrade the
GNSS position accuracy. The mobile stations can be im-
plemented by letting the vehicles use software defined ra-
dio receiver that has been modified to store the sampled
data in a circular buffer (Zhu, 2008). When interference is
detected a part of the buffer is transferred to a central server
where the data is analyzed and the position of the source is
estimated.

6 EXPERIMENT
The idea of using unsynchronized front ends to detect and
localize interference was tested in southern Sweden in May
2009 (Sweden, 2009). The experiment was conducted with
help from the Swedish defense research agency (FOI).
We deployed four stations each consisting of one patch an-
tenna, one SiGe 4120 based GPS L1 front end (Sparkfun,
2010) and a laptop. A map for one of the interference trails
can be seen in Fig 5. The laptops were configured to col-
lect GPS IF samples as well as AGC data for four minutes
and then wait one minute before starting another data col-
lection. Each four minute slot was used according to Fig
6 where the red areas is referring to when a interference

source was used. Between each time slot the interference
sources was moved to a new location.

Figure 5. Map over the test area

Figure 6. How each 4min period was used

6.1 Interference sources used in this experiment

Figure 7. The interference sources that were used in the experi-
ment

We used three different types of interference sources
during the experiment Fig 7. The first one was a low power
white noise source (AWGN) interferer. This interference
source was rather weak and did not cause any degrada-
tion in the accuracy of the position solution in the data set
that was analysed. The second source was a commercial
Y050G L1 (COTS) interference source from Global Gad-
get with specified output power of 300mW and a ”block
range” of 15m. A signal generator from NovaSource was
used as a CW source with a frequency of 1575.42MHz.

6.2 Front ends
The front ends shown in Fig 8, that was used have been
developed at the University of Colorado and can be found



at Sparkfun (Sparkfun, 2010). The front ends are based
around a SiGe 4120 GPS L1 front end and was config-
ured to sample 2bit real data at a rate of 16.3676 MSam-
ples/sec. The AGC level was sampled at 50Hz using an
external ADC, a Cypress USB bridge made it possible to
control the front end and transfer the sampled data via USB
to a laptop that also stored the recorded data.

Figure 8. Photo of the front end, the coin is a “US quarter” for
size comparison

7 ANALYSIS
After the data collection the recorded AGC data was ana-
lyzed and from that one trail, shown in Fig 5 was selected
for further analysis. The AGC data from the selected data
set shows that all three interference sources were detected
by at least one station which was saturated by the CW, this
can be seen in Fig 9. The main usage of AGC is for detec-

Figure 9. output from the AGC

tion since it has a very low bandwidth and requires almost
no CPU. Despite this, a position estimate of the interfer-
ence was calculated using the same method as in (Lind-
strom et al., 2007), the estimated position can be seen in
Fig 10.
After the AGC data had been analysed, each recorded IF

data file was processed using a GNSS software receiver
(SDR). In the output from antenna four Fig 11, (the one
who had changes in AGC level for all three interference

Figure 10. Position estimated from the AGC data

sources) it can be seen that the AWGN did not cause any
degradation in position accuracy and caused only a small
drop in C/No. The COTS was powerful enough to create
a severe drop in C/No and a degradation of position accu-
racy. The output from antenna two can be seen in fig 12.
It is clear that the antenna two was further away form the
station since it was less affected by the interference than
antenna four.
After the files had been processed by the SDR code then

Figure 11. SDR output from antenna 4

Figure 12. SDR output from antenna 2

the data had to be synchronized, cross correlated and the
TDOA be estimated.
The SDR code calculated exact time and sample at for each



station Est True Diff
(samp) (samp) (samp))

1 2 17.98 16.83 1.15
1 3 10.3 10.82 -0.52
2 3 -7.6 -8.94 1.33
1 4 14.24 24.0 -9.76
2 4 1.4 6.05 -4.65
3 4 0.26 -13.65 13.91

Table 1. TDOA error from using the combined method

calculated position solution. This was used to synchronize
the files. Since the receiver only calculated the position
every 500ms the exact position of the samples had to be
extrapolated using earlier values. Cross correlation was
then done between data from different data sets that was
recorded at the same time.
The assumption was made that the satellites were evenly
spread over the sky, therefore the average position of the
cross correlation peak of the satellite signals would show
what sample corresponds to equal distance to both anten-
nas. The average position of the clean cross correlation
peak was then compared with the average position of the
peak from the interference. This difference (in samples)
was then multiplied by the half the wavelength of the nom-
inal sampling frequency T DOA = ∆Samp∗2∗ (c/(2∗Fs)).
The results from the calculations can be found in Table 1.

Figure 13. mean of the peak from the combined method

The error from the best position estimation based on
cross correlation is reduced to about 20% of what the error
was for the AGC based solution (approx 10m vs 50m).

8 SUMMARY AND CONCLUSIONS
This paper has shown that it is possible to use unsynchro-
nized front ends to collect data and estimate the position
of an interferer. The collected data was processed with a
software GNSS receiver and different methods was used to
estimate the TDOA and position of the interference.
The next step would be to build a close to real time system
that is capable of detection and localization of interference.
Another possibility would be to work on the algorithms to

Figure 14. Estimated position of the RFI using the combined
method

improve the accuracy of the system and to try to find a way
to localize CW interference beyond the AGC approach.
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