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ABSTRACT 
 

The EU FP7 PROTAGE project opens up a novel approach to 
digital preservation by utilizing agent ecosystems for automation 
of preservation processes. The resulting preservation tools have 
the potential to enable integrated automated digital preservation 
operations in digital archives and libraries of different scales 
throughout Europe. It could also assist individuals in preserving 
their personal digital collections. The PROTAGE multi-agent 
system, a set of integrated tools, is developed as a prototype 
system in several iterations. The first prototype contains 
functionality for pre-ingest, i.e. the preparation of information 
packages for transfer from active usage to a digital archive.  

Keywords: Digital Preservation, Agent technology, Agent 
ecosystems, Technology transfer, PROTAGE. 

 

1. INTRODUCTION 

Preservation of information, as well as the possibilities to 
provide access to reliable, trustworthy and understandable 
information in the future, is jeopardised [7] through 
hardware and software obsolescence. The rapidly growing 
volume of digital information that for legal or other 
reasons need to be preserved for the future causes an 
increase in data transfer from active IT systems to digital 
repositories. The growth of digital content in combination 
with technology obsolescence has made preservation a 
critical and troublesome problem [4].This makes it 
necessary to find new levels of automation and self-
reliance in digital archiving and preservation solutions. 
The increasing diversity in size and complexity of new 
digital resources imply that the repository systems must 
become highly automated and adaptable to various types 
of input, storage and access.  
 
The level of automation in current digital preservation 
solutions is low, and involves many manual stages. The 
scalability of existing preservation solutions has been 

poorly demonstrated, and solutions often have not been 
properly tested against diverse digital resources or in 
heterogeneous environments. 
 

The PROTAGE project [8] (2007-2010) is funded 
under the EU FP7 ICT programme under the ‘radically 
new approaches to digital preservation’ theme. The 
mission of the project is to increase the capacity of 
memory institutions to preserve digital information. It will 
also contribute towards making long-term digital 
preservation easier for all computer users and to help 
them to preserve their own content as well as reducing the 
cost of preservation. The PROTAGE project approaches 
long-term digital preservation in a flexible and distributed 
way, combining intelligent automated methods – based on 
software agent technology – with human intervention. 

 
Based on the latest digital preservation and agent 
technology research, the PROTAGE project builds and 
validates flexible and extensible software agents for long-
term digital preservation and access that can cooperate 
with and be integrated in existing and new preservation 
systems.  

 
Targeted end users of the project are curators of digital 
repositories and creators of digital content in a variety of 
domains (including government agencies and publishers), 
but it also target individuals managing their own digital 
collections. 

 

2. DIGITAL PRESERVATION 

Digital Preservation can be seen as set of activities, given 
a set of assertions (including goals for preservation), 
which will ensure the long-term access to digitally 
recorded information within a digital environment. [9]  
 



Traditionally, digital preservation has been approached by 
using migration (moving information from one platform 
or piece of software to another) or emulation (simulation 
of older hard and soft ware on a new platform) as reliant 
technologies [13]. The most influential piece of work in 
digital preservation to date has been the standard Open 
Archival Information Systems Reference Model (the 
OAIS conceptual model) [10]. Two important concepts in 
OAIS are the Information Package and the Functional 
Model. The Information Package is defined as a 
conceptual container of two types of information, Content 
Information (the original target of preservation) and 
Preservation Description Information (PDI). Furthermore, 
there are three types of packages, Submission Information 
Package (SIP), submitted from the creator to the curator 
organisation, Archival Information Package (AIP), the 
object kept by the curator organisation, and Dissemination 
Information Package (DIP), a selected set of data to the 
user or consumer. 
 
The Functional Model defines functions necessary for an 
archive information system. For this paper only high-level 
functions need to be described and these are; the Ingest 
function, which receives SIPs from producers and 
prepares the AIPs and related descriptive information; the 
Archival Storage function which supports storage and 
maintenance of AIPs; the Data Management function 
which maintains descriptive information about the archive 
holdings, as well as administrative data; the 
Administration function which supports negotiations with 
producers and audits submissions, as well as management 
of the overall operation of the system; the Preservation 
Planning function that monitors the environment and 
ensures long-term accessibility of the archive holdings; 
and lastly the Access function that supports consumers in 
their requests to the archive as well as in making the 
material available in suitable ways. [10] 
 
Notwithstanding of the achievements in digital 
preservation so far, there is still much to do, therefore, the 
PROTAGE Consortium have committed to achieve some 
alleviation to digital preservation problems bearing in 
mind that Digital Preservation can be approached as a 
technical issue using Agent technology. 
 
Computer and Information Systems Science has not until 
recently paid attention to the long-term or “forever” 
perspective needed in Archival Science [3][5][11][1]. The 
recognition of the issue within the IT community is 
creating an opening for contributions to the technical side 
of Digital Preservation. In the PROTAGE project artificial 
intelligence, agent technology and activities from systems 
development methods are utilized.  

 

3. MULTI-AGENT SYSTEMS  

A high degree of automation is an issue in Artificial 
Intelligence (AI). A modern approach to AI has 
crystallised the Intelligent Agent design metaphor for 
Information Systems design. According to Wooldridge 

[14], such an approach based on this metaphor is 
appropriate when: 

 
1. The environment is open, or at least highly 

dynamic, uncertain or complex. 
2. Data, control or expertise is distributed. In some 

environments, the distribution of data, control or 
expertise means that a centralised solution is at 
best difficult and at worst impossible. 

3. Legacy systems are inherited. Inheriting software 
that is technologically obsolete but functionally 
essential for an organisation leads to difficulties 
accessing the information created with that 
software. 

 
Agent technology provides a different design metaphor 
based on anthropomorphic features in the implementation 
of software, amongst them Autonomy (the ability to make 
one’s “own” decisions), Learning (the ability to gain 
knowledge), Reasoning (the ability to draw conclusions), 
Rationality (the ability to achieve goals within stipulated 
frames, such as time, resources, etc.), 
Planning/scheduling (the ability to proactively plan one’s 
own activities), Predictability (the ability to guess what 
users want), Memory (the ability to remember and 
recollect from past events), Communication (the ability to 
communicate with users or other agents), Sensors & 
effectors (the ability to scan the environment and perform 
decisions), Security (the ability not to cause harm), 
Robustness (the ability of self-recovery), Reliability (the 
ability to be trusted) and Usability (the ability to be 
useful) [14][12]. 
 
Multiagent systems are ideal to deal with Digital 
Preservation as long as agents are specifically designed to 
support the skills that these systems require.  Thus, we 
design agents with the following properties [6]: 

 

a) Agents must be autonomous and proactive, able to 
perform desired tasks in unstructured environments 
without continuous human guidance. A high degree 
of autonomy is particularly desirable because 
communication delays and interruptions are 
unavoidable.   Agents must be able to gather 
information about the environment, move either all or 
part of themselves throughout its operating 
environment without human assistance, avoid 
situations harmful to digital objects, property, or 
themselves and learn or gain new capabilities, 
including adjusting strategies for accomplishing tasks 
and adapting to changing environments.   

b) Agents must be self aware or introspective; this is a 
soft-agency property that requires an agent to observe 
it self, optimize its behavior to meet its goals, and 
communicate its current limitations to others. Some 
examples of self-awareness in a system are: 

• State diagnosis: battery level, available 
memory, and so on. 

• Ongoing activities: serving users 
• Choosing actions under external and internal 

constraints.  



• Knowledge and lack of knowledge. 
• Purpose, intentions, hopes, fears, likes, 

dislikes.  
• Mental state, e.g. long-term goals and beliefs 

(hard agency). 
c) Agents must be social, able to communicate directly 

and indirectly. They must be able to negotiate among 
themselves to surmount unforeseen properties of a 
master plan. 

d) Agents must be heterogeneous, preferably with 
complementary skills, expected to work better 
together than separately, though working as a team 
sometimes will not be possible. 

e) Agents must know where they are situated, not in an 
absolute but rather in a relative, social, way, such as a 
grid of neighbors. 

 

4. THE PROTAGE APPROACH 

The PROTAGE approach to digital preservation is based 
on pro-active autonomous software agents that are 
independent of hardware and software technologies. This 
represents a shift of focus in digital preservation from 
information systems to preservation-friendly digital 
objects. The idea is to link these digital objects to long-
term digital preservation processes by using agent-based 
software technology.  
 
The PROTAGE approach consists in a set of activities 
that iteratively will refine the goals of the project in order 
to achieve high quality deliverables. The activities are 
derived from Computer and Information Systems Science 
methods for systems development. The activities are 
charting stake-holder needs, setting up application 
scenarios, establishing functional requirements, and 
outlining technical specification. The outcomes of these 
activities are delivery of an agent based set of prototype 
tools that support preservation activities. These task 
specialised tools together form the PROTAGE system. 
Every tool might be used isolated or in conjunction with 
the other tools.  

 
Stake-holder Needs 

The aim of the PROTAGE project is to develop an 
innovative product with no obvious precedent. This 
process requires an understanding of the users and their 
capabilities, their current tasks and goals, the use context 
of the product, and the constraints on the products 
performance. The first step in the project therefore was an 
investigation into stakeholders needs. Stakeholders needs 
have been investigated by document-based methods (state 
of the art review, analysis of peer projects) and focus 
groups with users. Users in this case were agency and 
archive specialists striving for successful digital 
preservation.  

 
The state-of-the-art review revealed several areas where 
agent ecosystems can contribute to reduced costs, a higher 
degree of interoperability and coordination, and increased 
capacity of memory institutions to preserve digital 
information. Such areas are submission and ingest of 

digital material, monitoring preservation and transfer 
between repositories. The agent technology solutions have 
to be highly scalable and adaptable to various types of 
digital objects, as well as economically sound and easy to 
use and apply. The descriptions of models identified as 
suitable for implementation with agent technology 
revealed that they propose solutions for two different 
environments, the producer and the archive. 
Consequently, the models can be implemented in terms of 
resource allocation, collaborative and/or negotiating 
agents. This observation also serves a proof that very 
much effort has been put into the ingest phase of 
preservation. Furthermore, this highlights that the ingest 
phase is (or should be) preceded by a pre-ingest phase, i.e. 
preparation for transfer. Attention thus will be on issues in 
pre-ingest and transfer as well as ingest.  
 
The focus groups revealed issues relevant for agencies 
and archives. The most important issues are that agencies 
need to facilitate their work concerning: managing the 
classification scheme and retention schedules to meet the 
changing needs of the organization, use of automated 
tools to share the knowledge in the agencies, compiling 
classification schemes, metadata creation and extraction, 
handling transfer from agency to archive, appraisal of 
records, automation of the creation of SIP-packages and 
control formats in use automatically convert files. For 
archives, the most important issues are; appraisal of 
records (finding the background information and context 
necessary for making decisions on whether to keep the 
object or not), routine technical transactions (e.g. 
technical analysis of document files, finding them, 
analyzing them, organizing them, describing them, and 
extracting metadata from them), automatic documentation 
(creation of process metadata) of all activities that happen 
in the pre-ingest, transfer and ingest phases, support in 
transferring records to the archive, communication of 
standards to the agencies, monitoring if the records fit the 
standard, and transfer scheduling.  
 
The stakeholder needs identified in this phase of the 
PROTAGE work was then used for creation of a use case 
related to the final aim of the PROTAGE system.  

 
Application Scenarios 
Application scenarios based on the conclusions from the 
stake-holder analysis were developed. The application 
scenarios show which agents and other major system 
components are needed, and what is their intended use. In 
total, 13 application scenarios were created to visualize 
solutions which would solve currently existing needs. 
Initially, application scenarios for three major areas of 
digital preservation were planned – pre-ingest, transfer 
and ingest. During the focus groups it became obvious 
that active records management also is a crucial issue - 
how to create and manage digital records so that the later 
archiving process would be easy and cost-effective. To 
address these issues a fourth topic was added – 
monitoring of creation and management of digital records. 
Functional requirements and technical specifications have 
been developed from the application scenarios. 



 
Initial Functional Requirements 
General requirements of the PROTAGE system have been 
defined. The PROTAGE system should have an online 
Graphical User Interface (GUI) for users which allows 
them to inspect, manipulate and maintain the system. The 
system should possess the full permission of controlling 
storage of all relevant data information and automatically 
perform digital preservation tasks. It should trace and 
analyze its own operation and then fix errors or send a log 
to the system administrator. The system should have wide 
support for international character encodings, ontologies 
and localization. It should also provide escaping 
functionality in unexpected circumstances.  
 
The specific functional requirements of individual 
principal components include monitoring, pre-ingest, 
transfer, and ingest agents, as well as the GUI [1]. 
Requirements are specified for content creation at 
agencies and preservation at archives respectively.  
 
Monitoring agents should continuously collect 
information about the digital objects and their status. If 
the monitoring show that action is needed, notification 
about this should be sent, e.g. about older records that 
need to be destroyed, transferred to the repository or 
retained for later appraisal decision. Monitoring agents are 
to ensure future availability and access of the content of 
the digital objects.  
 
Pre-ingest agents should automatically double-check 
records and help the user to decide whether a record 
should be transferred to a repository or destroyed. In case 
of transfer, pre-ingest agents should also contact the 
archive to obtain information on the demands for 
submission, i.e. the consistency and completeness of the 
record to be transferred. Pre-ingest agents should use an 
anti-virus tool and in case of infection remove the virus. 
Finally, pre-ingest agents should make all preparations for 
transfer.  
 
Transfer agents should transfer records from creator to 
archive. The whole process of transfer is to be managed 
by the transfer agents. The transfer agents are to check the 
connection and speed of transfer, send delivery reports to 
the monitoring agents, and check whether the transfer has 
damaged the transferred data.  
 
Ingest agents have three primary tasks; to validate 
submission information packages, to extract metadata for 
archive information systems and to create archival 
information packages. Ingest agents operate mainly in 
archives and for archives. The ingest agents receive 
transferred information packages and check that they are 
complete and correct in accordance with the requirements.  
 
Finally, a number of non-functional constraints and 
requirements of the PROTAGE system are addressed. 
Considered are look and feel, usability and humanity, 
performance, operational, maintainability and support, 
security and legal aspects. For each aspect, more detailed 

constraints and requirements are described. For example, 
for the usability and humanity aspect, five concrete 
factors are defined; learnability, efficiency of use, 
memorability, few and non-catastrophic errors, and 
subjective satisfaction.  

 
Technical Specifications 
The PROTAGE architecture is composed of a multi-agent 
system, web services and the GUI. The GUI allows users 
to interact with the system. Web services provide a 
particular type of service such as access and retrieval of 
information from data bases into agencies and National 
Archives. A multi-agent system is a collection of software 
agents that work in conjunction with each other.  
 
The technical requirements that the system must fulfill are 
extensibility (the ability to extend features and capabilities 
without the need to change or extend the core of the 
system), interoperability (the ability to integrate and be 
integrated with external systems, legacy systems, other 
data models and services), scalability (the ability to 
support intense data and process demands), user 
perspective (the ability to satisfy its users and provide 
them the best possible services), system security (the 
ability to monitor and verify every activity of as user 
regarding access, execution and view of authorized 
actions and data), system privacy (the ability to consider 
the data protection and user privacy as an important 
issue), system trust (informal seminars, handbook and 
manual to educate the target users and make them 
understand the benefits of the system), and system 
usability (the system must be easy to use).  

 

5. DISCUSSION 

The first prototype set of PROTAGE tools concentrates 
on the scenarios for appraisal decision-making based on 
current regulatory requirements, similar past appraisal 
decisions and information use patterns; and also transfer 
of electronic records from agencies to archives and ingest 
of digital objects into repositories. A collection of agents 
collaborate to ensure that relevant digital objects are 
selected, analysed, and transferred for retention and 
preservation, and that suitable archival file formats are 
used throughout the life of digital objects. 
 
The prototype is presently under evaluation by archival 
users and experts. The results of the tests will be utilized 
in the second iteration of prototype development.  
 
The method for prototype development has in the first 
iteration consisted of description of application scenarios 
based on stake-holder needs, from which the functional 
requirements and a technical specification have been 
developed that show which agents and other major system 
components are needed, and what is their intended use. 
This method is presently undergoing review in order to 
learn about method to use in the second iteration.  
 
For the second half of the project period, an End-User-
System Agent (the PROTAGE system) is envisaged. The 



system will be installed in computers where information is 
created or received. The PROTAGE system will be easily 
upgradeable, updateable and preservation tasks will be 
performed automatically. Software agents possess 
characteristics that make them suitable to address these 
requirements. The PROTAGE system will be composed 
of a group of heterogeneous and autonomous agents that 
share a common goal and work cooperatively to achieve 
it. The PROTAGE system will be able to display 
intelligent behaviours using techniques from artificial 
intelligence, maintaining a representation of what is 
happening and offer spontaneous help (proactive 
behavior). To do so, they can use past information. In 
addition, since agents are developed independently, a 
multi-agent system can be easily modified by simple 
addition or removal of agents like in a team where 
members enter and quit the group. The PROTAGE system 
will also take advantage of the mechanisms for learning 
the user’s preferences and the context of the work 
allowing it to suggest (recommend) some action.  
 
In this paper we have shown how agent technology, by 
the potential of its intrinsic anthropomorphic features, has 
the potential to alleviate many difficulties connected to 
the complexity of digital preservation.  
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