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Abstract: In organizations, information systems produce increasing amounts of digital information 
that needs to be preserved. Simultaneously, human intervention in preservation activities needs to be 
minimized, due to scarce resources available for preservation. Thus, digital preservation services 
need to be integrated with other organizational information systems as seamlessly as possible, and 
preservation activities need to be maximally automated. Selection of adequate cloud-based 
preservation services poses yet another set of challenges for reaching the seamless integration and 
automation. Two sources of challenges relate to administrating integrated digital preservation and 
information systems. Firstly, information systems change over time. Secondly, digital preservation 
services change over time. This paper contributes by identifying and analyzing scenarios and design 
issues of administering digital preservation in connection to the changes in information systems and 
preservation services over time. We also suggest seven generic tasks of the “preservation 
administration” component, which are needed between digital preservation services and information 
systems and discuss about the choices of locating the operative responsibilities and middleware. 
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1 Introduction 
Long-term digital preservation (DP) provides processes and tools to store and access digital 
information beyond life-cycles of individual information systems and applications (e.g., CCSDS 2012). 
In any modern organization, information systems (IS) repositories are the sources of digital content 
that needs to be preserved. Increasing amount of digital content and limited human resources for 
conducting preservation tasks raise a need for increased automation of integrated preservation and 
access processes between IS and DP (see Stewart 2012), including related administration tasks. 

However, obstacles for adopting DP in organizations and personal information management exist 
(Ross 2012, Kanhabua et al. 2014). One reason for low adoption of DP is the gap between IS and DP 
services. For example, the prevailing standards for DP, such as the Open Archival Information 
System (OAIS) reference model (CCSDS 2012), do not address integration issues between IS and 
DP (e.g. Korb and Strodl 2010). Accordingly, Päivärinta et al. (2014) suggested a generic model for a 
middleware to support seamless interaction between IS and DP systems. The middleware creates a 
bridge between one or many IS and one or many preservation services. One organization can, on one 
hand, use many preservation and storage services, e.g., in the cloud, while, on the other hand, a 
particular preservation service can accept submissions and access requests from several information 
systems (Päivärinta et al. 2014). 

Cloud preservation services provide a specialized online storage repository that can be utilized as a 
component of a complete DP service. A preservation service includes a set of management and 
preservation functionalities (Thibodeau and Zangaro 2013). However, both preservation services and 
IS are subject to changes through time. New business processes and application components 
together with modifications to the existing applications lead to frequent upgrades to IS. In addition, DP 
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service implementations and interfaces can also be subject to modifications or transformations. Thus, 
preservation administration activities, supported with adequate middleware, are required to ensure 
maximally automated preservation and access processes between IS and DP services. Moreover, 
knowing that the middleware is aimed to be developed as a bridge between IS and DP, it is a viable 
proposition that the preservation administration should, in itself, be maximally automated. In this 
article, we point out scenarios and design issues for this problem. 

The rest of this article is organized as follows. Section 2 describes related research. Section 3 
summarizes a recently suggested generic model for integration between DP and IS (Päivärinta et al. 
2014) followed by section 4 that summarizes four scenarios needed to alter such integration over 
time. Section 5 outlines design issues for preservation administration tasks and responsibilities. 
Finally, we also discuss about our contributions with avenues for further research in section 6 and 
conclude in section 7. 

2 Related work 
In a recent literature review on integration between DP and enterprise content management, 
Päivärinta et al. (2014) recognized that seamless solutions for integrating IS and DP services remain 
yet to be developed. Traditionally, semi-automated approaches to leverage existing work on 
preservation metadata and software tools have been suggested (e.g., Hunter and Choudhury 2004). 
Preservation software modules can be made available as web-services added with a semantic 
description of the service according to which the service will be automatically discovered in the web 
(ibid.). A semi-automated approach can already provide a combination of services for a particular 
digital object (ibid.). Hunter and Choudhury developed also a semi-automated approach to preserve 
composite digital objects using semantic web services (Hunter and Choudhury 2006). In 2008, the 
Planets project (Preservation and Long-term Access through NETworked Services; Farquhar and 
Hockx-Yu, 2008) commenced with the goal of building services and tools to help ensure long-term 
access to digital objects. Such models and their implications evidence the growth of digital collections 
which triggers the demand for establishing and maintaining an interaction between DP services and 
IS repositories. 

However, increasing rates of content creation and information collection means that many enterprises 
would no longer be able to keep on addressing their requirements within a single DP system. In this 
respect Hitchcock et al. (2005) argue for using external DP service providers. Therefore, 
organizations (and information systems) should be able to utilize a combination of cloud-based DP 
services that sufficiently address the preservation requirements (e.g. Andersson et al. 2013). 
However, integration between IS and DP is still in its infancy. While a few recent research projects, 
such as Protage (Saul and Klett 2008) and SHAMAN (e.g. Wittek and Daranyi 2012), have proposed 
partial solutions and prototypes for such integration, mostly from the sole viewpoint of DP, the 
problem of preservation administration on integrated and automated solutions between IS and DP still 
remains to be concretized (Päivärinta et al., 2014). The SHAMAN project (Birrell et al. 2011) 
developed a preservation management and planning interface to manage creation of preservation 
information under the ingest phase. Alongside, it has also created its initial workflow support and tools 
from creation of objects and context data (ibid). SHAMAN also provides tools for adoption of objects, 
including their descriptive metadata, context metadata, and preservation metadata (ibid). 

Tessella Digital Preservation delivered the first version of their ‘Safety Deposit Box’ (SDB) service in 
2003 to automate the ingest and access processes (Tessella 2013). SDB claims that its ingest 
process is flexible and expandable and aimed to deliver as much automation as possible or required. 
The service includes also a web-based interface allowing users to browse the collection of digital 
information and search for content. SDB’s key features are designed and implemented so that an 
information system could communicate with a digital archive operated by SDB. The source of 
information can be any specific program or a basic file system, and the metadata can be either 
extracted or merely described. In whatever form information arrives to an archive, SDB can be 



configured to accept it into the system (Tessella 2013). To access information, a user interface is 
available for locating the content of interest and accessing metadata. For small dissemination 
packages, users can directly download information. Higher volumes of information can be 
downloaded via configurable access workflows. Tessella’s SDB, indeed, provides automation to ease 
interaction of an information systems and a DP service, providing tools for configuring a one-to-one 
integration their service and an information system. However, SDB is designed from the viewpoint of 
the DP service provider, and it lacks functionality for managing all preservation needs and services in 
use from the viewpoint of the client organization. 

3 Problem scenarios of interaction between IS and DP 
Päivärinta et al. (2014), following the idea of the Protage (Saul and Klett 2008) and SHAMAN projects 
(Birrel et al. 2010), suggest a middleware to be developed and placed between preservation services 
and IS. A middleware provides the only feasible solution in cases where system integrations need to 
be feasibly managed among several systems (Linthicum 2000) Such middleware to integrate IS and 
(OAIS-compatible) DP services should involve at least processes for pre-ingest, access, and 
preservation administration (Päivärinta et al., 2014). Pre-ingest involves a set of preservation activities 
before the ingest process. The access process in middleware includes those tasks that would mediate 
requests for information from an IS to an OAIS and succeed the access to preserved information in an 
OAIS, but needed before the client IS can finally access the information (Päivärinta et al. 2014). In 
addition, preservation administration is a group of tasks and services that are needed for configuring, 
automatizing, and managing the pre-ingest and access processes (ibid). Figure 1 illustrates this 
middleware and its processes. It also shows on a general level how the middleware processes are 
supposed to communicate with the components of IS and with an OAIS-compatible DP service. SIP 
(submission information package) is an information package that is delivered by the producer of 
information to the preservation system (CCSDS 2012). DIP (dissemination information package) is an 
information package that is sent by an archive to the consumer in response to a request to the 
preservation system (ibid). 

The three middleware processes are defined in order to automatize interactions between IS and DP 
services. Integration between DP services and IS is needed when information needs to travel as 
smoothly as possible both from IS repositories to DP and from DP service(s) to IS. For a piece of 
information that is communicated from IS to DP, the journey starts from a repository in an IS through 
pre-ingest in the middleware, which prepares the information for preservation and sends a SIP 
forward to the ingest component of a DP service (Päivärinta et al. 2014). On the way back, the access 
component of the DP system fetches a piece of information from the preservation storage, packs the 
information object and metadata to a DIP which the access (middleware) function delivers to the 
access function of an IS (ibid). In addition to pre-ingest and access processes, the middleware also 
administrates integration (potentially more than one) of IS with (potentially more than one) DP 
services, which would be a typical scenario in the future-oriented cloud-based services to be provided 
for digital preservation (e.g., Andersson et al. 2013). 



 

Figure 1 Model for seamless interaction between an IS and a DP service (Päivärinta et al. 2014) 

4 Generic scenarios of managing integrated preservation over 
time in the cloud 

Traditionally, digital preservation (DP) has been designed “holistically”, which means that a single 
preservation systemis supposed to aggregate the storage, ingest and dissemination, metadata 
collection and preservation functionalities into one whole (Lavoie and Dempsey 2004). However, non-
aggregated approaches to configure preservation systems are also possible where different 
functionalities of DP are divided into services that can be distributed over multiple service providers. 
The service providers could each be specialized in a segment of the entire preservation process. The 
services are supposed to offer functionalities separately yet in an interoperable manner that can be 
combined together in a variety of ways in order to respond to an activity initiated by an IS. For 
example, one IS may require a continuous process of ingest and access whereas another could 
submit material to an archive on an irregular basis. A description of every service should be available 
in its service profile to make its discovery possible. The service profiles are later on used for matching 
service requests and service providers by a semantic matchmaker (Hunter, Choudhury 2004). As 
advances are made in preservation process and software, preservation tools and services evolve, 
and new standards rise. Accordingly, new preservation services must be able to be incorporated. In 
addition to access to preservation services and their discovery, the link between IS and DP also 
needs to be adapted to the new services and standards. Service recommender systems and decision 
support services could assist organizational archivists to select optimal combinations of services for 
specific circumstances.  

On the other hand, increasing functionality of web-based information systems, integration of data 
warehouses and enterprise information portals, and modern mobile devices provide very 
heterogeneous interfaces to access and preserve information resources (Munkvold, Päivärinta, 
Hodne and Stangeland 2006). Therefore, a flexible administration structure and support is needed 
that establishes interactions between IS and DP while being able to handle potential changes in the 
IS system architecture.  

Accordingly, on one hand, several systems are free to select among a combination of DP services on 
the cloud that could develop over time. In this case, the interaction link between an IS system and a 
DP service should be able to automatically identify the update/change and make a decision for 
whether to move on to the newer service. On the other hand, a single DP service might face a change 
in an IS application interface. Here, as well, the middleware needs to identify the change and take 
proper actions: for example, to stop the service, to adapt to the change if possible, or to recommend 
another service. Altogether, four scenarios arise from the discussion above: 



• Steady IS and steady DP service 

This scenario identifies a situation in which an IS is integrated to a DP service where neither 
of two systems are expected to be altered over time (when alteration includes upgrade of a 
software segment or whole system, change of a software segment or whole system, or 
switching to a different system or service). Interaction between IS and DP service is intended 
to be smooth and maximally automated. Currently, this type of one-to-one configuration for 
integrating IS and DP is supported by preservation service providers such as Tessella, as 
described above. 

• Steady IS and altered DP services 

In this case an IS is assumed to remain unchanged over time while integrated with one or 
many DP service(s) that may be subject to upgrades. After an upgrade, the IS may 
sometimes need to switch to a different DP service. Alterations as such would impact on 
interactions between IS and DP services over time. However, the interactions should stay 
maximally automated. This scenario, and also the following ones, introduce challenges for 
maintaining and administering integration between IS and DP services over time.  

• Altered IS and steady DP service 

This scenario raises the same challenges as the previous one, but from the opposite 
viewpoint. In this case, alterations occur to an IS whereas a DP service is assumed to remain 
unchanged. Here, too, the IS-DP-interaction is affected and maintenance of automation and 
integration are challenged. 

• Altered IS and altered DP services 

This scenario covers all the scenarios mentioned above. An information system can be 
subject to alterations, while it must be able to interact with one or more changeable DP 
services over time. As well, more than one information systems of the organization in 
question may wish to ingest and/or access to a particular DP service from the selected 
service provider. Hence, the future system integration and preservation administration 
solutions should be designed accordingly. If a solution can address this main scenario, it 
should also be able to address all the other above-mentioned challenges as well. 

5 Design challenges and issues 
For each scenario above, automation and integration of IS and DP services is of foremost importance. 
In this regard, here, two groups of design issues are identified. The first group of issues refers to tasks 
and responsibilities of administering preservation. In addition, a designer needs to address where to 
organizationally locate the middleware and related tasks  

5.1 Preservation administration tasks 
The preservation administration component (with the related tasks) is located in the middleware 
together with the pre-ingest and access components (Päivärinta et al. 2014). According to our 
analysis in light of the scenarios to manage integration between IS and cloud-based DP services, the 
preservation administration tasks can be divided into three main categories (Table 1): automatizing 
ingest, automatizing access, and general administration tasks. 

In any of the scenarios, no preservation will take place before a DP service is chosen based on the 
organizational requirements and cost constraints. This preservation administration task has been 
under study e.g. in the recent ENSURE project, which aimed at decision-support for conceptualizing 
organizational quality requirements for preservation and mapping them in connection to technical 



descriptions and characteristics of cloud-based preservation services (see Andersson et al., 2013). 
Anyhow, research on how to implement this task is still in its very beginning. 

After the DP service is chosen and contracted with the service provider, a maximally automated 
workflow needs to be configured for ingesting selected information content from IS according to 
chosen policies to the selected service. This component should take advantage of the available 
standards for exchanging information content and metadata, such as CMIS (Choy et al. 2011) or 
METS (LoC 2014), to ensure the maximally automatized configuration operations as well. While “plug 
and play” functionality to configure ingest from IS to DP services may still require significant research 
and development efforts, it should be pursued to the maximum extent. Currently, full integration of the 
ingest process requires necessarily human interaction and application development, while the focus 
of the future research should be in the problem of automatizing such interoperability to the extent 
possible. 

Similar challenges apply also after a preservation service has been established and some content 
preserved. If an information system needs to be able to browse also the preserved content, and 
eventually to access that, the preservation administration needs to configure accesses to the 
preserved resources by request and, ultimately, to re-contextualize copies of the preserved 
information resources back to active information systems if needed. Here, it needs to be noted that 
the system accessing the preserved resources is not always necessarily the system which had initially 
preserved them. If access to the preserved content resources is large-scale and frequent, the 
middleware should also be capable of optimizing the browsing and access conditions accordingly, 
e.g. by using some cache-databases for frequently used contents. While browsing solutions (such as 
Tessella’s SDB above) exist, the integration issues for providing possibilities for full-fledged re-
contextualization of a preserved resource to another system surely need significant research and 
development attention also in the future. 

 Preservation administration tasks 

Automatizing 
ingest 

• Choose a DP service  

• Configure ingest workflow 

Automatizing 
access 

• Configure access 

• Optimize access conditions 

General 
administration 

tasks 

• Manage updates to IS, DP service 
and middleware (including the 
standard application processing 
interfaces) 

• Manage costs 

• Manage exceptions and errors 

Table 1 preservation administration tasks  

The preservation administration task, supported by a middleware, needs also to take care of updates 
to the connected information systems, preservation systems, and the standard application processing 
interfaces in use. Moreover, in any larger-scale preservation solution, the administration task needs to 
monitor and manage costs of preservation (and access) being ultimately prepared for switching a 
service provider if a more optimal competitor can be located, e.g., in the cloud. Finally, automation of 
the ingest and access processes and requests will also most likely create exceptions and errors over 



time, which need to be solved. This would be on the responsibility of the administration task / 
component. 

If we compare the suggested administration tasks to the above-mentioned scenarios, we can see that 
they correspond logically to the most challenging scenario as follows. In the first place, the tasks 
address the need for establishing and maintaining fully automated ingest and access processes. 
Secondly, the suggested administration tasks monitor for both needs for changes caused by external 
events and possible changes initiated in the preservation environment in itself, and can, in turn, again 
launch the configuration tasks accordingly. Hence, at the logical level, we can argue that at least all of 
these seven abstract tasks for the preservation administration component will be needed for 
addressing the digital preservation scenarios listed above. Future research should focus on the 
possibilities and design choices, which would make their maximal automation and computer support 
possible. 

5.2 Where to locate preservation administration and middleware 
Although a middleware solution seemed like an obvious choice for the scenarios given above 
(Linthicum 2000), one question that is not as easily addressed is – who should own and operate the 
middleware and be responsible for preservation administration? There are three options to choose 
between here; the content producer could own and manage the middleware, the preservation 
organisation could own and manage the middleware, or the middleware could be owned and operated 
by a third party. There are benefits and detriments with all, however. 

5.2.1 Middleware managed by producer organization 
Having the middleware operating under management and ownership of the content producer 
organization could lead to that integration with the content producer’s system(s) would be optimized. 
One drawback might be that there is a too tight coupling between the systems on both a practical and 
a logical level, which would lead to difficulties to change either the IS or the middleware. Hopefully the 
middleware would however adopt common interfaces and standards for external communication with 
the preservation system(s), so that it would be easy to change preservation system provider. 

5.2.2 Middleware managed by preservation organization 
With the middleware managed and owned by a preservation organization, it would likely be focused 
on support for whatever repository system the preservation organization is running. The ingest 
process would follow the rules and policies set up by the preservation organization, and if the content 
producers would need to use several preservation organizations/services, they might need to follow 
several different protocols and formats for ingest, perhaps also access.  

5.2.3 Middleware managed by third party 
If the middleware is operated and owned by a third party, it would be likely that this third party 
provider would be interested in providing solutions for several different content producers, as well as 
for several different preservation systems. This would mean that although both the producer systems 
and the preservation systems would need to follow some common standards and principles, it would 
be standards and principles that are well known, and most likely even tailor made, for a particular 
area of application. It would be in the interest of the third party provider to make sure that the 
middleware supports well-established practices and standards in e.g. content management and digital 
preservation. In that way, all producer systems that support e.g. the Content Management 
Interoperability Services (CMIS; Choy et al. 2011) would be able to ingest objects into the middleware 
which then would process and package the objects according to e.g. METS principles (LoC 2014). 



Our initial choice would be to opt for having the middleware provided by a third party, in order to 
facilitate different producers, and producer systems, as well as the possibility for one producer having 
one form of access to several different preservation systems, e.g. for different types of objects. 

6 Discussion - Contributions and implications for future research 
In this article, we identified challenges and design issues for an integrated model of preservation 
services in the cloud and Information Systems. We specifically discuss the challenges that are 
brought about by developments and upgrades that take place in time. In addition, we suggest design 
issues to address each challenge in a systematic manner. The identified scenarios and design issues 
complement the preservation-oriented view of the OAIS model by addressing a need for middleware 
and a set of preservation administration tasks, which should take place between OAIS-compliant DP 
services and organizational information systems. 

Noteworthy in this article is the recognition of a scenario for future arrangements for digital 
preservation in which changes/upgrades is envisioned to happen in both IS and DP services in use. 
We take a few steps forward from the state-of-the-art that indicates the preservation situation in which 
automation is provided one-to-one between assumingly steady IS and DP. For being able to tackle 
the scenario of integrating ever-changing information systems with multiple, cloud-based, 
preservation services, we suggest seven abstract tasks which any preservation administrator in an 
organization needs to consider, and which should be ideally automatized to the extent possible. The 
identification of these tasks opens interesting avenues for future research and development efforts in 
the field.   

To achieve automation and seamless interaction between IS and DP services, we realize that one 
should also decide and design where to locate the middleware components and administrative tasks. 
Our suggestion for taking responsibility for preservation administration tasks and middleware goes 
beyond what has been identified in the recent SHAMAN (2010) and Protage (2008) projects. As such, 
our work above concretizes further the abstract suggestion for a general-level middleware by 
Päivärinta et al. (2014). 

Our future research will focus on actual challenges of how to implement the middleware and 
preservation administration tasks when integrating IS and DP services. This work takes place, e.g., as 
a part of the on-going ForgetIT (2014) project. The project implements solutions for integrated and 
automated ingest and access processes through which we will also learn concretely more about the 
challenges and current potential for automatizing the preservation administration tasks and 
components. While we regard our analysis above as a useful start for this journey, we also recognize 
that there are a number of other issues that need to be considered while developing integration-ready 
DP services in the cloud. For example, while today’s storage clouds typically aim at providing low-cost 
storage space, they give few guarantees to the reliability and security of the stored information. A 
crucial aspect of enterprise risk management with regard to digital preservation of business processes 
is a careful analysis of the service dependencies in connection to specific business processes.  

7 Conclusion 
Information systems and cloud-based digital preservation services are subject to upgrades and will 
change over time. This poses several challenges for the ever-increasing need for digital preservation 
in organizations with scarce human resources which can be used for actually doing and managing the 
task. It is thus important to build more integrated preservation solutions between IS and DP services 
where the preservation tasks remain smooth and maximally automated regardless of alterations in IS 
or DP services over time. Moreover, we evidently need better middleware and system support for 
maximally automated preservation administration, as described above. However, having a 
middleware between IS and DP service in itself does not guarantee automation to a high extent. The 
four problem scenarios and seven core tasks of preservation administration provide understanding of 



implementation challenges and requirements of such middleware to support automation of ingest, 
access and, finally, even maximum automation of preservation administration in itself. 
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