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Abstract

Routing policies are used to implement traffic agree-
ments in BGP routed networks, and may give rise to
a configuration where the policies are in dispute in a
way such that no agreement is met for a stable rout-
ing state. To determine the probability of extensive
oscillation due to policy dispute in a simple configura-
tion, we have performed a set of experiments in both
a real and in a simulated routing environment. The
results suggest that jitter applied to MRAI timers lim-
its extensive oscillation due to policy disputes for the
particular configuration.

1 Introduction

The standard inter-domain routing protocol used in the
Internet today is the Border Gateway Protocol version
4 (BGP) [1]. BGP is a policy based path-vector rout-
ing protocol that distributes network reachability in-
formation between Autonomous Systems (AS:s). By
default, BGP chooses the shortest path to a destina-
tion, in terms of the number of AS hops. However, the
BGP protocol admits routing policies to control the
path selection.

This paper presents an excerpt from our ongoing
work in which we study the nature of policy based rout-
ing and seek algorithmic solutions to problems related
to policy based routing. Specifically, the problem of
policy disputes is being addressed. Our main objective
is to create a dynamic distributed system that prevents
functional disruptions due to policy disputes.

The effect of a route history mechanism proposed by
Griffin and Wilfong [2] is currently under evaluation,
with the objective to improve the mechanism. For this,
we have created a simulator suited for experiments on
policy disputes, which incorporates a simulation model
of the route history mechanism. Using the simulator,
we study policy disputes in different topologies of var-
ious sizes, using different policy configurations. We
have also performed initial experiments in a test bed
that consists of a real implementation of BGP.

2 Related work

The efficiency of BGP routing is crucial for Internet’s
service quality. During BGP routing convergence, ser-
vice quality is degraded for the end-user traffic [3].
Varadhan et al. [4] have shown that certain configu-

rations of routing policies in BGP routed networks can
cause routing divergence, where no routing solution is
found. The symptom of routing divergence is a never-
ending routing information exchange, i.e., persistent
route oscillation.
To remedy routing divergence due to policy disputes,

two different kinds of solutions have been proposed,
namely static solutions and dynamic solutions. In a
static solution, all policies in use are collected and
centrally analyzed in order to detect and resolve dis-
putes. This approach has been advocated by Govindan
et al. [5]. Griffin and Wilfong [6] have shown that the
complexity of such a solution is either NP-hard or NP-
complete.
As a dynamic solution, Griffin and Wilfong have sug-

gested an extension of the path-vector routing algo-
rithm used in BGP, such that route histories are main-
tained in disseminated routes [2]. Each router that me-
diates a route adds information to the route’s history
attribute. If routing divergence arises due to policy
disputes, the history will eventually contain cyclic pat-
terns of entries, which can be detected by the routers.
In order to resolve divergence, Griffin and Wilfong pro-
posed that paths related to the disputing policies are
suppressed. Such a solution for resolving policy dis-
putes may not be suitable.

3 Policy disputes

Routing policies are used to implement traffic agree-
ments between peering AS:s, and the BGP protocol
allows each AS to define its routing policies indepen-
dently from other AS:s. For the Internet, no global
coordination exist for configuring the AS:s routing poli-
cies. This may give rise to a configuration where rout-
ing policies are in dispute in a way such that no agree-
ment is met for a stable routing state by the BGP pro-
tocol.
The simplest configuration that gives a policy dis-
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Figure 1: Routing states in a three-node topology.

pute consists of three AS:s as shown in Figure 1. In
this scenario, AS 1 announces destination d to AS 2
and AS 3. AS 2 and AS 3 have two choices of path
selection to d. They can either choose the direct path
to AS 1 or a path via each other, should one be offered.
Both AS 2 and AS 3 prefers the indirect path over its
neighbor, as shown in Figure 1(b) and Figure 1(c). In-
stead of converging into one of those solutions, it may
happen that the system oscillates between the states
shown in Figure 1(d) and Figure 1(e). This behavior
is dependent on the order of exchanged routing mes-
sages, and the oscillation may converge into one of the
routing solutions. For this reason, this policy dispute
is defined as soft. There exist other configurations that
have hard policy disputes where the systems cannot
converge [6].

We have created RouteSim, an event-driven simu-
lator for studying the behavior of distributed routing
protocols. RouteSim is written in Java and contains a
high level abstraction model of BGP and all derivatives
of Griffin and Wilfong’s SPVP protocol [2].

Initially, we set out to evaluate Griffin and Wilfong’s
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Figure 2: Setup for the test bed experiment.

route history mechanism by observing its behavior in
a set of scenarios. When the configuration shown in
Figure 1 was tested, the route history mechanism sur-
prisingly did not indicate oscillation, when so occurred.
Intuitively, it can be argued that oscillation due to pol-
icy disputes in such configuration is unlikely to occur,
and would be limited if it does.

4 Experiments

To determine the probability of extensive oscillation
due to policy dispute in the configuration described
in Section 3, we performed a set of experiments in
both a real and in a simulated routing environment.
In these experiments, the standard BGP protocol was
employed, i.e., the route history mechanism was not
applied.
Since the policy dispute described in Section 3 de-

pends on the timing of routing messages, we believe
that jitter should be a large contributor to limit rout-
ing oscillation due to policy disputes. Jitter stems from
the network environment, and may also be deliberately
imposed on routing protocol timers.

4.1 Test bed

The test bed consisted of four PC:s running the
FreeBSD operating system and the Zebra [7] v0.93b
routing software. The setup for the test bed experi-
ment is shown in Figure 2. All PC:s were connected to
the same LAN, and Dummynet [8] was used to impose
a 50 millisecond delay on the network traffic between
the computers acting as AS 2 and AS 3. AS 4 origi-
nated destination d. AS 2 and AS 3 were configured
such that indirect routes were preferred more than the
direct route over AS 1, which gives the same policy
dispute as described in Section 3.
During a set of tests, we occasionally observed rout-

ing oscillation due to policy disputes going for more
than 20 minutes. After inspection of Zebra’s source
code, we concluded that Zebra does not apply jitter
to its MinRouteAdvertisementInterval (MRAI) timers.
The MRAI dictates the minimum amount of time that
must elapse between route advertisements sent from a
single BGP router.
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Figure 3: Cumulative frequency distributions for the
simulation experiments.

4.2 Simulation

To estimate the probability of extensive oscillation with
and without MRAI timer jitter, we performed two sets
of Monte Carlo simulations in a configuration as shown
in Figure 1. In both sets, the link delay was set to
vary randomly between 5 and 7 milliseconds, and the
CPU processing delay in the nodes was set to vary
randomly between 0 and 1 second. In the first set,
the MRAI was set to vary randomly between 30 and
35 seconds, and in the second set, the MRAI was set
to constant 30 seconds. For each set, we performed
10,000 simulations.
Figure 3(a) and Figure 3(b) show the cumulative fre-

quency distributions that resulted from the two sets
of simulations. When jitter was applied, 90% of the
simulations converged within 69 seconds, and all sim-
ulations converged within 198 seconds (3.3 minutes) in
simulated time. When no jitter was applied, 20% of the
simulations took longer than 7 minutes in simulated

time before convergence occurred. To avoid lengthy
simulations, the simulator was configured to stop any
simulation running longer than 60 minutes in simulated
time. This can be seen in Figure 3(b), where the curve
jumps from approximately 95% to 100% at 60 min-
utes. This means that 5% of the simulations might
have continued longer than 60 minutes in simulated
time. These results clearly show that applying jitter to
MRAI timers limits the oscillation time in the simula-
tion model.

5 Conclusion and future work

Timer jitter seems to limit oscillation due to policy dis-
pute in the type of configuration described in Section 3.
According to the BGP specification, jitter should be
applied to MRAI timers. The extensive oscillation ex-
perienced in the test bed experiment might not have
been so severe if Zebra had applied jitter to its MRAI
timers. Applying jitter makes the problem less severe
but does not solve it completely, which is why we aim
to develop a distributed algorithm that detects and re-
solves policy disputes in any routing configuration.
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