
Proceedings of the Third International Conference on Mobile Business, M-Business 2004 

Securing m>Business Scenarios Using the Buddy Model of Security for 
Agent Communities 

John Page, Arkady Zaslavsky, Maria Indrawan  

School of Computer Science and Software Engineering, Monash University, Melbourne  
{john.page,arkady.zaslavsky,maria.indrawan}@ infotech.monash.edu.au  

 
 
Abstract 
 
The paper describes m-commerce application scenarios implemented using mobile agents. It describes 
the applicability of agents in these pervasive scenarios and lists the advantages of an agent based 
business model as compared to other architectures. Further, the paper examines the security 
vulnerabilities that arise within the dynamic scenarios generated by the business model. To counter 
these vulnerabilities, the Buddy model of security for agent communities is proposed and its 
implementation and suitability for the business models discussed. 

Keywords 
 
Business, Agent, Vulnerability, Security, Buddy 

 

Introduction   
The integration of mobility with e-commerce has led to the development of an entirely different and 
somewhat independent model of conducting business known as m-commerce [1]. The advantages of 
adopting this business model have spurred interest in the development of supporting technologies such 
as the agent paradigm. 

While various definitions have been put forward to explain the motivation behind the agent paradigm, 
Franklin and Graesser’s definition [2] of an agent best encompasses the characteristics of an agent. 
Their definition views an agent as an autonomous entity operating in an environment, that the agent 
can sense and reacts to as time passes while attempting to pursue its own goals so as to, affect its 
future reactivity to the system. While this definition, and several other viewpoints attempt to define the 
various characteristics of the agent paradigm, the introduction of mobility has added a new dimension 
to its capabilities. It has allowed agents to realize pervasive applications in ubiquitous domains. 
Cyberguide [14] is an example of a system that utilizes the ability of agents to process context-
sensitive information and uses it for guiding tourists around a particular building or in a broader sense, 
around a city. 

The growing number of mobile users has led to developers and strategists rethinking and remodeling 
their business models in order to extend the business reach of their applications to these users. Agents 
with their support for mobility have emerged as suitable candidates for the implementation of   m-
commerce applications. While the agent model has been examined as a suitable base for developing e-
commerce models in [13], its applicability has been demonstrated in applications modeling agents as 
Personal Assistants, working in e-commerce scenarios [11] and as supporting instruments for banking 
transactions [12] to name a few. The success of mobile agent based scenarios has fuelled the 
development of progressive research strategies and has led to the continued refinement of the mobile 
agent paradigm. Currently, several variations of mobile agent systems are available for commercial 
application deployment as well as for educational purposes.  

Mobility apart from extending the scope of the agent paradigm, has allowed agents to be pro-active 
rather than reactive.  This feature has had far reaching positive implications in business scenarios 
wherein the user is mobile and the network connectivity and bandwidth is of a premium. Mobile 
agents can continuously sense the environment in which they operate and take decisions based on their 
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programmed level of intelligence. This allows agent based architectures to exercise a higher level of 
flexibility with a modular approach to decision making. These reasons and several other researched 
and documented advantages [4] have strengthened the case for the adoption of agent architectures in a 
web-based environment. However, issues relating to security and trust have proved to be a bottleneck. 

 This paper examines the security vulnerabilities that arise in mobile agent based scenarios in two 
different web based domains. The first scenario is a mobile agent based enterprise scenario, featuring a 
mobile Workflow Management System (WMS), while the second scenario describes a mobile airline 
Ticketing System (ATS), featuring collaboration among agents based on context. The paper uses these 
two scenarios to demonstrate the applicability of a mobile agent based architecture as opposed to other 
conventional business models. It further expands these scenarios, to draw out the security 
vulnerabilities that threaten the development of trust in these business models. To counter these 
vulnerabilities the Buddy model of security is described.  

The rest of the paper is organised as follows, the section “m>Business Scenarios using Mobile 
Agents” describes two different pervasive mobile agent based business application scenarios. The 
section, “Security Threats” examines the role of malicious entities and the possible security 
vulnerabilities they can cause within these pervasive scenarios. The section, “Security 
Countermeasures using the Buddy Model”, describes the working of the Buddy model [7,15] of 
security for agent communities and documents its implementation suitability within the current 
scenarios. The final section, “Conclusions and Future Work”, summarises the paper with an indication 
of future work.  

m>Business Scenarios using Mobile Agents 
 
While initially the mobile agent paradigm gained acceptance with its ability to provide an efficient 
operating environment in scenarios where bandwidth is limited and network connectivity was not 
assured, recently agent developers have started successfully applying the paradigm to e-commerce 
applications [1]. This section describes two mobile agent based scenarios. Further, it examines the 
advantages of using such an agent-based model in the described scenarios. The first scenario 
described is an enterprise pervasive WMS, implemented using mobile agents. The second scenario 
examines the application of mobile agents in a web based ATS. This application scenario focuses on 
the collaborative nature of agents that stems from sharing a common context. 
 
Pervasive Workflow Management using Mobile Agents 
 
Over the years, workflow related software has attempted to simplify the effort involved in business 
transaction processing by making the flow of information between different work processes a smooth 
and transparent function. The key benefits involved envisaged in a workflow model can be 
summarised as below [5]: 

1. Business function processing efficiency: The automation of a business process allows the 
reduction of redundancy involved in the processing steps. In a workflow model, repetitive 
tasks can be easily identified and either discarded or chained together, leading to a modular 
approach as described next. 

2. Modular approach: Capturing the business process within a workflow model, allows the 
application controller to have a modular view of the process currently undergoing processing. 
The controller can trace and re-trace the processing steps at each modular level enabling her 
in identifying performance bottlenecks. 

3. Faster response time: Automating a process definitely achieves a faster response time, leading 
to increased productivity and greater customer satisfaction. It also reduces human computer 
intervention by allowing users to directly feed in their requirements at the start. The workflow 
engine handles all business decisions internally without the need for any further human 
intervention. At the end the output of the processing is made available to the application user. 

4. Flexible to changes: With changing business scenarios, processes need to be updated and 
streamlined to match the dynamic state of the environment. An automated workflow model 
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allows a high level of flexibility in meeting these changing scenarios. Modules can be added 
or removed depending upon business dictates. 

 
Implementing a workflow model in a web-based application has several considerations attached to it.  
The workflow management standards coalition [5] has laid down certain standards for workflow 
models to conform to. In spite of these documented and certified standards, various complexities 
within the business processes underlaying the workflow model make a generalization of the business 
task at hand a difficult procedure.  
Several key considerations govern the mapping a business process to a workflow model. They are 
summarised as follows [4]: 

1. Identifying the major players: The first step in designing a workflow model is to identify the 
key users of the workflow model. Apart from establishing their identities, the business 
responsibilities of these users have to be documented. Further, lines of authority of each user 
have to be clearly laid down. 

2. Identifying the endpoints: The start and end points of a business process have to be clearly 
identifiable within the workflow model. There should be no ambiguity in identifying the input 
requirements of a particular business process. Following from this requirement, the output of 
a particular business process should be clearly documented. 

3. Identifying the business rules: This requirement could be termed as the core of the workflow 
design. The business rules supplied to the model are used to define the workflow engine. This 
engine is responsible for moving data from one application to another after treating it to 
different rules defined by the business logic of the application(s) involved 

4. Identifying performance benchmarks: Once a system, is up and running it needs to be tested. 
Testing can be of different types and can take different forms. A simple testing algorithm 
would intend to measure the accuracy of the results produced. Another form of testing focuses 
on evaluating the performance of the workflow system, by subjecting it to regression as well 
as stress testing. Evaluation parameters and benchmarks for both these testing modes need to 
be laid down. 

While these considerations aid in designing an efficient centralised workflow management system, a 
fresh set of possibilities and scenarios arise in a pervasive workflow management system. Consider 
the pervasive workflow model based on mobile databases as described in figure 1. It describes a 
WMS spread over several mobile databases.  

 
Figure.1. A Pervasive Workflow Management System (WMS) 
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Every entity in the workflow model is mobile and connects to the central workflow engines through a 
Mobile Application Service Centre (MASC). The MASC performs the function of an interface 
between the mobile device and the workflow engine. The workflow engine is represented by four 
different spheres, labelled as WkE1, WkE2, WkE3, and WkE4. All sub-sections of the workflow 
engine are mobile in nature and acting together they combine to form the core of the WMS. The 
business rules used by the WMS are spread over different mobile databases. For the sake of 
simplicity, the model in the figure depicts only two business rule databases, but in reality the 
pervasive WMS interacts with a number of mobile databases. Each of these databases can be a part of 
the model either directly or participate indirectly, through other databases and MASCs. 
 
The operation of the WMS is coordinated using mobile agents, which hop from one system to another 
while attempting to process the received request. For each processing request that arrives, the nature 
of the processing and the steps involved will be dictated by the business rules that need to be applied. 
The following psuedo code algorithm, describes the transaction processing steps within the described 
pervasive WMS. 
/* Transaction Processing Within A Pervasive WMS */ 
Step 1: Application fires a processing request to the MASC, triggering agent activity. 
Step 2: An Analysis Agent (AA) examines the request and dispatches a Rule Fetching (RF) agent to 

the Business Rules (BR) database. 
Step 3: RF Agent liases with the static BR Agent and submits the request. 
  If BR is FOUND 
               BR Agent retrieves rule and services RF Agent. 
           Else 
              RF Agent ERROR flag is set and it is returned to base. 
Step 4: RF agent migrates to Workflow Engine Agent Reception Centre and liases with Workflow 

Engine Reception (WER) Agent.  
Step 5: WER Agent dispatches slave agents that migrate between the sub-sections of the WE and 

process the request. 
Step 6: If transaction successfully processed 
               Service RF Agent, set SUCCESS flag 
            Else 
              Perform Exception Handling, Advise RF Agent 
Step7: Dispatch RF Agent back to MASC. 
 
These steps give a high level overview of the steps involved in processing a transaction request within 
a pervasive WMS. Each component of the WMS uses an agent to process a transaction request. 
Updating of the various mobile databases that feed the system is done using mobile agents, carrying 
information and updation requests from different controlling systems. Mobile agents allow different 
modules of the WMS to collaborate and coordinate effectively in meeting a transaction request. 
Further, it allows the entire system to function in a decentralised mode while maintaining a high level 
of sensitivity to transaction requests from different sources. The next sub-section describes the 
implementation of a pervasive travel agency application. 
 
Pervasive Airline Ticketing Using Mobile Agents 
 
Till a few years ago, the mobility factor was a deterrent to the pervasive expansion of a business 
application. Currently, it has become a vital cog in the evolution of m-business scenarios. This section 
describes the implementation of a pervasive Airline Ticketing System (ATS). The ATS application is 
similar to the previous scenario in the sense that it is hosted on mobile devices, but is dissimilar in the 
sense that it is wholly commercially orientated as opposed to the enterprise nature of the WMS. This 
factor leads to a totally different set of scenarios as will become apparent when the security 
implications within the two systems are described. 
 
Before describing the dynamics of the ATS, it may be useful to consider the key factors that influence 
the application design and functionality. These factors are briefly enumerated as follows: 
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1. Identifying key users: While the main users of the ATS will be airline travellers, there can be 
several other categories of user who interact with the system for different reasons. Some 
examples of these categories are travel agents, airline marketing personnel, and application 
maintenance staff to name a few. Apart from identifying these user categories, the appropriate 
system response to their interactions also needs to be documented. 

2. Identifying lines of authority: If user action is allowed to occur unchecked, their interaction 
with the system can give rise to totally unexpected as well as undesirable results. To prevent 
such scenarios from developing, user lines of authority need to be identified and carefully 
delineated without any ambiguity.  

3. Identifying business goals: One of the key factors of any business system design is the 
definition of the application goals. A system design wherein there is a clear orientation of the 
system towards these goals enables the growth of synergy within the different business 
modules. 

4. Identifying application interfaces: While the term ‘interface’ may appear to be an allusion to 
information manipulation screens for users, it is diametrically the opposite. Application 
interfaces define the endpoints of a particular business module. For example, consider an 
airline traveller, who books an airline ticket as well as makes a hotel reservation from a travel 
agency website. This particular scenario clearly identifies two separate business modules, 
airline travel and hospitality.  

 
Various cross-linkages within the application will sometimes blur the user; user authority and 
application interface demarcation lines making their identification difficult. However, in spite of this 
problem, these aspects of system design require careful thought, for the evolution of a successful 
business system design. Figure 2 describes an ATS model. From the figure, it is apparent that 
although the primary focus of the application, is to sell airline tickets to customers, there are several 
other secondary business goals that the application attempts to achieve.  

 
Figure.2. A Pervasive Airline Ticketing System (ATS) 
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It is possible to identify some of these business goals by looking at the figure. Apart from these 
readily apparent goals, there may be certain invisible goals that may not be openly visible and in some 
cases may not be totally legal. For example, the web server may collect personal information from a 
user without his knowledge and sell the data gathered to another agency. As described in figure2, 
users interact with the system through various interfaces. These interfaces are referred to as Floating 
Interfaces due to their pervasive and dynamic nature. This aspect of the interface allow it to reorient 
itself in order to meet changing conditions imposed by the environment external to the system. To 
understand this feature, consider a scenario in which users log in to the system using different means. 
On some occasions, they may use a WAP [6] enabled browser from their mobile phones or PDAs. In 
areas, where network connectivity is not reliable, the user might send a mobile agent to perform the 
desired business function. 
 
Another advantage of using a floating interface in a pervasive is that it can serve a number of service 
providers. In figure 2, these interfaces are shown to have a bi-directional connection with different 
service providers. To understand this concept, consider a web browser acting as a floating interface. 
The home page of an airline travel agency website, apart from ticketing information might also 
provide links to hotel reservation options and car hire agencies. Thus, a user by approaching a web 
interface of an application will usually have different options to choose from allowing him a wider 
range of options and the service providers to expand their customer base. The following psuedo-code 
traces the steps involved in servicing a request carried by a mobile agent within the ATS modelled in 
figure 2. The psuedo code describes agents belonging to different user groups, labelled as client 
agents arriving at the ATS interface. The ATS interface agents service the client agents and based 
upon the agent business requirements, the client agents are redirected onto other sub-systems within 
the ATS. The redirected agents then approach the sub-system with their business request. The 
transaction processing agents of the sub-system is responsible for servicing the client agent’s business 
request. 
/* Transaction Processing Within A Pervasive ATS */ 
Step 1: Client Agent liases with an ATS Interface (ATSI) Agent 
Step 2: ATSI analyses Client Agent request and charts action plan 
Step 3: Depending on action plan, Client Agent is redirected to Travel Agency Server (TAS) 
Step 4: Module Reception Agent liases with Client Agent 
            Analyse Request List, Order List based on server business considerations  
           While Request List NOT Empty 
                     If Processing of Current Request Possible 
                               Execute Steps for Processing Current Request 
                     Else 
                               Flag Process Request  
             Skip to Next Request in List  
Step 5: Module Reception Agent Analyses All Flagged Requests and Sets Processing Priority 
Step 6: Select Highest Priority Flagged Request and Redirect Client Agent to Appropriate Server 
Step 7:Repeat Processing Steps 4,5 until Client Agent request processing is complete or further 

information to continue request processing is not possible 
 
The pseudo code demonstrates a generic approach to agent processing. The reception agent of a 
module, for example, a TAS module reception agent analyses the business processing requests, 
carried by the client agent. The module reception agent orders the requests based on the business 
considerations of the module. In other words, if the agent is carrying a request for an airline ticket 
booking as well as hotel reservation, the primary request will be serviced first while the secondary 
will be flagged for future processing.  
 
The same sequence of steps will be repeated at the hotel reservation server. If the client agent carries 
requests for hotel room booking as well as car hire, the primary request will be given priority while 
the secondary request will be flagged. The next sub-section describes the advantages of the two agent 
based scenarios described above. 
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Advantages of the Mobile Agent Based Business Model 
 
The WMS and the ATS scenarios described in the previous section highlighted the pervasive nature of 
the business models. It dwelt on the mobility aspect of customers and users and proposed a possible 
way of reaching out to continuously mobile users. This aspect has allowed the business model to be 
considerably expanded. Further, it has fuelled the growth of research into developing supporting 
infrastructure to meet these changing business scenarios. While a detailed and well-regarded 
description of the advantages of using a mobile agent based application has been done in [3], 
following is a summary of using the agent paradigm in the scenarios described above: 

1. Scalability of Operations: An agent-oriented approach allows a business application to 
maintain a high level of scalability, as compared to other possible architectures. Agents act as 
glue between different sub-systems. Intra-domain applications can meet or detach themselves 
from an agent based business model, dynamically. For example, the ATS application 
described in figure 2 has several sub-application systems such as hotel-reservation and car-
hire connected. The term ‘connectivity’ does not as refer to their connectivity as physical 
machines but the existence of an application level channel through which information can 
flow. Mobile agents act as the conduit for this information transfer. They allow systems to 
come together, share information and become a part of a pervasive application. 

2. Application Robustness: The mobility factor coupled with the agent paradigm allows 
applications to maintain a high level of robustness within their operations. Fault discovery 
agents continuously monitor the health of the system assigned to them. Since these agents are 
mobile, they can move across an application spread over different physical machines while 
performing health checks. Their action enables the detection of tied up resources, system 
deadlocks, queued requests and heavily loaded modules. When faults occur, the redirection 
feature of agents allows a smooth transition of operations from the primary system onto the 
backup systems.  Thus, agent based applications do not need to suffer from downtime periods, 
if backup procedures are in place. 

3. Dynamic Application Discovery: The mobility feature allows agents to bridge the physical 
gap within and across applications. They allow a high level of inter as well as intra-
application interactions. Sub-components within an application can ‘talk’ to each other, even 
if they are located on different physical systems. Applications can dynamically discover each 
other as and when they become agent hosts and agents start arriving and docking at the 
system. 

4. Dynamic System Modelling: An agent-based architecture allows a high degree of separation 
between the physical infrastructure and the application system design. This is highly 
advantageous for systems aiming to possess a highly pervasive outlook. For example, 
consider a scenario wherein an airline travel agency makes a decision to expand its business 
operations from airline ticketing to the railway-ticketing sector. If the ATS design is mobile 
agent based, porting of the ATS onto another system would be a comparatively easier 
operation due to the high degree of modularisation present.  

 
Mobile agents allow the design of scalable, robust and continuously evolving business application 
systems. In the scenarios described in the previous section, agents perform the major business 
functions of the WMS and the ATS. Acting individually and sometimes as a cohesive unit, agents 
collaborate and coordinate the business functions that make up an application. Mobility allows them 
to migrate across networks, in the search for the closest answers to their business questions. While 
this feature increases the chances of getting an acceptable solution or answer to the user’s 
requirements, it opens the door to several possibilities that if exploited, can compromise the operation 
of agents. The next section, describes the limitations of the mobile agent paradigm from a security 
perspective. 
 
Security Threats  
 
The dynamics of an agent-oriented approach integrated with the mobility aspect allows applications to 
be pervasive in nature and to maintain a high level of ubiquity. These features allow users to interact 
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with the application in various ways. While, this aspect is convenient for maintaining a constantly high 
level of information flow through the application it also gives rise to various possibilities that can be 
exploited by users with malicious intent, in order to inflict damage on the credibility of the application 
system. 
 
These attacks described in this section can be extended to pervasive business application scenarios and 
therefore, can also be considered as a useful study of the points to be kept in mind while attempting to 
design a secure pervasive business application. The following briefly, enumerates the various ways in 
which a malicious attack can lead to the compromising of the two scenarios described in the paper. 

1. Subversion Attacks: Malicious entities such as, agents and agent systems can capture agents 
originating from other business systems and subvert them to attempt malicious damage on 
intended victims. Subversion of agents is possible using a code tampering attack implemented 
on a Grasshopper agent system [9]. Figure 3, describes a screen shot of the agent system. The 
agency is identified by the name, Destiny Travels. Agents dispatched from various agent 
servers arrive and interact with the agency, either directly or through local agents, executing at 
the agency. In the screenshot, AgentClassFileHacker is a malicious agent signed using a 
stolen digital signature. The action of the agent is to attack the class files of other agents 
present in the working directory. In the current scenario, the agent manipulates the class file of 
John’s Secret Agent. The effects of the attack become evident after the victim agent serializes 
its code and migrates to another agency, or instantiates another copy of itself.  

 
Figure.3. Grasshopper Agency Screenshot 

 
2. Interface Based Attacks: The pervasive nature of the two applications is possible due to the 

interfaces they use. These interfaces allow application users to submit their requirements and 
receive information from the system in various ways. They also allow malicious users to 
exploit the system. One possible way of attacking the system would be to attempt a Denial of 
Service attack by besieging the MASC in the WMS and the floating interfaces in the ATS. 
The DOS attack can be implemented in agent systems with different variations. For example, 
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there can be an Active and a Passive DOS. These variations have been documented and 
described in detail [8]. 

3. Information Manipulation Attacks: Unauthorised entities using forged identities can gain 
access to the system. After successfully bypassing the authentication and authorization checks 
in place, the malicious entities can steal system information. For example, in the WMS 
scenario described, malicious entities will target the BR database and attempt to access critical 
system information critical. These entities apart from carrying away information can also 
manipulate it leading to ambiguity and undesirable results. 

4. Blocking Transmission Channels: Both scenarios describing the WMS and the ATS 
applications are composed of a number of entities whose interactions lead to the flow of 
information within the system. As evident in both scenarios, this flow of information is 
controlled and managed by agents, migrating across modules. Their movement is dictated by 
message passing and control parameters received by them. Malicious entities can interfere 
with data and message transmission channels by blocking or transmitting forged instructions 
over the communication channels. These entities can also hijack transmission channels by 
intercepting messages. 

 
The attacks documented above are only a few of the various attacks that malicious entities can use to 
gain access to the system. Several other possibilities of malicious action have been documented in [8]. 
The next section describes the Buddy model of security for agent communities and explains the 
security model’s implementation and effectiveness in countering the security vulnerabilities within the 
described scenarios. 

 
Security Countermeasures using the Buddy Model 
 
The security function is one of the most critical areas of functionality for mobile agents. If the agent is 
in a secured environment, it can operate and perform its business functions as intended by its sender, 
but if there is an element of doubt regarding the integrity of the agent function, the viability of the 
agent operation is lost and the results generated by its processing are of no practical use.  
 
Several considerations and limitations of the agent paradigm prevent a simple and efficient security 
solution for agents operating without any support. The major limitation encountered by an agent 
docked at a non-trusted agent server is that the agent server controls the execution sphere. The agent 
server can, at its convenience inspect the agent’s serialized code before allowing the agent to execute. 
This privileged position held by the agent server severely limits the various security policies that an 
agent might wish to employ in order to protect itself from malicious entities, which can include the 
host agent system itself. A summary of the various security proposals and their drawbacks has been 
done by [10].  
 
It is interesting to note that most of the limitations of the security proposals arise from the host agent’s 
refusal to recognise the technology and to deny the agent the right to execute. While this does pose 
some serious problems for the agent, it is important to gain the server’s viewpoint of the situation to 
have a clearer perspective of the situation. Agent servers are suspicious of the approach of 
unannounced agents sent by unrecognised parties. The reason being that these agents can cause 
malicious damage if allowed to execute as desired. The question that arises then is, why allow these 
agents to execute at all?  The answer to this question can be that a genuine user has sent the agent. 
This user wishes to transact some legitimate business through the dispatched agent. Refusing access to 
the agent and blocking its operation will be unviable for both parties involved in the transaction. The 
agent server will lose out on the chance of expanding its business operation and customer base while 
the agent sender will not be able to achieve the business information desired. 
 
The Buddy model of agent security enables mobile agents to effectively manage the security function 
of the agent community. In the model, a buddy keeps track of the agent allocated to its care, referred 
to as a central agent. The buddy continuously monitors the central agent’s well being and continued 
presence within the community. This allows a particular agent to function independently without 
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having to be concerned about managing the security function for protecting itself. Figure 4 describes a 
triplet buddy group. 

 
Figure.4. A triplet Buddy group 

 
Three agents located on different servers are shown to form this group. Two of the three agents are 
buddies while the third agent is the central agent that is being protected in this particular scenario. The 
figure also indicates that all members of the buddy group are located on different machines. The 
advantage of this approach is that if any particular agent system is malicious, it can only subvert or 
block the action of the agent docked at the server. The operation of the rest of the buddy group is not 
affected and the security model is not compromised. The complete security model works in two 
phases. In the first phase, the buddies attempt to contact the central agent while in the second phase, 
the roles are swapped and the buddies become the central agents and vice versa. 
The role swapping creates a chain reaction effect. It brings the buddies under the cover of the 
protection initially offered to the central agents. The central agents are now buddies and this aspect of 
the algorithm helps in extending the security cover to all agents within the community. The 
effectiveness of the security model arises from the fact that it is based on the operation of agent 
communities that are evolved within business applications. The rationale behind the formation of 
these agent communities can be the existence of a common context of operation. This operation 
context can stem from the agent business functional objective(s) and is used to compose the 
community goal. These agent communities may be composed of sub-communities. Within these sub-
communities it may be possible to identify smaller sub-communities. The Buddy model of security 
works within and across different agent communities and attempts to establish spheres of trust within 
these communities. Figure 5 describes the spheres of trust that are formed around agent communities. 
In the diagram, the different star shaped figures represent agents, while the dotted circle indicates the 
sphere of trust that encircles the agent community. 

 
Figure.5. Spheres of Trust formed by the Buddy Model 
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Since the Buddy model of security is agent community based, it is possible to map every sphere of 
trust to a particular agent community. As described in figure 5, a larger sphere encircles all other 
spheres. This indicates that using the Buddy model it is possible to build different levels of security by 
forming spheres of trust. From figure 5, it is possible to identify three agent sub-communities. These 
sub-communities combine together to form one large agent community. Thus, while it may be 
difficult for an individual agent to generate a protective shield for itself, the application of the buddy 
model allows it to protect the community as a whole. The following psuedo code briefly describes the 
operation of the Buddy system of agent security with reference to the scenarios discussed in the 
previous sections. 
 
/* Buddy Model of Security For Agent Communities*/ 
Phase 1: Buddy Systems Set Up and Initiation Steps. 
Step 1: Identify agent communities based on operation context and assign Buddy groups within. 
Step 2: Distribute and locate buddy groups, making sure that the agent and both buddies are not 
located on the same machine, at any point of time. 
Step 3: Set time period for buddies to contact agents allocated to them. 
 
Phase 2: Buddy System Execution Steps 
Step 4: Agent community initiates business processing 
Step 5: If contact time period of buddy to central agent is reached 
Step 6: Initiate contact-response mechanism. 
Step 7: Analyse contact response of the agents for any changes from normal 
Step 8: If any deviations from normal are recorded, initiate contingency steps. 
Step 9: Swap agent roles, buddies are assigned central agent positions and vice versa. Repeat steps4-8   
 
On applying the Buddy model to the pervasive scenarios of the WMS and the ATS, the security 
threats described in the paper can be brought down to a manageable level. The buddy security model 
allows the agent community to detect deviations from normal behaviour by its members. The buddy 
model architecture allows agents to migrate and concentrate on their business functions without 
having to be burdened by the requirements of their own security. Even if the agent system blocked, 
the transmission path between the buddy agent and the central agent, the security algorithm would 
detect a break in the contact response mechanism and signal an investigation into the cause. The next 
section  
 
Conclusions and Future Work 
 
The growing influence of mobility in the daily lives of the business community has led to a general 
restructuring of business models to match the changing nature of that way business is now conducted. 
Technologies that support the need for an application to be pervasive and ubiquitous have gained 
prominence. In this mobility sensitive scenario, the mobile agent paradigm has found acceptance as a 
result of its suitability to support and match the needs of cross-domain business models.  
 
This paper described the evolution of different pervasive application models by describing the 
examples of a Workflow Management System and an Airline Ticketing System application scenario. 
The pervasive factor and the ubiquity in these business models are achieved by applying mobile agents 
in the system design. The presence of mobile agents allows the system design to be decentralized and 
highly scalable. It allows smaller applications to combine together and to become a part of a larger 
ubiquitous application. Agents manage the flow of information and resources within the application(s). 
From the user’s perspective, they provide an efficient and reliable way of extracting information and 
meeting their web-based requirements. 
 
This paper examined the security threats that arise within pervasive web-based applications. To 
counter these threats, the buddy model of security for agent communities was introduced.  Further, the 
paper demonstrated the suitability of the buddy model in meeting the security threats that arise within 
these pervasive scenarios. Future work will concentrate on the evolution of similar pervasive web 
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based applications with a focus on the security threats that arise within them. To counter these threats 
the Buddy model of agent security will be extended and its suitability examined. 
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