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ABSTRACT 

A contemporary trend is that more and more people are moving into cities, which causes the cities to grow at fast pace. 
This leads to a situation for the city where many challenges needs to be handled in order to develop a sustainable and 
attractive city for its citizens. For instance, housing, economy, culture, social and environmental conditions are challenges 
that needs to be grappled with for the cities. To meet these challenges, a concept of smart cities has started to develop 
around the world. A city that is smart needs to invest in, for instance, human capital, modern communication 
infrastructures and environmental solutions. One trend in smart cities is the endeavour to enhance citizens’ quality of life 
by investing in IT solutions. However, using different types of IT solutions can also make citizens’ more vulnerable 
towards privacy invasion. Previous studies have shown that people in general are increasingly anxious about their
privacy. In this paper we will report on a study carried out regarding information privacy concerns related to an 
intelligent acoustic smart city solution for audio monitoring. This solution can, for instance, detect events such as sirens, 
recognise speech commands and detects presence in public buildings. Audio monitoring is a relatively new and under 
research phenomena. Hence, in this paper an analysis of a survey on information privacy concerns, carried out with 1000 
respondents around Europe, is presented and discussed. The basic findings from this study indicate that people have 
information privacy concerns related to this type of solution on a general level. However, when being more thoroughly 
introduced to the solution and its usage area, the citizens also became more positive towards the solution. The study also 
identified principles that can support future designs of this type of systems.   
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1. INTRODUCTION 

All around Europe, cities and their surrounding regions, are facing the challenge of simultaneously 
combining both competitiveness and sustainable urban development. This challenge is likely to influence 
issues such as housing, economy, culture, social and environmental conditions. Hence, considerations on how 
cities and their surrounding regions can develop towards a sustainable and innovative ecosystem that 
supports both innovation and adoption in real life environments have emerged (Schaffers et al., 2011). To 
meet these challenges, the concept of smart cities has started to develop around Europe. Cities can be viewed 
as a combination of different physical infrastructures, and a wide variety of communities that inhabit and use 
them (Pearson, 2006). 

These smart cities are often successful in combining and balance factors such as: economy, mobility, 
environment, people, living and governance, built on the smart combination of endowment and activities of 
self-decisive, independent and aware citizens. Until now, the development of smart cities have focused on 
deploying broadband communication infrastructures but the trend is now moving towards facilitating IT
solutions that enhance citizens quality of life (Schaffers et al., 2011). This can be seen in solutions such as 
public information systems, location-based services, ubiquitous computing and sensor networks.  
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The increase of digitalized information and advances of IT put forward new information privacy 
challenges for multiple stakeholders such as business leaders, privacy activities, scholars and individuals 
(Smith et al., 2011). The usage of IT is visible in almost all facets of citizen’s life and gives a vast amount of 
available data about a person. Living in the contemporary society implies that we, to some extent, give up 
some details in our private lives, leading to a perceived loss of privacy. This can make citizens more 
vulnerable and thus, the anxiety of privacy issues increases among people (e.g. Bélanger & Crossler, 2011;
Hough, 2009). It is therefore important to understand how to design innovative IT-solutions for smart cities 
that do not invade citizen´s privacy. Studying how people’s privacy is affected by the use of IT in different 
contexts is a complex task since privacy can mean different things to different people. Even so, it is important 
to understand people´s perception of privacy in relation to IT since research has shown that concern of 
privacy has a negative effect on adoption of IT (Junglas et al., 2008). As stated by Hong & Thong (2013),
information privacy is one of the most important issues to handle in the information age due to the increased 
use of digitalized information and personalization. Many of the invasions of privacy are not intentional but 
due to designers incapability to foresee how the collected data could be used and how this might impact the 
users (Karat et al., 2005). This calls for a need of more research on how privacy can be considered in design 
processes (Little et al., 2005), i.e. privacy by design to ensure that uses privacy is protected and considered 
yearly on in the design.

Hence, smart city solutions need to be envisioned not only from a technical perspective but also from a 
sociotechnical perspective with the aim to understand the impact of the technology in people’s lives. In this 
paper we will report on the EU-FP7 project EAR-IT (ID 318381) in which the objective is to develop and test 
intelligent acoustic technologies in a city context (see Section 3 for use cases) with the goal to contribute to 
the development of smart city solutions. Developing smart city solutions is a multi-stakeholder challenge, but 
here, the focus is on one aspect, namely the citizens since designing a solution for a smart city context 
includes considering the citizens who might be exposed to this type of technology. Therefore, one part of the 
EAR-IT project is to consider privacy aspects and include these in the design of the final system by applying 
a privacy by design approach. In previous research on information privacy (e.g. Bélanger & Crossler, 2011;
Hong & Thong, 2013; Pavlou, 2011; Smith et al., 2011), audio monitoring seems to be an area that has not 
caught a lot of attention among privacy researchers yet. Hence, in this paper, we will contribute to that area 
by analysing and discussing a smart city solution for audio monitoring from an information privacy 
perspective and based on that suggest design principles to support the design of future intelligent acoustics 
solutions.

The remainder of the paper is designed as follows. Firstly we will give an introduction to the field of 
information privacy that is followed by a description of our case, EAR-IT. Thereafter, our methodology is 
described and discussed followed by an illustration of our results. Finally, lessons learned from this study 
along with the practical implications that can be drawn from this study are presented.  

2. INFORMATION PRIVACY 

Privacy is often thought of as a human right that can be seen from both a moral and legal perspective. In 
general, definitional approaches to privacy, found in various disciplines, can according to Smith et al. (2011),
be classified as either value-based or cognate-based. Here the value-based perspective refers to general 
privacy as a human right that is vital to the moral value system in the society and this is the first definition of 
general privacy. However, when the privacy as a human right perspective was related to consumer behaviour,
a privacy paradox was discovered. This is expressed as even though consumers have privacy concerns, they 
still readily share personal information in various situations. Based on that, the privacy as a commodity was 
conceptualized. In this perspective, privacy is still an individual and societal value, but it can be given an 
economic value which can be considered in a privacy calculus of costs and benefits (Smith et al., 2011). For 
example, many consumers seem to feel that a reduced price of a product is a fair exchange for the data 
collected (Hough, 2009).

The cognate-based conceptualization of general privacy relates to the individual’s mind, perception, and 
cognition rather than to an absolute moral value or norm. This means that privacy can be viewed as state 
and/or as control of physical space and information. Adding to these dimensions of privacy, another set of 
types of privacy has been identified by Pedersen (1999). These types are “intimacy with family (being alone 
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with family), intimacy with friends (being alone with friends), solitude (freedom from observation by others), 
isolation (being geographically removed from and free from observation by others), anonymity (being seen 
not identified or identifiable by others), and reserve (not revealing personal aspects of one's self to others)” 
(Pedersen, 1999 p. 398). 

In this paper we focus in particular on information privacy. This category of privacy can be defined as 
one´s ability to control when, how and to what extent personal information is collected (e.g. Bélanger & 
Crossler, 2011; Hong & Thong, 2013; Pavlou, 2011). In previous research regarding information privacy, six 
key dimensions that are most commonly utilized in prior conceptualization of information (and internet) 
privacy concerns has been identified (Hong & Thong, 2013; Malhotra et al., 2007; Smith et al., 1996; Smith 
et al., 2011; Son & Kim, 2008). These key dimensions are:  

Collection; refers to the situation that large amounts of personal and identifiable data on 
individuals are gathered, and refers to the degree to which a person is concerned about the 
amount of individual specific data possessed (Malhotra et al. 2004) 
Secondary usage: means that personal information is collected for one purpose, but is used for 
another without proper authorization from the individual (Junglas et al., 2008) 
Errors: is the degree to which a person is concerned that protections against deliberate and 
accidental errors in personal data collected are inadequate (Junglas et al., 2008; Smith et al., 
2011) 
Improper access: refers to the degree to which a person is concerned that personal information 
is readily available to people not properly authorized to view or work with the data (Smith et 
al., 2011) 
Control: relates to a persons concern that s/he do not have adequate control over his/her 
personal information (Malhotra, 2004) 
Awareness: is the degree to which a person is concerned about his/her awareness of information 
privacy practices (Malhotra, 2004) 

As the development of technologies today moves into the direction of becoming increasingly invisible, 
smart and mobile, also other aspects of information privacy become important to consider since improper 
handling of such information can expose private persons to significant risks (Hough, 2009).  

Often when information privacy is studied the focus is to understand an individual’s perception of his or 
her concern for how personal information is handled by a website (Awad & Krishnan, 2006; Bélanger & 
Crossler, 2011; Clarke, 1999; Hong & Thong, 2013; Hough, 2009; Junglas et al., 2008; Smith et al., 1996;
Smith et al., 2011). Hence, the scope of many previous studies is slightly different than ours which focus on 
privacy issues related to audio monitoring supported by internet-based technologies. The resemblance 
between our study and previous studies is that the technology developed in this project facilitates collection, 
storage and processing of personal information supported by internet technology and it is an organization 
behind the collection. Thus, the frameworks used in previous information privacy studies (e.g. Clarke, 1999;
Hong & Thong, 2013; Price et al., 2005; Son & Kim, 2008) have been modified and applied in our study.  

3. ACOUSTIC SENSING TECHNOLOGIES FOR SMART CITY 
SERVICES 

The EAR-IT project is an EU FP7 funded project, started in 2012 and ending in 2014, which focuses on large 
scale ”real-life” experimentations of intelligent acoustics. This has the objective to support high societal 
value applications and deliver new innovative range of services and applications mainly targeting smart-
buildings and smart-cities.  

EAR-IT intelligent acoustic solution provides “situational awareness” by using audio monitoring in 
combination with Internet of Things (IoT) technologies. This is achieved via the deployment of Audio 
Processing Units (APUs) in the targeted in-door and out-door environments as complementary intelligent 
sensors to the already available sensor modalities in a test-bed (HOBNET, ID 257466; Santander, ID 
257992). An APU consists of a microphone and an embedded processing platform which holds a software 
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framework for audio signal pre- and post-processing and machine learning algorithms that can be trained and 
used for the detection of arbitrary acoustic events and speech commands. The APU continuously “listens” to 
its environment and analyses the sound according to the specified use-cases locally.  

All use-cases make use of the audio modality on a low level (e.g. loudness measures), on an intermediate 
level (acoustic events) and on a high level (temporal modelling of events to get access to contextual 
information) as well as the notification of this information to the network and technological back-ends. A
more comprehensive description of the use cases has been published previously (Hollosi et al., 2013). 

As a reminder, the EAR-IT project investigates five use-cases in real-life settings:  
Acoustic Traffic density monitoring 
Acoustic Emergency Vehicle Identification and Tracking  
Energy-Efficiency by Acoustic Presence Detection  
Acoustic Emergency-Event Detection in In-door environment 
Speech-command recognition for comfort 

3.1 Methodology and Results

In the EAR-IT project one of the objectives is to understand citizens’ attitudes towards this type of 
technology from a privacy perspective due to the nature of the technology. The involvement of citizens has 
therefore been designed as a three-stage process where we started with a structured survey on information 
privacy in general to a broad population. This will be described in more detail in section 3.1.1. The second 
stage is to investigate citizens´ attitudes towards this type of technology in the implementations stage and the 
third stage is to explore their experience of being exposed to the technology over time. In this paper we will 
report on the results from the first stage of the study.  

This first stage focused on gaining insights into citizens’ attitudes perception of their information privacy 
related to audio monitoring in public spaces focusing on audio and acoustics. The result of this survey was 
used as input to guide the further development and implementation of the technology in the citizens´ contexts 
both outdoor and indoor, taking privacy issues into account to ensure that their privacy remains intact.  

The questionnaire was based on an established framework for information privacy concerns developed by 
Smith, Milberg, Burke (1996) and being further developed several other researchers (Hong & Thong, 2013;
Junglas et al., 2008; Son & Kim, 2008; Xu, 2007). Hence, the question items have been tested and validated 
and are established within the information privacy research community. In this study, we have deliberately, 
pointed the questions towards the citizens sound to get their opinion of “a worth case scenario” from which 
we then design the future technical solution by incorporating privacy by design aspects from the very 
beginning. In addition, having this approach made it possible for us to compare forthcoming studies of real 
world experiences from their context towards their expected considerations.  

The questionnaire was divided into two sections, firstly the outdoor usage situation and secondly, the 
indoor usage situation. In each section, questions of general character were asked followed by some possible 
usage scenarios of the collected data to which the users responded. In this section of the questionnaire, each 
question was formulated as a proposition formulated as “I would be concerned if…” Related to each 
proposition, the citizens responded on a seven graded Likert scale from “I do not agree at all” (1), to, “I
totally agree” (7). The propositions were divided into five themes, collection, secondary use, improper 
access, control and awareness. Finally, some general questions were asked.  

The survey was distributed in five different countries, Sweden, France, Spain, Germany and Portugal. The 
questionnaire was carried out in April 2013 and 1000 citizens were contacted and answered the questionnaire 
in the five different countries involving 200 citizens each. Among these citizens the gender distribution was 
50/50. The age distribution was almost evenly distributed, except for the ages between 61-69 years, which 
are under-represented with only 9% of the respondents.  

3.1.1 Results
In this section, we will present the findings from the survey divided in eight main topics including familiarity 
with audio-monitoring, data collection and use in relation to privacy, privacy perspectives of different usage-
scenarios and open aspects and risks.  
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Familiarity with the concept of audio monitoring 
Firstly we wanted to know more about the citizens and their current familiarity with the concept of audio 
monitoring. This showed that 65,2 % were not familiar with audio monitoring. Among the age groups, people 
in the age of 18-30 were the group most familiar with the concept with 27.4% being familiar to it. In the 
group 51-60, 17.4% stated to not be familiar with the concept of audio monitoring. This shows that audio 
monitoring is a concept not so widely known. 

Collection of personal data 
When it comes to collection of personal data, the respondents stated that they have concerns when their audio 
is being collected. Based on the citizens’ answers, the concern that the organisations will collect more 
information than they need, is their main concern. We also asked the respondents about collecting audio in 
public spaces. Related to that issues, 6.8% of the respondents stated that they did not agree at all that they 
were concerned, while 32.7% stated that they totally agreed that they were concerned (7 on the scale). Here 
most of the respondents (n618) stated that they agreed to some extent that they were concerned (5-7 on the 
scale). Based on this result it can be concluded that the respondents have concerns about their audio being 
collected, both from a general perspective and in public spaces.  

Secondary use of data and improper access 
The next step of our survey was to investigate the respondents concerns about secondary use of their data, see 
table 1 below. This refers to the degree a person is concerned that personal information is collected for one 
purpose but is used for another, secondary use without authorization from the individual (Hong & Thong, 
2013). In our study we found that the respondents are all concerned by the organization collecting the audio 
also could use it for other purposes than initially agreed upon. Most of the respondents show some concerns 
about their personal information being used for other purposes than stated (71% answered 5-7 on the scale). 
In addition, 71.6% of the respondents agreed, on a scale from 5-7, that they had concerns about data being 
sold to other organizations. In addition, 71.1% agreed to be concerned that their data could be shared with 
other organizations without their authorization. The concern of the collecting organization sharing the data 
with other organizations was the concern with the highest score from the users.  

When it comes to the protection of their data from unauthorized access, 16% of the respondents did not 
agree by this being a concern for them (1-3 on the scale), while 65.7 % answered on the scale 5-7 that they 
agreed they were concerned about this. 18.3% were neutral answering 4 on the Likert scale. The respondents 
also agreed that they had some concerns about the organization collecting the data also would devote enough 
efforts to protect their data. Here 67.7% agreed that they had some concerns ranging from 5-7 on the scale, 
where 37% answered 7. This shows that the respondents have concerns about their data being used for other 
purposes than initially stated and it also shows that they have concerns that the organisation collecting the 
audio might sell, or share, it with other organisations than was firstly agreed upon.  

Table 1. Improper Access 

Improper Access Descriptive Statistics

Minimum Maximum Mean Std. Deviation

I am concerned that the organisation 
collecting the audio is not protected 
from unauthorized access

1 = 6.4%
2 = 4%
3 = 5.6%
4 = 18.3%

5 = 13.9%
6 = 14.2%
7 = 37.6%

5.22 1.841

I am concerned that the organisation 
collecting the audio does not devote 
enough time and effort to prevent 
unauthorized access to the data

1 = 6.1% 
2 = 4.8%
3 = 5.1%
4 = 16.3%

5 = 15.1%
6 = 15.6 %
7 = 37%

5.24 1.832

Control and awareness 
Another factor we investigated in our study was the respondents concerns about control and awareness of 
their audio being collected. This factor reflects the degree to which a person is concerned that s/he has 
control over the personal data held by the organization (Hong & Thong, 2013). Losing control over their 
personal data was also an issue that most of respondents agreed to have some concerns about. Here, the 
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concern with the highest ranking was their concern that they would not have control over how their personal 
data was collected and used by the collecting organization.  

When it comes to awareness it is clear that the citizens are afraid that they will not know that their data is 
collected and they will not know for what purpose the data is collected and used.  

Responses related to the usage-scenarios 
In the questionnaire we presented two different usage contexts, outdoor and indoor. In relation to each 
context, a few scenarios describing the usage of the audio monitoring system were presented to the citizens 
for them to respond. The first scenario described was audio being collected to detect events such as sirens 
with the purpose of controlling traffic lights to ease the way for, e.g. an ambulance. Related to the outdoor 
scenarios, most respondents (59.6%) agreed that they would feel comfortable, on the scale from 5-7, that
their audio is collected for the purpose of detecting outstanding distinctive events. 

Table 2. Event detection, out-door scenario 

I would feel comfortable that my 
audio is collected with the aim to 
detect sirens or other outstanding 
distinctive events in an outdoor 
environment. 

Frequency

Valid

I do not agree at all 87
2 66
3 53
4 198
5 185
6 171
I totally agree 240
Total 1000

The second outdoor usage scenario presented was including audio being collected with the aim to 
estimate the current traffic density in a specific area. Related to this scenario, 51.6 % of the respondents 
stated that they were comfortable, between 5-7 on the scale, that their audio was collected for that purpose,
while 20.5% were neutral and answered 4 on the scale. In the third outdoor usage scenario the audio being 
collected had the purpose of detecting events such as a person screaming for help in a certain context. Here, 
65.1 % of the respondents stated to be comfortable with this usage situation. These results show that the 
respondents are more comfortable with the technology when they see a benefit related to their safety.  

The first indoor usage scenario we presented was audio-collection with the aim to detect presence in a 
building which then could control lightning, heating and air-condition with the objective to save energy. 
When it comes to the indoor usage scenarios, the citizens are to some extent positive towards audio. The 
second usage scenario was speech recognition which could control, for instance, curtains and lightning in a 
building. Here 52.4% would, (to different degrees) feel comfortable with the audio being monitored to detect 
presence in a building and 48.6 % answered that they would feel comfortable (5-7 on the scale) with a
solution based on speech command recognition.  

Table 3. Presence detection – Indoor scenario

I would feel comfortable that my audio is collected with 
the aim to detect presence in a building. If no presence is 
detected for a specified period of time, lightning, heating 
and air-conditioning can be switched off with the 
objective to save energy

Frequency

I do not agree at all 109
2 80
3 94
4 193
5 161
6 139
I totally agree 224
Total 1000
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Functionalities in the system 
In the questionnaire, there were also some questions asked about the respondents thoughts about how 
important some functionalities in the system were, see table 4. Related to this question, it can be concluded 
that the most important part for people is to be duly informed about the audio monitoring - with a mean score 
value at 5.91 on a 7 graded scale. It is also very important that a remote person can listen to no human speech 
and that no audio is stored. The functionality the citizens were most worried about was the storage of the 
audio. Also storing the audio in combination with other data sources such as positioning or video got a high 
mean score value (4.85).  

The questionnaire also included some open questions where citizens were asked to give their free 
thoughts about whether they perceived any privacy risks with audio monitoring. Related to that issue 54.7 % 
of the respondents answered that they did, 23.4% did not and 21.9% did not know.  

Table 4. Functionalities of the system 

The audio 
is not 
combined 
with 
positionin
g

The audio 
is not 
combined 
with video

The audio is 
not stored

People are 
duly informed 
about the 
audio 
monitoring

No human 
speech 
can be 
listened to 
by a 
remote 
person

No person 
can be 
identified

No human 
voice is 
stored

N Valid 1000 1000 1000 1000 1000 1000 1000
Mean 4.85 4.99 5.44 5.91 5.79 5.36 5.33
Std. Deviation 1.824 1.838 1.702 1.545 1.638 1.808 1.762

4. LESSONS LEARNED 

There are a number of theoretical contributions from this research. Firstly, based on the study, we have 
identified individuals privacy concerns related to audio monitoring which is an underexplored area in privacy 
research. The results of the study show that respondents are afraid that their privacy might be lost if audio 
monitoring is implemented in their context. The users have experienced a concern that their data might be 
collected for one purpose but will be used for another in the long run. This privacy concern can be 
understood viewed in the light of reserve as it is expressed by e.g. Pedersen (1999). The audio being 
collected could contain personal aspects, which, in turn, could be revealed to others if the technology is used 
for other purposes than it has been designed for. Reserve relies on collection, dissemination and control of 
privacy, which also includes an aspect where people have to have control over their personal information in 
order to feel that they have reserve.  

The study also shows that the audio monitoring includes concerns related to anonymity. This means that 
people do not want to be identifiable by others (Pedersen, 1999). In this study this is observed in, for 
example, the respondents expressed desire that the audio could not be listened to by other persons. In relation 
to that, the fear of potential abuse if the audio material falls into the wrong hands becomes apparent.

Thirdly, our study shows the importance to differentiate between concerns of how the audio is managed 
and the flow of personal audio. This correlates with Hong and Thong (2013) who suggests that information 
privacy concerns should be divided into interaction management and information management dimensions 
when it comes to websites and how personal information is managed. Our study shows that also these aspects 
are relevant when it comes to audio monitoring technologies. For example, concerns have been raised of 
losing control over what happens with the collected audio which can be related to information management. 
Another perspective raised by the respondents and which can be related to information management in this 
study is the risk that the data starts being collected with an initial good purpose, but as time passes, the 
technology might get into the wrong hands and thus being used in an unintended manner.
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Related to the aspect of interaction management when it comes to audio monitoring are concerns such as 
being duly informed about the audio being collected. Our study shows that one important concern of not 
being aware of the collection of audio. This fear can be explained by the type of privacy that is labelled 
solitude, which is the freedom from observation by others (Pedersen, 1999). Here, people need to feel that 
they are not being observed by others without them knowing and approving it. Often conversations held in 
public spaces are deemed to be safer and more confidential than those held in private because there are a lot 
of people around, and thus, the conversation is made private by being lost in the noise around them. People in 
general expect that others are not observing them in public spaces. Hence, audio monitoring in public spaces 
might invade people’s privacy if they are not aware of the audio being collected. 

Finally, this study helps to clarify the role of security and safety related to privacy issues. In this study, 
we found that the acoustic sensing technology has the potential to enhance security and safety, which is 
viewed as a useful usage area of the technology. As the usage of audio monitoring was explained in a specific 
scenario focusing on safety the respondents had less concerns about their privacy. This is an interesting 
finding in relation to the privacy paradox (Smith et al., 2011) since people state that privacy is important for 
them, but at the same time they can be willing to sacrifice some parts of their privacy to feel more safe. 

4.1 Practical Implications to Privacy by Design Principles

Based on this study we can conclude that the citizens are not overly positive towards audio monitoring, 
hence, the design of this type of solutions needs to be handled with great care to succeed. This has at least 
two implications for the future design of audio monitoring solutions. One is the information to the people 
being exposed to the technology, and the second is the functionalities of the final solution where privacy 
needs to be designed into the final audio monitoring solution.  

From an informative perspective, people must be duly informed about how the technology is functioning 
(at a level they understand) and how the audio will be used in this type of system. They also must be 
informed about what type of audio that is being collected, how much audio that is collected and for which 
purpose the audio is collected.  

Audio monitoring is a powerful tool and it is therefore important to consider the potential maximum 
power of the technology when it is developed and designed. Viewing the results of this study from the 
perspective of privacy by design, it becomes important that audio monitoring solutions do not store human 
voice, but focus on outstanding events and noise. It is also important to consider what type of data that must 
be stored and what type of data that can be streamed through the system with a trigger that detects certain 
events. Having the approach not to store any audio would decrease a lot of privacy concerns and it would 
increase the likelihood that the audio could not be used for other purposes than initially intended. Another 
design aspect in audio monitoring systems is to use it in solitude, this means that the audio monitoring system 
should not be combined with other technologies such as UbiComp components and positioning to mention a 
few. Combining these types of technologies could reveal a great amount of information about a person which 
might lead to privacy invasion.  

4.2 Limitations 

In this study some aspects related to the approach of the study needs to be discussed and highlighted. The 
study showed that the respondents became more positive towards the technology and its usage as they saw 
the potential use of the technology in different scenarios. This calls for a more real-world oriented study 
focusing on the individuals experiences when people are exposed to the technology and the thoughts that 
emerge in that type of situation. This becomes especially important since the respondents do not have any 
previous experience from the technology and thus, they might have difficulties to view themselves in the 
suggested usage situations. We have also seen tendencies in our material that the citizens are naïve to some 
extent when it comes to monitoring in public spaces. One common expression is that they have nothing to 
hide, and thus monitoring is considered positive if it contributes to their safety. This is one aspect that we 
want to look into in more detail in future studies of privacy and audio monitoring.  
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To criticise our own study we want to highlight the complexity of studying the concept privacy concerns. 
A person’s attitude towards privacy concerns is influenced by many aspects, which have not been 
investigated in our study. For instance their previous privacy experiences, regulations, trust, and privacy 
awareness can influence their attitudes towards privacy concerns (Smith et al., 2011). If these aspects would 
have been included in this study, the results of the respondents privacy concerns might have shown a more 
diversified picture. In addition, the questions asked in the study might encourage negative answers. For 
instance the question “I am concerned that when my audio is collected, the organisation collecting the audio 
could use it for other reasons than stated”. To this question the respondents were asked to grade their answer 
on a graded scale from I totally agree to I disagree totally. Here it is hard to see that any person would not 
have been concerned if an organisation collecting the audio could use it for other reasons than stated. To 
increase the validity and generalizability from our study we will continue looking into the framework and the 
wording of the questions in future studies.  
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