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ABSTRACT  
 
In this study, the implementation of a wireless, low-
power, sensor network with IP capabilities in a district 
heating substation was evaluated. The aim of the 
study was to show that an open standard solution is 
technically feasible. Low-power wireless 
communication was established using IPv6/6LoWPAN 
on an IEEE 802.15.4 wireless network. An 
experimental district heating substation was equipped 
with sensor platforms in vital devices located within or 
near a district heating substation. As a result, all 
connected devices could obtain a direct internet 
connection. 
 
A system with open standards facilitates the 
introduction of new energy services such as individual 
measurements and improved space heating control. 
 
In this study, we found that resource-limited battery-
powered devices possess a life expectancy of over 10 
years, using small batteries while participating in IPv6 
compatible communication. 
 
 
INTRODUCTION 
 
Embedding low-power wireless devices in district 
heating substations and surrounding equipment such 
as temperature sensors could provide useful services 
to consumers and producers. Currently, many different 
substation control systems on the market can connect 
to the internet and have various wireless sensor 
reading systems. However, these systems tend to be 
specialized and are only compatible with equipment 
from the same manufacturer. Moreover, internet-
compatible control systems are often also relatively 
expensive, and provide bad scalability. 
 
In general, commercially available heat meters cannot 
communicate through the current infrastructure; thus, 
specialized communication methods such as mbus, 
pulse, and infrared readings must be employed. 
Therefore, poor communication standards limit the 
current usage of heat meters and other equipment in 
the substation. However, by sharing information with 
other devices in the substation, the heat meter could 
provide useful feedback and sensing information, 
which can be used to improve the substation control 
functionality. Fig.  1 provides an overview of the 
development of sensor networks over the last 20 
years. Unfortunately, most equipment currently used in 
district heating substations is antiquated. 
 

 
Fig.  1. Evolution of wireless sensor networks. Although 

the scalability of the sensor network has increased, many 
industries still use vendor-specific cable solutions. (The 

figure was obtained from the literature [1]) 
 

If heat meters, control systems, and other non-district 
heating equipment could communicate, new services 
that have impact on both economy and the 
environment could be developed. 
 
The infrastructure required to achieve wireless device 
communication may be attained with low-power 
wireless technology. Small sensor platforms with direct 
internet access through standardized wireless 
technology can provide a solid platform for new 
services. 
 
A lack of standardized communication protocols is 
commonly encountered when connecting electronic 
devices from different vendors. In general, devices 
manufactured by different companies use different 
communication protocols, which limits the functionality 
of the substation. 
 
District heating substations can be divided into 
sections based on metering, space heat control, and 
tap water control. For a visual overview of a common 
parallel connected district heating substation, see Fig.  
2, this is also the substation type used in the study. 
Typically, information is not shared between these 
sections; thus, each system can only be locally 
optimized. To achieve complete substation 
optimization, information must be shared between 
sections. To this end, wireless sensor-platforms were 
installed in temperature-sensors, heat-meters, 
circulation pumps, and control valves, and new control 
methods and services were tested. This empowers us 
to develop new control methods, and implementing 
new services to heat suppliers, building owners and 
end users. 
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Fig.  2. A systematic overview of a parallel coupled   

district heating substation divided into three sections: 
metering, heating and hot water system. 

 
 
SERVICES 
 
To control or reduce their energy bill, district heating 
customers require specific information to determine the 
appropriate action. Currently, the only information 
available to the customer is the information provided in 
the bill or on the heat-meter display. 
 
If information on all devices was available online, 
customer could easily monitor their usage and interact 
with the substation. Examples of services that could be 
provided by the substation are explained in the 
following sections. 
 

Improved substation control 

 
Combined heat and power plants are becoming more 
common; thus, the importance of the distribution 
system ∆T is increasing. In a combined heat and 
power plant with a flue-gas condensation system, a 
high ∆T is even more important to obtain satisfactory 
fuel efficiency. 
 
To maintain high energy efficiency, the hot water 
produced by the plant must be delivered to customers 
with a minimal heat loss. Once the hot water is 
transported to the customer, a maximum amount of 
energy per volume of water should be extracted and 
used for heating purposes, such as hot tap water and 
space heating. To achieve a maximum ∆T, energy 
transfer between the distribution medium to the point 
of consumption should be maximized, while the 
temperature of the returning distribution medium 
should be minimized. 
 
Unfortunately, there are many challenges in 
maintaining the efficiency of a district heating network. 
Problems related to the equipment that controls the 

temperature of radiator water and hot tap water are 
often encountered. These devices tend to be calibrated 
to satisfy the desires of the customer only; thus, the 
effects on the energy efficiency of the entire district 
heating system are often ignored. One key factor in 
obtaining a high ∆T across a district heating substation 
is the radiator circuit supply temperature. The radiator 
circuit supply temperature does not only affect the 
indoor comfort, but also the primary return temperature 
as the returning radiator circuit media cools the primary 
media through the heat exchanging unit. Specifically, 
water returned from the radiator circuit cools the 
primary supply through the heat exchange unit. 
Currently, the radiator circuit supply temperature is 
based on the local outdoor temperature, which 
produces a stable indoor temperature. However, the 
primary supply temperature also affects the ideal 
radiator supply temperature and the radiator circuit 
flow. The relationship between outdoor temperature 
and primary supply is often assumed to be linear  
(colder outdoor air leads to a warmer primary supply). 
However, significant deviations from the ideal curve 
are common. More information on the effect of primary 
supply temperature and radiator control on the indoor 
air temperature and ∆T of the system can be found in 
[2].  
 
Adaptive radiator control is another intelligent way of 
controlling the radiator circuit and obtaining a high ∆T. 
More information on this method can be found in 
previous studies by Lauenburg [3]. 

Fault detection 

 
Control valves in the district heating substation often 
possess inappropriate dimensions, resulting in 
intermittent control, pressure shocks, and high return 
temperatures. Due to the high thermal time constant of 
a building, the indoor temperature is not directly 
affected. Therefore, an error in the control valve may 
go unnoticed for a considerable amount of time. 
 
Error identification can be achieved by evaluating high 
frequent meter readings, which to some extent are 
done today.  
 
A fouling valve that is stuck or does not move in 
accordance with the control signal may also be difficult 
to detect. A direct comparison of the valve control 
signal with the heat meter, which measures the 
primary flow through the district heating substation, 
can be used to identify a broken fouling valve [4]. 

Individual measurements 

 
Individual measurements are common in some 
countries and are gaining interest in others. To obtain 
measurements of each apartment, tap point, or 
radiator, new metering devices must be installed. The 
most straight forward method is to install flow meters at 
each tap point and/or radiator. In general, high 
resolution flow meters are quite expensive; thus, 
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installing one on every tap point/radiator can be cost-
prohibitive. 
 
An alternative method has been evaluated by Yliniemi 
[5]. In this method, temperature sensors were installed 
at each tap point, and one central flow meter was used 
to measure the flow through a section, which 
contained up to 40 tap points. The flow recorded by 
the meter and the temperature measured at the tap 
points were synchronized, and the integrity of each 
tapping point was verified by installing inexpensive 
temperature sensors at each site and a limited number 
of central flow meters throughout the building. 

Load balancing 

 
Dynamic load balancing is a method used to remove 
heat load peaks and divide power consumption 
between buildings. Dynamic load balancing is based 
on the presence of a large thermal time constant of 
each building. For instance, in a building with a high 
thermal time constant, the heating system can be 
turned off when the price of heat is high or during peak 
energy hours. An online automatic and independent 
auction system is used to decide which buildings will 
be shut down or provided a limited amount of thermal 
power. In this system, all connected buildings are 
involved in the bidding process. Specific details on 
dynamic load balancing are provided in the literature 
[6]. 

Visualized energy efficiency 

 
If a large number of district heating substations were 
connected to the internet, the performance of different 
substations could be compared. For instance, the 
supply/return temperature, ∆T, energy usage, etc. of 
all substations could be plotted in a graph, table or 
map. Fig.  3 display a map of the return temperature of 
a substation, which allows the consumer to compare 
the performance of their house to others in the area. 
Moreover, the map provides the utility company with 
an overview of the network and improves the detection 
of leaks and short circuits. Moreover, the utility 
company can identify deteriorating substations or 
individual installations that perform poorly. 
 
 
NETWORK TECHNOLOGY 
 
A common method of visualizing a network 
communication protocol is in the form of stack. A stack 
consists of layers that are separated by function; thus, 
a communication stack contains different layers of 
tasks related to data transportation. The layers can be 
divided and visualized in many ways. For example, the 
five-layer internet model has been used extensively in 
previous studies and is displayed in Fig.  4 [7]. In this 
paper, only the layers that are significant to the results 
of this research will be discussed. Thus, the network, 
link, and physical layers are considered in more detail. 
 

 
Fig.  3. Performance of a district heating substation 

visualized on a map. The red square can represent the 
supply/return temperature, energy usage, or heat flow in 

the connected building. 
 

 
Fig.  4. A generic five-layer internet model and its 

implementation in an IEEE 802.15.4 wireless network. 
 

IP (Network Layer) 

 
The internet protocol (IP) is the most well-known and 
commonly used network protocol in the world. All traffic 
on the internet is currently routed through IP. Today, 
there are two co-existing versions of IP, including IPv4, 
the older version of IP, and IPv6, the latest version. 

IPv4 

 
Currently, internet protocol version 4 is the most widely 
used IP, and almost all computers connected to the 
internet use this version. 
 
An IPv4 address is 32 bits long and is typically written 
in 4 sections divided by dots (e.g., 192.168.100.123). 
The theoretical number of IPv4 addresses is 232 
(approximately 4.2 billion); however, a fraction of 
addresses is reserved and cannot be used for online 
purposes. The total number of usable IPv4 addresses 
is approximately 3.7 billion. As the number of devices 
connected to the internet increases, IPv4 addresses 
are beginning to run out. 
 
Technology such as network address translation (NAT) 
and port address translation (PAT) have postponed the 
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depletion of IPv4 addresses; however, the number of 
available IPv4 addresses decreases every day. 

IPv6 

 
IPv6 was developed to compensate for the limited 
number of IPv4 addresses. IPv6 uses a longer address 
than IPv4 and has several convenient features. IPv6 
uses a 128 bit address, which means that there are 
2128 possible addresses. Thus, the number of address 
per square millimeter of the earth’s surface is 6.7·1017. 
Hopefully, the addresses obtained through the 
implementation of IPv6 will last for a long time. 
 
With the additional address space, it is possible to give 
every small device its own unique IP number without 
implementing NAT. Thus, direct communication over 
the internet can be achieved without any special 
gateways. However, the new address space increases 
the overhead of data packages, which negatively 
impacts small, low-power devices because more 
battery energy is wasted on header data in every 
wireless data transmission. However, a new 
adaptation layer (6LoWPAN) was developed to limit 
the amount of lost energy. More information on 
6LoWPAN can be found in the next section and in [1]. 
 
In addition to a wider address space, IPv6 also 
includes stateless autoconfiguration, which is a 
function that can be used to automatically configure 
newly connected devices without any special servers. 
To obtain stateless autoconfiguration, newly connected 
devices broadcast a router solicitation (RS) message 
to every listening device. When a router receives the 
message, it responds with a router advertisement (RA) 
message. The device adds the IPv6 prefix from the 
router to the local link layer address, creating a 
complete IPv6 address. To ensure that another device 
does not possess the same IP address, the device 
broadcasts a neighbor solicitation message to search 
for a duplicate address. If another device has the same 
IP number, the new device shuts down.  

6LoWPAN 

 
6LoWPAN is an adaptation layer that separates the 
network and data link layer of the protocol stack. The 
purpose of the layer is to compress IPv6 headers and 
minimize unnecessary data transmission while 
maintaining IPv6 compatibility. According to the 
literature, [8] the 6LoWPAN header uses less than 
10% of the total energy used during packet 
transmission. 
 
IEEE 802.15.4 physical and data link layers are often 
used in combination with 6LoWPAN; however, other 
standards can also be applied.  
 

802.15.4 (Link and Physical Layer) 

 
The most common data link and physical layer used 
with 6LoWPAN networks is IEEE 802.15.4; however, 
6LoWPAN is also compatible with other layers. 
Moreover, IEEE 802.15.4 is also the basis for ZigBee, 
Wireless HART, and MiWi. The IEEE 802.15.4 
standard specifies operation at low frequency bands 
such as 868 MHz (EU), 915 MHz (US), and 950 MHz 
(JP), and high frequency bands including 2.4 GHz 
(World Wide) [9]. The main practical differences 
between low and high frequency bands are the 
bandwidth and communication range. The 2.4 GHz 
band supports a higher bandwidth but the range is 
limited, especially in armored concrete buildings. The 
low frequency bands have a moderate bandwidth and 
a considerably larger range. In a district heating 
substation, bandwidth usage can be minimized 
because rapid changes are uncommon (compared to 
many other control/measurement situations) and low 
frequency groups are preferred. However, only 2.4 
GHz sensor platforms were available at the beginning 
of this study; thus, these platforms were used in most 
of the tests. 
 
 
 

 

 
Fig.  5. Schematic overview of the experimental setup. Squares marked with an N in the  6LoWPAN network are sensor 

nodes (motes). 
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Fig.  6. A stack view of the experimental setup. 

 
 

 
Fig.  7. A stack view of how internet connected systems is connected with proprietary communication protocol. 

 

Network setup 

 
The networking hardware used in this study included 
sensor nodes, a Linksys WRT54GL router, and an 
Ethernet to IEEE 802.15.4 edge router. A schematic 
depiction of the experimental setup is provided in Fig.  
5. To achieve a network setup that was compatible 
with IPv6, some reconfiguration was necessary. 
Currently, every internet service provider in Sweden 
does not supply native IPv6 support. Unfortunately, the 
ISP that was available at the test site did not support 
native IPv6. However, IPv6 internet can be accessed 
by constructing a IPv6 to IPv4 (6to4) tunnel using 
customized firmware for the Linksys broadband router. 
In this study, such a tunnel was established in the 
router to supply global IPv6 functionality to the LAN 
side. A router advertisement daemon (radvd), was also 
installed on the router; thus, IPv6 enabled devices 
were configured through stateless autoconfiguration. 
As a result, full functional IPv6 internet access was 
provided to all devices. 
 
The physical connection between the Ethernet network 
and the IEEE 802.15.4 wireless network is done at the 
edge router (in Fig.  5). Here is where the 6LoWPAN 
header compression & decompression is performed to 
the passing IPv6 packages. This can also be viewed in 
Fig.  6, where a stack view of the experimental setup is 
depicted. As a comparison to Fig.  6, Fig.  7 illustrates 
an example of how vendor specific products currently 
connect to the internet, using proprietary protocols, 
which makes them incompatible with devices from 
other manufacturer. The scalability is hence limited to 
devices from the same manufacturer, which tends to 
be a short tem solution. 
 
 

 

Sensor platforms 

 
The sensor platform used in the study, is the Mulle 
v5.2 [10]. Other similar available sensor platforms are 
among others Micaz [11], AVR Raven [12] and 
Sensinode [13]. We choose to work with the Mulle 
platform since it has a very good performance to 
energy ratio.  
 
To obtain IPv6/6LoWPAN functionality in the Mulles, 
the lightweight operating systems Contiki [14] and 
TinyOS [15] have been successfully ported to the 
Mulle platform. Both operating systems were 
specifically designed to be compatible with resource 
limited embedded systems such as Mulle. Moreover, 
Contiki and TinyOS both support IPv6 and 6LoWPAN. 
However, TinyOS was selected for this study because 
stability issues due to edge-routing problems with 
Contiki. 
 

Sensor platform energy usage 

 
Obtaining an acceptable life expectancy is one of the 
biggest challenges to battery powered, wireless 
devices. In Sweden, heat meters are inspected every 5 
to 10 years, depending on the size of the meter. The 
life expectancy of wireless devices should be 
equivalent to the inspection period to avoid frequent 
and expensive battery replacements. All sensor nodes 
do however not need to be battery powered. In the 
case of available electric power in close proximity, e.g. 
for platforms mounted in pumps or valves there is no 
explicit need for batteries since there are electricity 
available. At other sensor platforms, battery power is 
the only feasible solution, for instance outdoor 
temperature sensors. 
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To determine the amount of energy used by a wireless 
sensing device, the current at the sensor platform 
associated with IPv6/6LoWPAN communication was 
measured. To measure the current used by the device, 
a 1 ohm high precision resistor was connected in 
series to the Mulle power connector. The voltage drop 
generated across the resistor was amplified 100 times 
with a MAX4372H amplifier circuit. Using an analog 
acquisition card, the amplified signal was measured 
and stored in an ordinary PC. Due to poor precision at 
very low current, complementary measurements were 
performed with a high precision ampere-meter to 
determine the current usage of the Mulle, when it was 
in deep sleep mode. 
 
To evaluate the energy cost of transmitting data 
packets with UDP on IPv6/6LoWPAN, packets with 
payload sizes between 1 and 100 bytes were 
transmitted, and the expected lifetime of the sensor 
was calculated. Fig.  8 displays the expected lifetime of 
a sensor with a 500 mA battery and a 15 minute 
transmission interval. Out of curiosity, both TinyOS 
and Contiki were programmed to transmit UDP 
packets of different sizes at consecutive time intervals 
to observe any differences in energy usage between 
the two. The results indicated that the energy usage of 
50 to 80-byte payloads in Contiki and Tiny OS were 
significantly different. The observed difference 
between operating systems is most likely related to the 
method of header compression. Specifically, Contiki 
uses HC1, while TinyOS is based on HC01. However, 
both methods are a part of the  6LoWPAN standard. 
Additionally, TinyOS uses short addressing, while 
Contiki employs long addressing. The type of 
addressing and header compression used by the OS 
can be changed, but in this particular test, default 
settings were used. 
 
For payload sizes greater than 60/90 bytes, the IP 
packet had to be divided into two separate 802.15.4 
frames because the maximum frame size of IEEE 
805.15.4 is 127 bytes. The separation of IP packets 
increased energy usage and decreased the expected 
lifetime of the sensor. Thus, software developers 
should consider the maximum frame size if absolute 
maximization of sensor lifetime targeted. However 
increased payload sizes can of course be 
compensated with a larger battery. 
 
As shown in Fig.  8, the fixed transmission interval was 
set to 15 minutes, and the effect of transmission 
interval on the expected lifetime of the sensor was 
analyzed. Additionally, sensor lifetime was evaluated 
at various transmission frequencies and a fixed 
payload of 80 bytes, as shown in Fig.  9. In 
accordance to theory the results indicated that a low 
transmission frequency has a positive effect on sensor 
lifetime. In the case of context aware sensors, which 
only transmit data when required e.g. when a 
measured temperature exceeds a set threshold, 
sensor life expectancy will in most cases be increased. 
However, the impact of the sleep/standby energy 
usage will make up a larger percentage of the total  

 
Fig.  8. The effect of payload size on the expected lifetime 

of a sensor platform at a transmission rate of 4 
transmissions per hour (1 to 100 bytes). 

 

 
Fig.  9. The effect of transmission frequency on the 

expected lifetime of a sensor platform at a payload of 80 
bytes. 

 
energy usage, which hence will mean that the 
importance of keeping the sleep current low will be 
even bigger. 
 
The predictive life expectancy calculations did not take 
into account the fact that batteries loose energy over 
time, even if they are not in use. Depending on battery 
type, this can significantly reduce the expected lifetime 
of a sensor. 
 
SENSOR INTEGRATION 
 
To provide wireless accessibility to devices in the 
district heating substation, some simple interface 
electronics were developed to integrate Mulle with 
device hardware. As shown in Fig.  10, a heat meter 
was integrated with a Mulle in the bottom module 
location. 
 
When digital communication interfaces were available 
(heat meter and circulation pump), the corresponding 
application protocols were kindly provided by the 
vendors (Kamstrup and Grundfos). The control valve 
(Siemens SQS-65) was not equipped with any digital 
communication interface; however, an analog 0 – 10 V 
input used to control the position of the valve and a 0 – 
10 V output used to read the position of the valve were 
available. 



The 12th International Symposium on District Heating and Cooling, 
September 5

th
 to September 7

th
, 2010, Tallinn, Estonia 

  

 
Fig.  10. A Mulle sensor platform integrated with a 

Kamstrup Multical 601 heat meter. Mulle is marked by a 
blue square, and the interface card is indicated by a 

purple square. 
 
All of the substation devices used in this study were 
module-based, which allows manufacturers to produce 
6LoWPAN module for large scale deployment. 
 
RESULTS 
 
Wireless devices in a district heating substation were 
successful integrated to support a IPv6/6LoWPAN 
network. Due to the range limitations of 2.4 GHz 
modules, deployment of several platforms was 
restricted. However, new 868 MHz platforms are now 
available and show excellent preliminary results. 2.4 
GHz platforms will be replaced with 868 MHz platforms 
during the spring/summer of 2010. 
 
A lifetime of 10+ years can be achieved with 500 mAh 
battery and an average transmission interval of 15 
minutes using IPv6 compatible communication; thus, 
the life expectancy of battery powered sensors did not 
have a negative effect on integration. 
 
CONCLUSION 
 
Integrating an IPv6/6LoWPAN wireless network in a 
district heating substation can significantly increase the 
functionality and scalability of the substation and 
supply new services to both producers and 
consumers. 
 
Using an open, well documented, and tested protocol 
increases the possibility of interoperability between 
products of different manufacturers. This study 
revealed that available technology can be used to 
achieve IP-based wireless communication. However, a 
considerable amount of work on smart application 
layers must be conducted before wireless sensor 
networks in district heating substations can be 
deployed and used to its full potential. 
 
FUTURE WORK 
 
To achieve complete device compatibility, the 
application layer(s) of the integrated network must 
further developed. One interesting approach is to 

adapt the service oriented architecture in web-based 
services to low-power sensors. Available service 
oriented architectures (SOA) such as DPWS1 are 
developed primarily for large enterprises and are not 
intended to be used with a resource limited device that 
possesses a low-bandwidth link. However, the 
functionality of this architecture would support a 
convenient solution for direct sensor integration in 
enterprise systems. 
 
The integration of sensors and SOA such as DPWS is 
a challenging but intriguing task. 
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