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Abstract. In future wireless access networks, connectivity to wired 
infrastructure will be provided through multiple access points with possibly 
different capabilities and utilization. The demand for increased network 
performance requires the ability to predict the best overall performance of those 
access points and to switch access point when the performance changes. Then 
there is the demand for mobility between networks with maintained 
connectivity which requires the ability to switch the point of attachment. We 
propose Multihomed Mobile IP, enabling performance discovery at the 
networks layer and the capability to decide what AP to use. Mobile IP support 
is needed to allow mobile hosts to move between networks with maintained 
connectivity. Multihomed Mobile IP enables mobile hosts to register multiple 
care-of addresses at the home agent, to enhance the performance of wireless 
network connectivity. This article describes a simulator evaluation of 
multihomed Mobile IP.  

1   Introduction 

With increasing demands for wireless connectivity and mobility support, new 
solutions are required to maintain the wireless network connection and to optimize the 
performance. This is important for mobile hosts (MHs), both when moving and when 
stationary for a period of time. The major access technology used today in wireless 
local area networks (WLAN) is 802.11. The support of mobility and handover at the 
datalink layer enables flows to be maintained within the same network. However 
mobility between networks is not supported, since this would require handover at the 
network layer. For this, Mobile IP (MIP) [1]is proposed.  

When combining wireless access (802.11) and network mobility (MIP), there are 
several things to consider. First, association is managed at the datalink level with no 
support from the network layer. An MH decides which AP to associate with based on 
the signal to noise ratio (SNR). The MH needs to associate to receive MIP agent 
advertisements used to discover available networks. If the MH discovers a foreign 
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network (or if the MH arrives back to the home network), it requires a registration 
with the home agent (HA). Since the performance at the network layer may not be 
reflected in the SNR, the association may be with an AP having bad performance. 
With a high SNR metric the actual performance can still be low since an MH cannot 
sense collisions from other MHs using the same AP if it is out of communication 
range. Also, since the Network Allocation Vector (NAV) is used in 802.11, hosts will 
defer their communication and thereby avoid collisions. Therefore MIP cannot 
entirely rely on the datalink level to make the right decision about the selection of an 
AP. Instead network layer characteristics needs to be considered.  

To enable this, performance discovery at the networks layer is required and the 
capability to decide what AP to use. This can be achieved with multihoming. 
Multihoming is enabled by using a single wireless network card switching between 
APs [2] or by using multiple network cards. By maintaining multiple network 
connections, network layer performances can be compared and the best one selected. 

Handover can be classified into soft and hard handover. With soft handover the 
association with the old AP is sustained while associating with a new AP. In this ways 
two connections will be maintained for some time. With hard handover the 
connection to the old AP is ended before associating with a new AP.  

In this paper we present an approach to multihoming with MIP, called M-MIP.  
With M-MIP, passive network-layer measurements are enabled by maintaining 
multiple registrations at the HA. In this way we can maintain connectivity and handle 
handovers without generating delays due to MIP registrations. M-MIP enables soft 
handover. 

The paper is structured in the following way. Section 2 describes the architecture 
of M-MIP. Section 3 describes a simulation study and the results of the study. Section 
4 describes related work and section 5 provides a concluding discussion.  

2   M-MIP 

This section briefly describes the changes made to MIP to enable multhoming 
functionality (M-MIP). For a more detailed description see [3]. M-MIP enhances the 
performance and reliability of MHs connections to WLANs. The multihoming 
functionality is managed by M-MIP and hidden from the IP routing process.  

To register a care-of address at the HA, a registration request is sent by the MH. 
To enable the HA to distinguish between a non-multihomed and a multihomed 
registration, an N-flag is added to the registration request (see figure 1). 

 

 

 

 

 

Fig. 1. The modified registration request message with the added N-flag 
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An HA receiving the registration request with an N-flag will keep the existing 
bindings for the MH. If a registration is received without the N-flag, the HA will clear 
the existing bindings for the MH which makes M-MIP compatible with standard MIP. 
One of the registered care-of addresses will be used to forward packets to the MH. To 
enable the selection at the HA, a metric is added as an extension in the registration 
request. The HA will maintain all registrations for an MH and based on the metrics it 
will install a tunnel into the forwarding table.  

With a care-of address advertised by an FA, the MH is not allowed to use the 
Address Resolution Protocol (ARP). This will confuse other hosts connected to the 
network and may cause problems when the MH disconnects and moves to another 
network. To avoid this in MIP, the MH monitors the MAC address in the frame 
containing the agent advertisement, and installs the binding between the FA’s MAC 
address and the IP address in the ARP table, for the FA registered with. When a 
packet is sent using the default gateway, an entry in the ARP table will already be 
available and no ARP request is needed. In M-MIP, the MH will maintain multiple 
registrations with different FAs as well as keep control of available FAs not registered 
with. All IP addresses for the FAs are installed in the forwarding table, and the 
bindings between the IP and the MAC addresses are installed in the ARP table. 

To enable an MH to select the “best” AP to use, we evaluate the performance of 
an AP at the network layer. In M-MIP the MH keeps a list of all networks it receives 
valid advertisements from and registers the care-of address of the network(s) 
supporting the best connectivity, with respect to the throughput, at the HA. To 
evaluate the connectivity, the MH monitors the deviation in arrival times between 
MIP agent advertisements and makes a running variance metric (RVM) calculation 
based on this information (see formula 1).  

 
 

The RVM is used to evaluate MHs wireless connectivity to foreign networks. A 
small RVM indicates that agent advertisements are received at discrete time intervals 
arrive without collisions and without being delayed by the FA. This indicates 
available bandwidth as well as the FA’s capability to relay traffic for the MH.  

The RVM is then added to the round trip time (RTT) between the MH and it’s HA 
using formula 2.  

 
 
 
This formula is defined as the Relative Network Load (RNL). The calculation is 

carried out at the MH and the metric is attached to the next registration request sent to 
the HA. The RTT measure is based on the registration messages sent between the MH 
and the HA.  

In IP routing, with protocols like RIP [4] and OSPF [5], a wireless last hop link is 
not considered in the route calculation. A hop count of one is used in the RIP 
protocol, and a static link cost is used in OSPF. In M-MIP, IP routing is used towards 
the selected care-of address, but the selection of what care-of address to use is 
managed by M-MIP considering the wireless links.  
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The measurements and metric calculations are made prior to registration and 
maintained while being registered at foreign networks. Since the MH may register 
multiple foreign networks, the HA can have multiple bindings for an MH. Among the 
registered care-of addresses, the FA with the smallest RNL metric will be installed as 
the default gateway in the MH and as the selected care-of address at the HA. 

With route optimization it is possible to choose a different FA (to communicate 
with the correspondent host) than the FA used to communicate through the HA. An 
MH (as in MIPv6) sends binding updates to the CH with available care-of addresses. 
By requesting the CH to respond to binding updates with an acknowledgement, RTT 
can be measured in the MH. We then have the same functionality between CHs and 
the MH with route optimization as the registrations between the MH and it’s HA. 

3   M-MIP Analysis Using RVM Based Simulation  

In this section we present our work simulating M-MIP with the network simulator 
GlomoSim, version 2.4 [6]. The topology used is shown in figure 2. 

 
 
 
 

 

 

 
 
 

Fig. 2. The simulation topology 

The simulation evaluates how well M-MIP discovers the utilization of APs and, 
based on this, selects the AP with the best network layer performance, considering the 
throughput. 

Agent advertisements are sent every second and the MH registers every third 
advertisement with the HA. This is based on the MIP specification, where the timeout 
for a binding is three times the agent advertisement time. At each received 
advertisement the MH calculates the RNL metric and based on this decides which FA 
to use. The MH then attaches the RNL metric to the next registration request message.  

The MH registers with two foreign agents (FA1 and FA2) using different channels 
and maintain multiple bindings with the HA. Hereby the HA as well as the MH 
maintain the RNL metric for each connection.  

To add load to the wireless links we use the hosts LoadMH1 to LoadMH10 
communicating with FA1 and FA2. We will use the phrase load traffic in the text 
below to name this traffic between the LoadMHs and the FAs. Based on the load 
traffic, we investigate how M-MIP responds to this load. The throughput presented in 
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the graphs is the traffic sent by the peerMH and received at the MH, with and without 
using M-MIP. We name this traffic the monitored traffic.  

Load traffic between peers is sent in both directions: the hosts LoadMH1 to 
LoadMH5 communicate with FA1 and LoadMH6 to LoadMH10 with FA2. The 
monitored traffic is also sent in both direction between the MH and the peerMH. 
Since the throughput presented looks similar in both the MH and the peerMH, we 
only present the monitored traffic for the MH. 

Without using M-MIP, we evaluate the monitored traffic when the MH associates 
with an FA based on the SNR, without considering the performance at the network 
layer. 

We use different combinations of traffic types (TCP and UDP) for the evaluation. 
For UDP traffic we use Constant Bit Rate (CBR) traffic and for TCP we use the 
generic File Transfer Protocol (FTP) provided by GlomoSim.   

In our scenarios, the combination of traffic types for the load traffic and the 
monitored traffic is as follows: 

• FTP is used as the load traffic and CBR as the monitored traffic   
• CBR is used as the load traffic and FTP as the monitored traffic 
• All hosts use FTP traffic.  
• All hosts use CBR traffic.  

We run each scenario with the two major packet sizes used in the Internet: 1500 
bytes and 576 bytes [7,8]. Although another frequently used packet size is 40bytes 
(ACK packets in TCP), we do not look into this size. 

In the graphs the solid line plots the throughput with M-MIP and the dashed line 
with a SNR-selected AP. In figures 3 to 6 the x-axis shows the number of LoadMHs 
generating load traffic. The y-axis shows the throughput of the monitored traffic 
received at the MH. The load traffic pattern is as follows: the first 10 seconds up to 
five LoadMHs add traffic to FA1; then 10 seconds to FA2. This is then repeated with 
a 20 second interval as well as a 30 second interval. The time to discover a loaded FA 
using the RNL calculation is about 2 seconds in all simulations.  

The results are presented as mean values of multiple simulations (different seeds) 
and the error-bars express a 95% confidence-interval.  

Figure 3 plots the result from the scenario where FTP is used as load traffic. Here 
traffic between the MH and the peerMH uses CBR traffic. The plotted solid green 
line is the throughput with a packet size of 1500 bytes using M-MIP. Behind the 
green line is a dotted blue line plotted showing the throughput with the SNR selected 
AP.  The red lines show the throughput with a packet size of 576 bytes.  Both the 
MH and the peerMH send 2.5Mpbs CBR traffic. 

With an MTU of 576 bytes: less data in sent in each packet resulting in queuing at 
the sender with buffer overflow as a result. This occurs since there is a settling time 
for the interface, creating queuing with this packet size.  

As expected, there is no difference between M-MIP and choosing the AP based on 
the SNR. The reason for this is that FTP (the TCP mechanism) degrades throughput 
caused by collisions, while CBR (UDP) continues sending at the same rate, forcing 
FTP to continue degrading its throughput. 
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Fig. 3. CBR traffic received at MH with FTP traffic as load 

In figure 4a we show the results where all hosts use CBR traffic with an MTU of 
1500 bytes. The blue lines plot the monitored traffic when up to five LoadMHs 
generate load traffic of 0.25 Mbps. The green curves plot the same for load traffic of 
0.5 Mbps and the red line for 0.75 Mbps. In figure 4b this is repeated for an MTU of 
576 bytes.  

     

 

 

 

 

 

 

Fig. 4. CBR traffic received at MH with CBR traffic as load with an MTU of 1500 bytes and 
576 bytes 

The results from the scenario where all hosts uses FTP traffic is plotted in figure 5. 
The throughput with a MTU of 1500 bytes and a MTU of 576 bytes shows the same 
results. FTP using an MTU of 1500 bytes is plotted by the blue line and the green line 
plots throughput with the MTU of 576 bytes.   

The results from the last scenario are shown in figure 6, where CBR is used as the 
load traffic, and where monitored traffic uses FTP communication. In figure 6a, load 
traffic with a MTU of 1500 bytes are shown. The blue line plots the FTP traffic 
received at the MH with each LoadMH sending and receiving 0.25 Mbps. The green 
line plots the same with load traffic of 0.5 Mbps and the red line with load of 0.75 
Mbps. In figure 6b this is repeated for an MTU of 576 bytes.  

(b) (a) 
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Fig. 5. FTP traffic received at MH with FTP traffic as load 

In all scenarios M-MIP (plotted by solid lines) perform better than when only the 
SNR (dashed lines) is considered. An interesting observation from the last scenario 
(plotted in figure 6) is that the throughput increases with increased load as plotted in 
some of the curves.  

  
 
 
 
 
 
 
 
 
 
 
 

 

Fig. 6. FTP traffic received at MH with CBR load traffic using a MTU of 1500 bytes and 576 
bytes 

The reason for this is that we do not consider how traffic communicated by the 
MH affects the RNL. Before communication takes place the MH monitors the RVM 
and RTT and calculates the RNL metric. The RNL metric is sent to the HA in a 
registration request. Based on the metric a FA is selected. When communication takes 
place we continue to monitor the RVM and RTT and calculate the RNL metric. Since 
MHs own traffic affects the metric a new selection of FA may take place, selecting 
the FA being more loaded (not considering the own traffic). This will happen for both 
CBR and FTP traffic. With CBR traffic this happens if the MHs traffic increases 
beyond the difference between the least loaded FA and the next least loaded FA. With 
FTP, since TCP is used, the MH will take as much of the available link as possible, 
rendering a handover. This is most visible in the red curve in figure 6a and 6b. With a 

(a) (b) 
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small difference in RNL, handover to the more loaded FA happens more often, 
keeping the sending window smaller. The same happens in all scenarios, but it is most 
visible in the last simulation. It also means that the performance of M-MIP will 
increase if we can avoid “false” handovers.  

One solution to handle “false” handovers is for the MH to predict how much the 
own added flow increases the metric. However this is difficult. We are not able to say 
that X kbps effects the RNL metric with a value of Y. This depends on the utilization 
of the link, e.g. whether it is near congestion or not. Another option for the MH is to 
calculate the difference between the RNL metric after starting to send the own flow 
with the RNL metric before doing so. However the resulting metric may be in error. 
Let us say that another host begin communicating at the same time, the calculated 
difference will be too big. Or that a host that communicated stops, the calculated 
difference will be too small. A more straight forward solution is to make a decision 
when selecting the FA and starting to communicate. After that the FA cannot change 
for that flow. As soon as communication stops, new selections become possible. If all 
MHs behave in the same way we will have a distribution of MHs between APs.  

In the case where route optimization is not used all traffic will use the selected FA. 
With route optimization multiple FAs may be used. This is possible since a unique 
binding update is sent to each CH. 

4   Related Work 

In MIPv4 [9] a proposal to multihoming is presented, sending one copy of a packet to 
each AP an MH is associated to. This means sending duplicated packets in the 
wireless media wasting scarce resources. In MIPv6 [10] there is no proposal for 
multiple bindings enabling multihoming with MIP. 

MIP similar methods for handovers using IP multicasting are discussed in [11-13].  
A multicast address is used to reach nearby APs in WLANs where the MH is located. 
An MH instructs one of the APs listening at the multicast address to forward packets 
to it, and the other APs to buffer packets. When doing handover the MH first tells the 
previous AP to stop forwarding packets and the new AP to start doing so. In 
[11,12]the MH decides which AP to use based on the SNR.  The AP having the best 
SNR is ranked as the best one to use. However, this may not be true in the topology 
shown in figure 2 when the LoadMHs is out of radio range from the MH. 

In [13] the bandwidth usage is monitored by APs. This calculated bandwidth 
utilization is announced in beacons sent by the AP. Our approach decides which AP 
to use based on network layer characteristics and does not require any modification of 
existing WLAN infrastructure compared to [13]. [14] suggests a proposal using MIP 
to decrease the time for handover and to reduce the number of dropped packets. An 
MH doing handover at the datalink layer tells the old FA to buffer packets for it. After 
the MH associates with a new FA, the HA tells the old FA to forward buffered 
packets to the new FA. In the proposal, an FA-sent agent advertisement includes a 
neighbour list in the message. The neighbour list includes the IP address, link-layer 
type and channel information. The information is used to enable the MH to select 
which FA to handover to. To avoid having to wait for three times the advertisement 
time (as specified in the MIP specification) to discover loss of connection to a FA, a 
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signal from the datalink level is used to inform the network layer. Here all agents 
need to know the position of all neighbour FAs. This is not required in our proposal.  

In [15] support for fast handover is managed at the datalink level. This proposal is 
based on the usage of a MAC bridge assisting in bridging packets to a roaming MH's 
new location, while MIP registration is in process. This avoids loosing packets during 
network layer handover. The delay for handover where packets can be lost only 
includes the datalink layer handover time. This method only works as long as all MHs 
do handover to APs connected to the MAC bridge. In a real system this is hardly the 
case, but for micro mobility it can be used.  

More related work is presented in [16,17]. Compared to our proposal a high 
message complexity is required. 

5   Discussion 

This paper addresses performance measurements in WLANs. We have proposed and 
shown how to discover the relative load at MHs in the network layer when connecting 
wirelessly to APs. Our methodology uses passive measurements based on 
advertisements like MIP agent advertisements and router advertisements. With 
increased traffic on a wireless link, collisions will increase and packets will be 
delayed in buffers. The simulation study reported in this paper demonstrates that 
RVM is a complement metric that can be used in combination with SNR to improve 
efficiency and throughput of wireless communications between MHs and APs. This 
simulation study also supports the theoretical contribution presented in [18]. 

We have presented a proposed and validated solution to Multihoming in MIP 
named M-MIP. M-MIP enables an MH to discover multiple networks and to register 
them at the HA. We have also presented a solution for discovering the RNL in 
wireless access networks based on 802.11. A simulation study describing the 
performance of our approach is presented and discussed.  

The work presented in this paper has focused on improving performance of MHs 
using MIP and connecting to 802.11 access networks by enabling MHs to associate 
with multiple FAs and to evaluate the performance at the network layer. M-MIP gives 
a higher throughput than if the selection is based only on the SNR. With multiple 
FAs, one FA will be used for traffic sent through the HA and other FAs can be used 
for CHs using route optimization. With M-MIP soft handover is enabled, allowing an 
MH to use multiple FAs. A roaming MH will receive unique packets through both 
FAs. When the MH decides to handover, it will register with the new FA at the same 
time as it uses the old FA. With registration completed; packets will be sent using the 
new FA. With this approach loss of packets because of handover can be avoided. M-
MIP does not require any new types of MIP-messages.  

Compared to other proposals to enable soft handover with MIP, we present a 
solution that do not require extended message complexity or modified APs. We use 
the messages proposed by MIP and analyses the network performance based on this 
messages.  

A prototype based on our proposal is currently being implemented using the Linux 
platform. We will compare our results from the simulation study presented in this 
paper with measurements from the prototype. 
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