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FORORD 
 
Velkommen til NOKOBIT 2013! 

NOKOBIT 2013 arrangeres av Universitetet i Stavanger. 

Dette er det 21. NOKOBIT siden starten i 1993, og det er 14. gang at NOKOBIT arrangeres sammen med 
NIK – og fra 2008 også sammen med NISK.  

I år har vi mottatt 23 bidrag, og det er 17 bidrag som skal presenteres. Alle bidrag har vært gjennom en 
grundig fagfellevurdering (blind review) av tre uavhengige reviewere. Denne proceedings publiseres både 
på papir og elektronisk som serie på Tapir Akademisk Forlag (www.tapironline.no). Hvert bidrag gir 
dermed forfatterne ett publikasjonspoeng. 

I god NOKOBIT-tradisjon vil hver presentasjon ha en diskutant som er grundig forberedt, og bidragsytere 
må også fortelle hvordan de har forholdt seg til kommentarene fra reviewerne. 

Jeg vil gjerne takke alle reviewerne for konstruktive tilbakemeldinger. Uten deres innsats hadde det ikke 
blitt noen konferanse. Jeg vil også takke styret i NOKOBIT for et utmerket samarbeid. 

Til slutt vil jeg takke den lokale arrangementskomiteen, og spesielt Hein Meling. Det har gått veldig fint å 
samarbeide over distanse. 

  

 

Vi gleder oss til en god konferanse! 

 

 
Terje Fallmyr 

Handelshøgskolen i Bodø, Universitetet i Nordland 
Redaktør og styreleder for NOKOBIT 2013 
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INHERENT PROBLEMS IN COOPERATIVE PLANNING FOR 
FUTURE ACCESS TO INFORMATION 

Frode Randers, Ingemar Andersson, Mari Runardotter, Jörgen Nilsson, Tero Päivärinta 
Department of Computer Science, Electrical and Space Engineering 
Luleå University of Technology 
Frode.Randers@ltu.se 

Abstract  

Successfully preserving information for the future draws upon multiple domains of knowledge, 
specifically knowledge about effects of technological and social change. The preservation process 
should accommodate for these effects in order to provide future access to the preserved information. If 
information production and information preservation occur in different organizations, such as when 
an organization uses external preservation services, special attention has to be given to the planning 
of the preservation process. Studies in the project ENSURE (Enabling kNowledge Sustainability 
Usability and Recovery for Economic value) indicate that the preservation planning is a joint effort 
drawing upon distinct knowledge that each organization have – knowledge about the information and 
knowledge about the preservation process. We describe some inherent problems emanating from 
cooperatively planning how to preserve information. 

Keywords: Long-term digital preservation, digital archiving, preservation planning. 

1. INTRODUCTION 

Long-term digital preservation is a means to an end – enabling future access to digital information in 
anticipation of technological and social change. We are studying long-term digital preservation in a 
commercial context, where an information production organization in anticipation of own future use is 
utilizing an external preservation service to realize the preservation. 

This work is part of the project ENSURE (Enabling kNowledge Sustainability Usability and Recovery 
for Economic value, with an end primo 2014), which aims at providing a technology platform for 
preservation service providers based on (cloud based) sub-services provided by third parties, validated 
by implementation and evaluation.  

These sub-services cover functions such as storage and computations. An ensemble of these functions 
will, governed by a preservation plan and under the choreography of the ENSURE runtime, address a 
commercial organization’s needs for long-term digital preservation. Among the novel approaches 
taken in ENSURE (and relevant for the discussion) is involving the customer organization in the 
decision making on a suitable preservation plan, based on analyses of costs, economic performance, 
and quality – the quality analysis giving an assessment of usability of the proposed preservation plan. 

During the implementation of ENSURE, we conducted interviews with the ENSURE project use case 
owners (Runardotter 2013) in order to understand which requirements (step 1 in figure 1) were needed 
in order to create suitable preservation plan suggestions and how to provide decision support (step 3 in 
figure 1) to the customer. These interviews were used in later iterations in the ENSURE project to 
develop the quality analysis software artefact, but they have additional value as they reveal a 
communication problem at the organizational border between the customer (the producer of 
information) and the provider of preservation services in light of involving the customer in the 
decision of preservation plan. 
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2. BACKGROUND AND RELATED WORK 

 
Figure 2: The OAIS Functional Entities, adapted from CCSDS (2012, p.4-1). 

The Open Archival Information System (OAIS) provides the classical conceptual model of a 
preservation system (CCSDS 2012), see figure 2. OAIS gives a functional view of digital preservation 
as seen from within the preservation system itself and identifies the producer and the consumer as 
actors interacting with the preservation system. The characteristics of this interoperation are subject to 
mutual agreements among the stakeholders, e.g. on the producer side governing structure and format 
regarding the information input to the preservation system, and on the consumer side governing 
structure and format of the output, access control, and anonymity of information accessed in the 
system. OAIS does not demand that the system border equate the organizational border. 

 

Figure 3: Thibodeaus's view of the digital object 

Long-term digital preservation represents a field of practice that comprises understanding of the 
effects that technological and social change have on information. Thibodeau (2002) and Rothenberg 
(2000) discusses this from a strategic viewpoint where they focus on the digital object, i.e. the 
information to be preserved, and describe different strategies for preservation; e.g. emulation of 
hardware or software or migration of data formats. Thibodeau discriminates among different aspects 
(layers) of a digital object: as a physical object, as a logical object and as a conceptual object (see 
figure 3). 

The performance model (Heslop et al 2002), which is a restatement of the infological equation 
(Langefors 1980) in the digital preservation domain, describes the effect of digital preservation from a 
perceptual viewpoint (see figure 4) where the concept of performance matches the conceptual object 
of Thibodeau. 

    

Digital Object!

Physical Object! Logical Object! Conceptual Object!

Inscription on a 
physical medium 
(CD/DVD/hard disk/DNA)!

Recognized and 
processed by humans "

(or some other system)!

Recognized and 
processed by software!
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Figure 4: The Performance Model, adapted from Heslop et al (2002). 

Using a definition of (information) quality as fitness for a specific use (Wand and Strong 1996), the 
performance model states that quality has to be understood in the context of use as the perceived 
quality of the performance – i.e. the perceived quality of preserved information in a specific use 
context.  

If no effects of technological or social change were present, basic data storage would suffice for 
providing future access to information – even in the long term. This is the view adopted among most 
information systems not specifically addressing long-term effects. In reality the presence of 
technological and social change forces the preservation process to accommodate for these effects. 

 

Figure 5: Depicting forces of change. 

In the case of technological change, say the demise of a file format, the preservation process could 
either choose to migrate data to the new state T2 or emulate the original state T1 by providing specific 
software. In the case of social change, say changes to language or a shift in rationale for re-using the 
information, the preservation process could either choose to translate data to the new state S2 or 
provide (representational) information that accommodates for future access to data in its original state 
S1. In terms of Thibodeau, the physical and logical object levels capture technological change while 
the conceptual object level captures social change. 

The perceived quality of future access to information in this system would be defined in terms of how 
usable the information is in that future context. The problem in long-term digital preservation is that 
we have to make á priori assumptions about the future perceived quality and choose a preservation 
plan to accommodate for that future – in anticipation of unforeseen technological and social changes. 
The effects of technological and social change have to be understood in the context of future use of the 
preserved information and thus quality has to be continuously recreated in the context of the consumer 
of the preserved information. 

There are aspects of this perceived quality that transcends the digital object itself and are pertaining to 
the transfer of information, e.g. components of trust or lack of trust in the preservation service, which 
influences the future usability of the preserved information. An example could be future use of 
preserved information as evidence in a court case where admissibility may be questioned (Heuman 
and Andersen 2001) based on involved systems or organizations.  

192



In ENSURE, we try to assess the quality of the proposed preservation plans in light of transfer, 
technological and social change in general and in utilizing sub-services provided by sub-providers in 
particular. According to Naumann and Rolker (2000), it is not possible to programmatically assess the 
quality of all quality dimensions; they discriminate among subjective, objective, and process criteria of 
which subjective criteria involves the users of the system in the assessment and is therefore not 
possible to automate.  

As an approach to implement the quality analysis artefact in ENSURE, we capture subjective criteria á 
priori as a set of opinions based on assessments specified by the Trustworthy Digital Repository 
specification, TDR (CCSDS 2011). Quite a few intersubjective factors related to trust are covered in 
the TDR specification, where issues such as staff turnover and economic viability of the service 
provider are addressed in order to arrive at a conclusion of trustworthiness. TDR contextualizes the 
functional requirements of OAIS in a preservation service provider setting.  

Wang and Strong (1996), identified a number of quality dimensions that later have been 
contextualized in a number of fields (Helfert and Ge 2006, Wand and Wang 1996, Helfert 2001), even 
digital preservation (Korenkova and Hägerfors 2011). Since neither of these addresses perceived 
intersubjective quality factors emanating from a specific choice of preservation service provider or 
preservation strategy, an adapted model was implemented in ENSURE. 

Assessing the suitability of a proposed preservation plan is thus based upon factors both emanating 
from resilience to technological change as well as social change, but where constraints in 
communicating requirements and consequences between the stakeholders have to be considered. 

Preservation of information is a socially constructed system that addresses an end involving human 
beings preparing, preserving, and making use of information – systematic activities taking place in 
organizations consisting of human beings organized around a common goal. The understanding of the 
individual stakeholders regarding the information preservation problem domain thus influences the 
success of the preservation process as a whole. 

3. METHOD 

Our approach within the ENSURE project is using design-science research to create an instantiation of 
a preservation framework and learn from that process. Three use case owners from the healthcare and 
financial sectors, for which a series of artefacts for long-term digital preservation are developed and 
tested, provide the case at hand. We are participating in the capturing of requirements, the 
development of software artefacts for the ENSURE platform, and the validation of the platform 
according to the established use cases (ENSURE 2012). 

We build the design of the software artefact on the idea of using information quality concepts and 
practical assessments to generate decision support information to the human in charge of selecting 
among proposed preservation plans. Thus our kernel theory is firmly based on a substantial corpus of 
scientific research invested into information quality, even though details remained to be solved when it 
came to practically calculate a quality metric in a preservation context.  

Additionally, we have conducted interviews with the use case owners (Runardotter 2013), i.e. the 
information producers as well as consumers. These interviews are an important part of the empirical 
experience, but the problem definition and our understanding has also emerged during participation in 
the project, from communication with the use case owners and the project partners, and from 
contributing to deliverables from the project and participating in reviews. 

The interviews were conducted during November and December 2012. They were semi-structured, 
following an interview guide that was sent to the persons in advance. The informants were given 
opportunity to speak freely and the questions were adapted to what was said. The questions covered 
details of information production and consumption. Additionally we asked questions related to the 
preservation of information, which mainly follows the structure of TDR; organizational infrastructure, 
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digital object management, and infrastructure and security risk management. The interviews were 
documented both in writing (Runardotter 2013) as well as recorded. The interview guide that was used 
is provided at the end of this paper. 

Being design-science research, our work has given rise to a number of software artefacts that are used 
as tools to aid our learning. Many of these artefacts are in the process of being made available as open 
source, while the specifications and documentation in its entirety is made public. 

4. RESULTS 

The ENSURE project addresses preservation needs within the healthcare and the financial sectors. 
Three use case owners represent these sectors in the project and we are drawing empirical data from 
interviews with the use case owners regarding the information production and consumption activities 
(Runardotter 2013). From the participation in the development of the ENSURE platform, we are 
drawing empirical data regarding information preservation and the understanding of the use case 
owners business needs. 

As part of creating the software artefact, we were addressing the problem of calculating and presenting 
quality assessments of proposed preservation plans, which is a problem in it’s own right. Calculating 
the quality of a preservation plan corresponds to matching the plan with a projection into some future 
state and assessing the plan’s suitability. From the interviews we became aware of problems with 
capturing context around use of information, which is problematic since this affects our ability to 
assess suitability of proposed preservation plans.  

The first impressions when conducting the interviews with the use case organizations (the information 
producers and in the future also information consumers) are that overall the informants had problems 
understanding preservation specific concepts. Preservation problems related to technological change, 
such as format obsolescence, were generally acknowledged while problems related to social change 
were generally not. The observation that the informants do not use the word preservation – instead 
they talk about storage – may represent a viewpoint on information having an established meaning 
within the organization and perhaps disregarding social change within the organization over time. The 
latter are factors that are not easily addressed by the preservation service provider. 

Digital preservation represents an area of expertise that is not easily transparent to outside observers 
and even more so when the architecture of the overall service is composed of distributed cloud-based 
subservices.  

A preservation system cannot be viewed solely as a black-box system since there has to be a mutual 
understanding between the provider of the service and the producer (in OAIS terms) – the customer of 
the preservation service. The preservation plan incorporates the preservation strategy and a number of 
choices affect the quality of the preservation service – as measured by usability of preserved 
information by the consumer (in OAIS terms). Therefore the customer has to take active part in 
determining the preservation plan. The efficient exchange of information between the information 
producer and preservation service provider is key to the success of the preservation process. 

We have observed that a class of information, such as economic cost, is easily transferrable, as it 
resonates well with the concerns of the information production organization. Risks that are possible to 
quantify may be incorporated into the economic performance calculation, which gives a monetary 
valuation of the risk, and are therefore also translatable to the information production organization.  

The result of the quality assessments consists of a quantitative part, which is used by the optimization, 
and a qualitative part as a set of statements around consequences (or risks) of picking any specific 
preservation plan. These statements represent a part of our intervention and are expressed in terms of 
(information) quality dimensions with the ambition of being understandable within the business 
context of the information producer.  
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The qualitative characteristic of quality does not lend itself easily to be used in a quantifiable monetary 
language, and it represents a translation problem between the information production and preservation 
activities. At the same time, these quality aspects may represent success or failure of the preservation 
process as it is a key evaluation mechanism for determining viability of proposed preservation plans 
and communicate risks between the information production and consumption activities – thus giving 
the producer information about the possible success of the preservation process. 

5. DISCUSSION 

In terms of Tibodeau’s (2002) layering of the digital object, it seems that the information producer is 
best suited to understand problems related to preserving the conceptual object, i.e. those part that is 
related to the (social) meaning of the information. The assumption taken here is that a thorough 
understanding of the current use of the information makes the extrapolation into future use easier – but 
this assumes an awareness of the effects of social change; even that these changes are occurring. Based 
on our empirical data, the level of understanding of the effects of social change within the own 
organizations over time threatens their ability to take this responsibility. The questions of “Does your 
expectations change over time?” and “Does your expectation change in relation to purpose?” did not 
make sense to the informants – information is information is information, and it can only be used as 
such. 

The preservation service provider, being responsible for the preservation system and as specified by 
OAIS being responsible for monitoring change, only to some extent seem to be able to take 
responsibility for adapting to social change within the customer organization. OAIS does refer to the 
monitoring of a designated community (i.e. some aspects of the information consumption activity) but 
the customer organization has first hand knowledge of the use of information. The preservation service 
provider therefore seems best fit to address problems related to preserving the physical and logical 
object (in terms of Thibodeau’s layering).  

An impression from the interview with the informants is that once having chosen a service provider, 
based on the service providers reputation, financial stability and experience, the customer are prepared 
to hand over their data with full confidence. To what extent does a customer need to understand 
quality concepts? Where should the responsibility for quality reside? If usability of preserved 
information is context dependent, is it reasonable to hand over the responsibility to the preservation 
service provider if the information producer has the best knowledge about usage and business context? 
One way of dealing with this is to elaborate on possible combinations of preservation plans and to 
make sure that it can be communicated to customers, in a non-technical manner, what the business 
impact would be of choosing any specific proposed preservation plan.  

We have studied long-term digital preservation in a commercial organizational context, where 
preservation services are procured from an external service provider. This gives rise to some specific 
problems. 

The first problem is related to the separation of concerns between the producer and the consumer (in 
OAIS terms). The consumer and the producer could be different organizations or they could be the 
same organization; in fact the latter is the case in the ENSURE setting, where they are separated in 
time. In both cases the two activities must be considered separately since the motivation for preserving 
information may differ radically from the motivation for using information.  

Inherently, the rules by which the information production organization operates and by which the 
producer make decisions on preservation plan – and thus on the composition of cloud-based 
subservices interacting in preserving the information – is restrained or governed by economy. As the 
information producer is responsible for the choice of preservation plan and the best plan in terms of 
perceived quality in the information consumption context is typically in conflict with the cost of 
implementing that preservation plan – a cost charged to the information producer. 
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If the information production and consumption are activities within the same organization, we have a 
contradiction within the organization where the organization in the role of producer has to make 
responsible choices of preservation plans but also need to accommodate for future use of the 
information. In this scenario there is a contradiction related to the view of information where the 
organization in the role of the producer has to predict the usability of the preserved information, not 
withstanding that there could be political issues within the organization regarding information sharing 
(Keen 1981). Our intervention in ENSURE aims at making these usability predictions visible to the 
information producer – using quality assessments as the tool to make this prediction for the decision 
maker. 

If the information production and consumption are not activities within the same organization, the 
difference in concerns becomes even larger and readily motivates the use of digital preservation 
methodology to capture essential characteristics of the original information for the future. There are 
fundamental choices made by the information producer when selecting a preservation plan that has 
implications on the usability for individual information consumers. Take for example the mutually 
exclusive choices of preservation strategy: emulation or migration, where you could argue that the 
information is preserved in both cases but where the question of authenticity is stretched to its limit in 
the latter. Our intervention in ENSURE aims at making some of these fundamental qualities visible to 
the decision maker by categorizing the information by the purpose of preservation and evaluate the 
quality metrics with regard to this purpose. 

The second problem is related to the separation of concerns between the information producer and the 
information preservation provider. When the preservation service is procured outside of the 
organization, fundamental differences in concerns between the information production and the 
information preservation activities become significant. We have a contradiction within the information 
preservation activity related to maintaining a profitable operation and at the same time having satisfied 
customers. The rules, by which the information preservation activity has to operate, covers among 
other things economic viability and legal obligations governed by mutual agreements. 

We also have a contradiction between the information producer and the information preservation 
provider related to the language used within each community. One reason for separating concerns and 
procuring preservation services outside of the organization emanates from the desire to focus on the 
core business. At the same time this potentially forces a wedge in between the business process within 
the information production organization and the staff operating the preservation service, which is in 
need of understanding the business aspects of the use of the information in order to cooperatively 
predict a suitable preservation plan. Adding to this is the difference in scope regarding addressing 
technological and social change and the difference in knowledge domains between the information 
producing organization and the preservation service provider organization. 

6. CONCLUSIONS 

Being able to capture requirements from the customer is crucial. We have seen how the information 
production organization interacts with the information preservation organization in order to predict the 
needs arising from subsequent information consumption. At the same time, information consumption 
comes with motives of its own that may clash with those of the information production and 
preservation activities. Specifically there are problems related to mutual understanding between the 
information production organization and the information preservation organization regarding their 
joint responsibility for establishing a suitable preservation plan, where providing sufficient 
information about future use is difficult. 

Being able to present the consequences of selecting any given preservation plan in such a way that the 
customer can really make an informed decision is also crucial. Long-term digital preservation 
represents a field of practice that according to our findings is not generally known to the customer of 
the preservation service. At the same time we are asking the customer to make a decision of 
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preservation plan. How can we be sure that these decisions are made from an informed standpoint? 
ENSURE shows that it is feasible to translate qualitative information regarding suitability of proposed 
preservation plans into a representation that is easier to understand. By focusing on representing risks 
in terms of a monetary language, the translation to the customer business domain seems to become 
easier. This does not cover all the qualitative information that the customer should regard, but it 
indicates a solution to some parts of the communication problem. 

Regarding the choice of language for exchanging information about suitability of proposed 
preservation plans, we believe that transforming the result of quality assessments into risks that we can 
calculate a monetary value of is a practicable way forward for communicating some consequences to 
the information production activity. Still there are other (mostly intersubjective) factors of quality that 
are not easily translated into monetary values and we still do not have an answer to the question how 
we communicate around this.  

Given the nature of the cooperation between the information producing customer and the preservation 
service provider and the nature of translating between these knowledge domains, alternate strategies 
should be studied. One such strategy could be to move control of the rule set used to create proposed 
preservation plans from the preservation service provider domain to the information production 
domain. 

7. FUTURE WORK 

We have identified the following areas for future research.  

Is it possible to use genre theory (Orlikowski and Yates 1994) as a means to understand purpose 
(purpose of preservation and purpose of use) of stakeholders in preservation systems? The idea here is 
to look at historic and current use of information within an organization as a starting point for doing an 
extrapolation into future uses. At worst, it would only capture the status quo, but it would also 
formalize the interpretation of quality assessments towards a real-world scenario that could help the 
organization to make empowered decisions. 

We want to study the possibility of using boundary objects (Star and Griesmer 1989, Star 2010) to 
study the communication deficiencies between the ‘Amateurs’ (information producer) and the 
‘Professionals’ (information preservation service provider) during the joint effort of coming to an 
agreement around how to proceed with the preservation of information. 
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APPENDIX A. INTERVIEW GUIDE  

Background 

1. Describe how your organization... 

a. ... uses information 

b. ... preserves information 

c. ... gets access to information 

2. Describe your thoughts about storage/preservation of information! 

a. What purposes are driving the storage of information in your organization? 
(remember that there can be different purposes for different collections) 

i. Evidence/legal/ fiscal 

ii. Memory/historical 

iii. Business 

iv. Research 

b. How to manage the information in order to/What is needed in order to fulfil these 
purposes? 

i. What does each purpose mean to you? 

c. Which would you regard as the most important? (ranking) 

3. Use of information: (information on paper/digital from? What info on what media?) 

a. Frequency? (How fast do you need to access the information? Åtkomsttid) 

b. Can you see any alternative use of the information? (Is your information interesting 
for reuse in the future? For whom? Could you provide an example?) 

c. When and at what occasions do you use archived information?) 

4. Time span (how long information is preserved): 

a. Does the time span relate to purpose? How? Exemplify! 

b. Does the use change in relation to the time span? How? Exemplify! 

c. Does the purpose change in relation to the time span? How? Exemplify! 

Organization (service provider) – Governance and organizational viability 

5. Overall, what should characterize the service provider (SP) that preserves your 
organizations information? 

6. What would make you trust the SP? 

i. Financial/organizational/reputation/staff turnover/knowledge... Which is most 
important (ranking)? Why? 

ii. Important that they have: Preservation strategic plan – Contingency plan – 
Monitoring of preparedness – Certification (personnel skills/number of staff) – 
Preservation policy/monitoring external environment (community & technology)? 
Which is most important (ranking)? Why? 
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Digital object management 

7. Could you make a distinction between in-house information, versus information retrieved 
from the SP? What would be the difference? Is the information transferred to other media 
during or after primary use? IF transferred, when is this done? 

8. What do you expect from the SP when it comes to content management, i.e. how the SP 
handles your information? (Authenticity, Traceability, Trustworthiness) 

a. Do you expect recurrent status reports? In what issues? 

b. Documentation of changes? What kind? 

9. How do you expect to view the information after, say 10 years? 

a. Textual content – original appearance/plain text 

b. Images – original/reduced 

c. Figures/diagrams – original appearance/plain text 

d. Other? 

e. Does your expectation change over time? Why/why not? 

f. Does your expectation change in relation to purpose? Why/why not? 

Infrastructure and security risk management (Cloud-based solutions) 

10. What are your thoughts about cloud-based solutions (outsourcing)? 

a. What do you see as advantageous with a cloud-based solution? 

i. Scalability – financial (shared costs) – technology watch – better access  

b. What do you see as risks with a cloud-based solution? 

i. Service availability (Loss of income (the service not available for the 
buyer), budget and reputation) 

ii. Collaboration issues (provider impact, the provider has sub-providers) (e.g. 
billing disputes) 

iii. (Data segregation)/data privacy (consequences if leaks) 

iv. Access rights/Unauthorized changes or deletions 

v. Disaster recovery/Loss of data 

vi. Audit: error rates, performance vs. usage, changes in software/hardware 
technology 

vii. Staff expertise (in each software technology subsystem) 

viii. Digital object authenticity confirmation; location of copies, provenance 
and fixity checking information. 

11. Anything else you would like to reflect upon? 

12. If I have additional question, is it ok that I contact you again? 

Thank you! 
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