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Automation
behaviour over time, as expected for any kind of
ABSTRACT
instrumentation. For example, incorrect information can
be generated if there is a bias change or high level of
Fault detection and diagnostics (FDD) of district
noise in the signal from a sensor, or if there is a
heating substations (DHS) are important activities
malfunctioning flow meter or temperature sensor.
because malfunctioning components can lead to
Defect or incorrectly dimensioned valves can degrade
incorrect billing and waste of energy. Although FDD
the energy efficiency of the system and also need to be
has been an activate research area for nearly two
detected through the effects on the measurements.
decades, only a few simple tools are commonly
deployed in the district energy industry. Some of the
methods proposed in the literature are promising, but
their complexity may prevent broader application. Other
methods require sensor data that are not commonly
available, or cannot be expected to function well in
practice due to oversimplification. Here we present two
basic methods for improved FDD and data validation
that are compatible with the data acquisition systems
that are commonly used today. We propose that
correlation analysis can be used to identify substations
with similar supply temperatures and that the
corresponding temperature difference is a useful
quantity for FDD. The second method is a limitFigure 1. Schematic illustration of a building with a district
checking approach for the validation of thermal power
heating substation (DHS). Indicated in the figure are the
usage, which is sensitive to faults affecting both the
primary water supply (1), primary return water (2), tap
primary flow and temperature sensors in a DHS. These
water supply (3), district heating substation (4), heating
methods are suitable for automated FDD and are
system (5), and tap water (6). The DHS includes an
electronic energy meter and control system with related
demonstrated with hourly data provided by a Swedish
sensors and actuators.
district energy company.
Modern energy management systems have integrated
INTRODUCTION
alarm and warning functionalities, and tools for data
District energy management systems deal with
visualization that are used by the operators to detect
substantial amounts of measurement data. Operators
faults. Limit checking with manually set thresholds for
find it difficult to detect potential instrumentation and
outlier detection [1] is commonly used [2]. This is a
operational problems because of the data deluge and
difficult task that requires experienced operators. If the
the high system complexity. It is important to have
thresholds are set too loose, then faults can go
trustworthy measurement information for customer
undetected. Tight thresholds can cause a deluge of
billing purposes. Accurate measurements are also
false alarms and warnings that are impossible or
needed for control systems to function properly, so that
expensive to deal with. Therefore, loose thresholds are
the overall energy losses are minimized. A district
used and faults can go undetected, or a long period of
heating substation (DHS), see Fig. 1, is a challenging
time can elapse before a fault is detected. This implies
process for fault detection and diagnostics (FDD)
that customers can be charged incorrectly, which is
because it is nonlinear; load conditions change in a
problematic for the whole district energy industry. FDD
way that is difficult to predict reliably; the standard
has been an active field of research for nearly two
instrumentation is designed for control and billing
decades, see [1], [3]-[7] for general reviews. There has
purposes, not for automated FDD; and there are
also been considerable research and development
numerous potential sources of errors. A DHS consists
targeted toward developing FDD methods for DHS, see
of several components that can break down or change
[8]-[11] for examples and reviews. Methodologies that
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has been proposed include: a sophisticated method for
detection of abnormal energy usage in buildings [12]
that is based on the generalized extreme studentized
deviate (GESD) many-outlier procedure [13] and a
modified z-score [14] that quantifies how far away
outliers are from typical observations; a data mining
approach to detect unexpected changes in the energy
efficiency of buildings using algorithmic exploration of
district heating billing data [15]; numerous methods for
FDD of heat exchangers, see Chapter 10 in [7] for a
comprehensive summary and review; attempts to
model the time variation of energy usage with analytical
models [16]; and FDD approaches based on detection
of changes in the correlation coefficient of time series
measurements [16]-[17]. A method for detection of
abnormal electricity use in buildings that potentially can
be generalized to DHS is presented in [18]. It is based
on GESD outlier detection for identification of abnormal
energy usage, and canonical variate analysis is used to
describe the daily electricity consumption so that it can
be grouped into different clusters for construction of
classification models.
Although there are several generic tools and promising
new methods for FDD of DHS, the application of these
results is not yet common in district energy systems.
The methods that are commonly used for FDD of DHS
are simple and typically based on limit checking of
quantities [2]. Improved methods for automated FDD
that can be applied in the current district energy
management systems are needed. The development of
such tools are also motivated by the trend towards
more demanding energy market regulations and an
increasingly competitive energy market, which requires
collection of energy distribution data at high rate for
accurate control and billing purposes.
There are a number of key components in a district
energy substation that potentially can malfunction and
lead to errors in the measurement data and reduced
system efficiency. Common components include [19]:
cables, valves, flow meter(s), temperature sensors,
pressure sensors, pipes, heat exchangers, electronic
control system and an electronic energy integration
unit. Measurement errors can result if any of these
components malfunction, which can occur for a number
of different reasons. Common faults and issues include
[2],[8],[11]:
•
•

Malfunctioning valves, flow meters and
temperature sensors.
Incorrect installation of substation and
associated instrumentation. Such as: incorrect
cabling causing electromagnetic compatibility
(EMC) issues; splices on flow-sensor cables
causing pulse-bounces; incorrect grounding or
galvanic isolation; incorrect dimensioning of
components, such as valves and flow meters;
use of sensors and energy meters that are
incompatible.

•

Incorrect configuration of meters, sensors and
control system.
•
Faults or reset of energy meters, for example
during a blackout or lightning strike.
•
Faults introduced during maintenance, or
intentionally by customers (fraud).
•
Fouling or leakage in heat exchangers and
pipes.
• Energy meters are misidentified in the
management system.
Faults like these can result in errors in the energy
management system, such as:
• Incorrect energy usage information.
• Unrealistic values of measured quantities.
• Drift of sensor values over time.
• Excess noise or fluctuation in measurement
time series.
• Constant sensor readings.
In addition to the difficulties mentioned above, FDD of
DHS is further complicated because the data that are
typically available through the energy management
system are sampled approximately once per hour,
which is a severe under-sampling for the detection of
some faults. The long sampling time also makes it
difficult to filter out the heating of tap water, which is
irregular and difficult to predict. Furthermore, low-pass
filters are not commonly used and the local outdoor
temperature sometimes has to be estimated from
meteorological data because the locally measured
temperature is used by the DHS control system only.
Therefore, the measurements have a stochastic
component that makes it difficult to design robust and
sensitive methods for FDD.
A typical heat meter used in a DHS consists of a few
essential parts: two temperature sensors, one flow
sensor, and an embedded computer that calculates
and communicates the energy flow from the primary
side of the DHS. The flow sensor measures the flow
through the primary side of the heat exchangers (in
indirectly coupled systems) and the temperature
sensors measures the temperature of the incoming and
returning water on the primary side, see Fig. 1. The
energy transfer from the primary supply pipe to the
heat exchanger(s) can thereby be calculated by the
computer in the heat meter [19]. The data that is
commonly available through the heat meter and data
acquisition system of district heating suppliers are often
limited to the flow and temperature of primary supply
and return water. The control system and the sensors
on the secondary side of the heat exchanger(s) are
typically not the property of the district energy supplier.
Therefore, information about that part of the DHS is
usually not available. The primary supply temperature,
Tps, the primary return temperature, Tpr, and the
primary flow, V'p, are used to calculate the thermal
energy that is delivered to the substation, which forms
the basis for billing. In this work we therefore focus on
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basic methods for FDD and validation using these
quantities. We also limit this work to hourly samples of
data, which is common practice in the data acquisition
systems used in Sweden, so that the methods can be
implemented in the energy management systems using
software.
Some modern energy meters have integrated functions
for basic FDD, which in principle is an appealing
approach since the meter has access to high-resolution
measurement data. A major difficulty preventing the
common use of this functionality in current district
energy systems is the risk of generating a deluge of
warnings and false alarms due to incorrect or improper
configuration, which is non-trivial to change and would
cause problems in the data acquisition systems that
may prevent reliable collection of information needed
for billing.
METHODS
For a method to be applicable in existing DHS and
management systems it should fulfil a few practical
requirements; the method should only depend on
information and measurement data that is commonly
available through the management system; the method
should enable improved detection and / or diagnosis of
faults; the method should require a minimum of human
involvement after implementation. If these basic
requirements are not met the proposed method would
require substantial investments, or it would be useless.
Several proposed methods for the detection and
diagnosis of faults in district heating systems fail to
comply with one or more of these requirements and are
therefore not widely used today. In particular, this is
often the case for precise model-based methods
because they depend on information from sensors that
do not exist, or sensors on the secondary side of the
heat exchanger(s) that are not commonly accessible
through the management system. The methods
proposed here have been defined in collaboration with
representatives from eight Swedish district heating
companies, two companies that develop software for
energy distribution systems and the Swedish District
Heating Association [2]. This collaboration was
organized to make sure that the proposed methods
address relevant problems in a feasible way. Focus
here is on basic methods for FDD that can be applied
and implemented in current district energy systems
using software.

the primary return temperature should be lower than
the primary supply temperature. A technical fault that
leads to a drift or fluctuation of the primary supply
temperature can remain undetected for an extended
period of time when these methods are used,
especially during seasons when Tps is low. A more
sensitive method for validation of the primary supply
temperature is therefore needed.
There are many DHS in a district heating system that
are connected to the same supply pipe and therefore
should have similar supply temperatures. Therefore,
we propose that the supply temperature can be
validated by comparison with one or a few nearby
DHS, see Fig. 3.
Geographical variations of the supply temperature are
expected due to thermal losses in the distribution
network, and this effect is more prominent at long
distances and low flows through the primary side of the
heat exchangers. It is therefore important to compare
the supply temperatures between DHS that have
similar supply temperatures. If coordinates of the DHS
are available, one can use that information to identify
geographical neighbours for the comparison. However,
we find that the correlation coefficient between two

Figure 2. The primary supply temperature versus the
outdoor temperature. This is a typical example that
illustrates how the supply temperature measured in a DHS
can change with respect to the outdoor temperature.

Validation of the primary supply temperature
The primary supply temperature varies with the outdoor
temperature, see Fig. 2. A common method used for
fault detection using the measured primary supply
temperature is limit checking with a constant threshold
set slightly above the maximum expected temperature.
This means that a threshold for Tps is defined, and that
an alarm is raised if the measured Tps exceeds that
threshold. Another test that is commonly used is that

Figure 3. The primary supply temperature, Tps,i(t), of one
substation i can be compared with the supply temperature,
Tps,j(t), measured at another substation j located in the
same district heating network.
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For this method to work properly one has to account for
the seasonal variations of the supply temperature,
otherwise the correlation coefficient is dominated by
seasonal variations and does not give a useful
indication of the similarity of the supply temperatures,
see Fig. 4. The process of removing long-term trends
and seasonal variations from time series is called
detrending. Four common detrending approaches are
[20]: differencing, curve fitting, filtering, and piecewise
approximation with polynomials. For example, a time
series that is non-stationary in the average can be
made stationary by taking the first difference of the
samples, x(t), at time t and t-1, w(t) = x(t) - x(t-1), where
t is given in units of the sampling time. First-order
differencing is used here and it has a significant effect
on the correlation coefficient of supply temperatures,
see Fig. 4. We find that the comparison of supply
temperatures between DHS with highly correlated Tps(t)
results in a smaller temperature difference and is the
preferred method. The DHS with the highest correlation
coefficient is often a geographical neighbour, but not
necessarily the closest neighbour. Preliminary results
obtained using this method are presented in the next
section.
Validation of the primary flow and return
temperature
We have so far not identified a robust method that
enables FDD of the primary flow and return
temperature independently. Unlike the case with the
primary supply temperature, there is no explicit
redundancy in the sensor system that can be used to
validate these quantities. This problem can possibly be
solved in cases where the DHS and management
system can provide information about the flow and
temperatures on the secondary side of the heat
exchanger(s) [7]-[8]. Another difficulty is that direct
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supply temperature time series Tps,i(t) and Tps,j(t) is a
better indicator of the similarity of the two supply
temperatures than the geographical distance. This is to
be expected, because a short distance between two
DHS does not guarantee that they are connected to the
same segment of the distribution network. Another
benefit of using the correlation coefficient is that
geographical coordinates of the DHS are not needed.
Coordinates can anyway be used to identify a subset of
nearby DHS that may have highly correlated supply
temperatures to reduce the time needed for calculation
of the correlation coefficients. Using this method we
find that the one-day moving average of the difference
ΔTps(t) = Tps,i(t) - Tps,j(t) between DHS is a few degrees
Celsius. Therefore, this difference is a useful quantity
for detection of abnormal changes in the supply
temperature of a DHS. Faults can be detected through
limit checking with constant thresholds for the average
and standard deviation [1] of ΔTps(t); see the next
section for further information.

Correlation of temperatures
Correlation of differences

0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1
0
0

500

1000

1500

Distance [m]

Figure 4. Correlation between the time series of primary
supply temperatures Tps,i(t) and Tps,j(t). The values of
Tps,i(t) originates from the same substation as that in Fig.
2. The values of Tps,j(t) comes from 200 nearby
substations. The sequences Tps,i(t) and Tps,j(t) are highly
correlated because of the common seasonal variations.
First-order differencing of Tps,i(t) and Tps,j(t) reduces the
influence of the seasonal variation and leads to a more
discriminating indicator for the similarity of the supply
temperatures.

measurements of the primary flow are not always
available, and may anyway be useless due to
fluctuations caused by the commonly used pulse-based
signalling system between the flow meter and the
energy integration unit. It has been suggested [17] that
flow and temperature sensors should be low-pass
filtered to improve the quality and usefulness of DHS
measurement data, but such techniques have not yet
been widely adopted by the industry. The hourly flow
and thermal power information that is commonly
available through the DHS management system is
calculated by the energy meters and represent hourly
averages of these quantities.
The thermal power reported by the energy meter of a
DHS is an important quantity for FDD because it is
related to the billing information and the contract with
the district heating supplier, and it depends in a
characteristic way on the outdoor temperature, see Fig.
5. The thermal power is calculated by the energy meter
of a DHS using Tps, Tpr, and V'p. Therefore, faulty
values for any measurement of these three quantities
can lead to an incorrect thermal power value, which in
turn affects the billing information. A common method
used for validation of thermal power values is limit
checking with linear thresholds [2]. For example, linear
upper- and lower-limit thresholds that are set at a
certain relative distance from the mean of the trend in a
specific interval of outdoor temperatures can be used.
If a thermal power value does not lie in-between these
thresholds that data point is tagged, and it can be
replaced with the average power value at that outdoor
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thresholds for outlier detection in the relation between
thermal power and outdoor temperature, it is possible
to set constant thresholds on the average and standard
deviation of the thermal power within limited intervals of
the outdoor temperature. This is a basic method used
in FDD, see Chapter 7 in [1], which has a few benefits
compared to the outlier detection method described
above. First, the moving average and standard
deviation of the thermal power varies less than the
power values themselves. Therefore, more tight
thresholds can be used. Second, thresholds on the
standard deviation can be used to detect abnormal
fluctuations in the measurement data. For example,
EMC problems and a stuck valve or flow meter can
potentially be detected with this method.
Figure 5. Thermal power versus the outdoor temperature.
The data illustrated here originates from the same
substation as that in Fig. 2. These values represent onehour averages of the thermal power and are calculated by
the energy meter in the substation using Tps, Tpr, and V'p.
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Figure 6. Distribution of hourly thermal power averages at
an outdoor temperature of -5 ± 1 °C. The data represented
here originates from the same substation as that in Fig. 5.

temperature. This method is insensitive to faults
because the linear thresholds must be set at a safe
distance from the average trend to avoid false alarms.
Another problem is that faults causing constant sensor
values can remain undetected for extended periods of
time when this method is used. For example, a
malfunctioning valve or flow sensor can lead to a
constant flow value and an incorrect thermal power
value that cannot be detected until the outdoor
temperature has changed significantly. A more
sensitive method for validation of the thermal power
delivered to the substation is therefore needed.
The method for detection of abnormal energy usage in
buildings developed in [12] is one interesting example
that deserves further development and testing. Here
we introduce a similar but, perhaps, less advanced and
more comprehensible approach for fault detection
using the thermal power values. Instead of using linear

An example illustrating how the thermal power values
are distributed at a certain range of outdoor
temperatures is presented in Fig. 6. The shape of this
distribution varies between substations and it is caused
by multiple effects; the thermal power needed to heat
tap water varies over time; the local outdoor
temperature is not accessible through the data
acquisition system of the heat supplier in this case and
therefore needs to be estimated from meteorological
data; and trends in the outdoor temperature are not
considered here. For example, the thermal power
needed at -5 °C can be lower during a transition from
higher to lower temperature compared to a transition in
the reversed direction. The moving mean and standard
deviation of this distribution is likely to change when a
fault appears. If the mean and standard deviation
before (after) the introduction of the change are
denoted by µ0 and σ0 (µ1 and σ1), the following cases
can be identified:
•

The mean changes; µ1 = µ0 + Δµ. σ1 = σ0.

•

The standard deviation changes; σ1 = σ0 + Δσ.
µ 1 = µ 0.

•

Both the mean and the standard deviation
change.

There are a number of classical tools for the detection
of such changes, see chapters 7.3-7.5 in [1]. A basic
example is detection of changes in the mean with
binary thresholds that are set relative to the standard
deviation, which is a test that is analogous to the
method based on linear thresholds for outlier detection
that is described above. This method works well as
long as the change of the mean that is to be detected is
larger than the standard deviation. If that is not the
case, then theory of statistical hypothesis testing has to
be applied. Basic examples are the Student’s t-test or
Run-sum tests for detection of a change in the mean of
a (normal) distribution, and the F-test for detection of a
change in the variance. While these methods enables
detection of small changes in the mean and standard
deviation, they require numerous measurements before
and after the change occurred, which prevents early
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RESULTS
The examples presented in this paper are based on
real-world data provided by a district energy company
that is based in Stockholm. The data was extracted
from the management system and is recorded at onehour intervals for a period of about one year. Here we
present preliminary results obtained using the methods
that are introduced in the previous section.
The difference of primary supply temperatures, ΔTps(t)
= Tps,i(t) - Tps,j(t), of two nearby substations i and j at
different primary flows is presented in Fig. 7. The
values of Tps,i(t) originates from the same substation as
that in Fig. 2. The values of Tps,j(t) comes from a nearby
substation that is selected in two different ways; in one
case the substation j is located at a minimum
geographical distance from the substation i; in the other
case substation j is selected so that the correlation
between the first-order differences of Tps,i(t) and Tps,j(t)
is maximal, see Fig. 4 and related text for further
information. The latter approach has the advantages
that information about the geographical coordinates of
the substations are not needed, and it usually results in
a more narrow distribution of ΔTps(t), which is beneficial
for fault detection with limit checking. Typically, the
difference ΔTps(t) is a few degrees Celsius and
decreases with increasing flow. The trend towards
increasing |ΔTps(t)| at low flow is rather steep in these
examples. It is not uncommon that the maximum
variation of |ΔTps(t)| is 2–3 °C. Therefore, faults can be
detected through limit checking with constant
thresholds for the moving average and standard

Minimum distance
Maximum correlation

0

1−day moving average of ∆ Tps [°C]

An issue that further complicates FDD using limit
checking and hypothesis testing with thermal power
data is that the power can vary significantly with the
weekday and the time of day, in addition to the
seasonal variations that are linked to the outdoor
temperature. For example, such changes can result
from scheduling of ventilation and heating systems in
buildings used for stores, offices and schools. A pattern
recognition algorithm for determining days of the week
with similar building energy consumption profiles is
presented in [21]. In the case of DHS we find that a
simple clustering analysis is sufficient to distinguish
time periods during a week with significantly different
thermal power values, which typically occurs when the
outdoor temperature is low; see the next section for
results. Clustering algorithms that can be used include
the classical k-means algorithm and density based
clustering [22].
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Figure 7. Differences of primary supply temperatures of
nearby substations, see Fig. 3 and the text for further
information.
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detection of faults. A combination of tests based on
binary thresholds and statistical hypothesis testing for
both the mean and standard deviation / variance is
therefore motivated. It should be noted, however, that
these hypothesis tests are only precise for normally
distributed residuals and therefore are approximate
methods when used in this context.
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Figure 8. One-day moving standard deviation of ΔTps(t) for
the high-correlation example illustrated in Fig. 7.

deviation of ΔTps(t), possibly using different thresholds
in the low- and high-flow domains. The moving
standard deviation of ΔTps(t) is also a useful quantity for
FDD because it varies within a few degrees Celsius,
see Fig. 8 for one example.
The geometric mean of two flows is defined as the
square root of their product. Other measures of the
effective flow is possible, but the geometric mean is a
simple function that discriminates between the highflow domain, where the supply temperatures are
similar, and the low-flow domain where the effect of
cooling of the supply water is more prominent and the
difference between the supply temperatures can be
higher. An example illustrating the relationship between
the geometric mean of the flows and the outdoor
temperature is presented in Fig. 9.
In Fig. 10 we present estimates for the variation of the
one-day moving averages and standard deviations of
ΔTps(t) at high flow for 200 different DHS. For each
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Figure 9. Relationship between the geometric mean of the
primary flows and the outdoor temperature. This example
corresponds to the high-correlation example in Fig. 7.
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Figure 11. Example of a DHS located in a building with
offices and stores, which has a time-varying thermal
power need. Compare with Fig. 5.
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Figure 10. Variation of the one-day moving average and
standard deviation of ΔTps(t) at high flow for 200 district
heating substations. The variation corresponds to the
difference between the maximum and minimum value of
the moving average or standard deviation.

Figure 12. Cluster analysis of the thermal power usage at
low outdoor temperatures for the example illustrated in
Fig. 11. Two clusters are identified, one at high thermal
power (red open disks) and one a low power (blue dots).

DHS the median of the geometric mean of the flows is
calculated and all data points with a mean flow that is
higher than the median are included in the estimate.
The variation is calculated as the difference between
the maximum and minimum average (or standard
deviation) of ΔTps(t) at mean flows higher than the
median. The majority of these 200 substations have
variations that are lower than three degrees Celsius. A
few percent of the substations have higher variations
and are worth investigating in more detail, for example
in order of decreasing variations for the mean and
standard deviation. A manual inspection of the outliers
identified here reveals that the corresponding ΔTps(t)
have jumps and suspect clusters of outliers that were
recorded during brief periods of time.

power needed by a DHS varies significantly over time,
for example between office hours and nights, see Fig.
11 for one example.

Next, we illustrate how cluster analysis can be used to
define different fault detection conditions for different
weekdays and time of day. This is useful when the

In this case a limit-checking approach with a linear
upper and lower threshold values is insensitive to faults
because the thresholds need to be set at safe
distances from the two tails. Therefore, different limitchecking conditions should be used for the two tails.
Clustering analysis of the thermal power data at low
outdoor temperatures can be used to discriminate
between measurement values that belongs to different
tails, see Fig. 12. Each data point corresponds to a
particular weekday and time of day. Therefore,
schedules for the time of high and low thermal power
usage can be generated, see Fig. 13. In this case the
DHS uses more power during office hours compared to
weekends and nights.
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Figure 13. Schedule illustrating periods of high and low
thermal power usage for the clusters identified in Fig. 12.

CONCLUSIONS
We propose two basic methods for improved FDD of
DHS and preliminary results using hourly measurement
data. Correlation analysis can be used to identify DHS
with similar supply temperatures and the corresponding
temperature difference is a useful quantity for FDD with
a precision of a few degrees Celsius, which is a
significant improvement over currently used methods.
The second method is a further development of a
method currently used for fault detection of the thermal
power usage. It uses the moving average and standard
deviation of the power for more robust and sensitive
fault detection with limit checking, and cluster analysis
for definition of fault detection conditions. The proposed
methods are based on basic FDD tools and are
compatible with current data acquisition systems. They
can therefore be further tested and implemented with
software in district energy management systems at low
cost.
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