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Abstract 
This master thesis in computer science was performed at Luleå University of Technology, 
Sweden, during the fall of 2003, and is a part of a larger project run by the Swedish game 
development company Agency9. The company plans to include a networking module in their 
complete software suit and needs to design, implement and evaluate a prototype in order to 
start the development process. This thesis evaluates the most common solutions suitable for 
implementation into the company software today and compares chosen solutions in different 
areas as ease of use and performance. 
 
The master thesis also discusses some issues of scalability in networking applications used for 
time critical multimedia distribution. In order to achieve the specifications and allow further 
enhancements of the framework, some commonly used methods of traffic limitation must be 
implemented in the prototype.  
 
This thesis describes a general framework called AgentNE, which is a networking module 
(middleware) implemented in Java.  The framework provides a clean and simple way to 
access the Java networking layer in order to reduce development time. The conclusion of the 
thesis is that the most suitable implementation is to implement a combination of currently 
used solutions, which provides a framework to further develop the target applications network 
capabilities. The thesis also mentions areas in which the framework needs further work in 
order to fulfill certain expectations of developers using commercial networking middleware. 

 
The framework has been tested through prototyping together with Agency9´s software project 
MegaCorps Online, which relies exclusively on the AgentNE to manage its networking 
functions. MegaCorps Online is an online entertainment application; enabling up to 32 
players to play the game through any network using the Internet Protocol. The thesis presents 
some results from some experiments using this prototype. 
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Preface 
The thesis covers the technological aspects of high performance information sharing over the 
Internet and requires some basic knowledge in networking theory. Target audience for this 
report is any software developer with decent network programming skills. To clarify some of 
the more advanced sections in this report Appendix A describes some basic network concepts 
to aid the less experienced reader. Appendix B introduces a listing of common abbreviations 
in the field of network programming that the reader can refer to while reading this report. A 
list of figures and images can be found in Appendix C along with short explanations of the 
figures. 
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1 Introduction 
Agency9 is a software development company based in Luleå, Sweden. Their main venture is 
developing entertainment software’s and tools for game development. Their largest product is 
the Agent Studio software which is a toolkit aimed at game development and online 
multimedia applications. This toolkit consists of different modules composed to solve or 
simplify different problems of developing games. Rendering, physics, sound and networking 
are the four main components of the toolkits, which will be referred to as ‘agents’ throughout 
the rest of this thesis. 
 
Agency9 needed a well structured, scalable, fast and secure networking engine to add to their 
product studio Agent Studio. This engine should be the base for all further development in 
this area and has to meet the standard requirements which the networking programmers of 
today have set. These standards are high requirements of reliability, scalability, availability 
and usability and needs to be considered when designing a prototype and will be specified in 
chapter 1.1.1 along with some general problem descriptions. Part of the goal of this thesis is 
to analyze various protocols and techniques to be used in implementing the commercial 
product of AgentNE for Agency9. The techniques used while implementing the prototype 
must enable further implementations of methods for network traffic control as the software 
agent will be a part of a larger suit of application components for developing software with 
Agency9´s products. This is done through providing the developers with the ability to 
implement new methods and algorithms in the agent on top of the basic structure provided. 
 
In order for this to be successful, the developers using AgentNE must feel that the underlying 
methods are up-to-date; otherwise the prototype will be of no value to Agency9 as their 
customers would not buy the resulting product. The software must also be very generic to be 
able to accommodate the key types of software in which Agency9 intends to market the 
software.  
 
The agents of Agent Studio act as middleware and will be defined as an application layer 
between the application and the TCP and UDP/IP protocol stack for the purpose of this thesis. 
Agency9 mainly targets an audience of developers with a need to minimize the time of 
development. The main advantage of middleware’s is that they can significantly decrease the 
development time by hiding low level mechanisms and provide a higher level of abstraction. 
This motivates methods and middleware agents implemented in their products that ensure 
faster development times. As Agency9 uses the Java programming language and its object 
oriented structure to create their products, AgentNE is implemented in Java.  
 
The Java programming language is equipped with a number of ways to provide networking 
services to the applications, for example Java Remote Method Invocation (RMI) and a socket 
implementation. As the Java RMI methods are closely connected to the language structure 
this could be a possibly adequate solution. However using RMI or other similar ways of 
communicating whole objects are unfortunately somewhat to regulated and controlled to be 
the best choice for an agent as RMI does not support the low level control of traffic and 
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content the agent aims for. This does not mean that such methods could not work in 
cooperation with the AgentNE engine in areas where they are more suitable, only that it will 
not be used to implement the prototype. Developers using the agent want as many options as 
possible while not having to create low level networking methods. The prototype will be 
based on sockets as this currently is the lowest level the Java language supports without 
having to create native binding in the operating system 
 
As there are several common ways of designing a network structure for a distributed 
multimedia application, primarily client/server or peer-to-peer, it is necessary to investigate 
which of those network structures the agent should support. The client/server structure is a 
classic structure where one server provides all data to the session where the peer-to-peer 
structure is a distributed structure where the clients themselves act as data providers to all 
other clients.  
 
The objective of this thesis is to investigate the following problems: 
 

• How to satisfy the required performance-, scalability-, and usability-requirements set 
by the targeted developers. In short, these requirements include for example, an 
average server response delay bound of 100–300 ms for distributed interactive 
simulations [26], how to meet the required minimum of 32 concurrent users set by 
Agency9 and how to achieve a code structure that complies with the current agent 
standard at Agency9. These requirements will be further explored in chapter 1.1.2.1, 
chapter 1.1.2.2 and chapter 1.1.2.3. 
 

• What network structure of the agent should be used to produce a general networking 
engine, in other words, what network design principles should be implemented to 
produce the most compatible engine for Agency9. This topic will be discussed in 
chapter 1.1.2.4. 
 

• Verify the prototype by finding and implementing a design that allows further 
development of the agent to enable extension of application performance as required 
by the end users of an application. The methods chosen to be evaluated and 
implemented will be presented in chapters 1.3.8 and 1.3.9. 

 
The thesis will also discuss research related to real-time networking as well as a number of 
techniques for gaming and industrial use, which were developed and implemented with the 
prototype. In order to investigate these problems a simulation study of TCP and UDP was 
performed. The prototype was also developed in order to study usability and quality aspects 
of AgentNE.  
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1.1.1 Objectives 
In order to find a solution that satisfies all of the end users’ demands it is necessary to solve a 
various number of different topics related to general networking. Performance, scalability, 
reliability, mobility, security and quality-of-service are some of these topics which are 
required to be based on an extremely wide base to be able to satisfy all possible solutions the 
developers would like to implement. 
 
It is very important to set clear design objectives before the design process is initialized. 
Identification of performance parameters and set target values, which will ultimately be 
dictated by the application requirements, is needed to assign meaningful targets. 
  
For example, the maximum bandwidth consumption associated with an application has to be 
evaluated to be able to provide enough capacity necessary to meet the performance targets. 
The application's sensitivity to packet loss, packet delay and variation in delay are important 
factors as well. This is particularly important in modern IP networks that support statistical 
multiplexing.  
 
Data applications that employ UDP transport are more seriously affected by packet loss than 
reliable connection-oriented TCP-based applications [7]. Conversely, real-time applications 
such as voice, video and multimedia tend to tolerate packet loss better than they do delay and 
variations in delay. As applications cannot handle large consecutive packet losses though, 
different network applications may require priority of different quality parameters. 
 
Setting target values for network availability or downtime is also needed. This target, like the 
performance targets, serves as a quality benchmark during the design process. The bearable 
level of network downtime is profoundly related to the success of the network topology. The 
effect of application unavailability can have severe consequences in a financial perspective. 
 
The design should entail projected growth estimates for the number of users, network nodes, 
geographically dispersed sites and, arguably most important, growth in application traffic. 
The network topology must serve to accommodate this growth. To determine the performance 
parameters that best specify each of the performance parameters; server response time, client 
percentage packet loss, client latency, and application availability issues needs to be 
compared. This thesis tries to find solutions that fulfills the requirements of 
 

• Usability 
• Performance 
• Scalability 

 

1.1.1.1 Desired capabilities 
The basic design of the networking agent should represent the most basic of functions: 
 

• Connect client to networking system 
• Disconnect clients gracefully from networking system 
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• All nodes in the networking system should be up-to-date regarding other clients or 
server information 

• All nodes in the networking system should be able to send packets of information  
o client to client through UDP 
o client to client through server through TCP 
o client to all clients through UDP 
o client to all clients through server through TCP 

 
The agent will implement all these functions in the prototype. 
 

1.1.1.2 Scope 
The scope of this thesis will be limited to the following: 
 

• The making and extension of the AgentNE networking environment. The thesis will 
evaluate the implementation of the agent into the gaming project MegaCorps and of 
the basic setup of the agent by evaluating performance, usability and scalability. 

• The design of the AgentNE networking environment. The thesis will evaluate the 
environment by evaluating the implemented network session design and methods of 
handling connected nodes in the session. 

• The results of testing the networking configurations. In order to make a decision about 
which topology of the agent should use different common topologies will be 
evaluated. 

• Evaluation and implementation of performance improving algorithms. The thesis will 
evaluate and explain the chosen performance boasting methods which have been used 
to verify the prototype. 

1.1.1.3 Delimitations 
The project will be limited to the very basic structure of AgentNE with support only for the 
Java standard library networking methods, in other words TCP and UDP. This should be 
sufficient for any testing and development as well as any theoretical research. Scalability in 
this project is only limited by incoming traffic or by memory requirements rather than 
connection bandwidth as communication is handled through unicast rather than multicast. 
The scalability of clients is connectivity wise limited to socket numbering and addressing, 
bandwidth availability and server traffic speed as the acting server will have somewhat higher 
amount of communication than the supposed clients in the structure. The connectivity 
limitations will not present a problem when constructing prototype and is not likely to be any 
major limiting factor for the agent in the future.  
 
As neither of the two selected protocols supports encrypted packets on any lower level, the 
only way to ensure the validity of the packet’s data is to manually encrypt it before sending it 
and decrypt the same data on the receiving end. This will also have an impact on performance 
and heavily increase the time needed to send each packet. This feature will be omitted as it 
falls outside of this thesis. The security issue is stated chapter 5.2 to encourage further 
development, but is not researched further in this thesis. The choice of developing language 
for the agent is also not covered by this thesis. 
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1.1.2 Problem descriptions 
The three main problems that need solving before the prototype can be regarded as a success 
are the previous stated problem topics of usability, performance and scalability. These 
problem areas will be further specified in this section. 

1.1.2.1  Usability 
By defining usability as how easy a developer can implement a certain networking function 
and at the same time gain development time, further description of the problem of usability 
can be achieved. As the whole idea behind using a toolkit for software development of games 
is to speed up production and to receive functionality, the agent has to solve the time issue, or 
more to the point, be easier to implement into a project than writing a new networking 
environment.  
 

1.1.2.2 Performance 
Performance is in this thesis defined as how well the agent is able to handle a required 
amount of users before quality of the underlying application is reduced, similar to the 
scalability problem. The problem is not caused by the amount of concurrent users but instead 
by the delays caused by the increase of users. The underlying simulation is a distributed 
interactive simulation in all cases and depends on other, to this thesis non related, software. 
Most interactive simulations are based on variables that need to be concurrently updated on 
all nodes in the simulation, for example a movement or a falling object. Games have frequent 
updates that must be propagated under certain time constraints. Furthermore, peers have 
limited bandwidth since they are located at the edge of the network [14]. This thesis needs to 
find existing methods of performance control and evaluate these methods to ensure the 
possibility of implementation of such techniques in the agent. 
 

1.1.2.3 Scalability 
Scalability is defined as how many connections the agent can accept before software or 
hardware issues occur. An example of these hardware issues is running out of memory or disc 
space to work with. In this case Agency9 has decided that an amount of at least 16 nodes 
concurrently interacting with the agent will fulfill the scalability requirements but preferably 
32 nodes should be possible. This thesis will have to find a session topology and design the 
software to be able to handle this amount of nodes. It will try to find a networking system 
which also would enable the agent to accept a satisfactory amount of users in the future, and 
not be bound to a set amount of users. 
 

1.1.2.4 Network session design and prototype verification 
Network session design is defined as the topology of the networking session. In short there 
will be a comparison of the three most common types of session layout used today. These 
designs will be considered in chapter 1.3.6. The prototype will be verified by implementation 
of two chosen common methods of traffic limiting and quality enhancement. These methods 
will be discussed in chapter 1.3.8 and 1.3.9. In order to better understand the needs of current 
game developers the thesis will present a short historical review of networking and 
multiplayer gaming in the entertainment industry, which is the targeted market of Agency9. 



 

1.2 Networking in the entertainment industry 
The computerized entertainment industry has been very successful for several years and is 
often thought of as the successor for less digital entertainment such as analog television and 
radio. This section gives a review of computer entertainment networking history to give the 
reader a historical perspective. 

1.2.1 History of multiplayer games 
In 1952, A.S. Douglas wrote his PhD thesis at the University of 
Cambridge on Human-Computer interaction [3]. Douglas was the first 
programmer to create a graphical computer game, a simple version of 
“Tic-Tac-Toe” (Image 1).  The game was programmed on an EDSAC 
vacuum-tube computer, which had a cathode ray tube display. Ever 
since then, software designers have developed the art of electronic 
entertainment with the intent to entertain massive amounts of people. 
At first the multiple players were represented by more input devices 
directly connected to the machine running the software but with the 
introduction of computer communication, a new kind of game was 
invented.  

Image 1 Example 
game of tic-tac-toe 

1.2.1.1 Development of distributed multiplayer games 
The multi-player games could now be distributed 
over a central point to the playing clients. When the 
Internet began to expand into the society, the games 
began to move with it. The protocols used to 
exchange data over the Internet were adopted 
slowly into the entertainment industry and although 
the games were simple and text based it handled 
many users simultaneous over the Internet. While 
the less extensive games on the bulletin board 
systems (Image 2) could handle a handful of users 
these games could accommodate hundreds of users much like the terminals of the time.  

Image 2 Screenshot of BBS session 

 

1.2.1.2 Interactive virtual environments 
With the introduction of 3D-based multiplayer games 
(Image 3) the need for more and more data being sent over 
the communication link appeared. To be able to recreate the 
game situation on several clients on different locations more 
and more advanced techniques to compress the data needed 
to be sent. A big problem was the difference of link speed 
between the serving computer and the receiving client. This 
is commonly known as network latency and had a great 
impact on the quality of service supplied by the software. A 

low latency often means that a larger amount of data can be transferred between the clients 
without the data becoming useless. This has a real impact on making the representation of the 
player more or less responsive and smoothly displayed to the user.  

Image 3 Screenshot of Doom 1 
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1.2.2 Today’s target entertainment market for developing software 
Today there are two types of multiplayer games 
that dominate the market, the FPS (Image 4) and 
the MMORPG. The ‘First Person Shooter’ (FPS) 
is the same concept as the first basic 3D based 
games but with enhanced networking support like 
packet limitation techniques to enable a more 
fluid representation, while the MMORPG, 
Massive Multiplayer Online Role Playing Game, 
has developed the multiplayer total amount of 
clients. These two genres are the most probable to 
be developed in the online entertainment industry, 
and such will likely be developed with the 
AgentNE [4].  

Image 4 Screenshot of Doom 3 

 

1.2.3 Requirements of a Network Module 
In order to design the module, all types of users need to be considered. What does Agency9´s 
end customers want and what do their customers want are questions that must be answered in 
order to design a module that can meet their demands. These two user types are the main 
users of the product and will therefore now be defined more accurately along with their 
requirements of the agent. 

1.2.3.1 Developers 
‘Developers’ are defined as software developers using the AgentNE engine to handle the 
network interface. This paragraph will discuss the requirements these developers have. One 
of the main reasons for using the Java platform for software development in the software 
entertainment industry is the timesaving factor [14].  
 
By using a Java based environment the development time can be reduced. In addition the 
AgentNE engine should save even more time as it handles the most basic of networking 
functions. Therefore the main requirement of the developers would be to access a simple, fast 
and efficient API. Other requirements the developers have are based on the targeted end users 
and may vary accordingly. 

1.2.3.2 End Users 
‘End users’ are defined as users of a product implementing the AgentNE engine network 
interface. This paragraph will discuss what kind of expectations these users might have on a 
product using the agent.  
 
The minimal requirements of the end users would be to not be able to distinguish the 
performance of an application using AgentNE from any other networking application. The 
agent should therefore provide performance equal to, or better than, a standard implemented 
network interface. Issues of performance of the networking application due to problems 
outside the application layer must be ignored as this is due to outside influence. It should 
provide sufficient speed and performance, so the end users will not suffer any latency related 
problems while accessing the application in which the agent is implemented.  
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1.2.4 Software background analysis 
Agency9 aims to provide a 
complete set of tools for their 
clients. The developers will use 
the agents to produce their own 
software based on these tools.  
 
The performance of the agents 
provided will therefore have to 
be very high and easy to use for 
these developers. By positioning 
itself between the overlying 
application and the underlying 
network functions (Image 5), the 
agent can provide easy access 
and development and equal 
performance and the control and 
access to network functions 
developers are interested in. All extensions produced by development from the basic agent 
must deliver as good performance as possible to be useful to the targeted developers.  

Image 5 Protocol stack for AgentNE 

 
Common requirements today include the concurrent support of 16 to 64 simultaneously 
running clients in a network session with minimal disturbances of the application 
communicating over the network. The agent should therefore be able to handle 32 players and 
have the option to implement quality assuring measures while still maintaining network 
performance without requiring a large percent of the bandwidth available in order to be 
regarded as a success.  
 
The industry standards change with the development of new improved methods of handling 
the networking in related software. In short these standards are based on performance such as 
amount of concurrent users, amount of data being sent and speed of delivery of the 
communication. These standards will not be further investigated in this thesis as the design of 
the agent will allow further development to satisfy any changes of these requirements. 
 

1.2.5 Related software and techniques 
In order to produce an accurate prototype that reflects a product that is commercially 
competitive on the target market some related software have been studied. The agent 
prototype will also be compared to other techniques to communicate data structures 
commonly used when handling distributed interactive simulations or networked multiplayer 
games.  
 

1.2.5.1 Torque Network Library 
A similar product on the market today is the Torque Network Library from Garage Games 
which according to its developers is a robust, secure and easy to use cross-platform C++ 
networking API designed for high performance simulations and games. Torque Network 
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Library is designed to be easy to integrate into existing products, just like AgentNE, but aims 
for the C++ market instead of Java users. Moreover, it has been designed for Client/Server 
networking without any support for Peer-2-Peer communication. The Torque Network 
Library is included in the Torque Game Engine SDK (software development kit) which also 
targets the C++ game developers [14].  
 

1.2.5.2 Game Networking Engine 
GNE, or the Game Networking Engine, is a cross-platform, multithreaded, C++ networking 
library with an API specifically addressing the needs of game networking. There are two parts 
of GNE, the first being the mid-level classes that handle packets, error checks, and bandwidth 
throttled communication between a client and a server. The high-level classes handle things 
like unique player IDs, player-to-player text communications, and develop a framework for a 
game server. It will also have a list server, which is a rendezvous point where users can 
discovery available games.  
 
GNE was designed for object-oriented programming and modern C++ techniques and aims at 
providing a safe and robust API for game development. While the concepts in the mid-level 
API could be applied to more than just games, just like AgentNE, the high-level GNE API 
will be game focused. This could be compared to the implementation phase of AgentNE. 
GNE is not meant to be scalable to large environments, thus GNE is not suitable for running 
an MMORPG server, although it may be acceptable on the client side with a component 
implementing the GNE protocol on the server side [16].  
 
As the agent module will provide network to a form of distributed interactive simulation 
(DIS), it is also valid to compare it to other resources of infrastructures for distributed 
simulation modeling. The simulation in this case will be the application using the agent, for 
example a multiplayer game.  
 

1.2.5.3 Common object communicating alternatives 
AgentNE can be compared to alternatives like ‘High Level Architecture’ (HLA), ‘Common 
Object Request Broker’ (CORBA) or ‘Remote Method Invocation’ (RMI) [23]. AgentNE 
will, as required by Agency9, be language-specific to Java like the RMI alternative. HLA and 
CORBA is language neutral and can be implemented in a variety of programming languages.  
 
HLA is developed by the United States Department of Defense to provide a common 
technical framework to different simulation projects while CORBA is a non-commercial 
venture by a group called Object Management Group. RMI is included in the Java SDK since 
Java 1.1. HLA provides publishing and subscription services but does not support direct 
communication between objects as CORBA and RMI do. AgentNE does not provide any of 
these things in the prototype, but can with ease implement RMI if direct communication of an 
object is wanted. CORBA supports direct communication through its Object Request Broker 
(ORB) which all messages between clients and server objects must go through. 
 
AgentNE, CORBA and RMI use specific communication protocols for network transmission. 
RMI and AgentNE use TCP or UDP, whereas CORBA defines its own Internet Inter-Orb 
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Protocol (IIOP) that builds on TCP/IP. HLA, on the other hand, does not specify a protocol, 
but leaves the choice up to the implementer [21]. CORBA is found to be slightly faster than 
RMI in multiple client configurations while RMI is faster in simple scenarios [24]. An 
advantage of RMI over the other three architectures involves security. The RMI security 
manager ensures that no hostile code can have access to local resources. 
 
As AgentNE is implemented with Java’s Sockets and New Input/Output (NIO) buffers it 
gives any implementers any design choices as well as being fast to adapt and learn to use. 
This gives AgentNE a distinct advantage to the other alternatives although much development 
will be needed in order to be as complete an alternative as CORBA or RMI. 
 

1.2.5.4 Resilient Overlay Networks (RON) 
RON can be described as a “network on top of the Internet” as AgentNE. Similarly to 
AgentNE, RON is also an overlay network and forms a network between cooperating 
applications thus classifying RON an application-layer overlay network [27]. RON nodes 
cooperatively route packets for each other to route around failures in the underlying Internet, 
much like AgentNE should in the future. RON nodes are deployed at various spots in the 
Internet from which each RON node monitors the quality of the direct Internet paths between 
it and the other nodes. The RON nodes use this information to intelligently select paths for 
packets [27]. This technique is the same general idea as AgentNE.  
 
As the agent is in fact based on the same general ideas as a RON and should through that fact 
share some of its characteristics. Each direct Internet path between two nodes is called a 
virtual link [22]. To discover the topology of the overlay network and to obtain information 
about virtual links in the topology to which it is not directly connected, each RON node 
participates in a routing protocol to exchange information about a variety of quality metrics. 
The AgentNE module will not have a routing protocol implemented in the prototype, but is 
designed for a future implementation of routing.  
 
The RON network uses a performance database to record metrics like latency, loss of data, 
throughput and so on [22]. This database is in turn used in the routing protocol when deciding 
on a path to route. AgentNE is designed to hold a similar matrix of session node 
characteristics on the server of each session. The matrix can be used in a similar manner as 
the RON database to route the packets in the session. 
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1.3 Theoretical networking principles 
This section describes network principles used in the rest of the thesis.  

1.3.1 Network environment 
The perceptible dissimilarity between different types of network structures illustrates the 
importance of good design. The different network designs have different ways 
implementation which can have an impact on the general design. This impact must be taken 
into account before designing a network engine. A network that has been well designed will 
be predictable and consistent in each of the areas one can analyze it in [2]. This implies that 
any network design should be made as simple as possible in order to make it easy to study. 
The network that has been used to test and simulate different scenarios of network 
congregation represents a general setup used for networks connected to the Internet.  
 
The agent will in some regards act as a so called ‘Resilient Overlay Network’ (RON), an 
application-level routing and packet forwarding service that gives end-hosts and applications 
the ability to take advantage of network paths, improving their end-to-end reliability and 
performance [21]. A design similar to RON should ensure that as long as there is an available 
path in the underlying Internet between two RON nodes, the RON application can 
communicate robustly even in the face of problems with the direct path between them.  
 

1.3.2 Performance 
Well-designed network middleware provides consistently high performance in application 
response time, variation in response time, and other performance parameters [18]. AgentNE 
should therefore show at least some of those parameters as well.  
 
As AgentNE is similar to a light weight version of a RON, the agent should present good 
performance in areas like latency, based on measurements done using an ordinary “ping” 
utility [21]. Based on this performance testing the engine should use a similar way of 
communication during execution. The Overlay Network design makes AgentNE easy to 
deploy, flexible and more resilient to faults by nodes cooperate with one another by following 
a well-defined protocol [22].  
 
This protocol should create and sustain the RON-like design but may not be fully functional 
in the prototype. The basic steps towards this design are implemented through the ping/pong 
packets in the AgentNE engine which is the current way to build the structure. The values of 
these packets are used to build a current “shortest-path map” which are spread throughout the 
network which will try imitating the RON-design packet routing [21]. 
 
The local testing network should be representative of any targeted network connection on the 
Internet as the testing application can be modified to simulate certain problems such as packet 
loss and lowered network performance. Low speed testing has lower priority as AgentNE is 
still under development. The chosen methods implemented to reduce the need for high speed 
connections will be described in later chapters. 
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1.3.3 Compability 
AgentNE should provide a resilient platform for the applications it provides networking 
access to. Agency9 needs the design to meet the targeted compability rating of 100% of all 
hardware systems that the Java engine and the other modules of Agent Studio are supporting, 
and ideally, not result in the loss of a client-server session based on any one link or 
networking device along the session failing. Therefore a session should be recovered within a 
time interval short enough to minimize the effect on existing sessions if one of the nodes 
should fail. This interval is called the convergence time and can be defined as the span 
between network topology changes and when each device on the network becomes aware of 
the change [2]. The engine must not be reliant on any specific hardware or software in order 
to operate to ensure the compability requirement. Although Java is a cross-platform 
environment there are many occasions where one is needed to access the system through 
alternative paths like the Java Native Interface that can load system specific extensions and 
lower level interfaces for example socket programming in C/C++. Agency9 has chosen to 
develop its agents in Java and AgentNE is required to comply with the company standard. 
 

1.3.4 Scalability 
AgentNE represents a scalable environment which can support growth without having to be 
significantly redesigned. It should be able to handle the addition of new users and the addition 
of new applications with increased bandwidth needs [2]. A scalable networking environment 
can accommodate this growth without significant changes to its infrastructure. The scalability 
of AgentNE is restricted by the limitations in Java and the physical limitations of the server 
and clients such as physical hard drive space and memory size. While it would be impossible 
to provide unlimited scalability, the agent must at least support the most common amount of 
users. This amount is set by Agency9 and is at least 16 players, preferably 32, but ranging up 
to as many as the agent is capable of sustaining. If more scalability is needed this can be 
added to the agent at a later time. The agent is limited mostly by the rising amount of 
bandwidth needed by any underlying application using the agent.  
 

1.3.5 Cheat prevention 
The prevention of cheating during game play should be considered. Distributing game states 
to the peers increases the opportunities for cheating. Distributing game states to the clients 
increases the opportunities for cheating. Network level cheats occur by modifying packets or 
changing the time of transmission. There are four network-level cheats that affect distributed 
multiplayer games, look ahead cheat, timestamp cheat,  suppressed update cheat and 
inconsistency cheat [19][20].  
 

• The look ahead cheat the offender purposely adds a fixed amount of delay to outgoing 
packets, allowing the recipient to receive updates faster than the sending party is 
sending them. 

• The timestamp cheat works by waiting to receive an update from other players, then 
sending own updates with a timestamp that is before those received. 

• The suppressed update cheat suppresses updates to other players. As a result, the other 
players do not know where the offender is exactly or what actions she has performed. 



 

• Finally the inconsistency cheat sends different updates to different players in an 
attempt to cause problems with the game. 

 
The security issues occur in later stages of the product lifecycle of the software and will not 
be further explored in the thesis. The issue is mentioned in the thesis as it is important to be 
aware of these problems while designing the agent to allow further development. 
 

1.3.6 Network session design 
There are two major types of network connectivity models in the industry of virtual real-time 
multimedia entertainment representations today [17]. This section will explain the details of 
these three types of network setup.  
 
 

o CLIENT/SERVER method (Image 6) 
Traditionally, multi-player games have used client/server 
communication architecture. This architecture has the 
advantage that a single authority orders events, resolves 
conflicts in the simulation, acts as a central repository for data, 
and is easy to secure [19]. The networking is based on the 
communication between a client and a server. The server in 
turn, can facilitate a number of clients and the exchange of data 
always occurs through this server. All network traffic goes 
through the server, and the server keeps track of all the clients 
and their data. A common problem when implementing a 
client/server gaming solution is the varying connection quality 
clients can get to the server though the largest drawback would 
be the single point of failure risk. If the server fails the entire session will fail. 

Image 6 Client/Server model

 
 

o PEER to PEER method (Image 7) 
This architecture allows clients to send messages directly to 
each other, reducing the delay for messages and eliminating 
localized congestion [19]. The network consists of clients only. 
If a client needs to propagate any data to another client or the 
entire session, it sends the data directly to the 
receiver/receivers. The positive effects of this method are that 
it is extremely scalable as the session is not dependent on a 
single machine, and does not need any one machine to govern 
the others in the session. Negative side effects are for example, 
network control issues, connectivity issues and content control 
issues. It is difficult to administrate a session this method, 
instead it is more responsive as data only have to travel one way to reach the recipient. It also 
gains the ability to recover the session if any of the nodes should fail. 

Image 7 Peer to peer model 
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o HYBRID method (Image 8) 
The used method for AgentNE is based on the former 
mentioned methods, but only implements the positive qualities 
of both of them. In this method, time-critical data is sent 
directly to the recipients with the UDP/IP protocol, which does 
not guarantee the delivery of any data. To illustrate this 
consider a movement that needs to be represented on all the 
nodes. The movement will be transmitted through a large 
number of packets sent to all of the nodes as fast and as many 
times possible. This means that any loss of data will make the 
receiving node represent this movement slightly different than 
the real movement. This problem, related to the lost data, can 
be avoided through control packets being sent over the TCP/IP 
protocol to ensure a certain level of correctness in the large 
volume of real-time packets that are being sent through the 
UDP/IP protocol. The prototype does not contain any routing algorithms as this is not a part 
of the thesis, but may likely implement a form of routing in the future. 

Image 8 Hybrid model 

 
Another way to handle the lost data problem is to implement other protocols such as Scalable 
Reliable Multicast (SRM) [28] for unicast, but while the prototype will be constructed under a 
short period of time, this is left to the future as possible further development. As the hybrid 
design can accommodate both Client/Server and Peer-to-Peer solutions this design is the most 
effective for implementing the agent. It is also the most used design in the gaming industry 
today and as such, will be an accurate topology for a networking engine.  
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1.3.7 Verifying the prototype 
Any distributed system suffers from the problem of latency between the nodes of its 
members. Today, distributed multimedia entertainment programs are mainly dominated by 
computer games, which rely heavily upon the delivery of certain data as fast as possible.  
 
In order to minimize the need for large data transfers, developers often use techniques and 
algorithms to compress or simplify information that is being sent to update other application 
nodes in a network environment. The possibility to implement such methods is critical to the 
success of the prototype. Most commonly the methods are implemented to simplify the data 
needed to be sent and to make this simplified data reflect the original data as well as possible 
on the interpreting/receiving side. 
 
To be able to correctly assess the bandwidth needed, some calculations were made. These 
calculations have been the base of most decisions made for bandwidth regulations. These 
equations are general for all networking designs and two different cases have been calculated. 
The TCP bandwidth and the UDP bandwidth needed for the applications developed with the 
AgentNE networking engine. 
 

1.3.7.1 Bandwidth calculations 
The unit in which all calculations have been done is amount of traffic over time, or bytes per 
second. The total bandwidth used by an instance of the AgentNE client not running a server 
can be calculated as: 

( )BtcpBudpB +=  

Equation 1 Total amount of bandwidth 

 
 

Equation 1 defines the total bandwidth usage, where and are the bandwidth 
needed to successfully transmit all the data needed for representing the graphical universe 
during game play. 
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Equation 2 defines whereBtcp p is the total number of packets sent, the size of the 
TCP packets,  the total time of TCP communication and is the bandwidth needed 
for server response. is not a major consuming factor of bandwidth though.  
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Equation 3 defines where is the number of packets sent, is the size of the 
packets being sent, is the number of packets received, is the total time of the UDP 
communication and is the total number of clients connected to the same game. Therefore 
the number of users will have a direct effect on the bandwidth needed to maintain the 
graphical representation of the game universe on all clients.  

Budp sentP SizePsent

receivedP t
C

 
To prevent bandwidth problems there can be two solutions. One is to limit the amount of 
packets sent to the clients in the game. The other solution is to limit the amount of clients 
connected to the game.  
 
The obvious solution, is limiting the amount of packets instead of limiting the amount of 
clients, as any users of the networking agent would be interested in large user numbers as a 
feature. Limiting the bandwidth usage could be achieved through, for example, the use of 
multicast networking, where the individual clients do not have to send packets to each of the 
members of a multicast group. The packets should be delivered through routing techniques 
instead of repetition, which would be a much more efficient way to deliver traffic. There is 
not an implementation for the general networking in the prototype, but future work could 
include an extension of this area in the agent. 
 
As the limiting of bandwidth with as little cost as possible is a highly probable wish of any 
developer using the agent, some methods that enables the developer to limit the bandwidth 
should be implemented to verify the prototype.        
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1.3.8 Traffic limitation method theory 
One of the most important aspects in a distributed networking environment as AgentNE is the 
ability of each client to represent accurately in real-time the state of all other clients, 
participating in the same session [5]. To reduce the number of packets sent to keep this state 
updated in this case, the Dead Reckoning technique is used in order to verify the possibility of 
implementing such methods into the agent. There are several other techniques to reduce 
traffic such as traffic data compression of or Forward Error Correction (FEC) for network 
delays but the Dead Reckoning method is chosen as this is a simple yet common method used 
in network gaming today. 
 
If the agent was to introduce highly traffic demanding simulations without any further 
limiting of the amount of data it would not be able to keep the simulation accurate on all 
nodes in the networking system on all of the required 32 clients. What is needed is some kind 
of traffic limiting algorithm to reduce the amount of data sent over the networking system. 
 
To be able to limit the packets that are being sent 
with the engine, the dead reckoning algorithm can be 
used for packet limitation [17]. Since simulation 
entities are physically distributed in Distributed 
Interactive Simulation, DIS [IEEE 1278-1993], for a 
large scale exercise, updating states of the simulation 
entities may generate a large amount of 
communication and thus saturate network bandwidth.  
 
To reduce the amount of communication, the dead reckoning technique, a fundamental 
feature of the DIS standard was developed. Using a dead reckoning model, the position of a 
simulation entity will be extrapolated [5] (Image 9). So, instead of emitting a state update 
packet after each movement of the entity, the performance of the algorithms will be evaluated 
by the software algorithm. 

Image 9 Dead reckoning limitation 
example 

 

1.3.8.1 Threshold based algorithm 
In general, dead reckoning algorithms use a fixed threshold, regardless of the relationship 
between the simulation entities, to control errors in extrapolation. In order to maintain an 
adequate accuracy, a small threshold is usually used [4]. However, since the exact position is 
not important for entities that are far away from each other, unnecessary update packets may 
be generated.  
 
To reduce the number of update packets while maintaining adequate accuracy in the first 
adaptive dead reckoning algorithm, the threshold is dynamically changed according to the 
relative distances between simulation entities. It is also evident that the performance of the 
extrapolation equations depends on the motion made by a simulation entity as well as the 
threshold value used. To further optimize the performance, the second adaptive dead 
reckoning algorithm automatically selects an appropriate extrapolation equation according to 
the current motion of the simulation entity. 
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As the basic agent does not handle any higher level functions as movements or entities the 
solutions must be implemented in a further prototype called movement manager. This 
manager will be implemented in simulations using entities controlled by predictable rules, for 
example basic physics. The dead reckoning algorithm must be implemented into the 
prototype into higher level of abstraction as generally the algorithms used with the agent 
differ depending on the area of use. To implement an algorithm a manager is devised and 
implemented. This manager will implement all further limiting algorithms for in the future to 
abstract these algorithms from the general agent. 

1.3.8.2 Managing quality and accuracy  
The algorithm manager in the implementing application maintains the accurate position about 
its own simulation entities and each client also has a dead reckoning model that estimates the 
position of all other clients. The anticipated position of a client is calculated based on the past 
accurate state information of the clients using an extrapolation equation. Instead of having to 
rely on transmitted state packets, the position of a remote client is readily available through a 
simple, local computation. 
 
To maintain accuracy, after each update of its own client, the manager needs to compare the 
true position of the client obtained from the high fidelity model and its extrapolated position. 
If the difference between the true and the extrapolated position is greater than a pre-defined 
threshold, the client updates its position with all connected entities in the networking 
environment.  
 
Extrapolation for the entity will then be corrected by all dead reckoning models at all other 
clients, based on the updated state of the entity. Current extrapolation equations can be 
divided into two groups: one-step formulas and multi-step formulas [1]. One-step formulas 
only use the last state update packet to extrapolate an entity's position, whereas, multi-step 
formulas use the last two or more state update packets in the extrapolation. 
 

1.3.8.3 Multi-step algorithm 
A multi-step formula needs less data from the update packet than the one-step formula of the 
same order. In multi-step formulas, high-order derivatives, such as velocity or acceleration, 
are calculated from positions or velocities.  
 
High-order derivatives are not as accurate as those used in one-step formulas [5]. Therefore, 
to track the movement of the same client, using multi-step formulas may introduce more 
errors and generate more update packets than using one-step formulas of the same order for a 
given threshold. 
 
Threshold is an important parameter in the dead reckoning algorithm [1]. It is used to control 
the accuracy of extrapolation and affects the number of update packets generated. A small 
threshold makes the dead reckoning algorithm generate state update packets at a higher 
frequency but results in higher accuracy in the estimation of the client’s position. On the other 
hand, the dead reckoning algorithm using a large threshold generates fewer update packets 
but its accuracy is also lower [5]. 
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1.3.8.4 Prediction of movement 
To maintain consistency or at least a reasonable semblance, the agent has to somehow 
compensate the lack of information between the packet updates. Especially in the case of 
position information dead reckoning [5] methods have proved to be successful.  
 
Based on previously received information, the node predicts movement of a particular object. 
The predicted state of the object is used in the application until new information is received 
from the source node. Depending on the accuracy of the prediction technique, the 
approximated location can vary from its actual location.  
 
To avoid erratic movements when new location information is applied, a convergence 
algorithm is used to smooth the transfer. Thereby, the dead reckoning implementation 
consists of two parts: a prediction technique and a convergence technique which will be 
explained in chapter 1.3.9. As stated, the most common prediction technique is to use 
derivative polynomials.  
 
In the case of positions, their natural interpretations are velocity, acceleration, and jolt [4]. By 
using zero-order derivative polynomials and only position information is transmitted, no gain 
in performance is achieved. In the case of first order derivative polynomials, the velocity of 
an object is transmitted in addition to the position. The agent implemented a first order 
derivative to handle the positions in the early development. 
 
As velocity improves prediction accuracy noticeably, the algorithm adds acceleration to the 
transmitted terms. This second-order polynomial prediction is the most popular technique, 
however higher derivatives increase the risk of inaccurate prediction. Because the prediction 
is more sensitive for high-order terms, a small inaccuracy in them may result in significant 
errors.  
 
Also, high-order derivative polynomials increase the computational burden of the prediction 
as the application will have to calculate a new spline for each position update. Additional 
terms also consume the limited bandwidth resources faster.  
 
To balance between bandwidth requirements and the risk of inaccurate prediction, hybrid 
systems can dynamically select either first order or second order prediction [1]. For example, 
if the entity’s acceleration changes often, it is likely that wrong value is applied to the 
prediction at some point. Therefore, it might be safer to content with first-order prediction at 
that time. Instead of transmitting higher polynomial terms, these terms can be approximated 
in the receiving node. 
 

1.3.8.5 The position history-based dead reckoning 
The Position History-Based Dead Reckoning (PHBDR) [1] protocol transmits only the 
absolute positions, and object’s instantaneous velocity and acceleration are approximated by 
using the most recent position updates. Also, the source node can apply the same prediction 
technique as the destination node. When the source node determines that the distance between 
the real state and the predicted state exceeds a given threshold, the source transmits an update 
packet.  
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The threshold can be dynamically changed according to the distance between the objects [5].  
The idea is that the further the object is located, the less frequent updates are needed. Also, 
update lifetime can be considered. The rationale is that a specified level can be set for update 
lifetime, which limits the rate of sent messages. When a node receives an update message, the 
object’s predicted position is likely to dire from the position based on the latest information.  
 
The object needs to be moved to this new position, and convergence technique defines how 
this correction is performed. A good convergence technique corrects error quickly and 
unnoticeably. The simplest technique is zero-order convergence where the object is just 
moved to its new predicted position [1]. However, this can cause annoying erratic movement. 
A better method is to use linear convergence where a future convergence point is determined 
from the new prediction path. Then the object is moved along direct path from the current 
position to a convergence point.  
 

1.3.8.6 Convergence technique 
Although linear convergence is clearly better than zero-order convergence, it can still make 
unnatural turns when leaving the previous predicted path and entering to the new predicted 
path. To stabilize these problems, more sophisticated curve-fitting techniques can be useful. 
The idea is to select, in addition to the current position and convergence point, a number of 
points along the predicted path and the new predicted path. The curve is fitted to go through 
all the selected points, and it is used as a path to move the entity to its new predicted path.  
 
For example, in the case of a cubic spline, the agent picks one additional point on the 
previous path before the current position and other additional point along the new predicted 
path after the convergence point. High-order curves provide smooth transition from the old 
path to the new path but they can be computationally intensive for some applications. By 
including object specific information to the dead reckoning technique more accurate and 
natural movement is accomplished.  
 



 

1.3.9 Converging movement data with cubic splines 
As the dead reckoning algorithm reduces the amount of traffic flowing to each node in the 
networking system another algorithm is needed to keep the simulations on the clients 
reporting correct data. If the agent were to simply move an entity to the latest reported 
position the whole agent would lower the simulation quality and thereby not meeting the 
performance requirements set by Agency9.  
 
Cubic splines will be used in the agent’s extension to smooth a 
timed movement between two points [6][9]. A cubic spline is 
curved line, a piecewise polynomial function that can locally have 
a very simple form, constructed of piecewise third-order 
polynomials which pass through a set of control points [11]. m
 
The splines will be used in close relation with the dead reckoning 
algorithm to ensure a smooth movement of the simulation entities. 
When the dead reckoning algorithm sends a position update the 
cubic spline algorithm must recalculate the spline with the new positions. Based on the 
movement velocity and orientation a new spline will be calculated and entered into the 
manager that handles the limiting of network traffic mentioned in chapter 1.3.8.  

Image 10 Cubic spline 
example 

 

1.3.9.1 Spline calculations 
The manager moves the simulation entity along the calculated spline until it reaches the 
endpoint. The manager should then update the entity with a new spline to move across based 
on the dead reckoning algorithm. This is illustrated by Image 10 where each point in the 
figure is numbered by time of arrival. The red line is the resulting spline on which the 
simulation entity would be interpolating.  
 
The second derivate of each polynomial is commonly set to zero at the endpoints, since there 
is a boundary condition that completes the system of 2−m equations [12]. This produces so 
called ‘natural’ cubic splines and leads to a simple tri-diagonal1 system which can be solved 
easily to give the coefficients of the polynomials. There are other ways of implementing cubic 
splines where other boundary conditions are used [10]. A one dimensional spline for a set of 
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1 A square matrix with nonzero elements only on the diagonal with slots horizontally or vertically adjacent. [13] 
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Rearranging all these equations [11] leads to the following symmetric tri diagonal system [13] 
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2 Overview of AgentNE 
This chapter will discuss the basic networking theory necessary to implement the AgentNE 
networking system. Different connection types will be evaluated and a general protocol is 
constructed.  
 
The agent is designed as two separate parts, the client 
and the server. These will in turn be based on several 
shared basic structures (Image 11).  
 
These modules are referred to as the packet, protocol-
, networking- and information module and will be 
described further in this chapter. These modules will 
hereby be referred to as PKTM (packet module), 
PCLM (protocol module), NTWM (networking 
module) and INFM (information module) which is 
extended to a client- and a server-module. 
 
In order to satisfy the performance requirements, the 
engine will also need to include packet limitation 
algorithms to handle the increasing amount of data in 
the agent.  

Image 11 Network traffic flow in 
modules 

 
These algorithms will be described in the later part of the chapter and the thesis includes a 
discussion about their implementation in chapter 4. The limiting algorithms are not a direct 
part of the AgentNE base in the prototype but rather an extension of the agent and will be 
more comprehensively described in later chapters.  

2.1 Module relationships 
To produce a modular agent that in the future can be further developed, the structure of the 
engine will be based on the following design. 
 
The Client module will host a collection of information objects. The amount of objects is 
requested and built from the server the client is connecting to. The Client module will then 
host an instance of the NTWM, the PKTM and the PCLM. The NTWM handles the methods 
for sending and reading packets. These packets will be based on the configuration of the 
packet module.  
 
When the NTWM has received packets it will inform the client module which in turn will 
pass the information on the PCLM. In the PCLM the desired action when receiving any 
packet is stored in methods. The packets are also specified in the PCLM and given an 
identification number which is used throughout the agent to configure the packet.  
 
The PCLM will then unpack the data stored in the packet with specified method for that type 
of data structure, which resides in the PKTM, and present the client with the data received. To 
send data the Client module also uses the NTWM. 
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The Server module will function similarly to the Client module with the exception of being 
able to accept connections. The information objects in the Server module will represent the 
total amount of clients the Server module is able to serve.  
 
These objects are identified by numbering and when a Client module connects a Server 
module it will give the connecting module an identification number as well as the total 
amount of Clients in the session. The Server will then proceed to update all connected Clients 
with the newly connected module’s information to ensure the session is up to date.  
 
The following sections will explain the structure and actions of the agent modules in more 
detail. 



 

2.2 Packet Module – PKTM 
 
PKTM will handle the basic packet structure and host the packet methods for preparing and 
parsing the packets sent and received. PKTM will be responsible for organizing the actual 
data sent and read from these packets. The basic structure of this module is visualized in 
Image 12. 

2.2.1 Packet Structure 
The packets shared between the client and the server, are only control packets and used to 
gather information and statistical data. These packets form the base of the protocol and serves 

as a template for packets 
specific for the server or the 
clients. 
 
All packets in the agent will 
extend the basic packet 
structure as seen in Image 
12. The basic packet 
consists of an address, a 
checksum, an id, a version 
and a data buffer that is 
transmitted and received 
through the NTWM. The 
packet also includes a 
header size and a data size 
to enable the receiving 
PKTM to identify and 
correctly rebuild it. 

Image 12 Packet module UML  
In the prototype the developers using it will have to create all their packets by hand but this 
should be automated by a number of standardized creation methods that adds common data 
types to the packet. In the basic PKTM there will be a few packets already implemented to 
enable the agent to correctly create and sustain a session. These packets is described and 
named with their identity number following: 
  

2.2.2 Shared packet types 
Packet “NODATA” (0) 
This packet represents an empty packet. The packet is used to check the connection to 
different members of the session. It is this basic packet that specifies the common 
characteristics of all packets being used in the agent. 
 
Packet “PING” (9) 
The “PING” packet is used to request a “PONG” packet. When sending a ping the time is 
recorded to be able to calculate the network latency when receiving the pong packet. The 
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network latency is calculated by each client and is calculated by the time from sending to the 
time receiving the answer from the target. 
 
Packet “PONG” (10) 
The “PONG” packet is the response for the “PING” packet. When receiving a “PING” packet 
any member will automatically respond to the sending party with a “PONG” packet. When the 
sender receives the packet it can calculate the round trip time of any data sent to the different 
nodes in the network system.  
 

2.2.3 Client to server packet types 
There are a couple of packets that are client specific in the basic protocol. These packets are 
used to request different information from the server and to keep the client fully updated with 
other client’s information. 
 
Packet “REQCLIST” (2) 
The “REQCLIST” packet is sent to the server to request a list of connected clients. The server 
will then send a “CLIST” packet to the requesting client.  
 
Packet “REQHANGUP” (3) 
The “REQHANGUP” packet is sent to the server when a client wants to disconnect from the 
networking system. This is not needed for the operation of the environment, as the agent is 
designed to handle unforeseen drops of clients, but it is good networking practice to 
gracefully handle a disconnection.  
 
Packet “REQLATENCY” (4)  
The “REQLATENCY” packet is sent to the server by the client when the client wants to update 
the list of latency for all clients. This list is server/client. 
 
Packet “REQID” (11) 
When the client connects to the server it requests one of the IDs available which is selected 
from one of the unconnected client objects in the server.  
 
Packet “REQMAXCLIENTS” (14) 
During the connection process the client builds a copy of the server’s client pool to be used 
by the overlying application. When the process is complete the client is synchronized with the 
server and all disconnections and new connections to the server update these client pools 
throughout the networking environment through “CLIST” packets. 
 

2.2.4 Server to client packet types 
The packets that are server specific control-packets are either used to manage the clients or to 
update the information throughout the clients. The packets functions are described as well as 
its necessity. The packets are based on the basic protocol design in chapter 2.5. 
 
Packet “CLIST” (5) 
This packet is used to update a specific client object throughout the network system. When a 
client connects to an existing session the already connected clients gets updated by these 
packets. By manipulating the client objects separately, consistency problems are kept to a 
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minimum as the only time server and clients have different client-lists is when new clients 
connects to the server, before the server announces the new client to the network. 
 
Packet “HANGUP” (7) 
When the client sends a “REQHANGUP” packet the server responds with a “HANGUP” packet to 
allow the client a graceful disconnect. This is only a formality as the networking system 
handles unannounced disconnections, but this packet gives the developers an opportunity to 
act when clients disconnect. 
 
Packet “LATENCY” (8) 
During a session the server calculates the different clients’ latency values by calculating time 
difference between sending “PING” packets and receiving “PONG” packets.  
 
Packet “ID” (12) 
To assign different IDs to clients the server sends the “ID” packets. These packets also update 
client information throughout the networking system. 
 
Packet “DROPCLIENT” (13)  
When a client disconnects the server forwards these occurrences to the still connected clients 
by sending “DROPCLIENT” packets. This ensures current client information in the networking 
system. 
 
Packet “MAXCLIENTS” (15)  
The “MAXCLIENTS” packet is sent to a requesting client to update the total amount of clients 
the server can accommodate. This ensures correct client information pool size at the clients. 



 

2.3 Information Module – INFM 
The INFM handles the client information as well as the server information. The information 
objects extend to client objects and server objects and represent the data structure which holds 
information as identity, latency and IP-address in its most basic form. The module will 
consist of two parts, the client part and the server part, visualized in Image 13 and Image 14.   
 

To be able to handle 
connections correctly, 
the basic information 
module will, for the 
clients, handle 
information like IP 
address, TCP and UDP 
socket port, amount of 
latency and ID value. 
The servers will manage 
IP address, TCP socket 
port and maximum 
amount clients. The 
module will in an 
extension hold 

networking information specific for the client, for example in MegaCorps, where the INFM 
holds information like player name, amount of kills, number of deaths, points, team 
designation and whether or not the player is alive.  

Image 13 Client information module UML 

 
When connecting to a network 
session the Client module will 
request the maximum amount 
of players and then build an 
equal amount of information 
objects. These will serve as 
information containers for 
other connected players as 
stated above. When sending 
UDP packets to the session, 
these information objects will 
be used to extrapolate 
information needed such as IP-address. 

Image 14 Server information module UML 
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2.4 Networking Module – NTWM 
As there will be a need for the traditional client-server architecture as well as the modern 
peer-to-peer variant of connectivity the best way of implementing the AgentNE engine is to 
develop a unified version of the two [4]. The module is visualized in Image 15. The module 
has two buffers that is read from and sent to by the Java channels. This module has all the 
functions needed to send and receive the packets created by the PKTM. 

 
The module can be 
instantiated with 
arguments that specify 
the size of these buffers, 
but the default size will 
suffice for general 
testing. The buffers are 
1024 bytes long by 
default. There are a total 
of 4 buffers allocated 
within the NTWM. One 
read buffer and one 
write buffer for TCP 
traffic and the same 
amount for UDP.  
 
To send and receive data 
there are methods within 
the NTWM that 
accesses the Java 
channels to transmit the 
packet buffers or to read 

data from the buffers into new packets in the PKTM. The module can send packets to any of 
the nodes in the system by either TCP or UDP by using the “write” method and respectively 
the “writeUDP” method. It can also send a packet to all the nodes by using the “writeall” and 
“writeallUDP” methods. This hybrid solution will handle all non-time critical transitions on a 
TCP based client-server connection while any less important data will be transmitted directly 
to the receiving nodes via UDP to gain scalability and to keep the bandwidth usage to a 
minimum.  

Image 15 Network module UML 

 
The UDP protocol is designed for transportation of real time media instead of the TCP 
protocol. TCP is generally slower as the packets are guaranteed to be delivered. The hybrid 
solution would theoretically give a balanced structure, in regards to distributed traffic and 
limit latency to a specified node if problems should occur. The bandwidth needed for server 
activity is lowered and distributed evenly to the nodes of the connectivity tree. There will still 
be a maximum amount of clients able to connect and flawlessly interact with the networking 
system. This will not be an issue as the requirements of a general gaming network would be 
lower than the characteristics of the agent’s capabilities. 
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2.5 Protocol Module – PCLM 
As the AgentNE engine will be used for several types of network communication, it is 
important not to add specific functionality to the general protocol. The protocol will in turn be 
extended by the application development team that uses the engine into a protocol, which 
handles the specific data. Although, one must not be too specific in a general protocol all 
types of connections must be made possible through the use of the protocol. The protocol is 
visualized in Image 16. 
 

2.5.1 General design of the basic protocol 
The agent handles the most basic functions of a networking environment, mostly based on 
games and entertainment software, and as a result the general protocol is set up in order to 
maximize the usage and 
performance qualities of the 
agent. The developers may 
want to rely fully on 
client/server communication 
instead of the basic network 
topology. This is achieved 
through this most basic 
protocol. 
 
As the clients connect to the 
server it automatically resends 
its connection list to all active 
connections. This ensures that 
the current connection list is 
always represented on the 
clients. If any developers want 
to develop other types of 
networking functions it is still 
possible to extend this basic 
agent functionality from this point. Both client/server designs and peer-to-peer solutions are 
available to the developers.  

Image 16 Protocol module UML 

 
Basic protocol  
1. Server listens to specified port for any connections. 
2. Client connects to server on listen port, and is granted 

connection if there are any open slots in the client pool. 
3. Client requests the maximum amount of clients the server can 

handle to build a local client pool. 
4. Server replies with maximum amount of client pool. 
5. Client requests an ID number. 
6. Server replies with the clients ID. 
7. Server updates all connected clients with current client 

pool data. 
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To illustrate this protocol an example connection is provided: 
 
 Server action Client action 
1. Listens Idle 
2. Received connection Connects 
3. Grants connection Open connection on received port 
4. Received maximum clients request Request maximum clients 
5. Reply with maximum clients Build local client pool 
6. Received ID request Request ID number 
7. Reply with ID Set own ID 
8. Send client update to all clients Update local client list 
 
After this the client is up-to date and ready to start processing the communication its owner 
application requires. The server has all needed information to lead the session and can keep 
other clients updated as well.  



 

3  Design and implementation  
This chapter will describe the different methods and techniques used for developing the basic 
AgentNE structure and platform.  

3.1 Overshadowing layers in the networking model 
When using this method to implement networking in a 
project, one effectively adds a virtual layer to the 
networking model which simply acts as a wrapper for the 
indicated layers (Image 17). The agent wraps the 
implemented Java networking functions through the 
native interface to the virtual machine on the hardware 
gains access to lower layers. While having already created 
the basic framework, this gives the developers an easy 
API while keeping the possibility to create low level 
networking functions. 

Image 17 Overshadowed network 
layers 

 
AgentNE accesses the Java networking interface methods which in its turn uses the 
application layer in 5 layer TCP/IP model. The developer is not required to have advanced 
skills in network programming to be able to implement network access in his applications.  
 

3.1.1 Interface to developers  
As the product will be available to the developers through an obfuscated and encrypted Java 
class files, the developers will not have the possibility to be able to see the original source 
code. This makes it very important to clearly document all the methods and classes that the 
end customer is going to access through the Java interface. 
 

3.1.2 Object oriented design of classes 
The design of the classes has to be very flexible to grant the developer the possibility to 
inherit or completely rewrite it without being able to directly access the source code. Special 
attention is given to the class design as one of the usability goals depends on the ease of 
implementation of the classes. 
 

3.1.3 Implementing the networking protocol 
Based on the general protocol design created in chapter 2.5.1 a general networking protocol 
was created for the AgentNE networking engine. This protocol is a direct implementation of 
the general design and will fulfill all the design goals set up for the general protocol. As the 
protocol is directly affiliated with the networking design and this in turn will solve parts of 
the scalability and usability requirements, it is slightly modified to accommodate some of the 
problems.  
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3.2 Implementing the networking engine 
This chapter will discuss the design of the networking engine and focus on the elements, 
capabilities and requirements of the engine based on different user perspectives.  

3.2.1 Project elements 
The project was divided into the following elements: 
 

• Design phase 
• Implementation phase 
• Testing phase 1 
• Extending implementation phase 
• Testing phase 2 

 
The design phase was dominated by research and study of Agency9´s previous products. To 
be able to produce a prototype that would fit into the Agent Studio the source code had to be 
compatible with those products.  
 
The implementation phase resulted in the development of the source code and documentation 
of this code. Implementation was overseen by the senior developer at Agency9 and resulted in 
the base modules of AgentNE in chapter 2. Before extending the prototype into the 
MegaCorps project it was tested and evaluated to be able to compare performance 
information after implementing it into a real project. The testing results can be found in 
chapter 4. 

3.2.2 Storage and memory limitations 
There are a number of memory limitations to the design as incoming and outgoing packets are 
stored in Java NIO (new input/output) buffers of a certain allocated size. These buffers cannot 
become larger than the computer system’s total amount of physical memory. Also a 32 bit 
system cannot allocate buffers larger than 4 gigabyte, or the size of an Integer value.  
 
These limitations are accompanied by the fact that the agent is not designed for use with 
multicast channels. When sending a packet the computer system resends the packet to all of 
the receivers (when the packet is targeted towards multiple receivers), thus needing more 
memory in the Java virtual machine. The garbage collector of the Java virtual machine 
handles this sufficiently.  

3.2.3 Latency and bandwidth problems 
A large problem when dealing with online multimedia representations is that the application 
has to make sure that all actions and reactions have the same effect on all clients connected to 
a session. When different clients have different connections it becomes hard to guarantee the 
quality of information received by the client.   
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4 Evaluation 
This chapter will present evaluations of the different aspects of the thesis in order to better 
find areas and topics for further work. It will also describe the methods used when performing 
the testing. 

4.1 Testing methods 
The testing was performed on the local area network at Agency9 which has been defined in 
earlier chapters on clients of similar performance. All experiments are performed on Dell 
computers with a 2.2 GHz Pentium 4 CPU with main memory ranging from 512 MB to 1 GB. 
The computers which were used to perform the tests all had 512MB of RAM installed. 
Agency9 has a standard requirement for their applications, which the computers in the test 
follow. Time measuring is done with the standard Java system timer. This gives an 
approximate error of 20ns in all time measurement. For more accurate measurements an 
‘average-timer’ technique is implemented which basically does several measurements and 
gives the average value of the readings. 
 
The testing environment has been the internal network of ‘Aurorum Science Park Luleå AB’ 
from whom Agency9 leases its Internet connection. The network between the different nodes 
is standard 100mb full duplex Ethernet connection. The network is also connected to the 
Internet through a firewall which made external testing more difficult because of the 
limitations of the firewall that does not permit outside connections to the internal network.  
 
The measurement is done by registering the time of sending a packet and then subtracting that 
time from the time of receiving the response from the server. That result is in turn added to 
the overall average response time and divided by the total amount of measurements. This will 
give an average response time of the server. 
 
Measuring the amount of network capacity used is done by a simple algorithm based on the 
size of the packets, amount of packets sent and total capacity to send packets over time. The 
algorithm is based on the bandwidth calculations in section 1.3.7.1. 
 
To measure the potential amount of network usage the algorithm takes the size of the packet 
times the number of retransmissions, i.e. number of recipients, and adds this value to the total 
amount of data sent. This value is in turn divided by the total time of the measurement which 
results in data per time unit. The measurements are formed to be compatible with the 
bandwidth calculations in chapter 1.3.7.1. This simulation was done with the node computers 
network cards set to 10mb half duplex. 



 

4.1.1 Network configurations 
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When comparing the server networking load during operation the average response time is 
calculated by sending “PING” packets to the server and measuring the time it takes for the 

server to respond. When testing the 
Client/Server configuration the tests 
show a lower amount of latency 
while using the hybrid design rather 
than when using the Client/Server 
design. 
 
The lower latency can be accredited 
to the lower amount of packets the 
system has to send with the hybrid 
configuration. As the Figure 1 and 
Figure 2 states, both configurations 
are similar in latency with the 
distinction of packet amount. This 
measurment is heavily bound to the 
hardware and will fluctuate 
depending on quality and speed of 
the computer system that is running 
the server.  

Figure 1 Average server response time Client/Server 
configuration 
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The figures are therefore merly 
symbolic and illustrate the time gain 
made by a certain network topology 
and should not be taken as a 
benchmarking test of the AgentNE 

capabilities. Such benchmarkings cannot be accurately measured until the agent is released 
into production.  

Figure 2 Average server response time Hybrid configuration 
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4.1.2 Traffic limitation method performance evaluation 
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The Peer-2-Peer configuration can be evaluated by measuring the amount of bandwidth 
needed for the target amount of 
clients. As the Peer-2-Peer 
configuration will be used for load 
balancing of the server, more or less 
all of the networking 
communication should be based on 
this link to the networking system 
(Figure 3).  
 
Compared to the configuration using 
the Dead Reckoning algorithm 
(Figure 4) for traffic limitation, we 
can clearly se a gain of up to 20 
percent of the system packet sending 
capacity in the testing environment. 

Figure 3 Network capacity used without using DR 
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The control packets sent to and 
received from the server will not be 
more than a few percent of the total 
amount of packets sent during a 
session in the networking system.  
 
As the system currently resends the 
packets for each client during a 
broadcast, the capacity needed by 
the peer-2-peer configuration will 
increase rapidly with the addition of 
new clients. 

Figure 4 Network capacity used when using DR 
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4.1.3 Agent implementation and method testing 
Developers who are using the agent often needs to access variables and methods in the 
original class-files. These files will not be supplied with full source code to the licensee of the 
product but rather in the more or less precompiled Java class file type. Though no access to 
the files source code will be given, the inheritance and overshadowing of classes and methods 
needs to be allowed and possible to ensure the developers access to the software.  
 
In fact, this is the recommended way for developers to use the related products licensed from 
Agency9, which implicates a strong need to make the engine easy to extend, inherit and 
overshadow. The path chosen to implement the engine will fulfill these specifications and 
allow the final user to build new software on the base of the AgentNE engine.  
 
To avoid unsecured variable handling by the Java virtual machine, declarations often needs to 
be stated as private or protected. As it is not always possible to satisfy the conditions of 
usability and develop a product, some of the restraints to access various variables in secured 
lower leveled classes have to be lifted during development.  
 
One very troublesome problem with using Java as a development programming language is 
first of all the high level of access to the different networking layers in Java. As the virtual 
machine of Java handles all of the networking interactions, very little means of actually 
controlling lower levels of the protocol or packet information such as packet destinations, 
time to live or source, is given.  
 
Another problem with the Java virtual machine is that it can be time consuming if two or 
more threads concurrently modifying variables, on account of serialization [25]. Also, as both 
the client thread and the server thread is implemented as stand-alone threads to maximize the 
efficiency of the networking engine, an application which implements both these modules at 
the same time would receive errors relating to this.  
 
To be able to act upon the information in packets being received, both threads have to be able 
to read and update information in, for example, hash tables that represent connected clients. 
To ensure the synchronization of these operations one has to order the virtual machine to 
synchronize and this can be very time-demanding in a real-time environment. A minimum of 
these synchronized operations must therefore be performed to ensure a fluid transmission of 
data from the hosting multimedia application.  
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5 Discussion 
In this thesis, a framework for AgentNE has been presented to achieve performance, usability 
and scalability in a distributed multi-player game environment. The framework consists of a 
server for the game players, referred to as the server module and player client, respectively. 
The server is responsible for delivering players’ information to the game session, which is 
achieved by update packets with information from the origin server, and processing the 
information at the destination client, keeping both the server and the players unaware of the 
update delivery process. This transparency allows the session to be used for a number of 
different game applications. 

To summarize this project has been a success, implementing all required methods and 
functions for a first version of the agent. Some problems of scalability for interactive 
applications have been identified and some of them have been solved.  

5.1 Quality of solutions  
This subchapter will discuss how well the problems stated in the introduction chapter were 
solved.  

5.1.1 Did the implementations satisfy the requirements?  
The following sections will discuss how well the implemented prototype satisfied the 
requirements set. The three requirement topics usability, performance and scalability will be 
discussed and analyzed. 

5.1.1.1 Usability 
The implemented networking engine satisfies most of the requirements set for the project. 
The limited development time have an impact on the usability requirements as the agent 
needs more methods to fill the requirements of usability.  
 
The prototype has specified the way for future development but does not completely fulfill 
the usability requirements, as it is currently not possible to implement the prototype without 
having access to overload certain methods in the protected areas of agent code. This is 
entirely due to the limited period of development and the prototype can be further developed 
with the same approach to completion. 

5.1.1.2 Performance 
The prototype did satisfy the set performance requirements. In order for the prototype to 
completely satisfy the requirements the application using the agent and implementing any 
bandwidth reducing algorithms, in this case the dead reckoning and spline algorithms, must 
be successfully implemented. This was done in the MegaCorps project, thereby satisfying the 
requirements of being able to implement new algorithms to enhance the application 
implementing the agent.  
 
Much research is currently being conducted in this area thus the standards for interactive 
simulations grows every day with the discoveries of new and improved ways of keeping 



 

 
45 

accurate simulations on distributed clients and will probably keep on growing until the 
simulations are as realistic as real life. The prototype alone does not satisfy the performance 
requirements as these requirements is dependent on what type of communication the 
overlaying application is using.  
 

5.1.1.3 Scalability 
As the target developers of this prototype were aimed to be able to comply with as many 
types of network topology as possible, the design with the most possibilities was chosen. The 
Client/Server design has its advantages, but combined with the Peer-2-peer design the engine 
becomes more distributed and helps solve the scalability requirement.  
 
The hybrid solution is the best way to solve the design issue as it offers the capability to 
revert into both its base topologies enabling developers to develop both types of networking 
applications. 
 
The advantages of the Client/Server design is clearly the stability and ease of use as all clients 
can easily be reached by the server. This gives the server an essential role in the networking 
environment and at the same time heightens the importance of solving requirements of that 
node of the system.  
 

5.1.2 Correct session topology? 
Many networking engines today are still based on the Client/Server principle, which is a 
useful choice for most game types. As the agent primarily aims for simultaneous server/client 
operations of serving for games, the connectivity of a Client/Server design is an important 
aspect. Thus it was implemented into the prototype through the hybrid design and thereby 
fulfilling the requirements of minimum 16 players set by Agency9. 
 

5.1.3 Verification of prototype 
When studying the evaluation of the prototypes network performance with and without the 
implemented methods of limitation and quality rebuilding it is clear that the performance was 
higher after the implementations than before. Therefore the implementations must be 
considered as a success and the prototype is validated.  
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5.2 Further work 
As the agent currently exists only as a prototype, much further work will be needed in order 
to motivate the implementation into a full scale commercial gaming project. If the basic 
conditions of networking are changed the agent could become obsolete. Therefore it is very 
important for Agency9 to be updated in this area and to try to be on the cutting edge of 
development.  
 
Connectivity will continue to evolve; this is certainly proven by the test of time. Future work 
should extend the type of connectivity offered from the agent. As the first version of the 
engine is expected to be rustic and provide only the minimum of requirements to the end 
users, further work should also include more methods to simplify packet types, its methods 
for getting and setting data and methods to further simplify the usage of the agent. The 
developers must create their packets by hand in the prototype, but should be offered an 
automated way to create these packets by adding information based on their type to a packet. 
Also the development of the routing protocol system in the agent is needed. Further 
development of the routing system is a high priority. 
 
AgentNE also needs to secure its traffic with encryption, checksums and version control, in 
order to be deemed as a complete product as since similar products exist on the market today 
with several interesting capabilities. The AgentNE engine will be considered as a budget 
alternative for most developers as the licensing fees for these types of software are heavily 
reflected by its functionality.  
 
Further work would also include Java Native Interfaces to other kinds of networking support, 
for example, IPX network support. This work would consist of writing or licensing the native 
libraries for the wanted networking protocol or way of access, and then developing the 
bindings for the same, to implement it into AgentNE. In short the further work needed to be 
done on the agent lies within these problem areas: 
 

• Connectivity 

 

o Topologies 
o Protocols 
o Native interfaces 
o Routing protocols and system development 

• Algorithms  

 

o Limitation algorithms 
o Quality enhancing algorithms 
o Routing algoritms 

• Usability 

 

o Interface 
o API 
o Source security 

• Security 

 

o Encryption 
o Time stamping 
o Validation of data 
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Appendix A - Basic Networking 
 
OSI Seven-Layer Model 
 

In the 1980s, the European-dominated International Standards Organization 
(ISO) began to develop its Open Systems Interconnection (OSI) networking 
suite. OSI has two major components: an abstract model of networking (the 
Basic Reference Model, or seven-layer model) (Image 18), and a set of 
concrete protocols [8].   
 
Parts of OSI have influenced Internet protocol development, but none more 
than the abstract model itself, documented in OSI 7498 and its various 
agendas. In this model, a networking system is divided into layers. Within 
each layer, one or more entities implement its functionality. Each entity 

interacts directly only with the layer immediately beneath it, and provides facilities for use by 
the layer above it. Protocols enable an entity in one host to interact with a corresponding 
entity at the same layer in a remote host. The seven layers of the OSI Basic Reference Model 
are (from bottom to top):  

Image 18 OSI 
Layer model 

1. The Physical Layer describes the physical properties of the various communications 
media, as well as the electrical properties and interpretation of the exchanged signals. 
E.g.: this layer defines the size of Ethernet coaxial cable, the type of BNC connector 
used, and the termination method.  

2. The Data Link Layer describes the logical organization of data bits transmitted on a 
particular medium. E.g.: this layer defines the framing, addressing and checksum of 
Ethernet packets.  

3. The Network Layer describes how a series of exchanges over various data links can 
deliver data between any two nodes in a network. E.g.: this layer defines the 
addressing and routing structure of the Internet.  

4. The Transport Layer describes the quality and nature of the data delivery. E.g.: this 
layer defines if and how retransmissions will be used to ensure data delivery.  

5. The Session Layer describes the organization of data sequences larger than the 
packets handled by lower layers. E.g.: this layer describes how request and reply 
packets are paired in a remote procedure call.  

6. The Presentation Layer describes the syntax of data being transferred. E.g.: this layer 
describes how floating point numbers can be exchanged between hosts with different 
math formats.  

7. The Application Layer is the layer where the actual testing in this thesis has been 
done. This is also where the API of AgentNE exists through the Java-interface.  

The original Internet protocol specifications defined a four-level model, and protocols 
designed around it (like TCP) have difficulty fitting neatly into the seven-layer model. Most 
new designs use the seven-layer model.  
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Internet Protocol packets (IP) 
The fields at the beginning of the 
packet, called the frame header, define 
the IP protocol’s functionality and 
limitations (Image 19). 32 bits are 
allocated for encoding source and 
destination addresses (32 bits for each 
of these address fields). The remainder 
of the header (16 bits) encodes 
information such as the total packet 
length in bytes. Hence an IP packet 
can be a maximum of 64Kb long [7].  

IP packet diagram

 
Transmission Control Protocol 
(TCP)  

TCP/IP packet diagram

Image 19 IP packet overview 

TCP provides support for sending and 
receiving arbitrary amounts of data as 
one big stream of byte data (IP is 
limited to 64Kb). TCP does so by 
breaking up the data stream into 
separate IP packets (Image 20). 
Packets are numbered, and 
reassembled on arrival; using sequence 
and sequence acknowledge numbers. 
TCP also improves the capability of IP 
by specifying port numbers. There are 
65,536 different TCP ports (sockets) 
through which every TCP/IP machine 
can talk [8].  Image 20 TCP packet overview 
 
User Datagram Protocol (UDP) 
UDP is also built on top of IP and has 
the same packet-size limit (64Kb) as 
IP, but allows for port number 
specification (Image 21). Similarly to 
TCP it provides 65,536 different ports, 
hence every machine has two sets of 
65,536 ports: one for TCP and the 

other for UDP. UDP is a 
connectionless protocol, without any 
error detection facility and only 
provides support for data transmission from one end to the other, without any further 
verification. The main interest of UDP is that since it does not make further verification, it is 
very fast, useful for sending small size data in a repetitive way [7].  

UDP/IP packet diagram

Image 21 UDP packet overview 
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Internet application protocols 
On top of the management protocol, several services have been developed in order to stabilize 
applications of same nature. Some common Internet application protocols are FTP (File 
Transfer Protocol), Telnet (Terminal Protocol) and SMTP (Send Mail Transfer Protocol) [2].  
 
The protocol of AgentNE will be one of these application protocols only designed for being 
extended into a more complete protocol. The basic protocol of the engine will handle the 
setup of communications, handshakes so the developer using the engine does not have to 
spend time and funds “re-inventing the wheel” so to speak. Having a more or less completely 
self contained protocol to base all communications on will be very efficient for development 
issues [14]. 
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Appendix B - Glossary of terms and abbreviations 
LATENCY Refers to the time spent by various network layers to transfer data 

from one node to another in the network. 
IP Internet Protocol. 
API Application Programming Interface. 
TCP Transmission Control Protocol. 
UDP User Datagram Protocol. 
HDD Hard Disc Drive. 
RAM Random Access Memory. 
IPX Inter-network Packet Exchange protocol. 
ISO International Standards Organization. 
OSI Open Systems Interconnection. 
FPS First Person Shooter when relating to game genres or Frame per 

second when measuring rendering speed. 
MMORPG Abbreviation of Massive Multiplayer Online Role Playing Game. 
RON Reliable Overlay Network. 
SDK Software Development Kit. 
HLA High level architecture, distributed computing model. 
CORBA Common Object Request Broker distributed computing model. 
NIO New Input Output referring to the new Java methods. 
RMI Remote Method Invocation distributed computing model. 
DR Short for Dead Reckoning. 
DIS Distributed Interactive Simulation. 
SRM Scalable reliable multicast. 
FEC Forward error correcting. 
PKTM Packet Module of AgentNE. 
INFM Information Module of AgentNE. 
NTWM Network Module of AgentNE. 
PCLM Protocol Module of AgentNE. 
TELNET A common unsecured terminal protocol 
SMTP Send Mail Transfer Protocol. 
FTP File Transfer Protocol. 
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