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Abstract 
 
The assignment of this master’s thesis has been to evaluate the feasibility of developing a 
Digital Rights Management (DRM) system for mobile software products and, if feasible, 
present a working design and prototype of such a system. The DRM system had to be 
based on the existing Lime software DRM system for desktop software products, 
designed using UML and run on the .NET Compact Framework. 

The work during the master’s thesis was done in a software engineering project. The 
project began with a research phase, giving the knowledge required to develop a DRM 
system for mobile software products. In order to be able to evaluate the feasibility of 
developing a DRM system for mobile software products, the newly acquired knowledge 
was used to execute a feasibility study. The study resulted in four deliverables; Project 
Plan, Requirements Specification, Time and Resource Plan and Software Quality 
Assurance Plan. The deliverables define the project, analyze the market, identify 
problems, determine requirements, provide a development plan and give quality 
guidelines. A decision to go ahead with the project and create a design and prototype of a 
DRM system for mobile software products running on Pocket PC devices, the Lime 
Mobile Pocket PC software DRM system, was taken when the feasibility study had been 
evaluated. 

Basing a DRM system for mobile software products on the Lime software DRM 
system proved to be a difficult task. There are many differences between a mobile device 
and a desktop computer. Furthermore, the available version of the Lime software DRM 
system was a rough prototype. In the end, the Lime Mobile Pocket PC software DRM 
system was designed to use the base of the Lime software DRM system but the high level 
functionality was re-designed from scratch. 

Due to the poor internet connectivity of mobile devices, the Lime Mobile Pocket PC 
software DRM system was designed to be dependent on desktop computers during 
licensing operations. In order to be truly mobile, the DRM system should be re-designed 
to be completely client-centric in the future if the internet connectivity of mobile devices 
increases. 

The implementation and testing of the Lime Mobile Pocket PC software DRM system 
prototype was a time-consuming task but the result was very satisfactory. The prototype 
is almost a product and could be introduced on the commercial market after going 
through acceptance testing. 
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1 Introduction 
 
The market for mobile software products is young, but showing a lot of potential. A 
mobile software product is a software product developed to run on a mobile device of 
some kind. Secureon AB develops a Digital Rights Management (DRM) system for 
desktop software products; the Lime software DRM system (Lime DRM system). In 
order to be a part of the mobile software market, the company wanted to evaluate if it is 
feasible to develop a DRM system for mobile software products based on the Lime DRM 
system. A suggestion for a master’s thesis was formulated to get help in the evaluation 
process. This master’s thesis has been done by a student at Luleå University of 
Technology.  
 
1.1 Purpose 
 
The purpose of the master’s thesis was to evaluate the feasibility of designing and 
implementing a DRM system for mobile software products based on the Lime DRM 
system and, if deemed to be feasible, present a working design and implementation of the 
system.  
 
1.2 Goal 
 
The goal with the master’s thesis has been to execute a feasibility study of a DRM 
system, based on the Lime DRM system, for mobile software products running on Pocket 
PC devices; the Lime Mobile Pocket PC software DRM system (Lime PPC DRM 
system). Since the feasibility study showed that it was feasible to develop a DRM system 
for mobile software products based on the Lime DRM system, a secondary goal has been 
to present a design of the Lime PPC DRM system and to prove it to be working by 
implementing a prototype, or “proof-of-concept”, and take it through a testing process. 
 
1.3 Delimitations 
 
The DRM system for mobile software products must be designed using UML and 
implemented using the .NET Compact Framework and the C# programming language.  
The master’s thesis does not include the development of a commercial product, only a 
prototype.  
 
1.4 Disposition 
 
The Lime PPC DRM system was developed in a software engineering project, dubbed the 
Lime Mobile Pocket PC project. A feasibility study was executed after a research phase. 
The research phase gave essential knowledge about DRM, the Lime DRM system, .NET 
and development on Pocket PC devices. The Background chapter contains a summary of 
the information discovered during the research phase and provides the reader with the 
necessary knowledge required for understanding the rest of the report. The knowledge 
gained during the research phase was used to produce four deliverables during the 
feasibility study; a Project Plan, a Time and Resource Plan, a Requirements Specification 
and a Software Quality Assurance Plan. The Project Plan and Requirement Specification 
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deliverables are presented and evaluated in the Feasibility Study chapter. The evaluation 
of the deliverables showed that it is feasible to develop the Lime PPC DRM system and 
resulted in a decision to go ahead with the project and create a design. A Design 
Specification was created together with a Test Plan. Both deliverables are presented and 
evaluated in the Design chapter. A prototype of the DRM system was finally 
implemented and tested in three phases; alpha, beta and final. The implementation 
process, and the problems involved, is presented in the Implementation chapter. The 
report ends with conclusions drawn from the master’s thesis where the result of the work 
is presented and discussed. References and a number of appendences are included last in 
the report. 
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2 Background 
 
The Lime PPC DRM system is a very complex system. In order to understand it, one 
must first understand what DRM is. The Digital Rights Management section gives some 
basic knowledge. The different parts of a typical DRM system are outlined together with 
design principles. 

A typical DRM system deals with digital content, such as movies and music. Unlike 
software products, digital content contains no logic. The Software DRM section 
highlights the two most important issues encountered when developing a DRM system 
for software products; licensing and copy-protection. 

When developing a new system based on another system, it is crucial to know how 
the base system functions. The Lime section introduces the base system. 
All software runs above some sort of framework and are built using a programming 
language. Many software applications for Microsoft Windows run on the operating-
system framework, the Win32 API, and have been built using the C/C++ language. Many 
modern software applications run on the Java Virtual Machine and have been built using 
the Java language. A large part of the Lime PPC DRM system run on the .NET 
Framework or the .NET Compact Framework and has been built using the C# 
programming language. Since the .NET technology is young, a brief introduction is given 
in the .NET section. 
 
2.1 Digital Rights Management 
 
Digital Rights Management (DRM) is a technology that protects the rights of content 
owners when selling and distributing content online in a digital form (Sonera 2003). The 
purpose of DRM is to separate the digital content from the right to consume it (NetLight 
2002). DRM poses one of the greatest challenges for content communities in the digital 
world of today. Digital content has traditionally been distributed on some physical 
material, such as compact disks. This has provided some barrier to unauthorized 
exploitation of content since not everyone has the resources required to copy a physical 
material. However, today we already see serious breaches of copyright law because of the 
ease with which digital files can be copied and transmitted online. Early DRM focused on 
eliminating unauthorized copying of digital content by using encryption but has evolved a 
lot in recent years.  

There were many problems with early DRM systems. The public got a negative 
opinion of DRM in general because many DRM systems eliminated some important 
consumer rights (Smith 2001). Modern DRM tries hard not to put restrictions on 
consumer rights and covers the description, identification, trading, protection, monitoring 
and tracking of all forms of rights usages over both tangible and intangible assets 
including management of rights holder’s relationships. 

A typical DRM system consists of three parts: content server, license server and client 
software. The content server stores encrypted content and makes it available for 
download by potential consumer. The license server distributes encryption keys to 
consumers who have acquired the right to consume some content. The client software 
regulates the consumption of content, making sure no content is consumed without a 
consumer having the right to do so. The three parts are explained in detail in the DRM 
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System section. It is very important to understand the purpose of each part and the 
relationship between them in order to understand the Lime PPC DRM system. 

The design of a DRM system is a complex matter. Most thought must be put into the 
design of the Functional Architecture and the Information Architecture. The Functional 
Architecture covers the high-level modules or components that together provide the end-
to-end management of rights. The Information Architecture covers the modeling of 
entities and their relationships. The structure of the Lime PPC DRM system has its base 
in the two architectures and the DRM Design section is devoted to them. 
 
2.1.1 DRM System 
 
A typical DRM system uses client software to regulate the consumption of content, a so 
called client centric DRM system, and consists of several parts. The most important parts 
are content server, license server and client software. Payment infrastructure is not part of 
DRM but a payment- or billing server is often included as a part of a complete DRM 
system. 
 

Content Encrypted
content Content

server

License
server

Payment/billing
server

Client softwareConsumer
Content

Business 
rules

 
Figure 1: A typical DRM system. 

 
2.1.1.1 Content Server  
A content server can be compared to a shopping-mall for digital content. The 
merchandise is theft protected just as in a real shopping-mall. The theft protection is 
realized through encryption. The content producer encrypts the content externally before 
it is added to the content server but the content server can handle encryption 
automatically in some DRM systems. Unlike a real shopping-mall, customers are free to 
take any merchandise home without paying for it. However, in order to be able to 
consume the merchandise, a decryption key and a license, describing the rights of the 
consumer, must be acquired. Modern DRM systems do not try to limit the distribution of 
content, only the consumption. Free distribution makes viral distribution, also called 
super distribution, possible through peer-to-peer networks, turning consumers into 
marketers, and increases the bandwidth through the networks (NetLight 2002). Less 
bandwidth is used by the content server which lowers the overall operational cost of the 
DRM system. 
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The resemblance between a content server and a shopping-mall is no coincidence. 
DRM developers work hard in order to give possible customers the impression of 
shopping at a shopping-mall. People feel more comfortable in an environment they 
recognize. Access to a content server is often provided through a website where potential 
customers can see information about content and download anything interesting. Window 
shopping is simulated by samples of the content that the potential customer can consume 
freely. 

Business rules associated with encrypted content enable the management of the 
digital rights (NetLight 2002). A content producer specifies business rules for some 
content before it is encrypted and added to the content server. The business rules are a set 
of rights and policies defining the consumption of the content. Business rule criteria can 
include: 
 

• Price – For example; price for consumption, try and pay if satisfied. 
• Duration – For example; the period of time which the content be consumed. 
• Transfers – For example; permission or not to forward the content to another 

party. 
• Quantity – For example; pay per downloaded file. 
• Rendering – For example; whether the content can be saved, moved or copied to 

other media. 
• Frequency – For example; pay-per-view or pay per consumption occasion. 

 
The use of a content server in a DRM system is optional. Many content producers want to 
distribute their content independently and only use the DRM system for rights 
management. Sometimes, the infrastructure required to distribute content is already in 
place when a DRM system enters the stage and the content server can be excluded. A 
content server can also be very costly to operate if some content consumes a large 
amount of storage space. Storage space and the bandwidth required to mass distribute 
large files are expensive resources.  
 
2.1.1.2 License Server  
A license contains the rights of a consumer to some content. When a consumer wants to 
purchase a decryption key and a license for some content, the business rules are 
examined and the client software provides the consumer with available rights and prices. 
Sometimes the business rules are embedded in the content itself but modern DRM 
systems separate the business rules from the actual content by storing them at the license 
server. Some example licenses include: 
 

• The consumer has the right to try the content, the content can be consumed for 15 
days, the content can not be forwarded, only one copy of  content is allowed, the 
content can not be stored on compact-disk, no pay-per-view or pay per 
consumption occasion (Price: Free). 

• The consumer has the right to consume the content for 30 days, the content can 
not be forwarded, only one copy of the content is allowed, the content can be 
stored on compact-disk, pay per consumption occasion (Price $5/consumption + 
$50 for rendering). 
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• The consumer has the right to consume the content for an unlimited time, the 
content can be forwarded to five persons, only one copy of the content is allowed, 
the content can not be stored on compact-disk, no pay-per-view or pay per 
consumption occasion (Price: $100 + $200 for forward to five persons). 

 
As soon as a license has been purchased, the license server stores the license and 
distributes the decryption key to the consumer whenever the content is to be consumed in 
any way. The separation between the content and the content rights is essential to the 
concept of viral distribution in DRM systems. 
 
2.1.1.3 Payment- or Billing Server  
Payment and billing is not part of DRM itself but is one piece of the puzzle that has to 
function effectively and that may have effects on the total experience of the consumer 
(NetLight 2002). Digital content is not made of any physical material like regular 
merchandise. Instead, it is an experience merchandise, such as a song or a video. As with 
all other merchandise, the consumer pays for the value the merchandise provides. With 
experience merchandise, the value is created when the consumer experiences the 
merchandise. The transaction where a consumer pays for the content becomes part of the 
experience, which is why this has to be made as fast and simple as possible. 

When a consumer wishes to purchase the right to consume some content, the 
payment- or billing server is contacted by the client software as soon as the transaction is 
to take place. Supported payment methods can be specified in the business rules, such as 
credit-card or invoice. When the transaction has completed, the payment- or billing server 
contacts the license server which creates the license containing the rights of the consumer 
to the content. 
 
2.1.1.4 Client Software  
The client software regulates the consumption of content. It communicates with the 
license server whenever a consumer tries to consume some content in any way. The 
license server validates the consumer’s right to consume the content, in the way desired, 
by examining the license. If the consumer has the right to consume the content, a 
decryption key is sent from the license server to the client software. The client software 
uses the decryption key to decrypt the content and performs any action required for  
consumption. If a consumer does not have the right to consume the content in the way 
desired, the client software communicates with the license server to retrieve any licensing 
alternatives which would allow the consumption. If the consumer wants to purchase the 
right to consume the content in the desired way, the client software communicates with 
the payment- or billing server to perform the transaction. 

The client software plays an important part in the protection of content in a DRM 
system. In order to prevent unauthorized copying of content, decrypted content must 
never be possible to access outside the client software. Because of this, the client 
software decrypts the content every time the consumer is to consume it in any way. The 
decrypted content is only accessible momentarily through the client software which 
makes it possible to prevent unauthorized use and copying. 
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2.1.2 DRM Design 
 
There are two critical architectures to consider when designing a DRM system (Iannella 
2001). The first, the Functional Architecture, covers the high-level modules or 
components of the DRM system. The modules and components together provide an end-
to-end management of rights. The second critical architecture, the Information 
Architecture, covers the modeling of the entities within a DRM system and their 
relationships. 
 
2.1.2.1 Functional Architecture  
Three different areas provide the framework when designing a DRM system. 
 

• Intellectual Property Asset Creation and Capture. How the creation of content 
should be managed and handled so that it can be easily traded. In a typical DRM 
system, content should be encrypted by the content creator and added to the 
content server. 

• Intellectual Property Asset Management How to enable, handle and manage the 
trade of content. Content from content producers must be accepted into an asset 
management system. The trading system needs to manage the descriptive 
metadata and rights metadata. In a typical DRM system, the content server is the 
asset management system and the license server manages the descriptive metadata 
and rights metadata.  

• Intellectual Property Asset Usage. How to manage the consumption of content 
once is has been traded, including making sure that content only is consumed as is 
defined in the consumer license of a typical DRM system. The area belongs in the 
client software. 
 

The three areas need to be extended with the Functional Architecture in order to 
implement DRM functionality. The Functional Architecture describes the roles and 
behavior of a number of cooperating and interoperating modules under the three areas. 
 
The Intellectual Property Asset Creation and Capture module supports: 
 

• Rights Validation. The proper rights must be included when content is based on 
existing content. This is difficult sometimes as content might be based on 
something that does not exist in the DRM system, such as a song. 

• Rights Creation. When a new content is created, it must be possible to create and 
assign rights to the content. In a typical DRM system, it must be possible to 
associate business rules with some content before it is added to the content server. 

• Rights Workflow. The rights associated with some content must be allowed to be 
reviewed and approved through a number of workflow steps. 

 
The Intellectual Property Asset Management module supports: 
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• Repository functions. Content and metadata in distributed databases must be 
accessible. This is required in a typical DRM system since a content server and a 
license server can be compared to distributed databases. 

• Trading functions. It must be possible to assign licenses to consumers in exchange 
for money. In other words, it must be possible to make money from selling 
content. Sometimes the content might have to go through fulfillment operations, 
such as be packaged for a specific operating-system, to satisfy the license 
agreement. 

 
The Intellectual Property Usage module supports: 
 

• Permissions Management. Consumers can only be allowed to consume content in 
a way that agrees with the consumer rights to the content. For example, a 
consumer can not be allowed to listen to a song without the right to do so. 

• Tracking Management. Consumption of content must be monitored so that the 
consumer rights to the content are not violated. For example; if a consumer is in a 
possession of a license that grants him or her the right to play a video file ten 
times, the video file can not be allowed to be played eleven times. 

 
These three modules provide the core functionality of a DRM system. 
 
2.1.2.2 Information Architecture  
DRM systems need to evolve constantly to fit new business models and can become very 
complex on the design level. The relationships between creators, content, consumers and 
rights needs to be flexible in order to support new business models while keeping the 
DRM system manageable. The Information Architecture handles the relationships 
between different entities and how they are modeled.  

There are three core entities in a DRM information model: 
 

• Users. The entity represents all users, from content creators to consumers. 
• Content. The entity represents some digital content of arbitrary type. 
• Rights. The entity represents expressions of permissions, constraints and 

obligations between Users and Content. The expressions should include what you 
are allowed to do, restrictions on the permissions, what you have to provide and 
accept and who is entitled to what.  

 
This core entities model permits flexible relationships between its entities and can be 
used in any business model. 
 
2.2 Software DRM 
 
Finding a good business model to sell and distribute commercial software products over 
the Internet is becoming very important in the digital world of today. The problem used 
to be to get end-users to download large files over relatively slow connections. 
Technology has now evolved and large files sizes are no longer a problem. The end-
users, however, have turned to piracy instead of legitimately purchasing commercial 
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software products. It is relatively easy to produce and obtain unauthorized copies of 
commercial software products. Obtaining the right to use some commercial software 
product can be a complex process. It is not hard to see why end-users have turned 
software pirates. 

Software DRM aims to make it easy to sell, distribute and control the rights tied to a 
commercial software product while making it hard to produce unauthorized copies. This 
is no easy task. End-users have grown accustomed to using peer-to-peer networks in 
order to obtain pirated software products. Peer-to-peer is very attractive because it is free 
and easy to use. Copyright infringement is not seen as a serious crime in the eyes of the 
public so the first challenge for software DRM developers lies in making it difficult to 
produce unauthorized copies of commercial software products. The second challenge lies 
in making the client software of the DRM system easy to use so that people become more 
likely to purchase the right to use a commercial software product instead of turning to 
piracy. 

Software products are different from mainstream digital content in several aspects: 
 

• Cost. The cost of a software product is normally much higher than the cost of 
mainstream digital content. The high cost makes one license for a software 
product more likely to have several different end-users. 

• Consumption. A software product is used while digital content is experienced. 
The difference is why a user of a software product is called an end-user while a 
user of digital content is called a consumer. 

• Usage. A software product can be used for productive work and to perform 
different tasks while mainstream digital content is consumed for entertainment. 

• Value. The value of a software product is created when some task is performed 
effectively by the product while the value of mainstream digital content is created 
when it is experienced. 

• Structure. A software product contains executable code while digital content 
contains information. 

• Market. The market for software products is different from the market for digital 
content. The market for software product consists mainly of companies, 
institutions and businesses while the market for digital content consists of 
everyone. 

• Knowledge. The knowledge required from an end-user of a software product is, in 
most cases, higher than the knowledge required from a consumer of digital 
content. 

 
Some of the differences manifest themselves in requirements on the Rights entity of a 
software DRM system that does not exist on a typical DRM system. However, they also 
create opportunities to increase the effectiveness of the Intellectual Property Usage 
module. 

Due to the high cost of many software products, the Rights entity in a software DRM 
system should support expressions allowing multiple unspecified users of one 
instantiation of a collection of rights to a software product. That is, multiple unspecified 
users of a license must be supported. A license having multiple unspecified users is 
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known as a floating license. The Licensing section covers software licensing and the 
rights an end-user can have to a software product.  

The client software in a typical DRM system contains executable code but most 
digital content do not. A typical DRM system must integrate the content that uses it. 
Since the content using a software DRM system contains executable code, the content 
can integrate the DRM system. DRM integration opens up a lot of opportunities for 
customization and to increase the effectiveness of the rights enforcement mechanisms in 
the Intellectual Property Usage module. Better methods to protect content from 
unauthorized use and copying can be implemented. Protecting a software product from 
unauthorized use and copying is known as copy-protection. The Copy-Protection section 
outlines some methods that can be used in a software DRM system to prevent 
unauthorized use and copying of a software product. All of the methods are evaluated for 
implementation in the Intellectual Property Asset Usage module of the Lime PPC DRM 
system. 
 
2.2.1 Licensing 
 
Instead of selling a product, the software industry sells licenses, or rights, to use a 
product. Licensing is a term used to describe what rights an end-user can have to a 
software product and how those rights can be acquired. 

In a modern software DRM system, a license for a software product is acquired by 
purchasing one from a license server. In older software DRM systems, the license server 
sent the license to the end-user and it was stored in a local file as soon as the purchase 
was complete. As the Internet connectivity in the world increases, remote licenses are 
becoming more popular among software DRM developers. With remote licenses, no 
license file is stored locally on the end-user computer. Instead, the license is stored at a 
license server. The Intellectual Property Asset Usage module then needs to contact the 
license server and validate the end-users right to use a software product. This is in tune 
with how a typical DRM system operates today. Remote licensing adds the benefit of 
reducing piracy as unauthorized licenses become harder to produce. A license is, 
theoretically, never lost so end-users do not need to spend a lot of time on managing 
licenses, making life easier for companies that own a lot of licenses. Many software 
DRM developers choose to keep the option of handling licensing offline and storing a 
copy of a license locally as an alternative in their DRM systems, for the time being, since 
Internet connections are common but not yet in everyones home. 

There are several different license types that all give different rights to an end-user of 
a software product. The most popular license types are: 
 

• Locked. The license gives one end-user the right to use the software product on 
one specific computer. 

• Lease. The license gives one end-user the right to use the software product for a 
limited time. 

• Trial. The license gives one end-user the right to try the software product for free 
for a limited time. It is common to not include rights to all components of a 
software product in a trial license. The end-user can then evaluate the software 
product as a demonstration version. 
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Since licenses for commercial software products often are expensive, sharing of a license 
between end-users is a common occurrence. Sharing a license only enables one 
unspecified end-user to use a software product at any given time. The process of sharing 
a license is complex and ineffective since sharing a license is not supported in a typical 
DRM system. Ad-hoc methods need to be applied. Instead of end-users sharing a license, 
it should be possible to purchase a right for a number of unspecified end-users to use a 
software product concurrently from any computer. The license type associated with the 
right is known as a floating, or network, license. The floating license type is very 
common and popular at companies having many employees using the same commercial 
software product. If the maximum number of employees using the software product 
concurrently at any time can be estimated, a floating license for this number of 
concurrent end-users can be purchased. For example, a company having 50 employees 
might only have a maximum of 10 unspecified employees using some software product at 
any given time. A floating license for 10 unspecified end-users can then be purchased, 
saving money, compared to investing in over 50 locked licenses, while not locking the 
license to 10 specific employees or computers. The floating license gives the company as 
a whole the right to have 10 unspecified end-users using the software product 
concurrently from any computer at any given time. A license server keeps track of how 
many concurrent users there are of a floating license. If a request for the floating license 
is received, the server checks if the maximum number of licenses has been granted from 
the floating license. If the maximum number of licenses has not been granted, the server 
grants the requester a license. Requesting and receiving a license from a floating license 
is known as “check-out”. If the maximum number of licenses has been granted from the 
floating license, the request is rejected and the requester can not use the software product. 
As soon as an end-user finishes using the software product, the license server is contacted 
and the license belonging to the floating license is released. Releasing a license belonging 
to a floating license is known as “check-in”. It can now be “checked-out” by some other 
end-user wanting to use the software product. 

Most of the license types discussed above can be combined. For example; it is 
possible to lease a floating license. However, it is not possible to purchase a locked 
floating license. 

The different components of a software product can often be licensed separately. 
Component licensing gives an end-user the opportunity to only purchase rights to the 
components of a software product that the end-user intends to use, bringing down the cost 
of the license. 

License validation in a software product is usually integrated into the copy-protection 
mechanism of the product. If a consumer does not have a valid license to use a software 
product, it will simply refuse to start or make the unlicensed components inaccessible. 
 
2.2.2 Copy-Protection 
 
A lot of software products are available for free on the Internet today. This is fine in a lot 
of cases, so called freeware or open-source software are supposed to be freely available. 
Many software products, however, are commercial and require the end-user to purchase a 
license. These products have been victims of software piracy. According to industry 
sources, piracy costs the software industry a lot of money each year. The Business 
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Software Alliance estimates that the software industry lost $29 billion in the year 2003 
due to piracy (Business Software Alliance 2004).  

A lot of effort has been spent on trying to reduce software piracy in the world. 
Education is one weapon but it only works in the long term. The most effective means of 
reducing software piracy today is copy-protection. The purpose of copy-protection is to 
make it impossible to produce unauthorized copies of commercial software products. 
Copy-protection would work in a perfect world. Copy-protected software products are 
widely available for free in the real world. Why? There is no such thing as the perfect 
copy-protection. People always find ways to eliminate or circumvent the most advanced 
copy-protections. If it can be built, it can be destroyed. 

People who are specialized in eliminating or circumventing copy-protections are 
called crackers or reverse engineers. The term cracker is generally preferred since reverse 
engineer can mean a lot of things. Circumventing or eliminating a copy-protection is 
called cracking. The most characteristic thing about a cracker is his or hers ability to 
understand and analyze machine-code. The main goal with copy-protection is not to stop 
skilled crackers, it cannot be done. Instead, the goal is to stop casual copying by the 
“average joe” and amateur hackers, thereby limiting the damage done. 

A cracker spends a lot of time analyzing machine-code of copy-protected software 
products. Special tools are needed in order to tap into the machine-code of a running 
software product. A debugger is a crackers most valuable tool, most use the program 
Compuware SoftICE. SoftICE is a powerful kernel mode debugger that supports device 
driver debugging on either a single or dual machine configuration (Compuware 2005). 
Debuggers allow crackers to trace an application, instruction by instruction, and to stop it 
at any point and trace its important sections (AntiCracking 2001). By setting the 
appropriate breakpoints, a cracker can identify the machine-code that performs the copy-
protection. When the protection mechanism is fully understood, the cracker can start 
thinking about how to produce an unauthorized copy. Sometimes a cracker simply 
modifies the machine-code to eliminate the copy-protection, producing a piece of code 
known as a crack. Once the crack is applied to the software product, it will run without a 
license. More sophisticated crackers might analyze further and produce a license/key 
generator when possible. The software product does not have to be modified since valid 
licenses are produced by the generator. 

Typical DRM systems attempt to protect digital content from unauthorized use and 
copying by encrypting content. Encryption is applied externally on the content and 
provides good copy-protection in relation to the cost and value. In reality, producing an 
unauthorized copy of some digital content is just a matter of extracting the decryption key 
from the client software, a simple task for any cracker. The cost of a commercial software 
product is generally much higher than the cost of digital content. The higher cost is a 
consequence of a longer development time and the value a software product provides. A 
software product can, for example, increase revenue for a business while mainstream 
digital content only serves as entertainment. The market for commercial software 
products is different from the market for mainstream digital content because of the 
different value types they provide. The higher cost and value type of commercial 
software products makes them more exposed and vulnerable to piracy. Luckily, the 
structure of a software product makes it possible to use more effective copy-protection 
methods than external encryption in a software DRM system. Since both the content and 
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the DRM system consists of executable code, copy-protection can be placed inside the 
content instead of around the content. A software product can integrate the Intellectual 
Property Usage module, allowing for more advanced and effective measures to be taken 
against unauthorized use and copying. 

There is a plethora of different copy-protection methods that can be used in the 
Intellectual Property Usage module of the client software. 
 
2.2.2.1 Anti-cracking Copy-Protection  
Anti-cracking copy-protection is used by most software DRM systems today in one form 
or another. Its purpose is to make it difficult for a cracker to debug a software product 
and circumvent or eliminate the copy-protection. There are many techniques that can be 
used to make life more difficult for a cracker. 
 

• Anti-debugging. If a cracker can not debug a software product at runtime, 
cracking its copy-protection becomes a next to impossible task. Anti-debugging 
techniques focus on detecting and disabling any debugger running in parallel with 
a protected software product. 

• Anti-disassembling. A cracker often disassembles a protected software product to 
gain an understanding of how the protection works by looking at the native 
machine-code. The native machine-code is on a very low level and it is difficult to 
properly analyze the execution of a software product purely based on a 
disassembly. For example, a function- or method in the source-code of a software 
product is compiled to some address in the native machine-code. There is no way 
of knowing the name of the function or method, and thereby get a hint of what it 
is for, by looking at the native machine-code. In many modern programming 
languages, like Java and C#, the source-code is never compiled to native machine-
code when the binary files are created. Instead, the source-code is compiled to 
intermediate-code. The intermediate-code is on a much higher level than native 
machine-code, it is much easier to understand and analyze. A function- or method 
is not replaced by an address in C# but by its proper name. Software developers 
like to use logical names for variables and methods in order to make the source-
code easier to read and understand, making a crackers work much simpler. In 
order to increase the copy-protection of software products written in Java or C#, a 
software developer can use an obfuscator. An obfuscator is a software product 
that replaces logical and readable names, such as variable- and method names, 
with illogical and unreadable names in the source-code of a protected software 
product. For example, the method name “CopyProtectionMethod” can be replaced 
by the name “S123”. The protected software product keeps its structure and 
functionality but the intermediate-code is harder to analyze and understand, 
increasing the effectiveness of the copy-protection. 

• CRC. CRC validation can be used effectively to check if someone has tampered 
with a protected software product. A CRC value of a software product is 
calculated after it is compiled and checks are inserted. If someone tampers with 
some binary file of the protected software product, the CRC value will no longer 
match the CRC value of the original unmodified binary file. 
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• Silent checks. When a protected software product is unlicensed or the license is 
invalid, the end-user is usually informed of this in a clear way. This is great from 
a usability perspective but bad from a copy-protection perspective. It helps a 
cracker to locate the copy-protection mechanism and can be used to measure the 
success of its circumvention or elimination. Informing an end-user when a 
protected software product is unlicensed is unavoidable but informing a cracker 
when tampering or foul-play is detected should be avoided in order to increase the 
effectiveness of the copy-protection.  

 
2.2.2.2 Key Copy-Protection  
Key copy-protection is the simplest copy-protection to implement. Sadly, it is also the 
copy-protection that is easiest to eliminate or circumvent. Key copy-protection is based 
on plaintext keys, sometimes called serial numbers or just serials. The protection is based 
on two algorithms; key generation and key validation. The key generation algorithm 
generates a key from some arbitrary end-user data, such as name and MAC address. The 
key validation algorithm validates that a given key is equal to the generated key. When 
using the software product, the end-user is prompted to enter the data required for key 
generation and the key proving the end-user has the right to use it. The key is usually 
given to the end-user upon purchase of a license for a software product. If the key the 
end-user enters matches the generated key, the software product is licensed and a legal 
copy. 

Key copy-protections are easily eliminated or circumvented by a cracker. Since the 
check for a valid key is present in the software product, a cracker can simply modify the 
verification algorithm so that all possible keys are verified as legal keys. Even worse, a 
cracker can analyze the algorithm responsible for key generation and create a key 
generator. The key generator produces fully valid keys for the protected software product, 
thus enabling the creation of unauthorized licenses that are indistinguishable from 
authorized licenses. 
 
2.2.2.3 Remote Copy-Protection  
Remote copy-protection is an extension of key copy-protection. Instead of generating and 
validating keys in the software product, a remote server is responsible for these tasks. 
Remote copy-protection makes it impossible to create key generators since the generation 
algorithm only is present on the remote server. The code of the generation algorithm can 
not be analyzed by a cracker. Since the software product must check the result of the 
server key validation and then make a decision, it is still possible to modify the product to 
make all keys deemed as legal. Remote copy-protection requires the end-user of the 
software product to have an internet connection. Internet connections are becoming 
common so remote copy-protection is gaining in popularity. The copy-protection 
achieved when using a license server in a software DRM system is a variant of remote 
copy-protection. 
 
2.2.2.4 Encryption Copy-Protection  
Encryption copy-protection encrypts the machine-code of a software product using some 
arbitrary encryption algorithm. The decryption key is tied to a license of the software 
product. When a customer runs a licensed copy of some software product protected by 
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encryption copy-protection, the encrypted machine-code is simply decrypted and 
executed. Without a license or with an invalid license, the machine-code will be 
decrypted to garbage code and not execute properly. Standard encryption copy-protection 
schemes decrypt all the encrypted machine-code of a protected software product as soon 
as it is executed. Runtime encryption copy-protection schemes do not decrypt machine-
code until it is needed. 

Finding the correct key to use when decrypting data can be a very difficult task since 
the key is never generated or validated in the software product. Therefore, a cracker often 
needs to be in possession of a licensed copy of an encryption copy-protected software 
product in order to be able to produce an unauthorized copy. Once the machine-code of 
the software product is properly decrypted in the computers memory, the cracker can 
dump the machine-code to hard-drive and build a new binary file. The decryption 
mechanism is then removed and the encryption copy-protection has been completely 
eliminated. 
 
2.2.2.5 Media Copy-Protection  
The purpose of media copy-protection is to make it difficult to copy the media, usually a 
compact disk, which the software product resides on. Copy-protection is achieved by 
attaching some digital signature to the media or by forcing unreadable errors to be present 
on the media. The software product will not run without the digital signature or errors 
present on the media. In the case of compact disks, a consumer compact disk burner 
cannot copy the digital signature or reproduce the errors, making it difficult to create an 
unauthorized copy of the media and the software product.   

Eliminating or circumventing most media copy-protection schemes is a breeze for 
crackers today. Even though digital signatures and errors are almost impossible to 
reproduce, the software product has to check that the media is a legitimate copy. This is a 
major weakness as a cracker can debug the software product on the media and modify it 
so that it thinks that the media is a legitimate copy. The protection provided by modern 
media copy-protection is often increased by combining it with encryption copy-
protection. 
 
2.2.2.6 Hardware Copy-Protection  
Hardware copy-protection is realized in a device known as a dongle. The dongle is 
connected to a computer’s printer- or USB port and communicates with the software 
product it protects. Both data and small pieces of code can be stored in a dongle. There 
are three different types of dongles: 
 

• License dongle. It contains a license which the software product retrieves and 
validates. If the dongle is connected and the license is valid, the software product 
is licensed and a valid copy. It can be compared to key copy-protection and is 
considered to be a weak protection method in relation to its price. 

• Decryption dongle. It contains a decryption algorithm. Parts of the software it 
protects are encrypted before distribution and are later decrypted by the dongle at 
runtime. Running an unlicensed copy of a software product, meaning without the 
proper dongle, will result in a crash since the code remains encrypted. A 
decryption dongle is considered to offer medium to strong protection. 
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• Program dongle. It contains a part of the software product it protects. The part is 
often some important method essential to the proper functionality of the software 
product. Running the software product without the dongle will result in crashes or 
some essential functionality to be missing. A program dongle is considered to 
offer medium to strong protection. 

 
Dongles were perceived as the perfect copy-protection for a long time. Commercial 
dongle manufacturers boasted that their products provided protection that was impossible 
to eliminate or circumvent. This was a major misconception. Eliminating a license dongle 
protection is as easy as eliminating any copy-protection that relies on the validation of a 
license in software. Decryption- and program dongles provide better protection but can 
be eliminated by skilled crackers. If a cracker is in possession of a decryption- or 
program dongle, the data it contains can be extracted and implemented in software, 
circumventing the copy-protection and removing the need to have the dongle connected 
while the software product is running. 
 
2.3 Lime 
 
The Lime PPC DRM system is based on another system; the Lime DRM system for 
desktop computers, developed by Secureon AB.  

The Lime DRM system is based on client/server architecture. The client 
communicates with a license server (Lime License Server) in order to perform some task. 
The communication takes place using SOAP over HTTPS. SOAP is a lightweight 
protocol for exchange of information in a decentralized, distributed environment. It is an 
XML based protocol that consists of three parts: an envelope that defines a framework for 
describing what is in a message and how to process it, a set of encoding rules for 
expressing instances of application-defined data types, and a convention for representing 
remote procedure calls and responses (W3C 2000). 

The license server is hosted by Secureon AB or the software manufacturer. Several 
web services are exported by the server through SOAP. These web services are used by a 
client to communicate with the server. The server is implemented in PHP and runs on 
Linux with a PostgreSQL database. PHP is a widely-used general-purpose scripting 
language that is especially suited for Web development and can be embedded into HTML 
(PHP Group 2004). PostgreSQL is a highly-scalable, SQL compliant, open source object-
relational database management system (PostgreSQL Global Development Group 2004). 
 

PHP License ServerClient Software SOAP
Postgresql 
DatabasePHP Postgresql Library

 
Figure 2: The Lime DRM system. 

 
A software product using the Lime DRM system can be a software program, a web 
server, a management tool or an existing business system. The system views a software 
product as a collection of components. The components of a software product are defined 
by the software manufacturer. The Lime DRM system validates the right of an end-user 
to use a component before access is granted. 
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The client software (Lime Client library) of the Lime DRM system is a library. The 
library handles the Intellectual Property Asset Usage area. A software manufacturer uses 
the API of the library to integrate the DRM system into a software product. The 
integration can take place within a software program or in the code of a web server. The 
library is written in C# and runs on the .NET platform. It is possible to implement the 
library without GUI in any language that supports SOAP since the complexity lies in the 
client/server communication. 

The library provides copy-protection through CRC validation and encrypted license 
files. The goal with the Lime software DRM system was originally to focus on copy-
protection to prevent piracy but the market is more concerned with easy and effective 
rights management so the focus shifted. 

A license in the Lime DRM system consists of a serial number, a password and a 
collection of component licenses. The serial number uniquely identifies the license in the 
DRM system. The password is optional but can be used to limit license access. A license 
containing no component licenses is invalid. A component license is a license to use a 
component in a software product and it can only be used by a limited number of end-
users concurrently. The trial-, full- (locked) and lease license types are supported by a 
component license. A component license can also be floating.  

No license is available when an end-user starts a software product, using the Lime 
DRM system, for the first time. The end-user must acquire the right to use the software 
product in some way. If the end-user does not have the serial number, and password if 
applicable, of an existing license, a license must be purchased through the client software 
by invoice or credit card. When purchasing a license for a software product, the end-user, 
now called a customer, must choose which components to include in the license. Not all 
the components of a software product need to be included in the license. The customer 
must specify a license type and the desired number of installations, or users, of each 
included component license. Once purchased, the license is created and stored in the 
database (Lime Database) of the license server used by the software product. The serial 
number of the license is created automatically and can be distributed to end-users for 
access to use the license. An Internet connection is not required to purchase a license. An 
end-user can contact a sales department and give them the required information by mail 
or by phone. The license can then be sent to the end-user in any way. 

In order to use a license for a software product, an end-user must create a license 
installation through the client software, using the serial number, and password if 
applicable, of the license. A license installation consists of a license file and a number of 
component license installations. The license file contains the component license 
installations and is installed locally on the desktop computer together with the software 
product. The component license installations are created in the database of the license 
server. Not all component licenses of a license must be part of a license installation. An 
end-user can choose to only include component license installations for the components 
the end-user wishes to use. Component license installations can not be created for 
component licenses which already have the maximum number of installations. 
When a license has been installed for a software product, the components of the software 
product can be used according to the component licenses installations of the license 
installation. The license server is contacted every time that the client software wants to 
verify that the end-user has a valid license installation or access to a component. The 
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verification can be performed locally, using the license file, when the license server is 
unreachable. 

Some larger companies use a lot of different software products. A license is 
frequently tied to each software product. Handling all the licenses is a job for the license 
administrator. In the Lime DRM system, a license administrator can use the end-user 
license manager to control the number of license that the company possesses and 
purchase new licenses. 

Many persons within a software manufacturer company may need to have access to 
and modify the data in the database of the license server. This is done using the 
manufacturer version of the license manager. Using the manufacturer license manager, it 
is possible to add new products, retrieve information about licenses, add new licenses, 
remove licenses and modify business rules.  

There are three major differences between the Lime DRM system and a typical DRM 
system. 
 

• Content server. The Lime DRM system does not use a content server. A software 
manufacturer must distribute a software product independently of the DRM 
system. Secureon AB considers viral distribution to be beneficial and the lack of a 
content server makes the DRM system cheaper to operate. All business rules are 
stored at the license server. 

• Payment- or billing server. Payment- and billing functionality is built into the 
license server of the Lime DRM system. 

• Local license files. Secureon AB does not consider the internet connectivity of the 
world to be high enough to only use remote licenses. 

 
2.4 .NET 
 
Everything except the license server in the Lime DRM system is implemented in C# and 
runs on the .NET platform. The programming interface and runtime library used is the 
.NET Framework. The .NET Framework is a development and execution environment 
that allows different programming languages and libraries to work together seamlessly to 
create Windows based applications that are easier to build, manage, deploy, and integrate 
with other networked systems (Microsoft 2004d). The .NET Framework is not available 
on mobile devices. A subset called the .NET Compact Framework is available instead. 
The Lime PPC DRM system uses the .NET Compact Framework. It would be difficult to 
explain what the .NET Compact Framework is without first explaining what .NET is. 

.NET is Microsoft’s new version of its programming interfaces and developer tools. It 
is a branding that is supposed to cover all the different parts of a larger strategy. 
According to Microsoft, .NET is just as important to them as the Windows operating-
system. However, unlike Windows, the driving force behind .NET is not a user-interface 
but the unification of older technologies to support the future of high-bandwidth, 
network-centric computing. 

Three different applications are found when scratching the surface of .NET; windows 
forms, web forms and web services. The first two application classes differ from each 
other in the user-interface and in the delivery mechanism for that user-interface. 
Windows forms applications runs as standalone client applications while web forms 
applications runs from within a web browser. The last application class, the web service, 
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has no user-interface. Instead it describes a headless application that supports the two 
other types of application classes. 

.NET introduces a new programming model for the Windows operating-system. The 
essence of .NET can be found in the programming interface. It extends from small-screen 
mobile and embedded devices, though the personal computer up to server-scale systems. 
Software development is unified across a wide range of device classes in .NET and it 
incorporates a broad set of application types through a number of core elements. 
 

• The Common Intermediate Language (CIL). Whenever you compile your code in 
.NET, regardless the language you choose, it is converted to Intermediate 
Language which is also known as Microsoft Intermediate Language or Common 
Intermediate Language (Saamers 2003). CIL makes a .NET executable 
independent of a specific CPU family, making a .NET executable very portable, 
just like an executable in Java. The conversion from CIL to native machine-code 
is done at runtime, on a per-function basis. The process is called “JITing” and is 
performed by the Just-In-Time compiler. 

• The Common Language Runtime (CLR). CLR refers to a set or services that 
support .NET executables. Among the services that the runtime provides are the 
loading of an executable into memory, the JITing of its CIL to native machine-
code and the allocation and de-allocation of objects. The last services can be very 
beneficial to developers and is known as automatic garbage collection. 

• The Common Language Specification (CLS). CLS defines a set of standards that 
allow a wide range of programming languages to interoperate with each other. For 
example; a library written in C# can be called from a Visual Basic .NET program 
and vice versa. 

• The Common Type System (CTS). CTS define a standard set of types supported by 
all .NET compatible compilers, enabling .NET executables to interoperate 
between executables built from different languages. 

• The Common Language Infrastructure (CLI). CLI contains the information 
required for building .NET compatible compilers, debuggers and other tools. 

 
.NET code is sometimes referred to as managed code. From the developer point of view, 
its most important feature is that data is managed by the runtime. The code is managed as 
well by verifying that bad memory pointers do not occur. Windows API code is 
sometimes referred to as unmanaged code. 

The most fundamental structure in a .NET application is the .NET Assembly. A .NET 
executable stores the metadata (“data about data”) of the physical executable within the 
actual executable itself. This new approach was taken to remove the complexities of the 
old COM model and has imposed a new structure on the way that Windows executables 
are packaged; the Assembly. Unfortunately, .NET’s use of metadata makes reverse 
engineering orders of magnitude easier than with native code (Pietrek 2004). 

The .NET runtime classes define a set of data, methods and functionality that is 
developed against for user-interface, data and messaging operations. These .NET classes 
are organized in to a structure of namespaces, hierarchical and nested groupings of 
common functionality. 
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2.4.1 .NET Compact Framework 
 
Windows CE is the operating system running on the Pocket PC devices targeted in this 
report. The result of combining Windows CE and the .NET platform is the .NET 
Compact Framework. At its heart, .NET is about a runtime that supports a certain set of 
features. The .NET Compact Framework is Microsoft’s runtime for Windows CE 
powered platforms. The .NET Compact Framework's managed code and XML Web 
services enable the development of secure, downloadable applications on devices such as 
personal digital assistants, mobile phones, and set-top boxes (Microsoft 2004g). 

The .NET Compact Framework is a subset of the full version of the .NET 
Framework, the Microsoft suite of development tools and services, meaning that only a 
few of the runtime classes of the .NET Framework are available in the .NET Compact 
Framework. The functionality of the .NET Compact Framework targets the Pocket PC 
specification and as such the goal is that it only implements the functionality best suited 
to a device with limited CPU power, memory and internet connectivity (Mitchell 2001). 

The .NET Compact Framework provides all the support needed to build programs 
most of the time. However, sometimes a developer might want to do something that the 
.NET Compact Framework does not support but that a function in a Win32 DLL can do. 
This is especially true in the .NET Compact Framework since many powerful features of 
the .NET Framework are missing. Platform Invoke, also known as P/Invoke, is a feature 
used to call functions in unmanaged DLLs. P/Invoke connects managed code and 
unmanaged code. In other words, it provides a way for a .NET Compact Framework 
Assembly to call native operating system functions. Using P/Invoke can be very difficult, 
translating types and structures between managed and unmanaged code is not trivial, but 
fortunately there are good resources available online (Microsoft 2004e). 

It is not possible to call managed code from unmanaged code by any conventional 
means. It is possible, however, by using some unconventional “hacks”. 
 
2.4.2 C# 
 
The programming language used when developing the Lime PPC DRM system is C#. C# 
is a simple language for developers targeting the .NET platform. It tries to include the 
best features of C++ and Visual Basic while avoiding the shortcomings of those 
languages.  

When developing software using some programming language, it is very important to 
know what features that language offers in order to produce a good design. C# includes 
many new features that do not exist in any other major language today. 
 

• A developer can decide if an expression should be checked for overflow using the 
checked or unchecked keywords. 

• Methods can take a variable number of arguments by specifying that the argument 
should be of params type. 

• The using statement creates an exception-safe block of statements. If something 
goes wrong, an object declared within a using statement is disposed/deallocated 
and all resources held by the object are released, removing the need to write 
explicit cleaning-up code. 
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• Get- and set accessories is a mix of a logical field and methods. A field is a 
member variable of a class or struct in C#. 

• A delegate is an abstraction of a method. It handles events and can be compared 
to function-pointers in other languages. 

• The unsafe keyword allows the developer to bypass the need to write managed 
code. For example, the developer can use C-style pointers in an unsafe statement. 
Pointers are considered to be dangerous and are not allowed in managed code. 

 
There are several tools available for C# development. The tool used when developing the 
Lime PPC DRM system is Microsoft Visual Studio .NET 2003 (Microsoft 2004c). 
Microsoft Visual Studio .NET 2003 is an Integrated Development Environment (IDE) 
supporting mobile development by supplying emulators for Pocket PC and Windows CE, 
thus removing the need for owning a real device. For developers who do not want to 
purchase a license for Microsoft Visual Studio.NET 2003, there are a few good open-
source compilers available that have become popular. One example is the Mono Project. 
Mono is a comprehensive open source development platform based on the .NET 
framework that allows developers to build Linux and cross-platform applications (Novell 
2004). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Chapter 2: Background 
 

 
 28

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Chapter 3: Feasibility Study 
 

 
 29

3 Feasibility Study 
 
The purpose of the feasibility study was to evaluate if it is feasible to develop a DRM 
system for mobile software products. The feasibility study resulted in four deliverables; a 
Project Plan, a Requirement Specification, a Time and Resource Plan and a Software 
Quality Assurance Plan. The deliverables made it possible to make an educated decision 
to stop or proceed with the Lime Mobile Pocket PC project by providing answers to the 
feasibility questions posed at the start of the study: 
 

• What is the Lime Mobile Pocket PC project? The Project Plan contains a 
definition and description of the project. 

• Is there a market for a DRM system for mobile software products running on 
Pocket PC devices? The Project Plan contains a market analysis. 

• Is it technically feasible to develop a DRM system for mobile software products 
running on Pocket PC devices? The Project Plan contains anticipated problems 
and solutions while the Requirement Specification contains a system overview. 

• What requirements should be put on the DRM system? The Requirements 
Specification defines required product functions and requirements. 

• How should the DRM system be developed and how can it be finished with the 
available resources? The Project Plan describes the development process and the 
Time and Resource Plan describes how the available resources can be used to 
finish the project. 

• How do we ensure a high quality of the DRM system? The Software Quality 
Assurance Plan describes the quality assurance process. 

 
The feasibility study was evaluated after completion. The answers to the feasibility 
questions indicated that it was feasible to develop the Lime PPC DRM system. The 
decision to proceed with the project and create a design of the DRM system was taken in 
agreement with the project leader. 

The parts of the feasibility study that are relevant to this report are the Project Plan 
and Requirements Specification. The Time and Resource Plan describes how the budget, 
consisting of 21 weeks or 4200 hours for one person, and resources were used to finish 
the project. The Software Quality Assurance Plan describes a standard software quality 
assurance process and is not very interesting. 
 
3.1 Project Plan 
 
The purpose of the Project Plan is to provide a starting point and a base for the Lime 
Mobile Pocket PC project. It answers the following questions: 
 

• What is the Lime Mobile Pocket PC project? 
• Is there a market for a DRM system for mobile software products running on 

Pocket PC devices? Are there any competitors? 
• What is the project vision? 
• How are the project members organized? 
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• What problems are likely to be encountered during the development process? 
How can they be solved? 

• What are the goals of the project? When is the project considered to be a 
success? 

• What will be produced during the project? 
• What activities take place during the course of the project? What phases are 

there? 
 
The last section in the Project Plan chapter is an evaluation of the deliverable done after 
project completion. 
 
3.1.1 Background 
 
The mobile software market is evolving and expanding rapidly. DRM is needed for any 
software market to succeed commercially. The Lime Mobile Pocket PC project is an 
attempt to develop a DRM system for mobile software products running on Pocket PC 
devices based on the existing Lime DRM system for desktop software products. There 
are several different types of Personal Digital Assistant (PDA) mobile devices available 
but the decision was taken to focus on Pocket PC devices running the Windows Mobile 
operating-system after an extensive research phase. The DRM system will be developed 
using the .NET Compact Framework and Pocket PC devices are the only mobile devices 
supporting that technology today. 
 
3.1.2 Business 
 
A software DRM system is useless without software products using it. In order for the 
Lime PPC DRM system to be commercially successful, the market for mobile software 
products has to be strong, especially for Pocket PC devices. Furthermore, it is preferable 
if the market is not saturated with competing DRM systems. If there are a lot of 
competitors, it will be very important to make the Lime PPC DRM system clearly 
distinguishable from the rest. 
 
3.1.2.1 The Market  
The market for mobile software products is a young market. If the Lime PPC DRM 
system is to be commercially successful at completion, the market has to be strong 
already. There must be a lot of potential customers. If the market is weak, there is still 
hope. The notion that the market will grow a lot in the coming years is not without merit, 
especially with the emergence of the mobile workplace. For example; Skyscape estimates 
that more than 50% of the doctors in the USA used a mobile device in their daily work 
during 2003 (Kairer 2003). 

Before analyzing the market for mobile software products, by looking at the state of 
the mobile software download economy, a hint about its health can be given by looking at 
the market for mobile devices. If the market for mobile devices is strong, so should the 
market for mobile software products be. A mobile device is useless without supporting 
software products.  
 



Chapter 3: Feasibility Study 
 

 
 31

• Canalys, a company providing the high-tech industry with analyzes of the mobile 
device market, estimates that over 600,000 Pocket PC devices (mobile devices 
running the Windows Mobile operating-system) were shipped in Europe, the 
Middle East and Africa in Q1 2004 (Canalys.com 2004). That represents a growth 
of 64% from Q1 2003. 

• IDC, a global market intelligence and advisory firm in the information technology 
and telecommunications industries, states that the market for mobile devices in 
Europe grew by 25.6% in Q1 2004. Pocket PC devices (mobile devices running 
the Windows Mobile operating-system) had 23.9% of the market and a total of 
393,105 units were sold (Kairer, 2004). 

• The Aberdeen Group, a market analysis firm, suggests that Pocket PC devices 
will be the leading mobile device on the market in 2005 (Thurrott 2001). 

• The Zelos Group, a research firm, predicts that global sales of SmartPhone 
devices will grow from 30.4 million units in 2004 to 291.8 million units in 2008 
(PocketPCcity 2004). 

 
The data indicates that the market for mobile devices is strong already but will grow 
more in the years to come. Pocket PC devices have a quarter of the market right now and 
will have over half of the market in 2006. SmartPhone devices will dominate the market 
in the future as people start looking for more functionality in a mobile phone. A 
Smartphone is simply a mobile device with PDA- and phone functionality. Judging by 
the market for mobile devices, the future looks very bright for Pocket PC software 
products. 

Handango is a publisher for mobile software. They publish and offer over 35,000 
software products for download from companies such as Nokia, Motorola, Sprint, T-
Mobile, O2, Orange SA, Cingular Wireless, Palm, Microsoft, Sony, HP, Kyocera 
Wireless, Handspring, Sharp Electronics, Casio and more than one hundred others. They 
also release a monthly and quarterly report, called the Yardstick, of the state of the 
mobile software download economy. A graph outlining the number of new software 
manufacturers and software products entering the market between Q1 2003 and Q1 2004 
can be seen below. 
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Graph 1: Yardstick data Q1 2003 – Q1 2004. 

 
• The Yardstick for Q1 2003 reports that 1015 new software manufacturers entered 

the market and the number of new mobile applications appearing on the market 
was 7467 (Handango 2003a). The average number of applications bought by users 
of over 100 mobile download sources powered by Handango was 2.14, an 
increase of 0.04 applications compared to the last quarter. 

• The Yardstick for Q2 2003 reports that 1003 new software manufacturers entered 
the market and the number of new mobile applications appearing on the market 
was 5410 (Handango 2003b). The average number of applications bought by 
users of over 100 mobile download sources powered by Handango was 2.10, a 
decrease of 0.04 applications compared to the last quarter. 

• The Yardstick for Q3 2003 reports that 950 new software manufacturers entered 
the market and the number of new mobile applications appearing on the market 
was 6480 (Handango 2003c). The average number of applications bought by users 
of over 100 mobile download sources powered by Handango was 2.06, a decrease 
of 0.04 applications compared to the last quarter. 

• The Yardstick for Q4 2003 reports that 937 new software manufacturers entered 
the market and the number of new mobile applications appearing on the market 
was 4961 (Handango 2004a). The average number of applications bought by users 
of over 100 mobile download sources powered by Handango was 2.13, an 
increase of 0.07 applications compared to the last quarter. 
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• The Yardstick for Q1 2004 reports that 953 new software manufacturers entered 
the market and the number of new mobile applications appearing on the market 
was 4634 (Handango 2004b). The average number of applications bought by 
users of over 100 mobile download sources powered by Handango was 2.19, an 
increase of 0.06 applications compared to the last quarter. 

 
The data indicates that the market has grown a lot in 2003 and Q1 2004. There are many 
new software manufacturers entering the market each quarter. The number of new mobile 
applications appearing on the market is generally decreasing each quarter, indicating that 
the market is becoming stable. Software manufacturers have experimented and produced 
a number of applications that have become popular. Instead of building new applications, 
the software manufacturers are updating and improving the popular applications. 

A total of 4858 new software manufacturers entered the market and a total of 28952 
new mobile applications appeared on the market from Q1 2003 to Q1 2004. The market 
is large and there should be a lot of potential customers of the Lime PPC DRM system 
 
3.1.2.2 The Competition  
Research indicates that there are no software DRM systems available on the mobile 
software market yet. Competition for the Lime PPC DRM system seems to be 
nonexistent for the time being. However, software DRM systems for mobile software 
products can be expected to appear from Macrovision Corporation (Macrovision 2004) as 
they are one of the leading DRM system providers for desktop computers.  
 
3.1.3 Vision 
 
The Lime PPC DRM system will become the leading software DRM system for Pocket 
PC devices through its great value to both software manufactures and end-users. It will 
increase revenue and the level of control of a software product for software 
manufacturers while making licensing easy and safe for end-users. 
 
3.1.4 Organization 
 
The project team consists of the following people: 
 

Stefan Kallin – Researcher and developer 
Jonas Svensson - Technical supervisor at Secureon AB 

Niklas Hansson - Project leader at Secureon AB 
Richard Torkar - Project supervisor at Secureon AB 

 
Stefan Kallin is responsible for designing and developing the Lime PPC DRM system. 
The technical supervisor has an advisory role and reviews all the deliverables, including 
the design of the DRM system and all produced code. The project leader makes all the 
important decisions regarding the project. The project supervisor gives feedback and 
reviews deliverables. All deliverables must be approved by the project supervisor before 
they are accepted. 

There are also three software developers at Secureon AB available to help with 
reviews and testing. A software developer at a company in the industry, a mobile 
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software manufacturer, is available to give suggestions and feedback regarding the 
functionality and design of the DRM system. The software developer will also be 
involved in the testing of the DRM system by having end-users of a commercial software 
product evaluate the DRM system and perform a cooperative evaluation with some of the 
end-users. The company is a potential customer of the Lime PPC DRM system. 

The DRM system is developed in a process where the deliverables develop 
constantly. An iterative process makes it possible to iron out bugs in the implementation 
at a relatively early stage and allows for the refining of documentation as the project 
moves along. A system is never finished in some sense and evolves constantly, so should 
the documentation.  
 
3.1.5 Problems 
 
The Pocket PC is a computer at heart. It uses a Microsoft Windows operating-system and 
can run many popular programs such as Word and Excel. Pocket PC device 
manufacturers are putting a lot of effort into making the devices appear as general 
consumer electronic devices to the public eye. It makes sense as many people do not want 
to purchase a mobile computer; they want a mobile electronic assistant with high 
usability. High usability is not normally associated with computers.  

Even though it is a computer, a Pocket PC device is very different from a desktop 
computer. If this was not the case, it would be possible to use the Lime DRM system as it 
is. The differences create a lot of problems, and they can have a major negative impact on 
the functionality and quality of a DRM system. 
 
3.1.5.1 Processing Power  
The processing power of a Pocket PC device is low compared to a desktop computer. The 
typical speed of a Pocket PC processor is in the range of 100-400 MHz. while speeds of 
processors in desktop computers can reach over 3 GHz today. DRM systems typically use 
complex copy-protection mechanisms requiring a lot of processing power. This is also 
the case with the Lime DRM system. Software manufacturers of mobile software 
products need as much processing power as possible for their products at runtime. As a 
consequence, new copy-protection mechanisms might need to be designed and 
implemented in order for the Lime PPC DRM system to not have a negative effect on the 
performance of a software product at runtime. Furthermore, other operations requiring a 
lot of processing time, such as encryption and decryption, might have to be redesigned or 
removed entirely. 
 
3.1.5.2 Memory  
A Pocket PC device contains a small amount of memory, typically 32-128 MB. Modern 
desktop computers contain 256-1024 MB of memory. Memory is a precious resource on 
Pocket PC devices and mobile software manufacturers often struggle to keep the memory 
usage of their products at a minimum. Keep in mind that everything on a Pocket PC 
device is stored in RAM, including all installed software and other files. Binary files must 
be kept as small as possible in order to save storage space and memory resources at 
runtime. To achieve binary files of minimum size, software developers try to exclude 
“eye-candy” and redundant or non-required functionality from Pocket PC software 
products. The Lime DRM system contains a lot of functionality of which some might 



Chapter 3: Feasibility Study 
 

 
 35

have to be removed from the Lime PPC DRM system in order to keep the memory- and 
storage space requirements as low as possible. Another alternative is to move some of the 
functionality to a part of the Lime PPC DRM system running on a desktop computer. The 
Lime PPC DRM system can not be allowed to have a substantial negative effect on the 
memory- or storage space requirements of a software product. 
 
3.1.5.3 Mobility  
A Pocket PC device is highly mobile in contrast to a desktop computer. The main selling 
point of a Pocket PC device is its mobility. People purchase mobile devices in order to be 
able to be mobile themselves while performing some task or working. However, mobility 
is both a blessing and a curse, especially when it comes to DRM systems.  

Modern DRM systems require an internet connection for licensing and license 
validation at runtime. Mobile devices are not connected to the internet all the time. An 
environment has to be equipped with mobile internet connectivity facilities if a Pocket 
PC device is to be able to connect to the internet while being in that environment. A 
popular solution is WLAN but Bluetooth can also be used. Mobile devices are, 
unfortunately, a quite new phenomenon so environments, in general, do not yet offer the 
required facilities for mobile internet connections. Even if the current environment 
supports mobile internet connections, a Pocket PC device is mobile and might soon be in 
a different environment without mobile internet connection facilities.  

The bottom line is that an existing mobile internet connection can not be a 
requirement in a DRM system for mobile software products, not even during licensing. 
Unfortunately, using a telephone or conventional mail for licensing is cumbersome and 
error prone while licensing using the internet is easy and safe. End-users have become 
accustomed to using the internet for licensing and expect this functionality from a 
modern DRM system. The conflict is easily spotted. In order to meet the expectations of 
end-users, a DRM system for mobile software products has to get around the poor 
internet connectivity of mobile devices somehow. Licensing using the internet has to be 
the main way of licensing a software product in the Lime PPC DRM system. A solution 
to the internet connectivity problem is to move the licensing part (purchasing license, 
installing license etc.) from the client software of the Lime DRM system to a part of the 
Lime PPC DRM system running on a desktop computer where internet connections are 
common. License validation can be solved by using locally installed license files and 
perform local license validation when needed, just like in the Lime DRM system. 
 
3.1.5.4 Storage  
A standard Pocket PC has no permanent storage; everything is stored in RAM. The 
operating system is stored in ROM. Flash cards with permanent memory are available but 
not a standard accessory. Desktop computers use hard-drives for permanent storage. 
When the battery of a Pocket PC device runs out, all the information contained in the 
RAM memory disappears, including all installed software products and files. In a DRM 
context, all installed license files are lost. End-users typically recharge the battery of their 
Pocket PC devices at the end of the work day or when they go to bed but a battery will 
run out sooner or later. Requiring an end-user to purchase a new license for any already 
licensed product when the battery runs out is unacceptable. The Lime DRM system does 
not have this problem since all installed license files are stored on hard-drive. One 
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possible solution is to make the Lime PPC DRM system store end-user identification 
information together with the component license installations in the database of the 
license server. The unique device id of every Pocket PC device can be used to identify an 
end-user. When the battery runs out, an end-user could just reinstall a software product 
and choose to install the existing component license installations during licensing. The 
license server would know which component license installations belong to the end-user 
and could recreate and reinstall the lost license file automatically. 
 
3.1.5.5 Presentation  
A standard Pocket PC device has a 240x320 TFT screen, capable of displaying 65536 
colors. A modern desktop monitor supports resolutions up to 1920x1440 and can display 
a nearly infinite number of colors depending on the graphic-card used. All windows are 
displayed in full-screen mode on a Pocket PC device. Once a window in a software 
program is opened, it can not be closed from within the program, it can only be 
minimized. DRM systems typically require rather complex graphical user-interfaces. 
Complex graphical user-interfaces are hard to produce on Pocket PC devices if they are 
to have a high usability. One possible solution is to move the parts of the Lime PPC 
DRM system that require a complex graphical user-interface to a desktop computer. The 
solution avoids the problems involved with creating a complex graphical user-interface 
with a high usability for Pocket PC devices entirely. 
 
3.1.5.6 Input  
A desktop computer uses a mouse and keyboard for input. A Pocket PC device uses a 
stylus and buttons for input. The buttons on Pocket PC devices are generally shortcuts to 
different functions or used for simple navigation. A stylus is used very much like a 
computer mouse resulting in end-users learning how to use it very quickly. While the 
stylus is used to interact with the graphical environment of a software product, it is also 
used for text input. A virtual computer keyboard can be displayed on the screen of a 
Pocket PC device, letting an end-user enter text by pressing on graphical buttons 
representing characters. Character recognition is also available, letting an end-user 
simulate the writing of text on the screen. While it is possible to learn to use a stylus for 
text input, it is a slow and error prone process to enter a large amount of text. It is very 
different from using a computer keyboard. DRM systems typically require quite a lot of 
text input from an end-user, especially during licensing operations. To solve the problem 
of having end-users enter a large amount of text using a stylus, the licensing part of the 
Lime PPC DRM system can be moved to a desktop computer where a keyboard is 
available. 
 
3.1.5.7 Operating System  
The base operating-system running on Pocket PC devices is Windows CE. Windows CE 
contains a subset of the functionality found in Windows operating-systems for desktop 
computers. The API of all Windows operating-systems is the same but the WinCE API 
has been slimmed down in order to perform adequately on mobile and embedded devices. 
Some functionality of the Lime DRM system that calls the Win32 API directly might 
have to be redesigned or removed from the Lime PPC DRM system. 
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3.1.5.8 .NET  
A Pocket PC device uses the .NET Compact Framework while a desktop computer uses 
the .NET Framework. The Lime PPC DRM system will be implemented using the .NET 
Compact Framework. Since the Lime DRM system runs above the .NET Framework and 
the .NET Compact Framework is a subset of the .NET Framework, the functionality of 
the Lime DRM system that requires features exclusive to the .NET Framework will have 
to be redesigned or removed from the Lime PPC DRM system. 
 
3.1.5.9 Combination of Problems  
The problems are not daunting by themselves. However, the combination of all the 
problems results in making the development process DRM system for mobile software 
products running on Pocket PC devices into a complex and demanding task. One has to 
tread lightly and think hard before making any decisions. A lot of effort has to be spent 
on gathering and evaluating requirements for the Lime PPC DRM system in order to 
allow for the solution of all the problems while still having a coherent and logically 
sound design and system in the end. 
 
3.1.6 Goals 
 
The project documentation must state what problems where encountered during the 
development process and which of them, if any, that have not been solved. 
The project has four goals. The result of the project is acceptable if the first, second and 
third goals are achieved. Both the third and fourth goals can fail if the decision is taken to 
abort the project after evaluating the feasibility study and still be considered a success. 
 
3.1.6.1 Knowledge  
The first goal is to acquire the knowledge required for development of DRM system for 
mobile software products running on Pocket PC devices, based on the Lime DRM 
system, using the .NET Compact Framework. It would be impossible to develop the Lime 
PPC DRM system without knowing what DRM is, how the Lime DRM system works 
and how to develop for Pocket PC devices using the .NET platform. 
 
3.1.6.2 Feasibility Study  
The second goal is to determine if it is feasible to create a DRM system for mobile 
software products running on Pocket PC devices. A feasibility study must be executed. A 
decision to go ahead with the project or abort the project is taken when the feasibility 
study has been completed and evaluated. 
 
3.1.6.3 Prototype  
The third goal is to create a “proof-of-concept” or prototype of the Lime PPC DRM 
system. The system has to be designed using UML and implemented in code. UML is a 
modeling language that helps a software developer specify, visualize, and document 
models of software systems, including their structure and design, in a way that meets all 
requirements (UML.org). 
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3.1.6.4 Product  
The fourth goal is to create a product of the Lime PPC DRM system. The product must 
be polished enough to sell. 
 
3.1.7 Document and Deliverable Plan 
 
Stefan Kallin is responsible for all project documentation and deliverables. The main 
deliverables are: 
 

• Project Plan (first draft) 
• Requirement Specification (first draft) 
• Time and Resource Plan (first draft) 
• Software Quality Assurance Plan (first draft) 
• Design Specification (first draft) 
• Test Plan (first draft) 
• Lime PPC DRM system alpha prototype  
• Lime PPC DRM system beta prototype 
• Lime PPC DRM system final prototype 
• Preliminary version of the project documentation 
• Final Project Report 
• Lime PPC DRM system alpha product  
• Lime PPC DRM system beta product 
• Lime PPC DRM system final product 
• Final version of the project documentation 

 
3.1.8 Activities and Phases 
 
There are four main phases in the project and they all contain a variety of activities. 
The initial research phase contains a lot of reading of available documentation for the 
Lime DRM system and the .NET Compact Framework. No deliverables are produced 
during the phase, instead the focus lies on understanding the Lime DRM system and 
learning how to develop for Pocket PC devices using the .NET Compact Framework. 
Different development tools are explored and the hardware and software required for a 
successful completion of the project is determined. The completion of the phase is a 
milestone in the project. 

The general project direction and system structure is decided during the feasibility 
phase. The activities consist mainly of research using available documentation and 
possible customers. It is very important to find out what the market expects from a DRM 
system for mobile software products running on Pocket PC devices and what 
functionality customers want. A software developer at a company in the industry is 
available to give suggestions and feedback regarding the functionality and design of the 
DRM system. The deliverables Project Plan, Time and Resource Plan, Requirement 
Specification and Software Quality Assurance Plan are produced during the phase. The 
completion of the phase and all deliverables produced during it are milestones in the 
project. 

The design phase aims to create a design of the Lime PPC DRM system on paper. 
The design is the base of the actual implementation of the prototype. UML is used as a 
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tool to design the system. The deliverables Design Specification and Test Plan are 
produced during the phase. The completion of the phase and both deliverables are 
milestones in the project. 

In the implementation phase, the Lime PPC DRM system is implemented in several 
iterations. An alpha and beta version of the prototype are implemented in order and tested 
separately. A beta version of the prototype is to be implemented before the alpha version 
has been tested extensively. When the beta version of the prototype is completed, 
including testing, a final version is implemented. The Final Project Report and a 
preliminary version of the project documentation are completed before the 
implementation of the actual product begins. The implementation of the product follows 
the exact same pattern as the implementation of the prototype with alpha and beta version 
with separate testing. The completion of all prototype versions, product versions, test 
phases, the Final Project Report and project documentation are milestones in the project. 
 
3.1.9 Report Plan 
 
The project status, ideas and changes to the system design is discussed at frequent 
meeting within Secureon AB. Business related issues are mainly discussed with the 
market department and technical related things are discussed with the development 
department. Reports are given verbally at the meetings but notes must be taken because 
important things and bright ideas are easily forgotten.  
 
3.1.10 Risks 
 
There are several risks associated with Lime Mobile Pocket PC project as the market for 
Pocket PC software products is very young. Pocket PC devices are also relatively slow 
and low performing as far as computers go and might not be able to support advanced 
DRM system functionality such as copy-protection. Strong copy-protection is a 
requirement in any DRM system and the struggle to create an effective and resource 
cheap protection mechanism can not be lost. 
 

• Risk: The market for Pocket PC software products is not large enough to make the 
effort worth while. 
Estimated Probability: 1 (1-5). The market is strong already and the mobile 
workplace revolution is taking place right now. 
Severity: 5 (1-5). The project might have to be stopped. 
Action: Make a decision about aborting the project or continue in the hope that 
the market will grow. 

• Risk: Software manufacturers will have a hard time integrating the DRM system 
into a software product. 
Estimated Probability: 1 (1-5). Software manufacturers are experienced software 
developers and should not have any problems integrating the Lime PPC DRM 
system into a software product. 
Severity: 2 (1-5). Additional time and resources have to be put into the project. 
Action: Redesign the system and/or create better support- and help files. 

• Risk: End-users of software products will have a hard time using the DRM 
system. 
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Estimated Probability: 2 (1-5). High usability for end-users is a high priority in 
the Lime PPC DRM system. 
Severity: 2 (1-5). Additional time and resources has to be put into the project. 
Action: Redesign the system and/or create better support- and help files. 

• Risk: The processing power of a standard Pocket PC device is too low to support 
the desired copy-protection and licensing functionality of the DRM system at 
runtime. 
Estimated Probability: 3 (1-5). Example: The existing Lime DRM system uses 
CRC validation in the copy-protection process. CRC validation requires a lot of 
processing power. 
Severity: 4 (1-5). Example: If effective copy-protection methods have to be 
removed, the (actual and perceived) effectiveness and value of the DRM system 
decreases. Additional time and resources have to be put into the project to develop 
new and effective protection mechanisms, which require less processing power at 
runtime. 
Action: Redesign the system or get rid of the functionality that uses a lot of 
processing power.  

• Risk: The memory resources available on a standard Pocket PC are not enough to 
support the Lime PPC DRM system without having a negative effect on a 
software product at runtime. 
Estimated Probability: 1 (1-5). The DRM system binary is expected to be small. 
Severity: 3 (1-5). Non-vital functionality would have to be removed, thus 
decreasing the value of the DRM system.  
Action: Redesign the system and remove some of the non-vital functionality in 
order to free up memory resources at runtime. 

• Risk: Parts of the Lime DRM system (such as license server and database) will 
have to be modified or redesigned in order to support the Lime PPC DRM system. 
Estimated Probability: 5 (1-5). The Lime DRM system and the Lime PPC DRM 
system have different requirements and exist in different environments. Naturally 
the required functionality from, for example, the license server will differ. 
Severity: 1 (1-5). Small modifications or additions to the existing Lime DRM 
system are to be expected. 
Action: Modify the Lime DRM system to support the Lime PPC DRM system. 

• Risk: The bandwidth available when a Pocket PC device is connected to the 
internet by any means is not enough to support the communication between the 
Lime PPC DRM system and a license server in an acceptable way during license 
validation. 
Estimated Probability: 1 (1-5). WLAN and Bluetooth offer relatively high 
bandwidth and should support web service communication without any problems. 
Severity: 1 (1-5). Local license validation is expected to be the dominating 
method of validating a license because of the poor internet connectivity of Pocket 
PC devices. 
Action: Put more effort into developing local license validation. 

• Risk: It will not be possible to uniquely identify Pocket PC devices and end-users 
(required for identifying component license installations belonging to an end-
user). 
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Estimated Probability: 2 (1-5). Some Pocket PC devices running Windows 
Mobile 2002 do not support a unique device id. 
Severity: 4 (1-5). An end-user would have to store a copy of each installed license 
file on a desktop computer. This is error prone and cumbersome for the end-user. 
Action: Redesign the DRM system and create new support- and help files for end 
users. 

• Risk: It is not possible to implement all the functionality of the Lime DRM 
system on a Pocket PC device using the .NET Compact Framework. 
Estimated Probability: 5 (1-5). The .NET Compact Framework contains only a 
small subset of the .NET Framework used by the Lime software DRM system. 
Severity: 2 (1-5). It is very likely that functionality not possible with the .NET 
Compact Framework is possible to implement using the unmanaged WinCE API 
of Windows CE.  
Action: Redesign the system and remove the functionality that is not possible to 
implement using the .NET Compact Framework or the WinCE API. 

 
3.1.11 Evaluation 
 
It was originally thought that there was a large market for a DRM system for mobile 
software products running on Pocket PC system. After being in contact with many 
Swedish manufacturers of mobile software products, the conclusion is that the Lime PPC 
DRM system is ahead of its time. Mobile software products of today consist mainly of 
entertainment products, such as games, and small applications, such as notepads and 
calendars. Software manufacturers do not need an advanced DRM system when selling 
this type of software. The software products are often relatively cheap and do not contain 
different components. End-users prefer simple licenses that give them the full right to use 
a mobile software product on any device at any given time. It is, quite frankly, not worth 
the investment to purchase a complex DRM system at this point in time. However, the 
large majority of the software manufacturers would consider using a complex DRM 
system in the future when mobile devices has evolved to the point of being able to handle 
advanced software, such as CAD- and CAM applications. An obvious mistake was not to 
consider software types when looking at the market for mobile software products. 

The organization of the people involved in the project worked very well. The 
software developers at Secureon AB provided invaluable input in all facets of the 
development process. The project leader and project supervisor were very supportive and 
gave feedback throughout the project. Sadly, the cooperation with the software developer 
at the company in the industry did not work out as expected. Due to circumstances unfit 
to discuss in this report, very little feedback was given. This is very unfortunate as it 
would have been very beneficial to work closely with someone who has a lot of 
experience with license solutions for mobile devices and Pocket PC development in 
general. 

The described problems were solved in a satisfactory way and had a major impact on 
the structure of the Lime PPC DRM system. The effects of the problems turned out to be 
positive rather than negative. Instead of spending time thinking about how to limit the 
functionality of the DRM system, the solutions made it possible to spend time thinking 
about how to extend the functionality. 
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The lack of feedback and cooperation from the software developer at the company in 
the industry did result in a problem that was not planned for; end-user testing and 
scalability. It was originally planned to have the industry source integrate the DRM 
system into a commercial software product and have their end-users evaluate the DRM 
system during a time period. As an added bonus, not only the usability of the DRM 
system would be tested, but also the scalability. Unfortunately, the end-user testing has 
yet to happen. The lack of end-user testing should have been considered to be a major 
risk. 

All four goals were achieved. The prototype was turned into a product. After 
evaluating the feasibility study, the project team decided that it was desirable to develop 
the product in parallel with the prototype. In other words, the final prototype became the 
product. However, the product should be viewed as a prototype until it has been properly 
tested and evaluated by end-users. The reason for the decision was that the project team 
saw a lot of potential in the DRM system and thought the market was ready. 

There were several risks associated with the project. Secureon AB was naturally 
mostly concerned about the commercial potential of the DRM system. As stated 
previously, the market is not yet ready for a complex DRM system. The project was still 
finished as no major market analysis had been performed before the feasibility study was 
finished and the decision to go ahead was taken.  

The quality of the DRM system depended on the capabilities of Pocket PC devices. 
Experienced developers of Pocket PC software using the .NET Compact Framework 
were lacking in the project team. Many risks therefore involved possible limits imposed 
by Pocket PC devices and the .NET Compact Framework. Luckily, these risks could be 
avoided by designing the DRM system in a way that avoided the shortcomings of the 
hardware and the .NET platform.  

The Project Plan proved to be a valuable deliverable, especially when trying to attract 
investors and to explain what the project is about. 
 
3.2 Requirement Specification 
 
The purpose of the Requirement Specification is to describe the functionality of the Lime 
PPC DRM system and the requirements put on the system. It answers the following 
questions: 
 

• How is the DRM system structured?  
• What is the motivation behind developing the DRM systems? 
• What interfaces are used by the DRM system? 
• Who are the users of the DRM system? 
• What functionality does the DRM system provide? How is the functionality 

prioritized? 
• How is the DRM system used? How do users interact with the system? 
• What are the requirements put on the DRM system? 

 
The product functions and requirements have been omitted from this report. Around 200 
product functions and requirements are part of the original deliverable, but the system 



Chapter 3: Feasibility Study 
 

 
 43

overview, together with common operations, is a sufficient description of the Lime PPC 
DRM system. 

The last section in the Requirement Specification chapter is an evaluation of the 
deliverable done after project completion. 
 
3.2.1 System Overview 
 
The Lime PPC DRM system offers licensing- and copy-protection functionality. The 
system is divided into six parts; a client library, a developer product manager application, 
a control center application, an installer library, a license server and a database. The 
client library (Lime PPC Client) runs on a Pocket PC device while the developer product 
manager application (Lime PPC Developer PM), control center application (Lime PPC 
Control Center), installer library (Lime PPC Installer) and license server (Lime PPC 
License Server) run on a desktop computer. The database (Lime PPC Database) resides 
on a desktop computer.  

In order to use the Lime PPC DRM system, a software manufacturer integrates the 
Lime PPC Client library into a Pocket PC software product, as can be seen in figure 3. 
The Client library contains methods for license validation and copy-protection. License 
validation can take place remotely through a Lime PPC License Server or locally if an 
internet connection is unavailable. Copy-protection is achieved by several techniques, 
such as CRC validation and encrypted licenses. Placing the DRM system functionality in 
a library lets software manufacturers integrate the DRM system in any way they want and 
only use the desired functionality. This freedom for software manufacturers gives all 
software products using the Lime PPC DRM system a unique flair and makes it possible 
to support separate licensing for the different components of a software product. 
Uniqueness is also an effective weapon against piracy as it makes it difficult to produce a 
generic circumvention method for the copy-protection. The Client library handles the 
Intellectual Property Usage area of the Functional Architecture and adds the software 
developer and the software product end-user to the Users entity of the Information 
Architecture. 
 

Lime PPC Client
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Pocket PC 
Software Product

Software Developer

Lime PPC Client

Pocket PC 
Software Product

SOAP
Lime PPC License 
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Database• Check License Remote
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• Check Program CRC
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Figure 3: Lime PPC Client library integration. 

 
The Lime PPC License Server is the central part of the DRM system and contains 
software manufacturer information, business rules, customer information, licenses, 
invoices and much more. All the data is stored in a Lime PPC Database. The server 
exposes several different web services that are used by the other parts of the DRM system 
when performing some operation. A License Server can be hosted by Secureon AB or a 
software manufacturer. The combination of the Database and the License Server is the 
asset management system and manages the descriptive metadata and rights metadata in 
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the Intellectual Property Asset Management area of the Functional Architecture. The 
License Server contains payment- and billing functionality. 

Before a software product using the Lime PPC DRM system can be distributed to 
end-users, the product must be registered at a Lime PPC License Server by the software 
manufacturer. The Lime PPC Developer PM is used to register the product as can be seen 
in figure 4. After creating a new administrator or logging in as an existing administrator, 
the software manufacturer must define the software product and specify details like trial 
licensing options, allowed license types, prices, supported payment methods and a 
number of other business rules. All the details about all the software products that a 
software manufacturer has registered are stored in the Lime PPC Database and can be 
modified by and administrator at any time, giving a software manufacturer a lot of 
flexibility. A software manufacturer can, for example, enable new payment methods and 
adjust licensing prices according to the current market as time goes by. It is also possible 
to view and modify all licenses and invoices belonging to any customer of a registered 
software product. The Developer PM handles the Intellectual Property Asset Creation and 
Capture area of the Functional Architecture and adds the administrator to the Users entity 
of the Information Architecture 
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Figure 4: Registering a software product using the Lime PPC Developer PM. 

 
When a product has been registered at a Lime PPC License Server, an installation 
package can be created. This is achieved by integrating the Lime PPC Installer library 
into an installation package created with Visual Studio .NET 2003. The package can then 
be distributed to end-users. The Installer library is responsible for installing and 
uninstalling the software product on a Pocket PC device from a desktop computer and 
makes it possible for an end-user to acquire, manage and install licenses during or before 
the installation process, as can be seen in figure 5. 
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Figure 5: Using the Lime PPC Installer to manage licenses and install a software product. 
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The Lime PPC Control Center is used to manage licenses, both locally and globally. It is 
run from a desktop computer and communicates with a connected Pocket PC and a Lime 
PPC License Server. 

Before an end-user can acquire a license to use a software product, a customer has to 
be created on the License Server of the product. A customer number is generated when an 
end-user creates a customer and a password must be specified. The end-user can use the 
customer number and password to gain access to all the licenses belonging to the 
customer. The global license management part of the Control Center gives access to a 
range of functions. Some examples are: 
 

• Purchase a license for some software product registered at the License Server. 
• Extend an existing license (i.e. purchase more license installations, extend lease 

etc). 
• View invoice history. 

  
The local license management part is used to manage licenses that have been installed on 
a connected Pocket PC device. When a Pocket PC is connected, the registered end-user 
can see a list of all installed software and any installed licenses. The end-user can then 
install or uninstall a license for an installed software product and much more. 

The Control Center is an integral part of the DRM system. Having an external 
application handling global- and local license management makes it possible to update 
the application without having to update the software products. End-users can download 
an updated Control Center and use new features, such as payment methods, without 
contacting or dealing with the software manufacturer. The software manufacturer can in 
turn use the Developer PM to enable new business rules, such as payment methods, 
without worrying about the Control Center. The Control Center and the Installer library 
enable the trade of content in the Intellectual Property Asset Management area of the 
Functional Architecture and add the customer to the Users entity of the Information 
Architecture. 

There is no content server in the Lime PPC DRM system. Viral distribution is 
encouraged as it is the distribution method of the future. 

The Content entity of the Information Architecture contains a mobile software 
product defined in components. 

The expressions in the Rights entity of the Information Architecture are embedded in 
the product functions and requirements. They are quite obvious and will not be explicitly 
stated. 

The structure of the Lime PPC DRM system solves a number of the problems 
described in the Problems section of the Project Plan: 
 

• The memory problem is solved by only including a minimal set of functionality in 
the Lime PPC Client library. It contains only the functionality required for license 
validation and copy-protection, thus using as little memory- and storage space as 
possible. The memory consuming graphical user-interface, required during 
licensing operations, has also been moved from the client software in the Lime 
DRM system to desktop applications. 
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• The mobility problem is solved by moving the licensing functionality of the client 
software in the Lime DRM system to desktop applications. 

• The storage problem is solved by having the Lime PPC Database store the unique 
Pocket PC device id together with component license installations. 

• The presentation problem is solved by moving the functionality requiring a 
complex graphical user-interface to desktop applications. 

• The input problem is solved by moving the functionality requiring text input to 
desktop applications. 

 
The solutions of the above problems have the positive effect of potentially solving more 
problems automatically. By moving functionality from parts running on Pocket PC 
devices to parts running on desktop computers, the functionality is also moved from the 
WinCE API to the Win32 API and from the .NET Compact Framework to the .NET 
Framework. The move solves the operating-system problem and makes the possibility of 
keeping all the functionality of the Lime DRM system more likely. 

The processing power problem is not solved since there is no escaping the fact that 
effective copy-protection mechanisms must exist in a DRM system. The main copy-
protection used in the Lime PPC Client library, CRC validation, does not have a constant 
negative effect on the performance of a running software product though so the problem 
is greatly reduced. Furthermore, using CRC validation copy-protection can be made into 
an optional choice for a software manufacturer. 
 
3.2.2 Product Perspective 
 
The world is becoming a mobile world. People move around a lot and expect to be able to 
communicate with other people. Mobile phones have made it possible to communicate 
while being mobile. Communication makes up a large part of the daily work activities for 
many people. However, in order to be able to produce something, a tool is needed.  
Unfortunately, mobile phones have not been very intelligent in the past and unable to 
offer any functionality other than communication. A solution is emerging, Personal 
Digital Assistant devices. A Personal Digital Assistant, or PDA, is a mobile computer 
that can fit in the palm of the hand. Being a computer at heart, a PDA can offer 
functionality that mobile phones cannot. It can run complex programs and surf the 
internet. Some even have built-in phone support. The mobile workplace is slowly 
forming.  

A new market has appeared with the appearance of PDA devices and the mobile 
workplace; software for PDA devices. Software for PDA devices is in great demand 
today and many mobile software manufacturers have entered the market. 

Commercial mobile software suffers from the same problems as any other 
commercial software type; piracy and complex license handling. Creating a DRM-system 
is a huge task and software manufacturers are often unwilling to move precious resources 
from software development to DRM development. Many software manufacturers want a 
ready-made DRM solution. The Lime PPC DRM system offer manufacturers of 
commercial mobile software for Pocket PC devices a complete DRM solution that is 
highly customizable and easy to integrate. The DRM system makes it possible for a 
software manufacturer to offer several different licensing alternatives and methods to 
customers and end-users while protecting the Intellectual Property from piracy. As with 
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all new markets, the market for mobile software is changing constantly. Software 
manufacturers can always expect to be in tune with the market with the Lime PPC DRM 
system as full control over copy-protection, licensing, pricing and distribution is offered 
and new features are added with the evolving market.  
 
3.2.2.1 User-Interface  
The Lime PPC Client library has no user-interface. It is strictly a code library providing 
DRM functionality.  

The Lime PPC Developer PM, the Lime PPC Control Center and the Lime PPC 
Installer library uses standard windows forms and input is achieved through standard 
computer accessories (mouse, keyboard etc.). 

The Lime PPC Database and the Lime PPC License Server has no user-interface but 
it is possible to use the applications found in PostgreSQL distributions to access the 
database. 
 
3.2.2.2 Hardware-Interface  
The Lime PPC Client library requires a Pocket PC device supporting unique device 
identification and the .NET Compact Framework. Unique device identification is 
supported by most Pocket PC devices running Windows Mobile 2002 and all Pocket PC 
devices running Windows Mobile 2003. 

The Lime PPC Developer PM can run on any desktop computer supporting the .NET 
Framework. 

The Lime PPC Control Center can run on any desktop computer supporting the .NET 
Framework. A Pocket PC device must be connected to the desktop computer through 
ActiveSync (Microsoft 2004a) for local license management to be possible. 

The Lime PPC License Server can run on any desktop computer supporting PHP and 
the Lime PPC Database can run on any desktop computer supporting PostgreSQL. 
 
3.2.2.3 Software Interface  
Future versions of the Lime PPC Client library will be compatible with several different 
mobile device types running Windows CE and other operating systems but the Lime PPC 
Client is only targeted at Pocket PC devices running Windows CE under Microsoft 
Windows Mobile 2002/2003 or Microsoft Windows Mobile 2002/2003 Phone Edition. 
The library uses the .NET Compact Framework.  

The Lime PPC Developer PM uses the .NET Framework. It is possible to compile 
and run the Developer PM without .NET support, thus supporting all Windows operating-
systems. 

The Lime PPC Control Center and the Lime PPC Installer library use the .NET 
Framework. It is possible to compile and run them without .NET support, thus supporting 
all Windows operating systems. ActiveSync must be installed and running in order install 
software products and licenses. 

The Lime PPC License Server requires a web server and PHP to be installed and the 
Lime PPC Database requires PostgreSQL to be installed. 
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3.2.2.4 Communication-Interface  
The Lime PPC Client library requires no internet connection to operate properly. 
However, the library can communicate with a Lime PPC License Server using SOAP 
through HTTPS if an internet connection is available.  

The Lime PPC Developer PM communicates with a Lime PPC License Server using 
SOAP through HTTPS. 

The Lime PPC Control Center and the Lime PPC Installer library communicate with 
a Lime PPC License Server using SOAP through HTTPS and with a Pocket PC device 
using the Remote API through ActiveSync. Using the Remote API, you can write data to 
or read data from a Windows CE based device remotely with a desktop computer 
(Microsoft 2004j). 
 
3.2.2.5 Operations  
Normal Lime PPC Client library operations include, but are not limited to, the following: 
 

• Validate installed license file locally. 
• Check if a component is licensed. 
• Validate component license installation through a Lime PPC License Server. 
• Validate component license installation locally. 
• Validate integrity of software product by using CRC validation. 

 
Normal Lime PPC Developer PM operations include, but are not limited to, the 
following: 
 

• Add an administrator. 
• Add a company. 
• Add a product. 
• Add a component. 
• Add a customer. 
• Add a license. 
• Add an invoice. 
 

Normal Lime PPC Control Center operations include, but are not limited to, the 
following: 
 

• Install a license for some software product. 
• Uninstall a component license installation. 
• Check status of a component license installation. 
• Create a customer. 
• Purchase license. 
• View invoice history. 

 
Normal Lime PPC Installer operations include, but are not limited to, the following: 
 

• Install software product on connected Pocket PC device. 
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• Register user information on connected Pocket PC device. 
• Install a license for the installed software product. 
• Request a trial license for the installed software product. 
• Manage licenses. This is done exactly like with the Control Center with one 

exception; a customer is only allowed to manage licenses of the software product 
installed by the Installer library. 

 
The Lime PPC License Server exposes several functions and types using web services. 
The server performs some operation on the Lime PPC Database using SQL whenever a 
web service is invoked by some other part of the DRM system. Normal database 
operations include insert, update, delete and select. 
 
3.2.3 Users 
 
The Lime Mobile Pocket PC Client library has two users; the software developer and the 
software product end-user. The software product end-user can be ignored since the 
person will be unaware of using the Client library while a software product is running. If 
a software manufacturer has decided to use the Lime PPC DRM system in a software 
product, the software developer responsible for the integration is most likely proficient in 
the C# programming language and the .NET platform. A software developer should not 
have any problems integrating the Client as it is a standard library exporting a static class. 
Some COM knowledge is required if the software product is based on C/C++. 

The Lime PPC Developer PM can have many users within a software manufacturer 
company. Possible users are software developers, project managers and administrators. 
Some prior license management experience can be expected from the user of the 
Developer PM. A user of the Developer PM is referred to as an administrator. 

The main users of the Lime PPC Control Center are an end-user of some software 
product and a license administrator at some company. Software end-users typically use 
the Control Center to manage licenses locally on a Pocket PC device. No prior license 
management experience can be expected from software end-users. License administrators 
typically use the Control Center to manage licenses globally on a Lime PPC License 
Server. Some prior license management experience can be expected from license 
administrators. A user of the local license manager part is referred to as a software 
product end-user while a user of the global license manager part is referred to as a 
customer. 

The Lime PPC License Server and Lime PPC Database can only be directly accessed 
by Secureon AB or someone at a software manufacturer company. Knowledge of web 
server and database concepts is required during installation and maintenance. 
 
3.2.4 Use-cases 
 
Please note that the use-cases were created to give an initial impression of how the Lime 
PPC DRM system could work and they are not valid for the final version. The use-cases 
were not updated as the DRM system design, functionality and requirements were 
changed as they had served their purpose. All use-cases and storyboards can be found in 
Appendix A. The images in the storyboards do NOT represent the final user-
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interface in any shape or form. The storyboards are just there to give an idea of how 
the different parts of the Lime PPC DRM system could have worked. 
 
3.2.5 Evaluation 
 
The first envision of the Lime PPC DRM system was created with the first draft of the 
Requirements Specification. Naturally, a few things changed during the course of the 
project, which is apparent in the use-cases, but the base stayed the same. The final 
structure has one advantage over the first structure but also two disadvantages. 

At first, it was thought that it was impossible to create an installation package that 
would install a Pocket PC software product from a desktop computer. A Pocket PC 
software product is normally distributed in a proprietary compressed file format, the cab 
format, and is installed using the CE App Manager program. The CE App Manager 
program does not allow for a customized installation process, thus making it impossible 
to create a product registry key. A software product end-user should also be able to 
license a product during the installation process. The problem was solved by having a 
software manufacturer create a distribution package, containing all required information 
and product files, using the Developer PM. The distribution package is distributed to 
software product end-users who use the Control Center to install the product. The Control 
Center was responsible for creating the required product registry key and offer licensing 
during the installation process. There are two problems with the solution: 
 

• A software product end-user would not only be required to download the 
distribution package when installing but also the Control Center. The fewer files, 
the better. 

• The installation process would be more complex than a conventional installation 
process where a software product end-user just has to execute a file to get going. 

 
A solution was sought with the problems in mind and one was discovered in the design 
phase. The setup project was found in an obscure corner of Visual Studio .NET 2003. A 
setup project allows a developer to create a customized installation package with a 
customized installation process. Custom actions can be defined just before the installation 
process starts and just after the installation process ends. The Lime PPC Installer library 
was borne. The library takes care of installing a cab file on the connected Pocket PC 
device using the CE App Manager program, creating the required product registry key 
and allows the end-user to install a license. All a software manufacturer has to do is to 
create a setup project, add the cab files of the product, add the installation information 
file from the Developer PM, add the Installer library and compile. The result is an 
installation package, in the form of a Microsoft Installer Package, which can be 
distributed to end-users and installed by executing it, just like the well known 
Installshield installation packages. As an added bonus, the Installer library lets a user 
manage licenses globally for the software product. Offering global license management 
functionality in the Installer library can be very useful when a customer does not have 
access to the Control Center. 

The problems of scalability and software product end-users being behind firewalls 
were solved by the initial design of the DRM system. A license server can not scale 
infinitely and strict firewall policies are standard in the security conscious world of today. 
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The initial design contained two types of license servers; Manufacturer Lime License 
Server and Local Lime License Server. The Manufacturer Lime License Server is another 
name for the Lime PPC License Server in the final structure. The Local Lime License 
Server, however, was designed to solve the scalability and firewall problems. It could be 
placed at any location specified by an end-user and operates like a database for existing 
licenses. To really see the benefit of the design, consider the following example: 
A company wishes to purchase 100 license installations for a software product. The 
company network is protected by a firewall, only allowing traffic within the network. A 
Local Lime License Server has been placed within the network and the firewall has been 
configured to let standard HTTPS traffic pass through to the Manufacturer Lime License 
Server. The license administrator at the company purchases 100 license installations 
using the Control Center. Once the purchase goes through, a license for 100 installations 
is created at the Manufacturer Lime License Server and copied to the Local Lime License 
Server. The serial number of the license is distributed to 100 employees within the 
company. The employees use the serial number to install a license for the software 
product using the Control Center or during product installation. The firewall can still 
protect the network and the Manufacturer Lime License Server does not have to deal with 
100 license installations, reducing the traffic to and from the Manufacturer Lime License 
Server. The load is reduced and the database does not have to grow to make room for 
100 license installations, improving the scalability. 
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Figure 6: The Local Lime License Server 

 
The above scenario is not possible in the final structure of the DRM system. 
Unfortunately, there was no interest in the Local Lime License Server from the market 
and the resources allocated to the project were estimated to not be enough for the 
implementation of two different servers. The estimation turned out to be correct. The 
Lime DRM system contains a local license server, making the implementation of the 
Local Lime License Server likely in the future. A minimum of six weeks should be 
allocated for the development and testing of the Local Lime License Server. 

It was difficult to decide on which copy-protection methods to use in the DRM 
system. The processing power and memory resources of a Pocket PC device impose a 
limit on what is feasible to implement but a DRM system must offer strong copy-
protection. CRC validation was selected to be the main copy-protection method, due to it 
only affecting the performance of a running software product under a very short time 
period, but if one looks closely, two additional methods are used: 
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• Local license validation involves comparing license file data to valid data, a form 

of key copy-protection. 
• Validation of a component license installation through a Lime PPC License 

Server is a form of remote copy-protection. 
 
The inclusion of key- and remote copy-protection is a consequence of how the DRM 
system operates. No conscious decision was made to include the methods. 

Wrapping was put down as a desired functionality of the Developer PM. The copy-
protection provided by wrapping is encryption copy-protection. A wrapped software 
product consumes a lot of memory resources when the encrypted binary files are 
decrypted and executed from memory, which is why it is not a required functionality. 
Another desired functionality, runtime encryption copy-protection, do not consume a lot 
of memory resources but has a constant negative effect on the performance of a running 
software product. However, runtime encryption copy-protection offers strong copy-
protection and also obfuscates the CIL code of a .NET Assembly by encrypting it. 

Media- and hardware copy-protection was never considered as feasible alternatives 
because of their requirements. Media copy-protection ties a software product to some 
physical material, making online viral distribution impossible, and hardware copy-
protection requires custom hardware to be developed.  

The final structure of the DRM system assumes that high bandwidth mobile internet 
connections are rare and expensive. When installing a software product on a Pocket PC 
device, the standard is to install the product from a desktop computer. The poor internet 
connectivity of mobile devices is partly responsible for the structural differences between 
the Lime PPC Client library and client software of the Lime DRM system. In the future, 
if high bandwidth mobile internet connections are more common and affordable, it will 
be more natural to download a software product directly to a Pocket PC device and install 
it. The availability of high bandwidth mobile internet connections opens up a lot of 
possibilities for making the licensing process more intuitive. Licensing functionality can 
be added to the Client library as is the case with the client software of the Lime DRM 
system. Instead of installing a license using the Control Center or Installer library, a 
software product end-user can be presented with licensing options and functionality from 
within a software product. Some of the problems described in the Project Plan would 
have to be solved differently but a Pocket PC owner in the mobile world of tomorrow can 
not be expected to carry around a desktop computer in the event that the need to install a 
software product should arise. The future will remove the need for the local license 
managing part of the Control Center and the Installer library, making the structure of the 
Lime PPC DRM system identical to the structure of the Lime DRM system.  

The functionality of the DRM system did not change a lot during the course of the 
project. All the required functionality was implemented as well as a lot of the desired 
functionality. The functionality that did not make it into the DRM system is: 
 

• Statistics reporting and collecting. 
• Wrapping. Not possible to implement in a satisfactory fashion using the .NET 

Compact Framework. 
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• Runtime encryption copy-protection. Not possible to implement using the current 
version of the .NET Compact Framework. 

 
The technical matters that led to the wrapping- and runtime encryption copy-protection 
functionality being left out are discussed in length in the Design chapter.  

Statistics functionality being left out is only partly true. The Client library supports 
statistics recording but it was unclear what statistics a software manufacturer would find 
most interesting. Rather than spending time on something uncertain, it was decided to 
keep the statistics functionality inactive for the time being and spend more time on other 
functionality. The Client library can measure for how long time a software product end-
user uses a product as well as how many times a component is used. It is very likely that 
the statistics functionality will become a priority in the future. Statistics has the potential 
to help customers make wiser choices when purchasing licenses and to help software 
manufacturers adjust to the current market situation. 

The most frequently debated topic during the locking of the functionality was whether 
or not to include functionality for purchasing a license using SMS in the Client library. It 
is possible to connect a mobile phone to a Lime PPC License Server and let users 
purchase and receive licenses by SMS. Users who own Pocket PC devices with built in 
phone support, a SmartPhone, could benefit greatly from the feature. The decision was 
taken to not include the function due to lack of resources. It is a promising function and 
must be considered when the DRM system is extended in the future. 

The inclusion of trial component licenses was not a given by any means. Trial 
licenses are often abused by software pirates. The majority of the pirated software 
products available on the internet today are trial versions which have been modified to 
never expire and enable any unlicensed components. A trial license gives a cracker: 
 

• A valid license for free. The machine-code responsible for the copy-protection can 
be understood very quickly by observing the execution when a valid license is 
installed. Any unlicensed components are easily enabled once the license 
validation is cracked. 

• A simple license validation to crack: 
function Has the trial period expired? () 
time_used = calculate_time_used() 
time_left = expire_days – time_used 
return time_left <= 0 
is replaced by… 
function Has the trial period expired? () 
return false 

 
Even though trial licensed makes a software product easier to crack, denying trial licenses 
is in fact more likely to cause widespread piracy. Most people like to evaluate a product 
before investing in it. An end-user cannot evaluate a software product for free without a 
trial license, the logical solution it to seek out a pirated copy to evaluate. The damage is 
done once a pirated copy is obtained. It is very unlikely that an end-user will pay for 
something already obtained for free, especially in the light of societies view on copyright 
infringement. In the end, trial licenses were included in the DRM system to allow end-
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users to evaluate a software product before investing, which honestly is the proper thing 
to do, but also to reduce piracy. The option of offering trial licenses for a software 
product is up to the software manufacturer though. 

Software products are rapidly becoming more and more advanced. 3D software can 
render huge and beautiful world in painstaking detail. CAD software can accurately 
simulate the stress on a construction. Math software can solve the most complex 
equations in the blink of an eye. It all comes at a cost though; processing power. 
Affordable desktop computers are not powerful enough to run an advanced software 
product effectively. The internet has the potential to be the solution. A new concept 
comes into play when computers are connected; distributed computing. Part of the 
functionality of a software product can be moved to a remote computer, creating a 
distributed software product. The most processing power demanding functionality can be 
moved to a super computer. Instead of running an advanced software product 
ineffectively on a desktop computer, the distributed software product can ask the remote 
super computer to do the work. Pocket PC devices suffer from having very low 
processing power. Distributed mobile software products are an absolute must if Pocket 
PC devices are to do any complex work in the future. 

Running a powerful computer, such as a super computer, is not free, it comes at a 
high cost for software manufacturers. CPU time and bandwidth costs money. In order to 
make the solution affordable and rewarding, an end-user of a distributed software product 
should be required to pay a fee every time the super computer is used. For that reason, the 
service- and on-demand component license types were added to the Lime PPC DRM 
system. They enable a software manufacturer to charge a customer for every time a 
component is used. A component can be a function on a super computer. Pocket PC 
devices can consume web services, which is a form of distributed computing, so the 
technology is already here. The difference between the service- and on-demand 
component license types is that the service type allows a limited number of prepaid 
component uses while the on-demand type allows an unlimited number of component 
uses for which payment is required regularly. Both component license types require being 
able to communicate with a Lime PPC License Server since it needs to keep track of 
when a service component license expires and the usage of an on-demand component 
license for the purpose of billing the customer later. The internet connectivity of mobile 
devices is poor today but the situation will be different when and if distributed computing 
takes off. 

Distributed software products offer the ultimate copy-protection as a bonus. There is 
no way of cracking a distributed software product if license validation is merged with 
remote functionality. 

All but one requirement were upheld. Due to a mistake in the implementation, only 
the Lime PPC Database supports specifying the price of a component in several 
currencies. Contrary to prior experience with software engineering projects, the 
requirements did not change. A likely cause is a true and tested foundation, the existing 
Lime DRM system. 

The Requirement Specification provided great support throughout the project, 
especially during the design phase. The required functionality was an invaluable resource 
when designing the DRM system on a high level. Later, during the low level design and 
implementation, the requirements kept the project on focus. The requirements also 
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provided a check list for the Test Plan. Of all deliverables produced during the project, 
the Requirement Specification is considered to be the most important one.    
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4 Design 
 
One goal with the master’s thesis is to present a working design of a DRM system for 
mobile software products running on Pocket PC devices. A presentation of a design is not 
enough to reach the goal; the design must also be verified as working in a testing process. 
The design of the Lime PPC DRM system involved a lot of work. Even though an 
existing base was available in the form of the Lime DRM system, the functionality and 
desired quality of the Lime PPC DRM system forced a redesign of the existing parts. The 
Lime PPC License Server and Lime PPC Database are only loosely based on their 
counterparts in the Lime DRM system. The Lime PPC Developer PM was completely 
redesigned due to the manufacturer license manager of the Lime DRM system lacking in 
quality and functionality. The Lime PPC Control Center and the Lime PPC Installer 
library were designed from scratch. The final design of the Lime PPC DRM system is 
presented in the Design Specification section. 

A complex system requires a lot of testing, especially if it is going to be a commercial 
product. The testing process of the Lime PPC DRM system involved unit testing, 
integration and system testing and acceptance testing. The test phases and a summery of 
the test results are described in the Test Plan section. 
 
4.1 Design Specification 
 
The purpose of the Design Specification is to present a high-level and low-level design of 
the Lime PPC DRM system. The low-level design details have been removed from the 
deliverable for this report. Instead, the low-level design of the DRM system is visualized 
and clarified by the use of UML class diagrams, state charts and sequence diagrams in 
Appendix B-F. The last section in the chapter is an evaluation of the deliverable done 
after project completion. 
 
4.1.1 High-Level Design 
 
The goal with the design is to keep the Lime PPC DRM system as similar as possible to 
the Lime DRM system. An exact match is not possible because of differences between 
the DRM systems and limitations of the Lime DRM system. 

Only a first version of the Lime DRM system is available. The first version contains a 
lot of bugs and is based on a preliminary design. The Lime DRM system will not be 
introduced on the market until the development of the second version has been 
completed. 

There are many problems to be solved when creating a high quality design of the 
Lime PPC DRM system based on the first version of the Lime DRM system. 
 

• The Lime Database uses confusing terminology and contains redundant or 
unnecessary data. Only a very limited set of business rules are supported. 

• The Lime License Server contains a large number of bugs and does not support 
advanced license- or product management. 

• The Lime product manager application (manufacturer license manager) is 
unpolished and only basic functionality is supported.  
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• The Lime PPC Control Center and Lime PPC Installer library has to be designed 
from scratch. 

 
The design of the Lime PPC DRM system is only loosely based on the design of the 
Lime DRM system due to the problems and the differences between the targeted 
platforms. A lot of functionality is added in order to meet all requirements and provide 
the product functions. Rather than doing a small amount of work and ending up with a 
low quality DRM system, the new design and added functionality will require a large 
amount of work during the implementation phase but the result will be of higher quality. 
 
4.1.1.1 The Lime PPC Database  
The Lime PPC Database is based on the Lime Database. The structure is the same but 
many tables have been modified to remove redundant data and to support more versatile 
business rules. Some tables have been added to improve the functionality of the DRM 
system. 

There is one installation table for each possible component license type in the Lime 
Database. It is desirable to have just one installation table for all possible component 
license types, reducing the number of tables in the database. 

The terminology used for the floating component license type in the Lime Database is 
wrong. The type is called “flex” due to confusion when designing the database. 
The service and on-demand component license types are not supported in the Lime 
Database. The database must be able to keep track of the number of times a service- and 
on-demand component license has been used. 

The Lime DRM system uses a system id, calculated from computer hardware, to lock 
a license installation to a software product end-user or computer. The unique Pocket PC 
device id is used for this purpose in the Lime PPC DRM system. Additionally, the id is 
used to identify a user of a component license installation. The installations table has 
been modified to support identification. 
  
4.1.1.2 The Lime PPC License Server  
The Lime PPC License Server is tightly integrated with the Lime PPC Database. It is 
composed of a set of rules that are enforced in a number of functions. Some functions and 
types are exposed as web services. 

The Lime License Server contains many bugs and does not provide the functionality 
required for secure and advanced license- and product management. The Lime PPC 
License Server uses the base of the Lime License Server but the functionality has been 
completely redesigned and a lot of new functionality has been added. 

The same set of web services is used by all parts of the Lime DRM system. All 
license server functionality and types needed by the system are exposed in the set of web 
services. Because the Lime PPC Client library must be as small as possible and the size 
of a consuming binary file increases by each web service and type in a set, it is desirable 
to create more, but smaller, sets of web services. The Client library does not need to 
know about license- or product management The Lime PPC License Server consists of 
three sets of web services; one set for the Client library, one set for the Control Center 
and Installer library and one set for the Developer PM. Having several sets of web 
services makes it possible to divide the functionality into a number of different logic 
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units, corresponding to the required license server functionality of each part in the DRM 
system: 
 

• The Light License Server is used by the Client library. The set contains the web 
services and types required for component license validation and reporting of 
component usage. 

• The Standard License Server is used by the Control Center and the Installer 
library. The set contains the web services and types required for local- and global 
license management. 

• The Admin License Server is used by the Developer PM. The set contains the 
web services and types required for administration and product management. 

 
The Light License Server is a subset of the Standard License Server, making it possible to 
share code between the sets of web services. 

One major problem with the Lime License Server is security. The Lime License 
Server does not validate a user when a web service is called. In order to secure the web 
services, a user must be validated in all web services where a license or a product can end 
up being modified. In the Lime PPC License Server, a customer is validated before an 
operating is performed during license management and an administrator is validated 
before an operation is performed during product management.  
 
4.1.1.3 The Lime PPC Client  
The Lime PPC Client library is used to integrate the DRM system into a software 
product. The binary file is a dynamic link library and it exports a class providing static 
methods. The static methods of the class are used to initialize the DRM system, validate 
the product- and license installation, perform copy-protection and to check if components 
are licensed.  

The Lime PPC Client library is heavily based on the Lime Client library. The API of 
the two libraries is almost identical. The differences between the libraries are small but 
the way CRC validation is enabled and performed has been redesigned due to limitations 
in the unmanaged WinCE API.  

The Client library gives access to the all the required product functions found in the 
Requirement Specification. It also gives access to all but one of the desired product 
functions; runtime encryption copy-protection is not supported. 
 
4.1.1.4 The Lime PPC Control Center  
The Lime PPC Control Center provides local- and global license management through a 
number of windows forms. The largest design problem to overcome is how to create a 
GUI with high usability while still providing access to a wide range of management 
functions. The Control Center is designed from scratch since nothing like it exists in the 
Lime DRM system. 

A software product end-user is required to connect a Pocket PC device before local 
license management can be accessed. When a Pocket PC device is connected, the 
software product end-user can register on the Pocket PC device by specifying user 
information and a password. The password is used to validate that the software product 
end-user has the right to access product and license information on the connected Pocket 
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PC device. Once logged in, information about all installed products is retrieved from the 
connected Pocket PC device. The software product end-user can select a product and 
retrieve any installed license. The local license management part of the Control Center 
gives access to all the required and desired product functions found in the Requirement 
Specification. 

A user is required to create a customer before global license management can be 
accessed. Once logged in using the customer number and password, the Control Center 
retrieves all products found on the Lime PPC License Server. The customer can select a 
product and retrieve all owned licenses. The global license management part of the 
Control Center gives access to the all the required product functions found in the 
Requirement Specification. It also gives access to all but one of the desired product 
functions; viewing usage statistics of a license is not supported. 

 In order to help users avoid making fatal mistakes, the Control Center forces a user 
to confirm any operation that will modify or delete a license, component license or 
component license installation.  

When money is involved in some operation, a user is asked to confirm before any 
transaction takes place. The user must confirm the transaction details, such as invoice 
recipient and credit card data, and the total amount to pay. 

The on-demand license type is different from the other license types when it comes to 
purchasing. Payment for an on-demand component license must be received regularly as 
the customer uses the component, it cannot be paid fully upon purchase. In fact, the on-
demand component license is free until the component is used. The amount to pay 
increases with the number of times the component is used. The Developer PM contains 
functionality for creating an invoice for an on-demand component license. 
 
4.1.1.5 The Lime PPC Installer  
The Lime PPC Installer library is a dynamic link library and is designed from scratch 
since nothing like it exists in the Lime DRM system. 

Pocket PC software products are often distributed in cab files. The cab files are 
installed on a Pocket PC device using the CE App Manager program, installed with 
ActiveSync, from a desktop computer. The Lime PPC DRM system requires a product 
registry key to be created for a software product but the CE App Manager program does 
not allow a customized installation process. Furthermore, modern DRM system often 
offers licensing functionality during the installation process. The Installer library is 
designed to solve the registry key problem and to offer global license management and 
licensing functionality during the installation process of a product. A software 
manufacturer integrates the Installer library into the Microsoft Installer package of a 
software product using the DRM system. 

The Installer library requires a number of resources to be present in the installation 
package to function correctly: 
 

• The cab files of the software product, built using Visual Studio .NET 2003 or the 
cabwiz program. 

• The initialization file for the CE App Manager program. 
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• The installation information file for the product, created using the Developer PM. 
The file is needed because the Installer library needs to know the product id and 
Lime PPC License Server of the product it installs. 

 
The central point of the Installer library is the main windows form. From the main 
windows form, an end-user can manage licenses globally for the product and install the 
product.  

The Installer library gives access to all the required and desired product functions 
found in the Requirement Specification 
 
4.1.1.6 The Lime PPC Developer PM  
The Lime PPC Developer PM provides product management through a number of 
windows forms. The largest design problem to overcome is how to create a GUI with 
high usability while still providing access to a wide range of management functions. The 
Developer PM is designed from scratch due to the low quality of the manufacturer license 
manager found in the Lime DRM system. 

A user is required to create an administrator before products can be managed. Once 
logged in using the login name and login password, all companies, products, components, 
customers, licenses, component licenses, component license installations, invoices and 
invoice components belonging to the administrator are retrieved and can be accessed.  

The Developer PM gives access to the all the required product functions found in the 
Requirement Specification. It also gives access to all but two of the desired product 
functions; wrapping and viewing usage statistics of customers and licenses is not 
supported. 
 
4.1.1.7 License File  
A license file is in XML format for easy parsing. The encoding of the text is UTF-16. A 
license file contains the product id, the unique Pocket PC device id, the serial number and 
all component licenses installations. A license file containing no component license 
installations is invalid. 

The format of a component license installation in a license file depends on the type of 
the component license. All types contain the name of the component, the component id, 
the installation id, the component license id and the locked status. The lease- and trial 
type contain the expiry date and the last known time a component license installation was 
validated. The last known time of a component license installation validation is used to 
detect system clock tampering. A floating component license installation contains a 
Boolean value indicating if the installation has been checked-out. A component license 
installation for which payment has not been received contains the date when payment of 
the invoice expires. 

When installed, a license file is stored in the /Program Files/Lime/[product id]/ 
directory with the filename “license” and is encrypted using the unique Pocket PC device 
id and product id.  
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4.1.1.8 Pocket PC Registry Keys  
All registry values used in the Lime PPC DRM system are created under the “Lime” 
registry key in the HKEY_LOCAL_MACHINE registry key. User registration data is 
stored in the “Lime” registry key. 

All the information about an installed product is placed under the “Installations” 
registry key in the “Lime” registry key. When a product is installed, a registry key, called 
the product registry key, is created under the “Installations” registry key. The value of the 
product registry key is the product id. The DRM system needs to know the Lime PPC 
License Server address used by an installed product. The address of the Lime PPC 
License Server is the value of the “mainserver” registry entry under the product registry 
key. The version of the installed product is also stored in case automatic updating is 
implemented in the future.  

When a license file is installed for a product, the “License” registry key is created 
under the product registry key. The serial number of the license is stored in the “serial” 
registry entry. A registry key is created under the “License” registry key for each 
component license installation in the license file. The registry key is the component id. 
The component id registry key contains the installation id in the “compinstid” registry 
entry, the component license id in the “complicid” registry entry and the license type 
under the “type” registry entry. The contents of the “License” registry key are primarily 
used by the Lime PPC Client library to make sure a license has not been installed without 
authorization. If the data in the installed license file does not match the data found under 
the “License” registry key, something has gone wrong during the license installation 
process or foul play has been detected. 

All registry entries under the “Lime” registry key are encrypted using the unique 
Pocket PC device id. 
 
4.1.2 Evaluation 
 
The Requirement Specification really proved its worth during the creation on the Design 
Specification. The product functions and requirements provided invaluable check lists 
when evaluating and determining the required functionality in the design of the Lime 
PPC DRM system. 

Secureon AB is mostly concerned with the Swedish market. The address format used 
in Sweden is different from the address format used in many other countries. To support 
other address formats in the future, and other countries, the “province” column should be 
added back to the customers and companies table in the Lime PPC Database.  A “state” 
column should also be added to support the U.S. address format. Furthermore, companies 
in Sweden are required to pay a fixed amount of tax to the government when selling 
something. The tax a company must pay is specified in the “tax” column of the 
companies table. The tax situation in other countries must be examined in the future and 
supported in the Lime PPC Database design. 

A security concern with the Lime PPC Database is passwords. If someone 
unauthorized access the database, the passwords would be in plain view. The person 
could then login as an administrator or customer without authorization and cause havoc. 
The passwords, and other sensitive information, should be hashed in future versions of 
the Lime PPC Database. Hashing password makes it impossible to retrieve them in plain 
text, increasing the security but removing the ability to help users when a password is 
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forgotten. However, instead of e-mailing the forgotten password to a user, the Lime PPC 
License Server can generate a new temporary password automatically. The temporary 
password can be changed after logging in to the Lime PPC License Server.  

When looking at the components and price tables in the Lime PPC Database, it 
becomes evident that components can have a price specified in several currencies, as per 
the requirements. A price is tied to a component and a currency. The design of the Admin 
License Server, however, only supports one currency as the AdminComponent type 
contains only one AdminPrice object. This fact is further emphasized in the 
CreateComponentForm of the Lime PPC Developer PM where an administrator only can 
specify a price in one currency. Only supporting one currency violates the requirements. 
The Admin License Server and CreateCompontForm of the Developer PM must be 
extended to support a price being specified in several currencies. The alternative is to 
only support one currency and convert between currencies at runtime. There are web 
services providing currency conversation but they can not be used in commercial 
products without a license. 

A weakness in the Lime Database was the presence of redundant data. The redundant 
data of the Lime Database has been removed in the Lime PPC Database design but some 
improvements are still possible. The invoices table does not need to store the total amount 
to pay for an invoice as this can be calculated from the invoice components. The 
invoicecomponent table does not need to store the currency as only one currency is 
supported in an invoice and it can be found in the invoices table.  

One advantage with the Lime Database is the support for creating several 
administrators for a company. Sure, one administrator can be shared between several 
different users in the Lime PPC Database but it raises the question of security and access 
rights. The Lime PPC Database can be extended to support several administrators of one 
company by adding the notion of “super” administrators and “regular” administrators. A 
company could have one “super” administrator and several “regular” administrators. The 
“super” administrator would be responsible for adding “regular” administrators. Access 
rights could be tied to “regular” administrators to limit what a user can do. The Lime PPC 
License Server would require some implementation related changes and some additional 
types to be added to the design. 

The Lime PPC Control Center and Lime PPC Installer library are responsible for 
encrypting license files in the design. The same key is used to encrypt and decrypt a 
license file. The encryption and decryption mechanisms can, in theory, be cracked 
relatively easily. Having access to license file in plain text is a great help in the struggle 
to create an unauthorized license file for a software product. In the future design, the 
Lime PPC License Server should be responsible for encrypting license files before 
installation using a private key. A cracker would not be able to reverse engineer the 
encryption mechanisms or retrieve the private key. A public decryption key should be 
issued by the Lime PPC License Server. Sadly, a decrypted license file could still be 
dumped from memory. Preventing it means removing support for locally installed license 
files and only store component license installations in the Lime PPC Database. Using 
remote licenses exclusively is not an alternative today because of the poor internet 
connectivity of mobile devices, but might be in the future. 

The design of the base classes enables a lot of class sharing and reuse in the design of 
the Client library, Control Center and Installer library. From an object oriented 
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perspective, a small improvement could be made. An InstalledProgram object does not 
contain a license but an InstalledProgramRemote object does. The relation makes little 
sense as an installed software product can contain a license at all times, not only when 
looked at remotely from a desktop computer. The base classes design should be changed 
so that an InstalledProgram object contains a license. An InstalledProgramRemote object 
would contain the same license as the class inherits the InstalledProgram class. 

One goal with the .NET platform is to make it available on a range of different 
platforms, very much like the Java Virtual Machine. Code will be portable between 
different operating systems and hardware configurations. Unfortunately, the design of the 
base classes does not make them portable due to the use of Platform Invoke. The 
Win32API and WinCEAPI classes use functions that are exclusive to Windows-based 
operating systems. The classes were added to the design due to limitations and problems 
in the .NET platform and the .NET Compact Framework. The .NET Compact Framework 
does not support registry operations and encrypts data differently compared to the .NET 
Framework. If the .NET Compact Framework is extended with registry operations in the 
future, and the encryption methods are harmonized with the .NET Framework, the base 
classes will be portable in the future. Right now, the classes would have to be redesigned 
if the DRM system were to run on any operating-system other than a Windows based 
one. 

Runtime encryption copy-protection was part of the Client design at one point. It 
involved an attribute which a software developer would use to “tag” methods to be 
encrypted in the source code of a binary file. An external application would parse the 
binary file, using the Unmanaged Metadata API (Couvreur 2004), and encrypt the 
“tagged” methods using a number of different techniques for key generation. The binary 
file would not only be protected by strong copy-protection but also by strong obfuscation 
of the relatively high-level CIL code. When the binary file executed, methods would be 
decrypted by having the Client library intercept the JIT-compilation process using the 
.NET CLR Profiler (Mikunov 2004). The encrypted CIL code would be decrypted at 
method invocation and then given to the JIT-compiler. Ultimately, runtime encryption 
copy-protection did not make it into the final design due to the .NET Compact 
Framework not supporting the .NET CLR Profiler. Information indicated the opposite 
but, after implementing a test of runtime encryption using the .NET Framework, the 
conversation of the code to the .NET Compact Framework proved to be an impossible 
task in the current version. The feature should be a priority in the future when the .NET 
Compact Framework is extended with support for the .NET CLR Profiler. 

The original design included wrapping functionality in the “Products” area of the 
Developer PM. A wrapper is a container for a software product. The container provides 
licensing functionality and copy-protection. When wrapping a binary file of a software 
product, the Developer PM would integrate the Client library automatically in a standard 
fashion. The software manufacturer would pick components from a list of methods in the 
binary file and calls to Protection.IsComponentLicensed and Protection.CommitUse 
would be inserted using the Unmanaged Metadata API. Finally, the Developer PM would 
encrypt the binary file and enclose it in a container. The container itself is an executable 
which decrypts and runs the enclosed binary file when executed. Copy-protection is 
achieved by denying direct access to the machine code of the binary file. However, the 
effectiveness of the copy-protection is dependent on the ability to execute the binary file 
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from a representation in memory. If the binary file can not be executed from memory, it 
would have to be decrypted and executed from disk. The decrypted binary file could then 
be copied and, since the binary file is independent of the container in decrypted form, the 
copy-protection has been circumvented. A test of wrapping functionality was 
implemented successfully on the .NET Framework (Finker 2003) but the .NET Compact 
Framework did not support executing a binary file from memory without writing it to 
disk first so the functionality was removed from the design. 

The Control Center and Developer PM were easy to design on paper. The designs 
involve a lot of GUI related difficulties to be solved during the implementation but the 
functionality was already present in the Requirement Specification. 
The design of the Installer library borrows a lot of windows forms from the Control 
Center. As the Control Center was designed first, the design of the Installer came 
naturally. 

A lot of time was spent on creating a detailed and logically sound design. The work 
really paid off during the implementation phase. Many times when developing software, 
the Design Specification is not a priority, resulting in a lot of problems in the 
implementation. Inexperienced software developers have a really hard time with creating 
a design before the implementation. Being able to create a good design on paper before 
starting coding is something that comes with time and experience. 
 
4.2 Test Plan 
 
The purpose of the Test Plan is to describe the testing process of the Lime PPC DRM 
system. It answers the following questions: 
 

• What is the test strategy? 
• How are problems reported? 
• How will the DRM system be tested? 

 
The deliverable has been modified to remove uninteresting information and a summary of 
the integration and system test-results have been added. The outcome of the acceptance 
testing is also discussed. 
 
4.2.1 Test Strategy 
 
There are three phases in the testing process of the Lime PPC DRM system. 
The classes of the alpha prototype will go through unit testing. CUint is used to create 
test-cases. CUnit is a testing framework for programming languages based on C (Saharan 
2004). 

The beta prototype will go through integration- and system testing using test cases. 
People at Secureon AB are available for help with the testing. 

The beta prototype will go though acceptance testing with potential end-users after all 
problems found during the integration- and system testing have been fixed. A cooperative 
evaluation is part of the acceptance testing. There are a number of use-cases that the end-
users should run through. The software developer at the company in the industry will be 
administrating the acceptance testing by integrating the DRM system into a commercial 
software product, distribute it to end-users and perform a cooperative evaluation together 
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with some of the end-users. The end-users will test the Control Center and Installer 
library. The software developer at the company in the industry will test the Developer 
PM. 
 
4.2.2 Problem Reporting 
 
No reporting of problems is required during unit testing. The unit tests are performed by 
Stefan Kallin alone during the implementation of the alpha prototype. 

People at Secureon AB will get the opportunity to test the beta prototype. They will 
run through some of the test-cases and results must be reported to Stefan Kallin. If a 
problem is found, the report must include answers to the following questions: 
 

• Test case? 
• Which part of the DRM system caused the problem? 
• Was there an error message? If so, what did it say? 
• Can you reproduce the problem? If so, how? 
• What is your opinion on a likely cause of the problem? 
• How do you rate the problem? Minor, medium or major? 
• Comments? 

 
Use-cases will be given to all end-users participating in the acceptance testing together 
with a questionnaire. The end-users should run through the use-cases, write down 
comments and answer the questionnaire. The comments and answers to the questionnaire 
should be e-mailed to Stefan Kallin for evaluation. During the cooperative evaluation part 
of the acceptance testing, the software developer at the company in the industry must 
write down opinions and comments of the test participants and inform Stefan Kallin of 
the results. 
 
4.2.3 Unit Testing 
 
The purpose of the unit testing is to test the individual units and classes of the Lime PPC 
DRM system alpha prototype. 

The Lime PPC License Server web services will be tested using small test 
applications. A test application for a web service will call it. If a web service requires 
specific data to be present in the Lime PPC Database, the data will be added manually. 
The result of a call to a web service will be verified in the test application if the web 
service retrieves something or in the database if the web service creates or modifies 
something. 

The classes of the alpha prototype will be tested using CUnit, a testing framework for 
programming languages based on C. CUnit will create test-cases for all classes. A test-
case will be executed until all reported problems in the class have been fixed. 
 
4.2.4 Integration and System Testing 
 
The purpose of the integration and system testing is to ensure sufficient execution and 
compliance with the requirements after integration. The beta prototype contains beta 
versions of all parts of the Lime PPC DRM system. The integration and system testing is 
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the only opportunity to test the functionality of the beta prototype before it is given to 
potential end-users for acceptance testing. 

Well over 100 test-cases were created and executed, each having a name, goal, 
procedure and expected result. The deliverables was extended with test-case results after 
the integration and system testing ended. An example test-case can be viewed below. 
 

1. Create an administrator 
Goal: Verify that an administrator can be created using the Developer PM. 
Procedure: Specify the Lime PPC License Server URL and press the “Create” 
button in the “Administrator Login” area to display the CreateAdminForm in 
create mode. Specify all the required administrator information and press the 
“Create” button. 
Expected result: The administrator is created in the admin table of the Lime PPC 
Database. 
Result: The test succeeded. A unique administrator id is created. Creating an 
administrator with an existing login name fails with a descriptive error message. 
An error message is displayed if the specified administrator login password is less 
than 8 characters or the e-mail address is in incorrect format. 

 
The test-cases have been omitted from the deliverable for this report as they are not 
interesting by themselves. It is sufficient to know that all the required functionality found 
in the Requirement Specification was tested successfully. If a requirement proved to not 
be upheld during a test-case, the beta prototype implementation was modified to remedy 
the problem and the test-case was executed again. 
 
4.2.5 Acceptance Testing 
 
The purpose of the acceptance testing is to ensure a high usability of the desktop 
applications and to test the scalability of the Lime PPC DRM system. The software 
developer at the company in the industry will integrate the DRM system into a 
commercial Pocket PC software product and provide a base of end-users. The end-users 
will serve as test participants. There are three test phases in the acceptance testing; 
developer testing, end-user testing and cooperative evaluation. 

The goal with the developer testing is to evaluate the usability of the Developer PM, 
the installation process of the Lime PPC Database and Lime PPC License Server and the 
integration process of the Client library and Installer library. The software developer at 
the company in the industry installs the DRM system and integrates the Client library into 
a commercial Pocket PC software product. The software product is registered on the 
installed Lime PPC License Server, using the Developer PM, and an installation package 
is created. The installation package is distributed to the test participants of the end-user 
testing. Stefan Kallin participates in the installation and integration process to help and to 
receive feedback. The software developer executes the Developer PM test-cases of the 
integration and system testing and reports the results. The Developer PM testing must be 
ongoing during the end-user testing period to make sure business rules modifications are 
reflected in the license management functionality of the Control Center. 

The goal with the end-user testing is to evaluate the scalability of the Lime PPC 
DRM system and the usability of the Control Center and Installer library. The 
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commercial Pocket PC software product from the developer testing is distributed to a 
minimum of 30 potential end-users together with use-cases and a questionnaire. The end-
users test the commercial Pocket PC software product during 5 days and execute the use-
cases. The use-cases are the test-cases for the Control Center and Installer library from 
the integration and system testing but the goal, procedure and expected result have been 
removed. The end-users are asked to write down problems, opinions and comments when 
executing the use-cases and e-mail them to Stefan Kallin for evaluation. Special notice 
should be given to response times when performing some operation involving the Lime 
PPC License Server. At the end of the testing period, the test participants will answer the 
questionnaire. The questionnaire asks: 
 

• What did you like about the Control Center and the software product installation 
process? 

• What did you not like about the Control Center and the software product 
installation process? 

• What did you find confusing or difficult to use in the Control Center and during 
the software product installation process? 

• How would you suggest improving the Control Center and the software product 
installation process? 

 
The Client library is tested automatically during the end-user testing when the test 
participants interact with the commercial Pocket PC software product. A problem in the 
Client library will likely be seen as a problem with the software product. Therefore, the 
test results of the software product testing, conducted by the software developer at the 
company in the industry, must be evaluated to identify problems with the Client library. 

The goal with the cooperative evaluation is to evaluate the usability of the Control 
Center and Installer library further. The software developer at the company in the 
industry sits down with a minimum of 5 test participants and lets them execute the use-
cases. After finishing a use-case, the software developer will ask: 
 

• What did you like during the use-case? 
• What did you not like about the use-case? 
• What did you find confusing or difficult during the use-case? 
• How would you suggest improving the application towards making it easier to 

execute the use-case? 
 
The answers are noted and e-mailed to Stefan Kallin for evaluation. The software 
developer must also note any comments, positive or negative, made by a test participant 
during the execution of a use-case and the approximate time taken to finish it. 
The acceptance testing never took place due to lack of cooperation and interest from the 
software developer at the company in the industry. The usability and scalability of the 
Lime PPC DRM system remains unknown as of now. The test procedure will still be 
valid in the future if acceptance testing is performed. 
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5 Implementation 
 
The goal of the implementation phase was to turn the design of the Lime PPC DRM 
system into a prototype, or “proof-of-concept”, and to test the prototype extensively to 
prove the design to be working. A prototype was produced by implementing the DRM 
system in stages. The Lime PPC Database, Lime PPC License Server and Lime PPC 
Client library was implemented first, together with the base classes, to produce an alpha 
version of the prototype. After going through extensive unit testing, the alpha prototype 
was turned into a beta prototype by adding implementations of the Lime PPC Control 
Center, Lime PPC Installer library and Lime PPC Developer PM. The beta prototype 
went through integration and system testing. The final prototype was supposed to have 
been created by fixing any problems found during acceptance testing of the beta 
prototype. Sadly, the acceptance testing never took place so some simple in-house 
usability testing was done on the beta prototype instead. As expected, no big problems 
were discovered during the in-house usability testing so the beta prototype became the 
final prototype after being approved by the project supervisor. 
 
5.1 Alpha Prototype 
 
The goal with the alpha prototype was to implement and test the base of the Lime PPC 
DRM system. The Lime PPC Database was implemented first and then the Lime PPC 
License Server, including all three sets of web services. Small test applications were used 
to test the web services together with the Lime PPC Database. The base classes were 
implemented and tested using CUnit. Having the base classes in a stable state made 
implementing the Lime PPC Client library a relatively effortless task. 
 
5.1.1 The Lime PPC Database 
 
The database runs on PostgreSQL 8.0-beta2-dev3 on Red-Hat Linux and was 
implemented using pg Admin III v1.2.0.Beta 1. The implementation boiled down to 
creating the database found in the Lime PPC Database design in Appendix B. 
 
5.1.2 The Lime PPC License Server 
 
The web services and types were implemented using PHP v5.0.2 with the PostgreSQL 
extension v7.4. All code was written using UltraEdit v10.20c. The Apache HTTP server 
(Apache 2004) was installed to host the Lime PPC License Server. 

The latest stable version of the Lime License Server was lost in a hard-disk crash. The 
backup version contains a lot of bugs and strange terminology. Instead of going through a 
long testing phase to determine what functionality to re-implement, the web services of 
the Lime License Server were implemented pretty much from scratch. Fortunately, the 
base functionality, such as database operations, could still be used and formed the base of 
the Lime PPC License Server. 

The web services were tested as they were implemented by using small test 
applications. The Lime PPC Database was populated with the required data manually. 
More advanced testing of the web services took place during the implementation of the 
beta prototype where the Light License Server was tested with the Lime PPC Client 
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library, the Standard License Server was tested with the Lime PPC Control Center and 
the Admin License Server was tested with the Lime PPC Developer PM. 

Debugging PHP is a tiresome task. One simple error is enough to make PHP reject 
the code without giving any hint of what went wrong. Importing a set of web services 
into Visual Studio .NET 2003 will simply fail without any meaningful error message if 
there is an error in the code. Instead of inspecting hundreds of lines of code, a set of web 
services was imported into Visual Studio .NET 2003 as soon as a web service had been 
implemented or modified. If the set of web services could not be imported, the search for 
the error was limited to the code of the implemented or modified web service. 
 
5.1.2.1 The Light License Server  
The Light License Server set of web services and types is small and consists of two web 
services consumed by the Lime PPC Client library. 

The CheckInstallation web service was implemented to support the changes to the 
way component license installations are stored in the Lime PPC Database. Code for 
validating a service- and on-demand component licenses was added. A detailed exception 
is thrown when component license validation fails. 

 The CommitUse web service did not exist in the Lime License Server as there is no 
support for service- or on-demand component licenses. The web service increases the 
value found in the “currenctuses” column in the componentlicenses table if the given 
installation refers to a service- or on-demand component license. 
 
5.1.2.2 The Standard License Server  
The Standard License Server set of web service and types consists of a lot of code. The 
web services are consumed by the Lime PPC Control Center and Lime PPC Installer 
library. The focus during the implementation was security. All web services relating to 
customers validate the caller to prevent unauthorized access to licenses and other data. 

The PurchaseLicenseInvoice web service was implemented to validate that the 
business rules are honored. The web service takes the total amount, calculated in the 
Control Center or Installer library, and compares it to the total amount calculated in the 
web service. If the values differ, an exception is thrown. Validating the total amount is 
important in order to make sure that a customer is billed correctly. There could be 
horrible repercussions if a customer is sent an invoice for an amount not equal to the total 
amount displayed in the PurchaseLicenseConfirmForm when the purchase is confirmed. 
The web service also validates that the customer is allowed to purchase the component 
license types desired and that the selected payment method is enabled in the active 
configuration 

The PurchaseLicenseCreditCard web service was not fully implemented due to 
problems integrating the PHP library from the credit card service vendor. The PHP 
library is required to enable credit card transactions. The Control Center and Installer 
library is fully implemented to support credit card purchases but the web service will 
need to be finished in the future before purchasing a license by credit card can be 
allowed. 

The PurchaseComponentLicenseInvoice web service was implemented to add the 
resulting invoice component to any pending invoice related to the license the component 
license becomes part of. If there is more than one pending invoice, the invoice component 
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is added to the latest pending invoice. The new total amount of the invoice is calculated 
automatically and the customer is informed of the changes in the invoice via the Control 
Center or Installer library. 

A problem was encountered when implementing the RemoveLicense web service. It 
sounds easy enough, just delete the license, but a decision what to do with invoices had to 
be made. Naturally, a sent invoice for which payment has yet to be received can not be 
deleted from the Lime PPC Database by the customer. But if an invoice for a license is 
pending, what should be done if the customer tries to delete the license? Assuming a 
software manufacturer send invoices regularly, a customer should not have used the 
license for a long time before the invoice is sent. Therefore, the web service was 
implemented to delete the license and any pending invoice related to it. There are two 
problems: 
 

• The potential for misuse. A customer can purchase a license by invoice and 
remove it before the invoice is sent. The customer will never be billed. However, 
the advantage of giving a customer the opportunity to change his or her mind 
about a license purchase outweighs the disadvantage of having a few individuals 
misusing the system. 

• Swedish requirements on keeping discarded invoices. Discarded invoices have to 
be saved for future reference in Sweden. This fact was not known during the 
implementation. The web service must be modified before the Lime PPC DRM 
system is introduced on the commercial market. 

  
The CreateInstallation web service was implemented to delete an old component license 
installation if a new component license is installed for the same component. It would not 
make sense for someone to have more than one component license installation for a 
component. The number of created component license installations must not be allowed 
to exceed the number of installations purchased by the customer. The rule is also 
enforced in the web service. If someone needs to install a component license but the 
number of purchased installations has been reached, a customer can purchase additional 
installations or uninstall one existing installation to free up a spot. Service- and on-
demand component licenses are not affected by the rule as they can have an unlimited 
number of installations. A floating component license can be installed by an unlimited 
number of users but it can only have a maximum number of concurrent users 
corresponding to the number of purchased installations, enforced in the CheckOut web 
service. The CheckOut web service will throw an exception when the maximum number 
of concurrent users of a floating component license has been reached. When it occurs, a 
customer can purchase additional installations to allow more concurrent users or some 
user can check-in a floating component license installation to free up a spot. 
 
5.1.2.3 The Admin License Server  
The Admin License Server set of web services and types was easy to implement as the 
majority of the web services results in simple get- or set operations on the Lime PPC 
Database. The GetAdmin web service deserves a special mention though. It validates an 
administrator and returns all data related to the validated administrator in an Admin 
object. The data is used in the Lime PPC Developer PM where the administrator can 
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perform operations on it. Any operations that modify the data are applied to the data in 
the Lime PPC Database by calling the set web services. Since all data is retrieved and 
temporarily stored locally, the local representation of the data might not be identical to 
the data in the Lime PPC Database. A customer might, for example, delete a license 
while the administrator is using the Developer PM. The deletion will not be applied to the 
local copy of the data. Data concurrency can be a major problem but it was expected to 
be manageable. The web services were implemented with the problem in mind. All web 
services throw detailed exceptions when an error occurs that is suspected to have been 
caused by a data concurrency problem. It is possible to make the implementation more 
resistant to data concurrency problems but it would cause a higher load at the web server 
during administration. It was desirable to cause as little continuous load as possible on 
the web server as customers and software product end-users ultimately would have to pay 
the price. The Lime PPC Client library, Lime PPC Control Center and Lime PPC Installer 
library would suffer from slower response times, affecting customers and end-users 
negatively in the end. 
 
5.1.3 Base Classes 
 
The base classes took over a week to implement and test. The reason for the long time is 
simple; it was absolutely crucial to achieve a good and stable implementation because the 
base classes are the base of the Lime PPC DRM system. The base classes are used to 
great length in the Lime PPC Client library, Lime PPC Control Center and Lime PPC 
Installer library. If the base classes were badly implemented, it would have a huge 
negative impact on the quality of the entire DRM system. Furthermore, a thorough testing 
of the base classes would result in fewer problems to fix when testing the other parts of 
the DRM system.  

Most of the base classes were going to be used on both the .NET Framework and the 
.NET Compact Framework. Because the .NET Framework is compatible with the .NET 
Compact Framework, but not the other way around, the classes were implemented and 
tested on the .NET Compact Framework where applicable. 

The classes were tested using CUnit. Test-cases created by CUnit were executed until 
all discovered bugs of a class had been fixed. The Rapi, ActiveSyncConnection, 
Win32API and RemotePocketPC classes were combined to test interaction with a 
connected Pocket PC device. The WinCEAPI and PocketPC classes were combined and 
tested on a Pocket PC device. The License, FloatingInstalledComponent, 
PurchaseInstalledComponent, TrialInstalledComponent, FullInstalledComponent and 
LeaseInstalledComponent classes were combined to test local- and remote component 
license validation and the reading and writing of license files. All registry entries and data 
entries in the Lime PPC Database, required for testing, were added manually. A small 
application was created for writing and encrypting license files. 

The implementation of the RemotePocketPC class was problematic. Retrieving the 
unique device id from a connected Pocket PC device proved to be quite difficult. 
Originally, it involved calling an unmanaged function, KernelIOControl (Microsoft 
2004f), in the core.dll dynamic link library using the Remote API CeRapiInvoke function. 
Invoking any function in core.dll using CeRapiInvoke did not work for reasons unknown. 
There could be a bug in how the Remote API works or the implementation simply failed. 
Instead of calling KernelIOControl directly, an unmanaged dynamic link library was 



Chapter 5: Implementation 
 

 
 73

created containing one exported function, GetDeviceID, which in turn called the 
KernelIOControl function to retrieve the unique device id. The RemotePocketPC class 
copies the dynamic link library to the connected Pocket PC device and invokes the 
GetDeviceID function using CeRapiInvoke when the unique device id is to be retrieved.  

Reading a string from the Pocket PC registry caused many headaches. It started as 
strange behavior when validating component license installations locally. Even though 
the registry entries in the component registry key matched the component license 
installation data in the license file, the License class still reported the component license 
installation to be invalid due to a mismatch with the registry entries. The problem turned 
out to stem from the unmanaged WinCE API registry functions wrapped in the 
WinCEAPI class. Apparently, when reading a string from the registry using the 
unmanaged functions, the string is padded with a number of null characters. When 
comparing the registry string with the string found in the license file, they were not equal 
due to the null values. The problem was finally solved by adding code to the 
QueryRegValueString method of the PocketPC class that trims the string from the right 
so that all null values are removed. 

The PurchaseInstalledComponent, TrialInstalledComponent, 
FullInstalledComponent and LeaseInstalledComponent classes exists in the 
implementation of the Lime DRM system. The implementations of them in the base 
classes are based on the Lime DRM system versions but they have been improved so that 
they can read and write themselves to a license file and validate themselves locally. The 
FloatingInstalledComponent, ServiceInstalledComponent and 
OndemandInstalledComponent classes had to be implemented from scratch. 
 
5.1.4 The Lime PPC Client 
 
The Lime PPC Client library consists of many of the base classes and the Protection 
class. The Protection class ties the base classes together and interfaces mainly with the 
InstalledProgram and License classes. The public interface of the library is the methods 
of the Protection class. Having implemented the base classes made the implementation of 
the Client library a simple task and no difficult issues were encountered. 

The Protection class was tested using CUnit test-cases and the Client library as a 
whole was tested further during the integration and system testing. All tests succeeded 
and no problems worth mentioning were discovered. 
 
5.2 Beta Prototype 
 
The goal with the beta prototype was to implement the Lime PPC Control Center, Lime 
PPC Installer library and Lime PPC Developer PM and then test all parts of the Lime 
PPC DRM system together. The difficulties were GUI related and not code related during 
the implementation of the three parts. The parts feature a lot of functionality and it would 
take some careful planning to put it all together in GUIs. Fortunately, the design gave the 
base of the GUIs in the shape of windows forms and a general description of different 
areas. The task during the implementation was to build on the base to make sure the GUIs 
ended up with having a high usability. 
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The GUIs were roughly drawn on paper first to get an initial impression. The paper 
designs were then shown to people at Secureon AB to get a second opinion. Two issues 
came up: 
 

• The GUIs would require a lot of screen space, especially in the Developer PM. 
• What would be done to convey to the user that some time consuming operation is 

taking place? 
 
The amount of screen space a GUI uses can be lowered by using tab controls. A tab 
control makes it possible to create several small windows forms hidden behind each 
other. A tab contains text describing the contents of the control. The screen space 
consumption can further be reduced by the clever use of lists. Some lists can contain 
columns. Information can be put in the columns, in a space conservative fashion, instead 
of in precious screen space. Lists can also use color coded rows to represent states of the 
items they represent. 

Communication with a Lime PPC License Server can take time sometimes. An 
application will appear to be unresponsive at times during communication with a Lime 
PPC License Server. This is fine as long as the user understands that some operation is 
carried out and the application has not frozen. The WaitForm windows form was 
implemented for use in the three parts. It displays a message about what operation is 
taking place during communication with the Lime PPC License Server. 

In addition to the tab controls (TabControl GUI items) and lists (ListView GUI 
items), the following GUI items were used to build the GUIs of the applications: 
 

• The Button GUI item is clicked to perform some action. 
• The TextBox GUI item lets a user enter text. 
• The RadioButton GUI item lets a user make a selection. 
• The CheckBox GUI item lets a user enable or disable something. 

 
The integration and system testing went exactly as planned. All test cases were executed 
and the results were verified. Small issues came up in the form of bugs but none requiring 
design or requirements changes. The GUIs did not go through any substantial usability 
tests during the beta prototype implementation as a cooperative evaluation with potential 
end-users was expected to take place before the final prototype was implemented. The 
only GUI testing done was to verify that meaningful error- and warning messages are 
displayed when something goes wrong, that no illegal input is accepted and that a GUI 
item is disabled when the operation or choice it represents is illegal in the current state. 
The latter verification is important as a user should not, for example, be allowed to even 
try to check-out a non floating component license installation, ensured by disabling the 
“Check-Out” button when a non floating component license installation is selected in the 
GUI of the Control Center. 
 
5.2.1 The Lime PPC Control Center 
 
There were no coding difficulties encountered while implementing the Lime PPC Control 
Center. The GUI was also quite simple to build as the Design Specification contains a 
general description of all windows forms. The principles of using lists to display 
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information and inform the end-user when some time consuming operations is taking 
place were upheld. A tab control was used to clearly separate the local license 
management, or “Pocket PC”, area from the global license management, or “Manager”, 
area. Instead of describing the functionality and GUI here, please see Appendix G for an 
exhaustive description of the final GUI and functionality of the Control Center. 

The customer number assigned to a customer can be difficult to remember. The 
customer number must be specified, together with the customer password, when logging 
in as a customer in the local license management part. To make it easier for customer 
who own Pocket PC devices to remember the customer number, the unique Pocket PC 
device id will correspond to the customer number if the device is connected while the 
customer is created. 

The PurchaseExtendLeaseForm was implemented to calculate the amount to pay by 
the following equation: (NewInstallations * DaysLeft * ComponentPrice) + 
(TotalInstallations * NewDays * ComponentPrice). 
 
5.2.2 The Lime PPC Installer 
 
The work consisted of implementing the LimeInstaller class. One problem was 
encountered when using the ActiveSyncConnection class of the base classes. The delegate 
was not invoked when a Pocket PC device was disconnected. Debugging showed that the 
ActiveSync COM object could not be initialized properly from a temporary directory. No 
solution was found for the problem so the status of a connected Pocket PC device is 
checked manually by polling. 

The Lime PPC Installer library uses a lot of the GUI from the Lime PPC Control 
Center. Please see Appendix H for an exhaustive description of the final GUI and 
functionality of the Installer library. 
 
5.2.3 The Lime PPC Developer PM 
 
The implementation consisted of writing simple code calling web services in the Admin 
License Server. As the GUI of Lime PPC Control Center has been implemented with 
good results, the same principles were used when implementing the Lime PPC Developer 
PM GUI. Please see Appendix I for an exhaustive description of the final GUI and 
functionality of the Developer PM. 

One mistake was made during the implementation; the CreateComponentForm was 
implemented to only support prices being specified in one currency. The mistake was a 
result of the same mistake made when implementing the Admin License Server. The 
error is simple to correct though. 

No problems were encountered during the implementation. In fact, some extra 
functionality, not present in the product functions of the Requirements Specification, was 
implemented due to their simplicity. 
 
5.3 Final Prototype 
 
The plan was to execute acceptance testing with a cooperative evaluation, described in 
the Test Plan, by integrating the beta prototype of the Lime PPC DRM system into a 
commercial software product and give it to potential end-users. The software developer at 
the company in the industry was supposed to help execute the cooperative evaluation 
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with some of the end-users. Unfortunately, it has not happened yet or the title of this 
section would have been “Final Product”.  

Instead of executing acceptance testing, the beta prototype was evaluated in-house by 
the people at Secureon AB. The evaluators had been following the development of the 
DRM system closely and all of their comments had already been taken into account when 
implementing the beta prototype so no problems were discovered. There must be 
problems though but they can probably only be found by real end-users. The beta 
prototype became the final prototype after being approved by the project supervisor. 
 
5.4 Evaluation 
 
The implementation of the Lime PPC DRM system prototype went surprisingly smooth, 
largely due to the detailed design in the Design Specification. The implementation work 
took 4 weeks longer than expected because of the decision to develop a more product like 
DRM system. The extra time was caused by the need to test the DRM system thoroughly. 
A commercial product must be tested more than a prototype. 

The order in which the parts were implemented is not optimal. A lot of license files 
and database entries had to be created manually until the Lime PPC Developer PM has 
been implemented. The Developer PM should have been implemented first, together with 
the Lime PPC Database and Admin License Server, since it can write license files and 
manipulate the database. 

If the DRM system is to be in continued development in the future, the Lime PPC 
License Server must be implemented in some language other than PHP. PHP is difficult 
to debug, the code is difficult to read and it is difficult get a grip of code structure. A 
better choice would be some object oriented language. Object orientation makes code 
easier to maintain and extend. The Java programming language would be an excellent 
choice since it would enable the use of the JBoss Application Server (JBoss 2004). The 
JBoss Application Server supports web services and is becoming very popular because of 
the advanced features it offers while being free, even for commercial use. 
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6 Conclusions 
 
The result of the master’s thesis is presented in this chapter together with a discussion 
concerning the relation between and Lime PPC DRM system and Lime DRM system. A 
number of suggestions for future development of the Lime PPC DRM system are also 
presented. 
  
6.1 Result 
 
The main goal with the master’s thesis was to execute a feasibility study of a DRM 
system, based on the Lime DRM system, for mobile software products running on Pocket 
PC devices. The feasibility study indicates that it is feasible to develop a DRM system, 
based on the Lime DRM system, for mobile software products running on Pocket PC 
devices by answering the feasibility questions. However, the feasibility study shows that 
it is not feasible to implement the DRM system using only the .NET Compact 
Framework. That is, it is not feasible to put all the functionality of the DRM system in the 
client software. It is only feasible to develop the DRM system by placing as little 
functionality as possible in the client software and instead use desktop applications and 
the .NET Framework.  

In retrospect, was it feasible to develop the Lime PPC DRM system? Yes, from a 
technical perspective, but not from a market perspective. The market is not ready for a 
complex DRM system. 

The evaluation of the feasibility study resulted in a decision to create a design and 
prototype of the Lime PPC DRM system. The Lime PPC DRM system was designed 
using UML and a prototype was implemented using the .NET platform and the C# 
programming language. The client software of the Lime PPC DRM system, the Lime 
PPC Client library, was implemented using the .NET Compact Framework but all 
desktop applications were implemented using the .NET Framework. The prototype was 
subjected to extensive testing during the implementation phase. The conducted testing 
succeeded, thereby achieving the second goal by proving the design to be working. 

In retrospect, is the design working? Yes, the design is working, but is it good 
enough? Unfortunately, it is impossible to answer that question until the prototype has 
been evaluated by potential end-users. Problems requiring design modifications might be 
found if the acceptance testing is executed in the future. 
 
6.2 Discussion 
 
When Secureon AB formulated the master’s thesis, they believed that only the client 
software of the developed DRM system would need to be included. The rest of the 
developed DRM system could be taken directly from the Lime DRM system. The 
feasibility study showed that the original belief was not feasible. The client software 
would have to contain a very limited set of functionality and be supported by desktop 
applications. As a result, the delimitation of implementing the DRM system using only 
the .NET Compact Framework became impossible, the .NET Framework would also 
have to be used. However, the feasibility study had not been executed before defining the 
delimitations so the original belief was valid at that time. The people at Secureon AB had 
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no experience in developing for mobile devices and were not aware of the severe 
limitations of Pocket PC devices. 

The only parts of the Lime PPC DRM system not existing in any form in the Lime 
DRM system are the local license manager part of the Lime PPC Control Center and the 
Lime PPC Installer library. Both parts were created as a substitution for the licensing 
functionality of the client software in the Lime DRM system. The global license manager 
part of the Lime PPC Control Center corresponds to the end-user license manager in the 
Lime DRM system and the Lime PPC Developer PM corresponds to the manufacturer 
version of the license manager. It became clear early that not many parts of the Lime 
DRM system could be used in the Lime PPC DRM system as they were. The systems 
target different platforms and the available version of the Lime DRM system was a 
preliminary prototype. In order to achieve the highest possible quality, it was easy to 
decide to base the Lime PPC DRM system on the Lime DRM system but not reuse the 
majority of the parts. The Lime License Server was heavily redesigned to become the 
Lime PPC License Server and the Lime Database was extended and modified to become 
the Lime PPC Database. The redesigns results in making the Lime PPC DRM system 
incompatible with the Lime DRM system, but the Lime DRM system is compatible with 
the Lime PPC DRM system. That is, the Lime DRM system can use the Lime PPC 
License Server and Lime PPC Database. The incompatibility of the DRM systems raises 
the question; is the Lime PPC DRM system based on the Lime DRM system? The answer 
depends on the interpretation of “based” in the formulation of the master’s thesis. If 
“based” means “structurally alike” then yes, the Lime PPC DRM system is based on the 
Lime DRM system. However, if “based” means “fully compatible” then no, the Lime 
PPC DRM system is not based on the Lime DRM system. The DRM systems shares a 
common base in terms of structure, design, code and interface, but the feasibility study 
showed that it would be impossible to make them fully compatible, at least with the 
available version of the Lime DRM system. Furthermore, it was not desirable to make 
them fully compatible since it would have meant compromising the quality of the Lime 
PPC DRM system.  
 
6.3 Future Development 
 
The Lime PPC DRM system can be developed further in the future. The mobile software 
market is young and Pocket PC devices will, if they follow the same pattern as desktop 
computers, become more powerful compared to today. Advanced mobile software 
products will appear, allowing people to do complex work while being mobile. Internet 
connectivity is a problem but widespread support for wireless connections is on the 
horizon, at least for indoor environments. The DRM system must evolve when the market 
and technology evolves. 

A number of improvements, additions and modifications have been suggested earlier 
in the report: 
 

• Offer licensing functionality through the Lime PPC Client library. A GUI will be 
needed together with more web services so the Client library will consume more 
memory. Licensing functionality in the Client library is only useful when the 
internet connectivity of Pocket PC devices increases. By then, the standard 
amount of memory in a Pocket PC device will have increased also. 
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• Add support for specifying component prices in an arbitrary number of 
currencies. The Lime PPC Database supports several currencies but the Admin 
License Server and Lime PPC Developer PM do not. The requirements are 
violated in the final prototype. 

• Implement license purchase by credit card. It is simply a matter of figuring out 
how to integrate the PHP library from the credit card service vendor into the 
Standard License Server. 

• Implement the local license server. The local license server increased the 
scalability of the Lime PPC DRM system and the security of enterprise users. 

• Implement the Lime PPC License Server in Java. Java will make the Lime PPC 
License Server easier to maintain and extend. 

• Execute the acceptance testing. The result of the acceptance testing will improve 
the usability of the Lime PPC DRM system and give a hint about the scalability. 

• Implement runtime encryption copy-protection. The .NET CLR Profiler should be 
supported in the .NET Compact Framework v2.0. Runtime encryption copy-
protection greatly improves the copy-protection offered by the Lime PPC DRM 
system. 

• Implement wrapping functionality. The methods required for executing a binary 
file from memory should be supported in the .NET Compact Framework v2.0. 
Wrapping functionality offers an easy way for software manufacturers to integrate 
the Lime PPC Client library and adds another layer of copy-protection. 

• Design and implement statistics collecting, reporting and viewing. Statistics has 
the potential to help software manufacturers identify usage patterns of a product 
and to help customers analyze how licenses are used. 

• Hash all passwords in the Lime PPC Database. Hashing passwords will improve 
the security of the Lime PPC DRM system. 

• Do not delete discarded invoices in the Lime PPC Database. Keeping discarded 
invoices for future reference is required in Sweden. 

 
Additionally, the following is suggested: 
 

• Sell the Lime PPC DRM system using the Lime DRM system. Many software 
manufacturers want to test a DRM system before investing in it. By using the 
Lime DRM system to sell the Lime PPC DRM system, it would be possible to 
offer several different licensing options, including trial licenses. The client 
software can be integrated into the Lime PPC Developer PM. It would be 
completely safe since the Lime PPC DRM system is useless for a software 
manufacturer if product management is inaccessible. 

• Implement the Lime PPC Client for more mobile devices. SmartPhones are 
becoming very popular and could very well be the dominating mobile device on 
the market in the future. In order to get a piece of the action, the Client library 
could be implemented using J2ME. 

• Make sure the Lime PPC DRM system is compatible with the second version of 
the Lime DRM system. A software manufacturer should not be required to have 
two different databases and license servers if they develop both desktop- and 
mobile software products. 
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• Support more payment methods. A software manufacturer might not want to let 
single end-users purchase licenses by invoice and not all end-users have credit-
cards. Using an internet bank or PayPal to pay for merchandise is popular.
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Appendix A – Use-cases 
 
Lime PPC Developer PM 
 
The Lime PPC Developer PM was called the Lime Mobile Pocket PC LM (License 
Manager) initially.  The Lime PPC Installer library had not been envisioned when the 
use-case was created. Instead, the Developer PM was responsible for creating a 
proprietary distribution package. The software product found in the distribution package 
could be installed through the Lime PPC Control Center. 
 

• Actor: An administrator. 
• Dependencies: None 
• Entry condition: An administrator wants to register a software product and create 

a distribution package in order to get the product to end-users. 
• Exit Condition: The software product has been registered and a distribution 

package has been created. 
• Cost: 100. This function is required for the system to function at all. 
• Value: 100. This function is required for the system to function at all. 
• Risk: 1, the entire project fails if this fails. 

 

 
Figure 7: “Lime PPC Developer PM” use-case storyboard. 

1. The administrator specifies a Lime PPC 
License Server to use. 

3. The administrator presses the Login 
button. 

4. The Developer PM communicates with the 
Lime PPC License Server. 

2. The administrator enters his/her username 
and password. 
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Figure 8: “Lime PPC Developer PM” use-case storyboard continued. 

7. The administrator selects the product. 8. The administrator selects the 
Components tab. 

6. The administrator specifies available 
payment methods. 

5. The administrator specifies the name and 
version of the product. 

9. The administrator specifies the 
components of the product. 

10. The administrator specifies available 
license types and options. 
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Figure 9: “Lime PPC Developer PM” use-case storyboard continued. 

13. The administrator selects the Trial tab. 14. The administrator specifies trial 
licensing and options. 

11. The administrator selects the Prices 
tab. 

12. The administrator specifies licensing 
prices. 

15. The administrator selects the 
Distribution Package tab. 

16. The administrator specifies a Readme-
file text. 
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Figure 10: “Lime PPC Developer PM” use-case storyboard continued. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

19. The Developer PM creates the 
distribution package. 

18. The administrator specifies the product 
installation file. 

17. The administrator presses the Create 
Distribution Package button. 
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License installed software product 
  
The Lime PPC Control Center was initially responsible for installing software products 
and local license management. 
 

• Actor: A software product end-user. 
• Dependencies: None 
• Entry condition: The end-user wishes to license the installed software product. 
• Exit condition: The new license for the software product is installed on the 

connected Pocket PC. 
• Cost: 30. As soon as installing a software product and licensing works, the 

function should be quite easy to implement. 
• Value: 95. It would be very tiresome for an end-user to be required to reinstall a 

software product as soon as its license becomes invalid. 
• Risk: 1, the function must be present from a usability perspective. 
 

 

 
Figure 11: “License installed program” use-case storyboard. 

 
 
 
 
 
 

1. The end-user presses the Manage 
License button. 

2. The Control Center communicates 
with the connected Pocket PC device. 



Appendix A: Use-cases 
 

 
 91

 
Figure 12: “License installed program” use-case storyboard continued. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

6. The end-user chooses to install the 
license. 

3. The end-user selects the product. 4. The end-user presses the New 
License Button. 

5. The end-user licenses the product. 
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Appendix B - Lime PPC Database Design 
 

serial: adminid
varchar(40): loginname
varchar(40): loginpass
varchar: firstname
varchar: lastname
varchar: email

admin

serial: adminid
varchar(40): loginname
varchar(40): loginpass
varchar: firstname
varchar: lastname
varchar: email

admin

serial: companyid

varchar(40): companyname
varchar(40): address
varchar(10): zipcode
varchar(40): town
varchar(40): country
varchar(20): vatnum
varchar(20): orgnum
varchar(255): url

int4: configid
int4: adminid

varchar: postgiro
varchar: bankgiro
varchar: bankname

varchar: phone
varchar: email

companies

serial: componentid

varchar(40): name
bool: optional

int4: productid

varchar: description
varchar(40): minversion
bool: allowtrial
bool: allowfull
bool: allowlease
bool: allowservice
bool: allowondemand
bool: allowfloatingfull
bool: allowfloatinglease

components

serial: componentid

varchar(40): name
bool: optional

int4: productid

varchar: description
varchar(40): minversion
bool: allowtrial
bool: allowfull
bool: allowlease
bool: allowservice
bool: allowondemand
bool: allowfloatingfull
bool: allowfloatinglease

components

serial: componentlicenseid
int4: componentid
int4: licenseid
int2: maxinstallations
varchar: type
bool: floating
bool: locked
date: leaseexpire
bool: awaitingpayment
date: paymentexpire
date: trialexpire
date: licensedate
int4: uses
int4: currentuses

componentlicenses

serial: componentlicenseid
int4: componentid
int4: licenseid
int2: maxinstallations
varchar: type
bool: floating
bool: locked
date: leaseexpire
bool: awaitingpayment
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componentlicenses
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varchar(40): lastname
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varchar(20): vatnum
varchar(20): orgnum
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varchar(40): phone

varchar(40): address
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varchar(40): town
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varchar(40): password
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varchar(40): lastname
varchar(40): companyname
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date: sentdate
bool: received
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varchar(40): firstname
varchar(40): lastname
varchar(40): companyname
varchar(20): vatnum
varchar(20): orgnum

varchar(40): email
varchar(40): phone

varchar(40): address
varchar(10): zipcode
varchar(40): town
varchar(40): country
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invoices

serial: invoiceid
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int4: licenseid
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varchar(3): currencyiso
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date: sentdate
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varchar(40): lastname
varchar(40): companyname
varchar(20): vatnum
varchar(20): orgnum

varchar(40): email
varchar(40): phone

varchar(40): address
varchar(10): zipcode
varchar(40): town
varchar(40): country
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varchar: version
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Figure 13: The Lime PPC Database design. 
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Appendix C – Lime PPC License Server Design 
 

 
Figure 14: The Light License Server set of web services and types. 
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Figure 15: The Standard License Server set of web services and types. 
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Figure 16: The Admin License Server set of web services and types. 
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Figure 17: Base classes class diagram. 
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Figure 18: The Lime PPC Client library class diagram. 
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Figure 19: The Lime PPC Control Center class diagram. 
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Figure 20: The Lime PPC Installer library class diagram. 
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Figure 21: The Lime PPC Developer PM class diagram. 
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Figure 22: The Lime PPC Client library state chart. 
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Figure 23: The Lime PPC Control Center local license management state chart. 
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Figure 24: The Lime PPC Control Center global license management state chart. 
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Figure 25: The Lime PPC Installer state chart. 
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Figure 26: The Lime PPC Developer PM state chart. 
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Figure 27: Client sequence diagram of a successful call to IsComponentLicensed where the license type of 

the component license installation is floating lease. The component license is validated locally. 
 

 
Figure 28: Client sequence diagram of a successful call to IsComponentLicensed where the license type of 

the component license installation is floating lease. The component license is validated remotely. 
 

 
Figure 29: Client sequence diagram of an unsuccessful call to IsComponentLicensed where the license type 

of the component license installation is floating lease. The component license is validated locally. 
 

 
Figure 30: Client sequence diagram of an unsuccessful call to IsComponentLicensed where the license type 

of the component license installation is floating lease. The component license is validated remotely. 
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Appendix G – Lime PPC Control Center GUI 
 

 
Figure 31: The local license management GUI of the Control Center. 

 
1. The status of the local license manager part. 
2. The unique Pocket PC device id will be set automatically when the Pocket PC device is connected.  
3. Enter your password to login. The text box is disabled when logged in. 
4. Press the button to register on the connected Pocket PC device or to modify registration 

information, such as password. The text of the button is “Register” when no registration 
information is found on the connected Pocket PC device. 

5. Press the button, after entering your password, to login. The button is disabled while logged in. 
6. Press the button to logoff. The button is disabled while logged off. 
7. All installed products are displayed in the list. Select a product to view any installed component 

licenses. 
8. Indicates if the latest version of the selected product is installed. 
9. The Lime PPC License Server used by the selected product. 
10. All installed component licensed for the selected product are displayed in the list. Rows are color 

coded; green indicates that the component license is installed and valid, dark red indicates that no 
component license is installed for the component and bright red indicates that the installed 
component license is invalid. 

11. Press the button to activate a license and install component licenses using the 
ActivateInstallLicenseForm. 

12. Press the button to install existing component license installations using the 
InstallExistingLicenseForm. The button is disabled when no component license installations exists 
on the Lime PPC License Server. 

13. Press the button to install component licenses from a license file using the InstallLicenseFileForm. 
14. Press the button to purchase and install single installation component licenses using the 

PurchaseLicenseSingleUserForm. 
15. Press the button to update all component license installations. The “Status” column will indicate if 

a component license installation requires updating. 
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16. Press the button to uninstall the installed license. The button is disabled if no license is installed. 
17. Press the button to uninstall the selected component license installation from the connected Pocket 

PC device and the Lime PPC License Server. 
18. Press the button to uninstall the selected component license installation from the Lime PPC 

License Server. The button is enabled when the component license is not installed on the 
connected Pocket PC. 

19. Press the button to install a trial license. The button is enabled when no trial license has been 
installed previously for the selected product. 

20. Press the button to check-out the selected component license installation. The button is enabled 
when a floating component license installation is selected and checked-in. 

21. Press the button to check-in the selected component license installation. The button is enabled 
when a floating component license installation is selected and checked-out. 

 

 
Figure 32: The ActivateInstallLicenseForm GUI. 

 
1. Enter the serial number of the license. 
2. Enter the password, if applicable, for the license. 
3. Press the button to activate the license after entering the serial number and password. 
4. The component licenses of an activated license are displayed here. Rows are color coded; green 

indicates that the component license is valid, dark red indicates that no component license exists 
for the component in the license and bright red indicates that the component license is invalid. 
Uncheck the check box next to a component license row to exclude the component license from 
license installation. 

5. Press the button to install all checked component licenses of the license. Invalid and unchecked 
component licenses will not be installed. 

6. Press the button to install the selected component license. The button is enabled when a valid 
component license is selected. 

7. Press the button to close the windows form. 
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Figure 33: The InstallExistingLicenseForm GUI. 

 
1. The existing component license installations are displayed here. Rows are color coded; green 

indicates that the component license installation is valid, dark red indicates that no component 
license installation exists for the component and bright red indicates that the component license 
installation is invalid. Uncheck the check box next to a component license row to exclude the 
component license from license installation. 

2. Press the button to install all checked component license installations on the connected Pocket PC 
device. Invalid and unchecked component license installations will not be installed. 

3. Press the button to install the selected component license installation. The button is enabled when 
a valid component license installation is selected. 

4. Press the button to close the windows form. 
 

 
Figure 34: The InstallLicenseFileForm GUI. 

 
1. The component licenses installations found in the license file are displayed here. Rows are color 

coded; green indicates that the component license is valid, dark red indicates that no component 
license exists for the component in the license file and bright red indicates that the component 
license is invalid. Uncheck the check box next to a component license row to exclude the 
component license from license installation. 

2. Press the button to install all checked component license installations. Invalid and unchecked 
component license installations will not be installed. 

3. Press the button to install the selected component license installations. The button is enabled when 
a valid component license installation is selected. 

4. Press the button to close the windows form. 
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Figure 35: The PurchaseLicenseSingleUserForm GUI. 

 
1. The contents of the purchased license are displayed here. Information includes the type and price 

of each component license. 
2. The total amount to pay for the purchased license. 
3. Select a component and the “No License” radio button to exclude the component from the license. 

The radio button is enabled for optional components. 
4. Press the button to confirm the “No License” choice. 
5. Select a component and the “Full” radio button to purchase a full component license for the 

selected component. The radio button is enabled for components for which the software 
manufacturer has specified that the full license type is allowed. 

6. The price of a full component license for the component. 
7. Press the button to confirm the “Full” choice. 
8. Select a component and the “Lease” radio button to purchase a lease component license for the 

selected component. The radio button is enabled for components for which the software 
manufacturer has specified that the lease license type is allowed. 

9. The price of leasing a component license for one day. 
10. Enter the date when the lease component license will expire. 
11. Press the button to confirm the “Lease” choice. 
12. Select a component and the “Service” radio button to purchase a service component license for the 

selected component. The radio button is enabled for components for which the software 
manufacturer has specified that the service license type is allowed. 

13. The price of one use of the selected component. 
14. Enter the number of component uses after which the service component license has expired. 
15. Press the button to confirm the “Service” choice. 
16. Select a component and the “On Demand” radio button to purchase an on-demand component 

license for the selected component. The radio button is enabled for components for which the 
software manufacturer has specified that the on-demand license type is allowed. 

17. The price of one use of the selected component. 
18. Press the button to confirm the “On Demand” choice. 
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19. Select the radio button to pay by invoice. The radio button is enabled when the active 
configuration allows payment by invoice. 

20. Select the radio button to pay by credit card. The radio button is enabled when the active 
configuration allows payment by credit card. 

21. Press the button to proceed with the purchase. 
22. Press the button to cancel the purchase and close the windows form. 

 

 
Figure 36: The InvoiceForm GUI. 

 
1. Specify invoice recipient information. 
2. The total amount to pay on the invoice. 
3. The number of days until payment for the invoice has expired counted from the date the invoice is 

sent. 
4. Press the button to proceed with the purchase by invoice. 
5. Press the button to cancel the purchase by invoice and close the windows form. 

 

 
Figure 37: The PurchaseLicenseConfirmForm GUI. 

 
1. Detailed information about the contents of the purchased license. 
2. Optionally specify a license password. 
3. Confirm the license password. 
4. Details about the invoice recipient. 
5. The total amount to pay on the invoice. 
6. The number of days until payment for the invoice has expired counted from the date the invoice is 

sent. 
7. Check the box to receive an electronic receipt of the purchase by e-mail. 
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8. Check the box to include the serial number of the license in the receipt. 
9. Check the box to include the password of the license in the receipt. 
10. Press the button to confirm the purchase by invoice and finish the transaction. 
11. Press the button to cancel the purchase by invoice and close the windows form. 

 

 
Figure 38: The global license management GUI of the Control Center. 

 
1. Specify the URL to the Lime PPC License Server you wish to login to as a customer. The text box 

is disabled when logged in. 
2. Specify your customer number. If a Pocket PC device is connected, the customer number will be 

set to the unique device id automatically. The text box is disabled when logged in. 
3. Specify your customer password. The text box is disabled when logged in. 
4. Press the button to login after specifying Lime PPC License Server URL, customer number and 

customer password. The button is disabled when logged in. 
5. Press the button to logoff when logged in. The button is disabled when logged off. 
6. Press the button to create a customer. The button is disabled when logged in. 
7. Press the button to modify customer information. The button is disabled when logged off. 
8. Press the button to have the customer password of the customer with the specified customer 

number sent to the e-mail address of the customer. The button is disabled when logged in. 
9. The products registered on the Lime PPC License Server. 
10. Press the button to purchase a multiple installation license for the selected product. 
11. The licenses belonging to the logged in customer and the selected product. A license is represented 

by the serial number. 
12. The message indicates if the license requires a password to be specified in order to access it. 
13. Specify the license password if required and press the “OK” button. 
14. Press the button to have the license password sent to the e-mail address of the logged in customer. 
15. Press the button to the invoice history of the selected license. 
16. Press the button to remove, or delete, the selected license from the Lime PPC License Server 

permanently. 
17. Press the button to lock the selected license. 
18. Press the button to set a password for the selected license. 
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19. The component licenses of the selected license are displayed here. Rows are color coded; green 
indicates that the component license is valid, dark red indicates that no component license exists 
for the component and bright red indicates that the component license is invalid. 

20. Press the button to purchase a component license for the selected component. The button is 
disabled when the selected component has a valid license. 

21. Press the button to remove, or delete, the selected component license from the Lime PPC License 
Server permanently.  

22. Press the button to lock the selected component license. 
23. Press the button to extend the selected component license. The button is enabled when a full-, 

lease- or service component license is selected. 
 

 
Figure 39: The CreateCustomerForm GUI of the Control Center. 

 
1. Specify customer information. 
2. Check the box to have the customer information sent to the e-mail address of the created customer. 
3. Press the button to create a customer. The customer number is displayed if the customer is 

successfully created. 
4. Press the button to close the windows form. 

 

 
Figure 40: The PurchaseLicenseForm GUI. 
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Please see the description of the PurchaseLicenseSingleUserForm GUI. 
1. Enter the number of installations you wish to purchase for the full component license. 
2. Check the box to purchase a floating full component license. The check box is enabled for 

components for which the software manufacturer has specified that the floating full license type is 
allowed. 

3. Enter the number of installations you wish to purchase for the lease component license. 
4. Check the box to purchase a floating lease component license. The check box is enabled for 

components for which the software manufacturer has specified that the floating lease license type 
is allowed. 

 

 
Figure 41: The InvoiceInfoForm GUI. 

 
1. The invoice history of the license is displayed here. The rows are color coded to indicate the status 

of an invoice. 
2. Press the button to modify invoice recipient information. The button is enabled for invoices that 

have not been sent yet. 
3. The invoice components of the selected invoice are displayed here. 
4. The overview is color coded and displays a financial summary of the invoice history of the 

license.  
5. Press the button to close the windows form. 
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Figure 42: The PurchaseExtendFullForm GUI. 

 
1. The current number of full component license installations available. 
2. Floating or non-floating. 
3. The price of one additional installation of the full component license. 
4. Specify the additional number of installations you would like to purchase. 
5. Check and uncheck the check box to convert between floating and non-floating. The check box is 

enabled for components for which the software manufacturer has specified that the floating full 
license type is allowed. 

6. Press the button to confirm the extension of the full component license. 
7. The total amount to pay for the extension. 
8. Select the radio button to pay by invoice. The radio button is enabled when the active 

configuration allows payment by invoice. 
9. Select the radio button to pay by credit card. The radio button is enabled when the active 

configuration allows payment by credit card. 
10. Press the button to proceed with the purchase. 
11. Press the button to cancel the purchase and close the windows form. 

 

 
Figure 43: The PurchaseExtendLeaseForm GUI. 

 
Please see the description of the PurchaseExtendFullForm GUI. 

1. The current expiry date for the lease component license. 
2. The number of days remaining until the lease component license has expired. 
3. Specify the new expiry date of the lease component license. 
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Figure 44: The PurachseExtendServiceForm GUI. 

 
Please see the description of the PurchaseExtendFullForm GUI. 

1. The number of times the licensed component can be used before expiration. 
2. The number of remaining times the licensed component can be used before expiration. 
3. Specify the additional number of component uses you would like to purchase. 
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Appendix H – Lime PPC Installer GUI 
 

 
Figure 45: The MainForm GUI of the Installer. 

 
1. The name of the software product, version and software manufacturer. 
2. Press the button to install the software product on the connected Pocket PC device. 
3. Press the button to manage licenses for the software product globally. The GUI used is the global 

license management GUI from the Control Center. 
4. Press the button to abort the installation process. 

 

 
Figure 46: The LoginForm GUI. 

1. Enter your password. 
2. The unique Pocket PC device id. 
3. Press the button to login on the connected Pocket PC device. 
4. The user information registered on the connected Pocket PC device. 
5. Press the button to apply changes to the user information. If no user information is found, the 

button text is “Register” and is used to register the user for the first time. The password must be 
specified when applying changes. 
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Figure 47: The InstallLicenseForm GUI. 

 
1. The name of the installed software product, version and software manufacturer. 
2. A status message indicating if a license has been installed for the software product or not. 
3. Press the button to activate and install component licenses from a license using the 

ActivateInstallLicenseForm. 
4. Press the button to install existing component license installations using the 

InstallExistingLicenseForm. The button is enabled when component license installations exists on 
the Lime PPC License Server. 

5. Press the button to install component licenses from a license file using the InstallLicenseFileForm. 
6. Press the button to purchase and install single installation component licenses using the 

PurchaseLicenseSingleUserForm. 
7. Press the button to install a trial license for the installed software product. The button is enabled 

when no trial license has been installed previously for the installed software product. 
8. Press the button to complete the software product installation process. 
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Appendix I – Lime PPC Developer PM GUI 
 

 
Figure 48: The DeveloperPMForm GUI of the Developer PM and the Customers area. 

 
1. Specify your administrator login name. 
2. Specify your administrator login password. 
3. Specify the URL to the Lime PPC License Server you wish to login to as an administrator. 
4. Press the button to login as an administrator. The button is disabled when logged in. 
5. Press the button to logoff. The button is disabled when logged off. 
6. Press the button to create an administrator when not logged in or to modify administrator 

information when logged in. 
7. Press the button to have the administrator login password of the administrator with the specified 

login name sent to the e-mail address of the administrator. 
8. The companies created by the logged in administrator are displayed here. 
9. Press the button to create a company. 
10. Press the button to modify the selected company. 
11. Press the button to delete the selected company. 
12. Press the button to modify the configuration of the selected company. 
13. The products belonging to a selected company are displayed here. 
14. Press the button to create a new product. 
15. Press the button to modify the selected product. 
16. Press the button to delete the selected product. 
17. Press the button to modify the configuration of the selected product. The button is used to create a 

product configuration when one does not exists. 
18. Press the button to delete the configuration of the selected product. The button is enabled when a 

product configuration exists. 
19. Press the button to create an installation information file for the selected product. 
20. The components of the selected product are displayed here. 
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21. Press the button to create a new component of the selected product. 
22. Press the button to modify the selected component. 
23. Press the button to delete the selected component. 
24. The customers of the selected product are displayed here. 
25. Press the button to create a new customer of the selected product. 
26. Press the button to modify the selected customer. 
27. Press the button to delete the selected customer. 
28. Press the button to search for a customer. 
29. Press the button to lock all licenses belonging to the selected customer. 
30. Press the button to unlock all licenses belonging to the selected customer. 
31. Press the button to modify the configuration of the selected customer. The button is used to create 

a customer configuration when one does not exists. 
32. Press the button to delete the configuration of the selected customer. The button is enabled when a 

customer configuration exists. 
33. Press the button to delete all licenses belonging to the selected customer. 

 

 
Figure 49: The CreateAdminForm GUI. 

 
1. Specify the required administrator information. 
2. Check the box to have the administrator information sent to the e-mail address of the created 

administrator. 
3. Press the button to create the administrator. 
4. Press the button to close the windows form. 

 

 
Figure 50: The CreateCompanyForm GUI. 

 
1. Specify the required company information. 
2. Press the button to create the required company configuration. 
3. Press the button to create the company. 
4. Press the button to close the windows form. 
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Figure 51: The CreateConfigurationForm GUI. 

 
1. Specify the number of days a trial license is valid. 
2. Specify the number of days that can pass until payment of a sent invoice expires. 
3. Check the box to allow customer to pay by invoice. 
4. Check the box to allow customer to pay by credit card. 
5. Specify when a license is valid and becomes invalid after having been purchased by invoice. 
6. Check the box to allow the use of a local license server. The local license server has not been 

implemented yet. 
7. Press the button to create the configuration. 
8. Press the button to close the windows form. 

 

 
Figure 52: The CreateProductForm GUI. 

 
1. Specify the required product information. 
2. Press the button to create the product. 
3. Press the button to close the windows form. 
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Figure 53: The CreateComponentForm GUI. 

 
1. Specify the required component information. 
2. Check the box to make licensing the component optional when a customer purchases a license. 
3. Check the box to allow trial component licenses for the component. 
4. Choose a currency to specify prices in. 
5. Check the box to allow full component licenses for the component. If allowed, a price must be 

specified. 
6. Check the box to allow lease component licenses for the component. If allowed, a price must be 

specified. 
7. Check the box to allow service component licenses for the component. If allowed, a price must be 

specified. 
8. Check the box to allow on-demand component licenses for the component. If allowed, a price 

must be specified. 
9. Check the box to allow floating full component licenses for the component. If allowed, a price 

must be specified. 
10. Check the box to allow floating lease component licenses for the component. If allowed, a price 

must be specified. 
11. Press the button to create the configuration. 
12. Press the button to close the windows form. 
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Figure 54: The CreateCustomerForm GUI of the Developer PM. 

 
1. Specify the required customer information. 
2. Check the box to specify a customer number manually. If unchecked, the customer number will be 

created automatically by the Lime PPC License Server. 
3. Press the button to create the customer. 
4. Press the button to close the windows form. 

 

 
Figure 55: The SearchCustomerForm GUI. 

 
1. Specify information about the customer to search for. 
2. Press the button to start a new search for the customer. 
3. Press the button to find the next customer matching the search criteria. 
4. Press the button to close the windows form. 

 

 
Figure 56: The Licenses area of the DeveloperPMForm GUI. 

 
1. The current selected product and, if applicable, customer. 
2. The licenses of the selected product and, if applicable, customer are displayed here. 
3. Press the button to create a license for the selected customer. The button is disabled when no 

customer is selected. 
4. Press the button to modify the selected license. 
5. Press the button to delete the selected license. 
6. Press the button to search for a license. 
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7. Press the button to lock the license. 
8. Press the button to create an invoice for the selected license. The invoice will be created 

automatically. 
9. Press the button to delete all invoices related to the selected license. 
10. Press the button to write the license to a file. 

 

 
Figure 57: The CreateLicenseForm GUI. 

 
1. Optionally specify and confirm a license password. 
2. Check the box to have the Lime PPC License Server send an e-mail to the customer about the 

license having been created. 
3. Press the button to create the license. 
4. Press the button to close the windows form. 

 

 
Figure 58: The SearchLicenseForm GUI. 

 
1. Specify information about the license to search for. 
2. Press the button to start a new search for the license. 
3. Press the button to find the next license matching the search criteria. 
4. Press the button to close the windows form. 

 

 
Figure 59: The Component Licenses area of the DeveloperPMForm GUI. 

 
1. The current selected product and license. The customer of the license is displayed if selected. 
2. The component licenses of the selected license are displayed here. Rows are color coded like, for 

example, in the global license management GUI of the Control Center. 
3. Press the button to create a component license. The button is enabled when a component without a 

license is selected. 
4. Press the button to modify the selected component license. The button is disabled when a 

component without a license is selected. 
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5. Press the button to delete the component license. 
6. Press the button to create an invoice for the selected component license. The invoice is created 

automatically. The function makes it possible create an invoice and bill a customer regularly for 
on-demand component license usage. 

7. Press the button to add the component license to a selected invoice. The button is enabled when an 
invoice is selected. 

 

 
Figure 60: The CreateComponentLicenseForm GUI. 

 
1. Specify the type of the component license data, the number of installations and expiration 

information. 
2. Check the box to have the Lime PPC License Server send an e-mail to the customer about the 

component license having been created. 
3. Press the button to create the component license. 
4. Press the button to close the windows form. 

 

 
Figure 61: The Installations area of the DeveloperPMForm GUI. 

 
1. The current selected product. The customer, license and component license id is displayed if 

selected. 
2. The component license installations are displayed here. 
3. Press the button to create an installation. The button is enabled when a license and a component 

license is selected. 
4. Press the button to modify the selected installation. 
5. Press the button to delete the selected installation. 
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Figure 62: The CreateInstallationForm GUI. 

 
1. Specify the unique Pocket PC device id that the installation will be tied to. 
2. Press the button to create the installation. 
3. Press the button to close the windows form. 

 

 
Figure 63: The Invoices area of the DeveloperPMForm GUI. 

 
1. The current selected product and, if applicable, license. 
2. The invoices are displayed here. Rows are color coded like in the InvoiceInfoForm of the Control 

Center. 
3. Press the button to modify the selected invoice. 
4. Press the button to delete the selected invoice. 
5. Press the button to modify the invoice recipient information. 
6. Press the button to lock the license related to the invoice. 
7. Press the button to mark the invoice as sent. The button is enabled when a pending invoice is 

selected. 
8. Press the button to mark the invoice as received. The button is enabled when a sent invoice is 

selected. 
9. Press the button to print the selected invoice. 
10. Press the button to print all non-sent invoices. 

 

 
Figure 64: The ModifyInvoiceForm GUI. 

 
1. Specify invoice information and status. 
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2. Press the button to modify the invoice. 
3. Press the button to close the windows form. 

 

 
Figure 65: The PrintInvoiceForm GUI. 

 
1. Check the box to mark the invoice as sent automatically after printing. 
2. Press the button to print the invoice. 
3. Press the button to display a print preview. 
4. Press the button to close the windows form. 

 

 
Figure 66: The Invoice Components area of the DeveloperPMForm GUI. 

 
1. The invoice components of the selected invoice are displayed here. 
2. Press the button to modify the selected invoice component. 
3. Press the button to delete the selected invoice component. 

 

 
Figure 67: The ModifyInvoiceComponentForm GUI. 

 
1. Specify invoice component information. The total amount to pay on the invoice is recalculated 

automatically if the price is changed. 
2. Press the button to modify the invoice component. 
3. Press the button to close the windows form. 

 


