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Abstract. Information asset identification is a preparatory phase in every risk assessment 
method which makes the basis for identifying risks associated to those assets. Current risk 
assessment methods have deficiencies to provide a structured approach towards identifying 
information assets. They take a stance of what an information asset is than how to identify 
one. On the other hand they ignore dynamic work environment to acknowledge employees 
as the knowledgeable entities within the organization. Although current literature 
enumerates current risk assessment limitations with respect to their approaches towards 
information asset identification, but it lacks a systematic approach to map information 
assets. In this research we proposed that Genre Based Method (GBM) can fulfil the gap. For 
this reason we utilized GBM into a lightweight risk assessment method, OCTAVE Allegro. The 
proposed method was tried out by two CISOs and one Principal located in three different 
companies. It was suggested that GBM could be used in parallel with OCTAVE Allegro during 
the information asset mapping with the help of producers and users of information (PUI) or 
their representatives. PUI entities participate in a social debate to scrutinize genres in which 
they transfer information with the help of supported tools like diagonal matrix and genre 
worksheet. Further on, identified information assets are fed into OCTAVE Allegro for further 
risk assessment. The result shows that GBM’s supported tools and guidelines can identify 
channels of communication where there is a potential leakage. This paper therefore suggests 
that GBM can facilitate enumeration of information assets through channels of 
communications or genres.  
 

Keywords: Information asset identification, information asset mapping, risk assessment, 
Genre Based Method, Grounded theory 
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1. Introduction 

Today’s businesses rely on information to operate their daily routines in order to achieve their 

goals and objectives. Flow of information through different organizational levels is mandatory so 

that every part of the organization can continue their operations. Different people will create, 

alter and dispose information in the organization. There are variety of risks that can harm the 

confidentiality, integrity and availability of that information. Risk assessment is the process of 

identifying assets and evaluating risks towards those assets.  Calder et al. (2010, p. 11) stress that 

risk assessment is “the core competence of information security”.  

Current risk assessment methods build their analysis upon assets. On the other hand information 

as key essence of any information system should behaved as an asset (Davies, 1992; Brynjolfsson, 

1994). Dhillon and Backhouse (2000) stress on the role of information assets in distinguishing 

organizations from traditional view that was characterized by physical assets. This has led risk 

assessment methods to consider information assets into their analysis (Jones & Ashendon, 2005). 

The role of information asset based risk assessment is significant especially to evaluate the risks 

directed to information resources (Grimaila & Fortson, 2007). Thus careful identification of 

information assets will make sure that the final risk assessment report is based on the complete 

overview of targeted area of concern (Masera & Fovino, 2006). 

However in current literature I could not find a study that gives us a holistic overview of 

comparison between different risk assessment methods against information asset identification 

phase of each other either theoretically nor practically. The evaluations reported so far are 

focused on the overall assessment processes in terms of performance, characteristics, structure, 

etc. (Garrabrants et al., 1990; Eloff et al., 1993; Bornman et al., 2004; Vorster et al., 2005). The 

only report that partially has mentioned about asset identification of risk assessment methods in 

a general level was Campbell & Stamp (2004), by indicating lack of clear and standardized 

definitions on how to identify assets during their theoretical investigation. However some 

researchers have criticized current risk assessment methods by enumerating some deficiencies 

to identify information assets. The limitations are mainly based on technical view of 

organizational assets and ignoring the dynamic work environment and people as knowledgeable 

entities of the organization (Shedden et al., 2010 ; Spears, 2006 ; Alberts & Dorofee, 2004). For 

example in a case study by Shedden et al. (2011) they could enumerate that a well-known 

traditional methodology (namely OCTAVE-S) fails to address availability of individual’s knowledge 

in relation to organizational informal processes. This stance gives an incomplete overview of the 

organizational assets that would leave some vulnerabilities unrevealed. Currently I could not find 

a method or tool which has been reported to tackle the abovementioned concerns in practice.  
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Information assets are identifiable through different approaches. One method is genres of 

organizational communication. The concept of Genre Based Method (GBM) has its roots in genre 

theory and cognitive psychology, which is an effective tool to understand and study informational 

assets within an organization (see genre concept in introduction to basic concepts section 3.1).   

1.1 Aim of the study and Research Questions 

Based on the identified gap as discussed above, my thesis supervisor suggested to use GBM as 

an information asset mapping technique in a lightweight risk assessment method, namely 

OCTAVE Allegro (hereafter OA) and made a hybrid method. The proposed method has tried out 

within a community of students as the course literature (the course was titled: Knowledge 

Management – Information Security, hereafter referred to as KMIS) and they were asked (within 

groups of students) to implement this method in a company/organization where they had access. 

Among those groups there were three professionals who had an impressive background in 

information security and information technology. This study is based on their experiences in 

implementing the GBM within risk assessment discipline. My role in this this research was to 

evaluate the hybrid method  based on the following research questions:      

RQ1: What are the benefits of using GBM for information asset mapping in a risk assessment 

method? 

RQ2: What are the challenges of using GBM for information asset mapping in a risk assessment 

method? 

The hybrid method has been discussed in more detail within chapter 4 along with the research 

sub-questions. The evaluation is carried out by means of grounded theory methodology.  

1.2 Significance of the Study  

This study suggests that GBM can bring a systematic approach towards identifying information 

assets flowing in the organization. GBM’s supported tools and guidelines are easy to follow and 

helps the risk analysis team to gain a better insight about the different properties of information 

assets which has not been covered in any risk assessment method before (at least according to 

my study). This paper attempts to show the business practice perspective that GBM brings to risk 

assessment, which has been reported missing in the previous literature (Shedden et al., 2010 ). 

1.3 Thesis outline 

The paper structured to present the literature and the gap in “Literature Review” section. 

Introduction to the OA and genre approach in available in the section “Introduction to basic 

concepts”. I will provide the hypothesis in the section “Aims” by raising the questions of this study 

along with introducing the proposed method. The process of carrying out the research is 

explained in more details in the section labeled “Methodology”. The evaluation of proposed 
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method is presented in the section “Result”. Finally, I will then answer the paper questions and 

discuss the applicability of the method in the section “Discussion”. “Conclusion” and “further 

research” can be found at the end of this thesis. 
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2. Literature Review 

This chapter presents an overview of current state of the art and issues within the information 

asset mapping within risk assessment methods by building a foundation of how information 

assets pertain to the current risk assessment methods and what is the missing link between 

information asset mapping and risk assessment methods. The outline of this chapter is to give an 

overview of the literature review process to get familiarize with the assumptions and keywords 

used during the review and to present the literature review itself.  

2.1 Literature Review Process 

This section covers the practical process of selecting relevant material for the research in 

question. Based on the research question, the relative keyword was selected to begin the 

literature enquiry. Because the research question evolves around “risk assessment” so it was 

important to look into articles regarding risk assessment methods. Further detail included the 

“asset identification” practices proposed or issues addressed within their studies. So it was 

important to review articles which studied “asset identification” with respect to methods and 

tools that facilitates this process in a systematic manner. The process started by searching 

through journals within Information Systems and Information Security disciplines. The research 

keyword for this part was a combination of “risk assessment” with keywords such as “asset 

identification”, “information asset mapping” or “information asset identification”. The aggregate 

of number of hits for each search phrase was considered and repetitive articles were eliminated. 

I would like to add that only English papers were considered in review except from one paper 

which was written in Spanish. The following table 1 summarizes this search. It can be observed 

that “No of Results” was total number of hits returned irrespective of their relevance to the 

research question. The reason for elimination was  based on the relevance of the studies to the 

field of computer science and taking into account those studies that were focusing on the “asset 

identification” or similar in detail or partially in the research. For example many results were 

related to “asset identification and valuation”, which the main focus was on valuation part than 

identification, therefore were not of importance in this study. I would also like to add that the 

process of literature review was carried out between September 2012 to December 2012. 

Journal No of Results No of relevant 
results  

International Journal of Information and Computer Security 0 0 

International Journal of Information Security and Privacy (IJISP) 1 0 

International Journal of Information Security Science 0 0 

International Journal of Information and Network Security 
(IJINS) 

0 0 

MIS Quarterly 0 0 

European Journal of Information Systems 3 0 
Table 1 Results from related Journals 

http://www.inderscience.com/jhome.php?jcode=ijics
http://www.igi-global.com/journal/international-journal-information-security-privacy/1096
http://www.ijiss.org/ijiss/index.php/ijiss
http://iaesjournal.com/online/index.php/IJINS
http://iaesjournal.com/online/index.php/IJINS
http://www.misq.org/
http://www.palgrave-journals.com/ejis/index.html
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Unfortunately none of the journals selected returned relevant materials. I extended my research 

domain into more sophisticated article libraries. Table 2 summarizes the number of hits (same as 

above) from the most well-known literature databases. 

 

Database No of Results No of relevant results 

ACM DL  13 1 

Emerald 11 1 

Web of Science 3 0 

ProQuest 77 4 

IEEE Xplore 86 5 
Table 2 preliminary result from five literature databases 

Relevance of studies were selected based on the scanning of an articles’ abstract, table of 

content, and conclusion. The materials selected for the final review were the result of following 

recommendations proposed by Webster & Watson (2002) to conduct a structured approach. 

Their proposition consists of three steps to identify relevant materials by firstly scanning through 

journals and literature’s databases, secondly identifying citations in the first step (backward 

search) and thirdly to use web of science (for this research Google Scholar was used instead of 

web of science) to find articles citing the key articles in the previous steps. Another technique 

that was used to find relevant articles was using “Cited by” tool in Google Scholar (forward 

search). Using this technique made the opportunity to find the related articles that partake the 

same areas of concern. After using these techniques, 35 more articles found to be relevant in this 

study. Therefore total number of 46 articles were studied for this literature review. 

Library databases ACM DL, Emerald, Web of Science, ProQuest, IEEE Xplore 

Keywords Risk Assessment, information asset, information asset 
mapping, information asset identification 

Total search 194 

Selected and Reviewed 46 

Language English (except one paper in Spanish) 

Inclusion/Exclusion Based on scanning through Abstract, Table of Contents 
(or headings) and conclusion, backward & forward 
search literature review 

Duration Between September 2012 to January 2013 
Table 3 Literature Review Process 

2.2 Background 

In recent decades Information Technology (IT) has become one of the most important factors in 

forming level of services and enhancing business processes (Sambamurthy et al., 2003). This has 

led organization to become more dependent on IT to accelerate information exchange (Owens, 

1998) which has been analogized to ‘‘the lifeblood of a business” (Wills, 1999, p. 1). This 

dependency has caused businesses to become highly vulnerable to variety of threats (Blount, 

http://dl.acm.org/
http://www.emeraldinsight.com/index.htm
http://proxy.lib.ltu.se/login?url=http://webofknowledge.com/WOS
http://search.proquest.com/?accountid=27917
file:///E:/Tero/Evaluation/ieeexplore.ieee.org
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2010; Xue, 2009) that will influence production and causing large financial losses (Bagchi and 

Udo, 2003). In order to anticipate the consequences of those threats earlier, scientists outlined 

the probability of such loss by notion of “Risk”. Although there are different definitions of risk 

within natural and social sciences, but according to Gerber and von Solms (2005) one of the most 

suitable definitions of risk within computer environment is the one stated by Kailay and Jarratt 

(1995, p. 450) which is ‘‘the potential for damage to a system or associated assets that exists as 

the result of a combination of a security threat and a vulnerability”.  Consequently ensuring the 

confidentially, integrity, and availability of all of the components in the  information systems 

demands careful identification and management of those risks (Baskerville, 1992; McDermott & 

Fox, 1999; Siponen, 2005). Moreover organizations are increasingly interested to employ risk 

management by means of establishing security departments or outsourcing from consulting 

firms (Hoyt et al., 2011). Risk management is defined as “the process that allows business 

managers to balance operational and economic costs of protective measures and achieve gains 

in mission capability by protecting business processes that support the business objectives or 

mission of the enterprise.” (Peltier, 2005, p. 7). Generally, risk management consists of four 

phases (Rainer et al., 1991; Eloff et al., 1993; Epich and Persson, 1994) : 1. Risk identification, 2. 

Risk analysis, 3. Risk-reducing measures and 4. Risk monitoring. In the literature, the two first 

phases are referred to as “Risk Assessment” (Jahankhani, 2009 ; Frosdick, 1997) that its overall 

objective is to help risk analyst to “identify, measure, quantify and evaluate risks and their 

consequences and impacts” (Haimes, 2004, p. 22). The output from risk assessment will help the 

organization to conduct a cost-benefit analysis based on current controls and countermeasures 

to whether mitigate, transfer, avoid or accept the risks (Baskerville, 1993; Haimes, 2001; Peltier, 

2005). In this thesis the focus is on risk assessment which contributes to the overall risk 

management and information security management part of an organization.  

 

2.3 Information Asset Mapping and Risk Assessment Literature 

Today there are more than 200 practitioner-oriented risk assessment methods and other 

academic security models available (Dubois et al., 2010), although with different approaches 

towards risks associated against organizational assets, but typically they are composed of three 

phases: context establishment, risk identification and risk analysis (Roper, 1999; AS/NZS, 2004; 

Dhillon, 2007; Shedden et al, 2006, Shedden et al., 2010). The process then consists of identify 

and value assets, identify vulnerabilities to those assets, assess risk and create mitigation 

strategies (Halliday et al., 1996; Visintine, 2003; Lichtenstein, 1996).  

Assets are defined as anything that has value to the organization (ISO-IEC 27005:2008, OCTAVE) 

in terms of both tangible (like computer systems, people) and intangible assets (like company 

reputation etc.) (Nosworthy, 2000). Any threat against their availability, integrity and 
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confidentiality will cause severe damage and the organization can become dysfunctional 

(Whitman & Mattord, 2005, Misra et al., 2007). Asset identification plays a critical role in any risk 

assessment method cause without assets there would be nothing to protect thus there will be 

no security (Houmb et al., 2002).  

There have been a shift in focusing on assets during the course of risk identification in current 

risk assessment methods (Shedden et al., 2011). Information as a key asset in organizations has 

been given especial attention in the literature. Dhillon and Backhouse (2000, p. 125) distinguishes 

the traditional view on organization’s assets by enumerating “Organizations are no longer 

characterized by physical assets but by a network of individuals who create, process, hold, and 

distribute information. “ Although information has characteristics like no other forms of assets, 

but it should behaved as an asset (Davies, 1992). Some information assets are core essence of 

any information systems which need careful analyzing so that those assets critical to support 

business goals identified. Therefore, securities of critical assets are of vital importance for the 

business (Masera & Fovino, 2006). This has led the risk assessment methods to consider 

information assets as core organizational chief object of value in their analysis (Jones & 

Ashendon, 2005). Grimaila and Fortson (2007, p. 266) argue, “The lack of information asset based 

risk management process results in significant uncertainty and delay when assessing the impact 

of an information incident.”  

Asset identification is contiguous part of many risk assessment methods. In some methods it is 

considered as a discrete phase like in OCTAVE, Microsoft Security Risk Management Guide and 

other methods within the ‘context identification phase’ like ISO-IEC 27005:2008. Asset inventory 

is another source for asset identification (TRAS, 2002) but unfortunately some organizations does 

not have an asset inventory or it is incomplete which gives them the wrong impression on the 

their vulnerabilities and threats of their business risk assessment and mitigation. A well-

documented asset profile makes the strong basis for the organizations to assess risks associated 

with those assets (Stevens, 2005). Standardized documentation provides the details regarding 

information asset that can reduce the time required to perform damage assessment (Grimaila & 

Fortson, 2007).  

2.3.1 Information Asset Owners 

Information asset owners are defined as the individuals who are responsible to maintain the 

viability of assets under their authority (Stevens, 2005). Grimaila & Fortson (2007) argue that 

organizations assign ownerships to the individuals without considering who created that 

information or where it was originated. This will further cause confusion during the time of 

disaster as the incident response function can’t deal with the real information asset owner. 

Khidzir et. al. (2010) underline clear definition of information ownership responsibility especially 

in ICT outsourcing to avoid unauthorized information asset disclosure. According to a study by 
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Coles & Moulton (2003), they found that three out of four major global organizations under study 

had major gaps in their risk assessment. One deficiency in their risk assessment approach was 

lack of clear and unambiguous ownership by the real risk owners. Grimaila & Fortson (2007, p. 

208) emphasis, “Information production, ownership, and consumption are easily and frequently 

confused due to the lack of standardized definitions.”  

2.3.2 Easy to Use 

It has been recommended for the organizations to choose a risk assessment method which is 

easy to use without the need for security experts to run the method. Any extensive training or 

especial software to use the method must be minimal (Lichtenstein, 1996). But despite the 

accentuate on simplicity and ease of use for risk assessment methods, Kaplan (2004) argues that 

“… risk assessment is still very much a job that falls to creative and experienced security 

professionals to sort out …”.  

2.3.3 Business Practice Perspective 

Shedden et al. (2010) in their paper “Information security risk assessment: towards a business 

practice perspective” made three proposition according to the gap in the literature to enhance 

risk assessment methods towards more accurate information asset identification approach. Their 

propositions are based the fact that information and knowledge assets are at risk by people inside 

the organization and through channels of informal communication. So identifying these channels 

is of essential need which current risk assessment methods fail to address. They have encouraged 

researchers for further study to consider these limitations in order to benefit from three 

incentives: 1. Identification of asset leakage 2. Identification of critical knowledge 3. Deeper level 

of information asset identification. They have articulated their arguments through three 

propositions.  

“Proposition 1: Asset leakage can be identified if a practice perspective is considered in ISRA, as 

the handling and treatment of information assets can be traced through analysis of dynamic 

work environments as opposed to a static perspective as is currently offered.” (Shedden et al, 

2010, p. 126) 

The identification of formal information flows is a common task among most risk assessment 

methods, but in reality, employees use many informal channels to do their daily activities. 

Proposition 1 suggests that analyzing workaround activities within organization will help to 

integrate this informal communication channels into asset identification progress. This can be 

accomplished by means of interviewing employs to reveal how they really communicate in their 

work environment.    
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“Proposition 2: Critical knowledge can be identified through a practice perspective, given that 

knowledge is critical for organizational operations and that it is embedded within business 

processes and activities.” (Shedden et al, 2010, p. 126) 

Knowledge is key driver in every organization and it is embedded in the business processes. If the 

knowledge is not applied in a business process by the knowledgeable employee, that process is 

doomed to fail (Shedden et al, 2011). So knowledge can be revealed through business practices. 

Proposition2 suggests that although knowledge security is an unexplored area of research, but 

detecting business processes and activities can identify the risks targeting availability and 

confidentiality of embedded knowledge. Traditional risk assessment methods look at 

organizations at technical and mechanical assets (Spears, 2006), while ignoring workaround 

procedures that the employees perform. There have been efforts (like OCTAVE) to consider 

people as assets but not to protect the knowledge in their minds. This knowledge is prone to 

leakage if distributed (Shedden et al, 2011). Thus identifying and securing channels of distribution 

is significant. 

“Proposition 3: Information assets can be identified at deeper levels of granularity through the 

application of a business practice approach.” (Shedden et al, 2010, p. 127) 

Another challenge for risk assessment methods is to identify assets with the required level of 

granularity. While traditional methods often produce high-level list of assets (Shedden et al., 

2010), too detailed lists will consume time and resources on identifying assets that are not 

strategically important for the business. It has been emphasized that the asset identification 

should provide classified assets with a suitable level of detail along with the relationships 

between assets (Liu et al. , 2011). A deeper level of asset identification will reduce the risk of 

avoiding assets that form the underlying system (Shedden et al, 2006) and on the other hand, it 

will facilitate to clear what needs to be protected (Ahmad et al., 2005). Lichtenstein (1996) states 

“Most methods do not address exposed assets at low enough levels of granularity. For example, 

if the security of individual fields of data needs to be assessed, the method should provide this 

capability. Strategic, high level reviews, as well as detailed reviews, should be able to be carried 

out by the method.” 

Organizations using current risk assessment methods tend to identify more general level assets 

due to “ease of use” (Shedden et al, 2006) or more tangible assets like technological resources 

cause it “less work” (Grimaila & Fortson, 2007). This will cause assets rooted in very basic lines of 

communication being hidden from the eye of asset identification. Despite the propositions 

enumerated, Shedden et al. (2010) did not propose a method or tool that can tackle those issues 

nor I could find one in the literature. 
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2.3.4 Related Work 

McEvoy and Whitcombe (2002) defined a structured risk analysis method, which suggests using 

two processes to understand the environment: ‘Model Service’ and ‘Model System’. The former 

uses Logical Data Structure (LDS) to identify information assets, and the latter is used to 

understand the physical architecture of the system. The goal LDS is to capture entities, attributes 

and the relationships between the entities. LDS is sometimes called entity-relationship (ER), 

although this approach gives a logical view of system, it becomes difficult to understand and 

maintain when dealing with the systems having a large number of entities (Moody & Flitman, 

2000). Non-technical people find entity-relationship models difficult to understand (Davis & Yen, 

1998) which is inherited in lack of skill requirement for UML modeling (Bell, 2004). Structured 

Risk Analysis does not propose required level of documentation for the identified assets and 

seems to be suitable only for the new system under development. While LDS is ideally created 

during systems development (McEvoy & Whitcombe, 2002), its (LDS) instance might not be 

available in all organizations (for example one company might have outsourced its information 

management system) (Brodie & Liu, 2010). The practicality of Structured Risk Analysis approach 

is still in doubt, as its usage in a setting has not been reported yet. 

The evaluation reports available for classification of risk assessment methods (Garrabrants et al., 

1990; Eloff et al., 1993; Bornman et al., 2004; Vorster et al., 2005) do not address different 

approaches of information asset mapping for each method  and there is not much literature 

available on the reported issues within information asset mapping in practice. All of enumerated 

issues have been raised in theory and none of them have been tested in practice (at least to my 

knowledge). The only attempt that I could find to address the limitation of a risk assessment 

method (OCTAVE-S) in mapping knowledge asset was a case study by Shedden et al., (2011) 

where they could demonstrate that although abovementioned method considers people as 

critical assets but it fails to address the critical knowledge they hold especially within informal 

processes.   

2.3.5 The Gap 

Abovementioned concerns within risk assessment literature highlight the need for more 

structured approaches towards information asset identification techniques (Grimaila & Fortson, 

2007). Challenges are to detect hidden information assets, overcome on what comprise an 

information asset, define unambiguous information asset owners and consistent documentation 

of information assets, as Stephenson (2004, p. 18) concludes, “Reliable asset identification, 

therefore, is a major task and rarely is performed reliably and consistently.” Sandia National 

Laboratories published a classification scheme for risk assessment methods in 2004 (Campbell & 

Stamp, 2004). In this report, the attempt was to categorize the risk assessment methods in order 

to reveal their relationships. During the course of analysis, they found that: “… none of the 

methods we have seen fully describe how to identify an asset or a vulnerability or a threat or a 
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risk or a control, nor do we expect ever to see one that does. Many of the methods give 

definitions and provide examples but they presume you will know an asset, say, when you see 

one.” (Campbell & Stamp, 2004, p. 11). This calls for improved approaches towards asset 

identification, as the initial step within every risk assessment method. Current methods only 

demonstrate what an asset is but not how to identify one.  

Table 4 highlights current literature regarding information asset identification approaches 

employed in risk assessment methods and its limitations: 

Concern Related Literature 

Information Asset Owner Stevens (2005), Grimaila & Fortson (2007), 
Khidzir et. Al. (2010), Coles & Moulton (2003)  

 
Business 
Practice 
Perspective 

Asset Leakage Shedden et al. (2010),  

Knowledge assets Shedden et al. (2010), Shedden et al. (2011) 

Levels of Granularity Shedden et al. (2010), Liu et al. (2011), 
Shedden et al (2006), Ahmad et al. (2005), 
Lichtenstein (1996), Grimaila & Fortson (2007)  

Limitations of current information 
asset mapping approaches 

Grimaila & Fortson (2007), Stephenson (2004), 
Campbell & Stamp (2004), Dubois et al.(2010),  
McEvoy & Whitcombe (2002), Desouza (2007), 
Shedden et al. (2010)  

Table 4 Literature overview of current deficiencies in information asset identification 

There seems to be a gap in the risk security literature regarding a unified approach towards 

information asset identification. The methods available currently stress on what is an information 

asset than how to identify one. Current methods are slow, unstructured, produce ad hoc 

diagrams, have informal documentation, use ad hoc analysis and they are inflexible (Dubois et al. 

2010 ; McEvoy & Whitcombe, 2002). On the other hand, employees preserve and reflect the core 

intellectual assets of any organization. They can cause leakage of Information assets through 

channels of organizational communication (Desouza, 2007). Information and knowledge assets 

are exposed to threats in social interactions and informal communications. Current focus in risk 

assessment methods is only focused on information assets itself isolated from all possible 

channels of communication. Work environment and business processes are a considerable 

source of asset leakage (Ahmed et al, 2005) and traditional information security risk assessment 

approaches are incomplete (Shedden et al, 2010) considering that they do not consider risks 

rising from organization’s people and its own processes (Spears, 2006). This calls for “… to move 

towards a more holistic ISRA methodology that is able to identify the social context surrounding 

information systems for the purposes of identifying organizational information assets and 

security risks. Such perspectives will yield rich information to drive accurate security risk 

assessment beyond current offerings.” (Shedden et al, 2010). 
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3. Introduction to basic concepts 

 

3.1 Genre Theory 

If we lookup the word “genre” in Merriam-Webster dictionary the words “type”, “sort”, 

“category”, “kind” will pop up as synonyms. Enough to say that genre has been defined numerous 

times in the literature (e.g., Holman, 1972; Simons, 1978; Miller, 1984). What matters within the 

framework of this thesis research is the definition provided by Yates and Orlikowski (1992, p. 

301) when they defined genres within the boundaries of organizations as: “A genre of 

organizational communication (e.g., a recommendation letter or a proposal) is a typified 

communicative action invoked in response to a recurrent situation.” Each genre is categorized by 

its substance and form (Yates & Orlikowski, 1992). Substance refers to motives, logic and themes 

presented in a communication which is conveyed through Form as a standard unit of 

communication shaped evidently and linguistic (Yates & Orlikowski, 1992). Form can also have 

[at least] three elements in organizational communication: structural features (such standard 

units and formatting of a letter, agenda, etc.), communication medium (the thing that facilitates 

the communication such as pen, fax, etc.) and language or symbol system (defined as linguistic 

characteristics of the form with respect to the type of genre such as informal day to day language 

or formal written invitation letter.) An example of genre can be business letter invoked in a 

recurrent situation by means (substance) of communicating through paper-based written 

document (form) to the outside organization.  

We are further introduced to the concept of genre repertoire (Orlikowski & Yates, 1994) 

representing a community’s enacted communication genres over time. The importance of this 

concept has its roots in understanding organizational processes and communicative behaviors 

and practices which are shaped, changed and vanished either implicitly or explicitly (Yates , 

Orlikowski & Okamura, 1999) throughout time. Genres can be an effective tool to scrutinizing 

characterized organizational communicative practices. There have been number of reports in 

notable use of genre approach in managing digital documents i.e. genre-based metadata for 

Enterprise Document Management development by (Karjalainen et. al, 2000) and (Crowston & 

Williams, 2000) in identifying genres that were new to the web.  

Päivärinta et al. (2001) discussed the roadmap of genre method within Information Systems 

Planning (ISP), starting from identifying stakeholders whom are involved in the ISP development 

and requirement analysis. PUI (Producer/User of Information) entities, which can vary from a 

process to a person or an organizational unit, requires careful identification either available 

internally or external to the organization. The process continues to identify genres with the help 

of PUI representatives in a collaborative environment and supporting tools like ‘diagonal matrix’ 

(explained in next section). The genres are entered in a excel sheet or similar assistance tools 
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with columns of the sheet as properties of genres. The properties are defined by the stakeholders 

and can vary depending on the context. The whole process is visually presented in the following 

figure 1: 

 

Figure 1 GBM roadmap 

Genre theory has proposed by KMIS lecturer (more info on section 4. Aims) as a tool to identify 

and profile genres of communication. These identified genres can then help us to enumerate 

information assets that are fed into risk assessment tool in the next stages.      

3.1.1 Diagonal Matrix 

First developed by Saaren-Seppälä (1997), it is used in GBM with the purpose of making a 

collaborative environment for the participants by means of finding genres. The idea (as illustrated 

in figure 2) is to list PUI entities in the diagonal of a big board shaping rectangular or square. Then 

participants can identify genres where PUI entities intersect with each other (producer and users 

are read clockwise). For example in figure 2, invoice genre has two different PUIs. In one instance 

it is created by sales process for the external organization and in another instance it is produced 

by external organization and used by purchasing process.  

For more information regarding ‘Diagonal matrix’ utilized in GBM read Päivärinta et al. (2001, p.  

79). 
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Figure 2 Diagonal matrix Päivärinta et al. (2001, p. 81) 

3.1.2 Genre list excel sheet 

In this thesis the notions of “genre list” or “the excel sheet” refers to a excel file with predefined 

columns which are calibrated to properties of genres. This file (illustrated in figure 3) was 

provided to students as a tool to facilitate the documentation of genres. The students had no 

limitation on making changes to the properties. So based on the context and level of detail they 

could add or delete the properties (columns).  

 

Figure 3 Genre list template 
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3.2 The OCTAVE Allegro Method 

The OCTAVE method - Operationally Critical Threat, Asset, and Vulnerability Evaluation – created 

by Software Engineering Institute (SEI) at Carnegie Mellon University in 1999 (Alberts et. al, 1999) 

to facilitate the information security risk assessment aiming at general organizational mission 

and objectives. The OCTAVE method provides guidelines to effectively develop qualitative risk 

evaluation, identify assets critical to the livelihood of the organization, recognize vulnerability 

associated with those assets and evaluating the impact of those risks if launched successfully   

(Caralli & Stevens & Young & Wilson, 2007). There are three versions of OCTAVE methodology 

which one of them is important to this research paper, The OA. Allegro version (Allegro defined 

by Merriam-Webster dictionary as “at a brisk lively tempo”), provides steps to identify and assess 

risk in an organization specifically targeting at information assets. It is considered as light version 

of former methods, very handy in the small sized organizations without considerable 

organizational engagement, expertise, or input. The guidelines to identify associated information 

security risks, are consist of four general baselines and overall eight steps. Figure 4 illustrates the 

abovementioned guidelines: 

 

Figure 4 OCTAVE Allegro roadmap Caralli et al. (2007, p. 4) 

OA and its predecessors has been widely accepted within the information security community 

(Liu et al., 2009 ; West et al., 2002) as an effective practical IT related risk assessment tool. There 

has few numbers of reports regarding adaptation of this methodology within empirical work 

(Goldman, 2009; Marek & Paulina, 2006) which can be due to its newly arrival to the field. I would 

also like to add that I could not find a practitioner report to enumerate the problems raised when 

by implementing OA in the literature. 
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OA has 10 premade worksheets that are used during the course of risk assessment. knowing the 

number of these worksheets with their purpose is essential for the reader to understand this 

thesis therefore I would like to urge audience to read more them in Caralli et. al. 2007. 

The reason behind selecting OA method was based on its ease of use for students whom had no 

experience of risk assessment methods before. Compared to former methods of this family, it is 

more pedagogically rational to learn. Whilst most of the students can’t easily access to medium 

to larger based organizations (especially for one single course), it is more applicable to be tried 

out in a company where students can access for a short time (2 month) of running course.  
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4. Aims  

Having enumerated the problems with information assets identification in the literature, the 

issue is how we can improve this situation. For this reason, KMIS instructor advised the concept 

of genres to fulfill those gaps. If we assume that perception of organizational environment is not 

well-presented and asset information is vaguely defined, then we can perceive that genre tool 

can simultaneously give us a viewpoint to understand the organization while concretizing 

information assets. For this reason KMIS instructor suggests to combine the genre based and 

OCATVE Allegro methods in a way that genres (information assets in OA) are concretized while 

defining “Risk measurement Criteria”, before we jump to second step to “Develop an Information 

Asset Profile”. The following figure illustrates our hypothesis: 

  

Genre based Method OCTAVE Allegro Method 

GBM_1: Define stakeholders of security 
risk analysis! (”preparatory” phase in 
OCT) 
 

OCT_1: Risk Measurement Criteria GBM_2: PUI Entities 
 

GBM_3: Identify Genres 
(”preparatory” phase of ”brainstorming” 
info assets in OCT) 

GBM_4&5 Define properties to analyse & analyse them / OCT 2: Develop an 
Information Asset Profile 

 OCT 3:Identify Containers 

 
OCT_4-8: Identify risks & mitigation 
strategies 

Figure 5 Hypothesis 

Considering that genre based method can be integrated into OA then the research question is: 

RQ1: What are the benefits of using GBM for information asset mapping in a risk assessment 

method? 

In terms of benefits, we would like to find: 

 Are we improving the gap in the literature by incorporating GBM to identifying 

information assets in terms of: 

o Identifying information asset owners 
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o Having a simple and structured approach towards information asset risk 

identification 

o Associate business practice perspective to capture: 

 Asset leakage 

 Information assets at deeper levels of granularity  

 Knowledge assets 

RQ2: What are the challenges of using GBM for information asset mapping in a risk assessment 

method? 

In terms of challenges, we would like to know: 

 What obstacles we face when we are using genre method in this context? 

 Whether genre method can help us to capture all the necessary information assets in the 

studying organization. 

 

The overall aim and objective of this research study is to answer the research (sub) questions by 

evaluating the proposed method. 
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5. Methodology 

This section explains the process of empirical work carried out and the rationale behind it. 

Needless to say that data collection and analysis techniques has inherited from the choice of 

methodology used. In the respect philosophical background, regarding selecting this choice 

requires especial attention.  

5.1 The choice of Methodology 

The choice of methodology in this research was dependent on the type of data available to 

analysis. This research uses a set of student reflections and group reports (more info available in 

Data Units section) as preliminary data that was already gathered by course instructor as 

assignments to fulfill the course requirements. The data gathered are rich sources of material 

varying from novice students to the professionals in the field of security. The students have tried 

out the proposed method within the field and output was documented to address the challenges 

faced when they used the method. Goulding (2002) enumerates that researchers choose 

Grounded theory when there is no reference in the literature on the interesting topic or it has 

mentioned superficially, so they will decide to build their theory from the data.   

5.1.1 Grounded Theory 

In Grounded Theory, the researcher starts with the data, systematically analyses it and ends up 

developing a theory. It is different from traditional research design, which starts from literature 

review to follow the leads from available theories. Glaser and Strauss (1967) introduced the 

Grounded Theory “that is theory development based on actual data gathered through qualitative 

research” (Corbin, p. 49). This kind of inductive research requires no theoretical framework so 

that the theory shapes by itself in contradiction to traditional research methods, which the theory 

applied to the data (Allan, 2003). This process is collaborative (Baskerville and Pries-Heje, 1999) 

and reflective (Glaser & Strauss, 1967) throughout the research in which the researcher “shape 

and alter the data collection to pursue the most interesting and relevant material” (Charmaz, 

1995, p. 47). Glaser (1978, p. 16) argues that Grounded Theory is a “process composed of a set 

of double-back steps. As one moves forward, one constantly goes back to previous steps”, that 

implies the persistent connection between data and analysis. The research question is open to 

allow the researcher dig into data in order to shape the further analysis and data gathering.   

Grounded Theory has widely accepted as an effective tool to build the practice especially within 

the evaluation and education discipline (Corbin , 2005 ; Guba & Lincoln, 1989 ; Jones & Hughes, 

2001).  

A set of guidelines expediting data collection and analytical procedures, were first introduced by 

Glaser and Strauss in 1967. These processes later simplified by Strauss and Corbin (1990) with 

the introduction of multiple coding procedures such as open, axial and selective coding.   
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“The analytical process involves coding strategies: the process of breaking down interviews, 

observations and other forms of appropriate data into distinct units of meaning which are labeled 

to generate concepts. These concepts are initially clustered into descriptive categories. They are 

then re-evaluated for their interrelationships and through a series of analytical steps are 

gradually subsumed into higher order categories, or one underlying core category, which 

suggests an emergent theory. “(Goulding, 2002, p. 74-75). The “Analysis” section will cover the 

three types of coding (open, axial and selective) mentioned above. 

 

5.2 Data Collection 

Grounded Theory can be adapted into different data gathering techniques without one privileged 

over another. It is flexible enough that “… can be easily used as a general method of analysis with 

any form of data collection: survey, experiment, case study. Further, it can combine and integrate 

them. It transcends specific data collection methods.” (Glaser, 1978, p. 6).  

The KMIS course instructor performed the preliminary data gathering, by the means of course 

assignments. The course was part of Masters programme in Information Security in Lulea 

University of technology, Sweden. The students were asked to reflect upon the proposed method 

(GB-OA) after each session of the class, while the instructor gradually nurtured the different 

components of the genre based method in conjunction with OA. Diaries have been collected in a 

closed group wiki page with each student having a dedicated reflection page. The usefulness of 

this type of communication is that students can read other students thoughts and to comment 

and discuss about the issues in an interactive manner. 

Having this mindset, the students were grouped into different groups to try out the method 

within the field. It was required for them to find a company where they could access in their local 

area. Since the students were attending within Luleå campus and online, the experiment was 

carried out in different countries by students like UK, Greece, USA etc. The students were granted 

to have flexibility to use the method and document their assumptions and reasoning with logical 

justification. For instance, one group decided to combine worksheets 1-7 of OA into genre list or 

another group decided link information asset container worksheet (OA worksheet 9a, 9b, 9c) into 

genre list.  The final grade criterion of the course was based on the report they would provide as 

their conclusive test of the method.  

Reflection diaries and final reports are rich sources of hidden points that can lead to extracting 

general elements of method evaluation. The underlying rational for this kind of data collection 

was affected by the choice of field experiment mentioned in previous sections. Because of the 

need to investigate the proposed method in more depth, the participants were asked to keep 

their assumptions during the experiment documented. The goal is to let the practitioners freely 

express their reflections on broad aspects of the phenomenon under study without enforcing 
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them to think only on what the researcher think is important. Although the reflections might not 

be related to the research problem, but there is a high chance of spotting some areas which might 

not be visible to the researcher otherwise. Schön (1983) refers to this fashion as “Reflective 

Practitioner” that they can learn from their own experiences. By analyzing this kind of journal 

writing we can acquire new knowledge as Boud (2001, p. 3) argues “The basic assumption of the 

model is that learning is always grounded in prior experience and that any attempt to promote 

new learning must take account of that experience.” By using this technique, it was more 

practical to study the adaptation of genres within risk methodology by different organizations 

(since accessing to different field works produces more reliable results) and to enhance what we 

know by extracting meaning from those practitioner’s experiences.   

Corbin and Strauss (1990) stress on the importance of further data gathering based on previous 

analysis in order to avoid missing eminent concepts. The second round of data collection would 

be based on interviews with the students who have experimented the proposed method in the 

field. Preliminary data analysis is followed by the design of types of questions and materials for 

the interviews as Charmaz (2006, p. 17) argues that “[the researchers] we follow the leads that 

they define in the data, or design another way of collecting data to try to pursue our initial 

interest.”    

5.3 Data Units  

As it was mentioned in the data collection section the data units are consisting of student diaries, 

the report from result of field experiment and interview.  

 Reflection diaries 

The purpose was for students to post learning experiences during the 

course and to comment another student member. The frequency of 

postings had to be at least once a week to blog about the covered topics 

in the class. Although the number of postings recommended by the course 

instructor was once a week, some students did not regard this which was 

leading to penalties to lose mark. The criterion for assessing the diaries 

was based on quantity and quality of the reflections, meaning that if 

students had posted 12+ new entries and commented 15+ times on fellow 

student’s posts, the grading would be the highest. The scale goes down 

accordingly based on the number of posts and comments. The quality of 

reflections were mainly based on depth and syndetic of the posts 

conforming on course topics. I would also like to note that this part was 

mandatory for students and it consists of 40% of overall course grade. 
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What matters in this thesis are the posts related to GBM and OA. Students 

have documented their thoughts during the process of learning these two 

methods and have documented their experiences after method 

implementation. From quantity perspective, the reflections vary between 

three lines to five pages long. From quality perspective there has been 

different materials presented like raising questions on a topic, method 

usability, suggestions to improve the method, logical discussion of 

justifications made to the method, benefits, drawbacks and etc.  

At the end of the course 40 students wrote reflection diaries in which 3 of 

those was selected for this study as those 3 were highly valuable because 

of their author’s profession (two Chief Information Security Officers (CISO) 

and one principal). The remaining 37 diaries were valuable to me as their 

reflections given me insights on many hidden points latent in the method 

under study. 

An example of a learning diary is illustrated below: 

 

Figure 6 An example of reflection diary 

 Group Work Reports 

Final assignment of the course was to implement the method in a real 

setting. Some students used a real company and some used case studies. 

The reports consist of documenting the process of method 

implementation from the beginning and the obstacles encountered during 

the experiment. The risk assessments was carried out by genres as 

information asset identifier and OA as risk identification and mitigation. 

Documented genres and OA worksheets have been enclosed to the 
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reports. The genre lists and OA results were the basis for analyzing in this 

thesis.  

In the end of KMIS course, 10 groups ranging from minimum one member 

to maximum five members handed in their group work reports. Among 

those, three reports were selected for this study. These three reports had 

the opportunity to reflect the result of GBM in a real setting, in which the 

group leaders were having high-ranking positions in those companies (the 

same persons that their diaries were selected).  

 Lecture Videos 

Each lecture of the class was held online for distance students and was 

recorded to be viewable later on. Recorded online classes have given me 

the opportunity to analyze the materials used to teach the method. For 

instance I could closely observe the learning process of students and their 

reactions to the concepts which were new to all of them. During coding 

and analysis phase of grounded theory, I encountered the role of training 

as an impact factor that made me to include this into list my data units. 

 Interviews 

Interviews were carried out with the group leaders who happened to have 

high-ranking positions in their companies. These group leaders used the 

method in their company and their experience and comments were 

captured by means of interviews through emails. The medium of email was 

because of group leaders were located far from the University namely 

Stockholm (Sweden), Cheltenham (UK) and Menlo Park (USA). Interviews 

had two purposes: one purpose was to explore their experiences with the 

method in question by means of conducting a series of semi-structured 

interviews (Kvale, 1996). The questions were focused on a particular area 

and open ended in order to have the possibility to ask further questions 

(see more in AppendixA). Second purpose was to become clear about parts 

that were ambiguous in their final reports.  

 

5.4 Philosophical Assumptions 

This study is qualitative in nature because it attempts to understand the phenomena understudy 

by the means of human (student) behaviors and the meanings they have reflected 
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(nonquantifiable) to the method (hypothesis) under investigation. Thus, we seek to find out the 

answer by means of textual reflections and interviews. 

Trauth (2001) argues that the nature of the problem under study is the most significant factor to 

choose the research methodology that is to find the answer to “how” to go about and clarify the 

problem. In order to empirically evaluate the hypothesis, there are a number of possible 

techniques within the field of IS research (Siau & Rossi, 2007). Field experiment fits best into the 

characteristics of the problem: first, to overcome the artificiality of laboratory experiment (ibid) 

it was required to test the genre method as information asset risk identification in a “real setting” 

and observe the result which was not possible in a simulated setting. This will ensure us that the 

experiment is practical and gathered data has its roots in relevant grounds. Secondly, field 

experiments allow the researcher to manipulate the independent variables (genres) and at the 

same time observes the impact of the independent variables on dependent variables (OA 

worksheets) (Boudreau et al., 2001).   

Each researcher holds the philosophical beliefs regarding the reality and underlying assumption 

on how those realities can be unveiled. These assumptions can guide the epistemological and 

ontological beliefs (Guba & Lincoln 1994) which will be reflected on the research itself. Trauth 

(2001) indicates “The Researcher’s Theoretical Lens” as second important influence on the choice 

of research method. He refers to Theoretical Lens as three dominant philosophical stances 

(Orlikowski and Baroudi’s , 1991) within the field of IS research: positivist, interpretive   and 

critical. The researcher in this study has taken interpretive approach as defined by (Walsham, 

1995, p. 376); “our knowledge of reality is a social construction by human actors”. In this study 

we are trying to find the answer of what benefits gained from the hypothesis and why the 

population under study reasoning about the use of hypothesis, with “in-depth look at the 

worldviews that sat behind the facts shared by the participants” (Trauth, 2001, p. 7). This is 

important to consider the participant’s shared meanings and personal viewpoints from their 

efforts to implement the GBM-OA and extract what constructs their cognition of the proposed 

method, to build a holistic criterion to evaluate and (hopefully) promote the phenomenon under 

study. 

Third factor influencing the choice of research method is the level of certainty surrounding the 

phenomenon (Trauth, 2001). It was difficult for me to pass this step cause there was no prior 

study regarding genres as information asset identification for risk analysis. Even the research 

problem is not clearly defend due to the lack of prior information on the proposed method and 

a number of uncertainties are still in question. Literature can help us to scrutinize the causality 

of certain problem with the recognition of particular instruments that will lead us to the state of 

the art. By instruments, I mean the approaches there have been used to fulfill the gap. By know 

so we can grasp the cause of failure/attainment and to select the alternative instruments. This 
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lack of knowledge within the literature has led me to systematically conduct an investigation to 

build the theory.  

Exploratory research is suitable for the situations that there has been no or little information 

available on the phenomenon and the researcher tries to feed new insight to the research topic 

(Babbie, 2012). It will allow the researcher to familiarize himself with the problem, develop a 

hypothesis and then try it out before it finally conceptualized. Researcher and participants 

explore the possibility of establishing the possible relationships between different variables 

together (Panneerselvam, 2004). Since the objective of this research is to explore more about 

the genres capability without prior knowledge regarding its possibility within the field of 

information security, the exploratory approach was most suitable to firstly reconnoiter the 

overall concept of genres integrated into OA and secondly to observe the different relationships 

between the two concepts with the assistance of participants in the field. Grounded theory is an 

exploratory research method aims to develop a method grounded in data. The researcher, whom 

does not have a clear view of the phenomenon and the problem, starts to collect data as soon as 

the research begins and let the data to guide the research in order to build a theory emerging 

from data (Esteves et.al., 2002). Glaser (1992) argues that in grounded theory the researcher’s 

aim is not to test a hypothesis as most research methods use, but to discover the theory implicit 

in the data. In this thesis work, the proposed hypothesis is not meaning that we are violating the 

grounded theory principles. The hypothesis defined in previous section is more of a logical 

description of the problem and the questions we are trying to find answer. Therefore, I can 

conceptualize this hypothesis into more of a “perspective” as Corbin (2005) argues that the 

researcher brings to grounded theory. 

Trauth (2001) further enumerates the third factor of methodological factor in IS research as “The 

researcher’s skills” and prior experiences which will effect this choice. Since this thesis is my first 

research so it’s more experimental than influential to me. 

Fifth factor identified by Trauth (2001) was “Academic Politics” which is not an issue in LTU but I 

would like to note that this thesis was the choice of my supervisor so some of the guidelines for 

research approach, like grounded theory, were proposed by him. This does not mean that I have 

tried to justify my assumption on the choice of method based on his interests but the method 

employed, justified itself perfectly within the philosophical assumptions enumerated. 

 

5.5 Data Analysis 

Grounded theory is a rigorous means of data analysis as Urquhart (2001, p.27) argues, “Grounded 

theory is by definition a rigorous approach – it demands time, it demands a chain of analysis and 

the relating of findings to other theories.” The first phase of data analysis is coding. Charmaz 
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(1995 ,p 37)  defines coding as “the process of defining what the data are all about … in qualitative 

grounded theory coding means creating the codes as you study your data.” The chain of analysis 

enumerated above is a set of procedures and guidelines known as open, axial and selective 

coding. Esteves et.al. (2002, p.2) summarizes these as follows: “Open coding: labelling concepts 

that represent discrete happenings and other instances of the phenomena. Axial coding: 

procedures by which data are put back together in new ways after open coding, by making 

connections between categories. Selective coding: the process of selecting the core category, 

systematically relating it to other categories, validating those relationships, and filling in 

categories that need further refinement and development.” Baskerville and Pries-Heje (1999) 

also note that the coding procedure does not happen as a sequence but at sometimes overlaps 

with each other and repeated respectively as the research proceeds. The coding starts with 

reading line by line of data and to specify the meanings they represent. These concepts then are 

given names which should best reflects the nature of that concept. Next step is to grind the 

similar concepts into more general categories. The goal is to put concepts into categories in order 

to have a holistic view of processes. Charmaz (1995) suggests that researches must start to write 

memo between the coding and first draft of completed analysis. She justifies her assumption by 

enumerating that “when memo writing, you begin to look at your coding as processes to explore 

rather that as solely ways to sort data into topics. Making you codes as active as possible from 

the start enables you to define how various categories are connected in an overall process.” 

(Charmaz 1995, p. 43). The final step is to compare and contrast the concept within the light of 

literature to see where data fits with it. 

In this thesis, I started the line-by-line coding from reflection diaries and group reports. I used 

keywords to give meanings to the text. As the research proceeded, it was decided to include 

lecture videos and interviews to develop richer categories. This process is referred to as cycle of 

collection and analysis (Glaser & Strauss, 1967). The concepts derived from text were then 

heightened in interviews to obtain the participant’s reactions. This helped me to adjust the 

theory that grounded in data. These keywords were then combined to concretize into logical 

framework. In the meanwhile especial attention given to memos that pointed out the roadmap 

and mutual connections.  
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6. Data Analysis Process 
 

The process of open, axial and selective coding for data analysis is illustrated in this section.  

Open coding 

Open coding was based on assigning code (keyword) to each line of data. More related codes 

were refined by constantly comparing them to form categories. for example keywords like 

straightforward, simple, guide, etc., were grouped to shape a category, like ‘GBM as facilitator’. 

 Table 5 illustrates a sample open coding containing concepts identified in the result: 

 

Table 5 Open Coding 

Axial coding 

Axial coding was done based on the categories relation with each other: 

Axial coding NO.1 

 

 

The relationship shows that not having a clear definition of method’s core concepts has resulted 

in poor implementation of the method and less taking advantage of GBM facilitation offerings. It 

was found that groups were using only people/units as their primary source of PUI entities. This 

Observed Phenomena Concepts

In some businesses the term "data flows" might cover a similar process, however that is 

very data-centric whereas genres are very producer/user-centric.
Understanding Terminology

I find that the process of documenting the key KM genres for a company helps one to 

identify those key business processes which are most essential for commercial success
GBM as Facilitator

OCTAVE Allegro worksheets can easily be embedded (or deconstructed and fields 

embedded) into a genre worksheet
Flexibility

In some businesses the term "data flows" might cover a similar process, however that is 

very data-centric whereas genres are very producer/user-centric.
Understanding Terminology

The classification (with some explanation) is really easy to understand, since everyone is 

"kind of using the method already". What i mean, is that people know why they create a 

document, know when they need to release it and how is the intended audience.

GBM as Facilitator

of course this method only works for "soft" assets, documents, etc. Physical assets

Genres definitely can handle information asset identification (and classification) GBM as Facilitator

however once it seemed genres were similar to business processes/flows then it was more 

easy to comprehend.
Understanding Terminology

The method is quite straightforward.once the terminology is defined, and the project scope 

is established.
GBM as facilitator

identifying genres help identifying people (internal & external) GBM as facilitator

PUI helps to seek flow of information GBM as facilitator

Understanding Terminology  GBM as Facilitator 

 Figure 7 Axial coding NO.1 
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will lead to having less chance of detecting underlying information assets as this will lead to the 

same product of DFDs or ERDs.  

Axial coding NO.2 

 

 

If the flexibility increase it will give more chance for GBM to be adapted into risk assessment 

method. For instance one group eliminated worksheet 9 and combined it with genre list. Thus it 

will be more chance of integrating new properties into information asset identification phase 

that will ensure better understanding the information assets for further risk analysis. 

 

Axial coding NO.3 

 

 

The two concepts relate together in a way that they eased the process of information asset 

identification so that information assets could become available for risk assessment. This was 

discovered based on the themes that GBM will give an overall view of information flow 

throughout the organization that will give the flexibility to the analyzer a more freedom of choice 

to select the most critical genres for further analysis based on the risk measurement criteria.   

 

Axial coding NO.4 

 

   

There was a lack of GBM perception apparent in the groups. This was basically due to relating 

GBM to previously used information system design tools like DFD. This made a rational to select 

PUI limited to only people/units. The challenge for usability of genre based approach made a 

doubt about its applicability to detect physical assets. So I decide to relate them together because 

this relationship needs further investigation.  

Therefore, I decided to put them into one category of ‘challenges’ that can explain why some 

part of the method cannot be evaluated. 

 

Flexibility  GBM as Facilitator 

Physical assets  Understanding Terminology 

Flexibility  GBM as Facilitator 

Figure 10 Axial coding NO.4 

Figure 8 Axial coding NO.2 

Figure 9 Axial coding NO.3 
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Selective coding 

Selective coding had two core categories namely ‘Structure’ and ‘Challenges’. 

‘Structure’ mainly covey the step-by-step nature of the GBM which facilitates the process of 

information asset identification. Supported assistance tools like genre list and diagonal matrix 

helped the groups to make the process more structured with the ability to get a better insight on 

how the information is flowing through different business processes. The flexibility on the other 

hand made the integration more adaptive by means of properties and metadata for genres. 

‘Challenges’ reflects the points that needs further investigation. Although some pitfalls were 

observed in the method in handling some assets, but I decided to relate them into lack of full 

understanding of the method by participants. Therefore challenges remain open for further 

investigation with better resources and data. 
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7. Result 

The result has emerged from reflections of three professionals who could try out the method in 

reality, along with their risk assessment reports as discussed in section ‘Data collection’. Although 

reflection of other students in KMIS course gave me insight, but I decided to eliminate those from 

my analysis due to their unreliability (fictitious and case studies were used). The results have 

been extracted based usability of GBM within the context of risk assessment and interaction of 

GBM-OA and where each one is influencing on the other method when it comes to integration 

of the two.  

Line by line coding resulted into developing concepts as a textual representation of reflecting 

idea. The concepts that have related meanings are then grouped to form a category. The 

categories were then compared to each other during axial coding to find the connection between 

the categories that helped me to reorganize the categories to find the final core categories 

(selective coding). 

The results from open, axial and selective coding reveal that two main categories are apparent in 

the data: Structure and Challenges. 

7.1 Structure 

This category was emerged from concepts such as GBM as a facilitator and GBM flexibility. As the 

names imply, the notion of structure and structured approaches have been enumerated many 

times by the groups from GBM point of view. The relationship between the two categories was 

revealed through axial coding NO2 and NO3 (discussed in chapter 6). Selective coding resulted to 

form the first core category from constant comparison of categorizes and their relationships 

(axial coding). The result is illustrated in table 6.  

 

Categories  
(Open coding) 

Relationships  
(Axial coding) 

Core category 
(Selective coding) 

GBM as Facilitator Axial coding NO.2: Flexibility  GBM as Facilitator Structure 

Flexibility Axial coding NO.3: Flexibility  GBM as Facilitator 
Table 6 Structure core category 

This core category formed based on the structured approach of GBM that guided the participants 

to map information assets. More rational about the development of this core category is 

discussed below.  
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GBM as a facilitator 

All three group leaders argued that GBM provides procedures to identify information assets 

within an organization. This has been highlighted in the data by the means of expressing words 

such as straightforward, simple, guide, guideline, standard way, structure, quick, efficient, etc. 

when speaking about GBM.  

All three professionals came into this conclusion while comparing OA’s approach to information 

asset identification versus GBM. This positive viewpoint on GBM sometimes referred to the 

systematic approach towards defining stakeholders, PUIs and genres with the help of premade 

excel sheet which helps to gather required information: 

“The Excel file provided by Tero [instructor] is a huge life saver for everyone whose 

organization does not already have an asset inventory. It is much easier to identify 

the assets by asking the questions (who owns it, why do we have it, etc) than to 

try to brainstorm without having a starting point.”(Student, CISO) 

This notion is repeated for “diagonal matrix” by another student which helped him to better 

identify genres: 

“In GBM we have the concept of diagonal matrix which easily allows to perform 

brainstorming for identifying information assets, its owners and potential risk and 

impacts within quite big group of people. Thanks to the GBM brainstorming 

process with diagonal matrix we can identify easier information assets and its 

containers (people, devices).” 

Likewise interviewing employees helped groups to identify information assets easier: 

“The classification (with some explanation) is really easy to understand, since 

everyone is "kind of using the method already". What i mean, is that people know 

why they create a document, know when they need to release it and how is the 

intended audience.”   

Flexibility 

Flexibility in this context defined to as having the ability to make changes to the method 

procedures without losing critical information. This freedom of method use was visible through 

different terms and actions during the method development. Keywords such as innovation and 

adaptability emerged from data to form this category. 

Genre list worksheet provided by the course instructor was led to flourish innovative attempts 

by the groups. They, to some extent, decided to go beyond the list and make changes, which they 
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felt necessary to the list. This was resulted to eliminate some elements (in some cases the whole 

worksheet) from OA and combine those properties into genre list.  

“Extending the original Genre worksheet to include additional columns that match 

fields in various OCTAVE Allegro worksheets does reduce the volume of paperwork 

(or electronic worksheets) that need completing … OCTAVE Allegro worksheets can 

easily be embedded (or deconstructed and fields embedded) into a genre 

worksheet”  

This was mainly with respect to reduce time and effort to fill out OA worksheet, since some of 

the properties could be initialized during the genre list creation. Two students (CISOs) decided to 

expand the original genre list to add more properties and one student (CISO) decided to eliminate 

OA worksheet 8 (information asset profile) completely and replace it with genre list. 

 

7.2 Challenges 

Despite the fact that GBM has been praised by its clarity, some confusions have been enumerated 

due to its non-lucidity. This category emerged by constant comparing the codes which had some 

sort of uncertainties regarding GBM usage. Two categories are building this core category: 

Physical Assets and Understanding Terminology. Axial coding, on the other hand divulged more 

through relationships between the two categories that raised into challenges (selective coding). 

Table 7 summarizes this core category.   

Categories  
(Open coding) 

Relationships  
(Axial coding) 

Core category 
(Selective coding) 

Physical Assets Axial coding NO.1: Understanding Terminology  GBM 
as Facilitator 

 
Challenges 

Understanding 
Terminology 

Axial coding NO.4: Physical assets  Understanding 
Terminology 

Table 7 Challenges core category 

Physical Assets 

At some points made students argue that physical assets are yet to be ignored as the main focus 

in GBM is on the information assets. This doubt has strengthen from the learning process stage 

through the real setting experience. One student, also CISO, commented on GBM in learning 

diary that:  

“I need to get clear in my head the difference (or similarity) between an 

Information Asset and a Communications Genre. Information Assets are typically 

physical or electronic (that's how I group them). You cannot completely dismiss 

something like a physical information asset mapping in favor of a genre-based 
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approach as how would you identify something like 100 HP G7 Servers? Yes, genre-

based approaches might be a useful complementary tool to reveal hidden 

communications, but I am not sure it completely replaces traditional approaches.” 

He later on acknowledges this scruple in terms of GBM not being successful to identify physical 

assets: 

“The Genre-based approach was useful in identifying potential assets and 

particularly containers; however the assets identified are typically people, data, 

software and arguably procedural assets. The Genre approach does not necessarily 

facilitate the enumeration of physical assets, such as servers or networking devices 

for example”. 

   

Understanding Terminology 

There were some mistakes in the group reports which I believed had its roots in poorly 

understanding the GBM. The group leaders’ perception of genres were confused by other 

methods of information system tools used for data/process mapping, like DFD and ERD. 

“I found the TERMINOLOGY [GBM] confusing, however once it seemed genres 

were similar to business processes/flows then it was more easy to comprehend.” 

Another participant again repeated this mindset: 

“Like any concept they [GBM] require some thoughts on how they can be 

implemented in the context of an individuals risk management framework, but 

once they have been used a couple of times the concept becomes clearer. In some 

businesses the term "data flows" might cover a similar process, however that is 

very data-centric whereas genres are very producer/user-centric.” 

Having this background in their mind, all three groups had only used people and business units 

as their PUIs. This was empowered in axial coding NO. 1 that there was a relationship between 

mistakes made in information asset mapping and understanding methodology. After the first 

lecture which the concept of genre was discussed in the class, students were not sure that they 

had understood it well. Some found it hard to grasp it theoretically. For instance one CISO 

mentioned this after that session:  

“As an IT practitioner, not an IT academic, I get quite angry with phrases such as 

‘a communicative genre is a socially shared typification of information instantiated 

in recurrent communicative situations or spheres of organizational work’. When I 
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read this in [KMIS instructor] paper I was thinking ‘what does that mean in plain 

English?’ But then after the lecture recordings I now understand much better. 

Sometimes the language used in academia feels like it is there to maintain some 

special distinction between practitioners and academics.” 

These feedbacks from students made the KMIS to make a case study (called Geek Squad) as an 

example for the next session. Although this case study helped them to understand the GBM 

better in practice by denoting that: 

 “Tero [KMIS instructor] was kind enough to go again through genres and the 

diagonal matrix method, using a case that i could relate to (Geek Squad). I can now 

finally say that i understand much better how genres and PUIs ‘work’ and i feel 

more confident in using them as part of the group project” 

but even after this case study one other CISO reflected that  

“The Geek Squad article actually lists another communications genre that we have 

not considered. The game players use Ventrillo to communicate by voice (rather 

than the in-game chat of BF2). Ventrillo is a voice over IP (VoIP) service, so the 

genre would be exchanging tips and socializing over VoIP (you can use Ventrillo 

when playing any game, or just on it's own like Skype).” 

This was certainly a mistake cause Ventrilo was not a genre in that case but a communication 

medium. I could relate those small mistakes with understanding the terminology unwell which 

could affect the information asset mapping process later on. 

 

  



35 
 

8. Discussion 

Categories discovered in the result section are important from different aspects. To prove the 

method’s functionality we should first analyze both (OA and GBM) method’s practical efficiencies 

and test the impact of one on each other. For this, we can argue that the methods integrated are 

making use of all advantages. The results show that GBM have the potential to present an 

approach towards information asset identification, proving the validity of proposed hypothesis 

in enumerating the advantages of using a systematic approach to identify information assets. In 

this section, I will look more deeply into the emergent categories.  

8.1 Physical/Information/Knowledge asset VS. Genre (Contribution NO.1) 

Information is classified into two categories of transmitted or resident (Tavani, 2004). 

“Information assets are essentially intangible entities … It is widely understood that information 

is essentially intangible and resides in a holding entity or container; whilst it is able to flow (or be 

transmitted) between containers and therefore should be considered inherently media 

independent. …  It may also exist on physical media such as paper. Alternatively it exists in the 

minds of personnel, which we label ‘cognitive media’.” (Ahmad et al., 2005, p. 2). On the other 

hand, OA defines information asset as “information or data that is of value to the organization, 

including such information as patient records, intellectual property, or customer information. 

These assets can exist in physical form (on paper, CDs, or other media) or electronically (stored 

on databases, in files, on personal computers). “(Caralli et al., 2007, p. 5). GBM fits in the former 

definition as it is able to keep track of information that is not exchanged in neither physical nor 

electronically (as OA suggests). For instance, one group with the help of GBM could identify that 

IT operations have some sort of reoccurring face-to-face meetings in which some important 

information about ‘authentication credentials’ is discussed. This could not be detected and 

secured if we were looking for its existence place within physical or electrical domain, so its 

container would not be detected subsequently. Therefore, we can argue that genres can help us 

identify ‘cognitive media’ in addition to what OA defines as information asset. 

Analysis of result shows that knowledge assets were apparent in genre lists mainly because of 

GBM starts from identifying stakeholders to participate in finding PUI entities. The PUI entities 

can take different forms like processes, departments, managers, external PUI entities, etc. 

Therefore, we are not only bound to processes but people are in the heart of analysis. Genres 

are then identified by linking different PUI entities to each other by PUI representatives of that 

entity. “Diagonal Matrix” technique (see Saaren-Seppälä, 1997) facilitates this interaction within 

a collaborative environment. PUI representatives will enumerate their work practice knowledge 

and the genres of in which these practices are conveyed. To make it short the input is “Knowledge 

from the employees producing or using information in their work” and the output would be “list 

of genres including their producers and users” (Karjalainen et al., 2000). GBM has the capability 
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to reveal underlying information resources of what is perceived in organization against what 

practices are employed in reality (Päivärinta et al, 2001). This will fulfil proposition 2 of Shedden 

et al., (2010) in enumerating identification of knowledge assets that are prone to exploit. 

According to the definition of information assets by (Ahmad et al., 2005), information becomes 

tangible when it is stored on a holding entity or container. Then we can argue that GBM can 

detect tangible information by mean of container. There were two concerns among groups which 

evolved around identification of physical assets: (a) identification of physical assets that are not 

directly involved in a communication, and (b) physical assets (like computers, servers, networking 

devices and etc.) were only mentioned in containers. (a) Although properties like “where does 

communication take place?” or similar in genre list will help to identify where the asset is stored, 

transported or processed, it will not help to identify containers where this asset might travel 

outside the scope of producer and user of this genre. For instance, backup server which will 

process the backup operation every night, is not within the scope of invoice genre happening 

between finance department and partners. (b) Analysis of the reports and genre lists shows that 

those assets having physical forms are only mapped as containers. In this study GBM was mostly 

fit into Ahmad et. al (2005) argument that information assets are inherently intangible. So this 

might raise concerns that information assets having physical forms (like in OA p. 14 “vendor 

database” has been mentioned as information asset) will be left without any determined risk. 

This kind of lacking was mainly because of poor choices of PUI entities (like all PUIs were 

people/units) in addition to keeping stakeholder participation to minimum (due to time 

constrains) otherwise, there is a high chance of physical asset identification during the social 

debate. This will empower the axial coding NO. 4 that identifying tangible asset might have its 

relation to not understanding the methodology right. For this reason, I cannot confirm the ability 

of GBM to identify all the tangible assets  with current data. This question remains open for 

further investigation. 

8.2 GBM as Facilitator 

Defining relevant stakeholders and their participation in brainstorming PUIs and genres, resulted 

into identification of, information assets at deeper levels of granularity and finding asset leakage 

through dynamic work environments (Shedden et al, 2010). This has helped groups to identify 

information assets that were not easy to identify with other approaches (at least with OA). For 

example, one group could find many genres that were held through phone medium. Identifying 

this genre can be challenging, as the “storage format” would be not available and it requires clear 

definition of PUIs by stakeholders to find these hidden work practices. One story around axial 

coding NO3 revealed that having a complete list of genres will further on give the flexibility to 

the group to have more freedom to choose a critical genre to consider for risk assessment. For 

example one group found 36 genres (although with limited time) between different PUIs in their 
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initial analysis. The complete overview (to some extent w.r.t. limited resources to investigate) 

gave them more options to choose between high critical genres for in-depth risk analysis. They 

were surprised to see that six of those genre need immediate risk mitigation strategy. The same 

theme was also raised by other CISO that this approach will lead to prioritization of information 

assets that are critical in both defending against internal and external threats. He also argued 

that protecting all assets is resource intensive and sometime will lead to exposure of more critical 

assets because the resources are wasted on less critical ones. So having a complete overview will 

make sure that we have the flexibility to choose between mission critical assets in the first place.      

Drawing on Maxim2 (Päivärinta et al, 2001; p. 73) of guidance on development of Information 

System’s Planning (ISP) method, “Every stakeholder should be able to freely and openly 

participate in the continuous debate.” GBM facilitates wide participation of people, who are the 

real knowledgeable stakeholders, throughout the organization to identify genres 

(communication channels) existing in organization. The method brings an environment that 

everyone can easily participate in a social debate to express the way they do their duties. This 

makes a basis to detect communication channels (genres) that taking place within the 

organization. Proof to this allegation is 524 abstract genres in unit of industrial corporation 

(Tyrväinen & Päivärinta, 1999) and identification of 850 genres by about half of participating 

employees within an organization of 80 employees (Karjalainen et al., 2000). GBM facilitates 

identifying more detailed genres and PUI entities, “… an extrapolated genre repertoire has the 

potential to describe communication (work) in an organization at a detailed level …” (Päivärinta, 

2001 ; p. 224). This contributes to the proposition 1 and 3  of Sedden et al., (2010) that risk 

assessment must facilitate mapping of information assets through dynamic work environments 

at desired level of granularity.  

8.3 Business Practice Perspective (Contribution NO.2) 

Therefore, the business practice perspective which Shedden et al., (2010) is proposing to 

overcome the deficiencies in current risk assessment methods seems to be alleviated by GBM. 

The successful use of the method in the past in different real settings (Karjalainen et al., 2000 ; 

Antunes & Costa, 2003 ; Tyrvainen, 2003) is an evidence which makes this method a suitable 

candidate. The genre perspective scrutinizes levels of information flow with the help of those 

who are actually experiencing it within that environment to analyze organizational 

communication, work patterns and structures (Costa et al., 2002). GBM gives the motivation for 

identification of genres of communication through user participation by sharing their knowledge 

at deeper levels of granularity, which has the capacity for asset leakage. 

8.4 Ease of Use 

The participants who tried out the method learned GBM concept during three lectures and it was 

clearer for them when it was used in the real setting without the need to have extensive skills or 
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training. A small introduction on the concept with some examples were enough to teach the 

method and assistance tools (excel sheet and diagonal matrix) are provided to make the process 

fairly quicker. This notion was raised around a theme of axial coding NO.3 where GMB as a 

facilitator from its “easy to use” concept that can improve the overall process of information 

asset identification more flexible. For example one CISO based on simplicity of GBM and its 

straightforwardness of genre work sheet suggested that instead of risk analyst interviewing all 

departments to gather required information (step1), each department with minimal training, 

would be able to collect relevant genres by themselves so that analyst would be focusing on next 

steps (on how to assess vulnerabilities and threats). This would enhance the overall process of 

risk assessment as the time required to gather all the relevant information would be minimized 

(cause the information gathering will be done in parallel in all departments) and it will consume 

less resources especially for those security departments with limited resources to operate their 

processes. Any property missed or left out in step 1 can be added by analyst later on to the genre 

list. CISO then will have more time to evaluate and mitigate the risks. Keeping this solution in 

mind, allowed this group to divide the task of risk assessment between themselves to save more 

time.  

Lichtenstein (1996) stressed on selecting the risk assessment methods which should be easy to 

use, applicable by non-security experts and inexpensive to purchase. ‘Diagonal matrix’ needs a 

few minutes of training (Päivärinta et al., 2001) and genre list has proved to be easy to 

understand and implement by stakeholders in the past (Karjalainen et al., 2000). Genre list can 

be developed in a simple excel sheet that is available in almost every company and ‘diagonal 

matrix’, which can be used in paper or any supporting tool.      

 

8.5 Asset Documentation 

The excel sheet provided to groups made a good starting point for them to fill in basic information 

required for risk analysis. They were free to add new columns to the sheet to record properties 

which they felt were essential. These properties can be based on properties defined in risk 

assessment method or based on the stakeholder’s required level of documentation. The excel 

sheet can then be filled in with gathered metadata regarding each genre. Therefore, we can argue 

that GBM is flexible enough to gather and document metadata about genres beyond its pre-

defined properties (i.e. PUI, owner, medium, etc…) and is maintainable if some properties 

changes during time; “The method [GBM] provides a context-sensitive tool by which the model 

describing an information resource can be easily updated, delved deeper, and improved with 

new properties when needed.“ (Päivärinta et al, 2001, p. 87). 

For example, grounded in axial coding NO. 2, there has been efforts by students to extend the 

genre list to have less paper work and easier asset mapping. This was quiet risky whilst there was 
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a chance of losing detail within worksheet 8 to describe “Rational for Selection”. As an example 

of how innovation came into maturity for one group by introducing a new field of “Asset ID” 

which is referenced to another document, containing genres mapped into “Rational for 

Selection” descriptions with a unique ID, while other group fell into trap of losing this critical 

information. Alternatively, in another case one group decided to combine information asset 

containers into genre list which was probably a good decision to reduce the number of 

worksheets while improving its retrieval. Therefore we can argue that flexibility became versatile 

for facilitating and integrating further risk assessment steps into asset mapping function. 

8.6 Information Asset Owners (Contribution NO.3) 

Premade genre list allows participants to enter information asset owner. This is fairly eased 

because the participants can identify the owner of information asset as they are dealing with 

underlying business processes in their day-to-day activities. I would like to note owners can be 

different from PUIs because PUIs can be different entities than human being like a department. 

The groups did not report any problem regarding this as Information asset owner is evident 

within the substance of each genre. 

8.7 Challenges 

The challenges that GBM is facing for risk assessment domain, apart from physical assets as 

discussed before, is the lack of deep understanding of the method by its users. Some small 

mistakes by the groups produced results that raised questions regarding the applicability of GBM. 

For instance utilizing DFD in GBM and keeping participation of PUIs to low level will lead to having 

genres surrounding data entities. On the other hand less participation of company stakeholders 

was leading to poor choices of PUIs which can further affect the information assets remain 

unidentified. Although the method showed the ability to fulfill some gaps within the literature 

but the challenge is to train the users of this method to avoid similar mistakes. This role of 

educational part is paramount as the analyst who is implementing the method should also act as 

a supervisor during the genre brainstorming sessions for other participants (Päivärinta et al., 

2001). If the supervisor makes mistake during sessions then it can lead to poor implementation 

of information asset mapping.         
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9. Conclusion 

The present study was designed to purpose and evaluate GBM to identify information assets 

within the context of risk assessment. Information asset identification is pivotal stage in risk 

assessment practices. Its primary objective is to identify and document information assets for 

further investigation regarding risks in relation to those assets. This work proposed GBM as 

information asset identification facilitator (hypothesis) based on the lack of structured 

approaches currently available in literature. The core concept of GBM is to identify channel of 

communication within the organization. Then it makes sense to secure those channels to avoid 

asset leakage. The study aimed to evaluate this approach by means of integrate it with a light risk 

assessment method namely OA. GBM was proposed to be used as information asset 

identification facilitator which is fed to OA for performing risk assessment procedures. The 

context of evaluation was based on a group assignment given to students of MSc Information 

Security in Lulea University of Technology for a course namely “Knowledge Management – 

Information Security” by its course instructor. The students were asked to use this combined 

method in a company which they could access to and document their experiment. The final group 

output was a report containing a genre list as primary information assets and OA standard 

worksheets for risk evaluation. The purpose was to study the adaptability of the method within 

the risk assessment field and also to enumerate the benefits/challenges gained. Three group 

leaders who happened to be professional managers (two CISO and one Principal) were selected 

for this study. The sources of data were group reports, group leader’s learning diaries and 

interview with those three professionals. Grounded theory was selected for data analysis. 

The results of this investigation show that structure is the main property associated with GBM 

when used in risk assessment context. I could then relate those concepts to the gap in the 

literature and show how GBM can contribute to the information security field. 

This study has shown that GBM gives the investigator guidelines on how to start identifying 

information assets hidden in organizational genres of communication. The guidelines starts from 

defining stakeholders of the company, identify producers and users of the information (PUI), 

identify genres and defining properties of genres requires for risk analysis. All these stages are 

performed with the help of representatives of PUIs that have the knowledge of workaround 

activities including who are the real information asset owners. ‘Diagonal matrix’ speeds up this 

process by visualizing the flow of communication between PUI entities. Because PUI can 

represent different instances of organization’s entities (like processes, roles, departments, 

people, etc.), all types of communications takes place within the organization will be discovered. 

During this study, it was found that upon identification of genres, also information and 

knowledge assets are identified because genres are not bound to certain entities or processes. It 
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was further revealed that GBM is able to identify information assets which are hidden deep 

within business processes and daily work routines.  

The flexibility of GBM came handy at some point when it was integrated in OA. Premade genre 

list helped  groups to gather metadata for risk assessment process. Genre properties were easily 

manipulated based on the risk measurement criteria and how deep the group is willing to 

investigate the genres. The groups were able to use the method without extensive training. 

Although GBM was used in OA but the study showed that GBM is flexible enough to be used as 

information asset identification phase of risk assessment methods.  

There are also some challenges unanswered namely if GBM is able to mapping all physical assets 

that are not directly interacting with PUIs. This question remained open as I could relate this 

question to poorly employing GBM at some points which might affect physical assets itself.  

Research question Findings 

C
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GBM can fulfil the gap by means 
of: 

1. Identify information assets in a 
structured way 

2. Business practice perspective 
incorporated into risk 
assessment process 

3. Identification of information 
asset owners 

 

RQ1: What benefits are 
gained when GBM is 
utilized in a risk 
assessment method to 
identify information 
assets? 

Structured approach 
of GBM will allow 
investigator to 
identify information 
assets (facilitator) in 
a flexible manner 

RQ2: What challenges are 
faced when GBM is 
utilized in a risk 
assessment method to 
identify information 
assets? 

1. Misunderstanding 
GBM methodology 
will lead to confusion 
which will impact 
method’s usability 
2. Concerns 
regarding physical 
assets 

Fu
tu

re
 w

o
rk

 

To make sure that analyst have 
understood the GBM thoroughly 
Tryout the method in larger 
context with more PUI entities 

Table 8 Summary of research 

To sum up (Table 8), the nature of information is to flow within the business activities and 

practices through channels of communication. Identifying these channels can help the 

organization to scrutinize the potential risks which will lead to asset leakage. GBM have the 

benefit to assist risk assessment process in this manner. This study showed that GBM facilitates 

information asset identification very systematically with supported tools and guidelines. 
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10.  Limitations and Future Work 

Shedden et al. (2010) emphasized on business practice perspective employed into risk 

assessment methods to prevent asset leakage through business processes that are hidden within 

daily work routines. They have argued that current risk assessment methodologies fail to address 

these issues as they mostly focus on technical aspects but leaving routines and patterns of sharing 

experience and improvisation in an organizational context (Brown & Duguid, 2002). Three 

incentives were promised if business practice perspective would employ: identification of asset 

leakage, identification of knowledge assets and identification of information assets at deeper 

levels of granularity. For this reason GBM was proposed as wide stakeholder participation by 

means of interview with representatives of PUI entities, allows business practices analyzed during 

the course of GBM.  

This work is limited in a sense that due to time constraints, the groups could not employ wide 

employee participation to their analysis and decided to narrow participation and also seek 

assistance of existing organizational recourses like Data Flow Diagrams or asset inventory in GBM. 

They were also had to limit their analysis to only some functions of the organization without 

considering the whole picture. Although this study showed that the use of GBM was applicable 

as a structured method to identify assets in a flexible manner, but the method used is not still 

tested with its intended potentials. Theoretically and practically (to some extent), GBM seems to 

be a suitable solution to prevail shortcomings of current risk assessment methods in terms of 

underlying business practices, but it requires extensive resources, which is not suitable for a short 

period like KMIS course. Hence I suggest that this method to be used with its core competencies 

as promised by its authors (Päivärinta et al., 2001).  

Another limitation of this study is that it has only tested one risk assessment method (OA). 

Therefore, it is fruitful to employ GBM to more risk assessment methods to observe its 

adaptability. Future work can study if GBM can document information assets that do not 

contradict with the way risk assessment method handles the risk identification and mitigation 

practice. 
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Appendix A 

Semi-structured interview questions: 

 What problems did you experience when using the methods integrated? 

 What problems did you experience from OA? 

 What problems did you experience from BGM? 

 Do you think genres can elegantly handle information asset identification? 

 Do you think genres are easy to understand? 


