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ABSTRACT 

Smartphones have become immensely popular in the last few years and with this popularity, 

new usage areas has emerged. One such area is mobile payments which allows smartphone 

users to pay for products with the help of their smartphones. This area has had a huge growth 

in different parts of the world but the growth in Sweden has been relatively low. Past studies 

carried out in other countries has shown that users are concerned with security related to 

mobile payments and that this concern affects their usage of mobile payments. 

The aim of this study is to examine how Swedish users perceive risk in mobile payments and 

determine if their perceived risk might be inhibiting the usage of mobile payments. In 

conjunction with examining risk, the study will also examine how well the users trust mobile 

payments and the companies offering mobile payments service in order to examine the 

relationship between the users perceived risk and trust towards mobile payments. 

The conclusion of this study shows that users do not perceive considerable risks with the 

mobile payment technology, however they are concerned about how their personal 

information is handled by the companies providing the mobile payment services. Trust was 

not seen as something that influenced the users’ perception of risk in a technological setting 

but played a big part in decreasing concerns that the user may have towards the companies 

and the way they handle their personal information. 
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 NOMENCLATURE 

 

M-commerce, 

mobile 

commerce 

The term m-commerce or mobile commerce is used to 

describe commercial transactions and business conducted 

with the help of a mobile phone. 

E-commerce The term e-commerce is used to describe commercial 

transactions and business that is conducted over the 

internet. In this study the term is limited to transaction 

and business conducted with the help of a computer over 

the internet. 

PDA Personal digital assistant. Mobile devices such as Ipad and 

other tablets. 

Apps Applications for mobile devices 
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1. INTRODUCTION 

1.1 BACKGROUND / PROBLEM DICUSSION 

Mobile payments are increasingly popular and are forecasted to continue to grow in the 

coming years. The growth in transaction value between 2012 and 2013 were approximately 

80 billion dollars and the transaction value is forecasted to be doubled by 2015.  

(CellularStatistics, 2013) The growth can be attributed to the fact that more users are 

adopting smartphones and are using them for ubiquitous services. Smartphones are 

becoming increasingly popular in Sweden as well, especially among the younger generation. 

According to statistics gathered by Statistics Sweden (SCB), 80 % of the respondents in the 

age between 16 and 24 had used a smartphone to connect to the internet. The usage between 

16 and 74 was measured as over 60 % for men and just below 60% for women. (SCB 2012) 

Despite this growth in both smartphones usage and mobile commerce, Sweden still has a 

relatively low adoption rate of mobile commerce. In a study made by Riksbanken only 10 % of 

the respondents answered that they had used their phone to pay for their purchases in the 

last month while credit/debit card were used by 90 % of the respondents.  (Riksbanken, 

2013) 

Security and privacy has been mentioned in past studies as variables that negatively affect 

adoption of m-commerce services. (Chen, 2008) (Khalifa & Shen, 2008) This combined with 

the recent warnings from the Federal Trade Commission about security risks in m-commerce 

applications (FTC, 2013) and the security vulnerabilities found in m-commerce applications 

such as Swish  (Nullbyte, 2014) may be one of the reasons why the Swedish population has 

not yet fully embrace m-commerce. 

There has not been a lot of studies examining users’ perception of risk in Sweden and thus it 

is of interest to study how the Swedish population perceives risk in mobile payment to 

determine if they view security and privacy as a significant problem in today’s m-commerce 

setting. 

1.2 PURPOSE: 

The purpose of this study is to examine how Swedish users perceive risk in mobile payments 

and how their trust towards mobile payment influences their perception of risk. The result of 

this study could then be used to further examine why users has not fully adopted m-

commerce in Sweden. 
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1.3 RESEARCH QUESTIONS: 

How do users perceive risks in mobile payment and how does trust influence this perception? 

1.4 DELIMITATIONS 

This study will only examine payments made with a smartphone and thus does not fully 

apply to all mobile devices. The study is limited to Sweden and the Swedish population and 

thus the result of this study is only applicable to Sweden. 

Past studies show that other variables than risk influences adoption of technology, however 

this study will focus on examining how users perceive risk in mobile payments as it has been 

argued to have a significant effect on adoption. 
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2. THEORY: 

2.1 M-COMMERCE 

M-commerce can be seen as electronic transactions between a mobile device and a wireless 

network. Mobile devices are mobile telephones and PDA’s but also other devices that can 

access wireless networks. Clarke (2001) described m-commerce as any transaction performed 

on a mobile network with a monetary value. This description is questioned by Tiwari & Buse 

(2007) who says that transactions do not need to have a monetary value in order to be 

considered as m-commerce.  

M-commerce is often seen as closely related to E-commerce; however there are some 

differences between them. E-commerce provides stationary access at any time to a company’s 

commercial network. Because of this stationary access, e-commerce is not geographically 

independent. M-commerce is defined by its “anytime and anywhere” access by means of 

mobile communication networks. This enables m-commerce to overcome the constraint of 

geographical access and allow a geographically independent communication. The 

geographically independent communication allows m-commerce to be ubiquitous and also 

provides the customer with a real-time way of purchasing products. 

Tiwari & Buse (2007)  

2.3 RISK IN MOBILE COMMERCE 

Risk is an inevitable part of online commerce mainly because the internet does not allow for 

personal interaction to the same degree that browsing a store would. The infrastructure of 

the internet that is used for transacting is also open which creates an uncertainty for the 

users. Risk in turn, can have a negative effect on consumers’ usage of a specific service.  

(Pavlou, 2003) 

Pavlou identifies two main categories of risks in his study, risk that are associated with 

technology and risk that are associated with how the consumers’ personal information is 

handled.  (Pavlou, 2003) Other researches such as Lei-da Chen (Chen, 2008) has also used 

these categories in order to differentiate between risks related to technology and risk related 

to personal information. 

 Technology risks exists because of the volatile nature of the Internet which cannot be fully 

controlled by the vendor. Vendors can influence this risk by providing secure communication 
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but there are still possibilities that a hacker can compromise the security of the 

communication.  (Pavlou, 2003) 

 Information risk exists as part of the relationship towards the vendors. The vendors could 

potentially take advantage of the non-personal aspect of internet commerce and could exploit 

this for their own gains for example; product misrepresentation, private information leaks 

and misleading advertisement.  (Pavlou, 2003) 

2.3.1 TECHNOLOGY RISKS: 

Mobile devices are constantly evolving and become more and more alike regular desktop 

computers. While this increases the usage areas for mobile devices it also means that they 

will inherit several of the risks that used to be specific to computers. Mobile devices also 

poses a whole new set of risks that are specific to mobile devices and in particular to the 

wireless communication that is the key characteristic of mobile devices.  (Ghosh & 

Swaminatha, 2001) 

The wireless communication is inherently less secure than its wired counterpart and because 

of the nature of wireless communication, eavesdropping  (Padmavathi & Shanmugapriya, 

2009) and other activities such as Man-In-The-Middle attack, sniffing and replay attacks are 

a real threat towards mobile devices  (Park, Yi, & Jeong, 2014). 

In order to keep mobile devices secure a set of basic security requirements has to be met. 

These requirement serves as a response to the general threats that day to day users face when 

using their mobile devices.  (Park, Yi, & Jeong, 2014) (Suh & Han, 2003) 

The requirements are divided into 3 different groups; Authentication, Integrity and 

Confidentiality. 

Authentication 

Authentication means that both parties in a communication should feel safe that they are 

communicating with who they believe they are communicating with (Suh & Han, 2003). 

This is implemented by for example carrying out certificates between each participant in a 

communication. This way, both ends can certify its identity and allow the customer to tell 

whether it is a legitimate service or a third party with a malicious intent.  (Park, Yi, & Jeong, 

2014) 

Integrity 

Integrity means that information sent in a transaction or stored by a company should not be 
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modified (Bhimani, 1996).  Leung, Sheng, & Cruickshank (2007) defines Integrity as 

consistency and confidence in the data values rather than the information that the values 

represents and argues that Integrity also means that data should not be destroyed or lost by 

accident (Leung, Sheng, & Cruickshank, 2007). To counterattack this problem, encryption 

should be applied to the data in order to prevent it from being altered.  (Park, Yi, & Jeong, 

2014) 

Confidentiality 

Confidentiality means that the communication should be restricted to the participants in the 

communication and is supposed to protect the users’ privacy and data from malicious entities 

(Suh & Han, 2003) and information in the communication should only be accessible by 

entities that provide the required authorization (Sharma, 2014). This can also be enforced by 

providing encryption to the information/communication so that no plain text is exposed.  

(Park, Yi, & Jeong, 2014) 

In other studies virus has also been depicted as a big threat towards usage of mobile devices 

and is seen as one of the biggest threats towards privacy and security. Virus are spread by for 

example repacking legitimate apps and adding malware. When the virus is planted it usually 

escalate its privileges, collect information or allows for remote control of the device.  

(Penning, Hoffman, Nikolai, & Wang, 2014) This may expose private personal information 

and can have an economic impact depending on the nature of the information (Leung, Sheng, 

& Cruickshank, 2007). 

Some studies argue that the best way to counteract viruses is by making the users aware of 

the risks and how to take appropriate actions. In a study by Paullet & Pinchot (2014), 

awareness of virus in smartphones were examined and showed that most of the respondents 

were aware of viruses and that a large portion of the users were concerned with it (Paullet & 

Pinchot, 2014). However, other researchers like Steven Furnell & Liam Moore (2014) argue 

that the awareness of user has steadily declined and are not in pace with the growth of 

vulnerabilities. Furnell & Moore mentions that while the users may have a basic awareness 

such as knowing the name of the oldest threats, they have little knowledge off new and 

upcoming vulnerabilities. (Furnell & Moore, 2014) 

2.3.2 INFORMATION RISKS: 

With the increasing usage areas for smartphones, more and more sensitive data is being 

stored in the device. This data could for example be call logs, emails, browsing history, photos 

or other private information. This information is highly private yet it can be accessed by apps 
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that the users download and leaked from the smartphone. (Zhou, Zhang, Jiang, & Freeh, 

2011) 

In a study by Enck, Gilbert & Chun (2014), 30 popular apps were examined using an app 

called TaintDroid. TaintDroid monitors how apps access information and how the 

information flows from the app. They found 68 instances of possible misuse of private 

information in 20 of the applications. Enck, Gilbert & Chun says that smartphones operating 

system allows users to control what information apps can access but it has no control over 

what the app does with that information.  (Enck, o.a., 2014) 

Information collection could for example be used by companies to build a profile of a 

customer, which in turn could be used for targeted marketing (Leung, Sheng, & Cruickshank, 

2007). The companies could also sell the information to other companies without consent 

from the user, which may lead to unwanted commercial and unwanted contact from the 

companies (Miyazaki & Fernandez, 2001). 

Information can also be collected with the authorization from the users by for example 

having users fill in personal information when visiting a website or making a purchase 

 (Ackerman, Cranor, & Reagle, 1999). However, collecting information produces new risks 

related to the information that has been collected. The companies which collect information 

need to make sure that only authorized persons can access the information. The information 

also need to be accurate and no manipulation of the information should take place at the 

company.  (Chen, 2008) 

Chen’s study showed that a significant amount of the respondents were concerned with 

Information collection and secondary usage of that information. (Chen, 2008) Ackerman, 

Cranor & Reagles study partially support this but also shows that the level of concern that the 

user feel is related to the type of information provided. For example, providing information 

about their favorite television show was less concerning than providing information about 

their income. (Ackerman, Cranor, & Reagle, 1999) 

Chen argues that companies need to be more transparent and show what information is 

being collected, how they plan to use that information and what steps are taken to secure the 

information in order to lessen the concerns felt by the users.  (Chen, 2008) 

2.4 TRUST 

Trust is essential for companies because without trust, the consumers will not purchase their 

products. Online commerce does not offer the same type of face to face meetings as regular 



12 

 

commerce does, the customers cannot inspect the products that they purchase or personally 

interact with the staff and this makes trust even more critical in an online setting.  (Hongjun 

& Aiwu, 2014) If there is considerable risks present, trust is even more important (Gefen, 

2000) and can allow the customer to take the risk of purchasing the products they are 

interested in (Ratnasingham 1998). 

There are numerous ways that a company can build trust and some examples are; 

Strengthening security controls – The communication in m-commerce is wireless and 

wireless communication is inherently less secure than wired communications. As a result of 

this, security should be a high priority to protect the privacy of the customers and avoid data 

from being manipulated.  (Siau & Shen, 2003) 

Reputation – Having a good reputation can increase the trust that the customer feels towards 

the company and can also decrease the risk that the consumer may feel when purchasing 

products.  (Siau & Shen, 2003) A study by JHA, Punia & Rao (JHA, Punia, & Rao, 2014) 

about factors that influence consumers’ trust showed that reputation can have a significant 

impact on consumers’ willingness to commit to online commerce.  

Familiarity – Being familiar with a company and the process of purchasing products can 

reduce uncertainty that the customer may feel. Gefen (2000) states that familiarity is “the 

precondition for trust” and argues that trust is based on familiarity by saying, “…people’s 

familiarity with the concept of secure Internet communications could enable them to 

entertain specific beliefs concerning the security measures they expect from the vendor 

(trust)”. The result of Gefens study showed that trust was significantly affected by familiarity.  

Information – Providing high quality information on for example websites for consumers to 

read is also a good way to generate trust. This is also the case when delivering information to 

the consumers’ mobile device directly.  (Siau & Shen, 2003) 

Trust is not exclusive to the vendors that the consumer will deal with. The consumer will also 

have to trust the technology that is used to carry out the payment process. Building trust in 

technology can be accomplished by for example improving usability or providing encryption 

and digital certificates in order to safeguard the communication.  (Siau & Shen, 2003) 
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2.5 SUMMARY / RESEARCH MODEL 

Trust 

Previous studies about the element of trust shows how important and crucial trust is in a 

commerce setting, especially so if it is an online commerce setting like m-commerce. Trust 

exists both towards vendors that provides the mobile payment service and the technology 

used in the mobile payment process. Past studies argues that trust is crucial when risks are 

present and thus trust is believed to have a positive effect on risk. 

Trust can be built by for example providing high quality information for consumers, 

increasing usability in mobile payment applications or by having and maintaining a good 

reputation. 

Risk 

Based on previous studies, two main categories were identified that separates risk into: risk 

related to technology and risk related to information. 

 

Technology risk 

Risks related to technology exists because of the nature of the internet and the fact that 

mobile payment use wireless communication which is inherently less secure than wired 

communication. Another big threat is viruses which can have a devastating effect for users 

and their privacy. 

Technology risks were further divided into four different groups based on previous studies; 

Confidentiality, Integrity, Authentication and Virus. 

Information risk 

Risks related to information exists because of the fact that vendors can take advantage of the 

information provided by the users. More and more information are being stored on 

smartphone and some of this information is quite sensitive. Apps can access and collect this 

information which could be used with a malicious intent. 

Information risks were further divided into four different groups based on previous studies; 

Information Collection, Secondary Use, Unauthorized Access and Errors. 
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Research model 

Below the research model will be presented. The model is based on the theoretical framework 

that was defined in this study and contains trust and the different types of risk. The aim of 

the model is to explore how users perceive risk in mobile payment and how their perceived 

risk is influenced by trust. 
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3. METHOD 

3.1 RESEARCH APPROACH 

The research approach used in this study was a deductive approach. The deductive approach 

was employed because there were already existing theory about this specific topic and 

therefore new theory did not have to be generated. (Bryman, 2008) 

A qualitative research approach was used in this study to gather and analyze the result. 

According to Bryman the qualitative approach is used when more focus is put on the words 

rather than the measured numbers. The focus of this study was to examine the user’s own 

perception of risk and trust in mobile payments. The qualitative approach is well suited for 

this because it allows the user to communicate their thoughts and experiences with their own 

words. 

3.2 RESEARCH STRATEGY 

The design used for the research was a case study. To not control the phenomenon that this 

study seeks to examine, effort had to be put on making sure that the respondents were not 

influenced in any direction regarding their thoughts about security and trust and that their 

thoughts were purely based on their previous experience or their own opinions about mobile 

payments. The case study was constructed as a single-case with a holistic design.  

According to Yin (Yin, 1994) it is important to define the unit of analysis in order to describe 

what the case is. This study aimed to examine users’ perceptions of risk and trust in mobile 

payments and therefore the unit of analysis in this study is the individual’s perception of risk 

and trust.  

3.3 DATA COLLECTION METHOD 

The data collection method used in this study was interviews. With the help of the theory 

presented in the theory chapter a set of questions were developed that were aimed at 

exploring how users perceived risk and trust in mobile payment. 

The interviews took a semi-structured form which means that questions were predetermined 

but were not necessarily asked in the order that they appeared in the interview guide and 

follow-up questions were asked on the answers that were perceived to be important. The 

interview guide was used as a tool to remember which topics that the interview should cover 
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(Bryman, 2008). The interviews were recorded and transcribed to textual form in order to 

simplify the analysis. 

3.3.1 Selection 

The selection strategy used in this study was a purposive selection technique. This allowed for 

selection of respondents based on predetermined criteria that were deemed relevant to the 

problem that the study aimed to explore. (Bickmore, 2013) 

The sample size for this particular study were set to 4 respondents. This size was determined 

based on time constraints. The predefined criteria used were: 

 The respondent had interacted with some form of mobile payment 

 The respondent were above the age of 18.  

The respondent would have a hard time providing valuable data if they had not been in 

contact with mobile payment. It is therefore the most important of the criteria.  

The age of 18 was set up as a criterion because this is the age where you are deemed to be an 

adult in Sweden, which in turn entails more responsibility over your own income and 

payment. 

Students at LTU were chosen as the targeted population in this study. The choice was made 

out of convenience reasons however the purposive selection was still applied in order to 

access those students that were relevant for this particular study. The population was 

contacted by using the mailing list provided by the university. The mail contained the 

criteria that had to be met before a student could participate in the study. 

3.4 Data Analysis Method 

The data in this study was analyzed by first categorizing the data by key topics found in the 

theoretical framework. These categories functions in the same way as codes or labels and is a 

way of grouping the data and finding relationship between the different categories.  

(Saunders, Lewis, & Thornhill, 2007) 

The following categories were identified by reviewing the theoretical framework used for this 

study: 
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This study examined how consumers perceive risk in Mobile payments and how their trust 

towards mobile payments influences their perception of risk. 

 Trust was categorized at the top of the hierarchy because of its believed influence on risk. 

Risk was then divided into two separate categories, Technology risk and Information 

risk, based on the theoretical framework. Each category of risk was given two sub-categories 

Concerns and No concerns denoting the respondents’ perception of risk within that given 

category.  

When all the data had been put in their respective category the relationship between the 

categories and the theoretical framework was examined. 
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4. RESULT 

Respondent Amanda 

Amanda is 24 years old and a student at the sociology program. She used a mobile payment 

service to buy an app to her smartphone. Amanda estimates that she has a pretty good 

security knowledge and she also tries to read up on security in order to learn more. Amanda 

says that she often reflects over security and that she tries to stick to secure services by for 

example looking at security logos. 

Respondent Julia 

Julia is 22 years old and a student at the Political science program. She used her smartphone 

to buy an app from Google Play. Julia says that she does not know a lot about security in 

general but that she sometimes thinks about it. 

Respondent Robert 

Robert is 22 years old and a student at the System Science program. Robert says that he has a 

fair knowledge of security both in smartphones and computers. Robert says that he 

sometimes reflects over security and specifically how secure his information is handled. 

Robert used Google Play to pay for an app for his smartphone. 

Respondent Roger 

Roger is 23 years old and a student at the System Science program and has done several 

mobile payments with different services. Roger thinks he has a good understanding of 

security and that he is familiar with the use of mobile phones for payment. 

Roger says that he often thinks about security and that security is important to him. 

4.1 FINDINGS 

4.1.1 TECHNOLOGY RISKS 

Technology risks were divided into 4 different areas; Confidentiality, Integrity, 

Authentication and Virus based on the theoretical framework. The findings for each area will 

be presented in their own segment. 

Confidentiality 

The respondents did not perceive confidentiality as a problem. They felt secure in Sweden 

and did not think it was likely that any such problems existed in Sweden. However they 

believed that in other countries they might not feel as confident about it. 
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One of the respondents said that it was a matter of technology knowledge of the user and how 

familiar you were with the technology:  

“I’m not worried that someone else might read the information that I send. I know it is 

possible and I have heard of it happening but I think that people that usually fall victim for 

this does not know that much about technology and security and therefore may accidentally 

give away sensitive information to the wrong people”. – Roger 

One of the respondents expressed a slight concern with confidentiality but could not specify 

exactly what she felt was concerning about it. She explained it by saying that she was 

uncertain about new technology and did not feel that she grasped the technology yet. 

Integrity 

The respondents did not perceive integrity as a problem either. Some of the respondents said 

that they had not thought about integrity and that they were not aware that such a problem 

existed. The respondents that had thought about it deemed it to be a non-existing problem in 

Sweden and that it was not anything that they were worried about. 

One respondent explained why he felt like it was unlikely:  

“Nah, I’m not worried about this. It feels like they have to gain access to my wireless 

network first and it feels unlikely”. – Robert 

Authentication 

The respondents said that they did not perceive authentication as a huge problem either. The 

respondents felt that the authentication process applied in the service they had used were 

more than sufficient. 

“I did not see a problem with this. You have to enter password and codes several times and 

it also asks if you really want to make the payment.” – Amanda 

Most of the respondents shared Amanda’s view of authentication in mobile payment services. 

However one of the respondents said that he would like to see even more robust physical 

authentication similar to that which banks apply in order to carry out transactions. 

“When I conduct payments on the computer I use the physical features that the bank offers 

such as the bank card reader and then I feel safer.” – Robert 

Virus 

Most of the respondents did not know that virus existed that targeted smartphones but 

instead thought virus was limited to computers. One of the respondents were well aware of 
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virus and took measure to keep the phone free from virus by performing regular virus scans. 

All respondents were aware of virus in computers and the potential damage this could do. 

The respondent that were aware of viruses in Smartphones explained her perception of 

viruses:  

“I feel that virus are annoying but I don’t see it as a problem. It’s more of a problem on the 

computer than on the phone. I try to virus scan my phone as often as I can.” – Amanda 

The respondents that were not aware of viruses in smartphone were asked question about 

viruses in general to determine how problematic they believed viruses were in other settings. 

The respondents thought that virus was quite a big problem in computers and that it for 

example had changed the way that they used computers and how cautious they were when 

doing certain things on the computer. 

One of the respondents said:  

“I would probably be more careful how I use my phone if virus became a problem.” – Roger 

4.1.2 INFORMATION RISKS 

Information risk were divided into information collection, Secondary use, unauthorized 

access and errors in the information. This was also done to get a more detailed description 

from the respondents about which areas that the respondents potentially felt were 

concerning. 

Information Collection 

All of the respondents saw potential problems and concerns with information collection to 

different degrees. One of the respondent said the following:  

“I don’t like that they collect information about me. That goes for all information whether it 

is shopping habits or websites I visit. The reason I don’t like it is because I feel that it 

violates my personal integrity and they should not be monitoring me.” – Julia 

The concerns that the respondents saw were as Julia stated, violations against their personal 

integrity but also the fact that some companies starts sending out commercial that is directed 

towards them. However some of the respondents were not concerned about targeted 

commercial but instead appreciated it because it made it easier to find things that interested 

them. 
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The respondents did not like the feeling of being monitored by the companies and said that it 

takes a lot of trust for them to feel safe handing out their personal information to companies. 

Secondary use 

All of the respondents believed that it was common that companies used their personal 

information for other things than those stated by the company, for example selling the 

information to other companies. When asked why they think they do it, one of the 

respondents answered:  

 

“I feel like they do it because they want to take every advantage that they can… I think one 

reason is because they want to make as much money as possible.” – Julia 

Some of the respondents were concerned by this while others were not even though they 

thought it happened regularly. One of the respondents explained it by saying: 

“I try to read a little bit about what the company says they are going to do with the 

information but I don’t really mind it.” – Amanda 

The respondents that did not feel that it was concerning also stated that the upside of 

information collection and targeted commercial is that they can discover new products that 

they otherwise probably would not have found. 

Overall secondary use was perceived as a concern to the respondents but by varying degrees. 

Unauthorized Access 

The respondents did not have any concern with unauthorized access but said that it 

depended on what kind of information that were collected. Some respondents expressed a 

small concern but also said that as long as they trust the company they see no problem with 

this. 

“I feel that there is less of a chance that his will happen with large companies that I 

recognize.” – Roger 

Summed up unauthorized access was not considered a concern among the users and as long 

as they felt that they could trust the company and the information they provided was not of a 

sensitive nature then there was no problem with this. 

Errors 

The respondents saw no potential concern with this. They felt that it could not harm them in 
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any way and said that the company would not have any gain in having erroneous information 

about them. 

“No I do not feel like this is a problem. I feel like the information has to be correct in order 

for the company to use the information so it’s in their best interest that it is correct” – 

Amanda 

4.1.3 TRUST 

The respondents expressed distrust to a lesser degree towards mobile payments. Some of the 

respondents said that they trusted mobile payment and explained it by saying that the leap 

between paying on your computer and paying on your smartphone was not that big. 

However some of the respondents felt that they could not trust mobile payments because it 

lacks secure alternatives and it is such a new technology that feels uncertain to them. 

When asked about the qualities they sought for when they determined if they could trust a 

certain company/technology, the respondents answered that reputation plays a large role in 

their decision to trust the company/technology. They explained it further by saying that 

companies that do not have a history of problem with their customers are more trustworthy 

than does that have. 

Having functionality to review the company was also something that was mentioned as 

trustworthy. This would allow the customers to review their experience with the company 

and other customers could then read the reviews and get a feel for how serious the company 

really is and the quality of the services they offer. 

“… Another thing that I feel makes me trust companies are when they offer a review 

functionality” – Amanda 

Third party security features were also something that was mentioned during the interviews. 

The respondents thought that features like Verified by VISA helped to build trust when they 

were not entirely sure about the company and did not have any history with that specific 

company. A well-designed website was also something that was mentioned as a quality that 

inspires trust. 

“.. I tend to judge by looking at other things such as how their website looks. If their website 

gives med a good visual impression then I tend to trust them a little bit more.” – Julia 
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The respondents also said it was beneficial if the websites contained information about how 

their information was protected and that the website provided several ways to contact the 

company. 

4.2 ANALYSIS 

4.2.1 TECHNOLOGY RISKS 

Confidentiality 

 

Confidentiality was something that did not bother the respondents at all, especially in 

Sweden. This result is not concurrent with that of past studies such as the one carried out by 

Chen (Chen, 2008) where confidentiality was the second most concerning issue and was seen 

as an issue that would influence the usage of mobile payments. 

The respondents in this study believed that it was unlikely that any issue with this could exist 

in Sweden. However if they were abroad this may become an issue. This is somewhat similar 

to what Gefen (2000) defines familiarity as. The respondents live in Sweden which arguably 

makes them familiar to purchasing products in Sweden. However, when they go abroad they 

lose that feeling of familiarity and may feel that they are uncertain about how well their 

information is protected. 

One respondent indicated that it was a matter of knowledge and how used you were to 

technology that decided whether this would be a problem or not. This is somewhat close to 

what has previously been said about awareness by Furnell & Moore (2014). 

Integrity 

Integrity was not seen as a problem by any of the respondents. They gave a similar reason as 

they did to Confidentiality, namely that it is not likely to happen in Sweden. This is yet 

another case of familiarity where the users feeling of familiarity makes them feel secure. 

Authentication 

Most of the respondents felt that the mobile service they had used provided an acceptable 

amount of authentication and that this in turn made them feel secure. In Chen’s study (Chen, 

2008), a considerable amount of the respondents felt concerned by the authentication 

offered through mobile commerce. The result of this is almost the opposite to the result that 

Chen reached. 
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Only one person felt a slight concern and wanted physical authentication mechanisms similar 

to does provided by the bank. 

Virus 

There was a general awareness problem among the respondents. Several of the respondents 

were oblivious to the fact that virus existed for smartphone and instead thought that viruses 

were only limited to computers. This gives support to what Furnell & Moore (2014) said 

about declining awareness with newer threats. All the respondents were aware of viruses in 

computers and the potential consequences a virus could have for a computer. 

Only one of the respondents were aware of viruses and took appropriate actions to safeguard 

herself. The Federal Trade Commission (FTC, 2013) and other organizations are warning 

specifically for a huge increase in malware/viruses in the coming years and reports has 

shown that this increase is already happening at a very high pace. Users that are unaware of 

viruses may become reluctant to carry out m-commerce payments when they learn how big of 

a potential threat viruses are to smartphones. 

4.2.2 INFORMATION RISKS  

Information Collection 

This was seen as a big concern among the respondents, mainly as a concern towards their 

integrity/privacy but they were also concerned about potential contact from companies 

without their consent. This is similar to the result that Chen’s study (Chen, 2008) showed, 

where a considerable amount of the respondents thought that the companies were collecting 

too much information and saw it as a concern. 

The questions about information collection was asked from a general perspective and thus it 

is hard to say whether the users concerns were related to the specific type of information that 

the company might collect or if it was inclusive to all types of information. 

Even though the respondents felt that Information Collection was a serious concern, they 

said that as long as they trusted the company they could feel safe handing out their personal 

information. This shows how crucial trust is in minimizing risk that the users feel and 

supports what Gefen (2000) and  Ratnasingham (1998) says about trust in online commerce 

settings. 

Secondary Use 

The respondents saw this as concerning but to a varying degree. Some saw potential upsides 

in the form of discovering new products. All respondents thought that it was likely that 
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companies used their information for other things than they specified and that it happened 

regularly. 

One of the respondents said that she usually reads the information on the company’s website 

to determine what the company will do with her information. This shows the importance of 

having high quality information on the websites which were mentioned by (Siau & Shen, 

2003) and also gives meaning to Chen’s (Chen, 2008) statement, that companies should be 

more transparent with how they use their customers information in order to lessen the 

concern felt by the customers. 

Chen’s study also showed that users were concerned with how their information was used by 

companies. Having insight into how the company use their information could lessen several 

of the concerns felt by the users, however the respondents in this study also believed that 

most companies act in an opportunistic matter and thus they would still be concerned 

because the company could possibly be stating something and doing something entirely 

different. This is where trust becomes important and having a good reputation could 

potentially lessen the effects that the users feel. 

Unauthorized Access 

The respondents did not see this as a problem but stated that it depended on the nature of 

the information that had been collected. If it were sensitive information, they probably would 

be concerned about it but less sensitive information was not a concern. This supports 

(Ackerman, Cranor, & Reagle, 1999) study which says that the level of concern that the users 

feel about information collected is related to the type of information. 

One of the respondents pointed towards familiarity and said that if it was a large company 

that he recognized he would be less worried that it would happen. This once again shows the 

importance of familiarity described by Gefen (Gefen, 2000) and how trust can allow users to 

overcome concerns that they may feel in the abscene of trust. 

Errors 

Errors were not seen as a problem at all and the respondents could not see any potential 

benefit the company may have of having inaccurate information about them. 

4.2.3 TRUST 

Indicators of trust 

The indicators of trust described by the respondents conforms to what past studies have 

concluded. For example the respondents said that reputation was important in order to feel 
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like they could trust a company. This is described as a way to build trust by Siau & Shen (Siau 

& Shen, 2003). The respondents also valued information quality on companies websites 

which also aligns with what Siau & Shen concluded in their study. 

Chen (Chen, 2008) argued that companies should be more transparent with how they protect 

their consumers’ information in order to minimize the risks that users felt about handing out 

their information. The respondents in this study believed that transparency was something 

that could make them trust companies which support Chen’s argument. 

Influence on risk 

Trust was mentioned several times in conjunction with describing why the respondents felt 

secure or what it would take for them to feel secure. For example one of the respondents said 

that trust would make him more willing to hand out personal information because he had 

certain beliefs of how that company would handle his information. 

This shows just how important trust is and validates what other studies have said about the 

importance of trust in online commerce settings. 

The respondents stated that they did not fully trust mobile payments however they were 

arguably satisfied with the security employed in mobile payments. They also argued that 

mobile payment is such a new technology, which in turn makes it uncertain. Looking at past 

studies we can see that trust was mentioned as something that would lessen concerns and 

uncertainties felt by users. This speaks against trusts influence over risk in a technological 

setting since the respondents clearly indicates that they do not fully trust mobile payment 

technology, the expected result would then be that the respondents felt considerable risk 

when conducting the payment. 

However trust was seen as a big influence on how the respondents perceived risks towards 

their information and was mentioned several times as a contributing factor to why they 

would hand out their information and commit to mobile payments.  
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5. CONCLUSION 

The research questions that this study tried to answer were, how do users perceive risk in 

mobile payment and how does trust influence this perception? 

The result of this study showed that trust did not have a considerable amount of influence 

over risks related to technology. The respondents did not perceive many risks related to the 

technological aspect of mobile payments and yet they felt that they could not entirely trust 

mobile payment technology. 

Information risks was something that the users were generally concerned about and 

information collection was seen as one of the greater risks. Trust was seen as something that 

had a high influence over how information risks were perceived and how willing the 

respondents were to commit to a mobile transaction. 

The result shows that users in Sweden indeed feel a certain level of concern with regards to 

mobile payment. This concern is mostly towards how their personal information is collected 

and used by companies that offer mobile payment services. With this in mind, companies 

with mobile payment services looking to attract customers should reassure their customers 

that the necessary steps to secure their personal information is taken. They should also work 

on building up trust and as Chen (Chen, 2008) said, be more transparent with what 

information is collected in order to lessen the concerns that their customers may feel about 

sharing their information. 
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6. DISCUSSION / LIMITATIONS 

This study had several significant limitations. The selection of this study was partially based 

on convenience which makes the result of this study hard to generalize to the targeted 

population. Furthermore, the selection was limited to four respondents which in turn makes 

it even harder to generalize the result. 

A long time passed between the collection of the data and the analysis which may have led to 

lost impressions which could potentially have had a great value when performing the 

analysis. Listening on the recorded interviews and transcribing them took a huge amount of 

time even though it was only four different interviews. 

This study was altered several times based on feedback, some of the alteration happened after 

the data was collected which is not optimal. The best response would have been to collect new 

data that was anchored in the new insights, however there was a time constraint that made 

this impossible.  
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