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Abstract 

As technology matures, new threats rise and take the place of the “traditional” 

issues (insecure infrastructure, insecurely developed software, etc.), threats that 

revolve around exploiting human vulnerabilities instead of technical vulnerabilities. 

One of the most famous threats that have risen in the area of Information Security is 

Social Engineering. 

The goal of this study is to take an interpretive approach on Social Engineering, by 

using Cialdini’s principles of influence. In order to be able to interpret the attacks, 

the study examines documented attacks (by Kevin Mitnick), abstracts them, 

categorizes them into four main categories (Gain Physical Access, Install Malware, 

Information Extraction, Perform an Action), models them by graphically depicting 

the execution path of the attack and finally interprets how the victims were 

influenced (or manipulated) to assist the attacker(s). 

This study is executed using the Literature Review methodology, following the eight 

steps proposed by Okoli. During the execution of the study the author examines the 

principles of Influence, Social Engineering models and additional psychological 

principles used in Social Engineering. The author, based on the findings in the 

literature, creates Social Engineering attack models and interprets the findings. 

The importance of the study is that it explains how the well-known principles of 

Influence are used in Social Engineering attacks. The psychological findings and the 

models created lead the author to believe that there is a possibility for them to be 

used as a framework for solving Social Engineering attacks. 

 Keywords: Social Engineering, Influence, Persuasion, Reciprocation, Liking, Social 

Proof, Authority, Scarcity, Commitment and Consistency 
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1. Introduction 

The first chapter of the thesis describes the background of the research topic: What is 

Social Engineering (SE), why Social Engineering is harmful, and how much impact 

Social Engineering has on today’s corporate world. The first chapter also defines the 

research problem, the research questions, the assumptions and delimitations and 

finally describes how the thesis is organized. 

1.1. Background 

Today, more than ever, security threats and security risks are an important area of 

every organization’s practices, independent of the field the organization is targeting. 

Most (or all) of the security risks have already been identified so far, and have been 

addressed by one (or combination) of the following approaches: technology, policy, 

or education (training). 

As technology matures, new threats rise and take the place of the “traditional” 

issues (insecure infrastructure, insecurely developed software, etc.), threats that 

revolve around exploiting human vulnerabilities instead of technical vulnerabilities 

[1]. One of the most famous threats that have risen in the area of Information 

Security is Social Engineering. 

There are a number of definitions for Social Engineering, ranging from “To 

manipulate people, by deception, into giving out information, or performing an 

action” [1] to the one preferred more by the author, “the act of manipulating a 

person to accomplish goals that may or may not be in the “target’s” best interest” 

[2]. 

Social Engineering attacks are extremely effective, as demonstrated by various 

Capture The Flag (CTF) contests, where 14 out of 15 500 Fortune companies fell 

victim to controlled Social Engineering attacks [3]. Social Engineering attacks are not 

only limited to non IT-aware personnel, since almost 50% of IT and IT Security 

professionals have already felt victims to these type of attacks [4]. 
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Social Engineering attacks can range from extremely simple, asking questions over a 

phone call [5], to usage of complex computer software tools that aim to exploit 

known technical vulnerabilities by by-passing deployed countermeasures [3]. As it is 

believed today, more than 46% of the deployed malware comes from some form of 

Social Engineering attack – phishing, social network activities or rogue 

advertisements [6].  

1.2. Research problem definition 

As a number of practitioners have already demonstrated, even the most expensive, 

most complex information security systems break in the most unpredictable way, 

exposing information to attackers – by use of low tech or no-tech [7]. The common 

pattern in all demonstrated attacks was that at some stage of the attack, human 

interaction was involved, interaction which was manipulated and steered to produce 

the desired results for the attacker.  

Although the main countermeasures against Social Engineering attacks is user 

awareness and a combination of technical controls [2] it is evident that the 

defending side is failing to protect the organization(s) from Social Engineering 

attacks. One of the key reasons is that no matter how many training programs or 

technical controls are deployed, humans remain the weakest link in the security 

chain. According to Kevin Mitnick: 

“The biggest threat to the security of a company is not a computer virus, an 

unpatched hole in a key program or a badly installed firewall. In fact, the 

biggest threat could be you. 

What I found personally to be true was that it's easier to manipulate people 

rather than technology. Most of the time organizations overlook that human 

element [5].” 

1.3. Research objective 

As it is has been shown so far [5][1], the human element is the weakest link in the 

information security chain, and the one that has to be addressed in order to improve 
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the overall information security posture, by multiple levels of education and rigorous 

testing[1].  

Social Engineering attacks are based on a set of psychological principles and 

techniques. Psychology terms such as Neuro Linguistic Programming (NLP), framing, 

anchoring, even hypnosis are often tied to Social Engineering attack techniques [2]. 

Given the fact (based on empirical data and the author’s own experience) that most 

average companies have a larger percentage of technical capable people and a far 

smaller (or even non-existent) percentage of employees able to understand the 

psychology behind Social Engineering attacks, how easy is to construct an efficient 

training program to mitigate the risk? 

Information Security is a field primarily occupied with people with IT background. It 

is becoming more and more evident though, through the number of successful Social 

Engineering attacks that the problem lays less in technology and more on the human 

side. It is not uncommon for security professionals, as demonstrated by ESET, 

Bluecoat and others, to call for psychologists with background in Information 

Security to assume a more active role within the organization [8]. This call is a clear 

demonstration of the inability of today’s Information Security professionals to deal 

with psychological principles used by the attackers. 

Although Social Engineering seems to intersect with psychology in a number of areas, 

one has to keep in mind that most of the information extracted via a Social 

Engineering attack will eventually be used to attack a technology platform. The 

attack can incorporate simple vectors (unauthorized access, unauthorized 

installation of software – malware, leakage of information) or a combination of them 

[9]. The aim of the author is to provide a framework, which, through the use of 

psychological principles, will make Social Engineering attacks more transparent to 

the organization and provide better defensive countermeasures. 

1.4. Research question 

Based on the research objective, and the preliminary literature review, the following 

question was formed: 
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How can the principles of Influence be used to model Social Engineering attacks? 

Cialdini defines Influence as [10]: 

“Influence refers to the change in one’s attitudes, behavior, or beliefs due to 

external pressure that is real or imagined”. 

Cialdini has defined six principles that drive Influence [11]. Although these principles 

are thoroughly analyzed in Theoretical Framework, an initial description of them is 

required to establish the research area: 

Reciprocation: the principle is defined on the idea that people are willing to repay 

kindness with kindness. 

Liking: the principle is defines on the idea that people are willing to “go the extra 

mile” for people they like. 

Consistency and Commitment: the principle is defines on the idea that people prefer 

to make consistent choices (even illogical) and they stay committed to their initial 

choices. 

Social Proof: the principle is defined on the idea that people will perform in a specific 

way to gain peer approval. 

Authority: the principle is defined on the idea that people will comply with requests 

made by authority figures. 

Scarcity: the principle is defined on the idea that people will alter their behavior 

when pursuing a scarce resource. 

In order to facilitate the research process, the research question has been divided to 

the following sub-questions: 

 How is Social Engineering defined and what are the components of a Social 

Engineering attack? 

 What Social Engineering models exist and how do these models encompass 

the psychological techniques used in Social Engineering? 
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 What are the (psychological) principles of Influence and how are they applied 

in the online world? 

 How can we produce models of Social Engineering attacks that encompass 

the principles of Influence? 

1.5. Assumptions 

The study assumes that the cases of successful Social Engineering attacks are 

accurately documented. The study will only model successful Social Engineering 

attacks that have been documented in books authored or co-authored by Kevin 

Mitnick. 

In the above context, reputable websites mean: Major news websites (e.g.: CNN, 

BBC, CNET, etc.), Vendor websites (e.g.: Symantec, CA, Cisco, etc.) and websites 

operated by practitioners who maintain a good standing within the Information 

Security community (e.g.: presenting in major conferences, are widely accepted by 

their peers, etc.). 

1.6. Limitations 

The study is based on the assumption that past successful Social Engineering attacks 

have been documented or reported accurately. If these cases have not been 

reported accurately, then this study will produce results that depict closer the 

reported reality rather than the actual reality. 

The study covers Social Engineering attacks executed by Kevin Mitnick (unless 

otherwise specifically specified). Although covering only one attacker’s method is a 

limitation, the impact is not significant due to the fact that Kevin Mitnick’s actions 

have been extensively documented either by the press, or by Kevin Mitnick himself 

(multiple books, presentations and blogs). 

1.7. Thesis structure 

The thesis is organized in five chapters. Chapter 1 introduces the research problem, 

describes the research objectives, research questions, assumptions and delimitations. 

Chapter 2 presents the literature review on the subjects of Social Engineering attacks, 
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Social Engineering models. Chapter 3 presents the theoretical framework developed 

based on the literature review and describes the principles of Influence. Chapter 4 

presents the research methodology. Chapter 5 presents the proposed Social 

Engineering model associated with the principles of Influence. Chapter 6 resents a 

number of psychological countermeasures than can be applied to mitigate the effect 

of Social Engineering attacks. Finally, Chapter 7 concludes the thesis by describing 

the results, and provides suggestions for future research. 
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2. Literature Review 

The second chapter of the thesis contains the relative literature review. The literature 

review is executed against a number of practitioner and academia papers and books 

and defines what Social Engineering is, the Social Engineering attack lifecycle and 

examines proposed Social Engineering models. 

2.1. Social Engineering definitions 

Social Engineering, is defined in the context of social sciences, as a discipline which 

aims at influencing popular beliefs, attitudes, actions and social behaviors in a large 

scale [12]. Social Engineering, as defined in the context of Information Security, has a 

similar aim, mainly to assist the attacker achieving his aims by manipulating people 

and not technology. 

Although Social Engineering shares a name with its social science counterpart, it 

shares more characteristics (on the execution) with “confidence tricks”, or simply 

“cons”. According to the simplest definition, as given by Wikipedia, a confidence 

trick attempts to defraud a person by first gaining their confidence [13]. The 

Information Security definition of Social Engineering is not far from the one of the 

confidence trick. A number of Information Security practitioners and academia 

defined Social Engineering as shown below: 

Mann writes: 

“To manipulate people, by deception, into giving out information, or 

performing an action” [1]. 

Mitnick writes: 

“Using influence and persuasion to deceive people by convincing them that 

the attacker is someone he is not, or by manipulation. As a result, the social 

engineer is able to take advantage of people to obtain information, or to 

persuade them to perform an action item, with or without the use of 

technology” [14]. 
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Hadnagy writes: 

“A true definition of Social Engineering is the act of manipulating a person to 

take an action that may or may not be in the person’s best interest” [2]. 

Bezuidenhout writes: 

“Social Engineering refers to various techniques that are utilized to obtain 

information in order to bypass security systems, through the exploitation of 

human vulnerability” [15]. 

Huber writes: 

“Social Engineering is the art of exploiting the weakest link of information 

security systems: the people who are using them” [16]. 

Long writes: 

“Social Engineering does not rely on a faulty piece of high-tech equipment to 

mount the attack; rather, it uses a skilled attack on the psyche of the 

opponent” [7]. 

Evans writes: 

“Social Engineering attacks have the goal of collecting a certain amount of 

data to be used later in a technical attack” [17]. 

Finally, Foozy writes: 

“Social Engineering purpose of attacks is to get direct access by using physical 

or digital access to an organization’s information or information system” [18]. 

At this point, a few things become obvious. All the aforementioned authors agree 

that the primary (and sole) target of a Social Engineering attack is the human – which 

is considered by the majority of the authors to be the weakest link. Opinions differ 

though when it comes to the outcome of a Social Engineering attacks. Some authors, 

(e.g.: Evans) [17] think that Social Engineering attacks are the opening stages of a 

sophisticated technical attack, while others (e.g.: Foozy) [18] are willing to accept 
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that the goal of the attack could be simply to acquire information and never escalate 

to a technical attack. Finally, Hadnagy does not even restrict his definition within the 

Information Security field, instead he prefers to define Social Engineering in a 

generic way, one which can relate to a number of fields outside Information Security 

[2]. 

Out of the definitions presented above, the author is partial to the definitions given 

by Huber [16] and Long [7]. These two definitions do not define Social Engineering 

based on the goal (e.g.: acquire information, gain access), but instead describe the 

process. The author’s definition of Social Engineering is given below: 

“An attacker executes a Social Engineering attack when their using deception 

and or manipulation against a person or a group of people” 

2.2. Social Engineering attack lifecycle 

Social Engineering attacks are constructed differently than information systems 

attacks. The lifecycle of a Social Engineering attack is depicted in the figure below 

[19]: 

 

Figure 1: Social Engineering attack lifecycle [19] 

Although the majority of the phases in the lifecycle are similar between a Social 

Engineering attack and traditional information systems attack (Information gathering, 

Information 
Gathering 

Development 
of 

Relationship 

Exploitation 

Execution 
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Exploitation and Execution), the main difference lies in the second phase, 

“Development of relationship”. This phase is non-existent in traditional attacks, since 

no human interaction is needed. Laribee demonstrates this statement with the 

image depicted below [20]: 

 

Figure 2: Social Engineering attack versus Traditional attack [20] 

The following sections discuss each phase within a Social Engineering attack. 
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  Information Gathering (Reconnaissance) 2.2.1.

One of the most important phases of any attack (Social Engineering or traditional 

attacking techniques) is the reconnaissance phase [21]. Reconnaissance deals with 

the acquisition of information from a multitude of sources, information that will 

facilitate the attacker to tailor the attack. A tailored attack has the advantage of 

being less recognizable and provides the attacker with the ability to leave limited 

footprint and thus be less detectable [7]. 

Social Engineers can perform the reconnaissance phase by executing one (or more) 

of the following type of information gathering activities: 

Google Hacking 

“Google Hacking” refers to the activity of using the Google search engine and a 

number of search operators to refine the results. The Google search engine is 

extremely agile and aggressive in its indexing, which sometimes results to 

information being indexed without the knowledge of the target organization. An 

attacker can use the information indexed by Google to prepare or tailor their attack 

and then proceed [7]. 

Typical example of Google searches that can facilitate an attacker include: 

 Site: <target site> ext:ics (Can reveal indexed calendar entries for the domain 

<target site>). 

 Site: <target site> ext:xls (Can reveal Excel files which can potentially hold 

directory information, usernames, emails, etc.). 

 Site: <target site> @target.site (Can reveal email addresses and names of 

employees). 

The following figure demonstrates the results of “Google Hacking”, searching for 

Excel files on the LTU website: 
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Figure 3: Searching LTU's website for Excel files 

“Google Hacking” used to dominate the reconnaissance phase, but its use is now 

declining [2]. The rise of information gathering tools has moved a large part of the 

reconnaissance phase out of the Google website and into specific tools / services. 

Information Gathering Tools 

In the past few years (since 2009) a few Open Source Intelligence (OSINT) tools have 

been created, tools that can help defenders better protect their information assets, 

or help attackers simplify the reconnaissance phase. Two of these tools are Maltego 

(by Paterva) and FOCA (by Informatica64). 

Maltego acts as a frontend to Google search and a number of other search services 

(WHOIS records, PGP key servers, etc.). The main task that Maltego accomplishes is 

to start with a simple entry and build an information tree around that entry. The 

entry can be a company name, a real name, or even an email addresses. By focusing 

on that entry and displaying associations, one can build a full information tree that 

can be used to tailor a Social Engineering attack and maximize its chances for success 

[22]. Although Maltego does not offer any new information, compared to 

information available via Google, it greatly facilitates the reconnaissance phase by 
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being able to automate searches and being able to graphically represent links 

between search results. 

The following graph depicts a search executed against the name of the author of the 

study: 

 

Figure 4: Maltego executed on search term "Person: Dimitrios Stergiou" [22] 

FOCA is a file metadata analyzer [23]. During the reconnaissance phase, the Social 

Engineer can use FOCA to identify documents on the target website, extract 

metadata information such as email addresses, usernames, software used and also 

identify a small number of security vulnerabilities. The attacker can then use the 

information in one of the two following scenarios: 
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 Create tailored background stories to be used before the attack: If all 

financial related documents are created / published by user A, then user A 

will be more susceptible to background story related to financial matters [2]. 

 Exploit technical vulnerabilities: If the PDF documents published are created 

with a vulnerable version of Adobe PDF, the attacker can customize an attack 

to be executed against that specific software version, thus improving their 

odds for success [24]. 

The following image depicts the results of a FOCA run on a random website. Since 

running FOCA unless explicitly authorized is not legal, the image comes from an 

image Google Search: 

 

Figure 5: FOCA executing on local file (Google Image Search) [23] 

By looking at the example displayed above, the attacker can deduce: 

 A valid username that can be used to either brute-force the system, or be 

used as a basis for the attack (Kristen Crupi). 
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 The version of the software package used to create the document. This piece 

of information can be used to tailor an attack against the specific software 

version (Microsoft Office 2000). 

 The version of the operating system on which the software package is 

running. This piece of information can be used to tailor an attack against the 

specific operating system (Windows Server 2000). 

 The history of the document. Although it’s not applicable in this case, the 

history of the document could reveal peer connections or hierarchy (if the 

document has been peer-reviewed or approved by the user’s manager). 

Social Media 

The extended use of social media has been proven to be a focal point to the 

escalation of Social Engineering attacks [3]. Information that used to be private and 

hard to acquire are now willingly shared by the information owners, thus greatly 

facilitating the reconnaissance phase for Social Engineers [4]. An attacker can use 

Social Media to acquire information about: The victims’ interests, their professional 

and social network, their absence and presence in specific areas / events and finally 

qualifications. 

One the most distinct demonstrations related to the use of Social Media has been 

executed by Ryan, and it is known as the “Robin Sage experiment” [25]. Ryan 

created an obviously fake professional profile on LinkedIn, amended it with profiles 

on Twitter and Facebook and established a professional network of well-

recognizable peers. Following that, he embarked on a journey of building an 

extended network of friends, connections and followers. As the network expanded, 

the fake Robin Sage was offered: 

 Sensitive / confidential documents to review 

 Speaking engagements for conferences 

 Confidential information related to the US Army 

 Email addresses, bank accounts, Personally Identifiable Information (PII)  
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Although Ryan did not use the information to execute any attacks, he clearly showed 

that a carefully crafted profile on social networks can yield the attacker an 

unimaginable quantity of information [25]. 

Dumpster diving 

Dumpster diving is one of the oldest forms of reconnaissance and it describes the 

activity of looking for valuable information in dumpsters and recycle centers (for the 

target organization) [7]. Dumpster diving can yield information in the form of phone 

books, organizational charts, manuals and even printouts of usernames and 

passwords [20].  

Although dumpster diving used to be one of the most common methods of 

reconnaissance, its use is slowly declining [3]. Excluding a small number of 

organizations where technology has not yet penetrated, the majority of the 

organizations have moved (totally or up to some point) to the paperless office, thus 

limiting the amount of information printed on paper and then discarded [2]. In 

addition, the use of social media has also rendered the used of dumpster diving less 

useful - it remains however one of the oldest and quite productive reconnaissance 

techniques [2]. 

 Development of relationship (Rapport) 2.2.2.

Developing the relationship between the attacker and the victim is about building 

trust, or rapport as it is commonly referred within the area of research of Social 

Engineering [14][1][3]. The aim of the attacker is to be “liked” by the victim, to be 

considered trustworthy and to not rise suspicions about their act [1][26]. As Hadnagy 

puts it, “you want to make the victim long to spend more time with you” [2]. 

Pretexting 

In order for the attacker to start building rapport, they need to approach the victim 

in an appropriate context. The definition of this context is called pretexting and it 

defines the frame within which the attacker will try to build rapport with their victim 

[27][2][1]. Although Workman [28] and Foozy et al. [18] consider pretexting to be a 

form of Social Engineering attacks, Hadnagy [2], Mitnick [14] and Evans [17] consider 
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it a preparatory step, not an actual form of attack. While the attacker is preparing 

their pretexting scenario, they will have to consider a number of variables to be 

taken into consideration [2]: 

 Background: What background story will be used? Why is the attacker at that 

place at that exact time? 

 Props: Will the attacker need any paraphernalia? Will the attacker need fake 

badges, uniforms, IDs? 

 Online props: Will the attacker need an online profile? If so, on what social 

networks and how should the profile look? Who needs to be associated with 

the profile? 

 Image: How will the attacker look like? Will the attacker wear casual clothes? 

Does the attacker need to be dressed in a suit and tie? 

 Back-up plan: How will the attacker react if their background story is not 

believed? Can the attacker build upon the same story, or an alternative story 

is needed? 

A Social Engineering attacker will spend a considerable amount of time working on 

their pretext [4]. Their preparatory phase will also include feedback from the 

reconnaissance phase (as described in 2.2.1) and their pretext will become even 

stronger if they manage to acquire victim-specific information in the reconnaissance 

phase. As Mitnick states [5], pretexting is all about playing a role. The Social 

Engineering attacker becomes an actor and as an actor they have to train, prepare, 

know the lingo and be ready to support their pretext. Succeeding to do so, they 

greatly improve their chances with the victim.  

Micro expressions 

Facial expressions can project a person’s feelings and most people are able to 

recognize a number of facial expressions to react to them. Most common examples 

are: sadness, fear, happiness surprise. These facial expressions, “macro expressions”, 

have been studied and understood for a long time (by psychologists) and the 

majority of the researchers agree that these expressions can be faked [2][29]. Ekman 

[29] however showed that there is a second set of facial expressions, called “micro 
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expressions” which convey the same importance is projecting emotion but they 

cannot be faked – or it’s extremely difficult for anyone to fake them. These micro 

expressions take place involuntarily and in extreme short time windows. 

Most people are not aware of the micro expressions they are projecting and most 

people are not able to recognize micro expressions on other people. This leaves a 

great opportunity for a Social Engineering attacker to build their micro expression 

reading skills using Ekman’s Facial Action Coding System (FACS) and be able to react 

to emotions involuntarily projected by the victim. A Social Engineering attacker with 

FACS training can recognize that the victim is feeling happy and content, or unhappy 

and scared and adjust their approach accordingly. At the same time, the victim, 

failing to understand that they reveal their emotions through micro expressions, 

become more susceptible by identifying with the attacker – a feeling of being 

understood without the need to speak the words [2]. 

Body language 

Navarro and Karlins demonstrate how one can read emotions off body language and 

how one can project emotions using body language [30]. Mann suggests that a quick 

way for the Social Engineering attacker with the victim is to simply copy (or mirror) 

the victim’s posture and movements [1], while Hadnagy recommends that the 

attacker should refrain from mirroring every single move because it will cause a 

feeling of unease on the victim when they realize that the attacker is performing the 

mirroring [2]. Where Mann, Hadnagy and Nohlberg [26] agree, is that mirroring the 

victim’s breathing pattern and maintaining eye contact is the two most important 

aspects of utilizing body language. 

Guadagno and Cialdini consider reading body language an essential part of a 

conversation, since in its absence one cannot have a feel for the flow of the 

conversation [31]. It is important for a Social Engineering attacker to be able to read 

the victim when becoming defensive (e.g. when the victim crosses their hands in 

front of their chests) and it is equally important for the attacker to be able to project 

the image that correspond to their pretext – e.g.: stand with legs apart and occupy a 

large physical space if they are pretexting as an authoritative figure, or talk to the 



19 

 

victim with open hands and palms facing up if they are pretexting a pleading role 

[30]. 

Navarro identifies body language as mean of detecting deception, especially hand 

gestures [30]. He suggests that a person reciting a true store will use more hand 

gestures (in average) compared to a person who is reciting a fictional story. Although 

identifying deception sounds more like a defensive skill (something the victim should 

train with), Hadnagy suggests that it is a great weapon for the Social Engineering 

attacker as well. The attacker, utilizing this skill will be able to recognize if the victim 

is responding with true and valid information or if the victim is reciting a committed-

in-memory script provided to them by the organization [2]. In such a case the 

attacker can break off their engagement with the specific victim and avoid being 

exposed. 

Neuro-Linguistic Programming (NLP) 

Neuro-Linguistic Programming has been developed in the 1970s by Bandler and 

Grinder and studies how humans think, build brain patterns and experience the 

world. Neuro-Linguistic Programming has initially been considered a tool for self-

help but Mann, Hadnagy, Evans, Hasle and Kristiansen agree that the use of NLP can 

help the Social Engineering attacker to establish rapport with their victim easier and 

faster [1][2][31][17].  

Mann advocates the use of NLP as a mind-reading tool. By utilizing NLP’s eye 

movement reading (as shown below) Mann claims that NLP can give an insight into 

the thought process of the target person: 
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Figure 6: NLP eye reading movement [1] 

Mann suggests that by following eye movement, the Social Engineering attacker can 

recognize if the victim is reciting a remembered or constructed image and thus 

decide further actions to be taken [1]. According to Hadnagy, a combination of 

Mann’s eye NLP approach and Navarro’s non-verbal’s of the face can provide the 

Social Engineering attacker with an increased advantage understanding the psych of 

the victim and adjust their strategy. 

Mann, Hadnagy and Evans also discuss the verbal powers of NLP. Mann defines 

three communication modes: visual, auditory and kinesthetic and displays how a 

Social Engineering attacker can recognize the mode and use it to their advantage: 

 Visual: the victim uses visual-related words and verbs, for example: I “see” 

the problem or They finally saw the “light”. 

 Auditory: the victim uses audio-related words and verbs, for example: I 

“hear” you, we will fix it or I don’t like the “sound” of that. 

 Kinesthetic: the victim uses touch-related or move-related words and verbs, 

for example: We need to “run” with this I can’t “grasp” this. 
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Mann suggests that by using verbal NLP mirroring the Social Engineering attacker 

can identify the victim’s communications modes and mirror them for increased 

rapport building [1]. Mann’s method suggests that the attacker must first identify 

the victim’s communication mode and then choose words that fall into that mode. 

Hadnagy and Evans also suggest that choosing the right words is not enough. The 

Social Engineering attacker must also use the proper tone of voice, pitch, pausing 

and power words.  

Evans theorizes that NLP can only be used to slightly influence the victim and not 

radically change their perspective or will [17]. Thus, an Social Engineering attacker 

using NLP will not able to get the victim to comply with something that the victim is 

fundamentally against. Hadnagy agrees with Evans and although he recognizes the 

use of NLP in psychology he offers one tangible benefit for the use of NLP in Social 

Engineering: Social Engineering practitioners will be able to achieve faster rapport 

building by learning the NLP techniques that teach voice and speech tonality [2]. 

 Exploitation and Execution (Attack methods) 2.2.3.

Social Engineering attacks can be divided into two major categories. One category 

describes attacks that are executed face-to-face, requires interpersonal 

communication and are executed solely by manipulating the victim’s trust sense. The 

second category describes attacks that executed over a technical platform, and while 

still exploiting the victim’s trust sense, do not require face-to-face communication 

with the attacker [18].  

The following sections describe the aforementioned two attack categories  

Technical Social Engineering attacks 

Technical Social Engineering attacks are defined as attacks which are executed by 

deceiving the victims without having to interact with them in person. Although these 

attacks might encompass the same psychological principles found in face-to-face 

Social Engineering attacks they differ in two major points: They are usually executed 

en mass and they rely on a technology platform for their execution [33]. Some of the 

most typical Technical Social Engineering Attacks are described below: 
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Trojan horse 

Trojan horse refers to the practice of masquerading a malicious (usually) program in 

order to present it as a non-malicious or useful application [24]. The attacker uses 

deception in order to convince the victim that the media containing the Trojan horse 

is not malicious and takes a number of measures to hide the true nature of the 

Trojan horse – either hiding the Trojan horse within less suspicious media files (e.g. 

images) or by altering the encoding of the Trojan to make it transparent to antivirus 

applications [34].  

Trojan horses can also come in physical media (USBs, CD/DVSs), usually branded and 

given as “freebies” in events and conferences, or sent to the victim organization via 

regular post [24]. In such a case, the attacker has prepared the media to 

automatically execute the Trojan, while the user is, most often, not presented with 

an action prompt [9]. 

The usual goal of the attacker who uses a Trojan horse is to allow them to remotely 

gain control of the infected system and either use the system for personal gain, or 

use the system as an pivot point for continuing the attack to the internal parts of the 

victim organization’s network [21]. 

Phishing 

Phishing refers to the activity of obtaining information from the victim by the use of 

email or web, via impersonation [28]. Phishing attacks can be divided into two broad 

categories, the offer category and the authority category [28]. 

The offer category contains all phishing attacks that gather information in exchange 

of an exclusive offer, a discount, or a prize. A typical execution of an offer attack via 

email is as follows: 

 The attacker prepares an email, stating that the recipient will be eligible to 

win an iPad in exchange of filling in a questionnaire. The questionnaire asks 

for: 

o Name (real name) 

o Email address 
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o Date of Birth 

o Address 

o Social security number / ID Card number / Passport number 

 The victim receives the email, fills in the questionnaire and sends the reply to 

the attacker 

The attacker has now access to several pieces of information, which, depending on 

where the attacker operates from, might allow them to either directly mount an 

attack against the victim’s bank account, or use the information as a basis to elicit 

more information from the victim [2]. 

The authority category contains the phishing attacks that use impersonation to 

deceive the victim [28]. Typical execution of authority phishing attacks include 

emails claiming that have originated from the victim’s bank (or other financial 

institution), relief organization (especially after nature disasters, as the hurricane in 

Haiti or the earthquakes in Chile [2]) or non-profit organizations (e.g.: UNICEF, Red 

Cross, etc.). 

Finally, one of the rising variations of phishing is “spear phishing” [4][3]. “Spear 

phishing” refers to the execution of a phishing attack in which the attacker has 

previous knowledge about the victim and therefore they can tailor the attack 

accordingly [20]. The attacker can still choose to use the offer or authority approach, 

but in this case they can tailor the message to either present the victim with an offer 

that is of great interest to them (e.g.: offer an iPad to a victim who is known for their 

admiration for Apple products), or impersonate one of the victim’s senior managers 

(since, through the use of social media, it is quite easy to determine the 

organizational structure) [2]. 

Pop-up windows 

Pop-up windows are a form of an attack where the attacker injects traffic into the 

victims HTTP connection with the aim of presenting a window that looks legitimate, 

but server the purposes of the attacker [35]. The pop-up window will usually present 

itself as a login window, asking the user to input their credentials due to unspecified 
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error [20]. The user enters their credentials, which are then routed to the attacker’s 

site (and are logged) instead of being routed to the original and legitimate website. 

One of the newest variations of the pop-up window attack is Clickjacking, which uses 

an <IFRAME> to take control of the victim’s browsing session [36]. In such an attack, 

the attacker overlays an invisible frame on top of the legitimate website, thus 

controlling the victim’s input. During the Clickjacking attack the victim is unaware 

that their input is not routed to the legitimate site and thus is not suspicious when 

entering sensitive information, e.g.: username/passwords, banking information, etc. 

Reverse Social Engineering  

Reverse Social Engineering attacks are a newer form of attacks and their main 

differentiator is that the attacker is not initiating the attack, but instead they 

cultivate an environment in which the victim will initiate communication and contact 

the attacker first [27]. Depending on how the attacker will execute the reverse Social 

Engineering attack, the attack needs different type of preparation. Irani et al. 

demonstrated how the attacker can manipulate social media sites (e.g.: Facebook, 

Friendster and Badoo) to improve their chances to get connected with the victim 

[27] while Baker et al. focus on more traditional ways in creating the background for 

reverse Social Engineering attacks – sabotage, assisting and advertising [6]. Typical 

examples of reverse Social Engineering attacks in Baker et al.’s approach are: an 

attacker who creates a problem in the facility and then visits as a handyman to 

rectify the problem, or, an attacker who causes a network problem (e.g.: a DDoS 

attack), then advertises towards the organization as a problem-fixer (e.g.: a DDoS 

prevention service) and finally waits to get called in to remedy the situation [6]. 

Non-Technical (Psychological) Social Engineering attacks 

Non-technical Social Engineering attacks utilize face-to-face interaction between the 

attacker and the victim and do not rely on the use of a technology platform. The 

main difference, from an attacker’s goal perspective, is that non-technical attacks 

are executed upon limited attack surfaces (usually one to three victims at a time), 

while the technical based attacks are executed en mass (e.g.: spam emails, phishing 

attacks, etc.) [37]. 
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The six principles proposed by Cialdini (Liking, Commitment & Consistency, 

Reciprocation, Authority, Scarcity, Social Proof) [11] are prominently displayed when 

researchers address Social Engineering from a psychological perspective 

[28][38][39][19]. Since these principles will be thoroughly examined later, this 

section focuses on the psychological principles outside Cialdini’s domain. 

Fear 

Workman introduces the psychological principle of fear [28]. Although the principle 

is presented as standalone, Workman recognizes that fear can only be used in 

conjunction with an authoritative source and cannot act alone. Typical example of 

application of the fear principle is using aggressive email subjects (e.g.: “Your 

account has been suspended”) or use FUD (Fear, Uncertainty, and Doubt) tactics 

when communicating face-to-face with the victim. Fear works because victims are 

being scared in the presence of an authoritative figure [28]. 

Diffusion of responsibility 

Luo et al. identify diffusion of responsibility as another psychological principle that a 

Social Engineering attacker can use to their advantage [39]. When a Social 

Engineering attacker utilized diffusion of responsibility they aim at convincing the 

target that they are not solely responsible for the action(s) taken, but instead that 

they act as part of a group which has consensus and acts towards the common, 

greater good. A Social Engineering attacker can leverage this by utilizing phrases as: 

“After getting the information from your colleagues, I need only the last pieces from 

you before we are able to submit the report to the CEO”. The victim becomes 

tempted to comply because: 1) It is implied that the colleagues have already 

cooperated and 2) The victim is contributing to the common good [19][37]. 

Chance of ingratiation 

Peltier also identifies the “chance of ingratiation” [37]. The principle is quite similar 

to Reciprocation, but the main difference is that the victim is not given a tangible 

benefit – instead the victim is led to believe that by complying they improve their 

chances to receive a benefit in the future [39]. The main difference with Reciprocity 

is that no direct mention to the benefit is given, nor the benefit is promised in 
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anyway. A typical example of the use of “chance of ingratiation” is given by Peltier by 

describing the use of different sexes of Social Engineering attackers, depending on 

the victim’s sex. According to his approach, male victims respond much better to 

female Social Engineering attacker with “sweet little voice”, while female victims 

respond better to a male Social Engineering attacker with Scottish accent [37]. 

Guilt 

Peltier, Luo et al., and Heikkinen identify the principle of guilt [37][39][19]. Guilt 

plays at the victim’s basic instincts, the one that pushes the victim to be the “better 

person” and help someone in need. In other cases, the victim feels the obligation to 

help the person who is causing them guilt just to make that person go away [37]. In 

both of these cases, a Social Engineering attacker can leverage guilt to persuade the 

victim to assist them. A typical usage of the guilt principle is: 1) the attacker 

approaches the victim with a “sad story”, e.g.: “I was supposed to deliver this report 

to the CEO, but I spilt coffee all over it. My job is now in jeopardy if I don’t re-print 

the report. Could you please help me with this?” 2) the victim offers to help, 3) the 

attacker asks the victim to print the report of their USB drive, 4) the victim inserts 

the USB drive into their computer and get infected with a malware [2]. 

Overloading 

The principle of overloading [19][15] or Human Buffer Overflow (HBO) [2] has been 

identified by Heikkinen, Bezuidenhout et al., and Hadnagy respectively. Overloading 

refers to a set of action taken by the attacker which aims at flooding the victim with 

information. The aim is to force the victim to concentrate on absorbing the 

information and not evaluating them, thus failing to be critical about the statements 

made by the attacker [19]. Hadnagy demonstrates the concept of Human Buffer 

Overflow with the use of the following example: 1) Look at the picture depicted 

below, 2) Read aloud the color of the word, not the word itself. 
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Figure 7: Human Buffer Overflow example [2] 

Hadnagy advocates that most people who try this experiment will slip at least once 

due to the fact that our brain is wired to read letters and make them into words first, 

and then take color into consideration [2]. By overloading the brain with letters and 

words, Hadnagy demonstrates that even a simple task of color recognition can turn 

into an effortful and difficult task. A typical use of the overloading principle in a 

Social Engineering attack can be described as: The attacker approaches a user with 

limited technical capabilities and by the use of technical jargon and continuous flow 

of information “overloads” the victim. The victim, flooded with information focuses 

on understanding the information and fails to critically evaluate what the attacker is 

asking the victim to do [26]. 

Cialdini and Guadagno also subscribe to the idea of Human Buffer Overflowing, by 

identifying that people process information in two distinct ways, either systematic 

processing or heuristic processing [10]. The first group of people, processing 

systematically, focuses on the message and makes decisions based on the quality of 

the message, while the second group of people that processes heuristically focus on 

the quantity of the arguments before making a decision. This difference leaves the 

second group much more vulnerable to Social Engineering attacks, since they are 

more prone to Human Buffer Overflow techniques. 
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2.3. Social Engineering models 

The following section discusses Social Engineering models that have been identified 

through the literature review. In general, four categories of models have been 

identified: Social Engineering attack models, Social Engineering taxonomy models, 

and Social Engineering detection models. 

The goal of the next section is to understand what Social Engineering models exist 

and decide if any of these models can be used when trying to apply Cialdini’s 

Influence [11] principles to Social Engineering. The decision will be presented in the 

Analysis chapter (Chapter 5). 

 Social Engineering Attack models 2.3.1.

Social Engineering attack models deal with the anatomy of Social Engineering attacks 

– either human-based attacks or technology based attacks. The two prevalent 

models defined are the model of “Trust” by Laribee et al. [40] and the conceptual 

model  of Social Engineering by Nohlberg et al. [41]. 

The “Trust” model is depicted below: 
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Figure 8: Social Engineering attack model (Laribee et al.) [40] 

The “trust” model is based on the Social Engineering attack lifecycle (as described in 

2.2). The Social Engineering attacker initially plans the attack (and acquires the 

necessary background) and then proceeds with the development of relationship, 

through the use of manipulation, influence, persuasion and deception [40]. Laribee 

et al. do not make any attempts to differentiate between Social Engineering attacks 

(e.g.: physical access to a restricted area, elicitation of information, installation of 

malware/Trojans, etc.) but instead treat all the Social Engineering attacks in a 

generic way. In addition, they have presented the first Social Engineering model that 

references to Cialdini’s six principles of influence, although the refrained from 

elaborating how exactly the principles are used in the rapport phase [40]. 
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The second Social Engineering attack model was developed by Nohlberg et al. in 

2010 and it is based on the models described in ISO/IEC 15408 [41]. Their model is 

depicted below: 

 

Figure 9: Social Engineering attack model (Nohlberg et al.) [41] 

Nohlberg et al. took an interesting approach, which is to model Social Engineering 

attacks not from the defensive perspective, but instead examine the attributes that 

enable a Social Engineering attacker execute the attack. They have identified that an 

attacker shares the same attributes as time-old perpetrator, means, motive and 

opportunity [41]. By first modeling the attacker, they were able to dig in deeper into 

Social Engineering attacks and present the model depicted in “Figure 9: Social 

Engineering attack model (Nohlberg et al.)”. 

The Nohlberg et al. model possesses some very interesting characteristics. They 

recognize that Social Engineering attacks are based on psychological principles and 

they make this visible by denoting several concepts in their model, as: “deceptive 

relationship”, “influence techniques” and “social psychology vulnerabilities” [41]. 

What makes the model more intriguing though is the fact that they recognize not 

one generic type of attack, but instead describe attacks as a set which belongs to an 

attack set type.  This allows them to differentiate between physical attacks (e.g.: 

dumpster diving), social attacks (e.g.: phishing calls) or combination attacks (e.g.: 

where physical media, for example USB memory sticks, are used in combination with 

influence techniques to defeat security counter measures) [41]. 
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Both models share a number of characteristics: They recognize the use/need of 

psychological tricks during the execution of a Social Engineering attack, they utilize 

Cialdini’s principles behind the scenes – as part of the Influence process and they 

cover the whole Social Engineering attack lifecycle.  

 Social Engineering Taxonomy models 2.3.2.

Taxonomy models, in general deal with the separation of Social Engineering attacks 

into human-facing attacks and technology-facing attacks [20] and the defensive 

countermeasures that can applied to prevent these attacks.  

Janczewski and Fu, in 2010, created one of the first formal taxonomy models, 

following a study in New Zealand between ICT practitioners [42]. The derived model 

is depicted below:  

 

Figure 10: Conceptual mode of Social Engineering attacks (Janczewski and Fu) [42] 
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In 2011, Foozy et al. proposed their version of taxonomy for Social Engineering 

attacks [18]. Their model is depicted below: 

 

Figure 11: Conceptual model of Social Engineering attacks (Foozy et al.) [18] 
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The two models depicted above present great similarities when it comes to 

technical-based Social Engineering attacks. Foozy et al.’s model is more detailed, but 

does not introduce any radical new concept, especially compared to the categories 

presented (informally) by Laribee [20]. Where the majority of the differences are 

observed is at the human-based side of attacks, where Foozy et al. introduce the 

idea of using psychological principles as part of Social Engineering attacks.  

While Janczewski and Fu include only one attack that can be attributed to the use of 

psychological principles (“Impersonation”), Foozy et al. introduce the concept of “In 

Person” attacks, expand on the idea of impersonation and authority , utilize the 

concept of scarcity (by referring to sense of urgency) and finally address the subject 

of persuasion [18] which is a key concept in this thesis. 

 Social Engineering Detection models 2.3.3.

When it comes to detection models, the research shows that the majority of the 

efforts have been put on detecting the technical impact that results from a Social 

Engineering attack and less focus has been placed on detecting the attack itself 

[18][43]. Technical detection can come in different forms and in different stages in 

the attack lifecycle, as discussed below. 

Kumaraguru et al. focuses on the detection of phishing email and websites [44]. They 

have developed an email anti-phishing training tool (PhishGuru) which helps users 

educate themselves on elements of email phishing and a web anti-phishing training 

tool which helps users identify phishing elements on a website in the form of playing 

a game. Both of these projects resulted in improving detection capabilities for the 

users, but did not offer a model – they were merely based on the assumption that 

training helps improve detection capabilities for Social Engineering attacks [1]. 

Kumaraguru et al. are not the only advocating that user training increases Social 

Engineering attack detection. Oosterloo et al. enhances this view be recommending 

general security awareness training, inclusion of the users in a global security culture 

within the organization and creation of Social Engineering security procedures [45]. 

In effect, Oosterloo et al.’s security procedures is what Hadnagy describes as “scripts” 

– predefined steps to be executed when the user receives an usual request while 
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communicating with an insider or to be used in general when communicating with 

outsiders [2]. 

Sandouka et al. offers a model to detect Social Engineering attacks at the 

development of relationship phase (rapport) when this phase is executed either 

face-to-face or over the phone. Sandouka et al.’s method is based on analyzing the 

text (or expressions) used by the Social Engineering attacker via the use of neural 

networks [46]. The idea of using voice recognition and processing has been originally 

suggested by Hoeschele et al. [47], but Sandouka et al. was able to demonstrate that 

greater results can be achieved by utilizing neural networks instead of stand-alone 

services for voice recognition and voice-to-text processing [46]. Hoeschele and 

Rogers, as we all as Sandouka et al.’s models have not yet been thoroughly explored, 

but the research from Raskin et al. might offer additional building blocks for 

detecting Social Engineering attacks through speech and text patterns. Raskin et al. 

propose a semantic model to detect Social Engineering attacks based on the 

attacker’s speech or text expressions [48]. Although the model seems promising, it 

has a number of inherit issues that render it less-powerful in detecting Social 

Engineering attacks. Specifically: 

 The model is oriented towards detecting changes in known patterns. This fact 

suggests that the model is not able to operate with small quantities of data – 

therefore can only be reliably used in long-term engagements with suspicious 

individuals. 

 The majority of the input data comes from well-known sources (e.g.: 

Facebook status updates, Twitter, blogs, and conversations in the 

organizational environment). It is unlikely that this information will be 

available on the first encounter with a Social Engineering attacker – especially 

if the attacker is operating under an assumed identity as part of their 

pretexting. 

Finally, Bezuidenhout et al. offer an elegant and simple model for detecting Social 

Engineering attacks, which encompasses the psychological principles associated with 

Social Engineering without utilizing any technical controls. Their model, Social 



35 

 

Engineering Attack Detection Model (SEADM) [15]. The SEADM model is depicted 

below: 

 

Figure 12: Social Engineering Attack Detection Model (Bezuidenhout et al.) [15] 
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SEADM is defined as a decision tree, with well pre-defined steps that are being 

evaluated continuously as the interaction proceeds. The main differences between 

SEADM and the other discussion models are: 

 SEADM in contrast to Kumaraguru et al.’s model does not need specialized 

training.  The victim need only have common sense and generic information 

security awareness training (e.g.: is this piece of information already public? 

Is this piece of information sensitive? Etc.). 

 SEADM in contrast to Oosterloo et al.’s model is not based on scripts; 

therefore the user does not need to identify the type of script to be used. 

Instead, all the user needs is to be able to go through the ten pre-defined 

decision points and think about them honestly and critically. 

 SEADM in contrast to Sandouka et al., Hoeschele and Rogers, and Raskin et 

al.’s models makes no attempt to identify the speech/text patterns used by 

the initiator, nor does the model use any technology in its execution. The 

main focus remains in the user being able to go through the pre-defined 

decision points. 

SEADM is also the only detection model that introduces the concept of psychology 

and recognized the importance of it. Not only the model’s first step is to examine the 

victim’s psychology (“How would you describe your emotional state?”) [15], the 

model dictates that the target should re-evaluate their psychological state after each 

step and break the engagement at the first sign of discomfort. At this point, although 

SEADM seems like the most complete model for detecting Social Engineering attacks, 

it still presents a basic problem: How can the user consistently evaluate their 

psychological state and how can they be sure that they are in the correct 

psychological state before running through the model steps? Bezuidenhout et al. 

propose the use of an electronic self-assessment questionnaire to help the user 

identify the psychological state they are in, but they also recognize that until they 

can reliably deal with the psychological issues SEADM will remain a helpful tool and 

not a final solution in recognizing Social Engineering attacks.  
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3. Theoretical Framework 

The third chapter of the thesis contains the theoretical framework. The framework 

covers the key definitions for Influence, Persuasion and Compliance and details the 

six Influence principles as describe by Cialdini. The definition of each principle is given 

in the context of human interaction and in the context of how the principle is applied 

in electronic interactions (online world). 

3.1. Influence, Persuasion and Compliance  

Trying to influence, persuade or manipulate people is nothing new. The very first 

instance of influence traces back to humanities early times, when a tribe leader 

would try to persuade the tribe to hunt, move or change their ways [49]. Humanity 

has travelled a long way since then, but the ability to influence people remains at the 

core of many social interactions.  

Only in the past hundred years, people have been using persuasion techniques to 

inspire (e.g.: Gandhi – Gaining peaceful independence for India), deceive and 

manipulate (e.g.: Josef Stalin – replace monarchy with an equally unjust 

government), progress (e.g.: Mustafa Kemal Ataturk – modernizing Turkey) or even 

wreak havoc in the world (e.g.: Adolf Hitler – World War II). Different people have 

used different techniques to achieve their goals, but comparisons between how 

Social Engineering attackers manipulate their victims to how Adolf Hitler 

manipulated common sense in Germany are not uncommon [17]. 

We tend to speak about charismatic (or influential people), about people with great 

conversational skills (persuaders) or people that inspire compliance with their 

request. We are used to use the terms Influence, Persuasion and Compliance as 

synonyms, but Cialdini and Guadagno provide exact definitions for the terms and 

their relationship. Persuasion and Compliance are both types of Influence and what 

differentiates them is not the end result, but the means used to achieve the end 

result [10]. 

Compliance is the simplest form of Influence and can be observed in many familiar 

situations. One becomes compliant when they change their attitude as the direct 
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result of a request [10]. The simplest example is when our children pick up their tory 

after we told them “Pick up your toys”, or when we execute an action at work that 

was directly dictated by our manager: “Prepare the monthly report”. In both cases 

the recipient of the request may still object to the action, but the action takes place. 

The subject (or receiver of the request) complies with the request but this does not 

equate to the subject having altered their beliefs and perceptions about the request. 

Persuasion on the other hand not only aims at achieving the end goal, but also aims 

at changing the subject’s beliefs about the given topic. A typical example of 

persuasion is a company that needs their employees to put in more hours to achieve 

a goal. The company can choose to not take the Compliance way (“We need you to 

put more hours into work”), but instead they can change their message to be: “We 

are proud to have so talented employees that make us the best company to work 

for. All of us together build this great company we call home”. The result of such a 

message is that the employees are altering their beliefs, they equate the work 

environment with their home environment and they, willingly, stay more hours at 

the office. It’s a combination of a message like this, together with a number of 

employee perks that made Google Inc. one of the best workplaces to work for and 

one of the workplaces with the most amount of employees being present non-

working hours (evenings and weekends) [50]. 

3.2. Principles of Influence 

Having clarified the differences between Influence, Persuasion and Compliance, the 

next section discusses the six principles of Influence, which according to Cialdini [51] 

can be used to either drive Compliance or create Persuasion. 

The principles are presented as encountered in Cialdini’s “Influence: The Psychology 

of Persuasion” book [11] and the order should not be considered weighted in any 

way. 

Each principle is described in two contexts: Human interaction, which deals with how 

the principle is applied to interpersonal relationships and online interaction, which 

deals with how the principle is applied through electronic means. 
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 Reciprocation 3.2.1.

Human interaction 

Reciprocation refers to the act of repaying a kind act with another kind act. 

Reciprocity is all about kindness, and the value of kindness has been known through 

the ages. Aesop, the famous ancient Greek storyteller writes: “No act of kindness, no 

matter how small, is ever wasted”.  

People tend to remember when someone was kind to them and offered them a 

hand of help. They tend to remember when someone offered them something (no 

matter the value) without a good reason and tend to take a mental note that they 

will repay the “favor” when they have the chance. 

Cialdini identifies the power of reciprocity by describing an experiment executed by 

Dennis Regan [52]. A research was staged in an art gallery and was admiring the art 

together with the gallery’s patrons. The researcher was to approach the patrons, 

casually discuss for a while with them, leave for two minutes, return and then 

eventually propose that the patrons buy some tickets for a lottery.  

In 50% of the approaches the researcher did exactly what it was asked from them: 

Approach the patron, chat, be excused for two minutes and return, and propose the 

ticket sale. In the other 50% of the cases, the researcher added an intermediate step. 

They approached the patron, chatted, left and returned with a refreshment for 

themselves and the patron, chat some more and then propose the ticket sale.  

What was demonstrated was that the researcher was much more successful in their 

sales results when they brought the refreshment for the patron than what they were 

when they just broke the conversation and returned empty-handed. As Cialdini 

advocates, the patron felt the need to repay the kindness the research has shown by 

purchasing lottery tickets from them [49]. 

Electronic interaction 

Reciprocation is not only found in real-life interactions but it can also be identified in 

the online world. Some very simple forms of reciprocation can be observed on 

Twitter (where people “follow” back people who “follow” them), blogs (where 
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people link back to blogs that have linked to them), Facebook (where people “Like” 

pages or activities from people who “Like” their activities), LinkedIn (where people 

join groups that are not of interest to them because other people have joined their 

groups), etc. One can even observe reciprocity in mixed scenarios, where one part 

takes place in the online world and the other in the real-life world. A typical example 

of this is companies with highly skilled technical personnel who produce high-quality, 

free-for-all blog posts that address technical issues. Quite often this will lead to 

customers being attracted to the company as they feel that they prefer to do 

business with a company who is willing to give them something for free (blog posts 

of interest) than to do business with a company that has not helped them in the 

past. 

 Commitment and Consistency 3.2.2.

Human interaction 

Commitment and Consistency play upon the individual’s need to present a stable 

attitude and follow through to their commitments. As Cialdini suggests, most 

individuals will stick to a choice made (sometimes even if it’s the wrong one) and will 

try to fulfill all the commitments they made – especially if these commitments have 

been made in writing [52]. 

Cialdini refers to an experiment made by Thomas Moriarty to demonstrate the 

power of commitment [11]. A researcher visits a beach, sets down their towel next 

to random person and begins to listen to music on their portable device. A few 

minutes later they leave their spot, leaving behind their portable device. A second 

researcher approaches the spot, grabs the portable device and walks away. The 

scenario was executed twenty times and less times than half people intervened and 

stopped the “thief”. 

The same experiment was repeated twenty more times, and this time the researcher 

with the portable performed the same actions with one addition. Before leaving 

their spot they asked the person next to them to “watch over their things”. After the 

person agreed to watch the first researches things the second researcher performed 

the exact same action and this time nineteen out of twenty times the person sitting 
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next to the first researcher intervened and stopped the “theft” – thus demonstrating 

that the single act of commitment (saying “yes, I will keep my eyes on your thing”) 

was enough to motivate individuals to jeopardize their physical well-being for a 

complete stranger [11]. 

Cialdini also draws from older research to demonstrate how consistency can be used 

to elicit actions. By using small, incremental requests, a group of Israeli researches 

were able to maximize donations given for a rehabilitation center [52]. The 

researchers initially asked the residents of a block to sign a petition, then some time 

later to pass around some flyers and lastly they asked the residents for a donation. 

The results were that people who have not been part of the original phases donated 

approximately 50% of the time, while the people who have been involved in the 

initial phases donated 92% of the time. The researchers attributed the difference in 

donations to the fact that people who participated in all phases felt the need to 

appear consistent and thus, after having gone through the initial phases, was not 

easy for them to deny the donation. 

Electronic interaction 

Commitment and Consistence can also be identified in the online world. The most 

typical example of Commitment is the concept of “free trial”, where a website or a 

service will offer a free trial of their software. By engaging the customer in an early 

stage, with a zero-cost (for the customer) offer, the customer is more likely to 

remain in the service and use it as a paying customer. The most typical example of 

Commitment usage is the Dropbox service (a cloud-based storage solution). Dropbox 

is free for individual (personal) use and when the user signs up they are allocated 2 

GB of disk space. It is possible however for the user to expand their disk space, by 

taking small commitment steps such as: “Like” the Dropbox webpage on Facebook, 

mention Dropbox on twitter, refer friends etc. By taking these small, incremental 

steps the user becomes more and more committed to the service and the company 

minimized the chance that the user will leave for a competitor’s service. 

Consistency can also be demonstrated by using the example mentioned above. The 

user who used Dropbox and performed the incremental steps will find it more 
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difficult to leave the service, especially if they have refereed friends as a mean to 

increase their disk space. The user will remain with the service, even if they consider 

it inferior, instead of having to admit that after putting all the “effort” they have now 

decided that the specific service does not fulfill their needs.  

 Social Proof 3.2.3.

Human interaction  

Social Proof plays upon the individual’s need to belong to a group and be validated 

by the group for their choices and actions. More often than not, the individual looks 

up to the group to learn how they should think about issues, interact with other 

members of the group (and external groups) and how to interpret situations [52]. 

Cialdini demonstrates the use of the Social Proof principle by pointing at the “canned 

laughter”, present in most modern TV shows. Cialdini advocates that canned 

laughter is inserted into the show to elicit laugh responses by suggesting that 

something funny has happened (and the audience is laughing) [11]. The canned 

laughter validates the watcher by insinuating that it is fine to laugh since other 

people, who share the same tastes and interests with you, found it funny and 

laughed. 

The principle is demonstrated even cleared in an experiment conducted by 

researchers in South Carolina, as explained by Cialdini. The researches went door-to-

door to ask for donations for a charity. In 50% of the visits they just asked for a 

donation, while in the rest 50% they asked for a donation and showed a list of names 

of the neighborhood residents who have already donated. What they found was that 

showing a list with familiar names as donor influenced the donations in a positive 

way – in fact, the longer the list was the more donations they were able to acquire 

[52]. 

The experiment mention above is not the only proof that the principle of Social 

Proof is valid and more present than one can think. Social Proof comes into play 

when our children act in a way similar to their parents’, is present when a new team 

member looks up to the rest of the members to learn how to interact within the 
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team and it is even present in our most intimate part of our lives: who do we want to 

show as our friends, even who do we want to show as our significant other – it’s not 

uncommon for powerful older man to be wed to younger, attractive wives [53]. 

Electronic interaction 

The very definition of the use of the Social Proof principle is social media. Social 

media are built around the idea of networks, and the more influential a user is within 

a network the more attention they can draw. 

The most typical example of the application of the principle is Facebook. Facebook 

was in existence for five years before acquiring the critical mass that made it a 

“must” for an individual to have a profile created. The following diagram depicts the 

user growth for Facebook [54]: 

 

Figure 13: Facebook user growth (Barr) 

As the graph shows, Facebook needed 54 months to reach the milestone of a 

hundred million users. In the next 54 months, the growth rate was 1000% up, 

reaching the one billion users milestone in 102 months of existence. The need for 

the individual to belong and prove themselves to the group drove Facebook user 
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growth to such an extreme that psychologists, like Moeller, even argue that by not 

having a Facebook profile might be proof that one is a psychopath [55]. 

Another, less malignant form of Social Proof is the use of the user’s network to 

promote specific services. Websites that utilize social networks (e.g.: Facebook, 

LinkedIn, etc.) can promote messages by surrounding them with catch-phrases such 

as: “x number of your friends Liked this”, or “y number of your friends read this news 

item”. In such cases, Social Proof dictates that it is much more probable that the user 

will access the content than using phases such as “z number of people liked this”. 

 Liking 3.2.4.

Human interaction 

The principle of Liking can be summed up to “People like those who like them” [52]. 

Being liked, for whatever reason, opens up doors, improves one’s position within a 

social network and inherently increases the influence one can apply in their social 

setting. 

One of the first researches to examine the principle of Liking was Carnegie. After 

having spent twenty years lecturing and offering training on how people can 

improve their influence strategy to enhance their business opportunities, he 

dedicated forty pages in his famous book “How to Win Friends and Influence People” 

to describe how being more likeable can provide a huge head-start in every day 

interactions and in one’s business network. According to Carnegie, the key ideas that 

contribute to Liking are [56]:  

(We use the term practitioner for the person who wants to be liked and we use the 

term target to identify the recipient of the actions taken by the practitioner) 

 The practitioner should be genuinely interested about the target. Faking is 

always an option, but it requires time, effort and maintenance from the 

practitioner’s perspective so Carnegie advises to simple demonstrate genuine 

interest in order to avoid the extra work [56]. 
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 Smile – the majority of people like a smiling and happy face and tend to 

dislike (or not like enough) a grumpy face. Therefore the practitioner should 

always approach the target with a smile, no matter the setting [56]. 

 The practitioner should use the target’s name as many times as possible. 

Carnegie suggests that the simple act of replacing “Good morning” with 

“Good morning John” boosts the Liking principle exponentially [56]. 

 Prefer to listen than to talk – people in general want to validate themselves 

via storytelling and are eager to find good listeners. By providing the listening 

part, the practitioner becomes instantly more likeable since they provide 

their validation by showing interest in what the target has to say. 

 Use simple language – Carnegie advocates that the practitioner should put 

their vocabulary in context and adapt to the target’s vocabulary context. 

Difficult / scientific words should be avoided when the practitioner discusses 

with a target with lower educational level, and slang / street terms should be 

avoided in formal context. As a principle, Carnegie deters the practitioner 

from using difficult words to demonstrate superiority [56]. 

 Finally, the practitioner should recognize the target’s importance. Even if the 

target does not possess a clear quality to be appreciated, the practitioner 

must try to identify at least one positive quality and comment on it. Carnegie 

clearly states however that recognition should not equal flattery – the 

practitioner should not lie in order to provide recognition [56]. 

Cialdini recognizes the value of the Carnegie principles, but also recognized that they 

have been developed in a much different era (1920, with the book being printed first 

time in 1936) – a fact that makes them usable today but also makes them non-

sufficient. In order for Cialdini to better describe the Liking principle, the following 

additions have been stated [11]: 

 Physical appearance: Cialdini demonstrated, through experiments performed 

by him and other researchers of social sciences that people tend to attribute 

positive characteristics to good-looking people. It was not uncommon during 

the execution of the experiments for people to assign attributes such as: 
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kindness, intelligence or talent to people who just looked good in a 

photograph [11]. 

 Similarity: According to Cialdini, the more similar the practitioner is to the 

target, the more chances that the target will like them. Similarity can 

manifest in many different forms: body language, dress code, interests, age, 

race, background, football team support, etc. The more common similarity 

traits the practitioner can exhibit, the more chances raise to be liked by the 

target [11]. 

 Association: When it comes to long term engagements, Cialdini recommends 

that the practitioner remains aware of associations. Being associated with 

bad news can lead the target to dislike the practitioner (even if the bad news 

are not the practitioner’s fault), while being associated with good news can 

enhance Liking (even if the practitioner is not responsible for the generation 

of the good news) [11]. 

Cialdini demonstrates the use of the Liking principle through the study of the well-

known Tupperware© product. By referring to an experiment performed by Frenzen 

and Davis, he exhibits that the most deciding factor for a purchase is by far the 

likeness for the hostess of the Tupperware© party. According to the research 

findings, the likeness weighs twice as heavily as any other factor and the majority of 

the purchases are executed not because there is an actual need for the product but 

simple to make the hostess happier [52]. 

Electronic interaction 

Liking is one of the most difficult principles to apply to electronic interactions since it 

is very difficult to apply the trains described by Carnegie and Cialdini. The most 

typical example of the Liking application is websites that try to be more 

approachable by using funny images, humoristic text (especially in career 

advertisements) and utilize famous people to promote the service.  

Although all these actions improve the likeliness, they will not be able to achieve the 

same amount that can be achieved through human interaction. Therefore, the best 

application for an online service is to try to first promote their service to people with 



47 

 

extended social networks (long list of friends) and then hope that people will be 

more susceptible to use the service because their well-liked friends use it. 

The most typical example of this is the use of Facebook to announce the use of a 

service / product to the user’s network. Amazon, Netflix and many other vendors 

allow the publication of a user’s purchase or a user’s subscription via Facebook, with 

the aim to influence the user’s friends to look up the product / service. What the 

vendors hope for is that it’s more probable for a consumer to follow a 

recommendation from their friends than randomly stumble upon the product. 

 Authority 3.2.5.

Human interaction 

The principle of Authority refers to the application of power as a mean to force an 

action. What differentiates Authority from Power is that Authority is described as 

the legitimate application of power, while Power usually defines non-sanctioned 

uses [57]. The Authority principle can manifest in multiple types, depending on the 

angle taken by the science that studies the principle. Some of the most typical 

manifestations as descried by Cialdini are [11]: 

 Legal: The authority figure is established via long-term, widely-accepted 

social contracts. E.g.: The police, through the use of laws have the power to 

perform specific actions against the public. The public agrees to have the 

actions performed because of the cumulative benefit provided to society by 

these actions. 

 Familial: The authority figure is established through social norms. E.g.: 

Children are taught that they must obey their parents without questioning 

their will. 

 Organizational: The authority figure is established within a well-defined 

social system. E.g.: Corporate culture and job descriptions describe how 

much authority a manager has over an employee and define what actions 

are acceptable in the organizational context. 
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 Social: The authority figure is established via the use of long term traditions. 

E.g.: The royal families and the aristocracy are perceived to be in a position 

of authority for the people who have been brought up in environments 

where the monarchy tradition is honored. 

 Knowledge-based: The authority figure is established through the 

demonstration of knowledge or expertise. E.g.: The same statement is 

weighted differently if it’s expressed by a well-recognized expert or an 

undergraduate student [52]. 

Cialdini identifies three main traits that can help establish the connotation of 

authority: Titles, clothes and trappings [11]. 

In order to demonstrate the effectiveness of titles in building the Authority figure, 

Cialdini cites an experiment conducted in Australia: A man was presented in five 

different classes, at an Australian university, as being a visitor from Cambridge 

University.  The visitor was presented to each class with a different title, ranging 

from student (lowest status), demonstrator (second lowest), lecturer (medium 

status), senior lecturer (second highest status) to professor (higher status). The 

researchers then asked the students of each class to estimate the visitor’s height and 

what they observed was that the estimation was growing in direct correlation to the 

title. The end result was that the visitor’s height was estimated as much as seven 

centimeter (7 cm) taller when he was presented as the professor [11]. 

Cialdini demonstrates the use of the clothes trait by citing an experiment taking 

place at a hospital. A researcher, dressed as doctor, approaches a nurse and asks 

them to administer the wrong (non-lethal but still very dangerous) dosage of a 

medicine to a patient.  Bar the fact that the nurses should already be aware that the 

dosage is wrong (based on experience), the medicine itself has a label that warns 

against the dosage that the doctor suggested. What the research observed, was that 

the nurses were in most of the cases (95%) ready to administer the wrong dosage 

just because the doctor asked them to. It has to be noted at this point, that the 

nurses at no point asked for an ID, nor questioned the doctor – the doctor’s uniform 

was enough to make them comply with the request [11]. 
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Finally Cialdini demonstrates the use of trapping by citing an experiment conducted 

in San Francisco. What the experiment showed was that people were more patient 

and positive against drivers riding in expensive cars than they were with drivers 

riding in medium-class cars. The researchers identified that 50% of the drivers were 

willing to wait at a green light or make way to the expensive car and although this is 

not a clear sign of authority, the researchers attributed the change in behavior to the 

fact that the medium-class car drivers were assuming that the expensive car was 

driven by someone with an authority position and therefore they deserved 

preferential treatment [11]. 

Electronic interaction 

The Authority principle is also demonstrable in electronic interactions through either 

the use of “trust” systems or public endorsements.  

A typical example of the use of the trust system is the application of a seal of 

approval from an authoritative source. A website that wants to instill the image of 

stability and professionalism can use seals as “Secured by Vendor X” and “verified by 

vendor Y”, even though these vendors do not produce verification standards but 

merely products. Another example is the usage of well-known Certificate Authorities 

(CA) such as VeriSign, Thawte, Symantec, etc. despite the fact that the certificates 

produced by any Public key Infrastructure (PKI) system have identical capabilities. In 

these cases, the website owner expects that the users will feel more comfortable 

when they recognize the authoritative name of VeriSign than having to “deal” with a 

lesser-known Certificate Authority. 

Public endorsements aim to bring authoritative figures into the organization and 

have them associated with a product or a service. Typical example of this is for an 

organization to hire an individual who is considered an expert in their field and 

through the hire promote their services. One of the most prominent examples was 

the hiring of HD Moore (and the acquisition of the Metasploit project) by Rapid 7 

[58]. Rapid 7 increased their visibility and profits by having a field expert of 

penetration testing become the public front from the company and probed new 
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customers to come in – customers who recognized HD Moore as an authority figure 

in the field. 

 Scarcity 3.2.6.

Human interaction 

The Scarcity principle is defined upon the notion of limited quantity. When 

something (a product, a quality) is available is limited quantities, it becomes far more 

desirable than when it can be found in abundant quantities. Although the Scarcity 

principle can be observed in multiple manifestations (art work, prime land spots, 

football transfers, etc.),  

De Martino et al. [59] advocate that the individual’s “fear of loss” is a far better 

motive to spring into action than the “desire to gain”. The Scarcity principle is an 

excellent application of “fear of loss” since it is always accompanied with some 

limitation, either limited quantity (e.g.: “only five items available”) or limited time 

(e.g.: “available only today”). By imposing a limitation, the individual driven by “fear 

of loss”, will immediately jump at the offer, thus being coerced into complying with 

the one setting the limitation [11]. 

Cialdini chooses to demonstrate it with a very simple example: priorities in 

communication - replying to a call on his mobile phone (from an unknown caller) 

takes precedence over maintaining a conversation that happens at the same time 

face-to-face. Missing the call from a scarce resource (an unknown caller to whom 

Cialdini cannot return the call) ranks much higher than continuing the conversation 

with the “abundant” quantity – the face-to-face person [11]. 

Electronic interaction 

Scarcity in the electronic world can be demonstrated through time-imposed 

limitations and quantity-imposed limitations. 

Time-imposed limitations are observed in websites such as Groupon. Groupon 

creates offers for products and services that are available for a limited amount of 

time. The following image displays a typical Groupon offer: 
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Figure 14: Groupon offer (16 March 2013) 

The Groupon offer not only utilizes the principle of Scarcity (offer expires in 2 days), 

it also utilizes the principle of Social Proof (95 has already bought this). By combining 

the time element and the social approval, Groupon maximizes the number of 

successful offers and manages to establish its service as one of the best “deal sites” 

on the Internet. 

Quantity-imposed limitations can be observed on sites that sell digital goods. In most 

of the cases these quantity-imposed limitations are there to drive purchases into 

specific categories of products and not because there is an actual limitation. 

A typical example of this can be observed in many iOS games. The following example 

is taken from the “Fairway” game by “Big Fish”: 
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Figure 15: Fairway game – Scarcity (16 March 2013) 

The game offers the capability of buying in-game currency with real currency. 

Empirical data suggest that the game producers often declare the smaller virtual-

currency packages as “sold-out” in order to drive consumers to purchase the bigger 

(and more expensive) packages. In the example demonstrated above, the smaller 

packages (Duffer Pack and Scratch Pack, costing 15 SEK and 30 SEK respectively) are 

marked as sold-out and the only packages available to consumers are the Pro Pack 

and the Champions Pack. By limiting access to the smaller packages, the game 

producers use the principle of Scarcity and drive consumers to larger packages. 

Moreover, by forcing the user to purchase more virtual currency they can force the 

user to commit more to the game (until the currency runs out), therefore utilizing 

also the principle of Commitment and Consistency [11]. 
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4. Methodology 

The fourth chapter of the thesis contains the description of the research methodology 

that was used during the development of the thesis. The chapter defines the 

approach taken by the author and how the approach was executed. 

4.1. Research Design 

The author has chosen to approach this study using the literature review approach. 

The literature review approach allows for identification of existing knowledge, 

building of strong foundation and enables the researcher to synthesize the current 

body of knowledge and identify gaps that require further exploration [60].  

Levy and Ellis have proposed that a literature review study should be executed in 

three stages, as depicted below: 

 

Figure 16: Literature review process (Levy and Ellis) [60] 

Okoli et al. build on Levy et al.’s model by suggesting that three kinds of literature 

reviews can be identified [61]: 

Theoretical background: found in journal articles and aim at providing an 

introduction to the topic before the researcher(s) address their main topic. 

Thesis literature review: found in graduate thesis and aim at providing a framework 

within which the student/research builds their study 

Stand-alone literature review: according to the definition provided by Okoli and 

Schabram: 
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 “… a journal-length article whose sole purpose is to review the literature in a 

field, without any primary data (that is, new or original) collected or analyzed. At 

most, results from the reviewed studies might be analyzed as the data for the 

literature review; however, a stand-alone literature review article does not collect 

or analyze any primary data” [61]. 

Okoli and Schabram recognize that the stand-alone literature review can be 

executed in a number of fashions, ranging from annotated bibliography to rigorous 

synthesis of a body of research [61]. What turns a stand-alone literature review into 

a systematic literature review is the rigorous approach applied by the researcher.  

It has been chosen to perform this study as a systematic literature review because it 

fits ideally with the work the author wants to perform. The method does not call for 

collection of new primary data, but instead allows the analysis of past results – 

especially data that come out of the literature review and not via the use of 

empirical methods (e.g.: questionnaires, case studies, etc.). In addition, the following 

points have been taken into consideration when choosing the method: 

 The author wants to examine all available knowledge on Social Engineering 

and Social Engineering models. The literature review process dictates that is 

imperative that one gathers as much information as possible [60]. 

 Based on the author’s anecdotal experience, Social Engineering is not yet 

treated as a serious risk by organizations. By building a strong foundation of 

theoretical knowledge and tying it to practical application the author will be 

able to highlight the issue better and explain why its risk level should be 

elevated.  

Okoli and Schabram advocate that in order for the literature review to be considered 

systematic and to be able to be categorized as “stand-alone”, the researcher(s) need 

to follow a methodological approach. Okoli and Schabram facilitate the 

methodological approach by providing an eight-step model to be used during the 

literature review process. Their model is depicted below: 



55 

 

 

Figure 17: Literature review approach (Okoli and Schabram) [61] 

The following sections describe the author’s approach to the study and detail what 

actions took place in each on the phases describe by Okoli and Schabram [61]. 

 Purpose of the literature review 4.1.1.

Phase one identifies the purpose of the literature review. The reasons for choosing 

the literature review method have been defined in 4.1 and the motivation has been 

defined in 1.3. 
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 Protocol and training 4.1.2.

Phase 2 described the protocol and training. During this phase, two major activities 

take place. The first activity is to define the research question, while the second 

activity is to “train” the reviewers and agree on how the review will be performed, 

how notes will be taken and how the process will work in a systematic way [61]. 

The first activity of this phase has been defined in 1.4. 

When it comes to the second step, no reviewer training is needed since the review is 

performed by a single reviewer. In order to facilitate the review process, the author 

has decided on a number of issues to address: 

 A tentative timeframe in which certain actions need to take place. 

 Use of a reference tool to facilitate note taking, references and bibliography 

generation. 

 Assumptions and limitations for the literature review (defined respectively in 

sections 1.5  and 1.6). 

 Searching the literature 4.1.3.

The main inspiration behind this study was the book “Influence: The Psychology of 

Persuasion” by Dr. Robert Cialdini [11]. Although the majority of the psychological 

aspects of this study come from the aforementioned book, the author needed 

additional material to ensure that the subject would be covered satisfactory. 

In order for the author to start searching for relevant literature, a number of initial 

sources were used: 

 Websites of practitioners who are active in the area of Social Engineering [62].  

 Communication with information security organizations (e.g.: (ISC)2, ISACA) 

to investigate industry material related to Social Engineering. 

 Investigation of conferences’ archives for presentations / keynotes related to 

Social Engineering (e.g.: Black Hat US/EU). 
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The first search came back with a number of books within a huge range of subjects, 

ranging from information technology and hacking to psychology, social sciences and 

self-help (coaching).  

The next phase of the search targeted academic material. In order to find academic 

sources, the author has used [63]: 

 LTU Library (both for books and journal articles). 

 ACM Digital Library. 

 IEEE Xplore. 

 Generic Google searches. 

 Mendeley Website. 

In order for the author to ensure the reputation of the material found, two meta-

search engines have been used to provide insight into the citations of each identified 

paper / book: Google Scholar (to find papers and check the “reputation” of papers by 

examining the number of citations) and CiteSeerX.  

The search process yielded a total of over 100 items (books, papers, presentations 

and reports). These documents formed the initial literature review material. The list 

was additionally augmented while the work was in progress by utilizing Backward 

and Forward searches [60]. 

 Practical screening 4.1.4.

As Fink suggests, in order to screen the literature the researcher needs to establish a 

number of criteria to apply to the documents identified in the searching for 

literature phase (4.1.3). In order to perform the practical screening of the identified 

material, a number of criteria were used: Content, Publication language, Authors, 

Setting, Date of publication or of data collection, or duration of data collection [64]. 

In detail, the author assessed the following characteristics: 

 Content: The identified document is relative to the research area. By 

examining the abstract (for academic papers), the table of contents (for 

books and reports) and by skimming through presentations the author 
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identifies material relevant to “Social Engineering”, “Influence” and 

“Persuasion”. 

 Publication language: The materials identified are produced in English or 

Greek. 

 Authors: When it comes to books and presentations, only material written by 

well-recognized and reputable practitioners move to the quality appraisal 

phase. When it comes to presentations, only presentations given in well-

known conferences have been kept. Finally, when it comes to academic 

papers, any paper that had more than 5 citations has been kept.  

 Setting: Reports produced by vendor-neutral organizations have been 

identified as valuable and have been included in the list of material to be 

quality appraised. 

 Date: Practitioner deliverables older than ten years have been discarded, 

assuming that any more recent practitioner material will also incorporate 

older knowledge. An exception to this rule applied for book / materials that 

document known executed Social Engineering attacks, as this information will 

be used to assist in modeling the attacks. When it comes to academic papers, 

documents older than fifteen (15) years have been discarded [60]. 

The material that moved to the quality appraisal phase has been divided into four 

categories: 

1. Psychology: Includes books and papers that deal with Influence and 

Persuasion as these terms are defined with the study of psychology. 

2. Social Engineering (theoretical): Includes books and papers which approach 

Social Engineering from a theoretical approach. These documents describe 

attack models, countermeasure models, quantitative analysis of Social 

Engineering attacks and Social Engineering risk management. 

3. Social Engineering (empirical): Includes books and papers that describe 

practical Social Engineering attacks or document past Social Engineering 

attacks that have been executed successfully. The descriptions of the attacks 
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can range from purely theoretical (“one could use this approach”) [19] to 

already applied techniques (“this is how I did it”) [5][14][9]. 

4. Student work: Included thesis (doctoral level and master level) related to 

Social Engineering. The aim of including these kinds of documents in the 

review is twofold: a) Identify valuable work which might have been missed 

during the search for literature (used as a mean for Backward and Forward 

searches) and b) avoid addressing the issue in a similar way as other (past) 

students. 

 Quality appraisal 4.1.5.

The purpose of this phase is to assess the identified material and decide if they are 

valuable to the researcher. Reliability and reputability of the study is essential and a 

number of questions need to be answered for the material to “pass” the quality 

appraisal [64]. Fink and Okoli and Schabram suggest that the research should use 

tables to organize their literature into thematic concepts [61][64]. The author 

however decided to not utilize this method and instead use the built-in capabilities 

of the reference management tool and categorize the material within the tool. The 

categorization was done using a combination of tags, keywords and scoring system. 

Okoli and Schabram suggest the researcher might need to discard a number of 

papers if they are deemed of low standards [61]. The author used this approach for 

the papers whose subject was Social Engineering but did not apply the same 

technique for the psychology-related papers. The reason was that the author does 

not have a suitable background in psychology to determine which papers are of 

lower standards and therefore the quality appraisal for these papers remained on a 

contextual basis (e.g.: “is this in any way relevant to what the researcher wants to 

investigate in this study?”). 

At the conclusion of the quality appraisal phase, the author was able to fulfill all six 

criteria suggested by Fink. In detail, the author covered: Know the literature, 

Comprehend the literature, Apply the literature, Analyze the literature, Synthesize 

the literature and Evaluate the literature [64].  
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The following diagram depicts the process that was executed during the quality 

appraisal phase: 

 

Figure 18: Quality appraisal process flowchart 

 Data extraction 4.1.6.

The purpose of this phase is to handle data extraction. For this study, data need to 

be extracted by papers that fall under two major categories: 

 Background and Theoretical Framework 

 Attack Cases (by Mitnick) 

For the first part, the author used the built-in capabilities of the reference manager 

tool, utilizing abstracts, note taking and tagging [65]. For the second category, as 

suggested by Petticrew and Roberts [66], the author decided to utilize a table to 

extract the date from the Mitnick attack cases. 

In order to capture all relevant information during a Social Engineering attack, the 

following table has been utilized: 

Data Extraction #1 

Attack story The name of the attack (if Mitnick provides one) or an integer 

that uniquely identifies the attack. 
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Example: Attack DMV or Attack 1 

Attack step An integer that uniquely identifies the step of the attack. If 

the attack has only a single step then the value for this is zero 

(0), else it’s an integer than identifies the position of this step 

within the attack. 

Example: In attack DMV, first call the clerk (step = 1) and then 

call the supervisor and use information received by the clerk 

(step = 2). 

Goal Described why the attacker is executing the attack, what is 

their end goal. 

Example: Get the password for the server (Information 

Extraction) or Install malware on the victim’s PC (Technology 

Attack). 

Actors Describes who is participating in the Social Engineering attack 

Example: Attacker =  Mitnick, Victim = DMV clerk 

Principle Describes which of the six principles has been used in the 

execution of the specific step. 

Step 1 Description of the interaction between the actors – focuses 

on Social Engineering actions only 

Example:  

Step 1: Attacker calls victim 

Step 2: Attacker identifies themselves as the police 

Step 3: Victim provides the information 

Step 2 

Step N 

Figure 19: Data extraction template 

 Synthesizing the studies 4.1.7.

In order for output to be produced from the systematic literature review, the results 

need to be synthesized and presented. Since the study aims to expand on the 

literature review by developing conceptual models for the offensive side of Social 

Engineering, the author decided to take the inductive approach. 

According to Thomas, the process of analyzing qualitative data includes [67]: 
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1. Preparation of raw files: in the context of this study the raw files are the 

books authored by Kevin Mitnick [5][14][9]. 

2. Close reading of text: the author reads through a random selection of Social 

Engineering attacks as they have been documented in Mitnick’s books and 

makes initial notes. The selection of the stories is kept pseudo-random – the 

author changes the random algorithm when too many similar stories are 

modeled. 

3. Creation of categories: the stories, after having been codified in the 

templates, are organized by category. The author identifies four major 

categories: Information Extraction, Physical Access, Malware Installation and 

a generic category labeled Perform an Action. 

4. Overlapping coding and uncoded text: while doing the categorization the 

author has realized that there were stories that felt into multiple categories 

(or their attack steps felt into multiple categories). In these cases the author 

made a judgment call and used a primary label for attack story instead of 

codifying it into multiple categories. Also, in contrast with what Thomas 

suggests, instead of allowing text to be uncoded [67], the text has been 

assigned to the generic category “Perform an Action”. 

5. Continuing revision and refinement of category system: the author decided 

to link related attacks into one superordinate category, the “Perform an 

Action” in order to avoid modeling Social Engineering attacks with very few 

occurrences. Again, in contrast to what Thomas advocates, the author did not 

perform a continuous refinement of the categories to time limitations [67]. 

The following diagram depicts the inductive analysis of qualitative data performed 

by the author as recommended by Thomas [67]: 
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Figure 20: Inductive qualitative data analysis (Thomas) [67] 

 Writing the review 4.1.8.

Having completed the first seven stages of the systematic literature review, the 

author decided to approach the modeling process from an interpretive study 

perspective. Orlikowski and Baroudi define the interpretive studies as: 

“Interpretive studies assume that people create and associate their own 

subjective and inter-subjective meanings as they interact with the world 

around them.  Interpretive researchers thus attempt to understand 

phenomena through accessing the meanings participants assign to them” 

[68]. 

Modeling Social Engineering attacks based on Cialdini’s principles (as analyzed in 3.2) 

dictated the interpretive approach for a number of reasons: 

 The author does not have direct access to the Social Engineering attacks 

performed by Mitnick. As a result, the study cannot identify how the story 

“played” from the victim’s perspective and the author has to be subjective 

about the psychological factors that led the attack to be successful. 

 It is known (from empirical data), that not all people have the same reaction 

to similar situations. A typical example brought up is that the youth has less 

respect for authority figures than older population. As a result, in a Social 

Engineering attack that involves the use of the Authority principle, one needs 

to understand what led one victim comply with the request while another 

victim was totally immune in a similar situation. By taking the interpretive 

approach, the author tries to identify with the victim and understand what 

led the victim react in the way that made the attack successful. 
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At this point it is important to note that the author uses the modeling process to 

achieve two goals. The primary goal is to provide a graphical depiction of how the 

attacks play out. The secondary goal is to categorize and homogenize the attacks 

(whenever possible). It has to be noted that the main goal of the research is to 

interpret how Cialdini’s principles are used in Social Engineering attacks and not to 

provide a modeling function to encompass all possible Social Engineering attacks. 

In order to produce the models that tie Cialdini’s principles with Social Engineering 

attacks, the author needs to utilize a modeling process. A number of Social 

Engineering models have already been analyzed in 2.3 but since none of these 

models serves for the activities of this study, the author will be using a variation of 

business process models to describe the sequence. 

Vondrak defines the business process model to be the representation of a business 

activity. The main characteristics of this definition are the inclusion of participants, 

distinct points (start, stop, steps) and the interaction between the participants 

(actors) [69]. Business process models are not ideal to model Social Engineering 

attacks since they cover a far wider ranger – and are usually oriented towards 

describing business processes for automation – but a trimmed version can be used 

to model the interaction between the attacker and the victim. 

According to Vondrak, business process models combine three views, the Functional 

view, the Structural view and the Behavioral view [69]. Although the Functional and 

the Structural view cannot be utilized by this study, the Behavioral view can be used, 

since: “The behavioral view is focused on when and/or under what conditions 

activities are performed” [69]. This definition allows for the use of business process 

models in the study, although admittedly they are not the ideal solution. 

Having completed the modeling activities, the thesis focuses on the attack 

interpretation and the application of each principle in the documented Social 

Engineering attacks. In order to perform the interpretation, the author examines the 

attack data (what happened, what the attacker said, how the victim responded, etc.) 

and then matches these exchanges with the description of the Influence principles 
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(as described in Theoretical Framework). The matching is performed either directly, 

if the principle allows (e.g.: “the attacker gives an order” – Authority) or best-effort 

matching (e.g. does the attack data match principle A? if yes, mark and continue, if 

not, does it match the next principle?). When an attack was found to satisfy more 

than one principle, the author made a conscious choice to categorize the attack 

under the most visible principle used during the attack. Finally, if an attack is found 

to not match any Influence principle, then the attack is not analyzed nor it’s 

documented as part of this thesis. 
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5. Analysis 

The fifth chapter of the thesis contains the analysis of Kevin Mitnick’s Social 

Engineering attacks. The analysis presents a generic model for Social Engineering 

attacks and then focuses on four different types: Information Extraction, (Gain) 

Physical access, Malware Installation and persuading the target (victim) to Perform 

an action. 

5.1. Introduction 

The initial aim of the study was to analyze documented Social Engineering attacks 

from all three books that Kevin Mitnick has authored or co-authored. However, 

during the execution of the study it became evident that: 

 The book “The Art of Intrusion” [9] documents mainly technical attacks and 

not Social Engineering attacks. Since the Social Engineering attacks were only 

a very small portion of the technical attack (less than 5%) no story has been 

selected from the book. 

 The book “The Art of Deception” [14] was used as the main source of 

information. Mitnick authored the examples in the book under aliases, but in 

the extraction process the actor as always assumed to be Kevin Mitnick. 

 The book “Ghost in the Wires” [5] is an autobiography of Kevin Mitnick. 

Although it documents a number of Social Engineering attacks, these attacks 

are a rehash of the attacks presented in “The Art of Deception”. Mitnick, 

having dealt with his judicial problems, was free to tell his story and assume 

credit for all the attacks that have been presented in “The Art of Deception” 

under various aliases. 

The following sections present the analysis of the Social Engineering attacks. Each 

section is broken into two parts: A data analysis part and a model part. The data 

analysis part provides numerical information related to the examined Social 

Engineering attack, while the model part provides the graphical representation of 

the attack itself. 
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5.2. Overview 

During the analysis, a total of thirty-seven (37) Social Engineering stories have been 

identified. These thirty-seven stories have been executed via the use of eighty-three 

(83) Social Engineering attacks, have used all six principles of Influence and have 

been executed either in four steps (the majority of the attacks) or in two steps. 

In the context of this study, the term step is defined as following: 

 Two step attack: 

o Attacker: “I want to know XYZ” or “I need you (the victim) to do XYZ”. 

o Victim: “Here it is” or “Sure, done”. 

 Four step attack: 

o Attacker: “I want to know XYZ” or “I need you (the victim) to do XYZ”. 

o Victim: “I cannot give you that” or “I cannot do that”. 

o Attacker: “I really want to know XYZ” or “I really need you (the victim) 

to do XYZ”. 

o Victim: “Here it is” or “Sure, done”. 

The analysis also provided the following facts: 

 Only a very small percentage of the attacks have been executed as Reverse 

Social Engineering (two attacks). Since the sample space is extremely small, 

the Reverse Social Engineering attacks are not considered different that the 

traditional Social Engineering attacks. 

 No attack has failed. All the documented attacks that have been analyzed for 

this study have succeeded. This is not to say that Mitnick has to offer a 

bulletproof method to execute Social Engineering attacks but merely to 

highlight the fact that “The Art of Deception” has been written as a teaching 

aid to defenders, and thus deals only with the Social Engineering attacks that 

have been successful for the attacker [14]. 

 Data analysis 5.2.1.

The attacks ranged in complexity, from simple attacks (against only one target) to 

attacks that executed upon multiple sequential targets (up to five).  
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Attack distribution 

The following table depicts the classification of the Social Engineering stories: 

Story categorization Count Example story 

Very Simple (1 victim) 16 New HR Girl, Sudden Trip 

Simple (2 victims) 7 Mauersby Accounting, Invisible 

Employee 

Medium (3 victims) 7 CreditChex, Video Store 

Complex (4 victims) 4 Network Outage, Eavesdropper 

Very Complex (5 victims) 3 C2Alpha, GeminiMed 

Figure 21: Social Engineering stories per number of victims (table) 

The following diagram depicts the categorization of the Social Engineering stories 

per number of victims (in a single story): 

 

Figure 22: Social Engineering stories per number of victims (graph) 

The full list of the Social Engineering stories and attacks used for the study can be 

found in Appendix A. 
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Goals 

As it has already been mentioned in Data extraction, the study identifies four goals 

for a Social Engineering attack. The goals are: Information Extraction, Gain Physical 

Access, Install Malware and Perform an Action. The following table depicts the 

categorization of attacks per goal: 

Attack goals Count Example attacks 

Information Extraction 46 MLAC, NCIC 

Gain Physical Access 4 The Movies, Honorable Auto Parts 

Install Malware 5 SeerWare, Network Outage 

Perform an Action 28 Global Company, New Phone 

Figure 23: Social Engineering attacks per goal (table) 

The following diagram depicts the categorization of Social Engineering attacks per 

goal: 

 

Figure 24: Social Engineering attacks per goal (graph) 

As it is obvious from the graph depicted above, Mitnick‘s Social Engineering attacks 

were heavily biased towards Information Extraction. The reason for that, as Mitnick 

explains in his autobiography is that he was not also a very capable Social 

55% 

5% 
6% 

34% 

Attack categorization per goal 

Information Extraction

Gain Physical Access

Install Malware

Perform an Action



70 

 

Engineering attacker but also equally proficient with the IT infrastructure of his era. 

Mitnick preferred to acquire information and then execute the technical part of the 

attack himself than use Social Engineering to have the actions performed for him. His 

autobiography contains multiple examples where, after acquiring a small piece of 

information, was able to penetrate into complex telephone networks (PBX) and 

computer networks and manipulate them to his advantage [5]. 

Principles of Influence 

The study identified that all six principles of Influence have been used during the 

Social Engineering attacks in varying degrees. The following table depicts the 

categorization of Social Engineering attacks based on the Influence principle used: 

Principle Count Example attacks 

Reciprocation 14 Video Store, GeminiMed 

Commitment, 

Consistency 

5 Headhunter, Eavesdropper 

Social Proof 21 New Phone, NCIC 

Liking 15 The Movies, Accounting Firm 

Authority 14 Mr. Big, Sudden Trip 

Scarcity 14 The Pissed Girlfriend, Loop Around 

Figure 25: Social Engineering attacks per Influence principle (table) 

The following diagram depicts the categorization of Social Engineering attacks per 

Influence principle: 
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Figure 26: Social Engineering attacks per Influence principle (graph) 

One can observe that the six principles of Influence are quite evenly used, with the 

exception of the principle of “Commitment and Consistency”. The five occurrences 

of the principle favor far more the Consistency part and much less the Commitment 

part. Mitnick explains this by highlighting the fact that the Social Engineering attacks 

documented in the book are “quick in-and-out” attacks and not “long con” [13] 

attacks [14]. As such, Mitnick does not invest into building the rapport needed to use 

the Commitment part of the principle, he does however use the Consistency part 

when that has been deemed necessary [5]. 

Mitnick has his own unique approach to the application of each one of the principles 

when executing a Social Engineering attack. Mitnick’s approach will be discussed in 

the following sections, where the approach to achieving each goal is analyzed in 

detail. 
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 High Level model 5.2.2.

In order to model the attack, the author uses a modified version of Business Process 

Model (BPM) [69]. The reasons the model is a modified version and does not strictly 

adhere to BPM specifications are presented below: 

 Although BPM is perfectly capable of mapping business processes, it does not 

provide any support for modeling complicated human interactions. 

Therefore, the task types used in the model have been chosen with a degree 

of freedom to match the action taken as closely as possible.  

 The model created does not pass BPM validation. The reason is that the 

author prefers to strive for visual accuracy instead of adherence to the BPM 

standard. 

The high level model (and all subsequent models) uses four BPM elements: The start 

event element, the intermediate event element, the end event element and the task 

element [69]. In order to differentiate between different steps taken during the 

Social Engineering attack, the task type is used with four sub-types: user task, send 

information, receive information and application of Influence principle. The 

following diagram presents the BPM elements used: 

 

Figure 27: Business Process Modeling elements (graph) 

The model is divided in three distinct phases: 

1. Initial interaction: In this phase the attacker either directly contacts the 

victim (forward Social Engineering attack), or sets up the environment for the 

victim to contact them (reverse Social Engineering attack). 
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2. Action stage: The attacker, after having used one or more of the principle of 

Influence is making their request to the victim. The request can be 

masqueraded as an innocent interaction (e.g.: the attacker asks ten questions 

but they are only interested in one answer), or can be expressed as a direct 

demand (e.g.: the attacker commands the victim to send them an email). 

3. Result stage: The attacker reaches their goal and acquires information, gain 

physical access, install malware or have the victim perform an action. If the 

story contains more than one attacks (as shown in Figure 22: Social 

Engineering stories per number of victims (graph)) then the attacker 

continues by returning to phase 2, else the attack ends. 

The following diagram presents the model of a Social Engineering story: 
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Figure 28: High-level model for SE story (graph) 

The High Level model differs in two points when compared to the model 

constructing for the specific type of attacks: 
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 The specific attack models display (weighted) the Influence principles used 

during the attack and demonstrate what principle was used in which step 

(some attacks have been executed in two steps, while other attacks have 

been executed in four steps). 

 The specific attack models display, in addition to the “successful attack 

outcome”, an “attack failed” outcome. Although this outcome has not been 

observed in the documented Social Engineering attacks, it has been derived 

by Mitnick’s suggestions [14]. Following each successful attack, Mitnick 

comments on the attack in a section called “Analyzing the con” and 

investigates how the attack should have failed if the victims were more 

aware of the attack. In addition, for a number of attacks, Mitnick offers a 

suggestion of protective controls which could have mitigated or stopped the 

attack [14]. The author decided to include a block of actions called “Attack 

Failure”, which demonstrates the alternative path the attack would have 

taken if the victims were aware that an attack was being executed on them. 

5.3. Information Extraction 

The Social Engineering attacks that were aiming at Information Extraction were the 

first most represented type of attacks. Forty-seven out of the eighty three (47/83, 

approximately 58%) attacks focused on convincing the victim to volunteer 

information to the attacker. 

This type of attack is the most common for a number of reasons. First of all, it can 

usually be executed over the phone or over the Internet, without the risk of physical 

proximity (and thus a chance to identify the attacker). Especially in Mitnick’s case, 

after he has successfully executed a number of Social Engineering attacks, his name 

and face was known, limiting his ability to execute attacks of the “Gain Physical 

Access” type [5]. Moreover, Mitnick used the Information Extraction attacks as the 

basic platform for more complex attacks. Since he had the technical knowledge, the 

only thing he needed (most of the times) was a small piece of information to start 

executing the attack. 
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In addition, the era in which these attacks have been executed used to be innocent 

[14]. This means that the victims were not trained, nor had the experience of 

previous attacks and when they were receiving the attacker’s request it was much 

easier for them to choose to provide information (by answering a “simple” question) 

than to be susceptible in any of the other types of attacks. 

 Data analysis 5.3.1.

The following table depicts the distribution of the Influence principles, as they were 

used in the “Information Extraction” attacks: 

Principle Count Example attacks 

Reciprocation 9 CreditChex, Video Store 

Commitment,  

Consistency 

2 Headhunter, Video Store 

Social Proof 12 The Pissed Girlfriend, Reverse Sting 

Liking 6 The Frozen Assets, Hometown Electric 

Authority 9 College Degree, Traffic Court 

Scarcity 9 C2Alpha, MLAC 

Figure 29: "Information Extraction" attacks per Influence principle (table) 

The following graph depicts the distribution of the Influence principles, as they were 

used in the “Information Extraction” attacks: 
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Figure 30: "Information Extraction" attacks per Influence principle (graph) 

 Information Extraction attack model 5.3.2.

The following diagram presents the model for the “Information Extraction” attack: 
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Figure 31: “Information Extraction” attack model (graph) 

Principle analysis 

Liking: The attacker uses the Liking principle is two different ways. The most usual 

application is to pretend that the attacker is in a vulnerable state, either due to the 

fact that they need help, or due to the fact that they have acted foolishly and that 

brought them to an uncomfortable position. In such cases, the victim feels 

compelled to help the attacker in their hour of need and thus achieve a feeling of 

superiority and satisfaction. An additional application of the Liking principle is 

demonstrated by the attacker by employing the help of a female assistant with a 

“sexy” voice [14]. When the attacker needs to call an engineering firm which mostly 

employs male employees, the attacker uses the female accomplish to keep the male 

engineers on the phone as long as possible. By extending the conversation, the 
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attacker is able to plant the questions he wants answered between innocent 

questions or casual chat. 

Authority: The attacker uses the Authority principle by either impersonating a 

specific person, or by associating himself with an organization that has some 

authority over the victim. In the former case the attacker pretends to either be an 

executive of the victim’s organization, or calling on behalf of one. In the latter case, 

the attacker impersonates an employee of an organization that is in business with 

the target organization (e.g.: software vendor, hardware vendor) and after 

demonstrating that he already has some knowledge (e.g.: product used), he 

convinces the victim to provide additional information. 

Commitment / Consistency: The attacker uses the Commitment and Consistency 

principle to build a “long-term” relationship with the victims. In order to achieve 

that, the attacker initiates the relationship by contacting the victim and establishing 

in initial connection. From that point on, the attacker builds the relationship by 

contacting the victim frequently and asking innocent questions. As soon as the 

relationship is established, the attacker can jump from the innocent questions to the 

one’s that interest him and extract the required information. 

Reciprocation: The attacker uses Reciprocation to either coerce the victim to 

cooperate, or to elevate the attacker’s likeliness against the victim. In the former 

case, that attacker contacts the victim and offers to assist them or to inquire about 

their well-being. The victim feels appreciated and pampered and feels no threat in 

answering the attacker’s questions or performing an action for them. In the latter 

case, the attacker will usually start with an offer to perform a good deed for the 

victim. For example, the attacker pretends that he is extremely satisfied with a task 

performed by the victim and offers to put in a good word with the victim’s boss. 

Later, when the attacker makes an innocent request (as perceived by the victim), the 

victim feels obliged to comply and maintain the good relationship between 

themselves and the attacker. 
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Scarcity: The attacker uses the Scarcity principle to enforce the sense of urgency 

upon the victim. The most usual application has the attacker convincing the victim 

about limited availability of a product (or service) and thus pressing the victim into 

making a rush and usually irrational choice. The Scarcity principle plays upon the 

victim’s greed – the desire to have access to something that no one else has. A 

typical example has the attacker asking for the victim’s username and password in 

order to prioritize the victim’s tasks over a number of other users’ tasks [14]. Since 

the attacker is posing as a scarce resource (e.g.: the system administrator of the 

backup system), the victim is willing to provide their credentials to gain more “usage 

time” with the scarce resource.  

Social Proof: The attacker uses the Social Proof principle to establish his familiarity 

with the victim and push the victim into making irrational decisions. The familiarity is 

established either via the use of specific language, or via namedropping – which 

makes the application of principle similar to the application of the Authority 

principle. One can observe that the Social Proof principle is heavily used by the 

attacker in Information Extraction attacks. This can be easily explained by taking a 

closer look at how Information Extraction attacks have been executed (see Appendix 

B – Social Engineering attack stories summary). A significant number of stories had 

multiple attack steps, which allowed the attacker to acquire initial knowledge about 

the lingo and the names and then use this information in the later attacks, 

demonstrating that he is “one of the team”. 

5.4. Gain Physical Access 

The Social Engineering attacks that were aiming at gaining physical access represent 

a very small sample of the documented attacks. Only four out of the eighty-three 

(4/83, approximately 5%) attacks focused on providing the attacker with physical 

access, but this is can be explained by taking a careful look at the attacker’s mode of 

operation. 

Mitnick has always preferred to execute Social Engineering attacks without having to 

come face-to-face with the victim for a number of reasons. For one, Mitnick’s 

physiology (slim and not looking particularly authoritative) did not allow him to pass 
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as someone who holds a position of authority. In addition, most of the attacks have 

been performed while Mitnick was still of young age (15-20 years old), meaning that 

it wouldn’t have been easy for him to even impersonate an employee or a professor 

[5] . For these reasons, Mitnick always preferred to limit the physical part of the 

attack to “dumpster diving” and execute the majority of the attacks either via the 

phone, or by executing technical attacks. As a result, it’s not surprising that the 

author was not able to find a plethora of “Gain Physical Access” attacks to analyze. 

 Data analysis 5.4.1.

The following table depicts the distribution of the Influence principles, as they were 

used in the “Gain Physical Access” attacks: 

Principle Count Example attacks 

Reciprocation 1 Honorable auto-parts 

Commitment,  

Consistency 

0 - 

Social Proof 0 - 

Liking 2 The Movies, Accounting Firm 

Authority 1 Skywatcher Aviation 

Scarcity 0 - 

Figure 32: "Gain Physical Access" attacks per Influence principle (table) 

The following graph depicts the distribution of the Influence principles, as they were 

used in the “Gain Physical Access” attacks: 
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Figure 33: "Gain Physical Access" attacks per Influence principle (graph) 

 Gain Physical Access attack model 5.4.2.

The following diagram presents the model for the “Gain Physical Access” attack: 

25% 

50% 

25% 

Influence principles used in "Gain 
Physical Access" attacks 

Reciprocation

Commitment,  Consistency

Social Proof

Liking

Authority

Scarcity



83 

 

Initial interaction

Action stage

Result stage

Influence
Attack failure

Attacker begins the attack

Attacker prepares pretext

Attacker contacts 
the victim

Liking
Reciprocation

The attacker asks 
the victim to 

provide physical 
access

Liking
Authority

Reciprocation

The victim provides 
physical access

The victim does not realize they have been attacked Attack ends

Victim does not 
help the attacker

Victim does not 
help the attacker

Victim realizes they have been attacked

FAIL

FAIL

LEGEND

Green: Principle usage count #1

Orange: Principle usage count #2

 

Figure 34: “Gain Physical Access” attack model (graph) 

Principle analysis 

The identified principles are used in the following way(s): 

Liking: The attacker applies the Liking principle either by offering positives comments 

about the organization and the target, or by lowering themselves by admitting they 

have done something wrong or failed to follow a well-known process. Although the 

former action aims at enhancing the likeability of the attacker, the latter aims at 

triggering a feeling of guilt with the victim. 

Authority: The attacker applies the Authority principle when they fail to influence 

the victim via the Liking principle.  As soon as the victim became defensive and 
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questioned the attacker’s intentions, the attacker uses the namedropping technique 

(e.g.: “authority figure X requested this”) to circumvent the challenge. 

Reciprocation: The attacker uses the Reciprocation principle in its simplest form. 

They offer initially to help the victim with their career, and then later the victim 

“feels obliged” to accommodate the attacker’s requests. 

5.5. Malware Installation 

The Social Engineering attacks that were aiming at installing malware on the victim’s 

systems represent a very small sample of the documented attacks, coming slightly in 

front of the Gain Physical Access attack. Only five out of the eighty-three (5/83, 

approximately 6%) attacks focused on convincing the victim to install malware on 

their systems. 

As with the Gain Physical Access attacks, Mitnick justifies this by setting the frame 

within these attacks took place. The majority of the attacks took place quite early in 

the commercial Internet era (1979 – 1990), an era where the concept of malware 

was not widely spread, nor heavily used by attackers. In addition, dues to the 

scarcity of malware toolkits, all malware had to be created from scratch by the 

attacker before it could be distributed. Lastly, according to Mitnick, most systems 

were exposed to Internet without any preventive controls (e.g.: firewalls), so the 

need to penetrate a network from the inside via the use of malware was not as big 

as it is today [5].  

 Data analysis 5.5.1.

The following table depicts the distribution of the Influence principles, as they were 

used in the “Install Malware” attacks: 

Principle Count Example attacks 

Reciprocation 2 Mauersby Accounting, SeeWare 

Commitment, 

Consistency 

1 Network Outage 

Social Proof 0 - 
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Liking 1 Marchand Microsystems 

Authority 1 Millan-Fenton Publishers 

Scarcity 0 - 

Figure 35: "Install Malware" attacks per Influence principle (table) 

The following graph depicts the distribution of the Influence principles, as they were 

used in the “Install Malware” attacks: 

 

Figure 36: "Install Malware" attacks per Influence principle (graph) 

 Malware Installation attack model 5.5.2.

The following diagram presents the model for the “Install Malware” attack: 
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Figure 37: “Install Malware” attack model (graph) 

Principle analysis 

The identified principles are used in the following way(s): 

Commitment: The attacker, after having setup a reverse Social Engineering attack, 

spends a considerable amount of time helping the victim. The victim is convinced 

that the attacker is working for their own benefit, and when they attacker asks the 

victim to perform a software installation the victim is happy to oblige. Although the 

victim recognizes the request as peculiar, they have already committed and 

consistently followed the attacker’s requests so far, that backing out at the specific 

request would seem inconsistent and illogical. 

Reciprocation: The attacker contacts the victim and impersonates a legitimate 

connection to the victim. While the attacker sets up the attack, they provide 
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valuable (and free) advice to the victim. When the attacker “feels” ready, they ask 

the victim for a small favor, and the victim does not hesitate to reciprocate the help 

they have received, by complying with the attacker’s request. In both cases that 

Reciprocation has been used, the attacker has established a very strong pretext, 

allowing them to acquire operational details and then build their relationship with 

the victim. 

Liking: The attacker uses the Liking principle by setting themselves in a helpless 

position and asking the victim to help them. By exaggerating about how much they 

need help, and by praising the victim’s ability to provide the needed help, the 

attacker establishes themselves as well-liked people. Having achieved the necessary 

likeness, the attacker builds on the connection and masquerades their initial Social 

Engineering attack as “extra” help. 

Authority: The attacker uses impersonation to influence the victim. By claiming the 

identity of one of the organization’s executives the attacker manages to get the 

victim to install malware on their system. The attacker did not need additional 

principles or pretext, because they were lucky enough to: 1) Speak with a new 

employee, one who wouldn’t recognize the voice of a senior executive and 2) The 

victim was lacking technical knowledge and has not yet taken the awareness training 

course. 

5.6.  Perform an Action 

The Social Engineering attacks that were aiming at convincing the victim to Perform 

an Action were the second most represented type of attacks, slightly behind the 

Information Gathering attacks. Twenty-six out of the eighty three (26/83, 

approximately 32%) attacks focused on convincing the victim perform an action. 

The Perform an Action attack is a collation of different types of attacks that had very 

small counts and therefore could not stand on their own as separate categories. 

During the analysis of the documented Social Engineering attacks, the following sub-

categories have been collated into the Perform an Action category: 
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 Acquisition of information on physical media: In these types of attacks, the 

attacker is interested to acquire a piece of information, but the information 

can only be delivered to them on physical media (e.g.: fax, printed catalogue, 

floppy disk, etc.). The attacker convinces the victim to take the appropriate 

actions so they can acquire the information (e.g.: send the attacker a fax, 

order a printed catalogue for the attacker, use post to send them the floppy 

disk, etc.) 

 Acquire legitimate access to a technical platform: In these types of attacks, 

the attacker is interested in acquiring access to a technical platform without 

exploiting the platform (e.g.: system account, remote access, voicemail, etc.). 

The attacker convinces the victim to perform the necessary actions for the 

access to be granted (e.g.: a system administrator opens an account for the 

attacker, a PBX operator creates a regional voicemail for the attacker, a 

network administrator sets up remote dial-up access for the attacker).  

 Setup a scenario in a specific way: In these types of attack, the attacker is 

interested in having an action executed either in a specific way, or at a 

specific time, favorable towards the attacker (e.g.: set up a pre-authorization 

before they call their next victim, setup a court appearance on a specific 

date, etc.). The attacker convinces the victims to perform the necessary 

actions for them to achieve their goals and then builds on these actions to 

continue the Social Engineering attack. 

According to Mitnick, Perform an Action attacks can be very complicated, especially 

when the actions result with the attacker having acquired some physical item which 

is the property of the organization [5]. From the moment that a physical medium 

comes into play, the medium is traceable and the organization (or the authorities) 

can trace it back to the attacker. Mitnick has found a number of intelligent ways to 

avoid tracking (especially when the attack was based around faxes), but as he 

explains in his autobiography: “I was unlucky to have to deal with physical media, 

but I was lucky enough to act in a world where everybody was not suspicious of my 

requests” [5]. 
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 Data analysis 5.6.1.

The following table depicts the distribution of the Influence principles, as they were 

used in the “Perform an Action” attacks: 

Principle Count Example attacks 

Reciprocation 2 PayPal, Copyright Caper 

Commitment,  

Consistency 

2 Video Store, Eavesdropper 

Social Proof 9 GeminiMed, New Phone 

Liking 6 Headhunter, College Degree 

Authority 3 New HR Girl, Mr. Big 

Scarcity 4 Loop Around, Traffic Court 

Figure 38: "Perform an Action" attacks per Influence principle (table) 

The following graph depicts the distribution of the Influence principles, as they were 

used in the “Perform an Action” attacks: 

 

Figure 39: "Perform an Action" attacks per Influence principle (graph) 

 Perform an Action attack model 5.6.2.

The following diagram presents the model for the “Perform an Action” attack: 
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Figure 40: “Perform an Action” attack model (graph) 

Principle analysis 

Reciprocation: The attacker uses reciprocation in the first steps of their attack, 

mainly as mean to increase their rapport with the victim. All stories under “Perform 

an Action” that utilized reciprocation where executed with multiple attack stages. In 

the early steps of the attack the attacker “sets the table” by making sure that they 

complement the victim, or offer something beneficial to the victim. As soon as the 

victim becomes intrigued, then the attacker is free to proceed and make their 

request. 

Commitment / Consistency: The attacker uses commitment and consistency to 

slowly build up their attack. As with Reciprocation, the Commitment principle is used 

in multi-stage attack stories and it’s usually the first principle that the attacker 
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utilizes. Since the victim has already agreed once to accommodate the attacker, it 

makes it more possible that they will accommodate the attacker’s request again. 

What one can observe is that the attacker does not use commitment in the latter 

steps of an attack. This is explained by the nature of the Consistency and 

Commitment principle – a softer principle (together with Liking). If the victim is not 

immediately persuaded to remain consistent and comply with the attacker’s request 

then the attacker has to switch gears and use a more aggressive principle, like 

Authority, Scarcity or Social Proof. 

Liking: The attacker utilizes the Liking principle in a very consistent way. The usual 

mode of operation is for the attacker to present themselves as in being in need of 

help (due to something that happened to them), or to state that have done 

something stupid and therefore they would be obliged if the victim could help them 

sort it out. Depending on how successful the application of the principle is, the 

victims’ responses range from “basic help” (e.g.: providing the attacker with semi-

private information) up to going out of their way to help them (e.g.: a victim 

volunteered to walk five floors up to send the attacker a fax message). 

Social Proof: The attacker utilizes Social Proof by being able to refer to individuals 

that both they and the victim “know”, or by using specific language when talking to 

the victim. In the former case, the attacker will use “namedropping” to demonstrate 

that they run in the same circles as the victim. For example, the attacker uses the 

following scheme quite many times: “I got your name from X and Y, they spoke really 

highly of you”. The victim, who knows who X and Y are, assumes that the attacker 

has a degree of familiarity with them and becomes less reluctant to comply with the 

attacker’s requests. In the latter case, language is used to demonstrate familiarity 

within a certain environment. For example, when the attacker calls a police station, 

they ask: “What is X’s 20?” – Which translates to “What is X’s location?” [70]. If the 

attacker had used the official lingo for the code (e.g.: 10-20 instead of 20), it would 

have been obvious to the police officer that the attacker does not belong to their 

circle, but instead they are someone who just got access to the official code book. 
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Authority: The attacker uses the Authority principle by utilizing impersonation and 

direct namedropping. In the former case, the attacker contacts the victim and 

impersonates an authority figure who is not known to the victim (e.g.: Police office, 

an attorney, etc.). In the latter case, the attacker targets new employees, assumes 

the identity of an authority figure that is known to the victim (e.g.: the CEO of the 

company, the victim’s boss’ boss, etc.) and then make their request. What is 

immediately observable is that the Authority principle seems to be extremely 

efficient. Every time the attacker used the Authority principle, the victims dropped 

their guards and immediately complied with the request. 

Scarcity: The attacker uses the Scarcity principle in combination with time 

limitations. In all the application of the principle, the attacker contacts the victim and 

offers a service, or makes a request that is time bound to the very immediate future. 

In the former case, the victim is forced to decide if they are interested in the service, 

and if they need to act immediately on it. Usually the offer is framed in such a way 

that is quite appealing to the victim, and the victim complies with the request. In the 

latter case, the victim is forced into the corner by a request that can be framed by 

the attacker (while impersonating an external consultant) as: “I was promised that I 

can have the document today. Do you really want me to tell your CEO that you failed 

to deliver?”. The combination of the emergency (Scarcity) and the namedropping 

(Authority) forces the victim to comply with the attacker’s request. 
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6. Discussion 

The sixth chapter discusses a number of basic psychological countermeasures that 

can be applied to mitigate the effect of Social Engineering attacks when Cialdini’s 

principles are used. 

The final step for the study, after having modeled how the principles of Influence are 

used during Social Engineering attacks, is to propose some basic defensive 

countermeasures. These countermeasures are derived from a combination of 

literature review and the suggestions offered by Mitnick in his books. They don’t 

mean to be a comprehensive list of defensive countermeasure, and they are mostly 

oriented towards the psychological approach. 

Since the analysis of how the principles were used during the Social Engineering has 

been done in Chapter 5 (Analysis) only the countermeasures are presented below. 

6.1. Reciprocation 

Cialdini recognizes that the Reciprocation principle is very strong amongst current 

and older societies and goes as far as describing it as “the honored network of 

obligation” [11]. By realizing that reciprocity is tightly connected to how people 

interact, Cialdini offer two possible defenses that can be applied when defending 

against Social Engineering attacks. 

The first defense would be to invariably reject any offer of kindness of favor [51]. 

This approach proves to be very easy “on-paper” since it requires minimum effort 

from the target, but it cannot be realized in practice and certainly not in a business 

environment. Rejecting any offer of favor blatantly will soon lead to the target being 

characterized as rude, uncooperative and weird. One could argue that this approach 

can only be used when dealing with external entities, but a number of sources has 

shown that Social Engineering attacks can be executed from internal and external 

attacker in equal rates [4][3]. It becomes obvious then, that for the target to be 

functional in the business social setting, this approach is not recommended. 
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The second defensive mechanism suggested is for the target to accept the initial 

offer, but execute judgment when they are about to reciprocate the favor [52]. This 

defense is much more appropriate for a business environment, but more difficult to 

execute as well. The main difficulty is that the target will need to be able to evaluate 

the attacker’s request and judge if the initial offer was sincere or a vehicle to enforce 

the Reciprocation principle. If the target realizes that the offer is not sincere, then 

they can deliver themselves from the need to reciprocate – the principle states that 

the target should return a kind act to a kind act, not repay a “trick” with a kind act. 

6.2. Commitment and Consistency 

The Commitment and Consistency principle is quite difficult to defend against, 

especially since, by definition, it implies that there is a long relationship between the 

attacker and the target, or at least longer than the Social Engineering attacks where 

the other principles are applied. 

Cialdini recognizes only one defense when it comes to Consistency. The defense is to 

honor the feeling of uneasiness experienced by the target when they follow through 

because of Consistency [71]. Cialdini graphically describes the feeling as “feeling a 

tight knot forming in the stomach” [11]. When the target experiences this feeling, 

they can be extremely certain that they are about to commit an act that is not 

justified by the Consistency principle. 

According to Wilson, humans experience their feelings before they can rationalize 

their actions [72]. Based on that finding, Cialdini advocates that a better defense for 

the target is to be extremely attentive to the conversation taking place and focus on 

what is being asked of them [11]. Wilson’s and Cialdini’s statements offer a “way-

out” for the target when they are subjected to the Commitment principle. The target 

should ask themselves: “Would I make this choice again?” and trust their feelings 

before they intellectualize their decision. The target must be able to “cut their 

losses” instead of continuing falling prey to the will of the attacker. 
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6.3. Social Proof 

The Social Proof principle is one of the easier principles of Influence to defend 

against, since it’s usually applied in one of the following settings: 1) The Social Proof 

evidence have been faked (or falsified) and 2) The target received the correct 

evidence of Social Proof but misused them. 

Cialdini argues that the Social Proof principle is like the use of an auto-pilot [11]. The 

auto-pilot can provide us with valuable information, but it also needs to be checked 

and maintained at regular intervals – a parallelization towards how the defense 

techniques should work. In the former case, the faked evidence, the defensive 

strategy revolves around evidence verification. In the latter case, the 

misunderstanding of evidence,   the defensive strategy should revolve around 

education, awareness and business processes. 

Especially in the latter case, the target should be able to rely on clear processes (on 

how “things work”) and not prey victim to their own delusions. The fact that the 

attacker might know (or socialize with) the organization’s executive does not mean 

that the target should provide assistance under the fear of punishment or the hope 

of reward. 

6.4. Liking 

The Liking principle is extremely complicated to defend against, especially since it 

can manifest in a number of different ways (see Liking). Cialdini offers a novel 

approach on how to defend against it, and the approach is: Don’t defend against it 

[52]. Instead, the target should focus on realizing that the Liking principle has been 

applied and be able to understand the effect of the principle. By doing that, the 

target removes the focus from the unimportant question (“Why the attacker is so 

likeable?”) and moves the focus to the important question: “Is it normal to find the 

attacker so likeable?”. If the target answers the latter question in a negative way, 

they can be sure that some Liking tactic has been applied and then the target can 

focus on the outcome. 
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As soon as the target realizes that the Liking principle is applied, they need to 

separate the attacker from the process. The target should ignore the likeness of the 

attacker and instead focus on the request – would the target act in the same way if 

the request was coming from someone who was indifferent to the target (or even 

disliked by the target). Again, if the answer is negative, then the target can decide (to 

a large extend) that the request is malicious and should deny continuing the 

interaction with the attacker. However, if the target decides that they would have 

accommodated the request, even if it has originated from another person, they 

should feel free to proceed with the request. 

6.5. Authority 

The principle of Authority is considered one of the easier principles to defend 

against, but the easiness is heavily dependent on the personality of the target and 

their willingness to challenge. Cialdini offers a line of defense, based on questioning 

the authority (or expert as Cialdini prefers to define authority) and evaluating why 

the authority is acting in a specific way [51], but this defense cannot be used in a 

business environment setting. 

The main issue is that in a business environment setting, the target does not have 

the luxury of evaluating the authority figure. In most of the cases, the authority 

comes from a title (e.g.: CEO) and not from a qualification (e.g.: Leading expert in 

field XYZ). In these cases, the target operates in a totally different framework to the 

one described by Cialdini. 

The main line of defense against the Authority principle is to establish an open 

culture that values awareness more than it values business hierarchies. Within such 

a culture the target is able to question a request coming from an authority figure 

without the fear of being punished for being inquisitive. It is however crucial to note 

that the open culture, by itself, cannot provide all the defensive countermeasures 

needed. The target needs to also overcome any personality barriers they might have 

against conflict and ensure that they challenge authoritative requests appearing to 

be  out of the ordinary or come from unusual authoritative sources (e.g.: a CEO 

asking something from a low-level employee). 
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6.6. Scarcity 

The principle of Scarcity is considered one of the most difficult principles to defend 

against because, according to Cialdini, it taps into the primitive competition center 

of the humans [11]. Most of the times it’s not the acquisition of the scarce resource 

that satisfies the target but the fact that they managed to acquire the scarce 

resource.  In simple terms, the target is not happy for the item they acquired, but for 

the fact that they acquired it before someone else did [71]. As Cialdini states, “The 

joy is not in experiencing a scarce commodity but in possessing it” [11]. 

Designing a defensive strategy for the Scarcity principle requires that one has to 

break the application of principle in two parts: Recognition of its application and 

evaluation of the scarce resource. 

Recognition of the application of the principle is the first step. According to 

psychological evidence presented by Cialdini, Scarcity situations lead to physical 

agitation and arousal, both mentally and physically [11]. The victim should be trained 

to recognize this agitated state and realize that they are being involved in a Scarcity 

situation. However, even if the target manages to achieve this difficult feat, there is 

no guarantee that they will thwart the attack, since the only information gained 

from this stage is that they are being manipulated with the Scarcity principle. 

The next step calls for evaluation of the scarce resource. In order to evaluate the 

resource, the target needs to understand the utility of the resource. According to 

Plous, utility is a measuring unit describing the pleasure achieved by consuming a 

product or service [73]. The target should break out of the presented framework (as 

proposed by the attacker) and instead calculate the utility value of the scarce 

resource for their own sake. Instead of relying on the attacker’s information (e.g.: 

“time is limited”, or “limited products remain”), the target should apply their own 

calculation on the utility of the resource. Combining this calculation with the 

recognition that they are participating in a Scarcity situation should prove effective 

against the Social Engineering attack. 
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7. Conclusion 

The seventh and final chapter of the thesis contains the results of the study and the 

discussion of the findings. In addition, this chapter presents the answers to each 

research sub-question and highlights the contribution made to research. Finally, it 

provides some suggestions for future research. 

7.1. Summary 

The study was executed in three phases: Document what is known about Social 

Engineering (via Literature Review), document the application of the principles of 

Influence (as proposed by Cialdini [11]) in the online and offline world and finally 

model how the principles are applied during Social Engineering attacks. 

7.2. Conclusion 

The study found that it is possible to model Social Engineering attacks, via the use of 

a modified business process model, according to Vondrak’s definition [69], and show 

the application of Influence principles. It is important to note however that the 

modeling process was used to provide a graphical representation of the flow of the 

Social Engineering attacks and the main goal was not to create a descriptive model 

for these attacks. 

The literature review has clearly shown that Social Engineering attacks are a topic 

that has been under examination by the academia for a long time and there is active 

research in the field. Several proposals exist on how to model Social Engineering 

attacks (as it was shown in 2.3) but most of these proposals remain on a higher-level 

and do not deal with specific attacks. The aim of this study was to provide the 

specific models for four types of attacks and demonstrate how the attacker uses the 

psychological principles of Influence to execute these types of attacks. 

The study has concluded that the principles of Influence are heavily used in Social 

Engineering attacks with almost equal frequency. The exception was the 

Commitment and Consistency principle, which has used less, but this is something 

that can be explained by the nature of the stories. Mitnick was aiming for quick goal 

completion and therefore did not run the “long-con”. His interactions with the 
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victims were short and infrequent, thus leading to the non-need of applying the 

Commitment principle. 

7.3. Delimitation 

Although the study has been completed successfully, the scope of the study was not 

as broad as originally has been stated. There are three main reasons for this: 

 Kevin Mitnick has authored (or co-authored) three books. As already stated 

in 5.2, one of these books did not focus on Social Engineering and the other 

two were covering the same stories. Therefore, although the initial source of 

documented Social Engineering attacks has been calculated to be three 

books, only one, “The Art of Deception” [14] has been used in the study. 

 The author was hoping that it would be possible to acquire more Social 

Engineering attack stories from Chris Hadnagy, an Information Security 

practitioner who specializes in white-hat Social Engineering attacks. The 

author contacted Hadnagy, but it was not possible to acquire any stories 

since the work Hadnagy is doing is covered by Non-Disclosure Agreements 

(NDA). These agreements prevent the release of both organizational 

information as well as details about the Social Engineering attacks. 

 Finally, the author was hoping that it would have been possible to acquire a 

number of Social Engineering attack from the press (e.g.: magazines, 

websites, blogs, etc.). This possibility was not realized since the majority of 

the Social Engineering stories found did not offer enough detail and thus it 

was not possible to analyze them. 

7.4. Future research 

The creation of the Social Engineering attack models does not only serve the need to 

satisfy the academic curiosity expressed by the Research Questions (see 1.4) but also 

to act as the basis for a framework that will help solve Social Engineering attacks (or 

at least mitigate their impact). The literature suggests that the most effective 

defense against Social Engineering attacks is user education and awareness [1][74] 

but this has been proven ineffective [4][75][76]. For this reason, a different approach 
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is needed; one that requires that we address Social Engineering attacks from a 

different angle. 

The models created in this study can be used when attempting to solve Social 

Engineering attacks. The researchers can draw parallels between Social Engineering 

attacks and attacks in other Information Security domains which already have a 

solution, and then utilize the solution to address the Social Engineering attacks. 

The following diagram depicts the process: 

Social Engineering 
Model

Find similar model
Information Security 

Model

Find Solution

Solved Information 
Security Model

Find similar solution
Social Engineering 

Model with Solution

 

Figure 41: Using Social Engineering models as basis 

Although it has not been covered in the scope of this study, the parallelization 

between the Social Engineering attack models and the Information Security models 

is quite trivial to achieve. The following diagram depicts the analogous model for 

“Gain Physical Entry”, which in the Information Security domain would be equal to 

“Gain Unauthorized Access to System”: 



101 

 

Initial interaction

Action stage

Result stage

Technique
Attack failure

Attacker begins the attack

Attacker connects 
to the system Hacking

The attacker 
bypasses security 

controls
Hacking

The system is 
bypassed by the 

attacker

The system does not realize it has been attacked Attack ends

The system 
prevents the attack

The system 
prevents the attack

The system realizes it has been attacked

FAIL

FAIL

 

Figure 42: “Gain Unauthorized Access” attack model (graph) 

It is not the purpose of this study to drill into creating the analogous models and 

solve the Information Security attacks. However, some suggestions can be provided 

to future researchers on how to proceed: 

Initial interaction: The defender needs to limit the attacker’s ability to contact the 

system. This can be achieved by the installation of a technical control, such as a 

firewall. 

Action stage: The defender needs to ensure that the attacker will not be able to 

bypass the security controls. Proper authentication and authorization ensure that 
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the attacker won’t be able to perform unauthorized actions, even if they manage to 

tamper with the system. 

Result stage: The defender must ensure that the system is able of understanding if 

out-of-normal operations are taking place. Technical controls such as Intrusion 

Detection Systems (IDS) and File Activity Monitoring (FIM) can provide this type of 

information. 

After having identified the solutions that solve the problem in the Information 

Security domain, the researcher can investigate for equivalent solutions in Social 

Engineering. For example, one can make the following associations: 

 Firewall: Security guard (for physical access), or receptionist (for remote 

access). 

 Authentication / Authorization: Person-to-person authentication versus 

person-to-system authentication 

 Intrusion Detection: Close-Circuit TV (CCTV), Technology tools (FIM). 

From that point on, the researcher can move the solutions to the Social Engineering 

attack model, apply them, and investigate how these solutions can be validated.  
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Appendixes 

Appendix A - Documented Social Engineering attacks  

The Art of Deception, page: 16 

Story CreditChex 
Attack 1 - Kim Andrews 
Goal Information Extraction 
Actor(s) Bank Clerk 
Principle Reciprocation 
Step 1 Attackers asks for information directly 
Step 2 Victim hesitates to answer 
Step 3 Attacker uses persuasion by elevating the status of the victim 
Step 4 Victim gives the information to the attacker 

 

The Art of Deception, page: 17 

Story CreditChex 
Attack 2 - Chris Talbert 
Goal Information Extraction 
Actor(s) Bank Clerk 
Principle Liking 
Step 1 Attacker asks for information indirectly 
Step 2 Victim is happy to answer some basic questions 
Step 3 "Attacker blends the ""important"" questions into non important 

questions" 
Step 4 Victim provides all information the attacker needs 

 

The Art of Deception, page: 17 

Story CreditChex 
Attack 3 - Henry McKinsey 
Goal Information Extraction 
Actor(s) Bank Clerk 
Principle Authority 
Step 1 Attackers asks for information and provides all necessary background 

info 
Step 2 Victim is happy to oblige 

 

The Art of Deception, page: 22 

Story Headhunter 
Attack 1 - The Receptionist 
Goal Information Extraction 
Actor(s) Company Receptionist 
Principle Social Proof 
Step 1 Attacker calls the victim and asks for information 
Step 2 Victim hesitates to answer 
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Step 3 "Attacker provides insider"" information to establish identify" 
Step 4 Victim provides all information the attacker needs 

 

The Art of Deception, page: 23 

Story Headhunter 
Attack 2 - Peggy 
Goal Information Extraction 
Actor(s) Accounts Receivable 
Principle Commitment 
Step 1 Attacker asks for information directly 
Step 2 Victim is helpful but lacks the full picture 
Step 3 Attacker tries to "build" the victim up by guessing 
Step 4 Victim provides all information the attacker needs 

 

The Art of Deception, page: 23 

Story Headhunter 
Attack 3 - Real Estate 
Goal Information Extraction 
Actor(s) Real Estate Employee 
Principle Liking 
Step 1 Attacker asks for information directly 
Step 2 Victim provides the information to keep the female attacker on the 

phone 

 

The Art of Deception, page: 24 

Story Headhunter 
Attack 4 - Bart 
Goal Perform an Action 
Actor(s) Publications Employee 
Principle Liking 
Step 1 Attacker asks the victim to send them a printed company directory 
Step 2 Victim asks for corporate information 
Step 3 Attacker provides the information gathered in previous steps 
Step 4 Victim ships the corporate directory to the attacker's location 

 

The Art of Deception, page: 26 

Story Sudden Trip 
Attack 1 - Peter Abel 
Goal Information Extraction 
Actor(s) Corporate Employee 
Principle Authority 
Step 1 Attacker calls the victim and provides wrong information 
Step 2 Victim objects and wants to verify the information 
Step 3 Attacker asks the victim to provide the correct information 
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Step 4 Victim provides the correct information 

 

The Art of Deception, page: 31 

Story MLAC 
Attack 1 - MLAC PBX 
Goal Information Extraction 
Actor(s) MLAC Operator 
Principle Scarcity 
Step 1 Attacker calls the victim and asks for information 
Step 2 Victim does not check identify assuming that they speak to a colleague 

since the MLAC number is not public 
Step 3 Attacker asks the victim for details 
Step 4 Victim provides the details the attacker needs 

 

The Art of Deception, page: 33 

Story State Patrol 
Attack 1 - State Patrol Operator 
Goal Information Extraction 
Actor(s) State Patrol Officer 
Principle Reciprocation 
Step 1 Attacker calls the victim and asks for information pretending they 

need the answers to improve service 
Step 2 Victim provides the information needed by the attacker 

 

The Art of Deception, page: 35 

Story Loop Around 
Attack 1 - Switchboard 
Goal Perform an Action 
Actor(s) Switchboard operator 
Principle Scarcity 
Step 1 Attacker calls the victim and asks that an action is performed 
Step 2 The victim hesitates to comply 
Step 3 Attacker plays on the need of the victim to receive an item in 

combination with time limitation 
Step 4 Victim agrees to perform the action 

 

The Art of Deception, page: 36 

Story Hometown Electric 
Attack 1 - Janie 
Goal Information Extraction 
Actor(s) Janie Acton 
Principle Liking 
Step 1 Attacker calls the victim and asks for information 
Step 2 Victim hesitates to answer 
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Step 3 Attacker uses a story about a broken computer 
Step 4 Victim wants to be helpful and helps the attacker 

 

The Art of Deception, page: 37 

Story The Cabinet 
Attack 1 - Staff 
Goal Information Extraction 
Actor(s) Simon's secretary 
Principle Authority 
Step 1 Attacker calls the victim and asks for information pretending they are 

calling from an "executive" office 
Step 2 Victim provides the information 

 

The Art of Deception, page: 42 

Story Video Store 
Attack 1 - Andrea Lopez 
Goal Information Extraction 
Actor(s) Video store employee 
Principle Reciprocation 
Step 1 Attacker calls the victim and asks for the manager's name 
Step 2 Victim provides the information 

 

The Art of Deception, page: 42 

Story Video Store 
Attack 2 - Ginny 
Goal Perform an Action 
Actor(s) Video store employee 
Principle Commitment 
Step 1 Attacker asks for innocent information 
Step 2 Victim provides innocent information 

 

The Art of Deception, page: 42 

Story Video Store 
Attack 3 - Ginny 
Goal Information Extraction 
Actor(s) Video store employee 
Principle Commitment 
Step 1 Attacker asks for confidential information 
Step 2 Victim is happy to provide the information to a "well-known" person 

 

The Art of Deception, page: 48 

Story New Phone 
Attack 1 - Ted 
Goal Information Extraction 
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Actor(s) Phone store employee 
Principle Social Proof 
Step 1 Attacker calls the victim and asks an innocent question 
Step 2 The victim is unable to reply but provides hints to the attacker 
Step 3 The attacker builds up to the important question 
Step 4 The victim provides the information to the attacker 

 

The Art of Deception, page: 48 

Story New Phone 
Attack 2 - Katie 
Goal Perform an Action 
Actor(s) Phone store employee 
Principle Social Proof 
Step 1 Attacker calls the victim and asks for an action to be performed 
Step 2 The victim complies because the attacker knows the lingo and the 

names 

 

The Art of Deception, page: 51 

Story NCIC 
Attack 1 - State Police Officer 
Goal Information Extraction 
Actor(s) State Police Officer 
Principle Social Proof 
Step 1 Attacker calls the victim and pretends that their system is down 
Step 2 Victim recognizes the attacker as a "member of the team" and 

volunteers to help 
Step 3 Attacker states their request 
Step 4 The victim provides the information to the attacker 

 

The Art of Deception, page: 55 

Story Network Outage 
Attack 1 - Tom DeLay 
Goal Information Extraction 
Actor(s) Employee 
Principle Reciprocation 
Step 1 Attacker calls the victim and they are extra helpful 
Step 2 The victim is captivated by the attacker 
Step 3 The attacker asks the victim a simple question in order to be able to 

"better support them" 
Step 4 The victim provides the information to the attacker 

 

The Art of Deception, page: 56 

Story Network Outage 
Attack 2 - IT department 
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Goal Perform an Action 
Actor(s) IT department 
Principle Social Proof 
Step 1 Attacker calls the victim and asks for an action to be performed 
Step 2 The victim complies because the attacker knows the lingo and the 

names 

 

The Art of Deception, page: 57 

Story Network Outage 
Attack 3 - Tom DeLay 
Goal Perform an Action 
Actor(s) Employee 
Principle Liking 
Step 1 The victim calls the attacker to acquire help 
Step 2 The attacker promises to assist the victim as soon as possible 

 

The Art of Deception, page: 57 

Story Network Outage 
Attack 4 - Tom DeLay 
Goal Install Malware 
Actor(s) Employee 
Principle Commitment 
Step 1 The attacker guides the victim to install malware on their computer to 

avoid future problems 
Step 2 The victim installs the malware believing that they improve their 

situation 

 

The Art of Deception, page: 61 

Story New HR Girl 
Attack 1 - Andrea 
Goal Perform an Action 
Actor(s) HR Employee 
Principle Authority 
Step 1 The attacker poses as an authority figure and asks the victim to 

perform an action 
Step 2 The victim complies and asks the attacker for contact information 
Step 3 The attacker is using the "I will come back to you" approach to avoid 

providing the information 
Step 4 The victim complies with the attacker's request 

 

The Art of Deception, page: 62 

Story New Magazine Girl 
Attack 1 - Rosemary 
Goal Information Extraction 
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Actor(s) Employee 
Principle Reciprocation 
Step 1 The attacker calls the victim to make sure that the victim is well setup 
Step 2 The victim answers some innocent questions 
Step 3 The attacker having established his good will ask the "important" 

questions 
Step 4 The victim provides the information to the attacker 

 

The Art of Deception, page: 67 

Story GeminiMed 
Attack 1 - Switchboard 
Goal Information Extraction 
Actor(s) Employee 
Principle Scarcity 
Step 1 The attacker calls the victim and pretends he has forgotten the name 

of the actual victim 
Step 2 The victim hesitates to provide the information 
Step 3 The attacker mentions how critical is to reach the victim 
Step 4 The switchboard operator complies with the attacker's request 

 

The Art of Deception, page: 67 

Story GeminiMed 
Attack 2 - Scott 
Goal Information Extraction 
Actor(s) Employee 
Principle Social Proof 
Step 1 The attacker calls the victim and asks for detailed information 
Step 2 The victim complies because the attacker knows the lingo and the 

names 

 

The Art of Deception, page: 67 

Story GeminiMed 
Attack 3 - Michelle 
Goal Information Extraction 
Actor(s) Employee 
Principle Reciprocation 
Step 1 The attacker calls the victim and pretends they are doing the victim a 

favor 
Step 2 The victim complies with the attacker's request 

 

The Art of Deception, page: 68 

Story GeminiMed 
Attack 4 - Receptionist 
Goal Perform an Action 
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Actor(s) Employee 
Principle Social Proof 
Step 1 The attacker calls the victim and asks for an email list to be faxed 
Step 2 The victim complies because the attacker knows the lingo and the 

names 

 

The Art of Deception, page: 69 

Story GeminiMed 
Attack 5 - IT 
Goal Information Extraction 
Actor(s) Employee 
Principle Social Proof 
Step 1 The attacker calls the victim and asks for detailed information related 

to remote login 
Step 2 The victim complies because the attacker knows the lingo and the 

names 

 

The Art of Deception, page: 65 

Story GeminiMed 
Attack 6 - Steve 
Goal Information Extraction 
Actor(s) Researcher 
Principle Scarcity 
Step 1 Attacker calls the victim and states that all systems will be unusable 

for a number of days 
Step 2 The victim objects and argues for faster service 
Step 3 The attacker asks for confidential information to speed up the process 
Step 4 The victim provides the information to the attacker 

 

The Art of Deception, page: 78 

Story Global Company 
Attack 1 - Receptionist 
Goal Information Extraction 
Actor(s) Employee 
Principle Scarcity 
Step 1 The attacker calls the victim and pretends he has forgotten the name 

of the actual victim 
Step 2 The victim hesitates to provide the information 
Step 3 The attacker mentions how critical is to reach the victim 
Step 4 The switchboard operator complies with the attacker's request 

 

The Art of Deception, page: 78 

Story Global Company 
Attack 2 - Joseph 
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Goal Information Extraction 
Actor(s) Employee 
Principle Reciprocation 
Step 1 The attacker calls the victim and offers help 
Step 2 The victim hesitates to accept the help 
Step 3 The attacker forces the victim to comply by presenting them with an 

unusual request 
Step 4 The victim complies with the attacker's request 

 

The Art of Deception, page: 78 

Story Global Company 
Attack 3 - IT 
Goal Perform an Action 
Actor(s) Employee 
Principle Authority 
Step 1 The attacker asks the victim for a remote access account 
Step 2 The victim wants to verify the claim 
Step 3 The attacker presents information acquires in previous steps 
Step 4 The victim complies with the attacker's request 

 

The Art of Deception, page: 85 

Story Eavesdropper 
Attack 1 - Roger 
Goal Perform an Action 
Actor(s) Employee 
Principle Social Proof 
Step 1 The attacker contacts the victim and asks for an action to be 

performed 
Step 2 The victim hesitates and wants further verification 

 

The Art of Deception, page: 86 

Story Eavesdropper 
Attack 2 - Manager 
Goal Perform an Action 
Actor(s) Employee 
Principle Liking 
Step 1 The attacker calls Roger's manager and asks for permission 
Step 2 The manager grants permission 

 

The Art of Deception, page: 88 

Story Eavesdropper 
Attack 3 - Scott 
Goal Information Extraction 
Actor(s) Employee 
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Principle Social Proof 
Step 1 The attacker calls the victim and asks for detailed information 
Step 2 The victim complies because the attacker knows the lingo and the 

names 

 

The Art of Deception, page: 89 

Story Eavesdropper 
Attack 4 - Roger 
Goal Perform an Action 
Actor(s) Employee 
Principle Commitment 
Step 1 The attacker calls the victim and asks for an extension of their access 
Step 2 The victim, having already acquired approval from their manager 

complies 

 

The Art of Deception, page: 97 

Story PayPal 
Attack 1 - Edgar 
Goal Perform an Action 
Actor(s) PayPal User 
Principle Reciprocation 
Step 1 The attacker contacts the victim via email and offers a reward for an 

action to be taken 
Step 2 The victim does not pay attention to the action and performs it 

 

The Art of Deception, page: 106 

Story The Movies 
Attack 1 - Dorothy 
Goal Gain Physical Access 
Actor(s) Employee 
Principle Liking 
Step 1 The attacker calls the victim and praises the company 
Step 2 The victim gets enthusiastic about the attacker 
Step 3 The attacker humiliates themselves and ask information on how to 

gain physical access 
Step 4 The victim provides the information to the attacker 

 

The Art of Deception, page: 109 

Story The Pissed GirlFriend 
Attack 1 - CO Employee 
Goal Perform an Action 
Actor(s) Employee 
Principle Scarcity 
Step 1 The attacker commands the victim to take an action because it's an 
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emergency 
Step 2 The victim complies with the attacker's request 

 

The Art of Deception, page: 109 

Story The Pissed GirlFriend 
Attack 2 - CO Employee 
Goal Information Extraction 
Actor(s) Employee 
Principle Social Proof 
Step 1 The attacker calls the victim and asks for detailed information 
Step 2 The victim complies because the attacker knows the lingo and the 

names 

 

The Art of Deception, page: 111 

Story Mr. Big 
Attack 1 - Scott Abrams 
Goal Perform an Action 
Actor(s) Employee 
Principle Authority 
Step 1 The attacker asks the victim to send them a report 
Step 2 The victim hesitates and wants further verification 
Step 3 The attacker namedrops the CEO's name 
Step 4 The victim provides the information to the attacker 

 

The Art of Deception, page: 113 

Story The Frozen Assets 
Attack 1 - Local District Office 
Goal Information Extraction 
Actor(s) Employee 
Principle Liking 
Step 1 The attacker poses as a new employee and persuades the target to 

help them 
Step 2 The victim provides the attacker with confidential information 

 

The Art of Deception, page: 112 

Story The Frozen Assets 
Attack 2 - May Linn 
Goal Information Extraction 
Actor(s) Employee 
Principle Liking 
Step 1 The attacker calls the victim and plays the “victim card” 
Step 2 The victim agrees to help the attacker 
Step 3 The attacker fabricates a story to ensure continuous help from the 

victim 
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Step 4 The victim complies with the attacker's request 

 

The Art of Deception, page: 119 

Story Mauersby Accounting 
Attack 1 - Receptionist 
Goal Information Extraction 
Actor(s) Employee 
Principle Authority 
Step 1 Attacker calls the victim and impersonates an important business 

associate 
Step 2 The victim provides the attacker with confidential information 

 

The Art of Deception, page: 119 

Story Mauersby Accounting 
Attack 2 - Mary 
Goal Install Malware 
Actor(s) Employee 
Principle Reciprocation 
Step 1 The attacker calls the victim and offers help 
Step 2 The victim feels grateful for the help 
Step 3 The attacker asks the victim to install malware 
Step 4 The victim complies with the attacker's request 

 

The Art of Deception, page: 121 

Story Copyright Caper 
Attack 1 - DA's Office 
Goal Perform an Action 
Actor(s) Employee 
Principle Authority 
Step 1 The attacker poses as a police officer and asks the victim to send them 

confidential reports 
Step 2 The victim agrees but hesitates to do so because a piece of 

information is missing 

 

The Art of Deception, page: 122 

Story Copyright Caper 
Attack 2 - Receptionist 
Goal Information Extraction 
Actor(s) Employee 
Principle Social Proof 
Step 1 The attacker calls the victim and asks for detailed information 
Step 2 The victim complies because the attacker knows the lingo and the 

names 
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The Art of Deception, page: 122 

Story Copyright Caper 
Attack 3 - DA's Office 
Goal Perform an Action 
Actor(s) Employee 
Principle Social Proof 
Step 1 The attacker provides the last piece of information and asks the victim 

to send the report 
Step 2 The victim agrees to help the attacker 
Step 3 The attacker plays on the victims camaraderie feeling 
Step 4 The victim goes out of their way to help the attacker 

 

The Art of Deception, page: 123 

Story Copyright Caper 
Attack 4 - Copy store 
Goal Perform an Action 
Actor(s) Employee 
Principle Reciprocation 
Step 1 The attacker compliments the store services and asks for a favor 
Step 2 The victim complies with the attacker's request 

 

The Art of Deception, page: 123 

Story Copyright Caper 
Attack 5 - DA's office 
Goal Perform an Action 
Actor(s) Employee 
Principle Social Proof 
Step 1 The attacker asks the victim to destroy the original documents 
Step 2 The victim complies with the attacker's request 

 

The Art of Deception, page: 125 

Story College Degree 
Attack 1 - Registrar 
Goal Information Extraction 
Actor(s) Employee #1 
Principle Reciprocation 
Step 1 The attacker calls the victim and offer their help 
Step 2 The victim feels appreciation for the attacker 
Step 3 The attacker asks for confidential information 
Step 4 The victim provides the information to the attacker 

 

The Art of Deception, page: 126 

Story College Degree 
Attack 2 - Registrar 
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Goal Perform an Action 
Actor(s) Employee #2 
Principle Scarcity 
Step 1 The attacker calls the victim and offers a demo of a new services 
Step 2 The victim tries the new service and provides the attacker with their 

credentials 

 

The Art of Deception, page: 127 

Story College Degree 
Attack 3 - Registrar 
Goal Information Extraction 
Actor(s) Employee #3 
Principle Authority 
Step 1 The attacker calls the victim and asks for confidential information 
Step 2 The victim questions the attacker 
Step 3 The attacker pretends to be calling from the Dean's office 
Step 4 The victim provides the information to the attacker 

 

The Art of Deception, page: 127 

Story College Degree 
Attack 4 - IT Support 
Goal Perform an Action 
Actor(s) Employee 
Principle Liking 
Step 1 The attacker poses as a helpless individual 
Step 2 The victim is motivated to help the attacker 
Step 3 The victim asks for instructions on how to extract information 
Step 4 The victim provides the information to the attacker 

 

The Art of Deception, page: 134 

Story Industrial Federal Bank 
Attack 1 - Angela 
Goal Information Extraction 
Actor(s) Employee 
Principle Scarcity 
Step 1 The attacker calls the victim and pretends they want to invest a large 

sum of money 
Step 2 The victim engages with the attacker 
Step 3 The attacker asks a number of innocent questions 
Step 4 The victim provides the information to the attacker 

 

The Art of Deception, page: 135 

Story Industrial Federal Bank 
Attack 2 -Louis 
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Goal Information Extraction 
Actor(s) Employee 
Principle Scarcity 
Step 1 The attacker pretends they do a favor for the victim's friends 
Step 2 The victim questions the attacker 
Step 3 The attacker overplays the favor hand 
Step 4 The victim provides the information to the attacker 

 

The Art of Deception, page: 136 

Story Industrial Federal Bank 
Attack 3 - Walter 
Goal Perform an Action 
Actor(s) Employee 
Principle Social Proof 
Step 1 The attacker calls the victim and asks for detailed information 
Step 2 The victim complies because the attacker knows the lingo and the 

names 

 

The Art of Deception, page: 141 

Story Reverse Sting 
Attack 1 - Teletype 
Goal Information Extraction 
Actor(s) Employee 
Principle Social Proof 
Step 1 The attacker calls the victim and asks for information 
Step 2 The victim hesitates to help the attacker 
Step 3 The attacker proves they possess part of the knowledge 
Step 4 The victim provides the information to the attacker 

 

The Art of Deception, page: 142 

Story Reverse Sting 
Attack 2 - PBX Support 
Goal Information Extraction 
Actor(s) Employee 
Principle Authority 
Step 1 The attacker calls the victim and pretends they call from the vendor's 

office 
Step 2 The victim provides the attacker with confidential information 

 

The Art of Deception, page: 144 

Story Reverse Sting 
Attack 3 - Police Officer 
Goal Information Extraction 
Actor(s) Employee 



126 

 

Principle Authority 
Step 1 The victim calls the attacker without knowing it 
Step 2 The attacker offers to help the victim 
Step 3 The victim provides confidential information in order to get help 
Step 4 The attacker records the confidential information and then disengages 

 

The Art of Deception, page: 152 

Story Skywatcher Aviation 
Attack 1 - Receptionist 
Goal Information Extraction 
Actor(s) Employee 
Principle Scarcity 
Step 1 The attacker calls the victim and pretends it's an emergency 
Step 2 The victim provides the attacker with confidential information 
Step 3  
Step 4  

 

The Art of Deception, page: 152 

Story Skywatcher Aviation 
Attack 2 - Manager 
Goal Information Extraction 
Actor(s) Employee 
Principle Social Proof 
Step 1 The attacker calls the victim and asks for detailed information 
Step 2 The victim complies because the attacker knows the lingo and the 

names 

 

The Art of Deception, page: 153 

Story Skywatcher Aviation 
Attack 3 - Security guard 
Goal Gain Physical Access 
Actor(s) Employee 
Principle Authority 
Step 1 The attacker calls the victim and asks for physical access to be setup 
Step 2 The victim challenges the attacker 
Step 3 The attacker namedrops the manager's name 
Step 4 The victim allows physical access for the attacker 

 

The Art of Deception, page: 162 

Story Honorable Auto Parts 
Attack 1 - Kaila 
Goal Gain Physical Access 
Actor(s) Employee 
Principle Reciprocation 
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Step 1 The attacker offers to help the victim with their career 
Step 2 The victim appreciates the attacker's offer 
Step 3 The attacker asks for access to a conference room 
Step 4 The victim complies with the attacker's request 

 

The Art of Deception, page: 180 

Story Accounting Firm 
Attack 1 - Cleaning crew 
Goal Gain Physical Access 
Actor(s) Employee 
Principle Liking 
Step 1 The attacker pretends to be in a helpless state 
Step 2 The victim sympathizes with the attacker 
Step 3 The attacker asks to enter a secure area 
Step 4 The victim complies with the attacker's request 

 

The Art of Deception, page: 196 

Story Marchand Microsystems 
Attack 1 - Security Guard 
Goal Install Malware 
Actor(s) Employee 
Principle Liking 
Step 1 The attacker calls the victim and asks for help 
Step 2 The victim is happy to help 
Step 3 The attacker guides the victim to install malware 
Step 4 The victim complies with the attacker's request 

 

The Art of Deception, page: 200 

Story SeerWare 
Attack 1 - IT Support 
Goal Install Malware 
Actor(s) Employee 
Principle Reciprocation 
Step 1 The attacker calls the victim and offer to help them 
Step 2 The victim is happy to accept the attacker's offer 
Step 3 The attacker installs malware on the victim's servers 
Step 4 The victim does not realize what has happened 

 

The Art of Deception, page: 203 

Story Millan-Fenton Publishers 
Attack 1 - Vitarro's secretary 
Goal Information Extraction 
Actor(s) Employee 
Principle Scarcity 
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Step 1 The attacker calls the victim to acquire information in relation to an 
important meeting 

Step 2 The victim provides the attacker with confidential information 

 

The Art of Deception, page: 201 

Story Millan-Fenton Publishers 
Attack 2 - Sarah 
Goal Information Extraction 
Actor(s) Employee 
Principle Authority 
Step 1 The attacker calls the victim and asks for information 
Step 2 The victim provides the attacker with confidential information 

 

The Art of Deception, page: 202 

Story Millan-Fenton Publishers 
Attack 3 - Anna 
Goal Install Malware 
Actor(s) Employee 
Principle Authority 
Step 1 The attacker calls the victim and instructs them to help them 
Step 2 The victim complies with the attacker's request 

 

The Art of Deception, page: 214 

Story Invisible Employee 
Attack 1 - Voice Mail support 
Goal Perform an Action 
Actor(s) Employee 
Principle Social Proof 
Step 1 The attacker calls the victim and asks for a voice mailbox to be setup 
Step 2 The victim asks the attacker for identifying information 
Step 3 The attacker provides the information to the victim 
Step 4 The victim complies with the attacker's request 

 

The Art of Deception, page: 215 

Story Invisible Employee 
Attack 2 - Customer Service 
Goal Information Extraction 
Actor(s) Employee 
Principle Liking 
Step 1 The attacker calls the victim and asks for information 
Step 2 The victim sympathizes with the attacker 
Step 3 The attacker asks for the information to be sent to the voice mailbox 
Step 4 The victim complies with the attacker's request 
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The Art of Deception, page: 216 

Story Rudolfo Shipping 
Attack 1 - IT Support 
Goal Information Extraction 
Actor(s) Employee 
Principle Social Proof 
Step 1 The attacker calls the victim and asks for detailed information 
Step 2 The victim complies because the attacker knows the lingo and the 

names 

 

The Art of Deception, page: 216 

Story Rudolfo Shipping 
Attack 2 - Janet 
Goal Perform an Action 
Actor(s) Employee 
Principle Liking 
Step 1 The attacker calls the victim and asks for a fax to be sent, pretending 

they lost it 
Step 2 The victim complies with the attacker's request 

 

The Art of Deception, page: 217 

Story Traffic Court 
Attack 1 - LAPD 
Goal Information Extraction 
Actor(s) Police Officer 
Principle Authority 
Step 1 The attacker calls the victim and asks for detailed information 
Step 2 The victim complies with the attacker's request 

 

The Art of Deception, page: 218 

Story Traffic Court 
Attack 2 - Judge 
Goal Perform an Action 
Actor(s) Judge 
Principle Scarcity 
Step 1 The attacker provides specific dates for arraignment 
Step 2 The judge agrees to the specific dates 
Step 3 The attacker attends trial on the specific date 
Step 4 Judge throws the case due to officer missing 

 

The Art of Deception, page: 232 

Story C2Alpha 
Attack 1 - Receptionist 
Goal Information Extraction 
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Actor(s) Employee 
Principle Scarcity 
Step 1 The attacker calls the victim to acquire information in relation to an 

important meeting 
Step 2 The victim provides the attacker with confidential information 

 

The Art of Deception, page: 232 

Story C2Alpha 
Attack 2 - PR 
Goal Information Extraction 
Actor(s) PR Consultant 
Principle Reciprocation 
Step 1 The attacker pretends to like the consultant's work 
Step 2 The victim feels appreciated 
Step 3 The attacker takes the victim out to dinner and asks for confidential 

information 
Step 4 The victim provides the information to the attacker 

 

The Art of Deception, page: 229 

Story C2Alpha 
Attack 3 - Jessica 
Goal Perform an Action 
Actor(s) Employee 
Principle Liking 
Step 1 The attacker presents a well-liked image 
Step 2 The victim agrees to help the attacker 

 

The Art of Deception, page: 230 

Story C2Alpha 
Attack 4 - Lunch 
Goal Information Extraction 
Actor(s) Multiple Employees 
Principle Social Proof 
Step 1 The attacker is introduced to the team by the victim 
Step 2 The attacker establishes rapport with all victims 
Step 3 The victims provide confidential information to the attacker 

 

The Art of Deception, page: 230 

Story C2Alpha 
Attack 5 - Brian 
Goal Perform an Action 
Actor(s) Employee 
Principle Social Proof 
Step 1 The attacker asks the victim to send them confidential information 



131 

 

Step 2 The victim hesitates to comply 
Step 3 The attacker namedrops the CEO's name 
Step 4 The victim complies with the attacker's request 
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Appendix B – Social Engineering attack stories summary 

Page Story Attack # Goal Actor(s) Principle Step 1 Step 2 Step 3 Step 4 

16 CreditChex 1 - Kim 
Andrews 

Information 
Extraction 

Bank Clerk Reciprocation Attackers asks 
for information 
directly 

Victim 
hesitates to 
answer 

Attacker uses 
persuasion by 
elevating the 
status of the 
victim 

Victim gives the 
information to the 
attacker 

17 CreditChex 2 - Chris 
Talbert 

Information 
Extraction 

Bank Clerk Liking Attacker asks 
for information 
indirectly 

Victim is 
happy to 
answer some 
basic 
questions 

Attacker 
blends the 
"important" 
questions into 
non important 
questions 

Victim provides all 
information the attacker 
needs 

17 CreditChex 3 - Henry 
McKinsey 

Information 
Extraction 

Bank Clerk Authority Attackers asks 
for information 
and provides all 
necessary 
background info 

Victim is 
happy to 
oblige 

- - 

22 Headhunter 1 - The 
Receptioni
st 

Information 
Extraction 

Company 
Receptioni
st 

Social Proof Attacker calls 
the victim and 
asks for 
information 

Victim 
hesitates to 
answer 

Attacker 
provides 
insider" 
information to 
establish 
identify 

Victim provides all 
information the attacker 
needs 

23 Headhunter 2 - Peggy Information 
Extraction 

Accounts 
Receivable 

Commitment Attacker asks 
for information 
directly 

Victim is 
helpful but 
lacks the full 
picture 

Attacker tries 
to "build" the 
victim up by 
guessing 

Victim provides all 
information the attacker 
needs 
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23 Headhunter 3 - Real 
Estate 

Information 
Extraction 

Real Estate 
Employee 

Liking Attacker asks 
for information 
directly 

Victim 
provides the 
information to 
keep the 
female 
attacker on 
the phone 

- - 

24 Headhunter 4 - Bart Perform an 
Action 

Publication
s 
Employee 

Liking Attacker asks 
the victim to 
send them a 
printed 
company 
directory 

Victim asks for 
corporate 
information 

Attacker 
provides the 
information 
gathered in 
previous steps 

Victim ships the corporate 
directory to the attacker's 
location 

26 Sudden Trip 1 - Peter 
Abel 

Information 
Extraction 

Corporate 
Employee 

Authority Attacker calls 
the victim and 
provides wrong 
information 

Victim objects 
and wants to 
verify the 
information 

Attacker asks 
the victim to 
provide the 
correct 
information 

Victim provides the 
correct information 

31 MLAC 1 - MLAC 
PBX 

Information 
Extraction 

MLAC 
Operator 

Scarcity Attacker calls 
the victim and 
asks for 
information 

Victim does 
not check 
identify 
assuming that 
they speak to 
a colleague 
since the 
MLAC number 
is not public 

Attacker asks 
the victim for 
details 

Victim provides the details 
the attacker needs 

33 State Patrol 1 - State 
Patrol 
Operator 

Information 
Extraction 

State 
Patrol 
Officer 

Reciprocation Attacker calls 
the victim and 
asks for 
information 
pretending they 
need the 

Victim 
provides the 
information 
needed by the 
attacker 

- - 
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answers to 
improve service 

35 Loop Around 1 - 
Switchboar
d 

Perform an 
Action 

Switchboar
d operator 

Scarcity Attacker calls 
the victim and 
asks that an 
action is 
performed 

The victim 
hesitates to 
comply 

Attacker plays 
on the need of 
the victim to 
receive an 
item in 
combination 
with time 
limitation 

Victim agrees to perform 
the action 

36 Hometown 
Electric 

1 - Janie Information 
Extraction 

Janie 
Acton 

Liking Attacker calls 
the victim and 
asks for 
information 

Victim 
hesitates to 
answer 

Attacker uses 
a story about 
a broken 
computer 

Victim wants to be helpful 
and helps the attacker 

37 The Cabinet 1 - Staff Information 
Extraction 

Simon's 
secretary 

Authority Attacker calls 
the victim and 
asks for 
information 
pretending they 
are calling from 
an "executive" 
office 

Victim 
provides the 
information 

- - 

42 Video Store 1 - Andrea 
Lopez 

Information 
Extraction 

Video 
store 
employee 

Reciprocation Attacker calls 
the victim and 
asks for the 
manager's 
name 

Victim 
provides the 
information 

- - 

42 Video Store 2 - Ginny Perform an 
Action 

Video 
store 
employee 

Commitment Attacker asks 
for innocent 
information 

Victim 
provides 
innocent 

- - 
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information 

42 Video Store 3 - Ginny Information 
Extraction 

Video 
store 
employee 

Commitment Attacker asks 
for confidential 
information 

Victim is 
happy to 
provide the 
information to 
a "well-
known" 
person 

- - 

48 New Phone 1 - Ted Information 
Extraction 

Phone 
store 
employee 

Social Proof Attacker calls 
the victim and 
asks an 
innocent 
question 

The victim is 
unable to 
reply but 
provides hints 
to the 
attacker 

The attacker 
builds up to 
the important 
question 

The victim provides the 
information to the 
attacker 

48 New Phone 2 - Katie Perform an 
Action 

Phone 
store 
employee 

Social Proof Attacker calls 
the victim and 
asks for an 
action to be 
performed 

The victim 
complies 
because the 
attacker 
knows the 
lingo and the 
names 

- - 

51 NCIC 1 - State 
Police 
Officer 

Information 
Extraction 

State 
Police 
Officer 

Social Proof Attacker calls 
the victim and 
pretends that 
their system is 
down 

Victim 
recognizes the 
attacker as a 
"member of 
the team" and 
volunteers to 
help 

Attacker 
states their 
request 

The victim provides the 
information to the 
attacker 
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55 Network 
Outage 

1 - Tom 
DeLay 

Information 
Extraction 

Employee Reciprocation Attacker calls 
the victim and 
they are extra 
helpful 

The victim is 
captivated by 
the attacker 

The attacker 
asks the victim 
a simple 
question in 
order to be 
able to "better 
support them" 

The victim provides the 
information to the 
attacker 

56 Network 
Outage 

2 - IT 
departmen
t 

Perform an 
Action 

IT 
departmen
t 

Social Proof Attacker calls 
the victim and 
asks for an 
action to be 
performed 

The victim 
complies 
because the 
attacker 
knows the 
lingo and the 
names 

- - 

57 Network 
Outage 

3 - Tom 
DeLay 

Perform an 
Action 

Employee Liking The victim calls 
the attacker to 
acquire help 

The attacker 
promises to 
assist the 
victim as soon 
as possible 

- - 

57 Network 
Outage 

4 - Tom 
DeLay 

Install 
Malware 

Employee Commitment The attacker 
guides the 
victim to install 
malware on 
their computer 
to avoid future 
problems 

The victim 
installs the 
malware 
believing that 
they improve 
their situation 

- - 

61 New HR Girl 1 - Andrea Perform an 
Action 

HR 
Employee 

Authority The attacker 
poses as an 
authority figure 
and asks the 
victim to 
perform an 
action 

The victim 
complies and 
asks the 
attacker for 
contact 
information 

The attacker is 
using the "I 
will come back 
to you" 
approach to 
avoid 
providing the 

The victim complies with 
the attacker's request 
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information 

62 New 
Magazine 
Girl 

1 - 
Rosemary 

Information 
Extraction 

Employee Reciprocation The attacker 
calls the victim 
to make sure 
that the victim 
is well setup 

The victim 
answers some 
innocent 
questions 

The attacker 
having 
established his 
good will ask 
the 
"important" 
questions 

The victim provides the 
information to the 
attacker 

67 GeminiMed 1 - 
Switchboar
d 

Information 
Extraction 

Employee Scarcity The attacker 
calls the victim 
and pretends he 
has forgotten 
the name of the 
actual victim 

The victim 
hesitates to 
provide the 
information 

The attacker 
mentions how 
critical is to 
reach the 
victim 

The switchboard operator 
complies with the 
attacker's request 

67 GeminiMed 2 - Scott Information 
Extraction 

Employee Social Proof The attacker 
calls the victim 
and asks for 
detailed 
information 

The victim 
complies 
because the 
attacker 
knows the 
lingo and the 
names 

- - 

67 GeminiMed 3 - 
Michelle 

Information 
Extraction 

Employee Reciprocation The attacker 
calls the victim 
and pretends 
they are doing 
the victim a 
favor 

The victim 
complies with 
the attacker's 
request 

- - 
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68 GeminiMed 4 - 
Receptioni
st 

Perform an 
Action 

Employee Social Proof The attacker 
calls the victim 
and asks for an 
email list to be 
faxed 

The victim 
complies 
because the 
attacker 
knows the 
lingo and the 
names 

- - 

69 GeminiMed 5 - IT Information 
Extraction 

Employee Social Proof The attacker 
calls the victim 
and asks for 
detailed 
information 
related to 
remote login 

The victim 
complies 
because the 
attacker 
knows the 
lingo and the 
names 

- - 

65 GeminiMed 6 - Steve Information 
Extraction 

Researcher Scarcity Attacker calls 
the victim and 
states that all 
systems will be 
unusable for a 
number of days 

The victim 
objects and 
argues for 
faster service 

The attacker 
asks for 
confidential 
information to 
speed up the 
process 

The victim provides the 
information to the 
attacker 

78 Global 
Company 

1 - 
Receptioni
st 

Information 
Extraction 

Employee Scarcity The attacker 
calls the victim 
and pretends he 
has forgotten 
the name of the 
actual victim 

The victim 
hesitates to 
provide the 
information 

The attacker 
mentions how 
critical is to 
reach the 
victim 

The switchboard operator 
complies with the 
attacker's request 

78 Global 
Company 

2 - Joseph Information 
Extraction 

Employee Reciprocation The attacker 
calls the victim 
and offers help 

The victim 
hesitates to 
accept the 
help 

The attacker 
forces the 
victim to 
comply by 
presenting 
them with an 
unusual 

The victim complies with 
the attacker's request 
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request 

78 Global 
Company 

3 - IT Perform an 
Action 

Employee Authority The attacker 
asks the victim 
for a remote 
access account 

The victim 
wants to 
verify the 
claim 

The attacker 
presents 
information 
acquires in 
previous steps 

The victim complies with 
the attacker's request 

85 Eavesdroppe
r 

1 - Roger Perform an 
Action 

Employee Social Proof The attacker 
contacts the 
victim and asks 
for an action to 
be performed 

The victim 
hesitates and 
wants further 
verification 

- - 

86 Eavesdroppe
r 

2 - 
Manager 

Perform an 
Action 

Employee Liking The attacker 
calls Roger's 
manager and 
asks for 
permission 

The manager 
grants 
permission  

- - 

88 Eavesdroppe
r 

3 - Scott Information 
Extraction 

Employee Social Proof The attacker 
calls the victim 
and asks for 
detailed 
information 

The victim 
complies 
because the 
attacker 
knows the 
lingo and the 
names 

- - 

89 Eavesdroppe
r 

4 - Roger Perform an 
Action 

Employee Commitment The attacker 
calls the victim 
and asks for an 
extension of 
their access 

The victim, 
having already 
acquired 
approval from 
their manager 
complies 

- - 
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97 Paypal 1 - Edgar Perform an 
Action 

PayPal 
User 

Reciprocation The attacker 
contacts the 
victim via email 
and offers a 
reward for an 
action to be 
taken 

The victim 
does not pay 
attention to 
the action and 
performs it 

- - 

106 The Movies 1 - 
Dorothy 

Gain Physical 
Access 

Employee Liking The attacker 
calls the victim 
and praises the 
company 

The victim 
gets 
enthusiastic 
about the 
attacker 

The attacker 
humiliates 
themselves 
and ask 
information 
on how to 
gain physical 
access 

The victim provides the 
information to the 
attacker 

109 The Pissed 
GirlFriend 

1 - CO 
Employee 

Perform an 
Action 

Employee Scarcity The attacker 
commands the 
victim to take 
an action 
because it's an 
emergency 

The victim 
complies with 
the attacker's 
request 

- - 

109 The Pissed 
GirlFriend 

2 - CO 
Employee 

Information 
Extraction 

Employee Social Proof The attacker 
calls the victim 
and asks for 
detailed 
information 

The victim 
complies 
because the 
attacker 
knows the 
lingo and the 
names 

- - 

111 Mr Big 1 - Scott 
Abrams 

Perform an 
Action 

Employee Authority The attacker 
asks the victim 
to send them a 
report 

The victim 
hesitates and 
wants further 
verification 

The attacker 
namedrops 
the CEO's 
name 

The victim provides the 
information to the 
attacker 
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113 The Frozen 
Assets 

1 - Local 
Distroct 
Office 

Information 
Extraction 

Employee Liking The attacker 
poses as a new 
employee and 
persuades the 
target to help 
them 

The victim 
provides the 
attacker with 
confidential 
information 

- - 

112 The Frozen 
Assets 

2 - May 
Linn 

Information 
Extraction 

Employee Liking The attacker 
calls the victim 
and plays the 
'victim" card 

The victim 
agrees to help 
the attacker 

The attacker 
fabricates a 
story to 
ensure 
continuous 
help from the 
victim 

The victim complies with 
the attacker's request 

119 Mauersby 
Accounting 

1 - 
Receptioni
st 

Information 
Extraction 

Employee Authority Attacker calls 
the victim and 
impersonates 
an important 
business 
associate 

The victim 
provides the 
attacker with 
confidential 
information 

- - 

119 Mauersby 
Accounting 

2 - Mary Install 
Malware 

Employee Reciprocation The attacker 
calls the victim 
and offers help 

The victim 
feels grateful 
for the help 

The attacker 
asks the victim 
to install 
malware 

The victim complies with 
the attacker's request 

121 Copyright 
Caper 

1 - DA's 
Office 

Perform an 
Action 

Employee Authority The attacker 
poses as a 
police officer 
and asks the 
victim to send 
them 
confidential 
reports 

The victim 
agrees but 
hesitates to 
do so because 
a piece of 
information is 
missing 

- - 
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122 Copyright 
Caper 

2 - 
Receptioni
st 

Information 
Extraction 

Employee Social Proof The attacker 
calls the victim 
and asks for 
detailed 
information 

The victim 
complies 
because the 
attacker 
knows the 
lingo and the 
names 

- - 

122 Copyright 
Caper 

3 - DA's 
Office 

Perform an 
Action 

Employee Social Proof The attacker 
provides the 
last piece of 
information and 
asks the victim 
to send the 
report 

The victim 
agrees to help 
the attacker 

The attacker 
plays on the 
victims 
camaraderie 
feeling 

The victim goes out of 
their way to help the 
attacker 

123 Copyright 
Caper 

4 - Copy 
store  

Perform an 
Action 

Employee Reciprocation The attacker 
compliments 
the store 
services and 
asks for a favor 

The victim 
complies with 
the attacker's 
request 

- - 

123 Copyright 
Caper 

5 - DA's 
office 

Perform an 
Action 

Employee Social Proof The attacker 
asks the victim 
to destroy the 
original 
documents 

The victim 
complies with 
the attacker's 
request 

- - 

125 College 
Degree 

1 - 
Registrar 

Information 
Extraction 

Employee 
#1 

Reciprocation The attacker 
calls the victim 
and offer their 
help 

The victim 
feels 
appreciation 
for the 
attacker 

The attacker 
asks for 
confidential 
information 

The victim provides the 
information to the 
attacker 
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126 College 
Degree 

2 - 
Registrar 

Perform an 
Action 

Employee 
#2 

Scarcity The attacker 
calls the victim 
and offers a 
demo of a new 
services 

The victim 
tries the new 
service and 
provides the 
attacker with 
their 
credentials 

- - 

127 College 
Degree 

3 - 
Registrar 

Information 
Extraction 

Employee 
#3 

Authority The attacker 
calls the victim 
and asks for 
confidential 
information 

The victim 
questions the 
attacker 

The attacker 
pretends to be 
calling from 
the Dean's 
office 

The victim provides the 
information to the 
attacker 

127 College 
Degree 

4 - IT 
Support 

Perform an 
Action 

Employee Liking The attacker 
poses as a 
helpless 
individual 

The victim is 
motivated to 
help the 
attacker 

The victim 
asks for 
instructions 
on how to 
extract 
information 

The victim provides the 
information to the 
attacker 

134 Industrial 
Federal Bank 

1 - Angela Information 
Extraction 

Employee Scarcity The attacker 
calls the victim 
and pretends 
they want to 
invest a large 
sum of money 

The victim 
engages with 
the attacker 

The attacker 
asks a number 
of innocent 
questions 

The victim provides the 
information to the 
attacker 

135 Industrial 
Federal Bank 

2 -Louis Information 
Extraction 

Employee Scarcity The attacker 
pretends they 
do a favor for 
the victim's 
friends 

The victim 
questions the 
attacker 

The attacker 
overplays the 
favor hand 

The victim provides the 
information to the 
attacker 
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136 Industrial 
Federal Bank 

3 - Walter Perform an 
Action 

Employee Social Proof The attacker 
calls the victim 
and asks for 
detailed 
information 

The victim 
complies 
because the 
attacker 
knows the 
lingo and the 
names 

- - 

141 Reverse 
Sting 

1 - 
Teletype 

Information 
Extraction 

Employee Social Proof The attacker 
calls the victim 
and asks for 
information 

The victim 
hesitates to 
help the 
attacker 

The attacker 
proves they 
possess part 
of the 
knowledge 

The victim provides the 
information to the 
attacker 

142 Reverse 
Sting 

2 - PBX 
Support 

Information 
Extraction 

Employee Authority The attacker 
calls the victim 
and pretends 
they call from 
the vendor's 
office 

The victim 
provides the 
attacker with 
confidential 
information 

- - 

144 Reverse 
Sting 

3 - Police 
Officer 

Information 
Extraction 

Employee Authority The victim calls 
the attacker 
without 
knowing it 

The attacker 
offers to help 
the victim  

The victim 
provides 
confidential 
information in 
order to get 
help 

The attacker records the 
confidential information 
and then disengages 

152 Skywatcher 
Aviation 

1 - 
Receptioni
st 

Information 
Extraction 

Employee Scarcity The attacker 
calls the victim 
and pretends 
it's an 
emergency 

The victim 
provides the 
attacker with 
confidential 
information 
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152 Skywatcher 
Aviation 

2 - 
Manager 

Information 
Extraction 

Employee Social Proof The attacker 
calls the victim 
and asks for 
detailed 
information 

The victim 
complies 
because the 
attacker 
knows the 
lingo and the 
names 

- - 

153 Skywatcher 
Aviation 

3 - Security 
guard 

Gain Physical 
Access 

Employee Authority The attacker 
calls the victim 
and asks for 
physical access 
to be setup 

The victim 
challenges the 
attacker 

The attacker 
namedrops 
the manager's 
name 

The victim allows physical 
access for the attacker 

162 Honorable 
Auto Parts 

1 - Kaila Gain Physical 
Access 

Employee Reciprocation The attacker 
offers to help 
the victim with 
their career 

The victim 
appreciates 
the attacker's 
offer 

The attacker 
asks for access 
to a 
conference 
room 

The victim complies with 
the attacker's request 

180 Accounting 
Firm 

1 - 
Cleaning 
crew 

Gain Physical 
Access 

Employee Liking The attacker 
pretends to be 
in a helpless 
state 

The victim 
sympathizes 
with the 
attacker 

The attacker 
asks to enter a 
secure area 

The victim complies with 
the attacker's request 

196 Marchand 
Microsystem
s 

1 - Security 
Guard 

Install 
Malware 

Employee Liking The attacker 
calls the victim 
and asks for 
help 

The victim is 
happy to help 

The attacker 
guides the 
victim to 
install 
malware  

The victim complies with 
the attacker's request 

200 SeerWare 1 - IT 
Support 

Install 
Malware 

Employee Reciprocation The attacker 
calls the victim 
and offer to 
help them 

The victim is 
happy to 
accept the 
attacker's 
offer 

The attacker 
installs 
malware on 
the victim's 
servers 

The victim does not realize 
what has happened 
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203 Millan-
Fenton 
Publishers 

1 - 
Vitarro's 
secreatry 

Information 
Extraction 

Employee Scarcity The attacker 
calls the victim 
to acquire 
information in 
relation to an 
important 
meeting 

The victim 
provides the 
attacker with 
confidential 
information 

- - 

201 Millan-
Fenton 
Publishers 

2 - Sarah Information 
Extraction 

Employee Authority The attacker 
calls the victim 
and asks for 
information 

The victim 
provides the 
attacker with 
confidential 
information 

- - 

202 Millan-
Fenton 
Publishers 

3 - Anna Install 
Malware 

Employee Authority The attacker 
calls the victim 
and instructs 
them to help 
them 

The victim 
complies with 
the attacker's 
request 

- - 

214 Invisible 
Employee 

1 - Voice 
Mail 
support 

Perform an 
Action 

Employee Social Proof The attacker 
calls the victim 
and asks for a 
voice mailbox to 
be setup 

The victim 
asks the 
attacker for 
identifying 
information 

The attacker 
provides the 
information to 
the victim 

The victim complies with 
the attacker's request 

215 Invisible 
Employee 

2 - 
Customer 
Service 

Information 
Extraction 

Employee Liking The attacker 
calls the victim 
and asks for 
information 

The victim 
sympathizes 
with the 
attacker 

The attacker 
asks for the 
information to 
be sent to the 
voice mailbox 

The victim complies with 
the attacker's request 

216 Rudolfo 
Shipping 

1 - IT 
Support 

Information 
Extraction 

Employee Social Proof The attacker 
calls the victim 
and asks for 
detailed 
information 

The victim 
complies 
because the 
attacker 
knows the 
lingo and the 

- - 
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names 

216 Rudolfo 
Shipping 

2 - Janet Perform an 
Action 

Employee Liking The attacker 
calls the victim 
and asks for a 
fax to be sent, 
pretending they 
lost it 

The victim 
complies with 
the attacker's 
request 

- - 

217 Traffic Court 1 - LAPD Information 
Extraction 

Police 
Officer 

Authority The attacker 
calls the victim 
and asks for 
detailed 
information 

The victim 
complies with 
the attacker's 
request 

- - 

218 Traffic Court 2 - Judge Perform an 
Action 

Judge Scarcity The attacker 
provides 
specific dates 
for arraignment 

The judge 
agrees to the 
specific dates 

The attacker 
attends trial 
on the specific 
date 

Judge throws the case due 
to officer missing 

232 C2Alpha 1 - 
Receptioni
st 

Information 
Extraction 

Employee Scarcity The attacker 
calls the victim 
to acquire 
information in 
relation to an 
important 
meeting 

The victim 
provides the 
attacker with 
confidential 
information 

- - 

232 C2Alpha 2 - PR Information 
Extraction 

PR 
Consultant 

Reciprocation The attacker 
pretends to like 
the consultant's 
work 

The victim 
feels 
appreciated 

The attacker 
takes the 
victim out to 
dinner and 
asks for 
confidential 

The victim provides the 
information to the 
attacker 
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information 

229 C2Alpha 3 - Jessica Perform an 
Action 

Employee Liking The attacker 
presents a well-
liked image 

The victim 
agrees to help 
the attacker 

- - 

230 C2Alpha 4 - Lunch Information 
Extraction 

Multiple 
Employees 

Social Proof The attacker is 
introduced to 
the team by the 
victim 

The attacker 
establishes 
rapport with 
all victims 

The victims 
provide 
confidential 
information to 
the attacker 

- 

230 C2Alpha 5 - Brian Perform an 
Action 

Employee Social Proof The attacker 
asks the victim 
to send them 
confidential 
information 

The victim 
hesitates to 
comply 

The attacker 
namedrops 
the CEO's 
name 

The victim complies with 
the attacker's request 

 

 


