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Abstract

Over the last few years, the mobile and wireless market has been one of the fastest 

growing markets in the world and it is still growing at a rapid pace. As an emerging but 

quickly booming concept, Mobile commerce introduces many convenient applications for 

mobile devices users. Products and services involved in such applications include mobile 

ticketing; mobile vouchers, coupons and loyalty cards; content purchase and delivery; 

location-based services; mobile purchase and so forth.

During the processes of transactions conducted by Mobile commerce, many different 

types of risks are generated due to the uncontrollable aspects in wireless mobile systems. 

By measuring from the consumers’ perspective, a series of previous studies refer to the 

risk in B2C purchase activities considering financial, performance, social, psychological, 

physical, and time risks, these types of risk take on new meaning when it comes to

conduct transactions via mobile network. Among these types of risk, financial risk is 

regarded as relatively more concerned by consumers since it will involve not only 

monetary loss but also potential risk in consumers’ credit ratings and other non-monetary 

issues which could bring negative affects to consumers. Resulting from the limited 

knowledge and unfamiliar technology, consumers often hold a cognitive discrepancy

between the actual financial risk and perceived financial risk. 

In order to get a good understanding to such cognitive discrepancy, this research aims to 

provide a deep and accurate investigation of financial risk in mobile commerce from both 

actual and consumer’s perceived perspectives based on existing theoretical lists. The 

reasons that causing such discrepancy will not be discussed in details and the new 

relevant variables concerning financial risk in mobile commerce purchase activities will not 

be figured out.

A case study strategy is applied to collect data that related to consumer’s perceived 

financial risk by means of interviewing a number of respondents, since that seems to be 

the relatively efficient way to learn the consumers’ perception about the issues discussed 

in this research. The selection of the sample interviewees is based on their knowledge 

and real-life experiences about mobile purchase activities. Finally, based on both methods 

of within-case analysis and cross-case analysis, findings and conclusions about cognitive 

discrepancy among different respondents from different perspective is identified and 

illustrated to present the results of this research.

An overall conclusion for the outcome of this research is that a cognitive discrepancy is 

significantly recognized between actual financial risk and perceived financial risk among 

certain respondents in this research. Due to different background and knowledge levels, 

the rankings of different types of financial risk were varied among these respondents. 

Some types of risk which identified in theories were not recognized by respondents 

meanwhile some new types of financial risk were raised by respondents as well. In the 

future, both advanced technologies and operators’ efforts in educating consumers are

supposed to reduce such cognitive discrepancy.
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1. Introduction

Mobile Commerce is the ability to conduct commerce, by means of a wireless 

telecommunications network (e.g. a cell phone, a PDA, a Smartphone while on the move, 

and other emerging mobile equipment). In an academic definition (Tiwari and Buse, 2007) 

It is characterized as: “Mobile Commerce is any transaction, involving the transfer of 

ownership or rights to use goods and services, which is initiated and/or completed by 

using mobile access to computer-mediated networks with the help of an electronic 

device.”

Mobile commerce is potentially important for a wide range of industries, including 

telecommunications, IT, finance, retailing and media industries, as well as for end-users. 

It has good performance in those areas where it can emphasize the core virtue of mobile 

networks-convenience. The worldwide mobile market was worth USD 718.4 billion at 

year-end 2006 in terms of operator revenues and is expected to exceed the 1 trillion 

market in 2011 (Portio research, 2008). Transactions in M-commerce are executed from 

remote locations and the financial information are transformed over the air, therefore the 

security of such transactions seem to be the most rigorous challenges that require to be 

addressed jointly by mobile application developers, wireless work service providers and 

relevant departments of the commercial companies (Science Direct, 2006). Their efforts 

will have significant influences toward M-commerce consumers’ attitudes to the financial 

security, moreover, to affect consumers’ perception of the financial risk during the 

process of conducting transactions.

1.1 Background

We live in a world connected by an intangible wireless telecommunications network. 

People use wireless devices to communicate with family and friends, get updated news, 

check their bank account status, and even, pay the bills when they watching TV at home.

PDAs and cellular phones have become so popular that many businesses start to 

consider using M-commerce as a more efficient method of reaching and communicating 

with their customers. Although technological trends and advances are concentrated in 

Asia, Europe, Canada and The U.S. are also beginning to experiment with M-commerce 

business (Tiwari et al., 2006). 

During the same time of generating convenience and real-time accessibility, 

M-commerce also brings negative aspects to both consumers and organizations

concerning transaction security and quality of the goods and services (Md. Shahidul 

Islam Sheikh, 2006). Financial risks issue should be treated as one of the most 

significant problems among those negative concerns due to the nature of the mobile 

computing environment, for both consumer and organization’s perspectives. To be 
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specific, M-commerce transactions almost always pass through several networks, both 

wireless and wired. Potential financial risks can exist on each network, at the same time

post-transactional security issues of auditing and non-repudiation are more difficult 

because cell phones do not yet have the capability to store the digital equivalent of a 

receipt.

1.1.1 The shopping business models in M-commerce 

value chain

Mobile commerce often involves a complex web of business partners, from technology 

platform vendors to infrastructure equipment vendors (who provide the base stations, 

mobile switching systems, and other solutions necessary for the wireless transmission of 

the voice and data) and handset manufacturers, all the way to application developers, 

content and service providers, mobile telecom operators, banks, content aggregators

(who focus on value creation by assembling content from multiple sources), and mobile 

portals (which offer mobile users a one-stop solution for all their mobile internet needs), 

to name just a few. Each player can only hope to focus on a small subset of the entire 

value creation process.

Figure 1.1

Sadeh’s shopping business model (Sadeh, 2002)

• The shopping Business Model is similar to the one found on the 
wired internet. Payment also often involves a third party, not 
represented here, such as a credit card company, bank, or mobile
network operator, which will generally keep a percentage of the 
transaction.

Mobile e-Tailer Mobile Shopper
Payment

Mobile Content

Product/ Service

Figure 1.1 shows Sadeh’s shopping business model. The players sell goods and 

services over the mobile internet, viewing it essentially as another distribution channel

(Sadeh, 2002). Clearly, only some categories of products and services are amenable to 

mobile shopping. Tickets, CD or flowers for example, are the most popular categories of 

mobile e-tailing services. Shopping from wireless devices enable consumers to perform 

quick searches, compare prices, use a shopping cart, order and view the status of their 

order using their cell phones or wireless PDAs (King, Viehland and Lee, 2006). Using the 
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mobile internet as a distribution channel offers companies an opportunity to reach a 

somewhat different audience- so far the mobile internet population has proved younger 

than the wired one, while offering added convenience to their existing customer base 

through anywhere/ anytime access (Sadeh,2002). 

1.1.2 Phases in mobile payments transaction

Consumer Content Provider (CP)

Trusted Third Party 
(bank, credit card 

company, 
and ISP)

Payment Service
Provider (bank, 

credit card company, 
startup, etc.)

Figure 1.2

Phases in mobile payments transaction (Telecom Media 
Networks, 2002)

1. Purchase indication

0. Registration

6. Billing

7. Payment

2.Delivery of content

4. Purchase

authorization

3. Purchase request

5. Authentication/

authorization

8. Revenue sharing

8. Revenue 

sharing

Figure 1.2 illustrates many phases involved in an M-payment transaction. They involve 

different combination of key players in the role of consumers, content providers, Trusted 

Third Parties and Payment Service Providers. A Trusted Third Party (TTP) is the 

company who performs the authentication and the authorization of transaction parties 

and the settlement. It could be a telco, bank, or credit card (pre-paid account, consumer

bill, and bank account) (Deans, 2004). The payment service provider (PSP) is the central 

entity responsible for the payment process. It enables the payment message initiated 

from the mobile device to be routed to and cleared by the TTP.

Phase 0: One pre-condition for consumer to accomplish the mobile payment transaction 

is that the consumer has to register in Payment Service Provider’s system to make sure 

the consumer is capable of access to the PSP’s network.

Phase 1 and 2: A mobile payment transaction starts from consumer’s purchasing

indication of their interests to some specific products or services. Such indications will be 
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sent to the content provider. Correspondingly, the content provider will deliver the content

details to consumer for getting relevant information.

Phase 3 and 4: After receiving the purchasing order from consumer, the content 

provider will send the purchase request to PSP; accordingly an authorization is required 

by PSP from content provider side.

Phase 5: PSP gives the authorization and authentication to Trusted Third Parties to 

empower them accomplishing the settlement.

Phase 6 and 7: TTP arranges the billing to consumer and consumer confirm the 

payment and release the approval to the settlement. 

Phase 8: After the accomplishment of payment transaction, CP, PSP and TTP will share 

the revenue from the profits generated from this transaction.

1.1.3 Transaction-based products and services 

available in M-commerce

As mentioned previously, a series of applications have been enabled in M-commerce; 

some of them will be discussed below in details to introduce the features of those 

applications and how to achieve such applications.

Mobile ticketing: is the process whereby consumers can order, pay for, obtain and 

validate tickets from any location and at any time using mobile phones or other mobile 

handsets (PR Newswire, 2009) Tickets can be booked, cancelled and sent to mobile 

phones with the help a variety of mobile technologies in airports, cinemas, and train 

stations. With enjoying more convenience, users only need to show their phones to 

present their tickets instead of waiting in line and paying the tickets at the cashier’s.

Mobile vouchers, coupons and loyalty cards: Retailers send vouchers, coupons and 

loyalty cards to consumers by virtual tokens, these tokens will be saved in consumers’ 

mobile phones and show to the checkout to get the discounts or benefits.

Content purchase and delivery: Most frequent purchase content can be ring-tones, 

wallpapers and games for mobile phones. If more advanced technologies involved and 

required functions allowed in phones, it will become possible to purchase content like 

music video or movies, of course, with the permission of copyright owners. 

Mobile banking: “Mobile Banking refers to provision and an ailment of banking- and 

financial services with the help of mobile telecommunication devices. The scope of 

offered services may include facilities to conduct bank and stock market transactions, to 

administrate accounts and to access customized information” (Tiwari et al., 2006). Bank 

and other financial institutions are exploring the use of mobile commerce to allow their 

consumers to not only access account information, but also make transactions, e.g. 

purchasing stocks, remitting money, via mobile phones and other mobile equipments.

Mobile brokerage: More than purchasing stocks, subscribers can also react to stock 

market developments in a timely fashion and irrespective of their physical location.

Mobile Auctions: Unlike traditional auctions, mobile reverse auction (or low-bid auction) 

bills the consumer’s phone each time they place a bid, it refers to high return applications 

as they allow the consumers to transact over a long period of time.
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Mobile purchase: More flexibly, mobile purchase enables consumers to purchase online 

irrespective of the time and location. It shares the advantages of online purchase but 

more time- sensitive. The list of potential interesting products and updated discount 

information will be sent directly to consumers’ mobile device and consumers can visit a 

mobile version of purchase site. 

1.1.4 Main payment methods in M-commerce 

transactions

Mobile payment (also referred to as mobile web payment or WAP billing) is the collection 

of money from a consumer via a mobile device such as their mobile phone, SmartPhone, 

PDA or other such devices (Karnouskos, 2004). It can be used for both digital and hard 

goods/services. Mobile payment solutions have been widely adopted by a wide range of 

leading companies to reduce the production and distribution costs connected with 

traditional transactions channels.

There are two primary models for mobile payment, premium SMS based transactional 

payments (where the consumer sends a payment request via an SMS text message to a 

short-code and a premium charge is applied to their phone bill) and Mobile web 

payments (WAP, where the consumer uses web pages displayed on their mobile phone 

to make a payment) (Karnouskos, 2004). The former model is gradually replaced by the 

latter one due to the specific benefits provided by WAP. A comparison between these two 

payment models is developed to illustrate the reason why the premium SMS based 

transactional payments are being overtaken by mobile web payments (WAP). Table 1.1

shows that comparison by listing different features for both payment methods based on 

Stamatis’s literature.

Mobile web payments

Premium 
SMS based 

transactional 
payments

•Follow-on sales

•High customer satisfaction

•Ease of use

•Simplicity

•Instantaneous    
payments

•Accurate responses

•Security

•Best conversion rates

•Reliability

•Reduced customer 
support costs

•Poor reliability

•Slow speed

•High cost

•Low payout rates

•Low follow-on 
sales

Online( Such 
as PayPal)

Credit 
card

Direct operator 
billing

Table 1.1

"Mobile Payment: A journey through existing procedures and 
standardization initiatives" (Stamatis, 2004)
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When consumers purchase tickets via mobile devices, there are some choices to be 

made when it comes to the phase of payment. First, the price of the ticket can be added 

to the users’ mobile phone bills or debited from their pre-paid service using premium 

SMS billing; another method of billing is the use of a mobile wallet which allows the 

phone users to charge their credit cards (Stamatis, 2004).  

For the mobile banking and mobile brokerage services, they are most often performed 

via SMS or the mobile internet, but also they can be applied by using special programs 

downloaded to the mobile devices. 

Electronic money (also known as e-money, e-cash, e-currency, digital money, digital 

cash or digital currency) refers to money or scrip which is exchanged only electronically 

(Chaum, 1990). It is a representation, or a system of debits and credits, used to 

exchange value online or offline. Typically, e-money involves use of computer networks, 

the internet and digital stored value systems. Electronic Funds Transfer (EFT) and direct 

deposit are examples of electronic money. Also, it is a collective term for financial 

cryptography and technologies enabling it. Electronic money is sold directly to the end 

users or through third parties.

1.1.5 Players in the transaction-based M-commerce 

marketplace

Except for the traditional roles such as buyers, sellers and intermediaries in e-commerce 

marketplace, in the specific condition of M-commerce, there are also other roles involved

during the process of conducting transactions. These roles are recognized as:

Mobile commerce service provider (mCSP) refers to an organization (or company) that 

provides any combination of consulting, software and computer systems for 

m-commerce platforms, mobile devices, and mobile content (Technical paper, 2002). It 

distributes and sells the tools and services over both the internet and mobile. Particularly, 

these providers engage in all aspects of mobile commerce, including for all digital goods 

(games, video, ringtones, wallpapers and applications) that are downloaded to mobile 

devices. Services provided by mCSPs in areas such as mobile device databases, billing 

systems, text messaging services, hardware/ software design, mobile payments, brand 

recognition, distribution control and order processing an delivery.

Third-Party billing and Mobile payment providers offer services and applications that 

range from the recharge of prepaid accounts via SMS, to electronic bill payment and 

presentment, to billing for mobile content (HomeATM, 2008).

Mobile Portals offers mobile users a one-stop solution for all their mobile Internet needs, 

from personalized content to messaging, calendar, and other Personal Information 

Management (PIM) applications and, in the process, positioning themselves as primary 

repository for the user’s personal information and preferences (Sadeh, 2002).
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1.2 Research Problem

As mentioned in the introduction chapter, mobile commerce attracts a wide range of 

industries as well as users to participate in the M-marketplace. Most of participants aim 

to share the mega mobile commerce revenue pie and enjoy the convenience enabled by 

mobile commerce, meanwhile the negative aspects regarding the transaction security 

and quality issues are also highly required to be taken into consideration. Financial risk 

can be treated as a critical concept when analyzing the negative aspects of electronic

commerce. It takes on new meaning when the transactions are conducted via mobile 

network. Financial risk discussed here refers to not only monetary loss but also other 

non-monetary loss (ex. credit ratings risk and personal financial data exposure). 

Despite the fact that the penetration of mobile phones is much higher than the

corresponding penetration of PCs in most industrialized countries (Hampe et al., 2000), 

PC-enabled Internet commerce dominates the worldwide B2C market. One can claim

that B2C electronic commerce diffusion could have been much higher through mobile 

telephony, due to the higher mobile phones consumer adoption rates and corresponding 

diffusion. However, technology limitations (e.g., limited network bandwidth, limited 

screen size, etc.) along with the fact that the Web was first designed as a PC application,

adequately confront such an allegation. Moreover, consumer’s uncertain feelings about 

this newly-developed channel also discourage them to accept the usage of mobile 

commerce. Even the mobile service providers or operators have made a lot of efforts to 

ensure their offerings are safe and reliable enough meanwhile to avoid different types of 

risk in mobile commerce, from consumer’s perspective, such efforts can hardly ensure 

them the security of this emerging commerce model.

From consumers’ perspective, the cognitive discrepancy between perceived financial 

risk and actual financial risk can always be found due to different types of reasons, 

consumers’ knowledge for instance. What exist in consumer’s perception is absolutely 

varied from the actual situations. The aim of this research is to understand the cognitive 

discrepancy by characterizing different identified risks and the factors influencing such 

discrepancy. Based on that, the research problem of this proposal is defined as: How can 

the cognitive discrepancy between consumers’ actual financial risk and consumers’

perceived financial risk be described? The research questions will be developed 

accordingly to solve this research problem.

1.3 Research Questions
Based on the above research problem, more detailed research questions and a set of 

research objectives are developed to show a clear sense of purpose and direction of this 

research. In order to solve the research problem, two sides of the financial risk require

both precise descriptions from the consumers’ perspective. One is from the actual risk 

side and the other is from the perceived side of consumers’ understandings. RQ1 and 

RQ2 are defined to describe such risk. In a further step, RQ3 and RQ4 are designed to 

figure out the factors which have influence on the two sides of the financial risk. Factors 

in RQ3 are presented the systems and processes issue, meanwhile factors in RQ4 are 

mainly focus on the perception from the consumers according to their knowledge and 
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understandings. The research questions are defined as below:

RQ1. From the consumers’ perspective, how can actual financial risk that generated in

purchase systems or processes in M-commerce purchase be characterized?

RQ2.  How can perceived financial risk for consumer in M-commerce purchase be 

characterized?

RQ3. How can the factors influence the level of consumer perceived financial risk in 

M-commerce purchase be characterized?

RQ4. How can the factors determine the level of actual financial risk in M-commerce 

purchase be characterized?

2. Literature overview

In the end of chapter 1, the research problem and research questions are designed to 

provide a clear sense of purpose and directions about this research. Based on that, in 

this chapter some relevant frameworks and infrastructures will be presented to show a 

set of literatures refer to the study about financial risk in M-commerce. There has been 

many pieces of work analyzing the financial risk in e-marketplace, and also some others

discuss the security issues specialized in mobile commerce. Some of them were 

considering from the business’s perspective and focused on the technical factors 

generating those financial risks, in the meantime, some of them concentrated on the 

consumers’ perception about such risks regardless the existence is really there or not. 

The aim of this research is to understand the cognitive discrepancy by characterizing 

different identified risks. 

2.1 Financial Risk

Although in modern parlance the term risk has come to mean “danger of loss”, finance 

theory defines risk as the dispersion of unexpected outcomes due to movements in 

financial variables (Philippe, 2000). Thus both positive and negative deviations should be 

viewed as sources of risk. To measure risk, one has to define first the variable of interest, 

which could be portfolio value, earnings, capital, or a particular cash flow. Financial risks 

are created by the effects of financial factors on this variable (Philippe, 2000).

Regarding the concept of financial risk, there have been many definitions available in 

aims to give a brief idea to this concept. Financial risk is normally any risk associated 

with any form of financing (Deventer et al., 2004). It illustrates the uncertainty of the 

future financial abilities of the issuer to pay stockholders and creditors’ principal and 

interest (Edward Jones, 2009). Edison Samuel describes the financial risk as an 

assessment of the possibility that a given investment or loan will fail to bring a return and 

may result in a loss of the original investment or loan (Edsamuel, 2009). The amount of 

financial risk will dictate the amount of money that may be lost if the investment does not 
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become profitable (GlobalBX, 2009). Financial risk could also be presented as the 

quantifiable likelihood of loss or less-than-expected returns (Financial Elearning, 2009).

2.2 Actual financial risk in M-commerce

2.2.1 A secure infrastructure of transaction via M-network

Table 2.1 below shows a study of a secure infrastructure of financial transaction via 

wireless network. Security of financial transactions which are executed from some 

remote location and transmission of financial information over the air are the most 

complicated challenges that need to be addressed jointly by mobile application 

developers and wireless network service providers (Tiwari et al., 2006). The following 

aspects need to be addressed in focus conditions to offer a secure infrastructure for 

financial transaction over wireless network. 

For example, in case the device is stolen, the hacker should require at least an 

ID/password to access the application. That will protect the security of any thick-client 

application running on the device.

In case the data expose to others•Encryption of the data that will be stored 
in device for later/off-line analysis by the 
customer

In case the data attacked by hacker 
during the transmission process

•Encryption of the data being transmitted 
over the air

If unauthorized users try to connect to 
the system

•User ID and password authentication to 
access the system

If unauthorized devices try to connect to 
perform financial transactions 

•Authentication of the device with service 
provider before initiating a transaction

In case the device is stolen•Security of any thick-client application 
running on the device

If the company offers smart-card based 
security

•Secure physical part of the hand-held 
device

Focus conditionsAspects required to be addressed

Table 2.1

Based on Tiwari, Rajnish; Buse, Stephan and Herstatt, Cornelius (2006)
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2.2.2 Challenges in mobile internet

“To attract consumers by giving them a sense of security as they connect to 
paying services or make purchases from their mobile devices.”-Sadeh, 2002

Consumers need to feel comfortable that they will not be charged for services they have 

not used, that their payment details will not find their way into the wrong hands, and that 

there are adequate mechanisms in place to help resolve possible disputes (Sadeh, 

2002). Beyond the added risk of forgetting your handset in a taxi, the mobile internet 

introduces a number of additional challenges over its fixed counterpart resulting from the 

limitations of mobile devices and the nature of the air interface over which transmission 

takes place. Even typing your name, credit card number and its expiration data-by far, 

the most common form of payment over the fixed internet- is not a viable option when 

considering the input capabilities of most mobile devices. Communication over the air 

interface is more vulnerable to be attacked, and the low data rates and frequent 

disconnects of the mobile internet have led to standards such as WAP that do not 

necessarily guarantee end-to-end security. And our mobile devices, same as PCs, 

cannot be immune to viruses and worms.

2.2.3 Essential security requirements/ goals in M-commerce

Authentication, Confidentiality, Integrity and Non-repudiation are four essential security 

requirements generally accepted when conducting transactions in M-marketplace

(Sadeh, 2002). 

Authentication is concerned with verifying the identities of parties in a communication 

and making sure that they are who they claim to be.

Confidentiality is concerned with ensuring that only the sender and intended recipient of 

a message can read its content. 

Integrity is concerned with the content and making sure that what was sent is also what 

is received-the content of your messages and transactions should not be altered, 

whether accidentally or maliciously. 

Non-repudiation regards providing mechanisms to guarantee that a party of a transaction 

cannot falsely claim later that he/she did not participate in that transaction. 

2.2.4 M-commerce financial security issues

As mentioned in King and his partners’ literature (2006), many of the processes, 

procedures, and technologies used for e-commerce security and for general 

organizational computer security also apply to m-commerce security. Passwords, 

encryption, active tokens, and user education apply to m-commerce security. Therefore

many m-commerce security issues mirror those of e-commerce security, but still there 

are some special security measures for m-commerce may be required.

These m-commerce security issues include:
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Malicious Code: Most Internet-enabled cell phones in operation today have their 

operating systems and other functional software “burned” into the hardware. This makes 

them incapable of storing applications and, in turn, incapable of propagating a virus, 

worm, or other rogue program from one phone to another. However this situation has 

been altered according to the increasing capabilities and functionality of PDAs and cell 

phones converge. The threat of attack from malicious code will certainly increase.

Transaction Security: M-commerce transactions almost always pass through several 

networks, both wireless and wired. An appropriate level of security must be maintained 

on each network, and this interoperability is difficult. Similarly, post-transactional security 

issues of auditing and non-repudiation are more difficult because cell phones do not yet 

have the capability to store the digital equivalent of receipt.

Wireless Communication: The open-air transmission of signals opens up new 

opportunities through which security may be compromised.

Physical Security of Mobile Devices: A stolen device can provide the thief with valuable 

data and digital credentials that can be used to compromise an m-commerce network. A 

lost or damaged device is a security threat because of the loss of any stored data or 

device settings.

Ease of use: Wireless technology lowers the temptation threshold. The very same 

ease-of-use factors that mobile computing users appreciate work against fulfillment of 

security goals.

2.2.5 Technologies involved in mobile purchase activities

To satisfy the security requirements, a series of mechanisms are available to meet such 

security issues. In the following part some technologies involved in mobile purchase 

activities are illustrated. Among them, cryptography plays a central role and others also 

contribute as well.

 Cryptography

Cryptography is essentially about taking ordinary plaintext messages and turning them 

into scrambled ones or cipher text using various algorithms (Sadeh, 2002). In turn, the 

recipient can decipher the scrambled message and recover the original plaintext 

message using a matching decryption algorithm. During both the encryption and 

decryption processes, one or more keys are highly required in order to keep things 

secret. That means, even if the encryption and decryption algorithms are open for the 

public, there is no one can read their content without the access to the secret key.
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Figure 2.1 Example in Process of Cryptography (ZYTRAX, 2008)

Figure 2.1 above shows one example in the process of cryptography. In this example, 

data (called plain-text in the jargon) is encrypted with one key at host side and then sent 

to the recipient. The data is decrypted by the recipient with another key. These two keys 

could be same or different, depending on which cryptography mechanism is selected

(ZYTRAX, 2008). The plain text can only be viewed by the host and recipient during the 

process of transmitting data. The technologies of encryption and decryption are used to 

keep the data from exposure. 

 Digital Signature

During the procedure of accomplishing the payment, the process of authentication and 

data integrity uses what is called a digital signature (Sadeh, 2002). To prevent from 

cases someone stolen a cell phone pretends to be that person and conduct some 

unpleasant activities via this phone. The digital signature is involved to avoid such 

unhappy experiences. To be specific, it supposes that before encrypting the message 

with the public key, it will first encrypted with the consumer’s own private key (Sadeh, 

2002).

 The Mobile 3-D secure specification

Visa International announced a new global specification that ensures the security of 

Internet payments made over mobile phones. The mobile 3-D secure specification is 

based on existing payment technologies and extends payment authentication initiatives 

into mobile commerce, enabling Visa card issuers to validate the identity of their 

cardholders in real time (visa, 2002). The mobile 3-D secure specification supports

global interoperability, enabling consumers to have a consistent and seamless 

experience regardless of the method or device being used to access the Internet. It 

minimizes the impact on merchants and requires no changes to backend payment 

systems. A number of Visa m-commerce programs are currently underway worldwide to 
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test the viability of m-commerce payment solutions and raise consumer awareness. In 

Asia, Europe, and the US, Visa has partnered with some companies and organizations to 

develop a mobile payment service using Mobile 3-D secure, they work together to help 

facilitate secure mobile payments and create opportunities to purchase goods and 

services over wireless network (Visa, 2002). 

2.3 Perceived financial risk in M-commerce 

2.3.1 Concept of Perceived risk

Perceived risk is described as consumer’s level of uncertainty regarding the outcome of 

a purchase decision, especially in case of high priced item such as a car, or a complex 

item like a computer (Business Dictionary, 2009). Consumers attempt to reduce their 

anxiety by collecting more information and by seeking the recommendations of a peer 

group or an entity (person or consumer advocacy group) considered an expert on the 

subject matter (Business Dictionary, 2009). Manufactures and marketers try to reduce 

this risk with reassuring guaranties, by obtaining the backing or recognized groups or 

opinion leaders, or by hiring a well known and respected spokesperson.    

2.3.2 Perceived risk in purchase activities

When consumers plan to purchase a product or service, they often hesitate to take 

action because they cannot be certain that all of their purchasing goals will be achieved 

with the purchase (Roselius, 1971). In other words, consumers may perceive a certain 

degree of risk in most purchase decisions (Cox and Rich, 1967). 

Perceived risk it that level of risk a consumer believes exists regarding the purchase of a 

specific product from a specific retailer, whether or not that belief is factually correct (Hort, 

2009). In order to make a sale, consumer’s perceived risk is required to be overcome. 

The more important the purchase is to the consumer, the greater the perceived risk (Hort, 

2009). Therefore, if a consumer is considering buying sweet corn for dinner tonight, the 

perceived risk is relatively low. If he or she is buying corn because the boss is coming 

over for dinner, the perceived risk goes up. Perceived risk is also greater if consumer has 

not dealt with the retailer before. New or unbranded items also raise perceived risk. As 

the cost of an item goes up, so does the perceived risk (Hort, 2009). Being on a tight 

budge, having little experience in purchasing the item and having many alternatives to 

choose from all raise perceived risk. 

2.3.3 Perceived financial risk

The perceived risk can be categorized into six types: functional, physical, social, 

psychological, financial and time. Perceived financial risk is the level of uncertainty 

regarding the financial outcome of a purchase decision (Business Dictionary, 2009). In 
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Garner’s literature written in 1986, financial risk is described as the perception that a 

certain amount of money may be lost or required to make a product work properly. 

Garner (1986) examined the differences in perceived risk between types of products. 

The results revealed that financial, psychological, and social risks significantly affect 

consumers’ purchase decisions for tangible products, while time and financial risks were 

considered more important in the purchase of services. Such findings show that the 

perceived financial risk has great importance regardless the types of products in 

purchase activities. 

2.3.4 Perceived risk in online purchase activities

With respect to the differences in perceived risk among several types of purchasing 

channels, previous research showed that consumers fear a higher level of risk in the 

activities of purchasing via non-store purchasing than through “brick and mortar” shops 

(Akaab and Korgaonkar, 1988). This occurs because consumers have few chances to 

physically inspect products prior to a purchase (Cox and Rich, 1967); it is more difficult 

for consumers to return faulty products with non-store shopping (Spence et al., 1970); 

people are much more familiar with off line shopping, having done it very often, and 

worry about the unfamiliarity of on-line purchasing; and consumers may feel uneasy 

about dealing with a "faceless" shop in considering potential deception (Darian, 1987).

Given that online purchasing is a relatively new type of shopping method, significant 

changes must occur in order to encourage more consumers to shop online. For this to 

happen, consumers must recognize that they could obtain a better deal from online 

purchasing than from traditional channels (Keeney, 1999). According to Alba et al. 

(1997), there are five positive factors that encourage consumers to purchase online: 

 Vast selection: Consumer can buy virtually anything via the Internet just by typing in 

what they want.

 Screening: most online shopping sites classify their listings into categories, 

subcategories, and even sub-subcategories to facilitate browsing and screening a 

large number of options (Hunt, 1999).

 Reliability: the ratings and reputations of a certain online retailers are publicly visible 

to consumers since the Internet is regarded widely as an interactive communication 

medium.

 Product comparisons: online purchasing allows consumers to compare numerous 

alternatives and substitute products under a certain category, thereby encouraging 

greater price competition even for goods in limited supply (Rowley, 2000). 

 Convenience: people can purchase at any time with no hassle and little interruption 

of other activities. 

Consequently, it is evident that online purchasing is a more innovative, convenient way 

of purchasing than traditional channels (Szymanski and Hise, 2000).

However, there are also numerous factors that still make consumers uncertain about 

online purchasing. Since online purchasing incorporates many characteristics of 

non-store shopping, it is natural that online shopping shares some of the perceived risks 
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of non-store shopping (Tan, 1999). For instance, the Internet, just like any type of 

non-store shopping, makes it difficult to examine physical goods; consumers must rely 

upon somewhat limited information and pictures shown on the computer screen 

(Jarvenpaa and Tractinsky, 1999). Moreover, there is bound to be much uncertainty 

regarding system security, reliability, standards, and some communication protocols 

(Turban et al., 1999). All these factors increase the perceived risk of online shopping so 

that more than half of Internet users still have not made an online purchase 

(Teichgraeber, 2001).

By examining both the positive and negative factors referred above, some of these 

factors are also appropriate when it comes to the mobile purchasing since mobile 

network and Internet share some similar features. Table 2.2 below includes some pieces 

of literatures concerning the perceived financial risk in e-commerce, from the consumer’s 

perspective, some perceived financial risk can be concluded based on summarizing from 

those literatures.

How do different risk 
types affect purchase 

In e-market space

Environmental, legal, 
operational, 
informational, business, 
financial, technical risk.

Implicitly, probability 
of a loss of some 
magnitude

Corbitt and 
Canh (2005)

4

Adoption of e-servicePerformance risk

Financial risk

Time risk

Privacy risk etc.

Potential for loss in 
pursuit of a desired 
outcome

Featherman 
and Pavlou 
(2002)

2

Clarify the definition of 
perceived risk in B2C 
ecommerce and 
identity sources of risk

Financial 

Performance

Social

Personal

Function of the 
probability of loss 
and consequence of 
loss

Lim (2002)3

Discriminate among 
online and offline 
buyers using risk

Performance risk

Financial risk

Convenience

Implicitly probability 
of a loss and 
outcome of a loss

Andrade (2000)1

To explain the 
relationship between 
trust and risk in e-
market space

Specific online risks 
such as transaction 
security

Implicitly, probability 
of a loss of some 
magnitude

Tibert and Yao-
hua (2004)

5

Purpose of studyDimensions used in 
operation

Risk descriptionSourceNo.

Table 2.2  Literatures regarding perceived financial risk
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Table 2.3 below contains a preliminary list of perceived financial risk objects derived from 

existing literature. These perceived financial risks are generated from consumers’

knowledge about E-commerce (M-commerce) and perception. Some of them may not 

really exist since there have been some technologies to avoid some risks and some of 

these risks could have been overcome in recent years.

Tibert and Yao-hua
(2004)

Corbitt and Canh (2005)

Lim (2002)

Featherman and Pavlou 
(2002)

Andrade (2000)

Reference

The consumer lack the power of 
bargaining and may pay a higher 
price than others

The product on delivery not 
equal to the description

Unauthorized access to payment 
system to steal consumer’s data

Stealing credit card information, 
or billing more than consumer 
authorized

Another person steals 
consumer’s information to 
assume the consumer’s identity

Brief description

Bargain power losing

Fake product info.

Hacker attack

Credit card Fraud

Identity theft

Financial risk

Table 2.3  Types of perceived financial risk
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2.4 Factors influencing consumer purchase behavior 

online

Table 2.4 below shows a list of key variables influencing online behavioral intension of 

consumers which have been identified in some previous literatures. The first column lists 

factors found in the literature while the second, third and fourth columns show the 

grouping of variables under each factor based on Internet attributes, user attributes and 

product attributes. The last column presents the name of authors and publishing dates. 

Considering the similar features between internet and mobile network, some of these 

factors and attributes are also critical and influential in mobile purchase activities. 

Table 2.4 Factors influencing consumer’s purchase behavior online (Leelayouthayotin, 2004)   
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Among different variables illustrated above, some factors are significantly important to 

influence the consumers’ purchasing behaviors and affect the level of financial risk in 

M-commerce. Some of these factors are more influential on actual financial risk 

meanwhile some others will be more influential on perceived financial risk. 
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3. Frame of reference

The frame of reference demonstrates the feasibility of a research study. More detailed 

references for each specific research question will be presented separately as well. The 

research will start with the literature overview about previous studies in this field, data 

collection and analyzing will be followed. The data refers to both primary and secondary 

data. By analyzing the collected data, factors which have influences on twofold of the 

financial risk will be concluded. 

Perceived 
Financial Risk

Actual 
Financial RiskFactors Factors

RQ1RQ2

RQ4 RQ3

Cognitive Discrepancy

RQ1.  From the consumers’ perspective, how can actual financial risk that generated 
in purchase systems or processes in M-commerce purchase be characterized?
RQ2.  How can perceived financial risk for consumer in M-commerce purchase be 
characterized?
RQ3. How can the factors influence the level of consumer actual financial risk in M-
commerce purchase be characterized?
RQ4.  How can the factors determine the level of perceived financial risk in M-
commerce purchase be characterized?

Figure 3.1 Frame of reference

Based on above frame of reference, frameworks for each research question are 

developed below to serve as a base for answering the research questions. Framework of 

RQ1 involves the concepts of actual financial risk existing in the mobile purchase 

procedure; framework of RQ2 includes the concepts of perceived financial risk 

considering from consumers’ perspective; Frameworks for RQ3 and RQ4 introduce the 

factors that influence the two-fold of financial risk in mobile commerce. These 

frameworks are concluded according to the literature overview chapter. 
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RQ1. From the consumers’ perspective, how can actual financial risk that generated     

in purchase systems or processes in M-commerce purchase be characterized?

(King et al., 
2006)

(King et al., 
2006)

(Tiwari et al., 
2006)

(Tiwari et al., 
2006)

(King et al., 
2006)

(Tiwari et al., 
2006)

Reference

By the frequency of 
network’s breakdown

Network has faults or 
break down during the 
transaction process

Network 
malfunction

By the level of easiness if 
the data exposed to others

Data exposed to other 
interfaces during the 
transmission or 
decryption process

Data 
exposure

By the level of vulnerability 
brought by hacker attack 

Hacker attack when the 
data being transmitted 
over air

Hacker 
attack

By the possibility if 
unauthorized users can try 
to connect to perform 
financial transactions

Unauthorized user ID 
and password try to 
access the system

Unauthorize
d devices

By the level of vulnerability 
brought by malicious 
applications

Insecurity of any thick-
client application 
running on the device 

Malicious 
application

By the frequency and 
easiness of loss of physical 
device

Physical part of the 
handheld device lost

Physical 
device loss

MeasurementDefinitionConcept

RQ1

Table 3.1 Framework of RQ1

RQ2.  How can perceived financial risk for consumer in M-commerce purchase be 

characterized?

Tibert and 
Yao-hua
(2004)

Corbitt and 
Canh (2005)

Lim (2002)

Featherman 
and Pavlou 
(2002)

Andrade 
(2000)

Reference

By the possibility if more 
favorable prices are 
missing due to limited 
information received

The consumer lack the 
power of bargaining and 
may pay a higher price 
than others

Bargain power 
losing

By the possibility if the 
product doesn’t meet 
demand

The product on delivery 
not equal to the 
description

Fake product 
info.

By the level of 
vulnerability brought by 
hacker attack perceived 
by consumers

Unauthorized access to 
payment system to steal 
consumer’s data

Hacker attack

By the level of 
accessibility to 
consumer’s credit card 
information

Stealing credit card 
information, or billing 
more than consumer 
authorized

Credit card 
fraud

By the level of easiness 
if consumer’s 
information is stolen by 
others in consumer’s 
perception

Another person steals 
consumer’s information 
to assume the 
consumer’s identity

Identity theft

MeasurementDefinitionConcept

RQ2

Table 3.2 Framework of RQ2
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RQ3. How can the factors influence the level of consumer actual financial risk in 

M-commerce purchase be characterized?

(Sadeh, 
2002)

(Sadeh, 
2002)

(Wikipedia, 
2008-a)

(King et al., 
2006)

(Wikipedia, 
2008-a)

(Sadeh, 
2002)

Reference

By the level of 
security of the 
decryption technology

Decipher the scrambled 
message and recover the 
original plaintext message

Decryption 
technology

By the level of 
security of the 
encryption technology

Encipher the ordinary 
plaintext messages and 
turning them into scrambled 
ones or cipher text using 
various algorithms

Encryption 
technology

By the level of 
accessibility of the 
network

To make sure the network is 
accessible regardless of time 
and place

Network 
accessibility

By the level of 
stability of the 
network

Mobile network’s 
maintenance work to keep 
the network running 

Network 
maintenance  

By the possibility of 
different risk levels 
resulting from 
different activities

Different transaction-based 
products and services 
available in M-commerce 

Types of 
transaction-
based activities

By the level of 
stability and reliability 
of the system

Systems involved when 
conduct the mobile purchase 
transactions

Mobile purchase 
systems

MeasurementDefinitionConcept

RQ
3

Table 3.3  Framework of RQ3

RQ4.  How can the factors determine the level of perceived financial risk in 

M-commerce purchase be characterized?

(Karnouskos, 
2004)

(Karnouskos, 
2004)

(Karnouskos, 
2004)

(Karnouskos, 
2004)

(Karnouskos, 
2004)

(Sadeh, 2002)

Reference

If the status of both 
present and past 
transactions can be 
tracked

To track the purchase 
history and delivery status

History trace

If the after-sales 
service is satisfactory

The after-sales service (ex. 
Maintenance)

Follow-on 
service

By the possibility if the 
payout rates are higher 
than other channels

The payout rates to 
accomplish the payment

Payout rates

By the level of cost to 
conduct transactions

The cost spent to achieve 
the payment, both 
monetary and non-
monetary

Transaction 
cost

By if the speed is 
favorable or not

The speed of connecting to 
the payment interface and 
accomplishing the payment

Connection 
speed

By the level of the 
reliability of systems 
perceived by 
consumers

The reliability of the 
payment systems 

Reliability

MeasurementDefinitionConcept

RQ4

Table 3.4  Framework of RQ4
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4. Methodology

This chapter is designed to describe choices of the methodology used in this research 

and to explain why those methods being chosen. Methodology is used to show what 

ways researchers take to find answers and generate conclusions about the research 

problem and questions (Saunders, Lewis and Thornhill, 2007). It includes the 

discussion about research purpose, research approach, research strategy, sample 

selection, data selection and data analysis. By presenting such research methods as a 

“map”, we will have a clear direction of how to conduct the research from theoretical 

perspective.

4.1 Research purpose

Researchers can choose research purpose among three different alternatives, 

exploratory, descriptive, and explanatory studies. Exploratory study refers to understand 

what variables are relevant in order to discover ideas and insights; it is a valuable 

method to find out “what is happening; to seek new insights; to ask questions and to 

assess phenomena in a new light” (Robson, 1993) and to answer questions of “Why or 

How” by mainly using the case study strategy. Descriptive study refers to “portray an 

accurate profile of persons, events or situations” (Robson, 1993). It emphasizes on 

describing characteristics or functions and the understanding of relevant variables, the 

survey strategy is used as a common tool in descriptive purpose. In the aims to answer 

the questions like “what if”. Explanatory study is recommended to establish causal 

relationships between variables and usually involves the experiment strategy.

In this report, the research problem is concerning the cognitive discrepancy between the 

actual financial risk and the consumers’ perceived financial risk. The aim is to understand 

the dissonance and discrepancy by comparing different identified risk from both actual 

and perceived perspectives. The research will not discuss in detail reasons causing such 

discrepancy nor find out the new relevant variables regarding financial risk in 

M-commerce purchase activities, in stead, it aims to get a deep and accurate 

understanding of the financial risk in M-commerce from both actual and consumer

perceived perspectives. The literature overview provides a pool of articles discussing the 

financial risk in M-commerce, and moreover, there are also available resources of 

presenting the financial risk in E-commerce, some of which still identified when comes to 

M-commerce marketplace. 

The utilization of the case study in an exploratory purpose can investigate the

discrepancy between actual and perceived financial risk in M-commerce. This research 

is conducted based on an exploratory purpose to get a clear idea about the research 

problem.
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4.2 Research approach

The research approaches can be categorized in two ways: Inductive or Deductive 

approach and Qualitative or Quantitative approach. Inductive approach starts from 

studying or observing the “real life” to create/ develop the theory. Deductive approach

refers to develop understanding from theory that is tested/ developed by studies of “real 

life”. This research follows a deductive research approach since there has been found 

several models and theories about the financial risk in M-commerce resulting from 

different reasons. This research is designed to evaluate and categorize such risk then

develop a clear picture about findings of discrepancy.

Another way to categorize the research approach is Qualitative or Quantitative approach. 

It refers to the method one selects to treat and analyze the collected data (Saunders, 

Lewis and Thornhill, 2007). Qualitative method involves a smaller sample scale 

meanwhile the quantitative method refers to a deeper study. That means, a qualitative 

study is useful when the research is designed to conduct an in-depth study of specific 

problem. A quantitative study is more feasible when comes to generalize, describe and 

explain from a general perspective. In this research, a qualitative approach will be 

followed since the purpose is to develop a deep understanding about the discrepancy 

regardless of the sample size and quantitative measurements.

4.3 Research strategy

Research strategy is a general plan of how researchers will go about answering the 

research questions which have been set (Saunders, Lewis and Thornhill, 2007) Different 

research strategies include experiment, survey, archival analysis, history and case study. 

A choice among those strategy alternatives is required to be made according to different 

relevant situations. As mentioned in previously, a case study strategy will be used as a 

common toll in this research. Case study is an in-depth exploration of one particular case 

(situation or subject) for gaining depth of understanding into the issues being 

investigated (Bryman and Bell, 2003). It can be a very worthwhile way of exploring 

existing theory and can be conducted in any kind of social setting especially coping with 

the technically distinctive situation (Saunders, Lewis and Thornhill, 2007). Case study 

research excels at bringing researchers to an understanding of a complex issue or object 

and can extend experience or add strength to what is already known through previous 

research. Case studies emphasize detailed contextual analysis of a limited number of 

events or conditions and their relationships. Researcher Robert K. Yin defines the case

study research method as an empirical inquiry that investigates a contemporary 

phenomenon within its real-life context; when the boundaries between phenomenon and 

context are not clearly evident; and in which multiple sources of evidence are used (Yin, 

2003).

The reason of selecting the case study strategy is that it will be efficient when aims to get 

an in-depth understanding of the financial risk in M-commerce which is not necessary to 

involve a huge sample size. 
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In this report, the case study strategy will be applied by means of conducting a 

semi-structured interview. This strategy can be separated into five stages namely-

selecting the case; conducting the study; analyzing the case study evidence; developing 

the conclusion and reviewing the data collection protocol (Remenyi et al., 2005). The 

primary data will be collected from the results of the interview. As a complementary 

source, secondary data will also be included to the collecting database. The whole 

interview can be divided into three parts: Part I includes the discussion of the concepts of 

mobile commerce, risk, risk in mobile commerce and the importance of financial risk in 

mobile commerce; Part II includes some options for interviewees to choose and the 

reasons which led them to make such choices were required to be explained accordingly. 

Besides that they were asked to use an ordinal scale measurement to show the rankings 

among these options. The ordinal scale will be used as the measurement scale to 

describe the extent of the respondents’ preferences. In the ordinal scale, the numbers 

assigned to object, or events represent the rank order (1st, 2nd, 3rd etc.) of the entities 

assessed; Part III was consisted of some open-ended questions to show the 

interviewees’ overall opinions about this research.

4.4 Sample selection

In most situations, it is impossible to survey an entire population as it is of a manageable 

size. For that reason sampling is considered to be a necessary and practicable 

technique according to the budget and time constraints during the process of a research. 

Sampling techniques provide a range of methods that enable you to reduce the amount 

of data you need to collect by considering only data from a sub-group rather than all 

possible cases or elements (Saunders, Lewis and Thornhill, 2007). It can be used in two 

different types, probability sampling which obtaining information from a representative 

cross section of the population of interest and non-probability sampling which refers to 

relatively lower cost and more subjective judgments. Different sampling methods can be 

found in each type adopted in different situations.

In this research, non-probability sampling techniques will be taken into consideration 

since the purpose of this research is concerning about the perception of M-commerce 

consumers, the in-depth understanding among representative samples is required.

Among different alternatives in non-probability sampling techniques, A snowball 

sampling method is designed to be utilized in the sample selection process, by 

comparing the factors such us likelihood of sample being representative, relative costs 

and control over sample contents. Snowball sampling method suggests the selection of 

additional respondents is based on referrals from the initial respondents. It is commonly 

used when it is difficult to identify members of the desired population (Saunders, Lewis 

and Thornhill, 2007).  In this research for instance, the desired population is people who 

believe financial risk existing during the process of conducting M-commerce purchase.

The initial contact will be conducted among employees in a mobile device company and 

gown in LTU. The selection of the sample should be representative enough to generalize 

to larger population. 
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Table 4.1 shows an overall background and characteristics description for each 

respondent. It includes the gender, age, education and professional background of 

respondents. The selection of the respondent is not random but well-considered based 

on certain criterions-they should have abundant knowledge about mobile commerce and 

have experiences of conducting transactions via mobile network, more than that, they 

are also required to have such experiences with mobile commerce . The range of their 

ages is varied from 28 to 43 years old.

TelecomCivil 
engineeri
ng 

ProfessorTax officialJournalistProfessional 
background

MasterMasterDoctorBachelorBachelorEducation

2730432829Age

MaleFemaleFemaleFemaleMaleGender

EDCBARespondent:

Table  4.1 Profile of five respondents

4.5 Data collection

Besides the primary data collected during the research process, secondary data which 

refers to the data that have already been collective for some other purpose can also 

provide a useful source to answer the research questions. Secondary data include both 

raw data and published summaries. As mentioned in research strategy, this research will 

use selected and re-organized secondary data to answer the research questions of 

actual financial risk in M-commerce purchase.

In this research, the primary data is mainly collected by using case study strategy which 

generally adopted by exploratory research. An in-depth interview will be conducted with 

the help of well-designed interview guide. The design should be clear avoiding 

complexity, ambiguity and assumptions. It further should avoid leading, loaded, 

burdensome and doubled-barreled questions (Saunders, Lewis and Thornhill, 2007).

The purpose of the case study is to receive more data about different perceptions about 

the financial risk existing in the M-commerce purchase process. The interview guide will 

be designed carefully in order to obtain required guidelines without content 

misunderstanding and concept confusions. The interview guide in this research was 
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developed based on the frame of reference taken from theory meanwhile questions 

mentioned in content are organized step-by-step from primary concepts to specific cases 

in mobile commerce purchase activities. The interview to each respondent will be 

recorded and well-organized. Considering the respondent’s knowledge and experiences, 

the interview guide cannot involve so much professional and technical words. The 

interview guide will be sent to the respondent in advance to help them get a brief idea 

about the content of interview.

4.6 Data Quality issues

During the process of conducting the interviews, a number of data quality issues are 

required to be taken into consideration to avoid the problems such as respondent bias 

(Saunders, Lewis and Thornhill, 2007). In qualitative research, the process of 

interpreting the results may appear to be more uncertain compared to quantitative 

research, because the qualitative method is concerned with understanding the results 

and revealing the meaning behind the answers given while quantitative methods can to a 

greater extent look at the answers without much interpretation (Johansson, 2003). There 

has been a list of literatures available concerning the quality issues in qualitative 

research, to be specific in this research, the quality issues which should be paid attention

to include credibility, confirmability and generalisability. 

 Credibility

If there is no credibility, the results and analysis, and further the conclusions made, have 

no worth at all (Bryman & Bell, 2003). It may be the most important issue when it comes 

to quality issues. To conduct a reliable interview, the respondents must understand the 

interview questions clearly without distorted understandings. In this research, the 

interview guide will be sent to respondents for their validation before carrying out the 

interviews. Respondents will send back their responses if there is any misunderstanding

about the questions or interviewing cases. The interview guide will be corrected 

according to their responses and then used in the interviews. To achieve a high 

credibility of this research, during the process of conducting and interpreting the 

interviews, both of the interviewer and interviewee bias will be carefully avoided to 

overcome the credibility quality issue.

 Confirmability

Confirmability shows that the researcher has acted in good faith, if nevertheless he or 

she cannot be completely objective (Bryman & Bell, 2003). When asking interview 

questions it is crucial that the interviewers do not allow themselves to be influenced by 

their own ideas and preconceived notions to the extent that it affects the interviewees’

answers. In this research the research field is a newly developing area which not really 

noticed by general population. The process of research is more or less the same as the 

process of learning, therefore the researcher’s attitude to this research is subjective and 

fair enough.
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 Generalisability

There is likely to be a concern surrounding the generalisability of findings from qualitative 

research, based on the use of a small and unrepresentative number of cases (Saunders, 

Lewis and Thornhill, 2007). How to ensure the cases involved in the interview will fairly 

represents all the interviewees’ viewpoints is a difficult quality issue. In this research, the 

selection of respondents is based on different considerations such as nationality, gender, 

profession, career and other factors in order to achieve a high level of generalisability.
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5. Data presentation

This chapter will present the results of interviews. The interviews were recorded and 

collated separately for each interviewee: respondent A, B, C, D and E. The results 

include the interviewees’ attitudes and their answers to the interview questions. At the 

end of this chapter a summary will be presented to show an overall analysis for the 

interview results. 

5.1 Interview results of Respondents

The presentation of results will start with respondent’s background introduction and end

with a score table. The interview is composed of three different parts, and different 

concepts will be discussed in each part. In part I, the respondents will answer several 

questions regarding the general idea about mobile commerce, the concept of risk and 

the risk in mobile commerce; in part II the respondents are required to give their answers 

and rankings to the different types of actual and perceived financial risk in mobile 

commerce and explain the reasons why they make such rankings; besides that in part II 

the respondents will also show their attitudes about the factors which may influence such 

risk. At the end of the interview, an overall understanding about the cognitive discrepancy 

between actual financial risk and perceived financial risk will be asked to describe the 

respondents general idea about this research.

5.1.1 Interview result of Respondent A

 Respondent’s background

Respondent A is a 29 years old male. He has worked in a national newspaper for five 

years and has a good many opportunities to visit different countries in Europe and Asia 

for the sake of his career. Considering the frequency of business travelling that he 

experienced according to his job demand, the usage of mobile phone is highly regarded 

by him. 

 General idea about mobile commerce

The respondent described mobile commerce as transactions conducted via mobile 

network and visiting websites through mobile phone. To be specific, from his 

understanding, all monetary relevant activities conducted via mobile network are 

included in the mobile commerce scope. He is familiar with the mobile commerce 

activities such as mobile purchase, content purchase and delivery. The respondent often 

purchases ringtones, wallpapers and gambling games via mobile phone. Another 

important usage of mobile commerce for him is mobile banking services which

connecting his credit card account and his mobile phone. Every time when he uses his 

credit card to check-out at cashier desk or to arrange online payment, a confirming SMS 
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will be sent to his mobile phone real time for his approval. 

When asked about the advantages and disadvantages of mobile commerce, the 

respondent A thought the outstanding advantages of mobile commerce were its 

convenience and real-time operation. For instance, he can read website’s content when

he waits in airport without a notebook on hand. When it came to the disadvantage, he 

concerned a lot about the risk that the mobile network could be attacked and controlled

by hacker. Due to that, he keeps a hesitate attitude to submit his personal account 

information via mobile network and he believes that it is risky.

About the factors which encourage him to adopt or abandon mobile commerce, the 

respondent said he could not deny there were some risky issues in mobile commerce, 

but the convenience brought by it seemed to be more attractive. He must make a 

compromise between the risk and convenience and he would like to choose the latter 

one. 

 About the concept ‘RISK’

When asked about the risk concept, the respondent described the risk meaning to him 

was definitely the monetary loss. One example was that if someone got his mobile phone 

could steal money by transferring money out of his account. Meanwhile he could not 

name out the categories of risk since he believed all the risks were resulting from 

monetary loss. For the same reason, the respondent regarded the risk in mobile phone 

was also relevant to monetary loss. 

 Risk in mobile commerce

When asked to rank the different risks in mobile commerce from highest risk to lowest, 

financial risk was ranked as highest, and then privacy risk, other types of risk are not 

really risky from his understanding. Therefore he totally agreed that financial risk is one 

of the most important types of risk in mobile commerce. Furthermore, respondent A

mildly agreed the statement “There is a cognitive discrepancy between the actual 

financial risk and perceived financial risk in mobile commerce”, but he could hardly figure 

out what discrepancy really was. When talking about the different attitudes held by 

people around him, he described the mobile commerce was hardly accepted in his 

parents’ generation, because they were always afraid of new-tech influences such as 

internet and mobile network.
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Respondent A described his attitude to different actual and perceived financial risk in 

mobile commerce, table 5.1 shows the concluded results and he also ranked in a scale 

from high to low to describe the degree of the risk in his opinion. Different types of risk 

are ranked from 1 to 5 with 1 being the highest risk in respondent A’s opinion and 5 being 

almost no risk. 
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Table  5.1 Interview result for respondent A

(Ranking standards: 1-very high/ very important, 2-high/important, 3-medium, 

4-low/ not so important, and 5-almost no risk/ not important at all)

5.1.2 Interview result of Respondent B

 Respondent’s background

Respondent B is a female 28 years old and has more than six years working experience 

as a tax official in national government. She has abundant knowledge of tax and finance

and she received her CFA certificate in 2008 which can strongly prove her professional 

background. The respondent said she was not a very tech-holic, most of time she only 

uses her mobile phone for calling service and SMS. However she does not refuse new 

technological development. She is apt to accept and learn the new concepts meanwhile 

not really eager to participate in the practical usage.

 General idea about mobile commerce

About the basic understanding about mobile commerce, respondent B described it as 

the technological development of mobile network with commercial usage which 

supposed to be convenient to do something whenever and whatever as needed. The 



36

respondent believed that all of the technological progress aim to achieve commercial 

profits, and the progress brought not only benefits but also risk to consumers.

Respondent B showed her rich knowledge about different activities in mobile commerce, 

for example, ordering and purchasing the film tickets via mobile phone; applying the 

mobile coupons in supermarket; mobile banking services, etc. Contradictory she hardly

really participated in such activities. “I would like to know what they are but I am not really 

apt to use them”, she explained.

When asked about the advantages and disadvantages of mobile commerce, she resists 

on that everything came with two-side, one side was positive and the other was negative, 

and there was no exception for mobile commerce. Respondent B described the 

advantage of mobile commerce that its applications are convenient, quickly and 

somewhat popular, and when comes to the disadvantages, she said that the cost of 

conducting mobile commerce activities is much higher when compared with internet 

commerce activities. Besides that, the performance of mobile commerce is not so stable 

and does not always perform in a perfect status according to its immaturity of technology 

and network.

About the factors which encourage her adopt or abandon mobile commerce, she raised 

the immaturity of the technology and not popular acceptance among consumers as the 

main reasons which made her hold a hesitate attitude to participate in the mobile 

commerce activities. This negative attitude may be changed when the whole mobile 

commerce market becomes more mature in the future from the respondent’s 

understanding. 

 About the concept ‘RISK’

When asked about the concept of risk in her understanding, respondent B described the 

risk as something brought in both physical and mental loss. For example, if there is

someone getting her ID and password and making some malicious application by using 

her mobile phone. Another example for mental risk is if her mobile phone number is

exposed to public and some interruptive callings and annoying messages will come to

her mobile phone without permission. Compared with physical risk such as monetary 

loss, she considered mental risk is more intrusive and harmful.

 Risk in mobile commerce

When asked about the types of risk in the process of conducting transactions via mobile 

network, the respondent again suggested categorizing all the risk into two categories: 

physical and mental risk. She explained that most people were mainly focus on the 

financial risk or performance risk, besides those types, risk in mental issues should also 

be taken into consideration due to the unendurable feelings it brought to consumers. 

When asked about the importance of financial risk, her opinion was that it was important 

when considering the physical risk issue since it would bring irreparable loss, but it was 

not the most important one. The respondent mildly disagreed on the statement “there is a 

cognitive discrepancy between the actual financial risk and perceived financial risk in 

mobile commerce”. Such a negative attitude was generated because she still treated 

mental risk as more important than physical risk. She thought different people at different 
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levels of income had different perceptions to financial risk, for example, a person with low 

income could be more concerned with the financial risk when compared with high 

income people. 

Respondent B described her attitude to different actual and perceived financial risk in 

mobile commerce, table 5.2 shows the concluded results and she also ranked in a scale 

from high to low to describe the degree of the risk in his opinion. Different types of risk 

are ranked from 1 to 5 with 1 being the highest risk in respondent B’s opinion and 5 being 

almost no risk. 
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Table 5.2 Interview result for respondent B

(Ranking standards: 1-very high/ very important, 2-high/important, 3-medium, 

4-low/ not so important, and 5-almost no risk/ not important at all)

5.1.3 Interview result of Respondent C

 Respondent’s background

Respondent C is a 43 years old professor in Information Technology department at a 

university. She teaches some courses relevant to information system and information 

management and she has a lot of theoretical knowledge about electronic commerce. 

“Mobile commerce is an important branch of electronic commerce,” she said, “it shares 

most of the features of electronic commerce and furthermore it has many other unique 

characteristics resulting from its specific nature”. Meanwhile she described that mobile 

commerce was in a developing stage and some of its immature segments were 

supposed to be improved in the future. 

 General idea about mobile commerce
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Firstly, the respondent was asked about her understanding about mobile commerce. She 

described the mobile commerce as all the transactions conducted via mobile network, 

and she expressed it was not a precise definition because there were many different 

definitions from theoretical literatures and most of them involved the key words 

“transactions” and “mobile network”. Consequently she took some examples of the 

activities in mobile commerce: the common activity of content purchase and delivery, the 

purchase activities conducted via mobile network and other commercial activities by 

some mobile applications. She often downloads some ringtones and wallpapers directly 

from mobile phone. Another significant application in her daily life is the use of mobile 

banking services; she explained that more and more banks in Asia countries provide a 

series of package services bundling with consumers’ mobile account. There are also 

more cooperation between the Telecom Company and financial institutions compared to 

the past.

When asked about the advantages and disadvantages about mobile commerce, the 

respondent treated the immaturity of the whole mobile commerce market as the most 

significant disadvantage. All the risk could be resulting from such immaturity. Imagining if 

all the relevant technologies developed well, all of such disadvantages would decrease 

accordingly. Same as other respondents, respondent C treated the convenience as the 

most significant advantage. That was also the most attractive characteristic of mobile 

commerce to her. 

About the factors which encourage her to adopt or abandon mobile commerce, she 

described if in the future the whole mobile commerce market would be mature enough 

and well developed, she would be more glad to accept it. Therefore the main reason 

which encouraged her to abandon the mobile commerce is the uncertain feeling about 

this new industry. She thought most of her knowledge about mobile commerce was from 

theoretical literatures according to her career requirement, but from the general public 

perspective, people are not really familiar with such knowledge. 

 About the concept ‘RISK’

When asked to give a brief definition of risk, she described as it as all the negative 

impact generated together with value when conducted activities, in view of eventualities 

may have both beneficial and adverse consequences. She emphasized everything

comes in two-fold, when consumers enjoy the convenience, meanwhile they must suffer 

from the negative impacts. In her own experience, she treats all the things which bring

her uncertain and unsafe feelings as risk. For example, if the network security of the 

mobile network gives her uncertain feelings, accordingly she treats it as the risk. For all 

different types of risk, she categorized them into two main categories: the risk which 

really exist and the risk which is considered to exist, the latter category of risk may not 

really exist but in consumers’ perception they are there. She considered one important 

task of relevant telecom companies or carriers is to educate the consumers and public 

about the knowledge and background to decrease their unsafe feelings. 

 Risk in mobile commerce

When asked about the types of risk during the process of conducting activities via mobile 

network, she listed out some types from highest risk to lowest: technology risk which 

resulting from the immature technology, performance risk which resulting from the 
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unstable status of the whole system and network, and privacy risk which resulting from 

the careless exposure of consumers’ privacy information when they conducted the 

activities. Unlike other respondents, she didn’t include the financial risk in the list of risk 

in mobile commerce. She explained theoretically all the financial risk can be controlled 

and avoided if the whole system was well designed and smoothly performed. Therefore 

she didn’t strongly agree that financial risk is one of the most important types of risk 

when analyzing the mobile commerce. About the statement “There is a cognitive 

discrepancy between the actual financial risk and perceived financial risk in mobile 

commerce”, she mildly agreed about it. For the reason why she held such an affirmative 

attitude meanwhile ignored the financial risk in mobile commerce, she explained as not 

only for financial risk, almost all types of risk had cognitive discrepancy between actual 

risk and perceived risk in consumers’ perception. 

As a professor, she has many opportunities to visit different countries as visiting scholar.

In her opinion, the acceptance of mobile commerce is varied in western and eastern 

countries. The applications of mobile commerce are more popular in eastern countries 

compared with some European countries. 

Respondent C described her attitude to different actual and perceived financial risk in 

mobile commerce, table 5.3 shows the concluded results and she also ranked in a scale 

from high to low to describe the degree of the risk in her opinion. Different types of risk 

are ranked from 1 to 5 with 1 being the highest risk in respondent C’s opinion and 5 

being almost no risk. 
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Table 5.3 Interview result for respondent C

(Ranking standards: 1-very high/ very important, 2-high/important, 3-medium, 

4-low/ not so important, and 5-almost no risk/ not important at all)
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5.1.4 Interview result of Respondent D

 Respondent’s background

Respondent D is a 30 years old female. She does not work anymore and stays at home 

as a housewife. Unlike other ordinary housewives, she has a master degree in civil 

engineering. She was chosen as one respondent since she was representative among 

the people who apply mobile commerce frequently in their daily lives. 

 General idea about mobile commerce

Respondent D described the mobile commerce as all the activities which generated 

commercial profit by using the mobile phone. The profit is coming from the value 

deducting the cost. As a housewife, she always shops and purchases daily necessities. 

After registered her personal information as the club member of some shops and 

supermarkets, she receives the promotional news and mobile coupons periodically. 

These promotional SMS:s come most often during the holidays and special festivals. 

She can get more favorable prices by showing the mobile coupons at the cashier. 

Besides that, she also uses the mobile phone to pay her bills. For example, electricity 

and water bills are often paid via mobile network instead of visiting the payment counters. 

But these bills are only confined to petty cash level. 

When asked about the advantages and disadvantages of mobile commerce, she 

emphasized that convenience and real-time application were the most significant 

advantages to her. However she figured out the visit and connection of mobile network 

was more costly than wireless network. 

 About the concept ‘RISK’

For the concept of “risk”, from her understanding she treated it as the considerable high 

cost spent on gaining the revenue. In details it could be described as during the process 

of achieving the profit, there was an acceptable cost level. If the cost is over this 

acceptable level, there will be a potential risk rising accordingly. She explained further 

about this risky cost level: it could be time cost, monetary cost and personal cost. 

Accordingly, the types of risk could also be categorized as time risk, monetary risk and 

personal risk. 

 Risk in mobile commerce

Respondent D gave some examples of risk in mobile commerce. One example is when 

she submits the payment request via mobile phone, the time of waiting the response 

could be long or interrupted without reasons. She has no idea of what she is supposed to 

do next: re-submit or cancel? This situation could be coped with immediately when she 

arranges the payment at the cashier in the bank, but could hardly resolve when 

conducted via mobile phone. Another risk in mobile commerce is the execution of the 

activities via mobile commerce mostly involved the third part in the process of payment 

and confirmation. But she is not so certain if the third party is trustworthy or not. This 

could also be treated as a risk in mobile commerce. 

Respondent D agreed that financial risk is one of the most important types of risk when 

analyzing the mobile commerce, since this type of risk is resulting from the higher 

monetary cost which aims to achieve the expectant profit. Besides that she figured out 

other types of risk such as time-cost risk and privacy risk are also important and required 
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to be considered carefully. 

Respondent D neither agreed nor disagreed about the statement “There is a cognitive 

discrepancy between the actual financial risk and perceived financial risk in mobile 

commerce”. She said it was her first time to hear this statement during the interview. 

Actually she was not so certain about the meaning of this statement. The statement was 

beyond her consideration in her daily life and she believed it was in a research area 

outmatched her knowledge level. 

About other people’s perceptions of financial risk in mobile commerce, she described

many housewives like her only used mobile commerce in some petty cash transactions. 

Therefore the financial risk was not really considered by them. But when considered 

some professional employees in big companies, she guessed maybe those people 

would be more concerned about the financial risk since the volume of transactions they 

conducted was much bigger compared to housewives. 

Respondent D described her attitude to different actual and perceived financial risk in 

mobile commerce, table 5.4 shows the concluded results and she also ranked in a scale 

from high to low to describe the degree of the risk in her opinion. Different types of risk 

are ranked from 1 to 5 with 1 being the highest risk in respondent D’s opinion and 5 

being almost no risk. 
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Table 5.4 Interview result for respondent D

(Ranking standards: 1-very high/ very important, 2-high/important, 3-medium, 

4-low/ not so important, and 5-almost no risk/ not important at all)
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5.1.5 Interview result of Respondent E

 Respondent’s background

Respondent E is a male 27 years old who work in an international telecom company as a 

telegraphist. His working scope is mainly in telecom software development and he has a 

great knowledge of telecom and communications.

 General idea about mobile commerce

The respondent described the mobile commerce as social activities carried out on 

mobile devices which result in profiting opportunities. When asked about the activities in 

mobile commerce, he gave examples as IPTV, web browsing, online shopping, 

music/game downloading, billing, online chatting and SMS-ticket. Among these activities, 

the ones he had ever engaged included web browsing, music/game downloading, online 

chatting and SMS-ticket. Due to his career reason, he had more interests and 

opportunities to take real practice of such activities. He described the advantage of 

mobile commerce included the mobile phone was easy to carry, and compared with 

wireless network, it had better network coverage. And when comes to the disadvantage 

of mobile commerce, he figured the low speed, which getting much better now, small 

screen and higher cost compared to other wireless network. Among the different 

advantages of mobile commerce, respondent E figured the wider and better network 

coverage encourage him to accept the mobile commerce and inclines him to participate 

in such activities. 

 About the concept ‘RISK’

About the concept of risk, the respondent described risk as activities which may harm the 

consumers’ benefit. To be specific, he took the stolen of credit card information as one 

example. When asked about the categories of the risk, he categorized all the risk into 

two main categories: risk which can be avoided and risk which cannot be avoided. He 

explained that some risk which can be avoided theoretically take a majority part in daily 

life. 

 Risk in mobile commerce

When asked about the risk in mobile commerce, the respondent used financial risk and 

privacy risk as examples. But he mildly disagreed that financial risk is one of the most 

important types of risk when analyzing the mobile commerce. He explained the reason 

for holding such a negative attitude was that the financial risk is not the only bottleneck to 

deploy a broader mobile commerce. Small device, higher dataflow cost and higher 

speed were also more important at present. 

About the statement “There is a cognitive discrepancy between the actual financial risk 

and perceived financial risk in mobile commerce”, he mildly agreed about it. Besides that

he figured out this discrepancy is often ignored by most people and it is necessary to 

emphasize this discrepancy and developed a deeper research. 

When asked about the different perceptions of financial risk in mobile commerce from 

different people, he said the age level would be a significant demographic factor to 

influence the attitudes held by different people. Younger people will be more inclined to 

accept the applications via mobile network than seniors. 

Respondent E described his attitude to different actual and perceived financial risk in 
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mobile commerce, table 5.5 shows the concluded results and he also ranked in a scale

from high to low to describe the degree of the risk in his opinion. Different types of risk 

are ranked from 1 to 5 with 1 being the highest risk in respondent E’s opinion and 5 being 

almost no risk. 
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Table 5.5 Interview result for respondent E

(Ranking standards: 1-very high/ very important, 2-high/important, 3-medium, 

4-low/ not so important, and 5-almost no risk/ not important at all)



44

6. Data Analysis

In this chapter, the data presented in chapter 5 will first be analyzed in within-case 

analysis and then followed cross-case analysis. The raw data collected in the interviews 

will be examined by using some analysis in order to figure out the linkages between the 

research topic and the outcomes with reference to the research questions. The 

within-case analysis is conducted by comparing the empirical data from the interview 

results with the theories learned from the previous literatures. Based on that comparison, 

the cross-case analysis will be conducted accordingly to compare the interview results 

among the different cases. In Yin (2003)’s work describes that cross-case analysis 

divides the data by type across all cases investigated. The researcher then examines the 

data of that type thoroughly. When a pattern from one data type is corroborated by the 

evidence from another, the finding is stronger. When evidence conflicts, deeper probing 

of the differences is necessary to identify the cause or source of conflict. That is also the 

explanation why both the within-case analysis and cross-case analysis will be used in 

this research.

6.1 Within-case analysis 

According to the interview guide, respondents were required to figure out which types of 

financial risk really exist in their understanding. Beyond that, they are also asked to 

choose which factors will influence the financial risk among options provided in the 

interview guide. All the options provided in the interview guide are generated and 

summarized based on the previous studies in this field. There are two tables presented 

for each respondent in the within-case analysis. One is concerning the actual financial 

risk and the other reflects the perceived financial risk. Respondents make their 

judgments about different types of risk referred in theoretical list exist or not based on 

their own views and their explanations about why they make such judgments are 

presented as “respondent’s views”. 

6.1.1 Within-case analysis of respondent A

 Actual financial risk in mobile commerce purchase activities

For the actual financial risk, respondent A agrees that the malicious application, 

unauthorized devices, hacker attack, data exposure and network malfunction really exist 

in the process of conducting transactions via mobile network. Tiwari and his research 

partners (2006) describe the physical device loss as one important actual financial risk in 

mobile commerce. This type of risk threatens the consumers’ financial accounts if the 

service and payment is supported by the smart-card which is stolen or lost. As known to 

the respondent, the transactions via mobile phone are always bundling with one specific 

mobile account (mobile phone’s number) or with a SIM card. This bundling emphasizes 
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on the necessity of the specific physical device. Respondent A retorts that there are 

some newly developed technologies which have been used to solve this problem. Some 

mobile phones are equipped with burglar alarm systems. The consumer’s personal 

information is registered in the mobile operator’s customer service center when he/she 

purchase the mobile phone. The operation system of the stolen mobile phone will be 

locked immediately after the customer service center receives one alarm from the owner 

of the lost device. This explanation also gives a reason to why the respondent considers 

the unauthorized device is not one type of risk in mobile commerce. With the help of the 

burglar alarm system, unauthorized user ID and password will not be able to access the 

system. 

 Factors influencing the actual financial risk

For the factors influence the level of consumer actual financial risk in mobile commerce, 

respondent A agrees on most of the factors referred in the previous literatures except the 

factor of types of transaction-based activities. He explains that the technologies and 

systems are not just developed and designed for one or two particular activities. 

Regardless which types of transaction-based activities are, none of them can have 

influence on the level of actual financial risk. The risk level is nearly same for each type 

of activity; the only difference is whether the monetary loss is large or small.

 Perceived financial risk in mobile commerce purchase activities

For the perceived financial risk in mobile commerce, respondent A disagrees on that 

identity theft and credit card fraud could be categorized as two types of risk perceived by 

consumers. Andrade (2000) describes the identity theft as one important risk in 

consumers’ understandings which identified when consumer’s personal information is 

stolen by others. This intangible risk is different to the physical device loss which is a

tangible loss. Whereas, respondent A retorts that, same as physical device loss, this type 

of risk can also be avoided by means of burglar alarm systems. For the risk of credit card 

fraud which raised by Featherman and Pavlou (2002), according to respondent A’s 

personal experience, he explains that with cooperation of the telecom operators, 

contemporary banks have a series of well-arranged measures to ensure the payment of 

credit card via mobile network is safe enough, confirmation for each payment by SMS for 

instance.

 Factors influencing the perceived financial risk

For the factors which determine the level of perceived risk in mobile commerce, in 

accordance with theoretical list, respondent A considers the connection speed, 

transaction cost, and follow-on service are important factors to influence the financial risk 

perceived by consumers. But when comes to the reliability, payout rates and history 

trace, he retorts that Sadeh (2002)’s description of reliability as a factor was happened in 

2002, but today’s consumers are confident to understand the systems are reliable and 

secure. Apparently today’s technology is mature enough to keep consumers’ confidence. 

For the factor of history trace and payout rates, respondent A is not concern about that at 

all due to his own experience. But he also figures out that this perception could be varied 

in different consumers. 
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Table 6.1.1(A) and table 6.1.1(B) below show two checklists that summarize the 

comparison between the previous theories and respondent A’s perception about financial 

risk and factors which influence such risk. Options which really exist in respondent A’s 

understandings are marked with “●”. 

●

●

●

●

●

Exist 
or 
not

Exist in daily life

Exist in daily life

Exist in daily life

Burglar alarm 
system

Exist in daily life

Burglar alarm 
system

Respondent’s 
views

Influence on 
risk levels

Influence on 
risk levels

Influence on 
risk levels

Influence on 
risk levels

Same level 
for all 
activities

Influence on 
risk levels

Respondent
’s views

Decryption 
technology

●Network 
malfunction

Encryption 
technology

Network 
accessibility

Network 
maintenance  

Types of 
transaction-
based activities

Mobile 
purchase 
systems

Theoretical list 
of factors 

influence the 
actual financial 

risk

●

●

●

Exist 
or not

Data exposure

Hacker attack

Unauthorized 
devices

Malicious 
application

Physical device 
loss

Theoretical list 
of actual 

financial risk in 
M-commerce

R
e

sp
on

d
en

t A

Table 6.1.1(A) within-case analysis of respondent A-actual financial risk

Exist in daily 
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●

●

●

Exist 
or 
not

●

●

●

Exist 
or not

With little 
importance

History trace

R
espondent A

Follow-on 
service

Payout rates

Transaction 
cost

Connection 
speed

Reliability

Theoretical 
list of 

factors 
influence 
perceived 

financial risk

Influence on 
risk levels

Influence on 
risk levels

Influence on 
risk levels

Influence on 
risk levels

Consumers’
confidence

Respondent’
s views

Bargain power 
losing

Fake product info.

Hacker attack

Credit card fraud

Identity theft

Theoretical list 
of perceived 

financial risk in 
M-commerce

Exist in daily 
life

Exist in daily 
life

Exist in daily 
life

SMS 
confirmation 
for each 
transaction

Burglar alarm 
system

Respondent’
s views

Table 6.1.1(B) within-case analysis of respondent A- perceived financial risk



47

6.1.2 Within-case analysis of respondent B

 Actual financial risk in mobile commerce purchase activities

Among different types of actual financial risk in mobile commerce that provided in the 

theoretical list, respondent B agrees that the risk of hacker attack, data exposure, and 

network malfunction really exist in mobile commerce. From her understanding, the risk of 

hacker attack is hard to avoid since the technology knowledge of hackers develops at an 

unbelievable speed which is hard to measure. Such a highly advanced hacker 

technology also leads to the risk of data exposure if the decryption process is not safe 

enough. King and his research partners (2006) emphasize in their literatures that the 

sufficient bandwidth is necessary for widespread mobile computing, and it must be 

inexpensive. But one fact is that it will take a few years until 3G and WiMax are available 

in many places. Respondent B agrees that such an immature condition will generate a 

risk of network malfunction. However, the respondent disagrees with some types of risk 

such as physical device loss, malicious application and unauthorized devices really exist

in mobile commerce. The reason for why she holds such an opposite attitude is that she

believes the loss of physical device is not a financial risk but a physical security issue. 

For the risk of malicious application, which is described as insecurity of any thick-client 

application running on the device in King and his research partners’ literature in 2006, 

respondent B retorts that such technological barriers could be overcome with the help of 

the present technologies. 

 Factors influencing the actual financial risk

For the factors which have influence on the actual financial risk in mobile commerce, one 

coincident-situation is that respondent B agrees that all the factors referred in the 

theoretical list are important and have influence to the actual financial risk. She explains 

the level of financial risk is highly depended on such factors therefore all of these factors 

are very critical to determine the risk level and most factors in theoretical list are relevant 

to technological issues such as systems or networks.  

 Perceived financial risk in mobile commerce purchase activities

For the perceived financial risk in mobile commerce, respondent B describes that all the 

perceived financial risk except for loss of bargain power can be found in mobile 

commerce. Most of these types of risk are concerned with the consumers’ personal or 

account information exposure. If such information is stolen by some other malicious 

users and bill more than consumer authorized, respondent B regards that will be very 

dangerous from consumer’ perspective. King and his research partners (2006) figures 

out that wireless is a different medium from other forms of communication since people 

are not used to the wireless paradigm. Such unfamiliarity could give consumers some 

uncertain feelings and make them hesitate to give out their personal and account 

information via mobile network. However, respondent B retorts that consumers’ bargain 

power could not lose in wireless when compared with other forms of communication 

such as internet. She explains that the bargain power will not be affected by the types of

media or network. The favorable prices or special offers are determined by the suppliers
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or retailers but not the network operators. The latter only provides a platform between the 

consumers and the retailers therefore they have no control on the product information 

and prices or discounts. 

 Factors influencing the perceived financial risk

For the factors which influence the perceived financial risk in mobile commerce, 

respondent B regards the factors of connection speed, transaction cost, payout rates 

and follow-on services are significantly important. This attitude is almost in accordance 

with the theoretical list of factors. Nonetheless, for the factor of reliability of payment 

systems which is emphasized in Sadeh (2002)’s literature, it is considered as no 

influence to the perceived financial risk. Instead, she proposed a new factor to replace 

the reliability—knowledge. As she explained, one critical factor for consumers to 

determine the level of perceived financial risk is their knowledge about the mobile 

network and mobile payment systems. Their attitudes may change according to their 

knowledge level. Therefore she regards knowledge of the consumers is very important 

for consumers to decide the network or systems are reliable or not instead of the factor 

of reliability. 
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Table 6.1.2(A) and table 6.1.2(B) below show two checklists that summarize the 

comparison between the previous theories and respondent B’s perception about 

financial risk and factors which have influence on such risk. Options which really exist in 

respondent B’s understandings are marked with “●”. 

●

●

●

●

●

●

Exist 
or 
not

●

●

●

Exist 
or not

Determine 
the risk level

Decryption 
technology

Others

Immature 
network

Network 
malfunction

Encryption 
technology

Network 
accessibility

Network 
maintenance  

Types of 
transaction-
based activities

Mobile 
purchase 
systems

Theoretical 
list of factors 
influence the 

actual 
financial risk

Unsafe 
decryption 
process

Advanced 
hacker tech.

Could be 
avoided

Could be 
avoided 

Physical 
security issue

Respondent’
s views

Data exposure

Hacker attack

Unauthorized 
devices

Malicious 
application

Physical device 
loss

Theoretical list 
of actual 

financial risk 
in M-

commerce

R
espondent B

Determine 
the risk level

Determine 
the risk level

Determine 
the risk level

Determine 
the risk level

Determine 
the risk level

Respondent
’s views

Table 6.1.2(A) within-case analysis of respondent- actual financial risk

●

●

●

●
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●

●

●

●

Exist 
or 
not

With little 
importance

History trace

R
espondent B

Knowledge 

Follow-on 
service

Payout rates

Transaction 
cost

Connection 
speed

Reliability
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influence 
perceived 

financial risk

Determine 
the risk level

Determine 
the risk level
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the risk level

Determine 
the risk level

Determine 
the risk level

Consumers’
knowledge 
instead

Respondent
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Bargain power 
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Fake product info.

Hacker attack

Credit card fraud

Identity theft
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of perceived 
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M-commerce
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prices and 
special offer 
are determined 
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Account info. 
exposure

Personal 
information 
exposure

Respondent’s 
views

Table 6.1.2(B) within-case analysis of respondent B – perceived financial risk
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6.1.3 Within-case analysis for respondent C

 Actual financial risk in mobile commerce purchase activities

The risk of physical device loss, malicious application, hacker attack, and data exposure 

really exist in respondent C’s daily life. The risk of physical device loss and malicious 

application are referred separately in literatures written by Tiwari et al. and King et al and 

may appear if the physical device is lost or stolen or if used by other malicious individuals. 

The respondent involves one popular payment method nowadays is monthly instalments, 

especially among the young teenagers who interested in the most modern phone models 

meanwhile not capable of paying in full. This payment method has no remedial 

measures to the loss of physical devices which mean it may be possible for consumers 

paying monthly for some devices have been stolen for a long time. Hacker attack and 

data exposure are also treated as risk by respondent C. In her understanding, the data is 

easily to be attacked by hackers or malicious individuals during the process of 

transmitting via mobile network since a wireless network is more vulnerable.

 Factors influencing the actual financial risk

For the factors which have influence on the actual financial risk, respondent C agrees on 

all the factors in theoretical list except the factor of encryption and decryption 

technologies during the process of enciphering and deciphering messages. In Sadeh’s 

literature which written in 2002, it is very critical that if the encryption and decryption 

technologies are secure and accurate enough. The respondent does not take the 

encryption and decryption technologies into consideration and ignores the influences of 

them since she ensures that the operators’ perfect standard operations could avoid such 

risk. The technologies of encryption and decryptions have updated a lot during the past 

years.

 Perceived financial risk in mobile commerce purchase activities

Among the different types of perceived risk in mobile commerce provided in the 

theoretical list, the risk of identity theft, credit card fraud, hacker attack, and fake product 

information are found in her personal experience. Tibert and Yao referred in their 

literature in 2004 that in mobile commerce, more favorable prices could be missing due 

to limited information received. When asked why not choose this risk, the respondent 

explained that actually some prices provided by mobile purchase providers are more 

favorable than other channels or physical shops. Mobile consumers can enjoy the 

favorable offers same as or even more than ordinary consumers. Another advantage of 

mobile purchase is that consumers can get the instant messages of the promotion 

information as soon as possible without seeking such information via internet or 

newspapers. Meanwhile an inevitable situation is that some fake product or promotion 

information could come together with the instant messages. 

 Factors influencing the perceived financial risk

Respondent C regards the factors of reliability, connection speed, and transaction costs 

have influence on the perceived financial risk. The respondent abandons other factors 

such as payout rates, follow-on service and history trace. She considers such factors are 

somewhat like complimentary services when conducting the mobile commerce purchase 

activities. The complimentary services are activities available to assist in conducting a 
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better service instead of influencing the level of risk. 

Table 6.1.3(A) and table 6.1.3(B) below show two checklists that summarize the 

comparison between the previous theories and respondent C’s perception about 

financial risk and factors which influence such risk. Options which really exist in 

respondent C’s understandings are marked with “●”. 

●

●

●

●

Exist 
or 
not

●

●

●

●
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or not

Determine 
the risk level

Decryption 
technology
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Network 
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Encryption 
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maintenance  

Types of 
transaction-
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Mobile 
purchase 
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list of factors 
influence the 

actual 
financial risk

Unsafe 
decryption 
process

Advanced 
hacker tech.

Could be 
avoided

Could be 
avoided 

Physical 
security issue

Respondent’
s views

Data exposure

Hacker attack

Unauthorized 
devices

Malicious 
application

Physical device 
loss

Theoretical list 
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financial risk 
in M-

commerce

R
espondent C

Determine 
the risk level
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the risk level
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the risk level
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the risk level
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the risk level

Respondent
’s views

Table 6.1.3(A) within-case analysis of respondent- actual financial risk

●

●
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●

●

●

●
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History trace

R
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Follow-on 
service

Payout rates

Transaction 
cost

Connection 
speed

Reliability
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of factors 
influence 
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financial risk

Determine 
the risk level
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the risk level

Determine 
the risk level

Determine 
the risk level

Consumers’
knowledge 
instead

Respondent
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Bargain power 
losing

Fake product info.

Hacker attack

Credit card fraud

Identity theft

Theoretical list 
of perceived 

financial risk in 
M-commerce

Favorable 
prices and 
special offer 
are determined 
by retailers in 
stead of mobile 
operators

Exist in daily 
life

Exist in daily 
life

Account info. 
exposure

Personal 
information 
exposure

Respondent’s 
views

Table 6.1.3(B) within-case analysis of respondent B – perceived financial risk
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6.1.4 Within-case analysis for respondent D

 Actual financial risk in mobile commerce purchase activities

Selecting from the theoretical list provided in the interview guide, respondent D regards 

the actual financial risk of malicious application, unauthorized application, hacker attack, 

and data exposure really exist based on her understanding. The risks of physical device 

loss and network malfunction are perceived not really exist by the respondent. King and 

his research partner referred in their literature that mobile network may has faults or 

break down during the transaction process, such situation occurs often when consumers 

submitting the payment request via mobile network. Respondent D retorts such concern 

for the reason that mobile purchase providers have made a lot of efforts to avoid such 

malfunction, and by means of cooperating with third-party mobile payment providers, 

they have received significant progress to overcome such concern. Beyond the 

theoretical list, respondent D raised one new type of actual financial risk according to her 

own experience- extra cost. She explained that during the process of conducting mobile 

commerce purchase activities, some extra costs could be involved since the connection 

to mobile network is more expensive when compared with internet connection or other 

distribution channels. In some areas the free internet may be available but not so much 

free Wi-Fi could be found.

 Factors influencing the actual financial risk

Respondent D agrees that all the factors involved in the theoretical list are very important 

and have influence on the actual financial risk. A stable and reliable mobile network and 

purchase system could eliminate the actual financial risk to a lower level. Furthermore all 

the technical factors are important and can determine the risk level according to the 

technical performance of the mobile network and system. The respondent explained that 

since there are much uncertain feelings about mobile commerce in consumers’ minds. 

Consumers would like to confine the purchase scope to petty cash products. For 

example, some necessities used common in daily life. When comes to the luxury 

products such as LED TV or laptops, they still prefer to purchase in physical shops. 

Therefore the type of transaction-based activities will also influence the actual financial 

risk.

 Perceived financial risk in mobile commerce purchase activities

Respondent D considers all types of perceived financial risk referred in the theoretical list 

really exist in mobile commerce purchase activities, including identity theft, credit card 

fraud, hacker attack, fake product information, and bargain power losing. These types of 

risk are frequently considered by her when she plans to purchase some products via 

mobile network. She explained that because the mobile purchase is a newly developing 

way of purchasing products, some of its features are still unfamiliar with consumers. 

Therefore many ordinary consumers like her will treat the uncertain things as risk due to 

the lack of knowledge about mobile commerce purchase activities. 
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 Factors influencing the perceived financial risk

For the factors which have influence on perceived financial risk, respondent D chooses 

the factor of reliability, connection speed, and transaction cost among the options 

provided in the theoretical list. She agrees with Sadeh’s statement in his literature 

<Mobile Commerce> published in 2002-“A sense of security is very critical for 

consumers when they connect to paying services or make purchases from their mobile 

devices.” From the respondent’s understanding, she may get such security sense from a 

reliable and secure system, a quick-accomplished payment, and an affordable and low 

enough cost. For the factor of payout rates, she retorts that it could be one factor should 

be concerned by the mobile service providers or mobile payment providers, but not by 

consumers. For the factor of follow-on service and history trace, the respondent regards 

them could help to make consumers more satisfactory about the services, whereas have 

influence on perceived financial risk from consumers’ perspective.  

Table 6.1.4(A) and table 6.1.4(B) below show two checklists that summarize the 

comparison between the previous theories and respondent D’s perception about 

financial risk and factors which influence such risk. Options which really exist in 

respondent D’s understandings are marked with “●”. 
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Physical 
security issue
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s views
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Hacker attack
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Table 6.1.4(A) within-case analysis of respondent- actual financial risk
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●
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or 
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●

●

●

●

●
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or 
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History trace

R
e
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Follow-on 
service

Payout rates

Transaction 
cost

Connection 
speed

Reliability

Theoretical list 
of factors 
influence 
perceived 

financial risk

Determine 
the risk level

Determine 
the risk level

Determine 
the risk level

Determine 
the risk level

Consumers’
knowledge 
instead

Respondent
’s views

Bargain power 
losing

Fake product info.

Hacker attack

Credit card fraud

Identity theft

Theoretical list 
of perceived 

financial risk in 
M-commerce

Favorable 
prices and 
special offer 
are determined 
by retailers in 
stead of mobile 
operators

Exist in daily 
life

Exist in daily 
life

Account info. 
exposure

Personal 
information 
exposure

Respondent’s 
views

Table 6.1.4(B) within-case analysis of respondent B – perceived financial risk

6.1.5 Within-case analysis for respondent E

 Actual financial risk in mobile commerce purchase activities

Among the different types of actual financial risk listed in the interview guide, respondent 

E agrees on all the types of risk referred except the risk of physical device loss. He 

explained the reason why he abandoned this risk is that from his understanding, both 

actual and perceived financial risk occurs during the process of conducting the 

transactions via wireless mobile network. Meanwhile the loss of physical device is 

somewhat a personal loss for consumers but not especially in mobile commerce 

activities. Therefore the respondent will not identify it as an actual financial risk in mobile

commerce purchase activities.

 Factors influencing the actual financial risk

Respondent E regards all the factors referred in the theoretical list are important and can 

determine the levels of actual financial risk in mobile commerce purchase activities. He 

explained that the factors of mobile purchase systems, network maintenance and 

accessibility, and encryption and decryption technologies are concerning techniques 

used in mobile commerce. These factors are very critical to determine the actual 

financial risk. Besides that, different transaction-based products and services available in 

M-commerce can also influence the levels of financial risk. One example is that if he 

downloads a ringtone via mobile phone, it can hardly notice there is any financial risk. 

However if conduct a transaction of purchasing stocks, it will become very risky.
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 Perceived financial risk in mobile commerce purchase activities

For the perceived financial risk provided in the interview guide, respondent E believes all 

of them could be identified in his perceptions. He thinks all of these options are

mentioned in the relevant literatures concerning mobile commerce. Even they are not 

really certificated by convincing proofs and strongly supported by precise data. The 

existence of such risk concerns is resulting from consumers’ uncertain opinions. 

Therefore all of them should be taken into consideration unless there is any specific 

research can prove they are not true by using strong evidence.  

 Factors influencing the perceived financial risk

When comes to the factors which have influence on the perceived financial risk, one 

discreet attitude which held by respondent E is almost all the factors referred in interview 

guide should be treated as influential unless there is any convincing proofs to erase such 

connections. However one exception is the factors of reliability, which is regarded as 

very critical in Sadeh’s literature about mobile commerce. He explained that the factor of 

reliability is very important to ensure the security of mobile commerce transactions. But 

the systems are reliable or not do have influence on the actual financial risk, whereas 

what perceived by consumers. One example is if he can track his purchasing history via 

mobile phone, which will give him a sense of insurance and record what he has done 

previously. Meanwhile the reliability of the mobile network cannot control on his personal 

feelings emotionally.  
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Table 6.1.5(A) and Table 6.1.5(B) below show two checklists that summarize the 

comparison between the previous theories and respondent E’s perception about 

financial risk and factors which influence such risk. Options which really exist in 

respondent E’s understandings are marked with “●”. 
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Table 6.1.5(A) within-case analysis of respondent- actual financial risk
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Table 6.1.5(B) within-case analysis of respondent B – perceived financial risk
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6.2 Cross-case analysis

By gathering and summarizing five respondents’ perceptions about the actual financial 

risk and perceived financial risk and factors that have influence on such risks; table 6.2 

and table 6.3 show the different rankings given by five respondents for each type of risk 

and factor. 

Table 6.2 Summary of the rankings to the financial risk in M-commerce

(Ranking standards: 1-very high/ very important, 2-high/important, 3-medium, 

4-low/ not so important, and 5-almost no risk/ not important at all)

 Actual financial risk in mobile commerce purchase activities

For actual financial risk in mobile commerce, most of the respondents regard that the risk

of hacker attack and data exposures are very high. Hacker attack is treated as the 

highest level of risk by all respondents with rankings 1 or 2 and data exposure gets the 

same rankings 2 from respondent B, C and D. These two types of risk are concerned 

most frequently when they involved in the mobile commerce. The technology of hacker 

attack upgrades in the meantime when the data security technology is developed, even 

though the technology of keeping the data from exposing is well-developed nowadays, 

some careless operations from personal side can also lead to the data exposure. 

However, respondent A and respondent E have some different opinions. Besides hacker 

attack, respondent A, same as respondent D and E, considers the malicious application

is risky with rankings 1 or 2. Respondent A and D concern about the thick-client 

applications run by others on their own mobile devices; however they also agree that this 
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risk can be minimized if the device itself has some protection system, password 

protection for instance. Nevertheless, respondent A thinks the risk of data exposure is 

low with ranking 4 when compared to other types of risk since in his understanding it 

seems impossible to meet such situation unless the whole network is attacked by the 

hacker; Unlike other respondents, respondent E ranks the risk of network malfunction as 

1 since a stable and reliable network is critically important from his understanding. Most 

respondents agree on the low risk level of physical device loss and unauthorized devices

and some of them even not really exist in mobile commerce. The risk of extra cost only 

considered by respondent D with little risky.

 Perceived financial risk in mobile commerce purchase activities

For the perceived financial risk in mobile commerce, most respondents consider the risks

of hacker attack and credit card fraud are very high. All respondents except respondent 

D rank hacker attack as 1 and treat it as very risky meanwhile respondent B, C and D 

rank credit card fraud with 2 which also means high level of risk. The respondents 

hesitate to give out their credit card information via mobile network since they think it was 

not as safe as the Internet which can save an operation trace in system’s history. But 

respondent A doesn’t agree on the high risk level of the credit card fraud, dissimilar with 

others he regards the risk of fake product information may be high. The reason why he 

holds such a unique opinion is that he believes today’s banks have a series of 

well-arranged measurements to ensure the payment of credit card via mobile network is 

safe enough. For example, he has to confirm each payment via SMS for each purchase 

activity via mobile network. Besides that, respondent D and E figures out the risk of 

identity theft is completely high from their understanding and they rank it with 1 and 2. 

Most respondents rank bargain power losing as 3 or 4 or even no risk since the 

involvement of mobile network cannot influence the bargain power from consumers’

perspective.
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Table 6.3 Summary of the rankings to different factors that influence the risk in 

M-commerce

(Ranking standards: 1-very high/ very important, 2-high/important, 3-medium, 

4-low/ not so important, and 5-almost no risk/ not important at all)

 Factors influencing the actual financial risk

For the factors that influence the actual financial risk in mobile commerce, most 

respondents consider the factors of mobile purchase systems, types of 

transaction-based activities and network’s maintenance and accessibility to be very 

important. These factors are mostly ranked with 1 or 2. All of these factors strongly 

influence the actual financial risk in mobile commerce. It is obvious that the petty cash 

payment is less risky when compared with a luxury purchase. Similarly the mobile 

brokerage is more risky than purchasing ring-tones.  Nevertheless, a well-constructed, 

safe and stable system can certainly minimize the extent of financial risk. The technology

of encryption and decryption is not so important or even no relevant in all respondents’

opinions, since most respondents believe that the technologies of both encryption and 

decryption are already mature enough to ensure the data security during the process of 

transmitting the data via mobile network. These two factors are ranked as 3 which means 

medium important to influence the actual financial risk. Unlike other respondents, 

respondent A thinks the types of transaction-based activities have no influence to the 

actual financial risk meanwhile respondent D considers the factor of network 

maintenance is not important at all. 

 Factors influencing the perceived financial risk

For the factors that influence the perceived financial risk in mobile commerce, 

unfortunately there is not an identical opinion generated among different respondents 
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concerning which factors are important and which are not. Different respondents have 

different ideas. Except the history trace and payout rates which are generally considered 

to be not so important, other factors are optionally considered to be very important by 

different people. Respondent A and E think the factors of connection speed (which also 

considered being important and rank as 1 or 2 by respondent B and C) and transaction 

costs (which also considered being important and rank as 1 or 2 by respondent D) have

a strong influence to the perceived financial risk. They always compare with the Internet 

network regarding these two factors. In their opinions, a high connection speed and low 

transaction costs are very preferable to level down the perceived financial risk.  

Respondent C and D consider the reliability of the payment systems is very important

and rank it as 1. They believe that a system developed by a company which has a good 

reputation for years is more reliable when compared with others. Dissimilar with other 

respondents, respondent B raised a new factor beyond the present options- knowledge. 

In her understanding, the consumers’ knowledge is the most important factor to influence 

their perceptions of financial risk in mobile commerce and she ranks it as 1. Most 

concerns can be eliminated if the consumers own an abundant knowledge about mobile 

commerce, therefore the education from operators’ side is significantly important.
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7. Findings and Conclusions

Based on works of previous chapters, this chapter will summarize and present the 

findings to answer the research questions. Finally a conclusion regarding research 

problem will be presented to show an overall idea about this research.

7.1 From consumer’s perspective, how can actual financial risk that 

generated in purchase systems or processes in M-commerce purchase

be characterized?

Research question one is concerning the actual financial risk generated in mobile 

commerce via its network. Learning from the collected data, different types of actual 

financial risk raised in previous studies are evaluated discrepantly in five cases in this 

study.

 Risk of physical device loss and unauthorized devices 

They are regarded as low risk level or even no risk by all five cases. These two types of 

risk are actually basic, non-technological security threats for mobile commerce users. 

These results are somewhat contradictory with traditional public perceptions of loss in 

finance. Respondents in this study believe that once security mechanisms are effectively 

buried in the device’s innards, security will become reasonably transparent and reliable 

to users. Lingering worries about being observed entering a PIN number into a device 

may be dispelled and avoided by simple use of voice recognition technology to validate 

the identity of the user (Paul May, 2001). Such technologies can discourage some 

potential thefts to conduct stealing activities. 

 Risk of hacker attack

In all five cases, hacker attack is identically considered high level of risk. Media 

concentration on security lapses at high-profile e-commerce sites and the parallel 

mythologization of attackers, hackers, and crackers creates the impression that all 

systems are vulnerable (Paul May. 2001). To some consumers, wireless systems may 

appear doubly vulnerable since thin air is an even better medium for invisible gremlins 

than wires. 

Except the similarities presented above, other types of actual financial risk are 

controversial and identified differently by five respondents in this study. 

 Risk of malicious application

Among five cases, two respondents do not consider the malicious application to be very

risky. The reason why they ignore this risk may result from their confidence to the 

present technologies which supposed to avoid malicious applications.

 Risk of network malfunction
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The risk of network malfunction which ignored by all other respondents is paid much 

attention by one respondent- respondent E. He holds such an uncertain attitude possibly 

because the performance of the wireless network could be influenced by location, 

climate and other uncontrollable factors which are not charged by mobile service 

providers and operators.

 Risk of data exposure

Three of them regard this type of risk as high level of risk meanwhile other two 

respondents disagree with their opinions. This discrepancy possibly resulting from 

different level of education they have about the mobile systems and networks. The more 

knowledge they have, the less anxiety they hold. 

Beyond these types of actual financial risk written in previous literatures, respondents in 

this study also raise their own type of risk based on their daily life experiences.

 Risk of extra cost

One respondent raised a new type of actual financial risk in mobile commerce-extra cost. 

As explained the extra cost could be taken into consideration when consumers conduct 

transactions via mobile network but not so seriously. This extra cost is mainly generated 

when compared with internet systems. 

All in all, most of types of actual financial risk raised by previous studies are totally or 

partially agreed by five cases in this study. However, the degree for different types is 

discrepant among these cases according to different levels of education coming from 

mobile operators and the propaganda that popularized among consumers. Generally, the 

most significant risks exist in mobile purchase activities are hacker attack and data 

exposure. The risks of physical device loss and unauthorized devices are not identified in 

five cases in this research.   

7.2 How can perceived financial risk for consumer in M-commerce 

purchase be characterized?

The second research question is regarding the perceived financial risk in purchase 

activities that conducted via mobile network. Unlike actual financial risk which presented 

in 7.1, this category of financial risk is generated not really based on reality situations, 

but based on consumers’ perceptions. In another word, risks in this category could be 

fictitious. The collected data present the similarities and discrepancy of five cases about 

this category in this research.

 Risk of credit card fraud and hacker attack

These two types of risk are regarded as high levels by most respondents. Considering 

the possibility of personal information exposure, most consumers hesitate to give out 

and submit their account details via mobile system and network. The risk of hacker 

attack is treated as very dangerous in both actual and perceived financial risk.

 Risk of bargain power losing
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In all five cases, respondents agree that consumers’ bargain power could not lose in 

wireless network when compared with other communication channels. The favorable 

prices or special offers are determined by service or product providers, but not types of 

media.

 Risk of identity theft

Two respondents consider this type of risk to be very risky. In their understanding, the 

smaller a mobile device, and the more often it is used, the more likely it is to be lost or 

stolen. Other respondents retort this perception and give the example of burglar alarm 

system which could be encapsulated within the mobile device.

 Risk of fake product information

Three of them do not believe there is a risk of fake product information existed in mobile 

commerce, their perceptions may result from their confidence to the mobile service 

providers and the assurance guarantee provided by them. Meanwhile other respondents 

hold an opposed attitude since they have no idea if they can receive the exact goods 

they have ordered. 

Based on above analysis it can be concluded that different types of perceived financial 

risk are perceived differently in five cases. This discrepancy is generally resulting from 

different level of respondents’ knowledge and their personal experience in mobile 

commerce. The risks which are regarded as highest level of risk are hacker attack and 

credit card fraud. The risk of bargain power loss is not considered by respondents in this 

research. 

7.3 How can the factors determine the level of actual financial risk in 

M-commerce purchase be characterized?

 Mobile purchase systems

The significant influence of this factor is generally accepted by all respondents in this 

research. A system which is worthy of reliance and trust will strengthen the consumers’

confidence to the transactions via mobile network and eliminate some potential risk. 

 Network maintenance and accessibility

These two factors are generated from technological perspective and usually treated as 

basic factors to ensure a stable network. Most respondents in this research agree on 

their importance and influences on actual financial risk.

 Encryption technology and decryption technology

Even the encryption and decryption technologies are also developed from technological 

perspective, they are not so important in most respondents’ understandings. This 

discrepancy may result from consumers’ unfamiliarity about these two factors. The 

consumers have no idea how such technologies work in the process of conducting 

mobile purchase activities.

 Types of transaction-based activities

This is a controversial factor among different respondents. Two respondents emphasize 
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on the importance of this factor, since they believe that the financial risk level for a petty 

cash transaction is obviously mismatch with mobile brokerage transactions. Other 

respondents retort its importance because the actual financial risk in their opinions is 

determined and influenced by system instead of content of transactions.

Factors which influence the actual financial risk are basically generated from the wireless 

system or network. The most important factor influencing the level of consumer 

perceived risk is mobile purchase systems and network accessibility. The factors of 

encryption and decryption technologies are considered to have no influence on the level 

of actual financial risk. 

7.4 How can the factors influence the level of consumer perceived 

financial risk in M-commerce purchase be characterized?

The third research question is concerning the factors which can influence the level of 

perceived financial risk. A series of factors which mentioned in previous literatures have 

been provided to the respondents to make their own judgments. 

 Reliability

Only two of the five respondents consider the reliability as an important factor. They are 

apt to trust a system which owned by a reputed company. Other respondents have no 

clue to identify its influence on consumers’ perceived financial risk.

 Connection speed

Most respondents agree that the connection speed is very critical to influence the 

consumers’ perceptions. A favorable connection speed will encourage consumers to 

trust the network is running at a reliable status.

 Transaction cost

The respondents have discrepant attitudes to this factor. Two of them consider the 

transaction cost is very critical and other respondents consider it has no influence. A high 

connection speed and low transaction costs are very preferable to level down the 

perceived financial risk.

 Follow-on service

Two respondents treat this factor as an important one, meanwhile other respondents 

intend to ignore it because it has little influence during the process of conducting 

transactions.

 Payout rates and history trace

These two factors are considered to be not so important to influence consumers’

perceived financial risk.

 Knowledge

A new factor proposed by one respondent- respondent B is consumers’ knowledge of 

mobile commerce and wireless network. Respondent B insists to rank it as the most 

important factor to influence consumers’ perceived financial risk since a good education 

and knowledge level can avoid some suspicions and uncertain feelings about the 
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system.

Generally speaking, factors illustrated in previous literatures are partially accepted by 

respondents in this research. Factors which have influence on perceived financial risk 

are emphasized on evaluations from the consumers’ perceptions. According to different 

knowledge levels and backgrounds of different respondents, the importance levels of 

these factors are varied from high to low. The most important factor influencing the level 

of consumer perceived risk is connection speed, then followed transactions cost. The 

factor of history trace has no influence on consumer perceived risk.

7.5 Conclusions

When talking about mobile commerce, most discussions today are inclined to emphasize 

on the M-commerce service providers’ offerings about different types of services and

advanced technologies that encourage consumers to trust the mobile network and 

systems. However, consumers’ influence and involvement are regularly ignored. Some 

consumers regard that they have the power to determine successful applications and 

terminal concepts, so their perceptions about the mobile commerce have to be examined 

and nurtured. Consumers often query whether they can trust a mobile commerce service 

provider to deliver the goods they have ordered or to give accurate information about 

products or to survive long enough to make the emotional and learning investment in 

interacting with the service worthwhile. They use their personal perceptions about mobile 

commerce to answer such queries. However, the perceptions they relied on to make 

judgments usually have discrepancy with the actual situations. Such discrepancy is 

significantly outstanding when talking about the financial risk in mobile commerce. Based 

on such findings, an overall conclusion concerning the research problem is presented 

below.

 According to findings to each research question, a discrepancy is significantly 

recognized between the actual financial risk and perceived financial risk. Such 

discrepancy is mainly resulting from the different foundations of these two 

categories of risk. Actual financial risk is generated from the material world 

meanwhile perceived financial risk is engendered in the consumers’ mental worlds 

which could not be really exist. 

 For most consumers, it is impossible for them to figure out how the system works 

and what functions can be realized in each step. They have no idea what happened 

behind the little screen. That also give an explanation why there is a discrepancy 

between the risks really exist and the risks exist in their minds.

 For different consumers with different background and knowledge levels, the types 

of perceived financial risk are varied. More knowledge owned by consumers, more 

confidence keeps in their minds.

 Furthermore, because of the advanced technologies which develop at an 

unimaginable pace, financial risk which really exists in years ago maybe eliminated 
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if it is checked again in the future.

Besides that, some limitations have to been examined in this research. Most of the 

literatures involved in this study were published before 2006. Nowadays the technologies 

about mobile commerce have been developed at a rapid speed. Some ideas illustrated 

in those literatures could be out of date and mismatch with the reality. Another limitation 

for this research is the sample size issue. It is hard to say the five cases in this research 

are representative enough to present the public perception.

7.6 Implications

As mentioned in methodology part, the aim of this thesis is to understand the 

discrepancy by comparing different identified risks from both actual and perceived 

perspectives. However, this thesis work may be confined or immature according to the 

resource and time limitations. The respondents selected as samples have certain types 

with specific criterions. Therefore the outcome of this research cannot generalize to the 

whole public. That selection could also have impact on the research result. Some 

implications are presented below to suggest implications for theory, practitioners and 

further research in aims to accomplish a perfect research in the future.

7.6.1 Implications for theory

This research is aims to get a deep and accurate understanding of the financial risk in 

mobile commerce from both actual and perceived perspectives for consumers. There 

has been a pool of articles and theories discussing the financial risk in mobile commerce. 

A series of financial risks are identified in these theories. However, seldom of these 

theories figured out clearly that if these identified risks were from consumer’s perspective 

or from operator and corporate side. There is a lack of resource in existing theories that 

particularly analyzed from consumer’s point. To be more specific, there are not so many 

theories concerning perceived financial risk in consumer’s mind during the process of 

conducting transactions via mobile network. 

Some theories referred in this thesis are generated from financial risk during the process 

of conducting transactions in electronic commerce. Considering the similarity between 

the electronic commerce and mobile commerce, most of these theories are applicable in 

this research. Meanwhile, some of them may be not suitable to support the studies and 

used in theoretical list.

One ideal suggestion for theory in this research is to get an up-to-date perception from 

consumers about perceived financial risk with the help of a professional investigating 

company by conducting surveys in a large enough sample size.        

7.6.2 Implications for practitioners

One implication for practitioners is to involve other types of risk in mobile commerce. For 
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example, performance risk, time risk, privacy risk and so forth. In stead of starting from 

analyzing the importance of different types of financial risk in mobile commerce, 

practitioners could conduct the analysis of different rankings to different types of risk. As 

learned from the interviews in this research, some interviewees do not treat the financial 

risk as so risky in their understandings. One well-considered research process is firstly 

figure out which type of risk is of great importance, then followed by rankings made by 

more interviewees about details in this type of risk and factors that have influence on 

options in this type of risk.

From mobile operators’ perspective, one further implication is to make more efforts in 

educating consumers in order to reduce perceived financial risk meanwhile help 

consumers to establish more confidence in M-commerce purchase activities.

7.6.3 Suggestions for further research

Considering some limitation about this research, a series of further research could be 

conducted in the future to optimize the studies in mobile commerce purchasing. 

 Expand the sample size of this research by involving more respondents.

 Analyze other types of risk in mobile commerce purchasing activities, performance 

risk for instance.

 Conduct the research from the mobile service operator’s perspective instead of from 

consumer’s perspective.
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Appendix

Interview guide

 Respondent profile

An interview regarding the financial risk in mobile commerce purchase

Name or initials:

Gender:

Age:

Education:

Professional:

Nationality:

PART I

 General idea about M-commerce

Firstly, our interview will start from your general idea about mobile commerce in our 

daily life. We would like to interview you about your basic knowledge regarding the 

mobile commerce concept and activities available in this marketplace. 

1. What extent of knowledge do you have regarding mobile commerce? To be 

specific, could you please give a brief idea about your understanding of mobile 

commerce?

__________________________________________________________________

__________________________________________________________________

2. Which kinds of activities can be found in mobile commerce from your 

understanding? You may name as much as you know without real experience.

__________________________________________________________________

__________________________________________________________________

3. Among the activities you mentioned in M-commerce, which types of activities 

have you ever engaged according to your personal experience?

__________________________________________________________________

__________________________________________________________________

4. Could you please tell me what advantages and disadvantages does 

M-commerce have from your understanding? 

Advantage:

__________________________________________________________________

__________________________________________________________________

Disadvantage:

__________________________________________________________________

__________________________________________________________________
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5. What factors encourage you to adopt M-commerce or abandon M-commerce? 

Could you please rank them from the most important factor to the least 

important one?

__________________________________________________________________

__________________________________________________________________

 About the concept ‘RISK’

After the discussion about mobile commerce, we would like to talk about ‘risk’ from 

your perception. The understanding of this concept will help us keep in the right way 

of the following part of interview.

1. From your understanding, could you please give a brief definition about ‘risk’ in 

your own words?

__________________________________________________________________

__________________________________________________________________

__________________________________________________________________

2. To be more detailed, could you take some examples in your daily life which can 

be treated as risk?

__________________________________________________________________

__________________________________________________________________

__________________________________________________________________

3. Could you please name out some categories of risk? You can name as much as 

you can regardless its importance of value.

__________________________________________________________________

__________________________________________________________________

__________________________________________________________________

    

 Risk in M-commerce

During the process of conducting transaction via mobile network, there have been 

some risk can be identified from the consumers’ perspective. The risk can be 

resulting from either controllable reasons (ex. system or network issues) or 

uncontrollable reasons (ex. personnel issues). In this part of the interview, we would 

like to discuss with you the risk in mobile commerce.

1. From your understanding, which types of risk can be recognized when 

conducting transactions via mobile network? You can just name out the general 

category for example privacy risk.

__________________________________________________________________

__________________________________________________________________

2. Among different types of risk you identified in question 1, could you please rank 

them from highest risk to lowest risk by considering the importance of each 
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type?

__________________________________________________________________

__________________________________________________________________

3. Do you agree that financial risk is one of the most important types of risk when 

analyzing the mobile commerce? Could you please explain why you agree or 

not agree as well? 

__________________________________________________________________

__________________________________________________________________

4. How do you feel about the following statement? “There is a cognitive 

discrepancy between the actual financial risk and perceived financial risk in 

mobile commerce.”

Strongly agree____ mildly agree____ neither agree or disagree____ mildly 

disagree____ strongly disagree____

Please give the specific reason about why you have such kind of feel.

______________________________________________________________

______________________________________________________________

5. From your understanding, do you agree that the perceptions of financial risk are 

different among the people around you? If so, could you please explain the 

difference with some example?

______________________________________________________________

______________________________________________________________

PART II

In this part of interview, we will narrow down our discussion to financial risk in mobile 

commerce from consumers’ perspective. The interview questions are developed based 

on some previous studies and literatures relevant to financial risk in mobile commerce. 

We will provide a series of options when discuss each issue, you can choose among 

these options which can absolutely express your attitude about the issues.  

 Actual financial risk in M-commerce

1. Based on previous studies, we conclude following actual financial risk in 

M-commerce. Could you please figure out which of them from your 

understanding really exist? You can also name other actual financial risk that 

not included in our options. Mark an “X” of the options you chosen.

Physical device loss_____

Malicious application____

Unauthorized devices____

Hacker attack______

Data exposure_______

Network malfunction______

Others, please specific________________________________________________



74

To be more specific, we would like you to share your feeling to each of above actual 

financial risk. In below questions, we will use “very high” “high” “Medium” “low” “very 

low” as options to describe your attitude to different risk. Please rank the following 

types of risk from 1 to 5 with 1 being the highest risk in your opinion and 5 being the 

lowest risk. You can also rank your added risk with this ranking standard. The 

options which you did not choose in question 1 can be ignored.

Please mark the option which you think can absolutely express your attitude to each 

type of actual financial risk in M-commerce.

2. Physical device loss:

Very high(1)___ High(2)___ Medium(3)___ Low(4)___ Very low(5)___

Could you please explain what reasons support you to make the ranking? (ex. Why 

you think this risk is very high or very low?)

__________________________________________________________________

__________________________________________________________________

3. Malicious application

Very high(1)___ High(2)___ Medium(3)___ Low(4)___ Very low(5)___

Could you please give the specific reason why your make this ranking?

__________________________________________________________________

__________________________________________________________________

4. Unauthorized devices:

Very high(1)___ High(2)___ Medium(3)___ Low(4)___ Very low(5)___

Could you please explain what reasons support you to make the ranking? (ex. Why 

you think this risk is very high or very low?)

__________________________________________________________________

__________________________________________________________________

5. Hacker attack:

Very high(1)___ High(2)___ Medium(3)___ Low(4)___ Very low(5)___

Could you please explain what reasons support you to make the ranking? (ex. Why 

you think this risk is very high or very low?)

__________________________________________________________________

__________________________________________________________________

6. Data exposure:

Very high(1)___ High(2)___ Medium(3)___ Low(4)___ Very low(5)___

Could you please explain what reasons support you to make the ranking? (ex. Why 

you think this risk is very high or very low?)

__________________________________________________________________

__________________________________________________________________

7. Network malfunction:

Very high(1)___ High(2)___ Medium(3)___ Low(4)___ Very low(5)___

Could you please explain what reasons support you to make the ranking? (ex. Why 
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you think this risk is very high or very low?)

__________________________________________________________________

__________________________________________________________________

8. Additional risk___________

Very high(1)___ High(2)___ Medium(3)___ Low(4)___ Very low(5)___

Could you please explain what reasons support you to make the ranking? (ex. Why 

you think this risk is very high or very low?)

__________________________________________________________________

__________________________________________________________________

 Perceived financial risk in M-commerce

1. Based on previous studies, we conclude following perceived financial risk in 

M-commerce. They are from consumers’ understanding according to their 

knowledge about mobile commerce. Could you please figure out which of them 

from your understanding really exist? You can also name other perceived

financial risk that not included in our options.

Identity theft_____

Credit card fraud____

Hacker attack____

Fake product information______

Bargain power losing______

Others, please specific________________________________________________

To be more specific, we would like you to share your feeling to each of above 

perceived financial risk. In below questions, we will use “very high” “high” “Medium”

“low” “very low” as options to describe your attitude to different risk. Please rank the 

following types of risk from 1 to 5 with 1 being the highest risk in your opinion and 5

being the lowest risk. You can also rank your added risk with this ranking standard.

Please mark the option which you think can absolutely express your attitude to each 

type of perceived financial risk in M-commerce. The options which you did not 

choose in question 1 can be ignored.

2. Identity theft:

Very high(1)___ High(2)___ Medium(3)___ Low(4)___ Very low(5)___

Could you please explain what reasons support you to make the ranking? (ex. Why 

you think this risk is very high or very low?)

__________________________________________________________________

__________________________________________________________________

3. Credit card fraud:

Very high(1)___ High(2)___ Medium(3)___ Low(4)___ Very low(5)___

Could you please explain what reasons support you to make the ranking? (ex. Why 
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you think this risk is very high or very low?)

__________________________________________________________________

__________________________________________________________________

4. Hacker attack:

Very high(1)___ High(2)___ Medium(3)___ Low(4)___ Very low(5)___

Could you please explain what reasons support you to make the ranking? (ex. Why 

you think this risk is very high or very low?)

__________________________________________________________________

__________________________________________________________________

5. Fake product information:

Very high(1)___ High(2)___ Medium(3)___ Low(4)___ Very low(5)___

Could you please explain what reasons support you to make the ranking? (ex. Why 

you think this risk is very high or very low?)

__________________________________________________________________

__________________________________________________________________

6. Bargain power losing:

Very high(1)___ High(2)___ Medium(3)___ Low(4)___ Very low(5)___

Could you please explain what reasons support you to make the ranking? (ex. Why 

you think this risk is very high or very low?)

__________________________________________________________________

__________________________________________________________________

7. Additional risk___________

Very high(1)___ High(2)___ Medium(3)___ Low(4)___ Very low(5)___

Could you please explain what reasons support you to make the ranking? (ex. Why 

you think this risk is very high or very low?)

__________________________________________________________________

__________________________________________________________________

 Factors influencing the actual financial risk in M-commerce

1. Both of the actual financial risk and perceived financial risk in mobile commerce 

can be influenced by different factors. Based on previous studies, we conclude 

following factors influencing actual financial risk in M-commerce. Could you 

please figure out which of them from your understanding really important? You 

can also name other factors that not included in our options.

Mobile purchase systems_____

Types of transaction-based activities____

Network maintenance____

Network accessibility______

Encryption technology_______
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Decryption technology______

Others, please specific________________________________________________

To be more specific, we would like you to share your feeling to each of above factors. 

In below questions, we will use “very important” “important” “not so important” “Not 

relevant” as options to describe your attitude to different factors. Please rank the 

following factors from 1 to 4 with 1 being the most important factor in your opinion 

and 4 being the least important factor. The aim of this action is to get an overall 

ranking list for all of the factors. You can also rank your added factors with same 

options. The options which you did not choose in question 1 can be ignored.

Please mark the option which you think can absolutely express your attitude to each 

type of factors that influencing the actual financial risk in M-commerce.

2. Mobile purchase systems:

Very important (1) ___ Important(2) ___ Not so important(3) ___ No relevant (4) ___

Could you please give the specific reason why your make this ranking?

__________________________________________________________________

__________________________________________________________________

3. Types of transaction-based activities:

Very important (1) ___ Important(2) ___ Not so important(3) ___ No relevant (4) ___

Could you please give the specific reason why your make this ranking?

__________________________________________________________________

__________________________________________________________________

4. Network maintenance:

Very important (1) ___ Important(2) ___ Not so important(3) ___ No relevant (4) ___

Could you please give the specific reason why your make this ranking?

__________________________________________________________________

__________________________________________________________________

5. Network accessibility:

Very important (1) ___ Important(2) ___ Not so important(3) ___ No relevant (4) ___

Could you please give the specific reason why your make this ranking?

__________________________________________________________________

__________________________________________________________________

6. Encryption technology:

Very important (1) ___ Important(2) ___ Not so important(3) ___ No relevant (4) ___

Could you please give the specific reason why your make this ranking?

__________________________________________________________________

__________________________________________________________________

7. Decryption technology:

Very important (1) ___ Important(2) ___ Not so important(3) ___ No relevant (4) ___

Could you please give the specific reason why your make this ranking?

__________________________________________________________________

__________________________________________________________________

8. Others, please specific_______________
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Very important (1) ___ Important(2) ___ Not so important(3) ___ No relevant (4) ___

Could you please give the specific reason why your make this ranking?

__________________________________________________________________

__________________________________________________________________

 Factors influencing the perceived financial risk in M-commerce

1. Based on previous studies, we conclude following factors influencing perceived 

financial risk in M-commerce. Could you please figure out which of them from 

your understanding really important? You can also name other factors that not 

included in our options.

Reliability_____

Connection speed____

Transaction cost____

Payout rates______

Follow-on service_______

History tracking______

Others, please specific________________________________________________

To be more specific, we would like you to share your feeling to each of above factors. 

In below questions, we will use “very important” “important” “not so important” “Not 

relevant” as options to describe your attitude to different factors. Please rank the 

following factors from 1 to 4 with 1 being the most important factor in your opinion 

and 4 being the least important factor. The aim of this action is to get an overall 

ranking list for all of the factors. You can also rank your added factors with same 

options. The options which you did not choose in question 1 can be ignored.

Please mark the option which you think can absolutely express your attitude to each 

type of factors that influencing the perceived financial risk in M-commerce.

2. Reliability:

Very important (1) ___ Important(2) ___ Not so important(3) ___ No relevant (4) ___

Could you please give the specific reason why your make this ranking?

__________________________________________________________________

__________________________________________________________________

3. Connection speed:

Very important (1) ___ Important(2) ___ Not so important(3) ___ No relevant (4) ___

Could you please give the specific reason why your make this ranking?

__________________________________________________________________

__________________________________________________________________

4. Transaction cost:

Very important (1) ___ Important(2) ___ Not so important(3) ___ No relevant (4) ___

Could you please give the specific reason why your make this ranking?

__________________________________________________________________

__________________________________________________________________
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5. Payout rates:

Very important (1) ___ Important(2) ___ Not so important(3) ___ No relevant (4) ___

Could you please give the specific reason why your make this ranking?

__________________________________________________________________

__________________________________________________________________

6. Follow-on service:

Very important (4) ___ Important(3) ___ Not so important(2) ___ No relevant (1) ___

Could you please give the specific reason why your make this ranking?

__________________________________________________________________

__________________________________________________________________

7. History tracking:

Very important (1) ___ Important(2) ___ Not so important(3) ___ No relevant (4) ___

Could you please give the specific reason why your make this ranking?

__________________________________________________________________

__________________________________________________________________

8. Others, please specific_______________

Very important (1) ___ Important(2) ___ Not so important(3) ___ No relevant (4) ___

Could you please give the specific reason why your make this ranking?

__________________________________________________________________

__________________________________________________________________

PART III

After finish the previous two parts of this interview, could you please share your 

perception about the cognitive discrepancy between actual financial risk and 

perceived financial risk? Do you think the discrepancy is highly required to be paid 

attention or could be ignored?

__________________________________________________________________

__________________________________________________________________

__________________________________________________________________

Thanks a lot for your precious time and your patience for accept this interview! 
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* Additional explanation about some concepts:

Bargain power 
losing

Fake product 
info.

Hacker attack

Credit card 
fraud

Identity theft

Concept

The consumer lack the 
power of bargaining 
and may pay a higher 
price than others

The product on delivery 
not equal to the 
description

Unauthorized access to 
payment system to 
steal consumer’s data

Stealing credit card 
information, or billing 
more than consumer 
authorized

Another person steals 
consumer’s information 
to assume the 
consumer’s identity

Definition

Network malfunction

Data exposure

Hacker attack

Unauthorized devices

Malicious application

Physical device loss

Concept

Network has faults or 
break down during the 
transaction process

Data exposed to other 
interfaces during the 
transmission or 
decryption process

Hacker attack when the 
data being transmitted 
over air

Unauthorized user ID 
and password try to 
access the system

Insecurity of any thick-
client application running 
on the device 

Physical part of the 
handheld device lost

Definition
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History trace

Follow-on 
service

Payout rates

Transaction 
cost

Connection 
speed

Reliability

Concept

To track the purchase 
history and delivery 
status

The after-sales 
service (ex. 
Maintenance)

The payout rates to 
accomplish the 
payment

The cost spent to 
achieve the payment, 
both monetary and 
non-monetary

The speed of 
connecting to the 
payment interface and 
accomplishing the 
payment

The reliability of the 
payment systems 

Definition

Decryption technology

Encryption technology

Network accessibility

Network maintenance  

Types of transaction-
based activities

Mobile purchase 
systems

Concept

Decipher the scrambled 
message and recover the 
original plaintext message

Encipher the ordinary plaintext 
messages and turning them 
into scrambled ones or cipher 
text using various algorithms

To make sure the network is 
accessible regardless of time 
and place

Mobile network’s maintenance 
work to keep the network 
running 

Different transaction-based 
products and services available 
in M-commerce 

Systems involved when 
conduct the mobile purchase 
transactions

Definition


