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ABSTRACT 

Distributed Denial of Service (DDoS) is today a commonly seen computer network attack with 

the purpose of disrupting various services. This is often achieved by overwhelming the target 

with network traffic, or exploiting various flaws in how the target system handles various 

requests. One of the latest occurrences in Sweden is the attack on one of Telia’s customers that 

caused severe interruptions in their network infrastructure. 

Similar to all fields within technology, DDoS attacks and protection techniques are constantly 

changing. Hence, organizations and other entities have difficulties being up-to-date regarding 

how to protect their environment. 

This thesis is meant to address this issue by developing a framework that can be utilized by 

entities to receive protection improvement suggestions based on their already implemented 

defenses. This research was based on the iterative feedback-oriented Design Science Research 

Methodology (DSRM) and was conducted in collaboration with the Swedish Armed Forces 

(SwAF). This effort is solely meant to lay the foundation of the framework. Therefore, no real-

world implementation has been conducted. 

The resulting framework was influenced by the concept of honeynets and, based on the 

evaluation, will be suitable as an informative and educational tool for entities that wish to 

review their current protection. 
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Once a new technology rolls over you, if you’re not part of the 

steamroller, you’re part of the road. – Stewart Brand 
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1 INTRODUCTION 

Denial of Service (DoS) is a categorization of attacks that explicitly attempt to disrupt the 

availability of a service, rendering it inaccessible for legitimate clients. Adversaries often 

accomplish this goal by exhausting the target's resources by various means. The attacks impact 

can cause severe consequences for organizations and result in, inter alia, loss of revenue or 

credibility. [1, 30] 

Various embranchment terms have been coined to denote different flavors of DoS. One 

embranchment term, namely DDoS, implies that the attack is originating for multiple disjointed 

sources. This form of attack is exceptionally difficult to harness, due to the fact that it is 

challenging to identify bogus traffic from legitimate users. [1] 

DDoS is a wide term and encompass an abundance of various techniques. One of the most 

trivial techniques is a regular flooding attack. The goal of this attack is to generate an amount of 

traffic that the target's network is unable to cope with. In order to spawn this vast amount of 

traffic, attackers may, for example, utilize a large botnet consisting of infected systems. [4] It 

can also be performed by a large coordinated community, such as in the case of when 

Anonymous used the Low Orbit Ion Cannon (LOIC) tool against the Church of Scientology. [5] 

DDoS attacks are a serious intermittent issue for many organizations and other entities utilizing 

the Internet today. One of the most recently observed attacks on Swedish soil, targeting the 

company Electronic Arts (EA), exploited vulnerabilities in Telia’s Domain Name System (DNS) 

servers. This attack, claimed responsible by the Russian hacking group Lizard Squad, caused 

severe interruptions for Telia’s customers. [2] The Swedish Internet Service Provider (ISP), Tele2, 

suffered a similar DDoS attack in November, 2014. However, this attack mainly disrupted the 

wireless communication services that Tele2 manage for its customers. [3] 

1.1 RESEARCH PROBLEM 

The subject of DDoS attacks have been thoroughly scrutinized for an extended period of time. 

Various research efforts have resulted in comprehensive taxonomies and classification 

schemes. Other researchers address the more technical aspect of the subject and study 

behavior in particular network environments through the use of empirical data and simulations. 

Algorithms have been developed in order to automatically select protection mechanisms based 

on attack properties. [10, 11, 12, 13, 24, 25, 26, 27, 28, 29,] 

However, like most security, the balance between offense and defense are consistently 

fluctuating. Adversaries are constantly trying to find new ways to bypass existing defenses. [15] 

Organizations are probed by attackers to locate weaknesses in their implementation and 
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combinations of existing attacks are used in tandem to achieve the overall objective. This, in 

addition to other factors, makes it difficult to select protections for a specific network 

environment and keep track of the field's development. [30] 

This research is meant to address this issue by developing a general formal framework that can 

be utilized in order to identify inadequate protection solutions within a particular environment. 

In addition to this, the framework presents improvements that can be implemented as 

countermeasures. The framework was designed with built-in flexibility and adaptability in order 

to move in accordance with the development of the field. 

1.2 RESEARCH QUESTIONS 

The research question this thesis aim to answer is: 

● How can the obtained information regarding DDoS protections and bypass techniques 

be utilized in a comprehensive framework that identifies deficiencies within a specific 

network environment and, subsequently, present suitable countermeasures? 

1.3 RESEARCH CONTRIBUTION 

The subject of this thesis originated from the SwAF. The authors are in contact with Ross 

Tsagalidis, who also function as external supervisor to this research. 

The main purpose of this thesis is to contribute to the field of knowledge by developing a 

formal framework that can be applied to a wide range of network environments. The designed 

framework is meant to simplify organizations' process of comprehensive observation and 

protection implementation with regards to DDoS attacks. It is also meant to elucidate various 

stratagems that adversaries utilize to circumvent established protection mechanisms. 

The intent of this research is not to present techniques that can be utilized by entities with 

mischievous intent, but to provide a comprehensive overview of what the current status in the 

subject is and potential issues that lie ahead. 

This report postulates that the reader possesses basic knowledge regarding the structure of the 

Internet, how computer systems communicate, and DDoS attacks. 
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1.4 DELIMITATIONS 

The following list provides the various delimitations that have been applied to this research in 

order to narrow its focus: 

 Commercial-specifics excluded - This research will not address any commercial 

products. This delimitation was required to keep the framework at a general level. 

 Framework implementation excluded - The authors of this thesis will lay the foundation 

for the framework and specify the various mechanisms that should be implemented in 

order to produce the intended result. However, exactly how these mechanisms should 

be implemented is left for future research iterations. 

 Framework demonstration - Since this thesis will only lay the foundation for the 

artifact, the demonstration will focus on elucidating its core parts through the use of 

scenario building. 

1.5 THESIS OUTLINE 

The following list present a summarized explanation of the various chapters: 

1. Introduction - This chapter includes a brief introduction to the field of DDoS attacks. In 

addition, it encompasses the research problem, question, contribution, and 

delimitations. 

2. Methodology - The second chapter includes a description of the methodology that was 

opted for during this research. This includes a brief description about what DSRM is and 

how it was applied during this thesis. 

3. Literature review - The literature review chapter includes the methodology that was 

used to scrutinize previous literature in the field of DDoS. It also incorporates the 

theoretical background that is necessary to comprehend the later parts of this thesis. 

The chapter's coda includes the literature review conclusion. 

4. Design and development - The design and development chapter presents the results 

from the various activities included in the DSRM methodology. This part of the thesis 

presents the resulting framework. 

5. Demonstration - This chapter demonstrate how the framework operates by defining 

certain scenarios. 

6. Evaluation - The sixth chapter evaluate the resulting framework on the basis of its 

predefined criteria and functionality. 

7. Discussion - This chapter encompass the thesis' conclusion and discussion.  

8. Future Work - The last chapter present suggested directives for future development of 

the resulting framework. 
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2 METHODOLOGY 

This research diverges from the conventionally applied methodologies in similar research within 

the subject of DDoS attacks. The literature review, conducted prior to the initiation of this 

research, indicated that the majority of previous efforts rely on experimental and survey 

oriented methodologies. However, the authors of this thesis deemed that these approaches 

were insufficient for this research’s intended purpose. Multiple factors contributed to this 

insight. The first is the fact that the research strived to produce a framework that encompasses 

the current state of the field. This property is difficult to accomplish when relying on previous 

academic efforts, as in the case of a conventional survey. This is due to that research papers 

often take a considerable amount of time to compile and that the field of technology is rapidly 

changing.  

In order to capture the current state of the field, multiple types of sources should be utilized. 

This includes, for example, academic efforts and commercial material. Another factor that 

contributed to the particular form of methodology, is the property of generalization. The 

purpose of the framework is to provide a comprehensive result that is applicable on a wide 

range of environments. This property makes it exceedingly difficult to rely on experimental 

results, due to the diversity and complexity of networks. 

In order to accomplish the creation of a framework, with the properties of state-of-the-art and 

comprehensive application, the authors relied on an iterative feedback-oriented DSRM model. 

[22] 

DSRM have been used in similar efforts within the information security field. The Advanced 

Data Acquisition Model (ADAM) was designed using this method and resulted in a structured 

process that could be utilized in a forensic data acquisition. [31] 

Another research relying on DSRM designed a traffic generating prototype tool that is able to 

operate on mobile devices. The researchers demonstrated the prototype by conducting a 

performance evaluation of a wireless network. [32] 

DSRM are structured into six different activities that are executed in chronological order. Figure 

1 illustrate these activities and the following list provide a brief explanation: [22] 

1. Problem Identification and Motivation - This activity aims to describe the specific issue 

and why it is important to solve. In addition to this, the activity emphasizes how the 

designed artifact may accomplish this. 

2. Objectives of a Solution - In this phase, the objectives and predefined properties of the 

artifact are stated. 
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3. Design and Development - The design and development activity includes the actual 

construction of the artifact. 

4. Demonstration - This activity is meant to demonstrate how the artifact is able to solve 

the specific issue. 

5. Evaluation - The fifth activity is regarding measuring and determining how well the 

designed artifact solves the identified issue. After the evaluation of the artifact is 

performed, the researchers may decide to iterate back to a preceding activity and 

redesign the artifact, as illustrated in figure 1. 

6. Communication - In the communication phase, the artifact is presented to an audience 

of interest in some fashion. 

 

Figure 1 – DSRM flowchart 

Other theories and concepts are often used as fundamental support to design theories. These 

theories are referred to as kernel theories and are meant to provide further depth in how the 

design will be conducted. [33] 

The subsequent headings provide a detailed explanation of how the DSRM activities were 

performed in this research. 

2.1.1 ACTIVITY 1 - PROBLEM IDENTIFICATION AND MOTIVATION 

As mentioned earlier in this document, DDoS attacks is a serious problem for many entities 

operating on the Internet today. Not only are attacks hard to identify, but the field also change 

constantly. New ways of attacking are emerging at a rapid rate and, as a reactive response, new 

protection techniques are developed. 

The aforementioned issues result in that individual entities easily fall behind in the 

development of the field and, thus, resulting in inadequate protection against DDoS attacks. 

Hence, this thesis is meant to produce an artifact that addresses these issues. 
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2.1.2 ACTIVITY 2 - OBJECTIVES OF A SOLUTION 

The objective for this research was to lay the foundation for an artifact that can be utilized to 

comprehensively encompass and present complementary improvements to existing DDoS 

protection mechanisms implemented in networks. The artifact required to be designed with 

integrated flexibility and expandability in order to adapt to changes in the future. In addition to 

this, the flexibility allows future researchers to further develop the framework. The artifact 

would be required to fulfill the following criteria: 

 Adaptability - The artifact required built-in flexibility in order be expandable and to 

allow future research to be introduced. 

 General - The artifact should not be bound to a specific type of network architecture. 

 Self-evaluation - The artifact should include some form of mechanism that allow 

utilizers to evaluate the content which it encompasses. 

 Protection awareness - The artifact should take into account what form of protection 

mechanisms a specific network environment currently has implemented. 

 Software friendly - The artifact should be constructed in such a way that it conveniently 

can be implemented in software. 

2.1.3 ACTIVITY 3 - DESIGN AND DEVELOPMENT 

The following top-level approach was taken during the design and development phase: 

1. Functional identification - From the inference deduced in activity one and two of the 

DSRM, core functions that the artifact required were identified. 

2. Kernel theory support - Established theories that supported the functions identified in 

the aforementioned item were subsequently located and incorporated into the 

development process. 

3. Artifact design - The selected functions and theories formed the basis for the design of 

the artifact. 

2.1.4 ACTIVITY 4 – DEMONSTRATION 

Due to the fact that the designers produced the foundation of the artifact, no real-world 

demonstration was possible. Therefore, the demonstration emanated from theoretical 

scenarios, which were structured and presented to elucidate the core functions of the artifact. 
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2.1.5 ACTIVITY 5 - EVALUATION 

To evaluate the artifact, the designer's relied on logical argumentation. These were used to 

emphasize that the design fulfilled the predefined criteria and functions identified during the 

development of the artifact. In addition, expert opinion was obtained to evaluate the artifact's 

usability from an external point of view. [23] 

2.1.6 ACTIVITY 6 - COMMUNICATION 

This activity will be performed in conjunction with the publication of the thesis. 
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3 LITERATURE REVIEW 

In order to acquire a comprehensive overview of the subject, an initial literature review was 

performed. The review was in the form of a systematic literature review that is suitable in order 

to produce a condensed summarization of the current available theoretical material. The 

obtained information aimed to provide the foundation to elucidate the current status of DDoS 

attacks, countermeasures, and bypass techniques. In addition to the aforementioned, material 

regarding the architecture of a Content Distribution Network (CDN) was reviewed. The concept 

of CDNs was specifically targeted due to the fact that they are commonly opted for as a DDoS 

protection in organization's today. [19] 

The literature review also focused on locating previous models and frameworks, within the field 

of information security, that resemble the characteristics of the intended artifact. The primary 

focus was to located concepts that focus on a similar information gathering process. The 

literature review was subdivided into four steps, presented in figure 2. 

 

Figure 2 – Literature review steps 

The first step was information gathering regarding the subject. The authors of this research 

thus performed various searches in a wide range of available databases. The databases 

included, inter alia, Google Scholar, IEEE Xplore, DiVA, Sciencedirect, Scopus, Web of Science, 

ProQuest, EbscoHost, LIBRIS, SpringerLink, Taylor & Francis online, NE, SIS e-nav, and UR access. 

In addition to these databases, the Web was searched for material through various available 

search-engines. The authors prioritized newly published material due to the fact that the 

subject of DDoS attacks is versatile in its nature. 

The terms used when searching for material was, inter alia, “DDoS”, “CDN”, “DoS”, 

“circumvention”, "bypass", “distributed denial of service”, “denial of service”, “content delivery 

networks”, “content distribution networks”, “proactive network defense”, "framework", 

"model", "design", taxonomy", "taxonomies", and "automated". These terms were combined in 

various ways to narrow the search result. 



20 
 

The second step was to verify the reliability of the gathered material. The purpose of this step 

was to ensure that the acquired material originated from a reliable source, and thus qualified to 

be referenced in this research. In order for the material to be accepted, it had to originate from 

a reliable source and include external reliable references. In addition to the aforementioned, 

the material had to be published. 

Categorization of the material was the third step. In this part, established taxonomy for DDoS 

attacks, prevention techniques, CDN network architecture, and bypass techniques was applied. 

This categorization was necessary in order to structure the material in a clear fashion. The 

applied taxonomy needed to fulfill the requirements for a reliable source, according to the 

previous step. 

The fourth and last step was analysis of the acquired and categorized material. During this step, 

the authors scrutinized the material for information of relevance to the research and included it 

into this report. The material generated by the literature review provided the foundation for 

the thesis’ research base, theoretical background, and related work. 

3.1 THEORETICAL BACKGROUND 

The subsequent subheadings include technical information that is necessary to fully 

comprehend the remaining part of this thesis. 

3.1.1 DDOS ATTACKS 

DDoS attacks can be divided into five major categories that efficiently describe its architectural 

structure and overall behavior. The first category, labeled level of computerization, specifies the 

attack’s degree of automatization. This category is further divided into three subcategories. An 

instruction based attack is a solely manually performed action. This includes every step from 

discovering potential victims to actually using the obtained resources to initiate the attack. 

Semi-preset attack is the second subcategory, comprised of both manual and automatic 

mechanisms. In this category, the attacker has automated every step of the process, except the 

actual instruction to initiate the attack. The last subcategory is named preset attack and is fully 

automated with no manual intervention. [1] 

The second category, named attack network, addresses the communication between the 

resources used for the actual attack and the source of the instruction initiating the event. In the 

case of a botnet, used for DDoS purposes, the categorization is regarding how the botmaster is 

able to transfer the commands to the bots. [1] 

Oppressed vulnerabilities are the next category for classifying a DDoS attack and describe the 

actual attack mechanism. This category is further divided into four subcategories. Flood attacks 
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are distinguished by overwhelming the target with traffic, in order to cause disruption. 

Intensification attacks is a more sophisticated version of the flood attack that include some 

form of mechanism that amplify the amount of traffic sent from the attacker to the victim. The 

category protocol exploitation attack is a more insidious form of attack that exploits some form 

of vulnerability in a network protocol utilized by the victim. The last subcategory, named 

malicious formed packet analysis, is a form of attack that craft malformed network traffic that is 

sent to the victim. The malformed traffic causes malicious consequences when the targeted 

system tries to analyze it. [1] 

The category influence characterizes a DDoS attack based on the attack’s impact. Subdivision 

into the categories disorderly and degrading can be performed. An attack that results in 

complete disruption of a service is referred to as a disorderly attack, whereas partial 

deterioration of a service is referred to as degrading. [1] 

The final category, attack intensity dynamics, consider the size of the attack related to the 

aspect of time. The subcategory continuous attack intensity is a steady stream of traffic 

directed at the victim, whereas variable attack intensity includes fluctuations in pressure. [1] 

Figure 3 present a summarized overview of the various categories presented in the previous 

sections. 

 

Figure 3 – DDoS attack categorization 

Amplification is an additional concept that is important to elucidate in order to understand 

commonly realized attacks in modern time. Amplification is a form of intensification attack, 
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described previously. The attack is comprised of three entities, including the attacker, a third-

party reflector, and a victim. There are two key ingredients that are necessary for a successful 

attack. The first is the ability for the attacker to spoof the source address of network packets. 

The second ingredient is that the reflector will respond with a significantly larger amount of 

traffic than the request sent from the attack. If these ingredients are present, the attacker 

sends traffic to the third-party reflector. However, the attacker spoofs the source address of 

the traffic to mimic the address of the victim. The reflector will then respond to the incoming 

requests, generate an amplified response, and erroneously send the response to the victim. The 

victim is therefore overwhelmed with traffic originating from the reflector. The rate of which 

the attacker is able to increase the traffic is referred to as amplification factor. [9] 

3.1.2 DDOS DEFENSES 

The various DDoS defense mechanisms’ characteristics can, as with the attacks, be structured 

into a similar scheme of categorizations. This scheme consists of four major categories, each 

subdivided into smaller fragments. The first categorization is submissive defense mechanism, 

which initiates after the attack is detected. This is further subdivided into the categories 

identifying mechanism and counter mechanism. The first of the aforementioned is defense 

mechanisms that enable the detection of the attack and the second is actual mitigation 

techniques that are implemented as a reactive measure to thwart the attack. [1] 

The second major categorization is active defense mechanism. This category is similar to the 

aforementioned. However, the significant difference is that active defense mechanisms are 

implemented in order to rapidly mitigate the attack by various measures. This category is more 

widely deployed and operates in a more autonomous fashion. [1] 

Categorization by action is the next major characteristic that can be used to identify various 

DDoS defenses. The characteristic defines the main purpose of the defense mechanism. Three 

subcategories constitute categorization by action. The first, named invasion prevention is 

defenses that are proactive and immediately mitigate the incoming attack. Invasion detection is 

a mechanism that is able to recognize and alert when an attack is launched. The last 

subcategory, referred to as invasion response, is a reactive defense mechanism that is applied 

as a response to the attack. [1] 

The last major category is defense deployment position, which addresses the physical location 

of the defense mechanisms’ placement. The placement can be subdivided into base-end 

network defense, intermediate-end network defense, and destination-end network defense. 

These characteristics address defense mechanism implemented close to the source of the 

attack, in between the source and the destination of the attack, and the destination of the 

attack, respectively. [1] Figure 4 presents a summarization of the previously presented material. 
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Figure 4 – DDoS defense categorization  

3.1.3 CDN 

A traditional Web-server communicates directly with a client and provides Web-content to 

legitimate requests. However, sudden changes in popularity can severely increase the amount 

of traffic directed to the server, to such a point that it is overloaded. This phenomenon of 

unintended DDoS is referred to as flash-crowds or slashdotted. In addition to this, direct DDoS 

attacks can easily cause congestion in the network when the Web-server is targeted. [6] 

As a response to this issue, the CDN evolved. A CDN is a large network infrastructure, often with 

Point-of-Presence (PoP) on multiple continents, which is designed to enhance the performance 

of a customer’s Web-server. The infrastructure is comprised of, inter alia, caching servers that 

stores the customer’s Web-content. These caching servers, referred to as surrogates, provide 

clients visiting the web site with the cached content. When a visitor navigates to a Web-server 

connected to a CDN, the request is redirected, often by DNS, to the closest surrogate. The 

surrogate then scans its own cache for the content that is requested. If the cache contains the 

content, the surrogate delivers it to the client. If the search in the cache result in a miss, the 

surrogate contacts the original Web-server, referred to as origin, and fetches the content of 

matter on the client’s behalf. [6] 

This technique results in the traffic being directed towards the origin Web-server is severely 

decreased. A large portion of the requests are instead handled by the CDN. This, of course, 

assumes that the CDN infrastructure is effectively configured. Many CDNs also implement 
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active defenses against DDoS attacks and other malicious activities. In addition to this, the 

sheer size and capacity of a large CDN makes it persistent against attacks that are based on 

overwhelming the target. [6] Figure 5 presents an illustration over the course of events when a 

client requests content from a Web-server that is located behind a CDN. 

 

Figure 5 – CDN architecture 

3.2 RELATED WORK 

An abundance of research material exists regarding the topic of DDoS. Various authors have 

made taxonomies and classifications in order to provide a structured overview of the subject. In 

addition to this, multiple profound surveys have been made recently to map attacks, defenses, 

trends, and other aspects of the issue, some of which empirically simulate network 

environments to test the performance of various presented techniques. [10, 11, 12, 13, 26, 27, 

28, 29] 
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One interesting effort that has been made within the subject of DDoS is a taxonomy that was 

designed to be included in a system that automatically presents suggested protections. It 

analyzes traffic from an attack and determines what protections to implement based on the 

attack’s properties. [24] 

Another research that have been performed, point at the importance of including the specific 

network architecture while developing taxonomies. The authors further emphasize that no 

single taxonomy can be used to address all environments. Therefore, they present a model that 

can be utilized to design environmental-specific taxonomies. [25] 

Few surveys addressing the prominent issue of DDoS attacks have been conducted on CDN 

environments. The authors of this thesis have solely been able to locate three academic efforts 

in this field. In one effort, the researchers developed a Web-site deployment algorithm that, 

according to their simulations, significantly reduced the pressure on individual surrogates 

during a DDoS attack. [14] 

In 2013, researchers empirically proved that they were able to bypass established mechanisms 

against DDoS attacks in the major commercial CDNs. The mechanisms, implemented by the 

CDN, were designed to identify and hinder non-human clients in order to protect against bots. 

[15] 

The last effort, with regards to CDNs, present two separate DDoS protection schemes that can 

be used to hinder attacks on the clients’ behalf. The main difference between these schemes 

and the currently employed techniques, used by CDNs today, is that the schemes are offered as 

a separate product and is only activated when an attack is detected. [16] However, the 

aforementioned article regarding the bypass techniques proved that some of the proposed 

defenses in these schemes are easily bypassed. [15] 

There is also one interesting research presenting a technique that can be applied in order to use 

the CDN network as a potential amplification mechanism for attacking the origin server. The 

technique builds upon the CDNs implemented surrogate distribution techniques and how the 

surrogates fetch content from the origin server. [17] 

A paper was located during the literature review that resembles the intended structure of the 

artifact, with regards to its predefined criteria. The paper presents a framework that 

automatically collects and analyzes malware, with the use of honeynets, in order to build a 

large collectively accessible knowledge-database. [21] 
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3.3 LITERATURE REVIEW CONCLUSION 

This part of the chapter presents the inference that emerged through the extensive literature 

review. First, and foremost, the scrutinized material indicated that the research field is rapidly 

changing and that DDoS attacks are difficult to protect against. New methods, designed to 

protect against attacks, are constantly scrutinized by adversaries and researchers in order to 

identify deficiencies that can be exploited for circumvention. [12, 15] 

A lot of surveys and taxonomies have been made in the subject to provide clearance and 

structure in the abundance of available information. However, the presented methods are 

static in their nature and do not include an internal process to enable further development in 

accordance with the field's progression. 

The analyzed material also points out the importance of relying on established taxonomies to 

be consistent in identifying attacks and implementing a suitable defense. However, the versatile 

nature of the subject and the divergence between various network environments render this 

task difficult and complex. 

Frameworks that build and maintain a large database over vulnerabilities with regards to 

malware exists. However, no equivalent have been located that address the issue of DDoS 

attacks in the same manner. 

This research is meant to contribute to filling this void in the research field by designing a 

flexible and iterative framework that presents possible improvements to implemented 

defensive mechanisms within a particular network environment. In addition, the framework is 

meant to tackle the versatile nature of DDoS attacks and is meant to simplify the process of 

remaining up-to-date. 

Other research contributions mainly categorize the various techniques into attack and defense. 

However, this thesis focuses on what techniques adversaries utilize in order to circumvent 

existing defenses. This particular focus is meant to facilitate the framework's ability to develop 

in accordance with the field. 
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4 DESIGN AND DEVELOPMENT 

In this chapter, the development process and resulting design of the artifact is presented. The 

material that was gathered during the literature review of this thesis functioned as the primary 

foundation for the development process. 

4.1 FUNCTIONAL IDENTIFICATION 

During the development activity, four primary functions were identified that the framework 

required. These functions included: 

 Information gathering - The framework required the ability to effectively gather 

information from multiple disjoint sources. This function was required in order to build 

the knowledge-base of the framework. Multiple sources needed to be probed due to 

the fact that no single source encompasses all answers. In addition to this, disjoint 

sources, that include similar information, should be used to further strengthen the 

gathered materials reliability. 

 Material analysis - The second identified function of the framework, were its ability to 

analyze the gathered material in a suitable manner. Due to that an abundance of 

information exists in the subject, some form of automatic pre-filtering were required. 

However, the filtered material subsequently should be further scrutinized prior relevant 

information were extracted. 

 Material organization - The framework required the ability to structure the analyzed 

material received from the previously mentioned function. The chosen structure needed 

to present the material in a clear fashion. In addition, it should be suitable for automatic 

scanning through the use of software. This property was necessary due to that the size 

of the knowledge-base may far exceed the ability of manual methods. 

 Material presentation - The processed material, that form the foundation for the 

framework’s outputted guidelines, needed to be presented in a comprehensive and 

clear fashion to the framework’s utilizers. 

The next subheading will present the issues that were identified, with regards to the 

aforementioned functions, and their corresponding solutions. 

4.2 FUNCTIONAL ISSUES AND SOLUTIONS 

When reflecting upon the relationship between attacks and protections, within the subject of 

DDoS, the authors relied on a modified version of evolutionary theory. The authors refer to this 

theory as the advantage pendulum, which is illustrated in figure 6. The protection and attack 

mechanisms are represented with a blue and red rhombus, respectively. 
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Figure 6 – The advantage pendulum 

The advantage pendulum emphasize that the balance of ascendancy between attacks and 

protection techniques fluctuates in a synchronous manner, like a pendulum. Attacks are 

constantly reconstructed in order to bypass protection techniques, and vice versa. Thus, this 

framework is meant to focus on the parts of an attack that circumvent the protection, and not 

the attack itself. 

A bypass technique, according to this framework, is any mechanism, attribute, or behavior that 

is purposely implemented by an adversary to aid an attack in circumventing established 

countermeasures. However, the bypass technique itself is not directly responsible for the 

attack’s impact and is alone not sufficient for realizing the attack. In addition, the bypass 

technique should be portable, meaning that it could be applied to other attacks in order to 

circumvent a protection. 

In order to achieve the framework's function of information gathering, the designers relied on 

one particularly influence, namely the framework presented in the article Extracting 

Information about Security Vulnerabilities from Web Text [34]. This proposed framework can be 

utilized to automatically gather, analyze, and extract valuable information from Web-resources, 

with regards to security threats and vulnerabilities. 

To achieve the information gathering function's reliability property, the concept of honeynets 

were used as an influence. Honeynets are, in essence, bait networks purposely implemented to 

draw an adversary’s attention. These networks often incorporate vulnerabilities in order to 

emulate an easy target. [35] 
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These networks are primarily used for two main purposes. Firstly, they are implemented to 

draw attention away from sensitive components in its vicinity. Secondly, they often include 

extensive monitoring in order to be able to capture and analyze an adversaries’ behavior. [35] 

Certain parts of this framework can be synonymized with a honeynet. However, applying the 

concept of honeynets to DDoS attacks is complicated. Adversaries conducting an attack of this 

type tend to focus on a particular target and are less opportunistic in their behavior. Therefore, 

it is probably excessively difficult to construct bait that will lure an adversary into initiating such 

a signaling attack. The way the framework utilize the concept of honeynets was influenced by 

the architecture presented in the article Automated Malware Analysis Framework with 

Honeynet Technology in Taiwan Campuses [21]. 

The material analysis function of the framework, were achieved by relying on manual analysis. 

During this process, the aforementioned article regarding automatic gathering of Web-

resources were used as an automatic pre-filter to the information. Subsequent analysis should 

be performed in a manual fashion in order to preserve information accuracy and detection of 

entirely new technologies. 

The concept of relational databases was used during the design of the framework in order to 

achieve its function of material organization. A relational database is easily expandable and 

simplifies the process of incorporating new information into the framework. However, the 

foremost reason why this form of database is suitable is its ability to tie small key-values to 

large quantities of information. This enables algorithms to operate on the key-values, rather 

than on the massive content they are tied to. Thus, a relational database will simplify the 

process of searching through the potentially massive database of the framework. [36] 

In order to achieve the function of presentation, the designers opted for the construction of a 

tailored algorithm that selected certain content in the relational database. The selected 

material should subsequently be presented to the framework’s utilizers in the form of a 

guideline document. 

4.3 FRAMEWORK DESIGN 

This part of the chapter will present the actual design of the produced framework. It was 

designed in accordance with the previously mentioned concepts and criteria. 

The design presentation is divided into three different sections. Firstly, a framework overview is 

shown in order to provide the reader with a comprehensive picture. Secondly, the framework 

architecture is described in detailed. The last part of the design presentation elucidates the 

processes that the framework encompasses. 
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4.3.1 FRAMEWORK OVERVIEW 

Figure 7 presents the collection of entities that will provide the foundation for the framework’s 

processes. The framework comprises three different networks, each of which encompasses a 

set of components. These networks are interconnected through a common communications 

medium. 

 

Figure 7 – Framework architecture 

The contribution network’s main objective is to gather material that may contain entirely new 

DDoS protection bypass techniques. In addition, this network is utilized as an accuracy validator 

for the framework’s database content. Both these objectives are accomplished by recording 

network traffic whilst the network itself is targeted by an attack. 

Network traffic captured by the contribution network is subsequently sent to the kernel of the 

framework, referred to as the analysis network. This part of the framework is tasked with the 

extraction of new techniques, additional information gathering, and maintenance of the 

framework’s database. 

In addition to receiving captured network traffic, the analysis network constantly searches and 

analyze academic and commercial material in order to detect new techniques that can be 

included into the framework’s database. Hence, the framework’s database is built from two 

different sources of information, including network traffic and documents. 

In addition to the aforementioned, the analysis network is responsible for generating guideline 

documents for the user network. 
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The user network is, in essence, the framework’s customer. This is an entity that wishes to 

utilize the framework in order to receive a guideline document that includes protection 

improvement suggestions to their already existing defenses. 

It is important to emphasize that multiple networks of the same type may exist in order to 

accelerate the framework’s objectives, as illustrated in figure 8. However, the analysis network 

should remain centralized in order to preserve consistency and accuracy. 

 

Figure 8 – Multiple networks 

4.3.2 FRAMEWORK ARCHITECTURE 

This part of the framework will further explain the roles of the three networks briefly 

introduced in the previous heading. In addition, the roles of the networks’ components will be 

elucidated. 

4.3.2.1 CONTRIBUTION NETWORK 

As mentioned earlier, the primary objective of the contribution network is to record a DDoS 

attack incident and send that information for scrutinization to the analysis network. The 

components that the network encompasses should be strategically placed in a network 

environment that an adversary is likely to target. Hence, the contribution network has some 

similarities with a honeynet. 

However, the contribution network in this framework differs from a honeynet in various ways. 

The honeynets’ bait factor is replaced with the fact that the contribution network should be 

placed as an integrated part of an existing network infrastructure. This infrastructure should be 

of interest from an adversary's perspective, either politically, economically, or personally. As an 

example, the contribution network could be part of a commercial network. This means that the 
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honeynets’ deliberate degrading of security can completely excluded from the framework’s 

contribution network. In essence, the contribution network is a honeynet merged into an 

existing environment, but without deteriorating its host’s defense. 

4.3.2.1.1 SYSTEM OF INTEREST 

The system of interest is the first component within the contribution network. This system is of 

interest from a DDoS bypass technique detection perspective. As an example, a system of 

interest within an organization’s network, might be a dedicated firewall that adversaries are 

forced to bypass in the event of an attack. In essence, the system of interest denotes a point in 

the network that bypass techniques are likely to be utilized by an adversary. 

4.3.2.1.2 MONITOR SYSTEM 

Before the monitor system component is explained, it is important to emphasize that it should 

be considered as a piece of software, rather than a standalone system. Ideally, it should be 

integrated with the system of interest, in order to achieve maximum accuracy. 

The monitor system is the second component included in the contribution network. Its 

objective is to capture the network traffic in the vicinity of a system of interest. The purpose of 

recording the network traffic is to capture events that occurred prior and during a DDoS attack. 

Such network traffic might include valuable information regarding new DDoS protection bypass 

techniques. However, to limit the requirement of storage capacity, the monitor system should 

include two separate memories, namely the Before Incident (BI) and During Incident (DI) 

memory. 

The memory which stores the continuously captured network traffic, in a given point in time, 

depends on the current state of the impact sensor component. This component will be 

explained in further detail in the subsequent heading. For now, it is only required to understand 

that it has two states, namely non-alert and alert. These states indicate that no attack has been 

detected and that an attack is ongoing, respectively. 

When the impact sensor is in a non-alert state, network traffic is continuously captured and 

stored into the BI memory, as illustrated in figure 9. This memory is of a finite size and should 

contain a short amount of past network traffic. As an example, it could store the entire normal 

traffic load in the vicinity of the system of interest for the past 12 hours. The purpose of this 

memory is to capture the network traffic from earlier than the attack detection point. 
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Figure 9 – Monitor system memories 

Once the impact sensor’s state is set to alert, it triggers the monitor system to redirect the 

captured network traffic from the BI memory into the DI memory. This change is illustrated by 

the figure in the right-hand-side of figure 9. The DI memory will store the recorded network 

traffic until the impact sensor’s state has returned to non-alert. 

Once the incident is over, the two memories are concatenated to form a record of the 

incident’s course of events. As an example, if the attack is detected at time t, the BI memory 

stores 12 hours of network traffic, and the incident spans over 20 hours from the point of 

detection, figure 10 illustrate the resulting concatenated network traffic’s coverage of time. 

 

Figure 10 – Concatenated memory 

In addition to the aforementioned, in conjunction with the resetting of the impact sensor’s 

state, the monitor system switches back into storing captured network traffic into the BI 

memory. 

4.3.2.1.3 IMPACT SENSOR 

As with the previously explained monitor system, the impact sensor should be considered as a 

piece of software. This component should be able to measure the health of a system that is 

sensitive for the overall network’s services. As an example, the impact sensor in an 
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organizational network could be implemented to measure the health of an internal Web-server. 

The key objective is to place the impact sensor in a part of the network, and configure it in such 

a way, that it will detect if core services are affected by a DDoS attack that successfully 

bypassed the protections in place. 

The impact sensor is directly connected to the monitor system of the contribution network. It 

has, as explained previously, two different states. By default, the component is in a non-alert 

state. However, if an impact from a potential DDoS attack is detected, the component shifts 

into an alert state. The shift of states should be triggered by predefined thresholds. As an 

example, a condition that could trigger the sensor might be if the network traffic exceeds a 

certain level, or if a specific service in a sensitive system is rendered inaccessible. 

In a large and complex network, multiple impact sensors might be implemented in order to 

expand the monitoring coverage. 

4.3.2.2 USER NETWORK 

The user network, as explained in the overview, contains an entity that wish to utilize the 

framework in order to receive a tailored guideline of potential improvements to their currently 

implemented DDoS defense. It is important to emphasize that one network may very well 

practice the role of contribution and user network, simultaneously. As an example, a company 

that have voluntarily accepted to incorporate a contribution network into their network 

infrastructure, might in return gain authorization to utilize the framework in order to receive a 

guideline. 

4.3.2.2.1 PROTECTIVE SYSTEM 

The protective system is part of the user network’s defense against DDoS attacks. This is simply 

a system that the administrators of the user network have considered to be subject for 

protection revision by the framework. The received guideline document, which will be 

produced by the framework, will be based on the already implemented defense in the 

protective system. 

4.3.2.2.2 ADMINISTRATORS 

The administrators, in essence, are administering the protective system and are responsible for 

its maintenance. In addition to this, the administrators will function as a feedback channel to 

the framework’s overall process. 
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4.3.2.3 ANALYSIS NETWORK 

The analysis network is the part of the framework that is tasked with processing received 

information, actively gathering new material, maintaining the framework’s database, and 

generating tailored guidelines. 

4.3.2.3.1 ANALYSIS SYSTEM 

The analysis system can be considered as the Central Processing Unit (CPU) of the framework. 

This component receives information from the contribution and user network. It will 

subsequently perform various computations and direct information between the analysts and 

the database. In addition, the analysis system is tasked with automatic retrieval of interesting 

material that may include new techniques. 

4.3.2.3.2 ANALYSTS 

The analysts are humans that manually, with the aid of various tools, scrutinize information 

received from the analysis system. This information is in the form of documents and captured 

network traffic. The analysts are also tasked with maintaining an up-to-date and accurate 

database, which will be presented in the subsequent heading. 

4.3.2.3.3 DATABASE 

The database is the core of the framework’s components. This storage contains all information 

regarding protection and bypass techniques. This database is used in various operations. It is 

structured as a matrix, as presented in figure 11 

 

Figure 11 – Example matrix 

The terminologies that will be used while describing the database in subsequent parts of this 

document is presented in figure 12. 
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Figure 12 – Database terminologies 

The bypass and protection techniques are listed in the matrix’s rows and columns, respectively. 

Each intersection contains a cell with a value. The value can either be C, A, or nothing. These 

indicate that the corresponding protection technique is circumvented by the corresponding 

bypass technique, that the protection technique is able to avert the bypass technique, and that 

none of the aforementioned is applicable, respectively. As an example, the matrix in figure 11 

illustrate that the bypass technique with the arbitrary Identification (ID) of B02 is able to 

circumvent the protection technique with ID P03. However, B02 is averted by P01. 

The database is relational, which means that various key-values can be tied to other tables. In 

the framework’s database, each bypass and protection techniques is tied to a separate 

description table. This table consists of three sections, as presented in figure 13. 
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Figure 13 – Description table structure 

The first section includes an ID, in which is unique for every technique. In the example figure, 

the arbitrary ID of B01 has been assigned to this bypass technique’s description table. The 

second section, referred to as the technical description, encompasses a detailed explanation 

elucidating technique. The last section, named references, is meant to link the technique to the 

material that it was derived from. This material can either be in the form of documents, 

obtained by the analysis system, or captured network traffic received from the contribution 

network. 

4.3.3 FRAMEWORK PROCESS 

This part of the document will elucidate the framework’s process. The various explanations 

postulate that the networks and components, described in the previous part of the document, 

is implemented and configured accordingly. 

The various functions within the framework, boil down to two primitives. These are presented 

in the following list: 

 Database maintenance - The framework’s database require constant maintenance in 

order to encompass an up-to-date and accurate collection of protection and bypass 

techniques. 

 Guideline generation - The framework should produce guidelines that provide DDoS 

protection improvement suggestions for the protective system in the user network. 

This part of the document will explain the framework’s process by enlarging on the 

aforementioned functions. They will be presented separately, and at the same time incorporate 

the description of how all the various components within the system interacts. 
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4.3.3.1 DATABASE MAINTENANCE 

The maintenance of the framework's database will be described by following two separate sub-

functions, each of which will be described in a separate heading. These functions include the 

processing of information received through academic and commercial documents and the 

processing of captured network traffic received from the contribution network. 

4.3.3.1.1 ACADEMIC AND COMMERCIAL DOCUMENTS 

As mentioned earlier, the analysis system, located in the analysis network, automatically 

searches the Web for online material regarding DDoS protection and bypass techniques. This 

process should be based on the concept described in the article Extracting Information about 

Security Vulnerabilities from Web Text [34]. The obtained material is subsequently sent to the 

analysts within the same network. 

The analysts should further scrutinize the received material from the analysis system and 

extract information that can be included in the database. The scrutinization can result in the 

following changes to the database: 

 New bypass technique detected - If the analysts detect an entirely new bypass 

technique in the obtained material, a description table should be created that contains a 

unique ID, a detailed technical description, and links to the references that were 

utilized. The bypass technique should subsequently be appended to the database's main 

matrix as a new row. This is illustrated in matrix one of figure 14. 

 New protection technique detected - Contrary to the aforementioned, if a new 

protection technique is detected, the exact same process should be performed. 

However, instead of appending the protection technique as new row, it is appended to 

the database as a new column, as illustrated in matrix two of figure 14. 

 Protection technique circumvented - If a bypass technique is found to be able to 

circumvent a particular protection, a C-value should be inserted in the intersection 

between the two techniques. As an example, in matrix three of figure 14, bypass 

technique with ID B11 is able to circumvent protection technique P07. 

 Bypass technique adverted - If a bypass technique is averted by a protection, an A-value 

should be placed in the intersection, as illustrated in matrix four of figure 14. 

 Inaccurate information - If the analysts discover inaccurate information within the 

database, the material in question should be revised. Inaccurate information ranges 

from poorly defined technical descriptions, to wrongly assigned C- and A-values. 
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Figure 14 – Matrix update examples 

4.3.3.1.2 NETWORK TRAFFIC 

In order to properly conduct the information processing of received network traffic, the system 

of interest, located in the contribution network,  and the protective system, located in the user 

network, require a local list with identified protection techniques that currently are 

implemented in that particular system. This list needs to be acquired when the system first is 

set up as a component within the framework. 

To generate this list, the administrators of the system of interest and protective system should 

clarify what protections they currently have implemented by iterating through framework’s 

database. A compiled list of the identified protection techniques’ IDs should subsequently be 

locally stored in the system of interest and protective system. These components store this list 

internally until an incident occurs, or when a guideline is requested, respectively. For 

clarification, figure 15 illustrates the list that would be stored in the system of interest if it is 

deduced that it currently implements protection technique P01, P06, and P09. 

 

Figure 15 – Locally stored protection list 

Once the impact sensor is set to an alert state in the contribution network, the monitor system 

starts to capture the network traffic in its vicinity. When the incident is over, the captured 

network traffic gets concatenated and sent to the analysis system, together with the 

aforementioned local list of implemented protection techniques. 
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The analysis system subsequently forwards these two items to the analysts, who, in turn, 

scrutinizes the material for two particular reasons. The primary reason is that the network 

traffic, together with the received list, should function as a real-world validator that the 

currently implemented information in the database is accurate. For example, if the analysts 

identifies that a particular bypass technique was utilized by an adversary to circumvent a 

protection, they should verify that the intersection contain a C-value. An example of this is 

illustrated in figure 16. 

 

Figure 16 – Cell-value verification 

The second reason why the analysts should scrutinize the received network traffic is to detect 

potential bypass techniques that the analysis system was unable to locate through the 

automatic document processing method. If such bypass techniques are detected through this 

process, the analysts should create a new description table and incorporate it into the 

database. 

4.3.3.2 GUIDELINE GENERATION 

The second core function of the framework is to produce the guidelines that include tailored 

protection improvement suggestions to a protective system. This core function is further 

divided into two steps, namely algorithm application and guideline compilation, each of which 

will be explained in separate headings. 

4.3.3.2.1 ALGORITHM APPLICATION 

The first step to achieve the objective of producing a guideline with tailored improvement 

techniques is to obtain the list of implemented protections stored locally on the protective 
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system in the user network. The process of generating this list, was explained earlier in this 

document. 

Next, an algorithm is used by the analysis system in order to generate the suitable 

improvements. The algorithm operates in an iterative manner. Figure 17 illustrates the matrix 

that will be used as the framework’s database during the demonstration of the algorithm. The 

example database comprises 11 bypass techniques and seven protection techniques. 

 

Figure 17 – Algorithm example matrix 

The algorithm is made up of three different operations. Prior to these operations being applied, 

a preprocessing step is required. Firstly, an extra shell is added to the main database, as 

illustrated in figure 18. 

 

Figure 18 – Extra shell added 

The new outer layer of cells has different colors and functions. The section that is marked in 

blue, referred to as column flags, is used to indicate that the protection technique on that 

column is implemented in the current setting. This should be indicated by inserting an “I” in the 
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corresponding cell. As illustrated in figure 18, the protection techniques P02 and P05 are 

implemented in the protective system. 

The red section contains the row flags, which are assigned a U-value if the bypass technique on 

the corresponding row has no known countermeasures. This is easily deduced by verifying that 

no cell on the same row have an A-value. In the provided example database, one can deduce 

that bypass technique B03, B07, and B11 have no known protection techniques that can be 

utilized as a countermeasure. 

The single cell contained in the green section of the matrix’s outer layer, is assigned an L-value 

once the current setting of protection technique function as a solid solution. A solid solution is 

reached when no bypass technique, excluding the U-marked, can bypass the current selection 

of protection techniques. The green cell will effectively tell the algorithm if the current matrix 

has been processed, or not. 

Prior to initiating the algorithm, a few more changes are necessary to realize. Firstly, the row 

and column that include the bypass and protection techniques’ ID labels should temporarily be 

excluded from the database. Secondly, the database matrix should be visualized as a three-

dimensional cube, consisting of one block. This is illustrated in figure 19. 

 

Figure 19 – Three-dimensional cube with one block 

Now, the three operations of the algorithm can be applied to the example cube presented in 

figure 19. The first operation is presented in table 1. 
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Description Figures 
If all blocks in the received cube are L-flagged in the green section, this 
operation directly passes the cube and control to operation two, presented in 
table 2. 
 
The subsequently described steps will be performed on each block in the 
received cube. 
 
If the currently selected block is L-flagged, skip that block and append it to the 
output cube of this operation. 
 
Highlight all cells that contain a C-value, are on an I-flagged column, are not on a 
U-flagged row, and do not have a cell with an A-value on the same row of which 
is located on an I-flagged column. Figure 20 illustrates how the example 
database would be highlighted. 
 
If the previous action did not result in any highlighted C-values, set the L-flag in 
the green section of the current block. 
 
Append the processed block to the output cube of this operation. In this 
particular example, the cube consists of only one block, due to the fact that this 
is the first iteration of the algorithm. However, figure 21 show the cube that 
subsequent iterations of this operation might output. The output cube gets sent 
to operation two, presented in table 2. 

 
Figure 20 – Highlighted C-values 

 

 
Figure 21 – Cube of subsequent 

iterations 

Table 1 – Algorithm operation one 

Description Figures 
If all blocks in the received cube are marked with an L-flag in the green section, 
directly pass the cube and control to operation three, presented in table 3. 
 
The subsequently described steps will be performed on each block in the 
received cube. 
 
If the currently selected block is L-flagged, skip that block and append it to the 
output cube of this operation. 
 
Highlight all cells with an A-value that are located on the same row as a 
highlighted C-value. Set the M-flag in the blue section on all columns that 
comprise a highlighted A-value and remove the highlighting from the cells 
containing a C-value. The result of the example block is illustrated in figure 22. 
 
Copy the current block as many times as there are M-flagged cells in the blue 
section. For each of these copies, preserve only one M-flag. In other words, each 
copy should have a unique M-flag in the blue section. Next, replace the M-flag 
with an I-flag and remove all highlighting. In this particular example, two copies 
are created, as illustrated in figure 23 and 24. 
 
Append the newly created copies to the output cube. Prior sending the cube 
back to operation one of the algorithm, the cube should be cleaned of 
duplicates. This is done by removing all blocks in the cube that have the exact 

 
Figure 22 – Highlighted A-values 

 

 



44 
 

same selection of I-flags. When this is done, the cube gets sent back to 
operation one, presented in table 1. 
 
In this particular example, a new cube consisting of two blocks will be sent as 
input to operation one. Each of these blocks represents a new matrix with a 
slightly different implementation of protection techniques. Operation one and 
two will continue this iterative process until all solutions have been created and 
a large cube consisting of solely L-flagged blocks have been generated. This big 
cube will then be sent to operation three of the algorithm, as indicated by the 
first section of this operation. Figure 25 illustrates what the first iteration’s cube 
will look like. This cube is sent back to operation one for further processing. 

Figure 23 – First copy 

 
Figure 24 – Second copy 

 
Figure 25 – Concatenated cube 

Table 2 – Algorithm operation two 
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Description Figures 
This operation’s purpose is to bring forth the best solution generated by 
operation one and two. 
 
Each of the blocks in the received cube is analyzed in an iterative fashion. The 
best solution are the one with the lowest amount of U-flagged bypass 
techniques affecting the selected group of protection techniques. 
 
In the example of figure 26, the highlighted C-values are located on an I-flagged 
row and a U-flagged column. This indicates that the current collection of 
protection techniques have a threat from a bypass technique that it cannot 
counter. In the example figure previously mentioned, this resulted in three 
unhandled bypass techniques. The lower this figure is, the better the solution. 
 
If there are multiple locked blocks that have the same number of U-flagged C-
values affecting the selected protection, the block with the lowest amount of I-
flags are selected as the best solution. If there are multiple blocks that have the 
same amount of I-values and C-values explained previously, all these blocks are 
selected as alternatives to the guideline document. 
 
The last step of this operation is to remove the original I-flags of the selected 
blocks, convert the block back to a two-dimensional matrix, and send the 
solution/s to the next process of the framework, namely the guideline 
compilation. 
 
In the currently used example database, the best solution would be the one 
presented in figure 26. Figure 27 illustrate how this would look before being 
sent to the guideline compilation. 

 
Figure 26 – Unmanageable bypass 

techniques 

 

 
Figure 27 – Selected solution 

 

Table 3 – Algorithm operation three 
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4.3.3.2.2 GUIDELINE COMPILATION 

The guideline compilation process receives a matrix processed by the algorithm. As an example, 

the compilation process might receive the matrix presented in figure 27. This matrix will form 

the basis for the guideline document that will be sent to the administrators of the protective 

system in the user network. Figure 28 presents the structure of the document. 

 

Figure 28 – Guideline document structure 

The first section of the guideline document presents the detailed description of the selected 

protection techniques. The protections presented in this section are recommended techniques 

that the administrators of the protective system should consider to implement. 

The description of each technique is, as explained earlier, located in each technique’s 

description table in the database. If the example matrix in figure 27 were produced by the 

algorithm, the guideline document would include the detailed technical description of 

protection technique P01 in section one. 

The second section of the guideline document present bypass techniques that pose a threat to 

the entire collection of implemented protection techniques, including the ones that are 

recommended in section one of the document.  

Hence, section two should present the technical description of each bypass technique that is U-

marked in the received matrix from the algorithm. The example matrix in figure 27 would result 

in B03, B07, and B11 being described in section two of the document. 
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If multiple matrixes were received from the algorithm, multiples of these section-pairs would 

be created, as illustrated in figure 29. 

 

Figure 29 – Guideline document with multiple solutions 

The guideline document containing recommended protection techniques and potential threats 

should be sent to the requesting administrators in the user network. 

A feedback channel should be implemented between the administrators of the protective 

system and the analysts in the contribution network. The administrators should provide 

feedback to the analysts regarding the received guideline document. The feedback includes, 

inter alia, insufficiently accuracy in the descriptions and incorrect information. This feedback 

loop will contribute to the database within the contribution network being kept up-to-date and 

remaining accurate. 
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5 DEMONSTRATION 

This chapter encompasses a demonstration that is meant to clarify how the framework is 

meant to function. The demonstration will be presented by explaining its process through two 

different scenarios. 

5.1 SCENARIO DESCRIPTION 

Due to the fact that this is the initial iteration of the development of the framework, its precise 

implementation is yet to be defined. Therefore, the scenarios used in this demonstration will 

focus on elucidating the core processes within the framework. 

The first scenario is structured to show how academic and commercial documents can be used 

to create the database, together with the various techniques’ description tables. The second 

scenario elucidates how a guideline is generated by the framework that subsequently should be 

delivered to the protective system in the user network. 

5.1.1.1 QUALITATIVE DOCUMENT ANALYSIS 

For this demonstration, the designers have opted to replace the automatic document gathering 

framework, presented in the framework’s design, with a qualitative document analysis 

methodology. 

Qualitative document analysis is a systematic methodology that is suitable to reliably acquire 

information from a wide range of different types of documents. These types encompass, inter 

alia, academic papers, background papers, books, journals, summaries, television programs, 

and organizational reports. Its purpose is to obtain empirical knowledge through examination 

and interpretation. [18] 

The main issue of relying on these types of documents is that the observer has a limited insight 

on how the material was assembled and what form of sources it relied on. To counter this issue, 

the methodology applies a thoroughly and systematically conducted analysis that is crucial for 

the reliability of the final result. Triangularization of observed material is a core property of 

document analysis. Triangulation is the process of increasing material credibility through the 

use of multiple independent sources that conjunctively indicate a similar result. In addition to 

information triangularization, the researchers’ ability to maintain objectivity and a critical 

approach is essential. [18] 
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5.2 SCENARIO WALKTHROUGH 

This part of the chapter includes the demonstrations that emanate from the two predefined 

scenarios. 

5.2.1 SCENARIO 1 – DATABASE CONTEMPORIZATION 

As mentioned earlier, a manually conducted qualitative document analysis methodology were 

utilized by the authors as a replacement for the framework’s intended method, namely the 

automatic method described in the article Extracting Information About Security Vulnerabilities 

From Web Text [34]. 

During the document analysis, six different protection techniques against DDoS attacks were 

identified. These included using CDN as a protection, packet filtering, cookie authentication, 

text-based CAPTCHA, two-tier CAPTCHA, and HTTP error-page purging. 

In addition, five bypass techniques were identified. These included slow read, text-based 

CAPTCHA algorithm enhanced bot, cookie capability enhanced bot, IP detection through 

outbound connection, and HTTP error-page triggering. 

Description tables were created for each of the identified techniques, all of which is presented 

in the appendix. Through the manual analysis, the framework's initial main database matrix was 

created, as presented in figure 30. 

 

Figure 30 – Demonstration example matrix 

As an example, the matrix in figure 30 show that the text-based CAPTCHA (P04) is circumvented 

by the text-based CAPTCHA algorithm enhanced bot (B02). However, the two-tier CAPTCHA 

(P05) is able to avert the threat. Relying on a CDN for DDoS protection (P01) is able to avert the 

bypass technique named slow read (B01). However, the CDN protection technique can be 

bypassed by both an outbound connection (B04) and an error-page trigger (B05). 
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5.2.2 SCENARIO 2 – GUIDELINE COMPILATION 

This scenario will elucidate the process of the guideline compilation. This will be done by 

implementing the algorithm on the presented database in figure 30. 

Firstly, the administrators, located in the user network, should specify what techniques they are 

currently using as protection against DDoS attacks in their protective system. For this scenario, 

the authors will make the assumption that the administrators report that they have 

implemented protection technique P01, P02, and P03. This indicates that they are currently 

relying on a CDN for DDoS protection, that packet filtering is used to drop packets, and that 

cookie authentication is in place. 

The algorithm specifies that the database must be preprocessed before the iterative process 

begins. Figure 31 illustrates what the database would look like in this scenario. 

 

Figure 31 – Demonstration matrix shell added 

The above figure indicates that the implemented protection at the protective system, at the 

moment, is P01, P02, and P03. This is indicated by the I-flags in the column section. There is 

currently one unhandled bypass technique, which is B04. This bypass technique is marked with 

a U-flag in the column section. 

The next part of the algorithm was to temporarily remove the ID labels and consider the 

database as a one-block three dimensional cube, as illustrated in figure 32. 

 

Figure 32 – Demonstration block 
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In this stage, this block can be provided as the input to the first operation of the algorithm. In 

the first iteration of operation one, the bypass techniques that affect the current selection of 

protection techniques become highlighted, as presented in figure 33. 

 

Figure 33 – Demonstration block with highlighted C-values 

Due to the fact that this is the first iteration of the algorithm, the cube only consists of one 

block. Therefore, this block is sent to operation two of the algorithm. In this step, the 

protection techniques that can be used to avert the highlighted bypass techniques are 

highlighted and marked, as indicated by figure 34. 

 

Figure 34 – Demonstration block with highlighted A-values and marked M-flags 

This indicates that the M-marked protection techniques can be implemented in the system to 

avert the bypass techniques that pose a threat to the currently selected defense. 

Next, a new block is created for each M-mark. In this case, three new blocks will be created, as 

indicated by figure 35. The M-value is, in conjunction with this step, replaced with an I-value. 
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Figure 35 – Demonstration copied blocks 

The same operation, namely operation two of the algorithm, dictates that these newly created 

blocks should be concatenated into a output cube and sent back to operation one, as illustrated 

by figure 36. 

 

Figure 36 – Demonstration concatenated blocks 

The same set of operations is subsequently performed again. However, this time this is 

performed on each block of the new cube. Operation one and two of the algorithm will 

continue this process and halt when all the blocks are marked with an L-flag in the green 

section. In this demonstration, the final output cube that operation two will send to operation 

three is illustrated in figure 37. 

 

Figure 37 – Demonstration resulting cube 
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This cube consists of two L-flagged blocks, which are presented in figure 38 and 39. The L-flag 

indicates that both of these solutions include a set of implemented protection techniques that 

have adverted all possible bypass techniques that the database is aware of, as long as the 

bypass technique is not U-flagged. 

 

Figure 38 – Demonstration first solution 

 

Figure 39 – Demonstration second solution 

Now, the responsibility lies on operation three to select the best of block as foundation for the 

guideline. The first selection criterion is the lowest amount of U-flagged bypass techniques that 

affect the selection of protection techniques. Of the blocks presented in figure 38 and 39, the 

amount of U-flagged bypass techniques that affect the defense is the same, namely one. This is 

indicated by the C-value located on the U-flagged row. Therefore, this criterion results in a tie in 

the selection process. 

The next criterion operation three chooses from, is the amount of I-flagged columns. This will 

not result in a tie between the two blocks. This indicates that operation three will output the 

block presented in figure 38 as the foundation for the guideline. 

Prior to sending the selected block to the guideline compilation of the framework, the 

algorithm converts the block back to its two-dimensional original and remove all the original I-

flagged columns, as illustrated in figure 40. 
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Figure 40 – Demonstration selected solution 

The output matrix from the algorithm indicates that the guideline should recommend the 

administrators in the user network to implemented protection techniques with the ID of P05 

and P06, in order to avert potential bypass techniques. The guideline should also include the 

information regarding the bypass technique B04, which currently is unmanageable. The 

technical description of P05 and P06 is hence copied into section one of the guideline, and the 

description of B04 into section two. 

The resulting guideline that is sent to the administrators of the user network is presented in the 

appendix. 
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6 EVALUATION 

The artifact’s evaluation focused on six different aspects, defined in the article FEDS [38]: 

 Determine how well the artifact achieves its main objective. 

 Provide evidence that the selected kernel theories lead to the resulting artifact. 

 Compare the resulting artifact against similar efforts or design theories. 

 Evaluate the artifact from the perspective of usability. 

 Evaluate the artifact on the basis of undesirable side-effects. 

 Elaborate on why the artifact functions as intended or not were performed. 

The expert opinion will approach the evaluation from a more comprehensive view. Here, 

external entities will scrutinize the artifact and deduce if it is indeed useable in a real-world 

scenario and if it is viable. 

These two types of evaluation methods were, according to the authors of this thesis, suitable 

due to the fact that the framework is in its theoretical stage. Hence, no actual testing of the 

framework is possible. The result from these evaluations is presented in the following 

subheadings. 

6.1 EVALUATION THROUGH LOGICAL ARGUMENTATION 

The first criterion defined for the artifact, was its ability to be adaptable to future changes in 

the field of DDoS. In order for something to be adaptable, it requires the ability to perceive its 

surrounding environment in which it resides, and subsequently react in accordance to observed 

changes. [37] This ability was accomplished by defining the artifacts first two functions, namely 

information gathering and material analysis. 

By incorporating two different information-gathering methods into the artifact, namely the 

automated Web-resource analysis framework [34] and the concept of honeynets [35], it 

expanded its overall perception of the environment. The Web-resource analysis framework 

enabled the artifact to collect a wide range of documentation that ranges from academic 

papers to commercial products. By relying on this method, the artifact can not only collect 

information from a wide range of sources, it can also enable it to detect various trends in the 

field of knowledge. The influence of honeynets complements the documents by enabling the 

detection of entirely new techniques. 

A manual analysis was opted for by the designers to incorporate the function of material 

analysis into the artifact. A manual method contradicts the criterion of software-friendliness. 

However, this solution was selected since it is excessively difficult to automate the process of 
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deciding what material is of relevance to the artifact. However, the designers argue that the 

manual analysis and the Web-resource analysis framework is a feasible combination. This is 

because the Web-resource analysis framework can function as a fast and effective pre-filtering 

of information. The analysts can hence focus their attention on analyzing information that, with 

a high probability, is of relevance to the artifact. 

The artifact’s predefined criteria of generality denotes that the artifact should be applicable on 

a wide range of different network environments. This was, according to the designers, 

accomplished by designing it in such a way that no single part of the architecture would be 

environmental specific. Although the database in the artifact may include information that is 

tied to a specific environment, the structure of the artifact itself poses no such restrictions. 

In order to be self-evaluating, one has to include feedback loops that originate from the entity 

whom the output of the artifact is intended. In addition, some form of mechanism that enables 

the actual internal process to be evaluated was required. The artifact accomplished this by 

incorporating two different components. Firstly, a feedback loop was inserted between the 

administrators of user network and the analysts in the analysis network. This enables the 

intended recipient of the artifact’s output to communicate observed deficiencies. In addition, 

network traffic originating from the contribution network enables the analysts to retroactively 

validate material that has been incorporated into the artifact’s database. Hence, self-evaluation 

is performed on the actual material that the artifact encompasses and the output that it 

produces. 

The protection awareness criteria emphasized that the artifact’s output should be dependent 

on what form of protection techniques the currently processed network environment had 

implemented. In order to accomplish this, the artifact required the ability to identify the 

protections and subsequently include components in the process that took those protections 

into account. This resulted in the artifact storing local lists of identified protection techniques in 

the systems of which it operated on. The identification was performed by relying on the 

information that currently resided in the artifact’s database. A specially tailored algorithm 

subsequently used the already implemented protections as input to produce the guideline 

document. 

In order to be software-friendly, the artifact relied on kernel theories that originate from the 

field of computer science. The concept of honeynets and the Web-resource analysis framework 

are both techniques that, by definition, are meant to be incorporated into software. By relying 

on relational databases, the artifact also becomes software-friendly in the sense that 

information it encompasses can be structured in a logical manner. [36] The specially tailored 

algorithm is also designed in such a way that it can easily be implemented in software by 

recursive programming. 
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Lack of algorithmic performance is an issue that software, operating on large amounts of 

information, often encounters. By relying on a relational database, small key-values can be tied 

to large quantities of information. Thus, when the algorithm is applied, it can operate on key-

values, rather than on the potentially massive content the artifact’s database may include. [36] 

The algorithm that operates on the database content was tailored for this particular artifact. 

This was necessary because the structuring of information was unique, as far as the authors of 

this thesis are concerned. However, the algorithm has two potential issues. Firstly, its method 

of computing potential solutions is made in a brute-force and recursive fashion. If the artifact’s 

database is very large, this may cause a major performance issue. However, due to the fact that 

the algorithm is operating on such small key-values, the computations are extremely trivial. 

The second issue regarding the algorithm is that it inherently presumes that a collection of 

protection techniques is able to protect against a collection of bypass techniques used by an 

adversary. In rare cases, if an adversary uses a specific selection of bypass techniques in the 

same attack, they can actually bypass a selection of protection techniques, despite the 

algorithm assuming the contrary. Therefore, the algorithm can be considered as such in the 

sense of that it always successfully generates an output. However, in the sense of a flawless 

combination of recommended protection techniques, the algorithm should be considered as a 

heuristic. To clarify this from a utilizers’ point of view, the artifact’s output should be 

considered as a recommendation. This is, however, an issue with all models and frameworks 

that are created. All aspects of reality cannot be incorporated into a single model due to the 

fact that reality is far too complex. What a model and framework is capable of, is to produce an 

output that is heuristic. 

The material presentation function of the artifact was accomplished by generating a guideline 

document that subsequently should be sent to the utilizers in the user network. The guideline 

presents, through the use of the algorithm mentioned previously, recommended protection 

techniques to implement in the network environment. The algorithm prioritized a selection of 

techniques that had the least amount of unmanageable threats with the least amount of 

required implementations. 

6.2 EVALUATION THROUGH EXPERT OPINION 

The feedback that was received from SwAF’s experts within the subject pointed out that the 

framework definitely is implementable. The experts doubt that it will be useful in a practical 

sense. The term practical, in this situation, refers to the fact that the framework is not a 

protection in itself. This is because DDoS attacks often boils down to the amount of bandwidth 

that the defending entity possess. However, they concluded that the framework will have value 
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when it comes to educational and informational purposes with regards to both defense and 

offense in the realm of DDoS. 

6.3 EVALUATION CONCLUSION 

 
This part of the chapter present the various conclusions that were based on the evaluation 
perspectives stated in FEDS [38]. 
 

According to SwAF, the artifact is implementable and can be useful in the sense of 
informational and educational purposes. This is, according the authors, the main objective for 
the framework. Its purpose is not to be a solution to the problem of DDoS attacks, but to 
identify deficiencies and elucidate various alternatives for improved security. Exactly how well 
the artifact achieves its objective is difficult to measure due to the fact that it is not 
implemented and requires additional development iterations. 

During the process of development, various kernel theories were used to steer the artifact in its 

intended direction. The theories contributed to various parts of the artifact. For example, the 

concept of honeynets contributed to the overall structure and the concept of relational 

databases provided the foundation for the artifact’s knowledge-base. 

Due to the fact that the framework is in its infancy, it is difficult to draw conclusions of 

undesirable side-effects. However, the current algorithm includes a flaw that was described in 

the logical argumentation part of this chapter. Besides this flaw, the authors conclude that the 

artifact function as intended. 

Based on the logical argumentations and expert opinion, the designers conclude that the 

framework is indeed implementable and that it achieves its main purpose. However, since 

further development is necessary, these conclusions primarily address the overall concept of 

the artifact. 
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7 DISCUSSION 

 

In order to design a framework that can utilize information regarding DDoS protection and 

bypass techniques, and subsequently operate on that input to produce suitable 

countermeasures to a specific network environment, various functional requirements can be 

identified. In this research, these functions resulted in the framework’s ability to gather, 

analyze, organize, and present information in a suitable manner. 

The framework’s ability to gather information was accomplished by incorporating a concept 

that was designed to obtain information available on the Web. This information should 

subsequently be analyzed and structured into a database, which functioned as the framework's 

main knowledge-base. An algorithm was developed that was able to select suitable protection 

improvement suggestions to utilizers based on their already implemented defenses. In order to 

verify the information contained in the framework’s database, the concept of honeynets were 

incorporated. This enabled validation through real-world observations. 

Various implications arose during the research with regard to locating suitable concepts that 

implemented the framework’s intended functions, and at the same time moved in accordance 

with the predefined criteria. The core issue that emerged was to find solutions that operated in 

harmony with each other. 

By relying on the theories selected in this framework, the functions were coherent due to the 

fact that their corresponding input and output aligned with regard to the data format. In 

addition, the theories are easily implemented in software. 

It was difficult to evaluate the resulting framework because no actual implementation had been 

designed. This issue was solved by relying on theoretical evaluation through the use of logical 

argumentation and expert opinions. These two methods, according to the authors of this thesis, 

complemented each other in an efficient way. The logical argumentation functioned as a 

detailed self-evaluation and the expert opinion as evaluation from an external entity’s point of 

view. A more thorough evaluation could have been performed if the framework had been 

implemented. This would enable evaluation through empirical data and real-world 

observations.  

Another issue that occurred during the development of the framework was that the concept of 

bypass techniques easily trespasses on what is considered as an attack. This was solved by the 

framework by including a clear definition of what a bypass technique is. 

The chosen method, namely DSRM, is according to the authors a suitable method to apply in 

this situation. The primary reason for this is that the methodology is well suited for large 
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iterative development efforts. DSRM’s structure and various phases contribute to the 

consistency of the process and ensure that the designer’s reflect upon the process during every 

step. DSRM also ensures consistency by instructing the designers to emanate from predefined 

criteria. 

Constant research within the subject of DDoS attacks and protections contribute to this field of 

knowledge. However, there is no silver-bullet that can solve it, as far as the authors of this 

thesis are concerned. Often, when it comes to the pure volume-based attacks, the entity with 

the most bandwidth at their disposal prevails. This framework, however, can be used as a tool 

to inform on deficiencies within a specific network environment, with regards to these attacks. 

It should not be considered as a silver-bullet, but as an advisor on protection implementation 

alternatives. 
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8 FUTURE WORK 

This part of the thesis presents the authors’ suggested directions for future work that can be 

conducted in order to develop the framework. 

Firstly, the framework requires additional iterations of the development process in order to 

further specify the details of its various parts. Further specification is required prior an 

implementation in a real-world setting is realized. It is also necessary to test and evaluate it 

during the entire process to verify that it is implementable. 

At the time of writing, the database in the framework solely addresses bypass techniques that 

are utilized by adversaries. However, actual DDoS attacks could be included in order to expand 

its scope and contribute to the framework's accuracy and usability. 

The information used as input to the framework can be further expanded. For example, a Cyber 

Threat Intelligence program could be directed as input to the framework in order to expand its 

informational scope. 

The framework requires an effective mechanism to prevent redundant information being 

stored in the database. In its current form, the analysts are the entities that incorporate 

information into the database. However, when the database expands, it gets increasingly 

difficult to verify what information it encompasses. 

The algorithm that the database uses to generate the guideline documents includes a possible 

faulty assumption. As mentioned earlier in this document, it assumes that a specific selection of 

protection techniques is able to avert a specific selection of bypass techniques. However, it is 

possible, in rare circumstances, that an adversary can bypass these protection techniques when 

using a composite selection of bypass techniques. This is an issue that can be addressed by 

future developers of this framework. 
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10 APPENDIX 

 

Identification [P01] CDN as protection 

Technical Description A CDN can be utilized as a DDoS protection. By connecting an internal Web-server to a 
CDN, a substantial amount of traffic will be handled by the surrogates. This is 
accomplished by caching frequently used content in the Web-server. 
 
CDNs are primarily used to effectively deliver content to clients. However, as CDNs 
have evolved, many customers sign up for increased protection. 

References Al-Qudah Z., Al-Duwairi B., Al-Khaleel O., “DDoS protection as a service: hiding 
behind the giants”, Yarmouk University & Jordan University of Science and 
Technology, 2014 
 

Table 4 – Protection technique P01 

Identification [P02] Packet filtering 

Technical Description Filtering is often used to hinder DDoS attacks and detect potential malicious traffic 
before it impacts its intended target. Packet filtering is a subcategory of filtering which 
relies on clearly defined signatures. For example, if packet filtering is implemented in a 
router, it may look for suspicious behavior in traffic, such as if the source address is 
obviously spoofed. 

References Keshariya A., Foukia N., “DDoS Defense Mechanisms: A new Taxonomy”, 
Univeristy of Otago, 2009 
 

Table 5 – Protection technique P02 

Identification [P03] Cookie authentication 

Technical Description HTTP cookie authentication is usually implemented in a mitigation device that is 
located between the Web-server itself and requesting clients. The mitigation devices 
function as an intermediary device for the correspondence between the clients and 
the server. When the an HTTP GET request gets sent from a client to the server, the 
mitigation device intercepts the request and responds with an HTTP 302 redirect 
message to the client. The redirect message urges the client to resend a GET request 
to the mitigation device. However, included in the redirect message, sent from the 
mitigation device, is an HTTP cookie If the client’s subsequent GET message does not 
include the cookie, the mitigation device ignores the client. However, if the cookie is 
successfully sent, the mitigation device respond with another HTTP 302 request that 
urges the client to proceed and send a new GET request to the real server. 

References Miu T., Lee W., Chung A., Luo D., Hui A., Wong J., “Kill ‘em All – DDoS 
Protection Total Annihilation”, Nexusguard Limited, NT-ISAC, 2013 
 

Table 6 – Protection technique P03 
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Identification [P04] Text-based CAPTCHA 

Technical Description Text-based CAPTCHAs are often implemented as an authentication method between 
requesting clients and a Web-server. The CAPTCHA are often placed on an 
intermediate device located before the actual server is reached. When a client 
requests content on the Web-server, this client is asked to complete a CAPTCHA 
before it can communicate directly with the server. The text-based CAPTCHA 
challenge is in the form of an image illustrating deformed letters. The client is required 
to deduce what word the CAPTCHA is presenting, and fill it in a form presented on the 
received Web-page. The answer subsequently gets sent to the intermediate device, 
who in turn validate if the answer was correct. If the answer was correct, the 
intermediate device will allow the client through to the actual Web-server and 
redirect it accordingly. On the contrary, if the client’s answer is wrong, the 
intermediate device will ignore the request. 
 
This technique is primarily utilized to hinder bots from requesting content from a 
Web-server. 

References Miu T., Lee W., Chung A., Luo D., Hui A., Wong J., “Kill ‘em All – DDoS 
Protection Total Annihilation”, Nexusguard Limited, NT-ISAC, 2013 
 

Bursztein E., Martin M., Mitchell J., “Text-based CAPTCHA Strengths and 
Weaknesses”, Stanford University, 2011 
 

Table 7 – Protection technique P04 

Identification [P05] Two-tier CAPTCHA 

Technical Description A two-tier CAPTCHA is an enhancement version of a regular text-based CAPTCHA. 
CAPTCHAs, in general, are often implemented as an authentication method between 
requesting clients and a Web-server. The CAPTCHA are placed on an intermediate 
device located before the actual server is reached with an HTTP request. 
 
When a client requests content on the Web-server, the intermediate device post a 
CAPTCHA challenge before it is allowed to communicate with the server directly. In 
the case of the two-tier CAPTCHA, this challenge consists of two interconnected 
challenges. The first challenge includes an image illustrating a distorted word. The 
second challenge is a text that requests the client to enter an answer based on the 
aforementioned picture. As an example, the question might ask the client to enter the 
second and the fourth letter of the word. 
 
The client should subsequently fill in a Web-form with the correct answer and send it 
back to the intermediate device. If the answer is correct, the intermediate device will 
allow the client through to the actual Web-server and redirect it accordingly. On the 
contrary, if the client’s answer is wrong, the intermediate device will ignore the 
request. 
 
This technique is primarily utilized to hinder bots from requesting content from a 
Web-server. 

References Yadav., Sujata., “Security Issues in Cloud Computing Solution of DDOS and Introducing 
Two-Tier CAPTCHA”, IJCCSA, Vol.3 No.3, 2013 

Table 8 – Protection technique P05 
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Identification [P06] HTTP Error-page purging 

Technical Descriptionn Information contained in a Web-servers error pages can contain a lot of sensitive 
information about the server. The information can include, inter alia, IP-addresses, 
application information, and version numbers. This information should be removed 
entirely from the error pages, such as 404 responses to a non-existing file that is 
requested. This measure is used to prevent leakage of sensitive information regarding 
the server to an entity with mischievous intent. 

References Nixon A., Camejo C., “DDoS Protection Bypass Techniques”, Integralis, 2013 

Table 9 – Protection technique P06 

Identification [B01] Slow read 

Technical Description This bypass technique is designed to circumvent protections that focus on detecting 
particular uniqueness in commonly seen attacks. The attack traffic is, in fact, perfectly 
legitimate. However, mechanisms in the traffic are implemented to lower the rate of 
transmission between the communicating entities. If the attacker can utilize this 
bypass technique from many bots, all the connections on the target server can be 
occupied. 
 
As an example, an adversary can send a lot of HTTP GET requests to a Web-server by 
using many bots. However, when the bots establish the connection, the TCP maximum 
window size gets lowered. This will result in that the server has to create a substantial 
amount of additional connections to transfer a file, which, in turn, will result in a 
performance loss. If many systems request this kind of transaction simultaneously, 
this action can cause a DoS. 

References Yang J., Park M., Chung T., “A Study on Low-rate DDoS Attacks in Real Networks”, 
Sungkyunkwan University, 2013 
 
Cambiaso E., Papaleo G., Aiello M., “Taxonomy of Slow DoS Attacks to Web 
Applications”, University of Genova, 2012 

Table 10 – Bypass technique B01 

Identification [B02] Text-based CAPTCHA algorithm enhanced bot 

Technical Description Algorithms can be incorporated into bots that are able to successfully solve text-based 
CAPTCHA. Techniques such as vector quantization and neural networks can be used to 
circumvent more complex text-based CAPTCHAs. 

References Miu T., Lee W., Chung A., Luo D., Hui A., Wong J., “Kill ‘em All – DDoS 
Protection Total Annihilation”, Nexusguard Limited, NT-ISAC, 2013 
 
Bursztein E., Martin M., Mitchell J., “Text-based CAPTCHA Strengths and 
Weaknesses”, Stanford University, 2011 
 

Table 11 – Bypass technique B02 
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Identification [B03] - Cookie capability enhanced bot 

Technical Description An attacking bot that, for example, utilize a Web browser to interact with a Web-
server, will have the capability to handle cookies correctly. This technique can 
effectively be utilized to circumvent cookie authentication that is implemented in a 
mitigation device between the bot and the Web-server. 

References Miu T., Lee W., Chung A., Luo D., Hui A., Wong J., “Kill ‘em All – DDoS 
Protection Total Annihilation”, Nexusguard Limited, NT-ISAC, 2013 
 

Table 12 – Bypass technique B03 

Identification [B04] IP detection through outbound connection 

Technical Description A server that an adversary is trying to target, of which is obfuscating its original IP in 
various ways, can be identified by triggering an outbound connection. For example, if 
a Web-server is hiding behind a CDN, the CDN will function as a proxy between the 
attacker and the origin server. However, if the adversary is able to identify the origin’s 
real IP, the entire CDN can be circumvented by directing the attack directly at the 
origin. 
 
This can be done by triggering an outbound connection. If the Web-server, hosted on 
the origin server, allows clients to upload images, the adversary can upload a picture 
to the server from a location of which the attacker controls. This will, subsequently, 
cause the Web-server to make an outbound connection, ignoring the CDN, and fetch 
the image. The adversary is then able to see the origin’s IP by monitoring the request 
for the image. 

References Nixon A., Camejo C., “DDoS Protection Bypass Techniques”, Integralis, 2013 

Table 13 – Bypass technique B04 

Identification [B05] HTTP error-page triggering 

Technical Description An adversary may deduce a lot of information regarding a Web-server by triggering 
an error page. For example, a default Apache 404 error page will reveal the server’s 
IP, application, modules, and version numbers. This information can, for example, be 
used to identify an origin’s IP that are located behind a CDN. If the adversary is able to 
identify the origin’s IP, a DDoS attack can be launched that successfully bypass the 
CDN entirely. 

References Nixon A., Camejo C., “DDoS Protection Bypass Techniques”, Integralis, 2013 

Table 14 – Bypass technique B05 
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GUIDELINE 

RECOMMENDED PROTECTION TECHNIQUES 

 

A two-tier CAPTCHA is an enhancement version of a regular text-based CAPTCHA. CAPTCHAs, in 
general, are often implemented as an authentication method between requesting clients and a Web-
server. The CAPTCHA are placed on an intermediate device located before the actual server is reached 
with an HTTP request. 
 
When a client requests content on the Web-server, the intermediate device post a CAPTCHA challenge 
before it is allowed to communicate with the server directly. In the case of the two-tier CAPTCHA, this 
challenge consists of two interconnected challenges. The first challenge includes an image illustrating a 
distorted word. The second challenge is a text that requests the client to enter an answer based on the 
aforementioned picture. As an example, the question might ask the client to enter the second and the 
fourth letter of the word. 
 
The client should subsequently fill in a Web-form with the correct answer and send it back to the 
intermediate device. If the answer is correct, the intermediate device will allow the client through to 
the actual Web-server and redirect it accordingly. On the contrary, if the client’s answer is wrong, the 
intermediate device will ignore the request. 
 
This technique is primarily utilized to hinder bots from requesting content from a Web-server. 

 

Information contained in a Web-servers error pages can contain a lot of sensitive information about 
the server. The information can include, inter alia, IP-addresses, application information, and version 
numbers. This information should be removed entirely from the error pages, such as 404 responses to 
an non-existing file that is requested. This measure is used to prevent leakage of sensitive information 
regarding the server to an entity with mischievous intent. 

 

UNMANAGEABLE BYPASS TECHNIQUES 

 

A server that an adversary is trying to target, of which is obfuscating its original IP in various ways, can 
be identified by triggering an outbound connection. For example, if a Web-server is hiding behind a 
CDN, the CDN will handle as a proxy between the attacker and the origin server. However, if the 
adversary is able to identify the origin’s real IP, the entire CDN can be circumvented by directing the 
attack directly at the origin. 
 
This can be done by triggering an outbound connection. If the Web-server, hosted on the origin 
server, allows clients to upload images, the adversary can upload a picture to the server from a 
location of which the attacker controls. This will, subsequently, cause the Web-server to make an 
outbound connection, ignoring the CDN, and fetch the image. The adversaries are then able to see the 
origin’s IP by monitoring the request for the image. 

 

 

Table 15 – Guideline document 


