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ABSTRACT 

Purpose 

This research project is aimed at creating a centralized remote logging Data Retention System (DRS) 

to be used in real world scenarios. The system is designed to follow the Swedish Data Retention 

Directive while being flexible to adapt to several existing network layouts. The DRS was designed and 

implemented by Abdullah as a service provided by the company he works for. The target of the DRS 

will be the Swedish market exclusively as it complies only with the Swedish Data Retention Directive. 

The project run using the ADR method as will be detailed below. 

 

Design/Methodology/Approach 

Action Design Research (ADR) was the methodology used for this project. ADR combines the hands-

on findings of Action Research (AR) and the theoretical knowledge of Design Science (DS) to solve 

problems through intervention and evaluation. As a result, an IT artifact (in this case, our DRS) was 

created and evaluated according to the ADR method.  The duration of the project was initially 

calculated to be six months between April and October 2013, however in reality the project was 

finished and the first customer connected in December 2013.  

 

Findings 

Several findings emerged related to the testing of Design Principles (DPs) extracted from earlier and 

poor research on Data retention since it is a new issue. The testing of ADR in the context of an Data 

retention system as well as the results of the implementation in the clients premises are also 

presented as well as the things to do in future projects. 

 

Implementation 

The output of the research project is the implementation of the DRS which was then offered as a 

service to City Network Operators wishing to comply with the mandatory Swedish Data Retention 

Directive at that time. 

 

Value 

This research provides an overview of the current state of Data retention directive in EU and in other 

countries around the world. Moreover we present an implementation of a logging system and how it 

can be used in a big organization.  

 

Keywords 

Data retention, Action Design Research (ADR), Design Principles (DP),  
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1. Introduction 

 

1.1 Problem description 

These days networks are everywhere. We can find a small network in private homes, in small offices 

as well as large multinational corporations spanning multiple continents. For such an extensive and 

broad subject who includes many different technologies, hardware devices, software and protocols 

the definition can be very simple. A network is a collection of computers or other devices which are 

connected, physically or logically to exchange information and data. Networks used for various 

purposes and we have many examples in everyday life. Each time we use our mobile phone to call or 

to search for information online, draw our credit card in a store, or withdraw money from an ATM 

machine we connect to a network. These events and many more are made every day around the 

world by normal, law-abiding citizens as well as people with criminal intents for financial and 

ideological gains. In order to keep track and monitor these suspected activities and the devices from 

which they originate we need monitoring tools and incident management systems. DHCP is a 

protocol which enables the server to give an IP address to the device which is connected in the 

network. There are cases where it is needed to keep the log files of the connections which have been 

established in a network. Following European Union (EU) regulations and national laws we will 

present a system which can keep log files in secure location and use it big networks by ISPs. This will 

help system and network administrators as well as public authorities to monitor the connections in a 

wide or metropolitan network. Here we have to note that there will be no monitoring of the content 

of data which are transferred just the state of the connections themselves. 

 

1.2 Motivation 

Our research was based on Electronic Data Retention which is referred in our case as the storage of 

internet traffic and transaction details. This may help governments and commercial organizations 

such as ISPs to make further traffic analysis and surveillance.  Also the data can be used in specific 

cases like investigation, detection and prosecution of serious crimes (E.g. Money Laundering, 

Terrorism, and Child Pornography). We examined the EU directive regarding Data Retention and how 

this is applied in the member states (Commission, 2006).  

Hardware and Software was installed and configured by Abdullah Khalid on behalf of LSI AB and was 

in production at the end of 2013, so by the present time, the project is in full production and results 

are included in the paper. The project itself was motivated by the need of Swedish City Network 
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Operators to comply with the Data retention directive (Datalagringsdirektivet) with a minimum 

amount of cost as this is not a service that is user-oriented. Therefore LSI AB proposed to outsource 

the training, installation, operation, and maintenance of the resources needed by the City Network 

Operators. Antonis Glykas currently works in a European Institution and has close cooperation with 

Information Security Officer and Data Protection Officer of the Institution. The system was presented 

to the Infrastructure team and the officers of the Institution in order to show the results and 

conclusions of the implementation. This system can be implemented in ISP organizations or public 

authorities. Also this project will be used as a base for further research in the future.  

 

1.3 Problem statement 

The title of our thesis “A risk based approach to logging and retrieval of user data” includes the 

problem that some ISP or other service providers, like banks, face. By using a risk based approach we 

direct the resources where the risk is greater and potential harm to the business is closer. We should 

use the data which already exist or created in servers more effectively. This information can provide 

meta-data and be treated like meta-information for later use. This can be in cases of testing, analysis 

or investigation. This approach can be applied by telecom service providers as well as banks and 

financial institutions or governments. It requires thorough understanding of current risks in order to 

mitigate them. “If you cannot measure it, you cannot manage it” as Peter Drucker cited (Hesselberth, 

2008) meaning that by having useful data can be beneficial for the organization by providing more 

secure mechanisms. 
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1.4 Research questions 

After the introduction of our research proposal, we came up with a list of initial research questions 

that we aimed to answer during the course of our thesis. These are limited to the technical aspects of 

our work, both theoretical and practical, and do not take into consideration other questions such as 

ethical and social factors. 

1. How can we build a Data Retention System (DRS) that complies both with the law and 

existing customer setups? 

2. How can we apply ADR to this project? 

3. Will ADR make this build process easier and more standardized, or will it result in wasted 

effort? If so, what can we learn from this experience? 

4. Will we find use for ADR outside the scope of this project? 

5. How can we present our work in a way that is both commercially and scientifically valuable? 

 

1.5 Structure of the thesis 

This chapter introduced the problem of Data retention and how this is implemented in organizations. 

The challenges of organizations regarding their size and governments are discussed 

In the next chapter the method of reviewing the literature of previous research was set out, followed 

by table of screening the found literature and material which was used to perform this research. In 

this chapter we presented how Data retention was implemented in various countries around the 

world and what difficulties have appeared.  

In chapter 3 the research methodology which was used is described. Every stage of the ADR 

methodology and how it was used in our case is presented. 

In result chapter we present how the information system was implemented. There is also a risk 

analysis of the system in order to identify possible threats for the “sensitive” data of our system.  

In chapter 5 we discuss about our findings and the situation of Data retention policy in Sweden. Also 

we present our limitations in our research and what can be done in the future for improvement. 

In the last part of this thesis there are the abbreviation table, references and all the tables which 

were used for the risk analysis. 
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2. Theoretical background 

2.1 Literature Review 

In this section of the thesis we describe the method of reviewing the existing literature. As 

recommended by (Okoli & Schrabam, 2010) we used a literature process which is academically 

thorough, comprehensive, and recyclable.  

 

2.1.1 Purpose and goals 

The purpose of this literature review was to collect existing information and help us form new 

knowledge on the subject of this thesis, which was about remote log-management with minimal risk 

and maximum adaptability. Some aspects of the subject were clearly defined by the data-retention 

laws that were in effect in Sweden where the project took place, therefore a review of the legal 

framework that defines remote log-management was included, but this was not the focus of the 

current thesis. 

Another aspect were the technical limitations and possibilities, which were defined both by prior 

research into remote and secure log-management and also by several Request-For-Comments (RFC) 

memos which defined the underlying technology which was used in all these papers. 

For the first part we needed to locate and review literature describing prior implementations which 

were similar (or perhaps even completely dissimilar) to our intended project, and identify their 

strengths, weaknesses, and perhaps any knowledge gaps between the publication times, or even 

perhaps the location where these implementations were made. We dealt mainly with the Data 

Retention implementation in Sweden, but since this was only enforced in April 2013 we did not 

expect to find many scientific papers about it, so we decided to look for similar projects in other 

parts of the world. 

For the second part, RFC memos were defined as technical papers published by the Internet 

Engineering Task Force containing technical and organizational notes on how the Internet itself was 

operating. These notes eventually became industry-wide standards and as mentioned was the basis 

for Internet and network technologies which were used in research papers. Therefore, we have 

included some of these documents in our review as they helped us understand better the boundaries 

of what could be done. 
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2.1.2 Protocol and training 

For the protocol part, we decided that both of us should use online services such as Google Scholar, 

Lulea University Library, ACM Digital library, Springerlink and Science Direct. These sources were 

equally accessible to both of us.  

We agreed that all project resources we used, should be stored in a mutually-shared, always-

accessible repository. For this part we decided to use a password-protected Dropbox account. 

When we reviewed our literature research documents, we decided to use a manual revision-control 

system combined with Dropbox’ built-in revision-control capabilities. This gave us the freedom to 

place comments and marks without fear of undoing each other’s work. The reason for choosing this 

system over existing, online systems such as Google Docs is that we have already been using it for 

the past two years for our other LTU projects and courses; therefore it was easier to keep using it 

instead of learning a new system. Synchronization of both the literature review process, and the 

whole thesis work as a whole, was done via services such as Google Hangout and Skype Messenger 

due to the same reasons defined earlier. 

While making the initial review and assessments of the documents we found, we used a method 

which was introduced to us while studying at LTU, where we would quickly review the abstract, the 

introduction, and the conclusion sections of papers and attempt to reach a decision on its usefulness 

for us. We then combined this system with another one which we decided on ourselves, where 

documents would be rated from 1-10 based on relevance, with 10 being the highest where a paper 

was essential to our work. 

We decided to split the documents under review based on content, where Antonis reviewed the 

legal aspects defining our project, while Abdullah did the technical evaluation of the remaining 

papers. This was due to the nature of our project as it was developed by Abdullah for customers of 

the company he worked at, while Antonis evaluated documents which focused on other parts of the 

EU. 

For the training we utilized our acquired skills as students in the LTU Information Security program, 

as well as personal skills learned via work, which helped us to focus our literature review and found 

which papers were useful for our purposes. We did feel it necessary to attend external training 

dedicated towards this. 
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2.1.3 Searching for the literature 

The search for literature started as mentioned earlier by using Google Scholar, Lulea University 

Library, ACM Digital library, Springerlink and Science Direct. We agreed to search for subjects using a 

growing mutual list of search terms such as “risk based approach”, “risk based design”, “data 

retention”, “design of real-time logging system” “action design”, and “logging management 

mechanisms”. 

The idea for working with this research started when we discussed laws and rules that exist in 

different countries since students who follow the master program have different nationalities.  

In Table 1 of Appendix A there is a list for the references which we acquired based on the criteria we 

had set in the beginning. 

 

2.1.4 Practical Screen 

After collecting the literature listed above, we began to review them carefully and reach to 

conclusions on whether they were really relevant to our research area. We decided to eliminate 

several items from the list after writing down the reasons beside each item. This is detailed in the 

Table 2 of the Appendix A. Please note that the item indices are the same as the previous list. 

Our reasoning was that items marked as “Not Selected” was not used immediately in our research, 

but we returned to them on a later moment if something was missing from the selected sources. 

Also, since Data Retention in the EU was a new issue; we continued to search periodically for new 

references to add in the thesis. 
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2.1.5 Quality Appraisal 

As mentioned earlier, we have devised a system for our references where they were graded from 01 

to 10, with 10 being the most important. 

We have set out several criteria for our appraisal. 

1. Relevance of the reference (e.g. does it provide useful information that is relevant to our 

research problem, remote log management) 

2. Age of the reference (newer references better represent the state of the art than older ones) 

3. Type of reference (seminar paper, book chapter, RFC, university project) where we could 

define published and peer-reviewed papers and book chapters and having highest 

importance, followed by RFCs (since they are developed and verified by industry leaders), 

then dropping to un-reviewed or unpublished papers. For our references there might be the 

issue of ranking legal proposals and articles, as even opposing articles were published and 

peer-reviewed. 

It must be noted that this system was for our own internal usage only and did not reflect on the 

actual quality of the paper itself, but rather only on its usefulness to our research. 

 

# Reference Title Relevance Age Type 

01  Evaluation report on the 

Data Retention Directive. 

7 (non-technical, 

presents single yet 

detailed point of view) 

8 (2011) 5 

(unpublished 

report) 

02  Being Proactive: Where 

Action Research meets 

Design Research. 

7 (technical for research 

method. Superseded by 

other references) 

6 (2005) 8 (published 

paper) 

03  RFC 2131 - Dynamic Host 

Configuration Protocol. 

7 (technical. Presents a 

detailed view of DHCP 

protocol. we need to 

review part of the 

mechanisms not the 

complete standard)  

9 (1997 but 

remains as 

current standard 

for IPv4 

implementation) 

9 (industry-

standard) 
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04  EU Commission Directive 

2006/24/EC. 

8 (partly-technical. Legal 

definition of Data 

Retention) 

9 (2006 but 

remains current 

standard) 

9 (EU 

Directive) 

05  RFC 5424 - The Syslog 

Protocol. 

8 (technical. Explains 

SYSLOG protocol) 

9 (2009 but 

remains industry 

standard) 

9 (industry 

standard) 

06  RFC 6587 - Transmission of 

Syslog Messages over TCP. 

8 (technical. Explains 

SYSLOG over TCP) 

9 (2012 but 

remains industry 

standard) 

9 (industry 

standard) 

07  Research and Development 

of Centralized Log 

Management System 

Based on Syslog Protocol. 

8 (technical paper 

describing similar 

implementation) 

9 (2013) 8 (published 

report) 

08  A New Approach to Risk 

Evaluation and 

Management 

8 (technical. Explains 

how to evaluate and 

manage risk for real-life 

artifacts) 

5 (2002) 8 (published 

report) 

09  RFC 3195 - Reliable 

Delivery for syslog. 

5 (details weaknesses of 

standard SYSLOG 

implementation, but 

not relevant to our 

chosen implementation) 

9 (2001 but 

remains industry 

standard) 

9 (industry 

standard) 

10  A guide to conducting a 

systematic literature 

review of Information 

Systems Research. 

9 (very relevant for the 

purposes of this part of 

the thesis) 

8 (2010 but 

remains cited) 

8 (published 

article) 

11  Lagring av trafikuppgifter 

för brottsbekämpande 

ändamål 

8 (non-technical. Legal 

definition of Swedish 

Data Retention 

implementation) 

9 (2011 but 

remains industry 

standard) 

9 (industry 

standard) 
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12  Action Design Research. 

MIS Quarterly Vol.35. 

9 (technical. Very 

relevant as it defines 

our chosen design 

method)  

9 (2011 but 

remains current 

standard) 

8 (published 

article) 

13  Generally Accepted 

Principles and Practices for 

Securing Information 

Technology Systems. 

9 (partly-technical. 

Describes industry best-

practices) 

9 (1996 but 

remains current 

standard) 

9 (industry 

standard) 

14  Evaluation report on the 

Data Retention Directive 

(Directive 2006/24/EC). 

Brussels: European 

Commission. 

8 (non-technical, 

presents multiple and 

detailed points of view) 

7 (2011) 8 (published 

article) 

15  A Framework for Secure 

and Verifiable Logging in 

Public Communication 

Networks 

9 (partly-technical. 

Describes a framework 

for implementation in 

public networks) 

6 (2006) 8 (published 

paper) 

16  Guide to Computer 

Security Log Management 

9 (partly-technical. 

Describes industry best-

practices) 

9 (2006 but 

remains current 

guide) 

9 (industry 

standard) 

 

2.1.6 Data Extraction and Synthesis 

This is the part of the literature review where the relevant information from each source was 

extracted. We combined this stage with Information Synthesis as we proceeded to analyze each 

reference as we extracted relevant information from it, so it was difficult for us to delineate where 

each stage began and the other ended.   
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2.2 Data Retention Examples 

All over the world the law enforcement authorities push for laws which force the Service providers 

(ISP) to collect and monitor the online activities of ordinary users. These data retention policies are 

usually matched with provisions which allow investigators to obtain these data. These policies give 

the ability to governments or organizations to monitor and spy on their citizens and breaking into 

their privacy. In some countries with strict online privacy laws, mandatory data retention schemes 

have overridden the protection of personal information. Data protection laws set the limits on the 

companies of what to collect and for how long.  

 

2.2.1 Data retention in the United States 

In US there was no actual law defining mandatory data retention. On the contrary US Internet Service 

Providers were obliged by court order, to give information regarding their customers. Without any 

running regulation ISPs were free to decide their data retention policy (EFF, 2010). Although the 

Congress has issued the Stored Communication Act (SCA) as part of the Electronic communications 

privacy act (ECPA) of 1986 (Code, 1986) (Internet Law Treatise, 2007). If we seek in the US 

Constitution, the Fourth Amendment protects American citizens from unreasonable searches and 

seizures without reasonable cause and demands warrant. Although the emails which were stored in 

a server were not protected and the way the law enforces the access to communication data by ECPA 

was unclear and outdated and needed to be reformed (Digital Due Process, 2010). SCA gave the 

ability to governmental entities to access 180 day-old emails even without warrant “A governmental 

entity may require the disclosure by a provider of electronic communications services of the contents 

of a wire or electronic communication that has been in electronic storage in an electronic 

communications system for more than one hundred and eighty days by the means available under 

subsection (b) of this section”. This was the reality referring to email exchange and user privacy. 

Another issue was the one of copyright or digital rights.  

The Centre for copyright information (CCI) is a group of organizations – Motion Picture Association of 

America (MPAA), the Recording Industry Association of America (RIAA) and five of the biggest ISPs: 

AT&T, Cablevision, Comcast, Time Warner Cable and Verizon. Their goal is to minimize digital piracy 

of music and movies. The CCI will search for packets of data with copyrighted materials and IP 

addresses of sender & receiver. CCI communicates with ISP who gives some warnings to the 

subscriber and may result to penalties. Something similar still exists in France which we described 

(HADOPI law) (Lyle, 2013).  
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In 2009 two bills were introduced in the Congress and required by ISPs to keep record on users for at 

least two years in order to assist police investigations but none of them became law. These bills 

referred in two sensitive matters: Children pornography and Internet crimes. Data retention in these 

cases included IP addresses, time, GPS coordinates even mobile device information like IMEI, IMSI 

and TMSI. Using this information organizations or government can create the user profile and break 

into the life of individuals (EFF, 2010). It seems that the borders of online privacy are very tight and 

sensitive. Who has access to data and how easy is to gain it? For sure the National Security Agency 

had many incidents and there were evidence for their actions as presented in courts (Jewel, et al., 

2012). Some documents were revealed by the Guardian in June 2013 which confirmed the domestic 

spying by NSA (Greenwald, 2013). This in turn led to the mobilization of unions & groups of people 

fighting for the privacy of individuals, such as the American Civil Liberties Union (ACLU, 2013). 

Currently there are two databases keeping meta-data controlled by NSA. MARINA holds metadata of 

Internet traffic and are kept for up to a year (Ball, 2013). MAINWAY is the second database and holds 

data of the phone calls by the big four telecommunication carriers in US (AT&T, Verizon, SBC, and 

Bellsouth). This database keeps data for longer time more than five years (Gellman, 2013). 

 

2.2.2 Data retention in European Union 

Focusing on member countries of the European Union (to limit the scale of the research) we found 

out that the legal framework which is implemented in the EU is based on three directives that 

complement and amend each other: Directive 95/46/EC (EU Commission, 1995), Directive 2002/58/E 

(EU Commission, 2002) and Directive 2006/24/EC (EU Commission, 2006). But what are these 

directives for? What is their purpose? And since they are now in effect, how do we implement them 

in a way that is secure, flexible, and follows local rules and regulations since in different EU nations 

the limits of the directive have been revised or applied differently. For example, Denmark ratified 

Directive 2006/24/EC as Retention Executive Order No. 988 of 28 September 2006, which included 

extensive logging of both transmission information and content, versus Sweden which applied the 

directive as Prop. 2010/11:46 (Reinfeldt, 2010), which only specified the logging of the transmission 

information excluding the content. 

To establish a connection between the end user and the internet, Service providers give to users an 

IP address which can be static, or change from time to time (Dynamic). The Data retention proposal 

in Sweden, forces the providers or network operators to store records of the IP addresses for a 

period of six months, with the maximum limit punishable by law set to two years. Prop. 2010/11:46 
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allows law enforcement authorities to ask Service providers to identify a user who had a specific IP 

address at a certain time. 

On December 12th, 2013, Mr. Cruz Villalón, one of the nine Advocates General of the Court of Justice 

of the European Union, issued an Opinion statement to the effect that the European Data Retention 

Directive 2006/24/EC is fundamentally incompatible with the EU Charter of Rights (Villalón, 2013) 

and on the 8th of April, 2014, the European Court of Justice declared the European Data Retention 

Directive 2006/24/EC as invalid as it interfered in a particularly serious manner with the fundamental 

rights to respect for private life and to the protection of personal data. (Court of Justice of the 

European Union, 2014) In the decision, it was defined that while the data being stored will not affect 

privacy, as the directive did not permit acquiring or storing the content of the electronic 

communications, the directive itself might be disproportional to the end it was created to serve, 

which is to fight against serious crime and to preserve public security. (Court of Justice of the 

European Union, 2014)  As noted in our own analysis, there was no well-defined mechanism to 

prevent abuse of the system by gaining unauthorized access, and that the directive itself did not 

explicitly require that the data is stored within the borders of the “logging” country itself, or within 

the EU, leaving this to individual interested parties to apply if they so wished. (Court of Justice of the 

European Union, 2014) 

However, this did not affect national laws which have been adopted by member states of the EU, 

unless they contradict the decision of the European Court. This was issued as a memo by the 

European Commission on the same day (April 8th) of the court’s decision, stating that national Data 

Retention legislation did not need to be amended unless it becomes contrary to the EU law, and that 

declaring the directive as invalid did not negate the member state’s ability to fall back to the 

Electronic Privacy Directive (2002/58/EC) to apply retention of data. (EU Commission, 2014) 

So, we can see that the countries’ data protection laws set the limits on both public and private 

institutions of what to collect and for how long. Using the Swedish model as an example, we needed 

to research how does data retention works in order to design a system that complied with it. 

From a technical perspective, the proposed system should be designed with the smallest risk-

appetite possible, however it was not easy to classify and predict risks using traditional methods: 

(Klinke & Renn, 2002) defined risks as heterogeneous phenomena that precluded standardized 

evaluation and handling while at the same time they acknowledged that risk management could be 

strained if each perceived risk required its own risk policy and approach. They went on further to 

propose a concept for risk management that allowed for integration of social diversity and 
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multidisciplinary approaches and also allowed for institutional routines and easy-to-implement 

protocols. 
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3. Research Methodology 

The research method which we used, was Action Research Design. We selected this research method 

because it has a characteristic cycle where there is an exploratory stance adopted in a primary step. 

Using this method we tried to solve a problem through intervention and evaluation. For this purpose 

we built an artifact that addressed a group of problems in this situation. Afterwards the development 

of understanding of the problem followed and plans were made to form the intervention strategy 

which we implemented. In the action phase of Action research, the intervention was carried out and 

observations were collected. The interventional strategy carried out and the process repeated until 

we had a sufficient understanding for the problem was achieved and a solution could be proposed. 

The protocol is repetitive and was created for deeper understanding of a given situation starting with 

conceptualizing the problem and moving through interventions and evaluations (Meredith, 2007) 

(Reason, 2001). As described in (Sein et al., 2011) it is “a research method for generating prescriptive 

design knowledge through building and evaluating ensemble IT artifacts in an organizational setting.  

Moreover this methodology focuses on pragmatic and solution driven research rather than theoretic 

approaches. Also we will have the potential to learn consciously from our experience. This repetitive 

experience can be characterized as a continuously learning experience. We will have direct and 

obvious relevance to practice although the cyclic nature of action research is time consuming and 

complex.  

The stages we undertook in our ADR design method were detailed below: 

 

3.1 Problem Formulation 

During the first phase of ADR the research opportunity conceptualization of research opportunity 

took place as well as duties and roles of each member were defined. The stakeholders made a plan / 

proposal of the problem and the final target which they wanted to achieve. What was the research 

about? Which class of problems was going to be solved? Were there any existing research? All these 

questions were answered in this phase. There are two principles to adhere to: 

 

1. Practice-Inspired Research: The research question should be grounded in a real-life 

application (rather than abstract or theoretical problems) and should be considered as a 

chance to generated real-life knowledge in the chosen research field. 
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2. Theory-Ingrained Artifact: this is best summarized as the act of inscribing theoretical 

elements in the resulting artifact, therefore grounding the theory in a recognizable, real-life 

application. However, this should only be incorporated in the initial design of the artifact.  

From this point on the artifact is subjected to organizational practices to allow for 

intervention, evaluation, and further reshaping. (Sein et al., 2011) 

The important tasks for this stage were: 

 Identify and conceptualize the research opportunity  

 Create the research questions 

 Abstract the research problem as a part of a general group of problems to be solved. 

 Search for and study existing theories as well as existing technology solutions in this field. 

 Secure long-term commitment from the stakeholders involved in the project/artifact 

 Distribute roles and responsibilities as applicable on the stakeholders. 

 

3.2 Building, Intervention, and Evaluation (BIE) 

For this stage we built the system, provided feedback, then diagnosed and adjusted it as necessary. 

This was done using a system design lifecycle based on the findings from the first ADR stage.  

As defined by (Sein et al., 2011), there were two paradigms where one of which could be utilized: 

a. IT-Dominant BIE: This is utilized best for new projects and innovative solutions, where the 

end-users will only need to interact with a complete (or almost-complete) artifact. This was 

the method chosen for our project. 

b. Organization-Dominant BIE: This design paradigm is best utilized for improving technology 

solutions, and challenging the users’ existing views on existing problems. In this case the 

users were required to interact with the artifact from an earlier stage than IT-Dominant BIE. 

  



23 
 

The BIE stage has three design principles: 

1. Reciprocal Shaping: While the organization affected the artifact, the results of the research 

also shaped the organization back. 

 

2. Mutually Influential Roles: all stakeholders involved in the BIE process influenced each 

other, users, designers, and administrators interacted and provided feedback to ensure a 

better solution. 

 

3. Authentic and Concurrent Evaluation: All stakeholders concurrently evaluated the proposed 

solution in a way that realistically reflected their expectations of the outcome. 

These principles were better explained by understanding the important tasks in this stage, which are:  

 Determine the initial knowledge-creation target 

 Select or customize the BIE approach best suited for the project. 

 Execute the BIE cycle. 

 Evaluate the outcome including both expected and deviations from the original design, 

determine the need for additional cycles, repeat as necessary. 

 

3.3 Reflection and Learning 

This stage evolved the project from building a solution for a specific, limited problem to applying the 

learned principles to a broader class of problems.  This was considered as the longest stage in the 

project, as it was continuously ongoing in parallel with the first two stages.   

The researcher was required to provide conscious reflection on the problem, the selected solution 

theories, as well as the outcome result. This was to ensure that the project’s contributions to the 

field were identified. As the understanding of the resulting artifact increased, it was necessary to 

adjust the design process to reflect this better understanding. 

This stage had only one principle: 

 Guided Emergence: this principle described the interaction between two different yet 

equally important perspectives in the ADR method: the initial design target and principles 

proposed by the original researchers, as well as the continuous re-shaping of the outcome 

using feedback acquired from later stages. These perspectives did not conflict but rather 

complemented each other to reach a well-designed solution. 
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3.4 Formalization of Learning 

Essentially, this stage described the evolution of the resulting design into a general solution for a 

wider class of problems which was be similar yet not identical to the original problem. 

 

This stage has one design principle as well: 

 Generalized Outcomes: this principle stated that the correct outcome for an ADR project 

while solving the project question was also further applicable to a wider set of problems by 

generalizing the original outcome and design principles of the project. (Sein et al., 2011) 

Three steps were proposed to achieve this efficiently: 

 Generalizing the original problem instance 

 Generalizing the outcome solution instance 

 Deriving future design principles from the generalized outcome. 

 

The tasks which followed this stage were: 

 Abstract the project results into a more general design concept for a wider class of problems. 

 Document the project outcomes and assessment with practitioners in the field. 

 Formalize the project outcomes as design principles 

 Detail the acquired learning from the selected initial design theories. 

 Formalize results for further analysis and discussion. 
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These stages are illustrated in the figure below, as originally described in (Sein et al., 2011) 

 

Figure: ADR Method – Stages and Principles  
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4. Results 

In this section we presented a quick introduction of the sponsoring organization, the structure of the 

project itself as well as the roles for project participants, and the designed artefact along with its 

outcomes. A description of how our chosen methodology was used in the creation of the artefact can 

be found below including two methods for analyzing possible risks which were used to determine the 

feasibility of the project. This was due to the unpredictable nature of risks, and our adamant wish to 

maintain a high level of service to customers with the lowest risk appetite possible. 

Using the risks determined, and the outcome of the project we then presented our main design 

principles which could be applied in the future on general class of artefacts similar to the one 

produced. 

 

4.1 The organization 

The company – LSI AB 

The sponsoring company is one of the Nordic region’s leading system integrators in the IT and 

Telecommunication fields, providing diverse consumer- and enterprise-level solutions to customers 

in the European Nordics (Sweden, Norway, Denmark, Finland) 

This project was initiated by the Swedish branch as a service towards customers which were 

interested in complying with the European Data Retention Directive, but did not wish to invest in the 

resources needed to maintain a high level of service and security. The project was presented as a 

separate service which could be purchased standalone, or with other core services such as 

continuous network infrastructure monitoring, 24/7 hardware and software first and second-line 

support service, as well as core network and infrastructure organization. 

 

4.2 The project structure 

The system was designed based on principles outlined in the Action Design Research (ADR) method 

proposal  specified in (Sein et al., 2011) as it allowed us to create a real-life Information 

Technology/Information Security (IT/IS) artifact (our proposed logging system) using scientific 

principles. An earlier paper that reinforced our choice of ADR is by (Cole, Purao, Rossi, & Sein, 2005). 
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It explained the differences and similarities between Action Research (AR) and Design Research (DR) 

and how ADR is the result of cross-fertilization between the two. 

For our implementation approach we used off-the-shelf components and industry-standard network 

and storage protocols as opposed to developing our own standard. There are three reasons for this 

approach: 

1. Industry-Standard protocols were reviewed in-depth by experts in the field to ensure 

backwards and future compatibility, as well as security. 

2. Using standard components and protocols ensured compatibility with real-life existing 

systems, since our proposed solution is able to integrate into and accommodate the 

provisioning systems which customers are using in the field. 

3. It greatly reduced the time needed for building and debugging custom components and 

protocols, as well as the time needed to deploy, test, and invoice the customer for which the 

system was installed. 

We started by reading up on the system logging protocol (SYSLOG) which was defined in IETF RFC 

5424 (Gerhards, RFC 5424 - The Syslog Protocol, 2009) and came upon several proposals and projects 

that presented ways to securely transmit data using it. This was because the default implementation 

of syslog transmits data over UDP instead of TCP, thus it can be difficult to verify the authenticity and 

integrity of the sent data. This was specified in IETF RFC 3195 (New & Rose, 2001) and IETF RFC 6587 

(Gerhards & Lonvick, RFC 6587 - Transmission of Syslog Messages over TCP, 2012). 

In a paper by (Hui & Bai, 2013) the development of a centralized log system based on syslog was 

presented, however it did not match the scope of our implementation, as the researchers started by 

designing and building the logging system themselves, in both the Log Collecting and Log 

Management layers. We managed to identify several shortcomings that did not match with our 

proposed implementation, the first being the usage of custom-made, self-validated modules to build 

the log management system. We did not use this approach for our solution, yet it was a good way to 

find out the current state-of-the-art for centralized logging systems. 

For our purposes we decided to adopt the software Op5 Log server by Swedish company Op5, as it 

was based on industry-standard syslog-ng software, and allowed for user authentication and system 

integrity controls, as well as automated log rotation and storage complying with Swedish laws. 

We also designed our system to comply with NIST 800-14 “Generally Accepted Principles and 

Practices for Securing Information Technology Systems” (Swanson & Guttman, 1996), as it covered a 

https://www.op5.com/manuals/index.html#page/op5_LogServer_Extension/op5_LogServer_Technology.html
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wide range of areas necessary for the success of the implementation like: Risk management and 

mitigation, Business continuity planning, auditing, authentication, staffing protocols, etc.). 

The second shortcoming we identified from reviewing (Hui & Bai, 2013) is that their system was not 

concerned with integrating towards varied customer environments, focusing on the central server 

part. For our implementation we outlined the technical solutions to integrate towards existing 

customer networks, as well as plan for future variations. Also we described further steps to increase 

security in transferring log information from remote customer sites to the central log server, and 

how to retrieve this data in a secure way afterwards using the aforementioned NIST 800-14 standard. 

At that point we did not manage to discover additional projects or papers describing similar 

implementations since as mentioned earlier, Data Retention is a new subject in Europe and in 

Sweden in particular. We continued to search for further papers to discuss in this section. 

From a moral and legal perspective, we concurred that data retention had an impact on ordinary 

users when governments and other interested parties have unfettered access to it. The anonymity 

and personal information of users are compromised and the privacy and the right of free expression 

of private citizens can be compromised. Furthermore since EU member countries have failed to 

adopt a unified implementation of the Data Retention Directive, this can lead to ambiguities and 

complications when the data of interest is transmitted across country borders.  

Organizations which have opposed mandatory data retention included the Centrum für Europäische 

Politik (CEP) a German political think-tank which concluded after reviewing the European 

Commission’s report regarding Data Retention in the EU (The Commission to the Council and the 

European Parliament, 2011) that the Data Retention Directive’s disadvantages totally outweighed its 

benefits. Its provisions infringed the fundamental rights to privacy (Art. 7 CFREU), to data protection 

(Art. 8 CFREU) and the freedom to choose an occupation or to conduct a business (Art. 15 and 16 

CFREU) (Centrum für Europäische Politik, 2011). The Electronic Front Foundation (EFF) has also 

expressed their vocal opposition to mandatory data retention and their mission to repeal it. 

(Electronic Frontier Foundation, 2013) 

From a technical perspective: one serious problem with some customers’ provisioning systems that 

needs to be solved or worked around, is the behavior of DHCP provisioning servers regarding 

customers which only renew their leases, rather than request a new lease. 

For a standard implementation of DHCP server (Unix DHCPD, Windows DHCP Server) this was not an 

issue because the DHCP/BOOTP information showed when a customer requires an IP address 

renewal/assignment (Discover/Offer/Request/Acknowledgement) as all these events show on the 

http://www.cep.eu/en/analyses-of-eu-policy/tk/data-retention/
http://www.cep.eu/en/analyses-of-eu-policy/tk/data-retention/
https://www.eff.org/issues/mandatory-data-retention
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server log as specified by IETF RFC 2131 (Droms, 1997). However if a customer uses a proprietary 

provisioning system which only partially logs DHCP events such as Lease and Expire, this may pose a 

serious obstacle to overcome. 

4.2.1 Roles and responsibilities 

The initial decision was made that the project “champion” would be the Professional Services 

Manager in the company, while Professional Services Engineer Abdullah Khalid was tasked internally 

to research and develop the system working in collaboration with the company’s internal IT/ 

Network Operations Center (NOC) team. For the thesis part of the project Antonis Glykas and 

Abdullah Khalid acted as ADR researchers to further develop the system from a scientific perspective. 

Due to internal changes in the company structure the persons in the key roles changed but since the 

project was tied to the roles and not the people, the workflow was not impacted in a negative way. 

Other members of the IT  and NOC team acted as End-Users along with Abdullah Khalid and the 

development team, attempted and discovered as many issues as possible before the actual 

deployment date. The Professional Services Manager was also involved as an independent observer 

of the workflow and provided low-level and detailed feedback on both the technical backend as well 

as the user-friendly front-end of the project. 

These roles are presented in the table below. 

Role Duties Responsible personnel 

Champion Presented the project to high-level management, 

agreed on and green light project goals. 

Professional Services 

Manager at LSI AB 

ADR 

Researcher 

Research the system from a scientific, ADR-based 

perspective 

Antonis Glykas, Abdullah 

Khalid 

Developer Developed the IT artefact using the output from the 

ADR researchers 

Abdullah Khalid, IT / NOC 

Team 

End User Evaluated the resulting IT artefact from a high-level 

user-perspective, offered feedback to the 

developers on how to improve the artifact which 

better complied with the required usage 

goals/project aims 

Abdullah Khalid, NOC Team 

Independent Provided detailed feedback on the technical and 

non-technical aspects of the projects; evaluated 

Professional Services 
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Reviewer commitment to goals and workflow progress. Manager at LSI AB 

4.2.2 Scheduling 

It was decided initially to follow-up on the project status on a weekly basis during the weekly 

Professional Services Team Meetings. These were used in the context of this project to report on the 

week-to-week progress, provided feedback on obtained results to management, trained participants 

on emerging, newly-added functions, and reviewed upcoming events that helped or hindered the 

project. Meeting notes were documented informally by project participants, these, along with 

decisions on past- and future milestones, were transformed later into a more formal layout suitable 

for presentation for higher-management. The key action points were then distributed to the team 

along with the updated project schedule. Informal discussions on the project were held also outside 

of these meetings, e.g. during lunch breaks or via email. 

Due to the busy scheduling of LSI AB itself, along with sudden changes in the employee roster, not all 

members were able to attend all meetings regularly; furthermore new team members required 

additional training to better understand the aims and limitations of the project. 

As it was a small team performing the design, testing and evaluation, we did not feel the need to use 

any additional survey and statistics tool. 

 

4.2.3 Resources 

The hardware, software, hosting, and training resources dedicated for the project were decided upon 

during the initial set-up phase. These included: 

 Two IBM x3650 Rack Servers with Quad-Core 2.4GHz CPU, 16GB RAM, and 4x300GB disk in 

RAID-6 on each server. 

 One Fortigate 200B firewall unit to complement our existing Firewall and run in High-

Availability setup.  

 Four HP 5800 Switches were purchased to enable a high-availability, redundant setup. 

 Two 5-year licenses for Op5 Log server (was installed on the rack servers) 

 Long-term rental one full rack in the TeleFortress Class-2 high-security hosting installation 

outside of Stockholm, Sweden (where the hardware was installed) 

 Security training and clearance for project personnel who accessed and used the servers 

inside the hosting co-location. 
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4.2.4 Project Phases 

After the initial planning and kick-off meeting the remote Log server project was then carried out in 

the following phases over the period of six months between June 2013 and January 2014, excluding 

the summer vacation scheduling for the team members. 
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No. Phase Equivalent ADR phase Duration 

1 Scope of project and problem at 

hand 

Phase 1. Problem Formulation  2 weeks 

2 Obtaining high-level management 

approval 

Phase 2. BIE 2 weeks 

3 Obtaining long-term agreements 

from partners/clients 

Phase 2. BIE 3 weeks 

4 Obtaining commitment from 

internal resources 

Phase 2. BIE 1 week 

5 Prototype design and 

implementation 

Phase 2. BIE 1 week 

6 Prototype evaluation Phase 2. BIE 2 weeks 

7 Formulation of scalable design 

principles for full project 

Phase 2. BIE 2 weeks 

8 Purchase, installation and 

configuration of hardware, 

software, hosting resources for 

full project 

Phase 2. BIE 4 weeks 

9 Testing the solution Phase 2. BIE 6 weeks 

10 Evaluation of Project Results Phase 3. Reflections Occurred throughout 

the project. 

11 Results / Feedback / Lessons 

Learned 

Phase 4. Formalization of 

Learning 

2 weeks 
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4.3 Using Action Design Research for designing a secure log system 

 

ADR Stage 1 – Problem Formulation 

 

Duration 2 weeks 

Participants Champion, Researcher, Developer, End-Users 

Purpose Necessary to identify the goals and scope of the project 

 

We began this stage pre-thesis, with identifying our research (and eventual business) opportunity: 

Abdullah was tasked to research into the design and implementation of a Data-Retention system as a 

product to offer to Swedish customers wishing to comply with the newly-implemented Data-

Retention Directive in Sweden, by outsourcing this service to external vendors instead of deploying 

and maintaining their own solutions. At the time there was only one other company publically 

researching into this and it was desired to enter the market as a competitor which offers the best 

service available. This was later capitalized upon by Abdullah and Antonis as a thesis subject for the 

LTU Masters’ course, since this project posed a valid and relevant IT/IS problem. 

We then proceeded to formulate our initial research question as defined by (Sein et al., 2011) we 

started from the state-of-the-art in this field, i.e. the existing theories and technologies that already 

touched on the problem. Since the type of data to be monitored and the duration of monitoring 

were specified by the national Swedish law regarding data retention (the WHAT and WHEN) our 

research questions were focused mostly on the “HOW” So, we started by defining our problem as: 

 How to monitor a specific type of data (DHCPD and BOOTP packets, which contain lease 

information for end-clients  

 How to log it securely for a specified amount of time (a minimum of six months with a 

maximum of two years punishable by law) 

 What is the best way of estimating the risks of this project, and what are the best 

methods to eliminate or decrease them. 

 How to build a physical artifact based on the solution we find to our problem.  
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This meant we had three elements we needed to secure: 

i. Obtained knowledge on what needed to be logged by law, and the existing technical 

implementations that already existed for it (since we based our solution on tested, off-

the-shelf technologies). This was made by studying the Swedish Data Retention Directive, 

as well as researching online for systems which aimed towards a similar goal. We found 

several papers and projects describing such systems but they did not fit our purpose 

since they were created as a “greenfield” project (built from the ground-up) rather than 

based on existing systems which the customers already have in place, and might be 

unwilling to modify since it posed a disruption to their business-continuity. Additionally 

these projects had to comply with the local privacy and security laws in Sweden. 

 

ii. We then proceeded to acquire knowledge on the secure transmission, storage, and 

handling of data as specified by Swedish law, as before starting from existing 

technologies which customers already had in place. This actually required more focus on 

the technical side of these projects rather than the legal which was touched upon in the 

first step. To dynamically provision end-clients with IP addresses in a large network, 

network operators and service providers needed to install and configure a DHCP server 

which they used to provide either Dynamic IP addresses (which change whenever the IP-

lease expires and is renewed) or a “Static” DHCP IP address (where the same IP which the 

end-client already had will be re-issued to the same end-client on a lease-renewal). This 

included both the DHCP and BOOTP aspects of IP address allocation in a network 

environment. These two options were our focus, since by definition a fully-static lease 

(without the need for a DHCP) implied that the network operator was already aware 

which end-client had this IP address at all times, and thus did not need to be actively 

monitored. Also, we studied the differences in implementing DHCP and BOOTP in a 

layer3 network topology where the traffic was routed based on IP addresses, and a 

layer2 network topology where the traffic was switched using VLANs between the 

Service Providers and the end-client. 

 

iii. Our study results were presented to company management in order to formalize the 

project between the company and customers interested in building and using this 

solution. On the thesis side, we (Abdullah and Antonis) agreed on the project idea and 

selected it as a thesis subject 
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The next step in problem formulation was to cast it as an instance of a class of problems: The class of 

problems could be “how to log remote traffic” while our particular instance focused on how to 

partially log network traffic, and transmitted it securely to a central server. We could therefore list 

the building blocks for a solution as following: 

ii. Central log server 

iii. Secure user interface towards the central log server (daily usage, administration, and 

maintenance) 

iv. Secure communication channel between the central server and end clients 

v. Mechanism to separate the parts of traffic we are interested in 

vi. Mechanism to transfer these interesting parts from the customer site to the central 

Log server site. 

 We then proceeded to secure long-term commitment from both LSI AB and the customers 

interested in this solution. This service was formalized and offered as part of LSI AB offerings. 

LSI AB signed service contracts with four city network operators in Sweden to provide 

remote log management for their networks. The data-retention service offered to customers 

the following specifications:  

i. Data is stored for 6 months and then deleted  

ii. Data is encrypted 

iii. Data is backed up and stored separately from the customer operation environments 

iv. Restoration of systems from backups is possible. 

v. Procedures to ensure that no errors occur when copying. (CRC, Encryption before 

copying, multiple copies) 

vi. The data stored is protected against power failures, unauthorized access, fire, and 

flooding in a security-classified location. 

vii. Physical and electronic restriction of access to data: Only specific authorized staff 

with security-clearance has access to data and only from authorized terminals. 

viii. Delivery of data to authorities is performed without delay but always under 

supervision. 

ix. All data management, backup and operation occur in redundant security and 

classified environments.  

 

 The final step in the first stage of ADR was to define and set up roles and responsibilities. This 

was detailed in section 4.2 earlier. We agreed that as part of Abdullah’s responsibilities in his 

work, he was responsible for the technical aspects of the project, including research, design 

and implementation, and eventual documentation of the IS/IT artifact (the finished system) 
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while Antonis was responsible for reviewing the legal limits defined by the Data Retention 

Directive, as well as providing external review of Abdullah’s system design from an ADR 

perspective and presented suggestions for improvement. The reason for this separation of 

duties is due to the nature of the project (Customer Data Retention) where only parties with 

appropriate security-clearance from the Swedish police could handle information for 

Swedish customers, and data should not be transmitted outside of Sweden. Antonis could 

provide information on the legal aspect from a general European point of view, as well as a 

review of the abstract system design which should not compromise customer privacy and 

security. 

 

ADR Stage 2 – Building, Intervention & Evaluation (BIE) 

 

Duration 21 weeks 

Participants Champion, ADR Researchers, Developers, End-Users 

Purpose Build and implement the artefact according to the project goals 

and provide feedback and evaluation. 

 

Description of the project 

The system was implemented as a project in an active production environment between LSI AB 

which was an established provider for Professional Services and Network Solutions, and several 

Network Operators in the Swedish market.  

The system monitored and logged DHCP/BOOTP traffic which the customer network carried, and 

forwarded it to a secure location where the logs were further backed-up, encrypted, and rotated. No 

net flow or deep inspection of customer traffic was performed as it was not required by law or the 

network operators. An access and retrieval protocol document was written to cover the data-access 

and retrieval part on behalf of the Swedish police, in a way that is admissible in legal courts. This 

document specified which personnel were allowed to access the data logging system, the customer 

production environment (to double-check the stored data), and from which terminals this could be 

made. 

Initially it was planned that the solution itself and the protocols should be assessed by a third-party 

company specializing in Penetration Testing. Three candidates that are leaders in the Swedish market 

in this field were interviewed: Sentor, Omega Point, and TrueSec. Because the system and protocols 

were designed by us, this allowed us to reflect on any suggestions made by the third-party, and see 



38 
 

the similarities and differences. We made then a risk-based assessment to decide whether to apply 

all their recommendations or not, based on active threats, local laws, network operator policy, and 

the given operational budget. However, due to organizational changes and the annulment of the 

European Data Retention Directive we were not able to perform this task as required. The system 

was reviewed internally by the Developers and the IT/NOC department to ensure a high level of 

security. 

 

Risk analysis 

In order to formulate a well-rounded logging policy, we looked at the project from all angles, 

including an attacker’s perspective, and tried to come up with as many risk-factors as possible. 

However, we felt that it was not enough to only evaluate those risks we could discover, but also 

prepare for any number of unknown factors that could arise. An example of this was vulnerability 

(CVE-2014-0160) commonly known as the Heartbleed bug affecting webservers running TLS and 

OpenSSL technologies, which was undiscovered for almost two years. 

 

Evaluating known risks 

For this part, we brainstormed a list of possible risk factors for the project, based on the project 

description itself as well as possible limitations we can face. We tried to make these risk factors 

correlate as much as possible to all parts of the project and be based on real-life scenarios, in order 

to provide a basis from which we can make further assessments. The risk factors were then 

prioritized by their perceived occurrence/threat to the project, keeping in mind that we should have 

low risk-acceptance at all times. 

 

Method 

At first we categorized the main risk factors into five categories: Technology, Organization, Human, 

Procedures, and Environment. 

 

We then proceeded to add more detail to each risk factor, in order to cover all perceived risk areas. 

Figure 1 illustrates the perceived risks under the Technology category: 
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Figure 1 Technology 

In this category we were concerned only with risks that lead to partial or complete system failure. By 

system we mean the underlying hardware, software, and other infrastructure necessary for the Data 

Retention System to function normally. We classified hardware malfunctions further based on which 

side of the VPN tunnel the malfunction occurs: Client-Side malfunctions, and Local malfunctions. 

While the risk could be equal if not higher on the client-side (e.g. due to clients not having adequate 

resources to handle these risks), it would not be on the same priority level as a local malfunction 

which could affect one or more clients depending on the nature of the problem. Additionally, the 

client-side risks were not fully under our control, thus we were limited in our capacity to prepare for 

them. 

Software failures describe partial or complete failures in either the logging software platform (Op5) 

or the underlying operating system (Red hat Enterprise Linux 6.X, CentOS Linux 6.X). In either case 

the main methods of anticipating problems and providing disaster recovery were to provide 

redundant logging servers, and the capacity to perform a bare-metal restore on a replacement server 

if needed. We had agreements in place with the software and operating system vendor to provide 

support for their products. 

Other failures could not be easily classified into software or hardware failures, as they might fall into 

either category. These included failures in the backup system, failures in the encryption algorithms 

used for securing the VPN tunnels and encrypting the logs and the backups, power or internet service 

disruptions either due to service provider or hardware problems, and malfunctions caused by 

malicious programs. 
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The second risk category, seen below, was concerned with Organizational issues. 

 

Figure 2 Organization 

In this category, we decided to count both management and employees as risk factors, both in 

essence due to unexpected organizational changes in the company, which could lead to changes in 

the policy, changes in the employee workforce, or both. Therefore it was important to anticipate and 

be prepared for such an event. 

The third category, illustrated in the figure below, was concerned with the “human factor” in general, 

which in our perception was any unexpected event which could be attributed to human behavior, 

such as negligence and oversight as well as deliberate attacks on the system, rather than the 

technology or organizational problems that could be related to it. 

 

Figure 3 the Human Factor 

The fourth risk category was concerned with the legal procedures concerning data retention, both on 

the national and the European scale. The European Data Retention Directive has been unpopular 

since its inception, and was recently declared invalid by the European Commission’s Court of Justice 

due to its incompatibility with the European Union Citizens’ privacy rights. This in turn could have a 

serious effect on any national laws based on the European directive, which in turn could affect the 

project as a whole (if for example data-retention was declared outright illegal). Unfortunately this 

factor was out of scope for this project in terms of disaster recovery and business continuity, but it 

should be taken into consideration as a factor for the longevity and profitability of the project. This 

category is shown in figure 4 below. 
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Figure 4 Legal Procedures 

The final risk category was concerned with the environment where the Log Servers were installed 

(i.e. the data centers) and should take into consideration natural and man-made disasters, as listed in 

Figure 5. In this category we could recommend that some risks (such as fire, power outages) take 

higher priorities than others (flooding, earthquakes, and wars) due to the location of the datacenter 

where the servers were stored, as well as the stable geological and political environments in Sweden; 

however this did not mean we neglect the other risks completely. 

 

Figure 5 Environment 

Every hazard was recorded in a matrix to complete the PHI/PHL report. The hazards were categorized 

regarding each type and were numbered in order to be separated. After that a small description of 

the hazard was written in the next column as well as the potential cause and the effect on the 

system. Possible controlling measures and remarks were written at the final column.  

 

Risk Assessment 

Hazard analysis established hazard severity category (I through IV) and hazard probability ranking (A 

through E) which were combined into a Hazard Risk Index, reflecting the combined severity and 

probability ranking for each identified hazard. Risk assessment criteria were applied to the identified 

hazards based on their severity and probability of occurrence, to determine acceptance of the risk or 

the need for corrective action to further reduce the risk. 
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Table 1 

Category 1 2 3 4 

Frequency Of Occurrence Catastrophic Critical Marginal Negligible 

(A) Almost 

certain 

1A 2A 3A 4A 

(B) Very likely 1B 2B 3B 4B 

(C) Possible 1C 2C 3C 4C 

(D) Unlikely 1D 2D 3D 4D 

(E) Very unlikely 1E 2E 3E 4E 

 

Table 2 

Hazard risk Index Severity – Probability Suggested criteria 

1 1A, 1B, 1C, 2A, 2B, 3A Unacceptable 

2 1D, 2C, 2D, 3B, 3C Undesirable (Management Decision Required) 

3 1E, 2E, 3D, 3E, 4A, 4B Acceptable with  review by management 

4 4C, 4D, 4E Acceptable without review 

Table 3 

 

 

 

 

 

 

 

 

 

Likelihood 

description 
Qualitative description 

Range (per 

annum) 

Almost certain Will occur at least once a year >1 

Very likely 
Very likely to occur once during a 10 year 

period of operation of the facility 
10-1 to 1 

Possible 
Has occurred at least once during the 

operation life of the facility 
10-2 to 10-1 

Unlikely Known to have happen within the industry 10-4 to 10-2 

Very unlikely Could theoretically occur <10-4 
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Table 4 

 

 

 

 

 

 

Table 4 shows all the departments of the organization. This can be adjusted to every customer’s 

needs or infrastructure. For the purpose of our research we used an organization with four common 

departments: economic, human resources, IT and administration department. 

 

Table 5b shows the risk analysis of the events. This table is divided in multiple columns. Each column 

provides information to researchers and details and can be found in Table 5a. Both of the tables can 

be found in the appendix C. 

  

Organization departments 

EC Economic department 

HR Human Resources department 

IT IT department 

AD Administration department 
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Hazard Severity 

Hazard severity categories were defined to provide a qualitative measure of the worst credible 

mishap resulting from personnel error, environmental conditions, design inadequacies, procedural 

deficiencies, system, subsystem or component failure, or malfunction, as follows: 

 Category I: Catastrophic: Death, system loss or severe environmental damage. 

 Category II: Critical: Severe injury, severe occupational illness, major system, or environmental 

damage. 

 Category III: Marginal: Minor injury, minor occupational illness, minor system, or environmental 

damage. 

 Category IV: Negligible: Less than minor injury, occupational illness, or less than system or 

environmental damage. 

 

Notes 

The Risk analysis could better be analyzed if we presented the IMRI and FMRI columns like the 

example below 

IMRI FMRI 

Severity Probability Risk Code Severity Probability Risk code 

1 (Catastrophic) C (Possible) 1 (Unacceptable) 3 (Marginal) D (Unlikely) Acceptable 

with review 

 

The PHA report is very useful for every organization. This report can be created with the cooperation 

of organization’s employees and external or internal security specialists.  

After discussing the possible threats we could anticipate, and add additional risks we cannot 

anticipate or prepare for (law changes, acts of nature, unknown vulnerabilities) we were able to plan 

for measures to eliminate or reduce the impact these threats would have on the project. This was 

also shown in the PHA report above. The report was then incorporated into the design of the artefact 

in the first ADR cycle. After initial testing we discovered additional risks that our planning did not 

cover, despite that the risk itself is included in the PHA report. Specifically a bug was discovered in 

the log-forwarding mechanism that could deplete the number of available SYSLOG TCP sessions 

configured on the monitor. The remote log forwarder could attempt to keep current sessions open as 

much as possible to ensure all logs are sent correctly and then it could exit the process correctly 

while leaving the sessions still open, but when it re-run, did not re-use those sessions but rather 
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requested new sessions from the log server. In time the maximum allowed concurrent-sessions limit 

on the server could be reached, thus any future session request from the remote log forwarder could 

be rejected by the monitor software.  

This was discussed with the monitor software provider and a quick-fix was provided to reset the 

number of open sessions daily on the monitor server by restarting the monitor back-end when the 

server was not actively receiving log data. This was acceptable since the remote logs are forwarded in 

fixed intervals (every four hours) and the reset operation took a few seconds to complete. Then a 

second ADR round was started with this new fix in place, while keeping in mind the necessity to find 

a real solution to this issue. 

 

Evaluating unknown risks 

As the end result from the previous section, we realized it was not possible to anticipate and make 

precautions for every variation of risk that might occur using the traditional method of identifying 

and analyzing known risk quantities, therefore we adopted an alternative method suggested first in 

(Klinke & Renn, 2002) where we attempted to classify risks according to the acceptance level we 

discovered after making the risk report, then after classification we used a workflow to prepare for 

these risks. The main risk areas were normal risks, intermediate risks, and intolerable risks as 

defined by (WBGU, German Advisory Council on Global Change, 2000). This was essentially a 

mirrored version of our earlier risk assessment from Table 1. This version is illustrated in the figure 

below: 
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Figure: Risk areas: normal, intermediate, and intolerable areas (WBGU, German Advisory Council on 

Global Change, 2000) 

From (Klinke & Renn, 2002) it was argued that unknown risks should be classified into six categories: 

1. Sword of Damocles (SoD): very high potential for disaster despite extremely low probability 

of manifestation. Technological risks are typical examples of this risk class. This is the 

category to which most of our risks belong. 

2. Cyclops (C): probability of occurrence is uncertain, yet the potential for disaster is high and 

well-defined. Natural hazards such as earthquakes, non-periodic flooding, and volcanoes 

belong to this category. We do have a few risks belonging here as well. 

3. Pythia (P): here the probability of occurrence was unknown, and also the potential for 

disaster was at that time unknown as well. The effects of the risks in this category were 

known and related directly to their causes. We could safely place unknown software and 

hardware defects in this class. 

4. Pandora’s Box (PB): this is a class which was very similar to the 3rd class (Pythia) in that the 

probability of occurrence is unknown, and the potential for damage was unknown as well, 

but while the third class always resulted in intolerable to intermediate risks, this class could 

result in acceptable risks. Additionally, the effects of these risks could be unknown for long 
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periods of time. Since most of our unknown defect risks could be placed in the third class, we 

avoided using this particular class due to its ambiguity. 

5. Cassandra (Ca): This class contains all risks which have a very high probability of occurrence, 

as well as a high potential for disaster, there was a delay between cause and effect. An 

example of these risks could be deliberate attacks to steal data or to disable the system 

covertly. 

6. Medusa (M): this class contains risks that have a low probability of occurrence as well as low 

potential for disaster, yet they could affect the project in negative ways by e.g. causing fear 

and social mobilization in the general public. An example could be negative rumors spread 

about the project and its safety and privacy considerations. 

The risks can be more apparently understood by using the following figure:

 

Figure: Risk classes (Klinke & Renn, 2002) 

We then proceeded to use the decision tree suggested by (Klinke & Renn, 2002) to reach a desired 

outcome for unknown risks:  
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Figure: Decision tree for evaluating and classifying risks (Klinke & Renn, 2002) 

  

Thresholds on 

criteria 

exceeded? 

Risk decision making by 

means of risk criteria and 

risk classes 

Eliminating major 

uncertainties, i.e. producing 

knowledge 

Is the risk 

potential 

known? 

Normal risks, routine 

management 

Assignment to the risk 

classes 

Damage 

potential 

known? 

Disaster 

potential 

high? 

Damage potential 

and probability 

are uncertain 

Other 

criteria 

high? 

Ubiquity, 

persistency, 

irreversibility are 

high 

Improving 

precaution Pythia 

Pandora 
Providing 

substitutions 

Social 

mobilization 

high? 

Probability 

unknown, 

low, or high? 

Probability is uncertain 

Probability and delay effect 

are high 

Probability is low 

Cyclops 
Ascertaining 

probability 

Damocles 

Reducing 

disaster 

potential 

Cassandra 
Strengthening 

responsibility 

Mobilization is high Medusa 
Building 

confidence 

No 

No 

No No 

No 

No 

Ye

s 

Ye

s 

Ye

s 

Ye

s 

Ye

s 

Ye

s 



49 
 

The logging policy 

The logging policy itself was based on the Swedish law regarding Data Retention. We adopted  a 

flexible, risk-based approach to logging and retrieval of user data as we could not be more flexible 

than the directive permitted to avoid breaking it, neither was it good to be stricter than what 

network operators or end-customers' privacy will allow. 

The initial approach was as follows: 

- We collected data directly from customer sites. This was a real-life scenario with live data 

incoming, so we naturally had immediate access to the DHCP/BOOTP traffic as well as the 

customer provisioning and CRM systems. Any information used for this paper was of course 

anonymous. 

- The type of data and the duration were stored as defined by Swedish law and should be 

abided by at all times. 

- For analytical purposes we periodically obtained quantitative data from the project (such as 

data traffic volume across the network, log server capacity, assessment of the solution’s 

security, backup and restore functionality, data retrieval procedures, etc.) and adjusted our 

design according to this data. 

- As many risk factors as possible were taken into consideration when collecting, storing, and 

retrieving the information from the customer environment. We ensured at all times a high-

level of compliance with our risk analysis. 

 

As explained earlier, the goal was to build an IS/IT-artifact to be used as a ready product by end-

users; therefore the end-users did not need to be included in the testing. Looking into ADR 

methodology as detailed by (Sein et al., 2011) we chose IT-Dominant Building, Intervention, and 

Evaluation (BIE) as our model. 
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IT-Dominant BIE 

Our initial knowledge-creation target was that to create a system where in the Alpha stage the 

theory was applied and the initial design was made.  The end-users did not need to be aware of its 

mechanisms, but rather only interacted with a front-end. Administration and maintenance was 

available only to a very limited number of users. Initial feedback after the Alpha stage was made 

internally by the system designers, due to the restrictions on privacy and customer data needed.  

We needed to customize the IT-Dominant BIE model to fit our needs to an extent: First we began by 

defining the term End-User more clearly: the End-user of the system were the customers who 

contracted LSI AB to run the service for them, but rather LSI AB’s internal Administrators with 

security clearance responsible for the system.  

In this case End-Users were integrated with the Practitioners of the ADR team since they also needed 

to adjust the design according to arising changes. The customers requested information from LSI AB 

to be extracted from the log server system; the cleared Administrators then acted as the End-Users 

and retrieved the data on their behalf. 

As this is a real-life project which has been ongoing since mid-2013, we have already run several BIE 

cycles using this model and while the overall system design was valid, we discovered some issues 

that forced us to review and adjust the system. A quick summary of these issues included: 

i. Undiscovered bugs in the selected software components of the system. 

ii. Initial misconfiguration of the security protocols which lead to the end-users being 

locked out of the system 

iii. Misconfiguration on part of the customer network Administrators causing the central 

log server disks to be filled with redundant data and stop functioning. 

iv. Communication issues between the ADR team and the End-Users, and the ADR team 

and the customer network Administrators. 
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These issues were discussed in detail in the reflection section of the methodology and were 

formalized as design principles. Due to these factors, we required several design cycles despite the 

initial design being sound for our purposes. This was explained in the Future Work part of the thesis 

 

The System workflow 

The chain of events from the initial generation of a log message to the final stage of producing a log 

report for the police was designed to be like this: 

1. The network user starts their home or office equipment which in turn contacts the network 

operator provisioning server to verify the existence of a valid contract. 

2. Alternatively, the network user equipment is already on, and the defined IP address lease 

time is expired, therefore the equipment will automatically request a renewal of this 

resource, as described by the DHCP spec definition. 

3. If the network user has a valid service contract, they are assigned an IP address resource to 

be able to access the internet. 

4. This event is then logged in the customer (network operator) provisioning server as part of 

the DHCP server log. 

5. Depending on the type of agreement between LSI AB and the customer (the network 

operator) the provisioning server then immediately relays this message to the central log 

server, via the encrypted VPN tunnel established between the network operator site and LSI 

AB site. 

6. The central Log server then registers this data in its internal database, and displays it in the 

graphical user interface for a period of five days. 

7. After which the data is encrypted and compressed and stored internally on the Log server. 

8. The internal database is backed up daily in full, compressed and encrypted and sent over an 

encrypted VPN tunnel to our central backup server, where it will be kept for a period of six 

months. The original database is still present in encrypted form on the Log server. 

9. After a period of six months, both backup server and Log server will automatically rotate the 

database and delete the old files from the disk. This means that there will be a daily check to 

search for any files older than six months in specified locations in the file system. 
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10. Police and security police present court order to ISP or City Network Operator 

11. The customer (network operator or service provider) then contacts us for data retrieval; 

alternatively forward the police to contact us directly.  

12. A legal form of identification is provided either way. Unfortunately this is not well-defined in 

the original data retention directive nor than national Swedish law, therefore we are forced 

to implement existing methods of identification and trust, including court-orders, Police 

Identification cards, and visual and verbal identification in case the requesting party is 

personally known to us (Network Operator Administrator) 

13. Our employees manually process each request and search first in the Log server for the 

relevant information, then verify it against the network operator’s provisioning system 

personally, and against the client database in the switch where the end-user is connected, 

where this feature is available. 

14. A formatted document is produced which includes the relevant log information (IP address 

and physical location which can be Switch port name or mac-address at the given point in 

time). 

15. This report is then handed over to the requesting authority. 

 

The Infrastructure  

After studying the Swedish law, we defined our proposed Data Retention system as the following: 

The system consists of two parts, the client part (which we do not manage, as it lies inside the 

customer area of jurisdiction) and the server part (including the data-retrieval terminal. This is what 

we were responsible for maintaining). The channels connecting both parts have to be managed by 

both the customer and us synchronously for the encryption to function as expected. 

The client part consists of a server which has the ability to generate, collect, and forward SYSLOG 

traffic, and the routing and access rules necessary to convey the data from the server to a point 

where we established a secure connection against the customer (IPSEC VPN tunnel). This part was 

managed by the customer and we only performed the syslog configuration adjustments necessary to 

enable reception and forwarding of log data to a predefined destination. 

The server part consisted of multiple servers configured identically to receive SYSLOG data from the 

customer sites. Each server was connected to its own switch, and the switches were configured for 
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high-availability/load-balancing and were connected in turn to two firewalls, also running in high-

availability mode. The servers, switches and firewalls were located in a secure co-location with 

limited physical and electronic access. Physical access required that the user previously undergoes a 

security and safety-training onsite at the colocation by the site officer, after which the user will be 

issued a special keycard and a pin code for site-access. Any visits must be cleared ahead with the site 

security team either by email or phone and the user must have a form of legal photo ID upon the 

visit. 
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Authentication, Authorization, and Accounting (AAA) 

Authentication 

Electronic access to the logging servers is primarily restricted via VLANS to an isolated segment of the 

company network; this was made via configuring LSI AB switches to limit access to a dedicated 

retrieval and administration terminal. The switches were protected physically and electronically. 

The servers were accessible via a normal web interface, via SSH console, and via a dedicated 

Integrated Management Module firmware which could be used for both regular administration and 

disaster recovery of the servers. 

 The web interface is accessible only to predefined users with a personal password. An 

improvement that can be made here is to integrate the use of personal hardware tokens 

such as Yubikey via modifying the web interface code. This is not a readily available feature in 

the logging platform and therefore will require significant testing and verification to ensure 

correct operation, as well as having as much backwards-, and future-compatibility with Op5 

software as possible. 

 The SSH console is accessible only to predefined users with a personal password. Here we 

can add the same hardware token authentication method more easily via the use of the 

Linux PAM (Pluggable Authentication Modules) framework which a standard, freely-available 

feature in Linux Server Environments. 

 Access to the Integrated Management Module (IMM) is made through a dedicated IP 

address; predefined users with personal passwords can login and administer the system. 

Unfortunately since this is available via firmware provided by hardware manufacturer we 

cannot guarantee compatibility with additional 2-factor authentication methods. 

 

Authorization 

This, similar to authentication, is provided by different mechanisms depending on the type of access: 

 The web interface provides authorization via the logging platform software itself, no further 

configuration in the server itself is needed. 

 Authorization made via SSH is controlled via the standard Linux File-system Access Control 

Lists (ACL) which can limit which users have read, write, and execute access on specific parts 

of the server file-system. This ensures that the logged in users cannot perform tasks for 
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which they do not have clearance, such as adding additional users, or elevate their own 

privileges. 

 Authorization via the IMM is defined by the IMM firmware itself, and since this is a closed 

system it does not allow for modification or compatibility with other authorization systems. 

 

Accounting 

The three systems defined above can be configured differently to provide accounting, for example: 

 The web interface provides accounting via built-in functions in the platform software. Op5 

Log server automatically logs all web (and console) login attempts, as well as any actions the 

user undertakes in the web interface, such as searching for specific terms, or making changes 

to the logging software configuration. Some actions the user makes in the CLI are also 

logged, if they pertain to the logging platform software itself, such as restarting the SYSLOG 

software from the console. 

 Console accounting is provided by the standard Linux SYSLOG system. It is possible to view 

the logs directly from the console, but we recommend that the configuration is adjusted to 

forward all console events towards the web interface which has advanced search and filter 

facilities and can easily provide exports of the system logs. 

 Accounting of the IMM is provided by the built-in Event Log, which is also a feature in the 

firmware. Unfortunately this means it cannot be viewed via the normal web interface. The 

firmware can be configured however to forward system events and alarms, which can be 

used to view the system status via the web interface. However this might not be very useful 

as the Integrated Management Module is used primarily for disaster recovery of the log 

server, which would usually mean that regular web and console access to the server is 

limited or disrupted. 

 

The underlying technology 

The following technologies were utilized as a basis for our system: 

DHCP 

This is an industry-standard protocol which is used to provision network information such as IP 

addresses and configuration options to interfaces which are requesting. The basic operation for the 

client to obtain an IP address is shown in the figure below 
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DHCP message operation 

The operations are described as follows. This assumes that the network infrastructure is operational 

and there are available IP addresses to assign to clients. 

 The DHCP client sends a broadcast message called DHCP-DISCOVER, scanning for any 

DHCP servers that are listening for this. 

 The DHCP server detects it and sends back a DHCP-OFFER unique to the client. This will 

contain details such as the IP address to be assigned. 

 If the client or the interface the client is on does not have any restrictions, the client will 

respond with a DHCP-REQUST asking for the IP address stated in the DHCP-OFFER 

message. 

 The server will then respond with a DHCP-ACK message, giving the IP address to the 

client, and registering it in the clients table on the server as a “taken” address so it will 

not be assigned to other clients when it is in use. 
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SYSLOG 

This is an industry-standard protocol for logging and transmitting computer logs, it provides different 

facilities and message priority levels that permits for detailed logging of both applications which 

generate error messages and the system on which where they are run. There have been several 

improvements of SYSLOG that added features and increased reliability and security (syslog over TCP). 

The syslog application can be run in server and client mode. Server mode collects messages while 

client mode collects the messages from the system on which it is installed and sends it to the remote 

central server or logs it locally based on its configuration, lastly, Depending on which version it can 

allow for message forwarding over both TCP and UDP. For the successful logging and transmission of 

messages, the following items should exist: 

 

a. A central syslog server to collect the messages. The syslog application here should be 

installed and configured in server mode. Additional forwarding of logs is not needed since 

this will be the central location where logs are stored. 

b. Client syslog applications which collects the messages from their local system, and transmit 

them to the central server. Transmission is possible over both TCP and UDP connections, 

however it is recommended to use TCP for secure and reliable transmission of messages. 

These client applications will be installed on the customers’ DHCP server, to collect the DHCP 

information between end-clients and the server and send them to the central log server. 

The communication is one-way only, from the client to the server. There is no need for any ACK or 

replies from the server-side. This is shown in the figure below, which is an expansion from the 

previous figure to demonstrate the syslog part. 
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Syslog communication between DHCP Server and Syslog Server 

 

IPSEC VPN 

This is the third technology we used in our solution, this is also an industry standard and it provides 

authentication, encryption and encapsulation for the messages transmitted from the customer 

network and into ours. An encrypted tunnel is set up between a secure point on the customer 

network (usually a firewall) and the firewall on our end which is connected to the Log server. The 

implementation consists of defining two communication phases: 

 Phase 1 establishes the point-to-point connection between the secure points (the firewall). 

Here the remote end is defined, a shared password is set and encryption offers are also 

defined on both firewalls. If the settings match on both sides an encrypted connection will be 

established between the firewalls. This ensures that only the desired customer site can 

communicate with the central log server. 

 Phase 2 establishes the allowed communication ranges between the two sides, and the 

encryption offers allowed. Here a local and remote IP range is defined on each server along 

with what encryption technologies can be used. If the selectors match then incoming packets 

from the local network to the firewall will be sent through the tunnel to the remote side, 

otherwise they are dropped. This ensures that only the desired IP subnet (or single IP) of the 

DHCP server can communicate with the central SYSLOG server on the other side. 

The basic setup is illustrated in the figure below 
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IPSEC VPN Tunnel 

 

Both the Integrated Management Module (IMM) and the Graphical User interface can be seen 

below: 

 

Figure: Graphical User Interface showing search results 
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Figure: Local and Remote activities can be monitored via the User Interface 

 

Figure: Integrated Management Module Interface 
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Figure: Remotely administering the server via the IMM 

 

Figure: Additional security controls for the IMM Interface 
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Data Retrieval and Server Administration 

The retrieval terminal was proposed to run a hardened Linux operating system, with all unnecessary 

ports and services shutdown, and with local logging active. Access to the terminal could be restricted 

further by use of a unique hardware token configured for each user, such as the Yubikey system. The 

terminal itself was to be placed in a locked cabinet, and could only be accessed by predefined, 

security-trained personnel. Maintenance and administration to the system could be done remotely 

via the terminal, as well as on-site at the secure colocation. 

Data retrieval was made either by request from the police or by the city network operator on behalf 

of the police. A direct request was served after showing identification and presenting a defined data 

set which could consist of a suspected IP address and a point in time for the suspected infringement 

presented in Swedish local time or Central European Time (CET), after which our personnel could 

login to the terminal using their own personal identification, password, and hardware token, and 

scan the Log server data for the IP address given. A second confirmation could be made by logging in 

directly to the customer’s production system and matching the existing DHCP lease information 

against the retrieved log information. A hard copy of the data can then be made, signed and handed 

to the requesting authority. 

We have designed our system for two deployment scenarios at the moment, Layer 3 Operation and 

Layer 2 Operation. The data-retrieval and logging system was designed to be deployed in both Layer2 

and Layer3 networks (of the OSI model) dependent on how the City Network infrastructure itself is 

setup. This is to minimize cost to the City Network Operators, and to decrease the design complexity 

and thus decrease both threat vectors and the system’s overall surface exposure to Operators, the 

Users, and to Attackers. 

In Layer 3 Operation, the City Network Owner usually provisions the IP addresses by itself as well as 

owns the physical hardware (Distribution and Access routers) that connect customers to the Internet. 

The IP ranges are provided by individual ISPs. While the City Network Owner does not have the 

customer address in their CRM systems, they can see the DHCP/BOOTP information including the 

physical access switch port address at any given moment, which is enough to identify and verify 

suspected activity. Data collection of DHCP/BOOTP information can be done on the City Network 

Owner Provisioning/DHCP Servers directly and sent via encrypted channel to our logging servers over 

a VPN tunnel which provides an additional degree of protection. See Figure 1. 
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Figure 1: Layer 3 Deployment Scenario for a Secure Logging System. 

In a Layer 2 scenario the ISP does the provisioning of the IP addresses, and is connected to the end-

customers via VLANs. In this case the City Network Owner does not have the DHCP lease information 

so instead the information must be collected from the Aggregation Switches on which the ISPs are 

connected. On these switches a port is dedicated to filter and mirror-out the DHCP/BOOTP traffic on 

a dedicated VLAN towards a “Poller” Server which we install at the customer premises. This server 

was tasked with formatting the data into SYSLOG protocol-compatible information which could then 

be sent via encrypted channel to our logging servers in a way identical to the Layer 3 setup above. 

We logged the data locally via a local polling-server in order to lighten the load on the central logging 

server. This log was sent over encrypted channel (IPSEC-VPN with rules to block unencrypted traffic) 

to remote log server.  This can be seen in Figure 2. 
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Figure 2: Layer 2 Deployment Scenario for a Secure Logging System. 

 

The logs were accessible via secure channels which include a secure terminal used by specified, 

trained personnel in a dedicated room. All logs were encrypted and the log files are rotated. After 

the stated minimum period of six months, the log files were destroyed. In case of police request, the 

logs could be kept for a period of up to two years before incurring penalties. 

We placed our logging servers in a secure co-location which included AAA, physical and electronic 

security, complete operational redundancy (power, networking, hardware) and security-trained 

personnel. 

The solution itself was verified by an experienced third-party Information Security company 

specializing in Penetration Testing. We have not chosen a company but Sentor and OmegaPoint are 

possible candidates which we were discussing this with at that time. We will also perform our 

internal penetration testing and analysis of the solution and compare it with the professional report 

to see the similarities and differences between our approaches. 

While possible, automation of request processing is highly inadvisable since this requires the 

development of a secure framework to authenticate against courts and the police. Increasing the 

links or the complexity of the chain of custody of the data weakens its security and provides flaws to 

attackers. 
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ADR Stage 3 – Reflections & Learning 

Reflections on Design and redesign 

Our initial design plan (detailed in the Infrastructure section) was based on the setups we 

encountered at our customer networks. The idea was to avoid making any changes to the customer 

core network, and to rely on transmitting logs directly from the customer provisioning server. A team 

of employees was chosen to install and configure the Log server and firewall on our side, as well as 

communicate the necessary adjustments to the customers so a secure connection can be 

established. 

While the initial design ideas were valid, we did run into both technical and non-technical problems: 

some customer networks required the installation of additional hardware such as firewalls and 

intermediate log servers to collate and forward the customer logs, mostly due to variations in the 

customer network and firewall configuration. Some customers were not willing to forward the log 

data via their main firewall for example, so we had to install a new firewall on a free DMZ IP on their 

side. 

Non-technical challenges faced in the project included allocating budget for external testing. The 

initial plan was to provide security certification of the system by a trusted third party; however this 

was not possible due to project delays which lead to increased costs of installation and configuration 

so this part was delayed to a further date. Additionally, there were some additional challenges at our 

side where employees assigned to the project left the company without making a proper handover 

process for their project tasks, or without properly documenting their work progress in the project. 

Furthermore when other employees are assigned as a replacement they did not have enough 

training and preparation, again due to lack of documentation. 

Other examples include lack of resources at the customer side mostly due to the project window 

being in December-January months, which mean employees are usually on vacation. Contacting 

hardware and software vendors whose products we chose for our projects was also a factor that 

caused delays in implementation and repairs. 

We can summarize our reflections as follows: 

 

 Adherence to principles: our principles coming in to the project were to provide a 

secure, simple, and cost-effective method to retrieve and store customer log data, to 

keep any changes in the network structure to a minimum, and to provide a robust DR/BC 

plan for the servers. We were successful in achieving all our principles either fully or 

partially. 

 Design and Structure: The system design remained simple and cost-effective to the 

customer, finding a balance for security and accessibility posed a challenge: we were not 
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able to provide external security auditing of the system pre-release, and employee 

changes meant that access to the log system must be kept up to date at all times. 

 Stability and Reliability: Changes to the customer network were kept to a minimum, 

with the only changes being the installation of a separate firewall for the Log server 

traffic at one customer site, and the installation of a standalone syslog server to forward 

traffic from customer network due to the way we connect to that network to ours; layer2 

VLANS over a secure direct connection. Additionally, we provided a Disaster 

Recovery/Business Continuity plan for the system in the form of redundant firewalls and 

log servers on our side, with the firewalls additionally running in load-balancing mode. 

  

ADR Stage 4 – Formalization of Learning 

After the artefact was built and implemented in a live environment, and taking into consideration the 

reflections noted throughout the project’s timeline, we discovered a set of principles that can be 

applied in the future on a wide class of projects that intersect with ours. This list can be seen below. 

No. Design Principle Description 

DP01 Minimal Changes to the Customer setup Researchers and developers have to 

avoid making major changes to existing 

customer setup (Network and 

Infrastructure) as this is a live 

production environment which has the 

potential to affect thousands of people 

DP02 All changes to customer setup must be reviewed, 

approved, and documented 

Should any changes be required, they 

have to be reviewed by the project 

management, approved by them and 

the customer affected, and 

documented carefully in case a rollback 

is required. 

DP03 All tasks must be attached to roles, not persons Any tasks in the project, even non-

critical ones, must be connected to a 

position not a person, to protect 

against employee turnover and skill-

migration. Furthermore this will help in 

defining the chain of responsibility. 

DP04 Well-defined and delimited project scope The project must have a clearly-

defined, and limited scope, to prevent 

overspreading the development and 

research efforts over a wide area of 

subjects some of which may be trivial 
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to the project 

DP05 The project design must be treated as a living 

document 

Since this is an IT artefact it is placed in 

a rapidly changing environment, hence 

the need for constant review and 

adjustments. 

DP06 Similar projects should be studied, not copied Similar projects in the same field should 

be closely studied to have a better 

picture of strengths and weaknesses 

and how to improve on them. However 

the project design and structure must 

be kept unique in order to have an 

attracting differentiator for customers. 

DP07 All project stakeholders take part in project 

design and structure 

All stakeholders should participate in 

the design of the project. This allows 

for the selection of ideas from a varied 

group of professionals working in the 

same field. Additionally, this will give all 

stakeholders a complete picture of the 

project, its benefits, and its limitations. 

DP08 All project stakeholders take part in risk 

identification and evaluation 

All stakeholders should participate in 

the risk identifications and analysis 

process, the logic here is similar to 

DP07 

DP09 All required resources must be identified and 

collected as early as possible 

The success of the project depends on 

the success of the artefact to be built; 

therefore all required resources must 

be collected as early as possible. 

Personnel must be cleared and allotted 

the required time in their daily 

schedules. Management should plan 

ahead for employee roster changes, 

including those at the customer. 

DP10 Constant communication with customers A clear communication channel must 

be kept open with the customer at a 

high level at all times. This means that 

the project Champion must have 

constant communication and feedback 

regarding the project to and from a 

dedicated Point of Contact at the 

customer.  
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DP11 Backup should be implemented as early as 

possible and at every stage 

The logic here is similar to DP09. The 

project depends wholly on the success 

of the artefact. Having a backup 

solution at every step in development 

allows for quick rollback with minimal 

effect to the customer. This also 

includes all measures for Redundancy 

used for the project. 

DP12 Security and Integrity first! Since this project is deployed in a live 

environment, the focus should be first 

and foremost on security and integrity, 

rather than accessibility and ease of use 

for example. 

DP13 Always test, then test again All projects in a live environment must 

be thoroughly tested before allowing it 

to connect to the live production 

environment. Testing must be 

performed at each step of development 

as part of the development lifecycle, 

not as an afterthought/added measure. 
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5. Discussion 

In this chapter we discuss of the outcomes of the implementation of logging system following data 

retention directive. We linked the Design propositions to academic theories and comments on the 

utility of ADR as a research methodology for our project.  

During our project we realized that this system cannot be implemented as it is in different countries. 

It must be customized due to the different interpretations of the Directive and adaptation to national 

laws.  

Also the system must be customized to meet the clients’ needs. Every client has different 

infrastructure and environment. For example in case of proprietary provisioning system of partially 

DHCP event logging the system will not work properly. Few projects are implemented so far so there 

is not much bibliography in this area.  

Another issue of this project was the need of numerous participants due to its size. Project 

managers, IT and data protection personnel, and even legal department employees should 

participate in order to have a valuable result. Due to the size of the project maybe what is needed is 

a joint venture or group of companies to implement and support it, however this was not considered 

as the project in itself was a commercial offering to the Swedish market. 

 

5.1 Ramifications of logging user data 

While the intentions of the European Data Retention Directive were good, it can be argued that in 

reality it did not have the intended effect. The directive was designed to provide a better view and 

control of suspected illegal activities and serious crimes perpetrated either on or via the internet, and 

aid law-enforcement agencies in stopping them (EU Commission, 2006).  

However, since it was a directive and not a law it specified only what the end results should be, and 

left a degree of freedom to EU member states on how to achieve those results. As a consequence the 

application of the directive can be seen to vary from country to country, with some countries such as 

Denmark implementing features that were left out of the original directive (Justitsministeriet, 2006), 

while other countries such as Sweden resisted the directive for many years. (Olsson & Olsson, 2009). 

According to legal advisors the European Data Retention seems to be controversial on transposing 

the Directive to national laws. (Meyer, 2013) 
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It should be noted that the Swedish implementation of the directive leaves many questions 

unanswered, and also presents many opportunities for criminals and even regular citizens wishing for 

privacy, to circumvent the directive. For example: 

 The Swedish implementation does not present an acceptable framework for 

identification when requesting the retrieval of network data 

 The Swedish implementation does not present a clear limit to what methods can be used 

for data retrieval from the Log server. I.e. attended versus unattended access to the log 

data. 

 The implementation does not take in mind the possibility of illegal access to others’ 

networks. E.g. hijacked computers (botnets) and unauthorized access to networks. This 

will implicate innocent network users in the illegal activities of others and there is no 

visible differentiator between authorized and unauthorized users in this case. 

As a result of the inherent problems in logging people’s private data, the European Data Retention 

Directive, on the 8th of April 2014 the European Commission finally declared invalid and essentially 

incompatible with the European Union’s Citizen bill of rights (Court of Justice of the European Union, 

2014) 

 

5.2 Reflections on the current state of the art and our contribution 

Touching upon the existing solutions to this problem, which we had discovered through the literature 

review process, we discovered some interesting intersects and deviations from previous 

contributions to the field. 

Of course, the points of intersection with existing research are many as well, mostly focused on the 

technical solution as the underlying protocols (TCP/IP, SYSLOG, DHCP, BOOTP) are well-established 

and have become industry-standards in their applied areas. For example syslog is a widely used 

protocol for sending messages over TCP especially in infrastructures with Linux distributions. In 

enterprise infrastructures Linux is a popular O/S as many implementations like firewalls, servers and 

web gateways are based on this system. However, all the solutions which we came across had this in 

common: they were designed and built from scratch either as research hypotheses or as new 

systems that did not take into consideration customer requirements and legacy system backwards-

compatibility. One of the papers of our literature (Hui & Bai, 2013) is a perfect example of this 

approach: although both theirs’ and our solution eventual converge in the technical level, it is 

evident to the reader that, as researchers, their focus is first and foremost on the technical details. 
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This is an ideal solution for a university environment, but in a live environment used daily in 

production the point of focus shifts towards ensuring a continuous flow of operations with minimal 

cost to the client requesting this solution. We have built our solution around this point as an 

alternative to the purely academic option offered in the papers we reviewed. 

Building our system in a physical environment demanded a new skillset which we did not find in the 

existing literature: Namely the ability to design and implement the artifact using a scientific, 

measureable method, and the ability to assess and manage known and unknown risk factors that any 

physical project will undoubtedly come across.  

Despite the lack of literature on these subjects in IT/IS, we managed to find other references as well 

as use our own gained knowledge as a resource to draw upon. These non-IT aspects of the project 

(ADR theory, risk-assessment and management) were based on either academic literature (backed by 

practical use-cases, of course) in the case of ADR, as shown in (Sein et al., 2011); Or, on both 

academic sources and gained practical experience in the case of the risk-assessment and 

management model we adopted from (Klinke & Renn, 2002) to suit our purposes.  

It was interesting to note the ease with which these models can  

a) Be adapted to fit our thesis and artifact 

b) Be applied to real-life scenarios and achieve positive, measureable results. 

We did however have some minor reservations on the use of these methods in an IT-oriented 

environment, which we will touch upon in the next section. In summary, we have prepared a table 

that displays the points of similarity/dissonance that we have added to this subject 

  



74 
 

 

Existing Literature Our contribution 

Builds an artifact for centralized monitoring of 

device logs 

Builds an artifact for centralized monitoring of 

device logs 

Research artifacts designed based on new 

technology and concepts 

Artifact is built on a basis of tested, off-the-shelf 

components due to customer requirements. 

Does not have any customer or legal 

requirements 

Customer and legal requirements are the main 

driving motive behind the design. 

More freedom in the design and implementation 

choices 

Limited freedom in design and implementation 

choices due to the above. 

Very strong focus on theoretical aspect Strong focus on practical aspects which are 

grounded in scientific theory 

Does not consider a measureable method such 

as ADR 

Considers and uses ADR as a method which 

offers measureable results 

Does not consider integration with pre-existing 

solutions / customer artifacts 

Built with backwards compatibility in mind, 

offering maximum integration with pre-existing 

technology and customer artifacts. 

Table: Similarities and Differences from existing literature. 

 

5.3 ADR in our project 

After implementing our design as an artifact and undergoing the first ADR cycle of 

Alpha and Beta testing, we discovered some shortcomings in both the technical design itself, and the 

ADR team doing the implementation. We were able to work around these issues but it affected out 

project schedule and added to delays and costs for both us and the customer. What was not covered 

in the ADR method, and what we should have added, is a clear structure on how to manage the 

whole project, not only building the IS-artifact itself. That is to say that ADR is a great method to 

building artifacts in a scientific way and to combine theoretical knowledge with expected 

practicalities, however it did not cover the non-technical management and administration needed for 
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real-life projects. This can be easily mitigated if the management responsible for the project is also 

trained in the ADR-method, and can be considered part of the ADR-team.  

 

5.4 Limitations and future research 

The current study is limited and designed to comply with Swedish law. Unfortunately there were not 

many papers related to data retention and only those written in English language were used. 

Moreover, while the research was running a decision of the European Court of Justice doubted the 

compatibility of the Directive with the Charter of Fundamental Rights. This shows that new 

regulations, directives or decisions may appear in the near future regarding data retention in Europe. 

This led to an almost immediate halt in the project over a period of several months until interestingly 

enough, the Swedish Post and Telecom Authority (which is a public administrative authority under 

the Swedish Ministry of Enterprise) decided to restart the data retention process in Sweden in 

accordance with national laws (Trafikdatalagring, 2014), something which was permitted by the 

European Court of Justice when they decided against the adoption of a continent-wide directive to 

log data traffic. 

Also our system was designed and implemented by the working staff of the company to be deployed 

in the local market of Sweden. Maybe specialized staff like data protection professionals (e.g. lawyers 

or specialized IT officers) of different countries can contribute to the adoption of our system to 

different countries or organizations.  

As for future research there is a lot to talk about. This ADR Research project can continue through 

another cycle of BIE to move closer to production. It can be adapted to different cases like ISP’s or 

telecommunication companies. Also the authentication framework may differ depending on the 

customer or the related authority (e.g. police).  

The reporting system can be changed in order to give more customized reports and results. This can 

be worked out by User Experience research and professionals. Another important issue which must 

be faced is that of known or unknown threats like hackers, inside personnel, government or bugs like 

Heartbleed. This must be done from the design and the beginning of the project. It is mandatory to 

have a team of project managers, IT security personnel and architects who can cooperate and design 

a system tailored to the client’s needs. 
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ABBREVIATIONS 

Abbreviation Meaning 

AAA Authentication Authorization Accounting 

ACL Access control List 

ADR Action Design Research 

BIE Building Intervention Evaluation 

CCI Centre for Copyright Information 

CRM Customer relationship management 

DHCP Dynamic Host Configuration Protocol 

DR/BC Disaster recover / Business continuity 

DRS Data Retention System 

HADOPI Haute Autorité pour la Diffusion des œuvres et la Protection des droits d'auteur sur 

Internet 

IMEI International Mobile Station Equipment Identity 

IMM Integrated Management Module 

IMSI International mobile Subscriber Identity 

ISP Internet Service Provider 

IT/IS Information Technology/Information Security 

MPAA Motion Picture Association of America 

NOC Network Operations center 

NSA National Security Agency 
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RFC Request for Comments 

RIAA Recording Industry Association of America 

TMSI Temporary Mobile Subscriber Identity 

VLAN Virtual local area network 

VPN Virtual private network 
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Appendix A 
 

Table 1 

# Reference Title Area of interest 

01  Centrum für Europäische Politik. (2011). Report COM 

(2011) 225 of 18 April 2011: Evaluation report on the 

Data Retention Directive (Directive 2006/24/EC). 

Freiburg: Centrum für Europäische Politik. 

Legal and technical evaluation 

of the European Data 

Retention Law 

02  Cole, R., Purao, S., Rossi, M., & Sein, M. K. (2005). Being 

Proactive: Where Action Research meets Design 

Research. ICIS 2005 PROCEEDINGS. Las Vegas: 

International Conference on Information Systems. 

Action Design Research 

(chosen research method) 

03  Droms, R. (1997, March). RFC 2131 - Dynamic Host 

Configuration Protocol. RFC 2131 - Dynamic Host 

Configuration Protocol. IETF - Network Working Group. 

Request for Comments, 

technology standard for 

Internet traffic 

04  Electronic Frontier Foundation. (2013). EFF - Defending 

your rights in the digital world. Retrieved from 

Electronic Frontier Foundation: 

https://www.eff.org/issues/ 

Legal and technical evaluation 

of the European Data 

Retention Law 

05  EU Commission. (1995). Directive 95/46/EC of the 

European Parliament and of the Council of 24 October 

1995 on the protection of individuals with regard to the 

processing of personal data and on the free movement 

of such data. Official Journal of European Union. 

First directive regarding data 

retention in the EU. 

06  EU Commission. (2002). Directive 2002/58/EC of the 

European Parliament and of the Council of 12 July 2002 

concerning the processing of personal data and the 

protection of privacy in the electronic communications 

sector (Directive on privacy and electronic 

Second directive regarding 

data retention in the EU. 

Supercedes Directive 95/46/EC 
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communications). Official Journal of European Union. 

07  EU Commission. (2006). Directive 2006/24/EC of the 

European Parliament and of the Council of 15 March 

2006. Official Journal of the European Union. 

Third and current directive 

regarding data retention in the 

EU. 

08  Gerhards, R. (2009, March). RFC 5424 - The Syslog 

Protocol. RFC 5424 - The Syslog Protocol. 

Grossrinderfeld, Germany: IETF - Network Working 

Group. 

Request for Comments, 

technology standard for 

logging internet traffic 

09  Gerhards, R., & Lonvick, C. (2012, April). RFC 6587 - 

Transmission of Syslog Messages over TCP. RFC 6587 - 

Transmission of Syslog Messages over TCP. Internet 

Engineering Task Force (IETF). 

Request for Comments, 

technology standard for 

logging internet traffic 

10  Hesselberth, J. (2008). Enabling analysis. SYNYGY 

magazine, 19. 

 

11  Hui, H., & Bai, L. (2013). Research and Development of 

Centralized Log Management System Based on Syslog 

Protocol. In S. Zhong, Proceedings of the 2012 

International Conference on Cybernetics and 

Informatics (pp. 1949-1956). Chongqing: Springer New 

York. 

Reference paper regarding 

similar design idea 

12  Klinke, A., & Renn, O. (2002). A New Approach to Risk 

Evaluation and Management: Risk-Based, Precaution-

Based, and Discourse-Based Strategies. Risk Analysis, 

Vol. 22, No. 6, 1071 - 1094. 

Reference on Risk-based 

management 

13  Meredith, G. (2007). Educational Research: An 

Introduction. In Action Research (p. Ch.18). 

Reference explaining Action 

Research  

14  New, D., & Rose, M. T. (2001, November). RFC 3195 - 

Reliable Delivery for syslog. RFC 3195 - Reliable Delivery 

for syslog. IETF - Network Working Group. 

Request for Comments, 

technology standard for 

logging internet traffic 
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15  Okoli, C. &. (2010). A guide to conducting a systematic 

literature review of Information Systems Research. 

Reference for literature 

reviewing 

16  Reason, P. &. (2001). Handbook of Action Research: 

Participative Inquiry and Practice. 

Reference explaining Action 

Research  

17  Reinfeldt, F. (den 3 december 2010). Lagring av 

trafikuppgifter för brottsbekämpande ändamål - 

genomförande av direktiv 2006/24/EG. Regeringens 

proposition 2010/11:46. Stockholm, Stockholm, 

Stockholm. 

Swedish Law regarding data 

retention 

18  Sein, M., Hendfirdsson, O., Purao, S., Rossi, M., & 

Lindgren, R. (2011). Action Design Research. MIS 

Quarterly Vol.35. 

Reference explaining Action 

Design Research  

19  Swanson, M., & Guttman, B. (1996). Generally Accepted 

Principles and Practices for Securing Information 

Technology Systems. Gaithersburg: National Institute of 

Standards and Technology, Technology Administration, 

U.S. Department of Commerce. 

Industry Best Practices guide 

for IS/IT 

20  Säkerhetspolisen. (den 22 12 2011). Säkerhetsklass. 

Hämtat från Säkerhetspolisen:  

Definition of Security-

Classification in Sweden 

21  The Commission to the Council and the European 

Parliament. (2011). Evaluation report on the Data 

Retention Directive (Directive 2006/24/EC). Brussels: 

European Commission. 

Evaluation of the current 

version of the EU Data 

Retention Directive 

22  Advocate General’s Opinion in Joined Cases C-293/12 

Digital Rights Ireland and C-594/12Seitlinger and 

Others, Court of Justice of the European Union PRESS 

RELEASE No 157/13, www.curia.europa.eu, 

Luxembourg, 12 December 2013 

Opinion of the Advocate 

General of the EU regarding 

the EU Data Retention 

Directive. 
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23  Forte et al., (2005) SecSyslog: an Approach to Secure 

Logging Based on Covert Channels.  

An examination of secure 

alternatives to syslog, also 

proposes an approach based 

on covert channels. 

(unconventional transmission 

methods) 

24  Feiler, L. (2008). The Data Retention Directive: 

European and International Technology Law Seminar: 

Seminar paper focusing on the 

legality of the EU Data 

Retention Directive, in relation 

to citizens’ rights to privacy. 

25  Roberts, H. and Palfrey, J (2010).The EU Data Retention 

Directive in an Era of Internet Surveillance, book 

chapter 3, Access Controlled: The shaping of power, 

rights, and rule in cyberspace. 

Book chapter describing the 

different types of Internet 

Surveillance tools which can 

be used to implement the Data 

Retention Directive 

26  Papagiannakopoulou et al., (2013). A privacy-aware 

access control model for distributed network 

monitoring, Computers and Electrical Engineering 39. 

Description of a new Access 

Control method for distributed 

network monitoring systems. 

27  Stathopoulos et al. (2006). A Framework for Secure and 

Verifiable Logging in Public Communication Networks 

Paper focused on secure 

logging for public network 

providers. Solution & 

proposals for networks threats 

are also provided. 

28  NIST (2006). Guide to Computer Security Log 

Management 

Official guide from NIST for log 

management, infrastructure & 

planning. 
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Table 2 

# Reference Title Reason for selection / elimination 

01  Evaluation report on the Data Retention 

Directive. 

Selected. The reason is that it gives 

detailed background information and 

analysis of the Data Retention Directive 

in Europe from an opposing, legal 

perspective. 

02  Being Proactive: Where Action Research 

meets Design Research. 

Selected.  Provides information on our 

chosen research method.  Co-Written by 

our thesis supervisor so will provide 

excellent insight on how AD/AR/ADR 

work. 

03  RFC 2131 - Dynamic Host Configuration 

Protocol. 

Selected. RFC explaining how DHCP 

works. This is the basis of our logging 

strategy. 

04  EFF - Defending your rights in the digital 

world. 

Not Selected. Not enough details to 

merit selection over other sources. 

However, choosing opposing opinions 

helps greatly to define existing pitfalls 

and help in avoiding future ones. 

05  EU Commission Directive 95/46/EC. Not Selected. First directive regarding 

data retention in the EU. This is 

superseded by the latest EU Directive 

(reference 08) so it is outside of our 

review scope. 

06  EU Commission Directive 2002/58/EC. Not Selected. Second directive 

regarding data retention in the EU. 

Superseded by the latest EU Directive 

thus it is outside of our scope to review. 

07  EU Commission Directive 2006/24/EC. Selected. Third and current directive 



88 
 

regarding data retention in the EU. 

Outlines what is permissible to log from 

a legal perspective. Vital to our project 

since it will include a real-life artifact. 

08  RFC 5424 - The Syslog Protocol. Selected. Defines the design of syslog 

protocol which will be chosen for our 

project. 

09  RFC 6587 - Transmission of Syslog Messages 

over TCP. 

Selected. Defines the implementation of 

syslog in TCP instead of UDP for better 

reliability. 

10  Hesselberth, J. (2008). Enabling analysis. 

SYNYGY magazine, 19. 

Not Selected. Does not provide deep 

insight into risk management.  

11  Research and Development of Centralized Log 

Management System Based on Syslog 

Protocol. 

Selected. Recent reference paper 

proposing a similar design idea. Will be 

interesting to review and find the 

strengths, weaknesses, and deviations 

between our two projects. 

12  A New Approach to Risk Evaluation and 

Management 

Selected. Reference on Risk-based 

management which provides insight on 

how risk-management of real-life 

projects can be done while avoiding 

complications. 

13  Meredith, G. (2007). Educational Research: 

An Introduction. In Action Research (p. 

Ch.18). 

Not Selected. Does not provide better 

insight than similar references which we 

have already acquired. 

14  RFC 3195 - Reliable Delivery for syslog. Selected. Details the weaknesses of the 

standard implementation of syslog 

protocol, and how to achieve reliable 

delivery of the syslog payload. 

15  A guide to conducting a systematic literature Selected. Reference for literature 
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review of Information Systems Research. reviewing. Helped immensely into 

detailing this step. 

16  Handbook of Action Research: Participative 

Inquiry and Practice. 

Not Selected. Reference explaining 

Action Research  

17  Lagring av trafikuppgifter för 

brottsbekämpande ändamål 

Selected. Swedish Law regarding data 

retention. Should be reviewed to 

discover the boundaries of the Data 

Retention Law in Sweden. 

18  Action Design Research. MIS Quarterly Vol.35. Selected. This will be our core reference 

to define our chosen method (Action 

Design Research)  

19  Generally Accepted Principles and Practices 

for Securing Information Technology Systems. 

Selected. Will provide us with Industry 

Best Practices guide for implementing 

IS/IT artifacts. 

20  Säkerhetsklass. Hämtat från Säkerhetspolisen:  Selected. Short article containing the 

definition of Security - Classing in 

Sweden. This will be needed for 

operators of the Data Retention System. 

21  Evaluation report on the Data Retention 

Directive (Directive 2006/24/EC). Brussels: 

European Commission. 

Selected. An Internal evaluation of the 

EU Data Retention Directive. 

Complements reference 01. Presents a 

legal overview of the Directive from 

both a pro- and anti- Directive 

perspectives. 

22  Advocate General’s Opinion in Joined Cases 

C-293/12 Digital Rights Ireland and C-

594/12Seitlinger and Others, Court of Justice 

of the European Union PRESS RELEASE No 

157/13, www.curia.europa.eu, Luxembourg, 

12 December 2013 

Not Selected. Opinion of the Advocate 

General of the EU regarding the EU Data 

Retention Directive. Provides similar 

points to references 01, 04, and 21. 

Might be useful in the future for 

referencing. 

http://www.curia.europa.eu/
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23  SecSyslog: an Approach to Secure Logging 

Based on Covert Channels.  

Not Selected. A very interesting 

implementation of remote data logging 

using unconventional methods. This is 

disregarded as it will not be easy to 

adapt existing customer solutions to fit 

this proposal. Might be interesting in 

the future to provide an alternative 

point of view. 

24  The Data Retention Directive: European and 

International Technology Law Seminar: 

Not Selected. Provides similar 

perspective to earlier references which 

are anti-Data Retention from a legal 

perspective. Redundant for our 

research. 

25  The EU Data Retention Directive in an Era of 

Internet Surveillance, book chapter 3 

Not Selected. Same reason as ref. 24. 

We have already acquired multiple 

references with similar points of view. 

26  A privacy-aware access control model for 

distributed network monitoring, 

Not Selected. Provides an interesting 

perspective but it will not be easy to 

adapt existing customer solutions to it, 

therefore we will use the industry Best-

Practices defined in reference 19. 

27  Stathopoulos et al. (2006). A Framework for 

Secure and Verifiable Logging in Public 

Communication Networks 

Selected. Provides an event analysis for 

secure logging in public networks. It will 

be used for event and phase analysis 

and detection for threats of the system.     

28  NIST (2006). Guide to Computer Security Log 

Management 

Selected. Provides guidance and 

information in log management, 

infrastructure, planning and operational 

processes 
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Appendix B 
 

Table 5 a & b 
 

Row Meaning 

PHL Preliminary Hazard List, shows the number 

which represents the event in the tree 

PHA Preliminary Hazard Analysis, shows the 

number of the event 

Hazard Title of the event which may cause hazard 

Causes What is a probable cause of the hazard 

Effects What are the effects of the hazard on the 

organization 

Mode In which department may the hazard cause 

trouble 

IMRI Initial Mishap Risk Index 

Recommended actions Recommended actions to mitigate risk 

FMRI Final Mishap Risk Index 

Comments Comments or additional information 

Status Open / Closed hazard (Since we are in the 

preliminary phase all hazards are in Open 

status 

 
 

  



92 
 

 
  



93 
 

Appendix C



System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

1.1.1

.1 
1 

Client 

network 

malfuncti

on 

Hardware 

or software 

failures in 

the 

network 

equipment 

(switches, 

routers) on 

the 

customer 

side of the 

VPN tunnel 

due to 

natural or 

man-made 

causes. 

Log messages are not 

relayed correctly from 

the service 

provisioning 

equipment to our 

servers. Two options: 

Logging is not 

possible. Or Logging is 

possible but 

vulnerable to outside 

eavesdropping. 

IT,EC,AD 1C 

Redundancy (if 

possible) and up-

to-date Disaster 

recovery and 

Business 

continuity 

procedures at the 

customer. 

2C 

The nature of the 

issue means we 

cannot assume 

responsibility even if 

we wish to. We can 

provide support to 

customers to quickly 

correct or eliminate 

the problem. 

CLOSED 



1 
 

System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

1.1.1

.2 
2 

Client 

server 

malfuncti

on 

Hardware 

or software 

failures in 

the service 

provisionin

g 

equipment 

(DHCP, 

CRM) on 

the 

customer 

side of the 

VPN tunnel 

due to 

natural or 

man-made 

Log messages are not 

generated correctly 

from the service 

provisioning 

equipment. Two 

options: Logging is not 

possible. Or Logging is 

possible but 

vulnerable to outside 

eavesdropping. 

IT,EC,AD 1C 

Redundancy (if 

possible) and up-

to-date Disaster 

recovery and 

Business 

continuity 

procedures at the 

customer. 

2C 

The nature of the 

issue means we 

cannot assume 

responsibility even if 

we wish to. We can 

provide support to 

customers to quickly 

correct or eliminate 

the problem. 

CLOSED 



2 
 

System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

causes. 

1.1.1

.3 
3 

Client 

Firewall 

malfuncti

on 

Hardware 

or 

firmware 

failures in 

the in the 

firewall on 

the 

customer 

side of the 

VPN tunnel 

due to 

natural or 

man-made 

causes. 

Log messages are not 

relayed correctly from 

the service 

provisioning 

equipment to our 

servers. VPN Tunnel is 

shut down. Two 

options: Logging is not 

possible. Or Logging is 

possible but 

vulnerable to outside 

eavesdropping. 

IT,EC,AD 1C 

Redundancy (if 

possible) and up-

to-date Disaster 

recovery and 

Business 

continuity 

procedures at the 

customer. 

2C 

The nature of the 

issue means we 

cannot assume 

responsibility even if 

we wish to. We can 

provide support to 

customers to quickly 

correct or eliminate 

the problem. 

CLOSED 
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System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

1.2.1 4 

Logging 

Software 

failure 

Software 

failure on 

our side of 

the VPN 

tunnel due 

to natural 

or man-

made 

causes. 

Log messages are not 

received and logged 

correctly on our 

servers. Logging is not 

possible. 

IT,EC,AD 1C 

Redundancy (if 

possible) and up-

to-date Disaster 

recovery and 

Business 

continuity 

procedures at our 

organization 

3D 

We have provided a 

dual-redundancy 

setup with two 

independent log 

servers 

CLOSED 

1.2.2

.1 
5 

O/S – 

Known 

vulnerabil

ities 

No 

updates, 

organizatio

n policy 

may delay 

software 

updating, 

Partial or complete 

failure of the log 

server operating 

system. Two options: 

Logging is not 

possible. Or Logging is 

possible but 

IT 1C 

Frequent O/S & 

software 

updating 

4D 

We have an 

automated daily O/S & 

software update 

schedule for the log 

servers 

CLOSED 
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System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

lack of 

antivirus/fir

ewall/anti

malware 

infrastructu

re 

vulnerable to outside 

eavesdropping. 

1.2.2

.2 
6 

O/S – 

Unknown 

vulnerabil

ities 

Advances 

in 

technology 

can cause 

previously 

unknown 

vulnerabilit

ies to 

appear in 

older 

Partial or complete 

failure of the log 

server operating 

system. Two options: 

Logging is not 

possible. Or Logging is 

possible but 

vulnerable to outside 

eavesdropping. 

IT 1C 

Frequent O/S & 

software 

updating 

3D 

We have an 

automated daily O/S & 

software update 

schedule for the log 

servers 

CLOSED 



5 
 

System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

programs. 

1.3.1 7 
No 

backups 

Unsafe 

practice, no 

backup 

implement

ation 

exists. 

In case of hard disk 

failure or other data 

loss incident there is 

no way to retrieve 

data. It can harm 

organization 

reputation and 

financial status 

IT 1C 

Use of a backup 

system properly 

configured to 

save backups for 

a period of time 

as described in 

organization’s 

policy 

4C 

We have a backup 

solution in place with 

redundant local 

storage and tape 

backup. 

CLOSED 

1.3.2 8 

No 

encryptio

n 

Unsafe 

practice, no 

proper 

security 

awareness, 

no 

Hackers or 

experienced users 

who want to harm the 

organization can 

“learn” valuable 

information while 

IT, EC 1C 

Use of VPN or 

other encryption 

tools to establish 

communication in 

and out of the 

network 

3E 

All VPN tunnels to 

customers are 

encrypted. The log 

server disks are 

encrypted. Additional 

encryption can be 

CLOSED 
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System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

encryption 

tools are 

used  

unencrypted 

communication takes 

place.  

setup on the 

communication 

between the client 

equipment and our log 

servers. 

1.3.3 9 

No 

redundan

t power 

source 

Unsafe 

practice, 

lack of 

proper 

Disaster 

Recovery/B

usiness 

continuity 

planning at 

our 

organizatio

Complete failure of 

the log server 

hardware. Logging is 

not possible. 

IT,EC,AD 1C 

Purchase and 

install duplicate 

power supplies 

on redundant 

power sources 

4C 

Dual power supplies 

were purchased and 

configured as planned 

CLOSED 
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System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

n. 

1.3.4 10 

Internet 

service 

Disruptio

n 

Hardware 

or software 

failure in 

the 

networking 

equipment 

of the 

Internet 

Service 

Provider 

due to 

natural or 

man-made 

causes. 

Delayed 

VPN tunnel is shut 

down.  Messages are 

not received on the 

log servers. Complete 

failure of the log 

server solution. 

IT,EC,AD 1D 

Negotiate an 

acceptably-high 

Service Level 

Agreement 

contract with the 

service provider. 

4D 

We have a redundant 

internet connection in 

High-Availability mode 

to the Log servers. 

CLOSED 
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System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

payment of 

service 

fees. 

1.3.5 11 

Computer 

virus on 

data 

retrieval 

computer

s 

Uncontrolle

d surfing 

on internet 

sites, no 

antivirus or 

firewall, no 

regular 

updates, 

old 

software 

versions 

Computers might be 

unusable, delay of 

normal work 

operations, unable to 

communicate, 

possible loss of data 

EC, IT 1B 

Increased security 

policy, new 

versions of 

Operating 

systems including 

antivirus 

programs & 

firewall. Everyday 

updates & 

frequent patching 

on servers. 

4C 

Data Retrieval 

computer will be 

protected further by 

installing a hardened 

Linux O/S without the 

possibility of access to 

the internet. 

CLOSED 

2.1.1 12 Policy  Changes in Changes to the project AD,EC 3C Set clear policies 4C This is an ongoing CLOSED 
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System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

changes 

by 

managem

ent 

manageme

nt due to 

financial 

results or 

personal 

issues. 

policies including 

maintenance and 

administration costs. 

for the project 

which are not 

affected by single 

persons in the 

management 

team. 

management 

discussion 

2.2.1 13 

Clear 

chain of 

responsib

ility 

Rapid 

changes in 

the 

employee 

workforce 

due to 

policy 

changes or 

personal 

Increase in the 

complexity of 

maintaining and 

administering the log 

server solution 

AD,IT,EC

,HR 
3C 

Set clear 

definition of 

project roles and 

responsibilities 

that are not 

vulnerable to 

individual 

employee 

knowledge. 

4C 

This is an ongoing 

management 

discussion 

CLOSED 
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System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

issues 

2.2.2 14 

Redundan

t 

knowledg

e base by 

multiple 

employee

s 

Rapid 

changes in 

the 

employee 

workforce 

due to 

policy 

changes or 

personal 

issues 

Increase in the 

complexity of 

maintaining and 

administering the log 

server solution 

AD,IT,EC

,HR 
2C 

Provide equal 

training and skill 

procurement for 

all technical team 

members 

4D 

Training is being 

provided to 

employees 

CLOSED 

3.1 15 
Employee 

oversight 

Lack of 

security 

awareness 

in 

Partial or complete 

failure of the log 

server solution. Two 

options: Logging is not 

AD,IT,EC

,HR 
1C 

Provide security 

awareness 

training for all 

team members. 

4C 

Training is being 

provided to 

employees 

CLOSED 
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System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

employees possible. Or Logging is 

possible but 

vulnerable to outside 

eavesdropping. 

3.2 16 
Deliberat

e attacks 

Attacks to 

disable the 

solution or 

to illegally 

procure 

customer 

informatio

n. 

Partial or complete 

failure of the log 

server solution. Two 

options: Logging is not 

possible. Or Logging is 

possible but 

vulnerable to outside 

eavesdropping. 

IT 1A 

Continuous 

update policy, 

Provide security 

awareness 

training for all 

team members. 

4A 

Updates are 

performed daily. 

Training is being 

provided to 

employees 

CLOSED 

4.1 17 

National 

procedur

es 

Changes in 

national 

laws to 

Partial or complete 

shutdown of the log 

server solution. 

AD,IT 1C 

Our organization 

has to abide by 

national laws at 

2C 

Management has 

planned alternative 

options to customers 

CLOSED 
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System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

comply 

with new 

European 

Union 

requiremen

ts 

all times. Provide 

alternative and 

“exit” options for 

customers that 

comply with the 

law. 

to provide network 

equipment health 

monitoring, instead of 

traffic monitoring 

4.2 18 

EU 

procedur

es 

Changes to 

European 

Union laws 

regarding 

citizen 

privacy 

Can cause changes in 

national procedures. 
AD 3C 

Comply with 

national laws that 

follow the EU 

Directives and 

procedures. 

Provide 

alternative and 

“exit” options for 

customers. 

3C 

Follow up on EU 

directive updates. This 

is a continuous issue 

CLOSED 
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System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

5.1 19 
Power 

outage 

Internal 

factors like 

short 

circuits, 

external 

factors like 

public 

service 

power cut 

or weather 

causes like 

tornados & 

storms. 

Computers & 

machinery stop 

working. Production & 

heating/cooling 

devices fail to operate. 

EC, IT 1C 

Use of UPS for 

computers & 

servers. Have a 

small machine of 

power serving at 

least the crucial 

components of 

the organization 

3D 

Redundant power 

supplies installed, 

console server 

installed 

CLOSED 

5.2 20 Flooding 

Unsafe 

practice, no 

water 

In case of a water 

leakage, equipment 

can be destroyed. 

IT 1B 

Place every 

hardware device 

in racks. Have a 

1E Very low probability of 

occurrence in an 

CLOSED 
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System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

protection 

in 

computer/s

erver room 

Work can be delayed 

or information be lost 

if hard disks are 

harmed. 

water resistant 

computer room 

isolated server room. 

5.3 21 
Earthquak

e 

Natural 

disasters 

are hard to 

be 

predicted. 

In such 

case 

certain 

geographic 

areas are 

more 

probable to 

Hardware can be 

destroyed partly or 

totally. In certain cases 

human casualties may 

occur 

IT, HR, 

AD, EC 
1E 

Proper training of 

employees for 

such incidents. 

Existence of 

backups in cloud, 

Business 

Continuity Plan & 

Disaster Recovery 

Plan may 

minimize risk 

4E 

Very low probability of 

occurrence in an 

isolated server room 

in Sweden 

CLOSED 
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System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

occur  

5.4 22 Fire 

Fire can 

occur in 

surroundin

gs because 

of the 

inflammabl

e products 

Fire can be 

catastrophic for the 

whole organization, 

machinery, medicines 

and every information 

asset can be destroyed 

EC, HR, 

IT, AD 

 

1A 

Better patrolling 

24/7 outside and 

inside of the 

organization. 

Have fire sensors 

inside the 

computer/server 

room and in 

organization 

premises  

3C 

Server room is 

equipped with fire-

suppression system 

which is not harmful 

to electronics. 

CLOSED 

5.5 23 War 

Wars are 

rare and 

hard to 

predict. 

A war can be 

catastrophic not only 

for an organization but 

for a whole country. It 

EC, HR, 

IT, AD 
1A 

In such case 

existence of 

backups in cloud, 

BCP & DRP may 

1A 

Very difficult to 

predict and plan for. 

Project may not be 

relevant in the 

CLOSED 



16 
 

System:  Data retention system 

Subsystem / Function: 

Preliminary Hazard Analysis 

Analysts: Abdullah Khalid & Antonis Glykas  

Date: 02/05/2014 

PHL PHA Hazard Causes Effects Mode IMRI 
Recommended 

action 
FMRI Comments Status 

Although 

political & 

other 

incidents 

may cause 

a war 

can harm people and 

organization assets as 

well 

minimize risk but 

nothing can be 

pre-determined. 

duration of this event. 



 

Table 6: Comparing traditional risk analysis results with the recommended precaution 

PHL PHA Hazard FMRI Risk Class Comments Precaution 

1.1.1.1 1 Client network malfunction  

SoD The nature of the issue means we 

cannot assume responsibility even 

if we wish to. We can provide 

support to customers to quickly 

correct or eliminate the problem. 

Reduce disaster potential 

1.1.1.2 2 Client server malfunction  

SoD The nature of the issue means we 

cannot assume responsibility even 

if we wish to. We can provide 

support to customers to quickly 

correct or eliminate the problem. 

Reduce disaster potential 

1.1.1.3 3 Client Firewall malfunction  

SoD The nature of the issue means we 

cannot assume responsibility even 

if we wish to. We can provide 

support to customers to quickly 

correct or eliminate the problem. 

Reduce disaster potential 

1.2.1 4 Logging Software failure  SoD We have provided a dual- Reduce disaster potential 
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redundancy setup with two 

independent log servers 

1.2.2.1 5 O/S – Known vulnerabilities  

SoD We have an automated daily O/S & 

software update schedule for the 

log servers 

Reduce disaster potential 

1.2.2.2 6 O/S – Unknown vulnerabilities  

P We have an automated daily O/S & 

software update schedule for the 

log servers 

Improve on existing 

precautions and provide 

alternatives 

1.3.1 7 No backups  

SoD We have a backup solution in place 

with redundant local storage and 

tape backup. 

Reduce disaster potential 

1.3.2 8 No encryption  

SoD All VPN tunnels to customers are 

encrypted. The log server disks are 

encrypted. Additional encryption 

can be setup on the 

communication between the client 

equipment and our log servers. 

Reduce disaster potential 

1.3.3 9 No redundant power source  SoD Dual power supplies were 

purchased and configured as 

Reduce disaster potential 
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planned 

1.3.4 10 Internet service Disruption  

SoD We have a redundant internet 

connection in High-Availability 

mode to the Log servers. 

Reduce disaster potential 

1.3.5 11 
Computer virus on data 

retrieval computers 
 

SoD Data Retrieval computer will be 

protected further by installing a 

hardened Linux O/S without the 

possibility of access to the internet. 

Reduce disaster potential 

2.1.1 12 
Policy changes by 

management 
 

Ca This is an ongoing management 

discussion 

Strengthen responsibility 

2.2.1 13 Clear chain of responsibility  

P 
This is an ongoing management 

discussion 

Improve on existing 

precautions and provide 

alternatives 

2.2.2 14 
Redundant knowledge base by 

multiple employees 
 

Ca Training is being provided to 

employees 

Strengthen responsibility 

3.1 15 Employee oversight  
Ca Training is being provided to 

employees 

Strengthen responsibility 

3.2 16 Deliberate attacks  Ca Updates are performed daily. Strengthen responsibility 
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Training is being provided to 

employees 

4.1 17 National procedures  

P Management has planned 

alternative options to customers to 

provide network equipment health 

monitoring, instead of traffic 

monitoring 

Improve on existing 

precautions and provide 

alternatives 

4.2 18 EU procedures  

P 
Follow up on EU directive updates. 

This is a continuous issue 

Improve on existing 

precautions and provide 

alternatives 

5.1 19 Power outage  
C Redundant power supplies 

installed, console server installed 

Ascertain probability 

5.2 20 Flooding  
C Very low probability of occurrence 

in an isolated server room. 

Ascertain probability 

5.3 21 Earthquake  

C Very low probability of occurrence 

in an isolated server room in 

Sweden 

Ascertain probability 

5.4 22 Fire  C Server room is equipped with fire-

suppression system which is not 

Ascertain probability 
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harmful to electronics. 

5.5 23 War  

C Very difficult to predict and plan 

for. Project may not be relevant in 

the duration of this event. 

Ascertain probability 



 


