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Abstract

Most modern road vehicles today utilise the CAN bus for internal communication between
sensors, instruments and control units. It is a bus that is cheap, reliable, durable against
electrical disturbances and well suited for the vehicle industry. While the acceptance of the
CAN bus has grown over the years, so has the need to standardise services possible to
perform using this network. A document called ISO 14229-1 has been put together that will
cover these issues, and can hopefully be accepted as a world standard of services in a near
future.

ISO 14229-1 covers everything from testing the exhaust levels of the fumes, to reading
sensor values or downloading new software. The set of services that can be performed is
referred to as Diagnostics. If an error occurs, for instance a sensor reports erroneous values,
this is logged as a Diagnostic Trouble Code in the control unit. It is now possible when
fixing the vehicle to extract and interpret the trouble code, which yields the problem, and by
this replace the faulty sensor.

When accessing the CAN bus a cable has to be connected to the vehicle. The cable limits
freedom of movement, which can cause a lot of annoyance. An example would be when a
mechanic performs tests with his scan tool. Say that he wants to check that all the lights on a
truck are operable. He or she needs a really long cable to reach around the trailer. A wireless
link would be a far better alternative. The Bluetooth technology could be used as link
between the tool and the vehicles CAN bus. This thesis investigates and implements a
solution on how to perform diagnostic services using Bluetooth as a gateway between the
diagnostic terminal and the CAN bus of a road vehicle. The implementation covers a set of
services according to ISO 14229-1, including the download function.
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Terms and Abbreviations

ACL Asynchronous Connection-Less. A data link where the baudrate
of the connection does not have to be the same in both
directions.

API Application Programming Interface. An interface for
applications, operating systems, or hardware to access
functionality.

BdAddr Bluetooth Device Address. The address of a Bluetooth module,
used for all communication with that device. It is six bytes long
and is globally unique.

CAN Controller Area Network. Serial communication with emphasis
on reliable transmission. Used in vehicles.

CANH CAN High. One of the two wires used to send data on the CAN
bus

CANL CAN Low. The second of the two wires used to send data on
the CAN bus

Client The side of the application where the user is at.

Credits Used for flow control. If the user has one credit, he or she is
allowed to send one full L2CAPdata packet to the other side.

DTC Diagnostic Trouble Code. An error code logged by a control
unit in the vehicle. Indicates what is wrong.

ECU Electronical Control Unit. A node in the network of the vehicle.

GAP Generic Access Profile [8]. Specification of how general access
to the Bluetooth stack should be made.

HCI Host Controller Interface. The interface between the hardware
and the software.

ISO 14229-1 A general set of diagnostic services.

ISO 15765-2 Standard that specifies how ISO 14229-1 diagnostic requests
are converted into CAN frames.

L2CAP Logical Link Control and Adaptation Protocol. Bluetooth stack
layer that performs protocol multiplexing and
segmentation/reassembly of data.

Link key When two devices have exchanged PIN codes a link key is
stored at each device that is valid for connections between those
two devices. The link key is used next time a connection is
established to check if new PIN codes should be exchanged.

MTU Maximum Transmission Unit. The maximum data length that
can be sent in one packet on L2CAP level.

OBD-II On Board Diagnostics II. An emission related set of diagnostic
services. Legislated demand in the United States

PIN Personal Identification Number. A user specific number.
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Profile Template for a Bluetooth application. Specifies what an
application need to support, in order to be compliant with a
specific Bluetooth profile.

PSM Protocol Service Multiplexor. A channel number directly linked
to a stack module. Used by L2CAP

RFCOMM Stack Module that can emulate an RS-232 connection.

RVD Road Vehicle Diagnostics. Diagnostics according to ISO
14229-1.

SCO Synchronous Connection Oriented. A link that carries equal
amounts of data in both directions.

SDP Service Discovery Protocol. Module in the Bluetooth stack used
to store service records and find services in other devices.

SDAP Service Discovery Application Profile. Profile module that
gives easier access to the functionality in the SDP module.

SDK Software Development Kit. A software packet to be used when
new software shall be developed.

Server The side of the application that corresponds to the gateway side.
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1 Introduction

1.1 Background

Mecel AB is active in advanced engineering for the automotive industry where they
specialise in the development of electronics concepts for automobiles, trucks, buses, and
their infrastructure.
The operations are dominated by engineering services for concept development projects,
with a distinct focus on qualified systems development. Mecel AB is a wholly owned
subsidiary of Delco Electronics Corporation, which is a subsidiary of the listed company
Delphi Automotive Systems. Delco Electronics Corporation has its headquarter in Kokomo,
Indiana, USA.

Over the years, Mecel AB has gathered a substantial amount of knowledge about two
different mediums, Controller Area Network (CAN), and Bluetooth. CAN is serial
communication that is considered to be very safe and fairly fast with a lot of flexibility.
These networks are commonly used in vehicles as the main data bus. Bluetooth is based on
Ericsson’s standard for wireless communication. The radio unit of the Bluetooth module is a
lot smaller than a matchbox, and also fairly cheap, which makes it suitable for embedded
systems.

When accessing the CAN bus a cable has to be connected to the vehicle. The cable limits
freedom of movement, which can cause a lot of annoyance. An example would be when a
mechanic performs tests with his scan tool. Say that he wants to check that all the lights on a
truck are operable. He or she needs a really long cable to reach around the trailer. A wireless
link would be a far better alternative. The Bluetooth technology could be used as link
between the tool and the vehicles CAN bus.

1.2 Goals and Objectives

The scope of this thesis is to implement a gateway between Bluetooth and CAN, and by this
performing diagnostic services. A diagnostic service can be downloading software into a
node or inquire the node about diagnostic trouble codes, that is, error codes that get
automatically generated whenever engine malfunction occurs. A user shall initiate a service
request from a terminal equipped with Bluetooth technology. The gateway placed in the
vehicle shall respond to any messages in a proper way and distribute service request to the
node using the CAN bus.

Whenever two or more Bluetooth units communicate, there has to be a protocol that set the
rules for how data will be sent. This set of rules can be found in what the industry call a
profile. It also covers channel configuration and connection establishment among other
things. Since this is a totally new application, there is no existing profile. So, in order to
make it work, a feasible suggestion is to be developed for a profile. Later on it was given the
name Road Vehicle Diagnostics, or RVD.

The tester program is built to try out some diagnostic services. It is more important to show
that Diagnostics can be performed, than providing the user full functionality of the program.

Finally, the performance of the program is to be evaluated. Is the measured bandwidth
anywhere close to the theoretical bandwidth?
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2 Communication Mediums

2.1 Bluetooth Technology

2.1.1 History and Background
An idea was born in 1994, by engineers at Ericsson. Their vision was the possibility of
connecting cellular phones with accessories like a headset using a wireless radio link instead
of cables. After doing research, they came up with the suggestion of using a low power, low
cost radio unit working as the data link. They realised that the media not only could be used
for phone accessories, but for any kind of data transfer, and also data networks. They gave it
the name Bluetooth.

Ericsson, together with four other companies (IBM, Intel, Nokia and Toshiba) formed the
Bluetooth Special Interest Group, SIG, which developed the first standard for using
Bluetooth. It was released in mid 1999, and was called version 1.0. By Dec 2000 the 1.1
version was released, which is also the latest version of the specification. The specification
contains two parts, the Core and the Profile foundation. The core sets standards, how to
design and implement the radio device. The profile standardises how communication
between two Bluetooth devices will be kept, to achieve full compatibility among different
brands and developers.

The name Bluetooth originates from a Danish Viking king name Harald Blåtand that reigned
during the 10th Century. The connection with the radio link chip seems a little bit vague, but
Hararld united the Danish people and converted Denmark to Christianity, i.e. he adapted to
new things and united people around it.

2.1.2 A General View of Bluetooth
Bluetooth wireless technology is a specification designed to enable wireless communication
between small, mobile devices. Size and production cost are two major issues. In order to
incorporate the unit in every feasible product, it has to be inexpensive and easy to use. As
Fig. 2-1 shows, the size of the circuit board is small, and can therefore be fitted into almost
any device.

Here is an example of when Bluetooth technology can come into use and simplify life a lot.
Wireless keyboards and mice have been on the market for a while now. They all come with
different solutions how to transfer the data between accessory and the PC. This not only
creates compatibility problems, but also makes a product less cost efficient in the long run.
Another “problem” is loose cables lying around the computer. It does not matter how you

Fig. 2-1 Bluetooth module
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arrange your cables, they will get twisted in the long run. So why not use one wireless link as
a gateway for all of your accessories, like the keyboard, mouse, joystick and headphones.
Suddenly, you are not bound to the length of the cable but can move around freely in your
room, sitting down wherever you like.

These wireless connections above are established using an embedded radio transceiver
within each Bluetooth device. The radio operates at 2.4 GHz, which among other things is
the same frequency band as micro ovens. This is an open band that does not need any
approval from the Government to use. The Bluetooth radio is designed to operate in a noisy
radio environment and to provide a fast, robust, and secure connection between devices.
Since a low power output is used for transmitting, other means to reach that goal has to be
utilised. One is using a frequency-hopping scheme that enables Bluetooth radio modules to
avoid interference from other signals after transmitting or receiving a data packet. The
Bluetooth specification supplies three different security modes as a complement to the
frequency hopping. On top of this, encryption can be used, to make the connection even
safer. This is important where delicate data is being transferred, for instance, PIN codes for
bank transactions and so on. The maximum transfer rate of the connection is 1 Mb/s,
although the actual rate is often less.

2.1.3 Bluetooth Architecture
There are four major components in any Bluetooth wireless technology system as the
Core[1] states: a radio unit, a baseband unit, a software stack, and application software. The
Bluetooth architecture is shown in figure 2-3. The radio unit does what the name implies. It
carries the data packages in to the air. Depending on the output, external circumstances
(noise, interference) and the antenna, the range from where the signal can be received varies
greatly. The Baseband unit/Link Manager is implemented in hardware using ASIC
(Application Specific Integrated Circuit). This provides a fast interface between the software
and the radio unit. The baseband/link manager hardware provides all required functionality
to establish and maintain a Bluetooth wireless connection between devices. The software
stack is essentially driver software, which makes it possible for the application; i.e. the user
defined program that performs the tasks set by the user, to interact with the baseband unit.

2.1.4 Radio specifications
The Bluetooth wireless interface is enabled via a radio transceiver that operates within the
2.4 GHz ISM (Industry Scientific Medical Band). Bluetooth radio uses spectrum spreading
which is a technique that increases the resistance towards disturbances that is described in
[2]. Spectrum spreading is accomplished by frequency hopping in 79 hops displaced by 1
MHz, starting at 2.402 GHz and stopping at 2.480 GHz. The maximum frequency hopping
rate is 1600 hops/s. If a frequency is occupied by some kind of microwave transmitter, the
microwave oven for example, the radio unit will sense this. It will make sure that it does not
utilise that frequency for sending data, since any data sent on that frequency will be
distorted. Due to regulations in France and Spain the number of hops is reduced which limits
the allowed frequency spectrum of operation within those countries. An internal software
switch that limits the number of frequency hops used by the radio unit handles these special
case situations.

The output of the transmitter varies depending on the distance to the receiver. In order to
save power, the output drops whenever the distance to the other end is small. The maximum
output power of the transmitter is 1mW. Convert this into meters and you get roughly 10
meters in range, which is when using an omni directional antenna (equal spread of power in
every direction). The use of a directional antenna would increase range, but then of course
decrease field of use.
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2.1.5 Network Configurations
There are several ways Bluetooth units can be connected to each other. The easiest way
would be the point to point connection. If more than two connect with each other, they form
a piconet. One become master, while the other units act as slaves. It is possible to connect up
to seven slaves in one piconet. While they are connected to each other, they all share the
same hopping frequency pattern. Several piconets can join and form what is known as a
scatternet. A scatternet is a collection of interlinked piconets with each piconet maintaining
its unique frequency hopping sequence. The piconets can join both through that the share the
same slave or that one unit is master in one piconet and then slave in the other. A unit can
not participate in more than two nets at the time. Within a scatternet of 10 fully loaded
piconets, which is the upper limit, a full-duplex data rate of more than 6 Mb/s is possible if
the theoretical data rates of each link are summarised.

2.1.6 Connection Establishment
All Bluetooth devices are in standby mode by default. In standby mode, unconnected devices
periodically listen for inquiry and page messages. This procedure is called scanning.
Scanning is divided into two types, inquiry scan and page scan. Inquiry scan takes place
when the Bluetooth unit checks if there are any other units around within reach. Any
Bluetooth unit that is set “Discoverable” will respond to an Inquiry scan. It is possible to
manually set the unit in a non-responding mode called “Non Discoverable”. The result of the
scan is a Bluetooth address (BD_ADDR) that is a unique identifier (48 bits) of the unit. A
unit is also set either “Connectable” or “Not Connectable”. If it has been set connectable, it
will respond on a page scan. The page scan provides useful data on how the connection
should be set up.

Following a successful inquiry scanning procedure one of four possible connection modes is
selected: active, hold, sniff, and park mode This is described in [2]. The first of the four
possible connection modes is active mode. In active mode, the Bluetooth device actively
participates on the channel. Traffic within the channel is based on the needs of each active
device within the piconet. The master also supports regular transmissions to keep all the
slaves synchronised within the channel.

When a Bluetooth device participates actively on a channel, it is referred to as an Active
Member of the channel. The Bluetooth standard permits seven active members on the

Fig. 2-2 Different possibilities of network configurations
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channel. Bandwidth is split up between the connected devices, not necessarily equally. Data
can be sent using one of two types of links.

? SCO (Synchronous Connection Oriented) link. This means that time for receiving and
sending data is split equally. A good example of this kind of communication is speech: It
is important that data travels at equal speed in both directions, otherwise, keeping a
conversation will be hard.

? ACL (Asynchronous Connection-Less). This one permits different quota in the
receive/transmit ratio. An example of this would be downloading a file.

Dropping one level in activity modes, the device enters hold mode. This mode is one of the
three reduced power modes available to a Bluetooth device. It remains as an active member
of the piconet but the asynchronous link is put on hold, i.e. the device can not send any
messages on the ACL link. This mode also enables the unit to free time in order to
accomplish other tasks involving page or inquiry scans.

The next reduced power mode is sniff mode, which basically reduces the duty cycle of the
slave's listening activity according to negotiations with the other end. It stills stays as an
active member of the network. The ACL link is the said to be in sniff mode. This mode is
primarily used to reduce the amount of power used by a device or to allow a device to time
share in participation between two piconets.

The last possible mode is park mode, which allows a unit to not actively participate in the
channel but to remain synchronised to the channel and to listen for broadcast messages
(messages sent to all members of the network). In park mode a slave device gives up its
membership as an active member and assumes a passive part.

2.1.7 Security
The Bluetooth specification defines in [1] three security modes: Level 1, the non-secure
channel, Level 2, service-level security, and Level 3, link level security. In the non-secure
mode, the device does not initiate any kind of security actions. The connection is established
and data transactions can take place. This mode is suitable for public accessible databases.
To explain the other levels, there is a need to explain some definitions.

? Authentication. Verifying the identity of the device. It is used to create a trust between
the devices.  An example to make it easier to understand. Are you the person I am
looking for?

? Pairing. Authenticating and storing a link key in the two devices. The link key is a code
that is manually entered on both sides. This could be the same code at both ends,
showing that they belong together.

? Bonding. Same as paring, but the links keys gets saved into memory for future use.

? Authorisation. Granting a remote device access to a service. Even though I know who
you are, do you really have access to this?

The third level of security, link level security provides the application with knowledge of
“who” is at the other end of the link and provides authentication, authorisation, and
encryption services. This way is not very flexible, but it is the most secure way. The
alternative to this is level 2, service-level security mode. There is some flexibility in the
design. It comes best in use when the user wants to run several applications in parallel with
different security requirements. Both level 2 and 3 use authentication and authorisation, but
they take place at different stages during the connection establishment. The built-in
Bluetooth security mechanisms are secure enough for most applications. However, in the
event that the built-in mechanisms are not sufficient, stronger encryption schemes may be
built into Bluetooth products at the software application level.
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2.1.8 Link Management
When two or more Bluetooth devices are within reach of each other, and the user initiates an
inquiry, the Link Manager (LM) start performing the tasks described in section 2.1.6 and
2.1.7. They communicate following the structure described in the Link Manager Protocol
(LMP). The services most commonly used, provided by the Link Manager, are:

? Transmitting and receiving data
? Requesting a remote device name
? Inquiring for a remote device link address (inquiry scan procedure)
? Negotiating and setting up the connection and link mode (ACL and/or SCO links)
? Authentication
? Encryption
? Setting a device in one of the three low power modes (hold, sniff, and park)
? Ensuring the master only starts transmission in specified, regularly spaced time slots

2.1.9 The Bluetooth Stack
To run an application on a Bluetooth chip, some kind of software is necessary to complete
the interface between the application and the hardware. The software is called the Bluetooth
stack. Stack relates to that the different layers (modules) are stacked on top of each other.
These are described in [1]. An incoming message entering from bottom (the radio link) must
pass all layers, finally reaching the application. Some of the top modules of the core are
optional. Basic functionality is implemented in these modules, which is a part of almost any
Bluetooth product these days. The core modules are shown in Fig. 2-3 below.

The Link Management Protocol (LMP), baseband, and radio are typically implemented in
the Bluetooth hardware modules. These modules can interface to the host using different

Fig. 2-3 Bluetooth example stack architecture
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interfaces. However, all Bluetooth controllers should implement the Bluetooth Host
Controller Interface (HCI) whenever the stack is implemented in software. The HCI
describes how the software communicates with the hardware. It is solved with an RS-232,
UART or USB connection.

Bluetooth Logical Link Control and Adaptation Protocol (L2CAP) is the first layer that
provides functionality enough for basing an application on. It can be used by upper layers to
send data packages with a size up to a maximum of 64 kilobytes. The L2CAP layer has the
ability to multiplex between different protocols, that is, the ability to deal with several
incoming messages at the time, since there can be more than on module in parallel on top of
L2CAP in the stack hierarchy.

The RFCOMM block emulates an RS-232 serial connection (Standard PC communication
interface) and is used for sending data. It is easier to use than L2CAP, but is less efficient
judging by the effective bandwidth. TCS-Bin defines the call control signalling necessary to
establish voice and data calls between Bluetooth devices. Finally, the SDP (Service
Discovery Protocol) is used for finding out what services the other Bluetooth units can
perform. Every Bluetooth unit implements a Service Record (Not to be mixed up with
Diagnostic Services). The record could indicate that there is support for Road Vehicle
Diagnostics, or perhaps a headset.

Finally, the profile handles matters of interoperability. It can be divided into these points.

? The profile describes what kind of data that can be sent, and also how to package it.

? Connection establishment procedure.

? The stack architecture.

? Security aspects.

An example of a profile would be the wireless headset profile. It is implemented in both the
cellular phone and in the headset. By this, a connection can be established following a given
procedure specified in the profile.

The application is the upper most layer of the software architecture. Here, the user could be
provided with an interface, graphical or other.

2.2 Mecel’s Bluetooth Software Development Kit

2.2.1 Product Characteristics
In 1999, Mecel released their first version of the Bluetooth stack, developed after the
guidelines of the Bluetooth Core version 1.0 manual. It is written in ANSI-C and provides a
compact and flexible solution for Bluetooth development. The modules of the Core have
been written so that they are platform independent and there has been an emphasis on
resource efficiency and reliability, aiming towards small embedded systems. The Mecel
Bluetooth SDK provides full API-access to each of the protocol layers and trace features
enable monitoring of all messages passed through the stack, see the Reference manual [3] for
more information.
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The portability module allows the user to run the stack using different platforms. This block
has to be designed to fit the microprocessor and its operating system. There are a number of
different parameters that come in to play, such as memory size of RAM and ROM,
maximum packet sizes and so on.

Normally the stack is delivered as a link library. When an application initialises the stack (at
runtime) it selects which protocol layers (i.e. modules) that shall be activated. The
mechanism used to connect the stack modules is designed so that only modules selected by
the controlling application will be included in the executable binary file. Again, the reason
for this is to simplify Bluetooth product configuration management. Only one stack library is
needed to support several Bluetooth products, even if they use different parts of the stack.

The stack is fully qualified according to the Bluetooth Qualification Program, and is listed on
the SIG web-site as a qualified component.

2.2.2 Programming Support

2.2.2.1 API’s

The Mecel Bluetooth SDK has Application Programming Interfaces, which cater for rapid
application development and give the programmer full control of all layers in the stack.

Two modules have been developed to simplify application development even more. The
PADAPT module gives a simplified interface to the RFCOMM module, making it easier to
build and maintain applications based on the serial port profile.

The SDAP module provides functionality like service search and service browse as specified
in the Service Discovery Application Profile. It takes advantage of the functionality offered
by the SDP module described in chapter 2.1.9.

2.2.2.2 Full Debug Trace

With a compiler macro the programmer can turn on the debug support that gives a trace of
all messages passed between each layer of the stack.

The programmer has full control of the output of the trace with a set of flexible filters and a
possibility to guide the output to a user defined media e.g. the console window, the serial
port or to a file.

Fig. 2-4 Mecel's Bluetooth SDK Modules
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2.2.3 User Guide

2.2.3.1 Messages

Applications communicate with the stack by sending messages following a predefined
structure. Each message type has got a unique identifier, the message primitive (e.g.
L2CA_CONNECT_REQ), which is tied to a corresponding function. Also, each message
(e.g. L2CA_ConnectReq) has got an associated structure defining the parameters of the
message. Each protocol layer (e.g. L2CAP) defines its own message primitives and the
associated C structures in its header file.

E.g. the primitive L2CA_CONNECT_REQ has got the associated message structure:

typedef struct
{

BT_Header header;
BT_BdAddr bdAddr;
BT_Psm psm;

} L2CA_ConnectReq;

All message structures start with a standard message header. The standard message header is
defined as:

typedef struct
{

BT_ModuleId sender;
BT_ModuleId receiver;
BT_Primitive primitive;

} BT_Header;

To be able to address each message to the correct stack layer, each layer has a unique
“ModuleId” (e.g. L2CAP) that is used in the header. The user fills the structure in with the
proper identities of the header, which are sender (e.g. BT_Profile) and the receiver (e.g.
L2CAP). After this the message structure is completed with whatever data that goes with the
structure.

Applications send messages to the stack by using the BT_SEND and BT_INVOKE macros
described in [3]. The difference is that the BT_INVOKE macro ensures that the application
gets exclusive access to the stack and that BT_SEND does not. The stack allows only one
user thread to interact with the stack concurrently so BT_SEND shall be used by applications
when they respond to stack messages directly. In this case the executing thread already has
stack access. BT_INVOKE shall be used for sending all other messages.

There are three possible return values from BT_INVOKE: BT_OK means that the message
was delivered without problems. BT_CALL_ERROR means that there was something wrong
with the message, e.g. some parameter was invalid or it was sent in an inappropriate state.
BT_CONGESTED means that the receiver could not handle the message at this time due to a
temporary lack of resources. When BT_CONGESTED occur, the application usually waits
and resends the message later.

As a design rule to minimise RAM usage, protocol layers avoid creating queues of messages
when temporary resource shortage occurs. Instead they return BT_CONGESTED in these
cases. Often the application can resend the message later without creating any additional
queues.

2.2.3.2 Initialisation

The Bluetooth stack requires configuration parameters for each layer to be set. Examples of
these are the baudrate of the connection between the chip and a possible PC, buffersizes and



Communication Mediums

15

different timeout values. After this, the application should be registered. Finally a control
command is sent to trig the start up sequence of the stack.

2.2.3.3 Security

One module or the application must be responsible for handling security issues. This can for
example be how to act when a PIN code request is triggered or to decide where and when a
link key is stored. The responsible module shall register itself as responsible of the security
issues and by that handle all those matters.

2.3 Controller Area Network – CAN

2.3.1 Background
CAN or Controller Area Network origins from the 1980’s, when a need arose to do
something about the excessive use of cables in cars. Every unit or sensor needed to be
connected with a master, which required a lot of wire. The cables added to the weight of the
car with sometimes up to 200kg, which was, and still is a great deal. They also increased the
production cost of the vehicle. This Master-Slave setup made it impossible for slaves like
sensors or indicators to communicate directly with other slaves. At times, when lots of data
was sent, sometimes led to overload in the master unit. Why not put everyone in contact with
each other, making cross communicating possible. At this time, Mercedes Benz contacted
Bosch GmbH and asked them to develop a system, which was durable against electrical
disturbances, easy to install, and finally where all of the nodes were connected with each
other. Bosch came up with the CAN-bus system, which came to be a very successful solution
to the problem. Today, most manufacturers of midrange to expensive cars uses CAN
communication, and more will follow.

2.3.2 Facts about CAN
As earlier mentioned, CAN is one way of serial communication; where the maximum
transfer rate is 1Mbit/s assuming the cables are not too long and that the environment is
fairly shielded from disturbances. Usually, networks do not run at a higher speed than 250
Kbit/s or maybe 500 Kbit/s. This has all been standardised in the Bosch CAN specification
[4]. How is this different from normal serial communication? There are two signal wires
called CAN High (CANH) and CAN Low (CANL) that are used for both receiving and
sending messages, contrary to say RS-232 communication where one wire is used for
transmission in each direction. CANL has a digital signal output of 0-2,5V where CANH has
an output of 2.5-5V, and is inverted compared to CANL. See figure 2-5 for explanation.
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With this setup, it is possible to perform something called differential signalling. When
CANH is subtracted from CANL, the remaining part is a digital signal with the output of 0-
5V. When a disturbance occur, it is likely that it will take place on both wires
simultaneously. Since the signals are subtracted, the disturbance will more or less vanish.

Every node is connected to the bus in series (see figure 2-6), which is both good and bad.
Less cables, but if it breaks at a critical place, it might disconnect several nodes from the
chain. The cables used should be of the impedance 120?  but it is fairly flexible.

Fig. 2-5 Differential Signalling
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2.3.3 The Protocol
To achieve design transparency and implementation flexibility, a set of rules has been
defined so that any two CAN implementations can be made compatible with any other one.
There are three layers that define these sets of rules. Kvaser’s homepage [5] is a good source
of information on this subject.

? The Object layer. Every CAN frame has a priority number telling us how important it is
that the message is sent. The Object layer takes care of these things. It also deals with
message filtering to decrease the number of unwanted messages entering the buffers and
finally status handling.

? The Transfer layer. This level takes care of the error detection, transfer rate, and
signalling.

? The Physical layer. The closest level to the bus. Here is where the bits and bytes
exchange takes place.

Moving one step closer to the user, the software layer is reached, called the application layer.
Whenever using a CAN-processor, a part of the application must be the HLP, Higher Level
Protocol. When a package of data that is larger than eight bytes (maximum size of a CAN
frame, see section 2.3.5), it has to be segmented down to several eight bytes sized packages.
Then they have to be reassembled at the other end in order to make sense. This, among other
things is what the HLP does. It also covers issues like flow control and node addressing.
There is no set standard on how the HLP must look since everyone wants to use CAN in a
different way, although there are a certain number of HLP’s on the market. Some of them are
CAN-kingdom, SDS and DeviceNet.

2.3.4 The Principle of CAN-communication
Every message entering the CAN bus reach all other nodes. Then it is up to the node if it
wants to take part of the contents of the message or just skip it. Every node has a unique
identifier, which makes it possible to address messages. To make CAN communication more
efficient, filters can be set so that incoming messages not having the right CAN Id get
ignored at a hardware level, thereby reducing the pressure on the node at the software level.

Every message has a priority number. In case of two messages wanting to enter the bus at the
same time, one will precede the other one. When the bus is ready, the other one will enter the
bus. Nothing will then get lost because the bus is occupied.

The CAN-bus protocol uses four types of messages. They are as follows:

? Data frame. This is a message carrier frame. This is the normal way of sending data
across the bus. Any kind of data fits in this frame.

? Remote frame. Here, a node can request a data frame from a node by specifying what
kind of information that is required. The remote frame has the RTR bit set and does not
contain any data.

? Error frame. The frame will be sent when an error occurs on the bus.

? Overload frame. Used for delays between remote or data frames.

2.3.5 The CAN frame
 There are two different sizes of CAN messages to use, see [4], one with an 11-bit identifier
called standard CAN or CAN 2.0A. The other one uses a 29-bit identifier and is called
extended CAN or CAN 2.0B. Extended CAN is replacing standard CAN since it can carry
more information in the address field, even though the bandwidth is reduced. Now for a
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closer look at the different bit sections in the frame. A logical zero is a dominant bit, and a
logical one is a recessive bit. This means that if they both enter the bus at the same time, the
dominant bit wins. Figure 2-7 displays the order of the bits and bytes in the CAN message.
When using standard CAN frames, the 18 bit ID field is removed along with the SRR bit, but
they are otherwise the same.

? Start of frame  (SOF): Indicates that there is a message incoming. The bus drops from
idling to zero.

? Arbitration field: Here is where the ID of the message is stored, can be both 11 and 29
bits depending on which one is used. The ID field could be used as strictly an address of
the receiving node, or maybe the address of both the sender and the receiver. It totally up
to the designer. A standard CAN frame precedes an extended CAN frame.

? Control Field: The shortage DLC stands for Data Length Code. This field indicates how
much data that is stored in the message. It ranges from 0-8 bytes. Two of the six bits are
reserved for future use.

? Data field: As the name implies. This is where data is stored. Number of bytes that can
be stored range from 0 to 8.

? CRC field: Cyclic Redundancy Check, contains the checksum. By comparing the
message combined with an algorithm and the checksum, it is possible to see if the
transmission was corrupted.

? ACK field: The receiving node can verify that a message was properly received. Setting
the ACK slot to one if the checksum was correct and then broadcasting the message do
this. Now, the sender can verify that the message was correctly delivered.

? End of Frame  (EOF). This ends the message and leaves the bus idling. Another
message can enter the bus now.

? IDE bit: (Identifier Extension) By setting the bit low, a standard CAN message is sent,
and high means that it is an extended frame.

? SRR bit: (Substitute Remote Request) Makes sure that a standard CAN message has a
higher priority than the extended one when a remote frame is requested. Should always
be set high in an extended CAN frame. Does not exist in standard CAN frames.

? RTR bit: (Remote Transmission Request) A remote frame can be requested. If the bit is
set to one, the message is a remote frame. The receiving node will then respond with a
data frame addressed to the sending node.

Fig. 2-7 The CAN message frame
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2.3.6 Errors
Certain routines will follow when an error is detected. The node encountering the error starts
sending error frames. These frames destroy traffic on the bus. The message indicates what
kind of error that caused the event to take place. If the errors can not be fixed by re-sending
the message, a counter will increase every time an erroneous frame is sent. In case that the
count goes up, it reaches a limit where the node enters passive mode. When this happens, the
node reports errors on the bus, but does not destroy any messages. If the error count
continues and reaches twice the passive limit, it goes offline permanently.
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3 Project Specifics

3.1 Diagnostic Systems

The CAN bus was brought into cars during the 1980’s when more and more electronics was
introduced. Developed specifically for vehicles made it suitable to use as the main data bus.
Today, most modern cars have more than one bus. Usually there is one high speed CAN bus
and one low speed CAN-bus. On top of this some cars have optical buses, which are used to
transfer large amount of data. This is often connected to multimedia applications, as
watching DVD’s or surfing on the Internet.

Some actions need very high priority, like triggering of the air bag or the control of the ABS
brakes. They both send messages that can not afford to get stalled on a bus, or perhaps be
lost because of disturbances and are therefore not placed on the CAN bus.

Nodes are placed all along the CAN bus and are controlling electronic systems in vehicles,
for example the central locking system. A node usually has sensors that take measurement on
a regular time basis. If a measurement somehow does not correspond to pre defined allowed
values it is stored in the node as a Diagnostic Trouble Code (DTC).

3.1.1 Use of Diagnostics
A warning lamp on the dashboard of a vehicle can indicate the something is wrong. With a
diagnostic tool DTCs can be read from the vehicle. Unfortunately, sometimes chain errors
occur, where some errors are generated only because other nodes reuse values from nodes
with real errors.

To read DTCs is only one of many services implemented in the nodes of a vehicle. The ISO
14229-1 document [6] (see section 3.1.2) specifies how services is structured, how to read
the answers and so on. When a message has been formatted according to the ISO 14229-1,
i.e. contains among other things source address, target address and additional parameters, it
has to fit the structure of a CAN bus message. This is done according to the ISO 15765-2
standard [7] (see section 3.1.3).

There are two ways to access the CAN bus with an external tool. The first one is by using a
diagnostic terminal. This is the one that is used by car workshops. There are numerous
solutions how it works, but here is one scenario. The terminal is connected with the vehicle
via a cable. Simple diagnostic services like reading trouble codes or identifying the software
version in a node can be performed without any extra security. When it comes to more
delicate matters as downloading software, a Vehicle Identification Number is read from the
car and then entered in the computer. The terminal is connected to a database, which
generates a code that is entered in the computer. This is handled automatically to make
process as simple as possible. Now, the user has access to the CAN bus and can perform
numerous services, which include downloading new software.

The other way of accessing the CAN bus is by using a so-called generic scan tool. This is a
smaller device with a limited number of services from the ISO 14229-1 implemented, and
are all emission related. California Air Resources Board (CARB) made it a legislated
demand to support these services. The set of services that can be performed have been name
On Board Diagnostics II (OBD-II). The tool is usually operated by an officer of the law
testing so, that for instance, passing cars have their catalyst conversion in order.
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3.1.2 ISO - 14229-1
This is a document that is in the process of becoming an international standard. It specifies
the data format of diagnostic requests and responses. In this project the implementation of
ISO 14229-1 [6] is part of the upper most layer in the design hierarchy, the application layer.
A service request is transformed into a message that contains several parameters that are
listed below.

? Source Address: This is the address of the sending entity.

? Target Address: Here is the address of the receiving node.

? Target Address Type: It can be one of two types: physical or functional. Physical means
that the message is aimed at only one node, while functional is the way to address when
you want to reach a function, say all the nodes related with the ABS-functionality.

? Remote Address: Sometimes several networks have been connected together, and by
this two nodes could have the same address, but in different networks. If the user wants
to address a node in one of those networks he puts the address of the gateway (the gate
that is the manager of the network) in the target address, and the address of the node in
the Remote Address.

? Parameters: This is dependent of what kind of service that is requested for. The first
byte does always contain the service Id. Then, the amount of data that is required by the
service according to ISO 14229-1 is added.

The standard contains a set of services available to the user. It ranges from quick ask and
reply questions to change of parameters in the target node, or download new software. Every
request is always answered with a response, telling the user whether the operation was
performed successfully or not. The reason for a negative response could be that some of the
parameters that was supposed to be set, could not be set, or perhaps that the service request
for is not implemented in the node.

3.1.3 ISO – 15765-2
A message formatted according to the ISO 14229-1 protocol could consist of just a few bytes
of data up to many kilobytes. The CAN standard does not permit sending more than eight
bytes of data in one frame. This is why there is a need for some kind of protocol to specify
how to send more than eight bytes that belong together. The protocol [7] was designed with
the purpose of sending ISO 14229-1 messages in mind, but could be used for sending any
kind of data to a node. It works similarly to the ISO 14229-1 protocol with that when a
request has been executed, it always replies with a response. The maximum size of a data
package that is possible to send is 4095 bytes of data.

3.2 Project Overview

Performing diagnostics services, has so far been executed with a wire connecting the
diagnostic tool with the CAN bus of the vehicle. What if it would be possible to replace the
cable with a wireless connection? The cable is considered as a major hassle by mechanics in
workshops. It gets stuck everywhere and creates a problem when the mechanic moves
around the vehicle. Figure 3-1 illustrates what the new Bluetooth application could look like.
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The Bluetooth server is acting as a gateway between the Bluetooth connection and the CAN
bus. That is, it can communicate with a Bluetooth device, like the Scan Tool and then
translate the data in to a format that is acceptable by the CAN bus, and finally get the
message to the requested node.

To identify the right vehicle in a repair shop full of vehicles the Bluetooth device must be
able to respond with something vehicle specific, i.e. the Vehicle Identification Number. The
device name or an attribute in the service record could be set to this number

3.2.1 Test Setup
One of the main issues in this project is to make an implementation of the profile
specification that is developed. In order to demo the functionality of this profile
implementation, a diagnostic application is developed.

This implementation of Diagnostics using Bluetooth is divided into three parts. The first one
is the Client. It contains the software stack and client application and profile as described in
chapter 4. The second one is the Server. It is implemented in a PC environment, containing
the server software described in chapter 4, even though the figure 3-1 suggests otherwise.
The last application is the Node. It implements the basic features of a node, the engine
control unit, for instance. The node is referred to as an Electronic Control Unit (ECU) and is
in this project also implemented in a PC. In the test setup the node is implemented to respond
to certain services and requests only to verify the functionality of profiles and applications
and does not have any kind of own sensors or other ways to respond with “real” values.

The communication between Bluetooth hardware and PCs are through UART serial cable.
PPCAN is used between server and node to send data on the very simple single node CAN
bus.

3.2.2 A message request
Figure 3-2 displays how a message propagates through the layers, moving from the user
interface to the target node. The figure is somewhat simplified, but will do well for this
purpose.

1) The user decides what service he wants to request and where to send it. It is all handled
by the user interface. In this case, the read Diagnostic Trouble Codes (Read DTC) is
chosen and the node address 07 is picked.

Bluetooth Server

Diagnostic Terminal Scan Tool

Fig. 3-1 Diagnostics using Bluetooth.
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2) The application of the RVD Client extracts the information from the user interface and
packs it according to the ISO 14229-1 standard [6]. In this case, the service Id for Read
DTC is 19 (in hexadecimal). Target address is as indicated in 1) chosen to 07. The
source address is hard coded into the RVD Client application. It has been picked to be
c3. After this, any additional data belonging to the Read DTC service is stored.

3) As the message propagates through the stack, it passes the profile, L2cap and other
layers implemented in the stack. If the message is greater than a specified size, it gets
segmented into several messages on L2CAP level, to be reassembled again on the server
side, also at L2CAP level.

4) Entering the RVD Server after passing the wireless link, the message passes all the
layers in reverse order compared with the Client side.

Fig. 3-2 System Overview

5) Reaching the application of the Server, the complete ISO 14229-1 message, takes the
shape of the ISO 15765-2 layer structure, and enters the CAN bus, one frame at the time.
If message is too big, it is segmented into several frames. The target node or Electrical
Control Unit (ECU) receives the message. If it has been segmented, the node waits for
all frames, and then reassembles the message. The ECU responds to the requested
message in a reversed order procedure.
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3.2.3 User scenarios
The scenarios covered in the RVD profile is diagnostics according to ISO 14229-1. ISO
14229-1 supports a range of services with the purpose of testing vehicles in repair shops etc.
Examples of services could be:

? Diagnostic Trouble Codes. Simple request / response. I.e. requesting possible error codes
logged in the vehicles ECU. The code is generated whenever the control unit has
detected an error.

? EndOfLine programming / Downloading new Software. EOL programming takes place
on the production line when a vehicle is assembled. The pre-programmed ECU's are
plugged into these vehicles. It takes time to download the program into these nodes. If
software could be downloaded while the vehicle is in motion, no time would have to be
spent on to programming these nodes separately. If a car manufacturer has detected a
software bug, and they have to do a recall, it will most likely end up in a car shop. Then
downloading of new software is performed with ease.

? Real time logging. On request, the server continues to send responses to the client with
the current state of the requested parameter. This is useful when a mechanic is adjusting
the vehicle mechanics, and wants to get feedback from a sensor that only can be
accessed via the CAN bus.
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4 Software Specifics

4.1 RVD Profile

4.1.1 Overview
The Bluetooth Road Vehicle Diagnostics Profile [10] defines the protocols, procedures and
features that shall be used by devices using Bluetooth for vehicle diagnostics. In this profile
Bluetooth is used as a cable replacement between a diagnostic tool and vehicle network
gateway. The RVD Profile is based on the Generic Access Profile (GAP) [8] and uses
symbols and conventions specified in section 1.2 of GAP. See figure 4-1.

The diagnostic services that the RVD profile should handle are described in the ISO 14229-1
[6] document. Examples of services could be, as previously mentioned, the EndOfLine
programming, but also for example a Real Time Logging function should be supported. In
this function the server sends continuous responses with the current state of a requested
parameter. Establishing a connection to a device with these services must also be handled by
the profile.
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Generic Access Profile

Service Discovery
Application Profile

Serial Port Profile

Dial-up Networking
Profile

Headset Profile

LAN Access Profile

Fax Profile

Generic Object Exchange
Profile

File Transfer Profile

Object Push Profile

Syncronization
Profile

TCS-BIN-based Profiles

Cordless
Telephony Profile

Intercom Profile

Road Vehicle
Diagnostic Profile

Fig. 4-1 The RVD Profile reuses parts of the Generic Access Profile [8].

4.1.2 Profile Specifications and Fundamentals

4.1.2.1 Position in the Stack Architecture

The RVD Profile runs on the L2CAP layer in the Bluetooth stack in order to provide a
simple implementation. The RVD Profile uses one L2CAP channel on which all commands
and data transfers take place. This channel runs on “best effort”. It also uses the SDAP
module for the service search. Figure 4-2 below shows the protocols involved in this profile.
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Fig. 4-2 Position in Stack.

4.1.2.2 Roles

The two devices involved in the communication that take place in road vehicle diagnostics
are referred to as client and server. The device in the vehicle is called the server and the
diagnostic tool is called the client. The client is the device that initiates link establishment or
transaction and is the device that gives instructions to and requests data from the server. The
server responds to requests and transmits requested data to the client.

The user will always initiate the diagnostic sessions and tests from his diagnostic tool. By
this, it becomes natural to have the tool, or the client, become the master of the system. This
puts the gateway, or the server, as the slave of the system.

4.1.2.3 Profile Security Aspects

It is possible to access the CAN bus through the server. An unauthorised user could cause a
lot of damage doing this. Therefore there is a need to maintain a high security level. In need
of PIN code exchange, this has to be implemented on application level. Different security
levels should be implemented for different services and nodes and handled by the 14229-1
protocol.

4.1.2.4 Service Records

As mentioned before, the RVD Server has descriptors stored in memory. The descriptors
define a lot of things e.g. type of device, how the device works, what the data contains, and
how the data shall be interpreted.

The Bluetooth standard has functionality for storing and transmitting information about a
Bluetooth device called SDP records. The SDP records define attributes like:

? ServiceID ID of the supported services (like RVD).
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? Service name Human-Readable service names.

? Protocol Descriptors What layers the services use (like L2CAP and
RFCOMM).

? Languages What languages the device supports.

? Provider Name Name of the provider.

This record is sent to the client when asked for. The client uses it to control if this device
supports the right services and thereby a connection can be established.

4.1.3 RVD Profile Interoperability Requirements
The service primitives defined in ISO 14229-1 [6], together with control functions specific
for this profile, makes it necessary to define a protocol for how these messages shall be
packaged and sent on L2CAP. This also includes byte order, segmentation and reassembly
and flow control.

The largest amount of data that can be sent in one single L2CAP packet is called the
Maximum Transmission Unit, MTU. This number is set during initialisation and negotiated
during connection.

4.1.4 Implementation Aspects
According to Mecel Developers Guide [9] there are some general rules for what a profile
should and should not do.

A profile shall:
? Make the connection easier for applications that use the profile.

? Register channels that are necessary for the connection.

? Provide helper functions for appropriate tasks.

? Encapsulate profile specific signals between two profile entities.

A profile shall not:

? Handle initialisation of the Bluetooth module.

? Handle security issues such as bonding and PIN code indications.

? Perform inquiry sessions unless the specifications say so.

? Decide whether the local Bluetooth module shall be discoverable, connectable, pairable
or not.

Since the client and the server do not have the exact same requirements or functionality, the
implementation of the profile differs in the two cases. The two versions of the
implementation are called RVD Client and RVD Server. Since the server should be part of
an embedded system it is important that the implementation is made as effective as possible.
Some functions described in the profile are therefore left out in the implementation of the
server. For example the client always initiates connection establishment and therefore only
functions responding to connection requests are needed in the server.

4.1.4.1 Messages

In order to structure the communication between the client and the server profiles, messages
are defined. Some of these messages are sent in both directions and some are used only one



Software Specifics

29

way. A one-byte header that determines the message type precedes each message. The
following messages can be sent between the client and the server profiles:

RVD_DIAGNOSTIC

This message is used to send diagnostic requests and responses. It contains information
about sender, receiver and describes the type of diagnostic request or response. When the
profile receives this message it is passed on to the application.

RVD_REMOTE_DIAGNOSTIC

This message is the same as the RVD_DIAGNOSTIC message except it also contains a
remote address. The remote address is described more thoroughly in section 3.1.2.

RVD_C_DATA

When a message is larger than the MTU size it must be segmented into MTU sized packets.
The first packet of this message must be one of the two messages above and the following
packets must be RVD_C_DATA messages so that the receiving side profile can reassemble
the message. The segmentation and reassembly procedures are described in section 4.1.4.2.

RVD_ERROR

When a diagnostic request or response for some reason cold not be interpreted correctly this
message is sent.

RVD_FLOW_CONTROL

Both client and server profiles send this message to exchange credits corresponding to the
memory size currently available in receive buffers. The credit based flow control is
described in section 4.1.4.3.

4.1.4.2 Segmentation and Reassembly

When the application on either side wants to send any message to the other side, the data size
is checked in the profile. If the data minus the size of headers is less than the size of one
MTU the message is sent as one packet. But if that size exceeds the MTU size the message
needs to be segmented into two or more packets. The first of these packets is either a
RVD_DIAGNOSTIC or a RVD_REMOTE_DIAGNOSTIC message and the following
packets are RVD_C_DATA messages. If the last packet is exactly one MTU long, one
additional empty RVD_C_DATA packet must be sent.

When the profile receives an RVD_DIAGNOSTIC or an RVD_REMOTE_DIAGNOSTIC
packet of MTU size it waits for following RVD_C_DATA. The message is reassembled by
concatenating the data in the following packets to the already received data in the receive
buffer. When a RVD_C_DATA packet smaller than the MTU size is received the profile
considers the message complete and passes it on to the application. Therefore an empty
RVD_C_DATA sometimes must be sent.
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4.1.4.3 Flow Control

The RVD protocol implements a simple credit based flow control. When connection is
established between a client and a server and the configuration sequence is complete flow
control credits must be exchanged. Each RVD module will send a number of credits to the
remote side. This number of credits is equal to how many MTU sized diagnostic messages it
is able to accept, before its receive buffer fills up. A sending entity may send as many MTU
sized diagnostic messages as it has credits. If a message size is larger than the corresponding
number of credits, the sending unit must wait for additional credits until the number of
credits is enough before the message is sent. It is always allowed to send
RVD_FLOW_CONTROL and RVD_ERROR messages, since these messages never enter
the receive buffer. The credit based flow control mechanism operates independently for each
device and for each direction.

Credits are additive, meaning that received credits are added to what ever credits that may be
left.

As soon as a message has successfully been removed from the receive buffer and passed on
to higher layers the module controls the size of the released memory in the receive buffer. If
that size is larger than one MTU the module must send the corresponding number of new
credits to the remote unit.

4.1.4.4 Initialisation

When the RVD application starts up it has to start initialisation of the profile and the
Bluetooth stack. The Application also has to register itself in the profile during initialisation.

The initialisation sequences in the RVD profile handles registration of profile in the
Bluetooth stack, allocations of send, receive and resend queue buffers, allocation of timers
and reading and storing configuration parameters.

Registration of the profile in the Bluetooth stack includes sending a profile name and a
pointer to the profile message handler to the stack. The stack returns a profile id that is
specific for the RVD profile. This id will be used as sender id when sending messages from
the profile and as receiver id by other modules sending messages to the profile. Messages
sent to the profile will be directed to the message handling function that is registered in the
stack. Since the profile is placed on L2CAP it has to register its profile id and an id number
called PSM (Protocol/Service Multiplexor) with L2CAP. L2CAP can have more than one
module using it and the PSM number is used to direct messages to the right module. The
profile also uses services of the HCI module, and therefore it has to register itself as a HCI
user.

In the initialisation configuration parameters are read from the application and stored in the
profile.

In order to cancel possible memory leaks, memory buffers are allocated during initialisation.
In this case it is the send, receive and re send queue buffers that are allocated.

Four timers are needed in the RVD client profile and two in the RVD server profile. This is
to cancel or start certain processes due to certain conditions. They are allocated in the timer
handling functions in the Common Environment module during initialisation of the profile.

4.1.4.5 Configuration

The profile and each module in the stack have a list of configuration parameters. These
parameters are used to configure the stack and some are exchanged with the remote unit
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when connected. Each module defines its own configuration parameters. The parameter
values are set in the application and each module stores its parameter values respectively.

The RVD profile defines and uses five configuration parameters:

? MAX_MESSAGE_SIZE

This parameter defines the maximum message size that can be handled by the RVD
profile. In this implementation it is set to 64 Kb.

? MAX_NO_OF_CONNECT_SESSIONS

The profile is prepared for multiple connections and this parameter describes how many
connections the profile can handle simultaneously. Due to application implementation
this value is set to 1.

? DELAY_TIME_RESENDING_L2CA_COMMAND

The time, in ms, between attempting to send a command to L2CAP when this module is
congested.

? RECONNECT_TIMEOUT

This parameter defines how long time the client should try to connect to the server after
a connection is lost. Only used in client.

? RESEND_QUEUE_SIZE

If a command could not be sent to the L2CAP module it is placed in a resend queue.
This parameter defines the maximum number of entries in this queue.

When a connection is established (described more thoroughly in sections 4.1.5 and 4.1.6)
both client and server starts configuration. This sequence is run independently for each
device and for each direction. During this sequence a number of configuration parameters
are exchanged in order to tell the remote device how the communication shall be performed.

4.1.4.6 Resending Commands

During initialisation the RVD profile allocates a resend queue buffer and a resend timer. The
size of these are determined by the configuration parameters RESEND_QUEUE_SIZE and
DELAY_TIME_RESENDING_L2CA_COMMAND.

When the profile wants to send commands to the L2CAP layer the commands are first placed
in the resend queue buffer. If the command is successfully sent to the L2CAP layer the entry
in the resend queue is removed immediately. But if the command could not be sent a timer is
started. If the profile attempts to send other commands during this timer, they will only be
placed in the resend queue and no attempt to send it to the L2CAP layer is made. This is to
keep the correct command order.

When the timer expires, the profile tries to send the first command in the resend queue. If
this is done successfully the entry is removed from the queue and the profile will keep on
trying to send all entries in the queue until its empty. If a command in the resend queue could
not be sent it keeps its entry and a new timer is started.

If the maximum number of entries in the resend queue is reached the following commands
will be discarded and an error will be reported.
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4.1.5 Server Specific Implementation
As described in previous sections, the implementation of the server profile differs a bit from
the client profile. The differences are mainly concerning the connection. The server should
never initiate connection establishment. Only respond to connection requests. When the
server receives a connect request from the server it passes the message on to the application.
It is up to the application to decide whether to accept the connection or not. If the request is
accepted the application commands the profile to send a positive connect response. When a
connection is established the server can start the configuration sequence without having
received any configuration request from the server. When the configuration request is sent
the server awaits a configuration confirm. During this sequence the client will also send a
configuration request that the server has to respond to. When the configuration sequence is
complete a flow control message is sent. The initial number of credits sent in this message
corresponds to the size of the receive buffer. The whole connection sequence can be viewed
in appendix C.

If the connection is lost the server should not try to reconnect to the client.

The server has a service record as described in section 4.1.2.4. The parameters in this record
are set by the application and the profile sends the record to the SDP module.

4.1.6 Client Specific Implementation
The client is always the device that initiates connection. When the application wants to
connect to a remote device the profile sends a connect request command to the server and
waits for a connect confirmation command. When this command is received the client starts
the configuration sequence and responds to the configuration requests sent from the server.
When the configuration sequence is complete a flow control message is sent. The initial
number of credits sent in this message corresponds to the size of the receive buffer. The
whole connection sequence can be viewed in appendix C.

The client is responsible for trying to reconnect if a connection is lost. If this happens two
timers are started. When the first timer expires a new connect request is sent. If the response
is negative the timer starts again. By this repeated reconnection attempts are made. These
repetitions will continue until the second timer expires. Then the client has to give up the
connection.
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4.2 RVD Server Application

4.2.1 Bluetooth Initialisation
The first step in communication is to initialise the Bluetooth stack. The initialisation is, as
mentioned previously, triggered by the choosing of which COM port to use, in the menu.
The application calls all the functions needed to initialise the stack and the RVD profile. It
also registers itself as application in the stack and the profile and as a user of HCI.

During initialisation the application stores the service record, as described in section 4.1.2.4,
in the SDP module.

The server must make the Bluetooth module discoverable to other devices. This is so that the
module answers to inquiries and service search from other modules. Due to safety reasons
the module should only become discoverable on a user initiated event and only stay
discoverable for a limited period of time.

4.2.2 Connection Establishment
As mentioned in previous chapters the server does not initiate connection. When a connect
request from the client received, the server accepts the connection and sends a positive
connect response. The profile will then take care of all configuration etc to complete the
connection.

4.2.3 Messages and Protocol
The transfer byte order is standard network order  (Big Endian), with more significant (high
order) bytes being transferred before less significant (low order) bytes.

For the communication between the application and the profile, messages are defined. This
message is called The Protocol Data Unit (PDU). A one-byte header, or PDU Id, that
determines the message type precedes each message. The following PDUs are used in the
interface between the server application and the server.

Messages used from the application to the profile:

? CONNECT_RSP, is used to respond to a connection request from the client. This
message contains a Boolean variable telling if the connection is accepted or not.

? DIAGNOSTIC_RSP, is used to answer to diagnostic request. The message contains
necessary addressing parameters and data with response to diagnostic request.

The messages from the profile to the application:

? CONNECT_IND, is used when a client wants to connect to the profile. Contains the
client’s Bluetooth address.

? DISCONNECT_IND. When the client chooses to disconnect from the server this
message is received. Since this implementation only allows one connection, this message
will cause the server to shut down the current connection

? DIAGNOSTIC_IND, contains the diagnostic request from the client. These requests will
be passed on to the CAN transport layer.

Data structures for these messages can be viewed in appendix A.
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4.2.4 Functionality
In this implementation the server always accepts a connect request. It us up to the client
application to only connect to devices with the right service. Due to safety reasons this is not
recommended in an application for real use. Instead some sort of PIN code exchanged must
be implemented.

The server transform all diagnostic messages into the CAN transport layer and passes them
on to the CAN transport layer.

The server also segment long data messages into smaller blocks. The block size is decided
by the CAN transport layer.

When responses are received from CAN the server reassembles the blocks into diagnostic
messages. The messages are then sent to the client.

4.3 RVD Client Application

4.3.1 User Interface
The appearance of this interface is not the same as in an existing diagnose tool. It is only
developed to demonstrate some of the functions in diagnostics and to show and test the
functionality of the profile. The main graphic interface is shown in figure 4-3.

Fig. 4-3 User interface of RVD client application.

Choosing either INIT COM1 or INIT COM 2 in the Setup menu starts the initialisation of
the application, the profile and the Bluetooth stack. If the initialisation was successful the
status field will show the text “INITIALISED”.
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By choosing devices in the devices menu a search for other Bluetooth modules is performed.
This will start the scan for remote devices and the Found Devices dialog is shown (see figure
4-4). The Bluetooth addresses of all found devices are listed under Device Address. When
this is done a new search, a service search or a connection to a device can be done.

Fig. 4-4 The Found Devices dialog.

A new search for devices can be performed in order to find devices that might not have been
found yet.

The service search will find out what services are supported in the remote address. The
found service names are displayed. The services described in the service record should not
be confused with the services specified in ISO 14229-1.

In the client application five diagnostic services and the download, or EndOfLine
programming, function are implemented. The address of the CAN node that is the target for
the service to be performed is entered in the “Target Address” field. If the “Functional
Addressing” is checked the service request will be sent to all nodes on the CAN network. If
the “Functional Addressing” is checked the download function is disabled since it is an
absurd thought and an impossibility to download the same code to all nodes in a network.

4.3.2 Bluetooth Initialisation
The first step in communication is to initialise the Bluetooth stack. The initialisation is, as
mentioned previously, triggered by the choosing of which COM port to use, in the menu.
The application calls all the functions needed to initialise the stack and the RVD profile. It
also registers itself as application in the stack and the profile and as a user of HCI.

The client doesn’t need to become discoverable, since it is always the client who initiates
search for other devices. And there is no service record to be set in the client.

4.3.3 Search for Devices and Services
Before a connection to a RVD Server can be made the right device and the right service has
to be found.
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To find other Bluetooth devices that are in range, the application uses functions in the SDAP
module. This is called inquiry. SDAP will answer with the number of devices found and
their Bluetooth addresses. The address will be displayed in the Found Devices dialog (Fig 4-
4) and the user can decide which device to perform service search on.

In the service search the SDAP module is also called. The service search request will be
passed on via the stack to the chosen remote device. If the search is performed successfully
the remote device will answer with its service record. The local SDAP module will send the
answer back to the application. The service name will be displayed in the Found Devices
dialog if it is possible to connect to the service. Otherwise the string “device not
connectable” will be displayed.

4.3.4 Connection Establishment
If the right service was found the user might choose to connect to this device. If so, a connect
request command will be sent to the profile which will take care of the necessary steps to
complete the connection. These steps are described in section 4.1.6. If the client profile
succeeds it will send a connect confirm back to the application to inform that it the two
devices are now connected.

If the connection was not successful the application will receive a disconnect indication and
the application will stay in an unconnected state.

4.3.5 Messages and Protocol
The transfer byte order is standard network order  (Big Endian), with more significant (high
order) bytes being transferred before less significant (low order) bytes.

For the communication between the application and the profile, messages are defined. This
message is called The Protocol Data Unit (PDU). A one-byte header, or PDU Id, that
determines the message type precedes each message.

The following messages are used from the application to the profile:

? CONNECT_REQ, is used to send a connect request to the server.

? DIAGNOSTIC_REQ, is used to send diagnostic request. The message contains
necessary addressing parameters and data describing the diagnostic request.

? DISCONNECT_REQ, is used to end a connection.

? The messages from the profile to the application:

? CONNECT_CFM is received if a connect request was accepted by the server.

? DISCONNECT_IND is used if connection could not be established or a disconnection
occurred for some reason. This will cause the client to try to reconnect for a limited
period of time.

? DIAGNOSTIC_IND, contains the diagnostic response from the server.

Data structures for these messages can be viewed in appendix B.

4.3.6 Services and Functionality
Five different diagnostic requests, target addressing and a function to download data are
implemented in the client application.

The diagnostic request message consists of service id, source address, target address, target
address type and data parameters specific for each service. The service id describes what
service is requested. The source address is the gateways address on the CAN bus and is
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fixed. The target address is the CAN address of the receiving node. If Functional Addressing
in the application user interface is checked the target address type will be functional, the
target address will be ignored and the message will be sent to all units on the CAN bus.

The diagnostic requests are sent to the remote device via the profile. When a request is sent a
timer is started. For a response to be valid it must be received before this timer expires.
Responses and possible error messages will be displayed in the Service Response field.

The download sequence consists of several requests and responses. Before any data can be
downloaded some configuration must be done. This starts with the client sending a request to
download. This request contains information about data format and data size etc. The server
will respond positive if download is accepted. The download response parameters are
irrelevant to the client. Now the client can start sending the data to the server. The server will
take care of the download over CAN. When the download is complete on the server side a
positive data transfer response will be sent to the client. This will cause the client to send a
transfer exit request to tell the server that it has downloaded the whole data length and the
server will respond with a confirmation of the exit request. The download sequence is now
complete in both devices.

The user can choose to disconnect from the server. A disconnect request command is sent
and the client enters initialised mode.

4.3.7 Security
Even though the safety is, as mentioned previously, an important issue in diagnostics it is not
dealt with in this project.

Security is handled by the 14229-1 protocol. Using this protocol it is possible to secure all
requests and nodes or just the ones necessary for a specific purpose.
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5 Hardware

5.1 Bluetooth Chip

The Printed Circuit Board of the Infineon Bluetooth Module contains the radio core unit and
additional circuitry completed with firmware. Because the module is a generic product, it can
be used for many different types of applications that need a Bluetooth communication
interface. The module supports both data and voice transmission.

Communication between the module and the host controller is carried out using a UART
interface. This module works in full duplex mode, so it can send and receive data at the same
time. Communication with this module can also be done with USB or PCM interface.

The module, which is compliant with Bluetooth version 1.0, is a Class 2 Bluetooth Module
(0 dBm) and is type-approved for global use (FCC/ETSI/ etc).

The dimensions of the Bluetooth PCB in Fig 5-1 are 54 mm x 40 mm.

Fig. 5-1The Infineon Bluetooth PCB.

5.2 PPCAN

PPCAN is a CAN adapter for the standard parallel printer port on a PC. It is an easy way to
connect a PC to the CAN bus.  PPCAN is suitable for development, installation, test and
diagnosis of CAN networks whenever a flexible and mobile tool is required

 The PPCAN device is built around the advanced Intel 82527 CAN controller. The user can
make use of all the features and functions of the Intel 82527 CAN controller including
transfer rates up to 1 Mbit/s. Both standard 11-bit CAN identifiers and extended 29-bit CAN
identifiers are supported. The ISO 11898 high speed physical interface is implemented on
board with a Philips PCA82C250 transceiver. Integration of PPCAN to present and future
CAN systems is supported by device drivers for DOS and Windows. All registers in the
CAN controller can be accessed and manipulated from the PC application software, which
gives the user full control of the CAN bus. On Windows NT, multiple PPCAN adapters can
be connected to the same PC.
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Fig. 5-2 PPCAN Hardware.
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6 Performance

6.1 Bandwidth

6.1.1 General

The Bluetooth link has a bitrate of 1Mbit/s. This is just raw data. After removing all
baseband overhead like synchronisation words and message length, the bandwidth is reduced
to 723Kbit/s. Since this is an asynchronous link, the transfer rate going the opposite way is
mere 57.6Kbit/s. It is possible to send several types of data packets that are shaped
differently. The example above is using the largest type of data package available.
Depending on type of packet, the baudrate will change. Section 6.1.2 relates the choice of
packet to our application.

These numbers all assume an error free environment, which rarely is the case. There could
be other microwave transmitters nearby, or the connected Bluetooth units might be working
at their maximum range. Distance and absorbing materials decrease the performance of the
link.

Bluetooth unit are usually rated at a BER (Bit Error Rate) of 0.1% at a certain incoming
signal power. This means that on average, every one thousand bit transmitted is received
incorrectly at that level. If a bit error occurs, the whole package has to be resent. This is the
reason why using the largest packet is not always the best solution, see section 6.1.2 for a
closer look.

6.1.2 In Theory
There are six types of asynchronous packets used in the Baseband layer. They can be
cathergorised in the groups as follows, Medium Data (DM) rate, High Data (DH) rate and
AUX packets. The latter will not be dealt with in this report. The difference between the
other two consists of one thing. The medium rate packet carries less data than the High rate
one, but a Forward Error Correction (FEC) technique is integrated instead, reducing the
chance of bit errors. Traffic in the air is divided into slots. Every slot is 625 microseconds
long. The length of a packet can have the duration of one, three or five timeslots, see figure
6-1 for an overview. After a packet is sent, one slot is reserved for traffic coming in from the
other unit as the figure suggests.

Fig. 6-1 Packets on Baseband level

There is no difference in length between the DM and the DH packets, just the content.

DM1

DM3

DM5

Outgoing Packet Incoming Packet

1 slot = 625?s
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The application in this thesis is built upon L2CAP, which means that the overhead used by
L2CAP and the overhead from the application will decrease the performance of the data
channel.

If a message contains 6 bytes of data, there will be 17 more bytes that will add to the data
(All according to the code) as profile overhead. On top of this, 4 more bytes will add on
(L2CAP), making the total packet of the size 27 bytes. If large packets are sent, the
bandwidth of the connection will converge towards the maximum bandwidth. Table 6-1
relates the transfer rates of different packets to each other. The rightmost column displays the
bandwidth achieved in our application, when a 4 kilobyte message is sent.

Type User Payload
(bytes)

FEC Maximum Bandwidth
(kBit/s)

Bandwidth, Transfer of 4kByte
data (kBit/s)

DM1 17 Yes 108.8 108.0
DH1 27 No 172.8 171.3
DM3 121 Yes 387.2 374.4
DH3 183 No 585.6 569.7
DM5 224 Yes 477.8 459.7
DH5 339 No 723.2 672.0

Table 6-1 Bluetooth ACL data packets

The table shows that the smaller packet, the closer the bandwidth reaches the maximum
limit. Assuming no errors on the transmission, the DH5 packet would be the fastest.

What if bit errors can occur? How much would it reduce performance? Bluetooth device
specifications often rate their dynamic range at 0.1% bit error rate. Is this a reasonable limit
or should it be lower? Table 6-2 shows how performance drops radically in a noisy
environment. Figures have been extracted from an article by mark Rison and Luke D’Arcy
[11].

Bandwidth (kBit/s) at different BER
Type 0.1% 0.01% 0.001%
DM1 109 109 109
DH1 130 173 173
DM3 388 388 388
DH3 120 510 575
DM5 460 478 478
DH5 40 550 700

Table 6-2 Performance with bit error occurrences.

As this table shows, choosing the maximum packet size is not always your best choice. The
DH5 packet need a BER of less than 0.001% to perform close to what it is rated at. In
summation, it is possible to say that the Bluetooth link might be rated at 723.2 Kbit/s but this
is a value that hardly can be achieved.

The packet type chosen varies from manufacturer to manufacturer. A few of them
implements something called CQDDR. This is short for Channel Quality Driven Data, which
means that depending on the circumstances, the optimum packet is chosen. In noisy
environments, a medium data packet is most likely to be chosen.
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6.2 Latency Theory

It might be interesting to see how much latency the system has in theory. The client
communicates with its Bluetooth module through a UART interface with baud rate 19200.
The communication between the two Bluetooth modules can be done with either of the
previously mentioned six asynchronous data packets. Depending on which packet is used the
latency in the radio link will vary. The server communicates with its Bluetooth module
through a UART with 57600 baud rate. The communication speed on the can bus is 250
Kbit/s. In all of these there will be over head data that will affect the latency.

A theoretical example could be a short diagnostic request with a short response. Two bytes
of data in each direction. Over both UARTs there will be 26 bytes overhead. 1 byte for the
Bluetooth Transport Layer (BTTL), 4 bytes for the HCI layer, 4 bytes for L2CAP and 17
bytes for the RVD protocol. Together with the 2 bytes of data there will be 28 bytes
transferred over UART. See Fig. 6-3.

Fig. 6-3 26 Bytes overhead on UART

28 bytes are equal to 224 bits. This means that on the 19200 UART link the data
transmission will take 11.67 ms and on the 57600 link it will take 3.89 ms.

The radio link between the two modules only transmits the L2CAP, the RVD and the DATA
fields. According to Specification of the Bluetooth System [1] a DH1 packet would be the
fastest. Since all 23 bytes will fit in one packet and there will be a minimum of empty data
field, only one timeslot of 0.625 ms, will be needed.

The CAN bus operates on 250 Kbit/s. One CAN frame is needed to transfer the data to the
node. The total frame size is 120 bits (see section 2.3.5) so the total transmission time from
server to node will be 0.47 ms.

From request to a received response data must pass all these mediums twice. Adding up all
latencies in all parts will result in a total latency of 33.25 ms for a 2 byte request with a 2
byte response.

More than 30% is in this case the slow 19200 UART. If this is changed to a 57600 b/s the
total latency will instead of more then 30 ms be 17.69 ms. The resending of packets in the
software stack, mentioned in section 6.1.3, will also increase the latency dramatically.

6.3 In Practice

Passing a download message of 4Kb from the client to the node and back takes about six
seconds (Using UART@57600Kbit/s). The UART should be considered to be the slow link
of the chain. If the link only consists of a 57600Kbit/s line, it would take approximately 1.2
seconds. It is quite obvious that the actual connection is a lot slower, even though the
theoretical transfer time is somewhat higher.

For a 2 byte request – 2 byte response the theoretical calculations in section 6.2 resulted in a
latency of about 18 ms using UART @ 57600Kbit/s on both client and server side. Doing
repeated tests with this request /response an average latency of about 95 ms is measured.

1 BYTE
B
T
T
L

HCI L2CAP RVD DATA
4 BYTE 4 BYTE 17 BYTE 2 BYTE
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How can this be? Many things come in to play. These are some factors that can make a
difference.

? The whole message is buffered several times at different locations. Buffering takes time
since the message can not be forwarded to the next instance before the complete package
has been received. This might not be best solution in terms of speed, but it is the safest
way. If a download was commenced but the connection was cut in the middle of the
transmission, the transaction would not be completed and the node might become
inoperable.

? A slow UART connection can not send data as fast as the software stack wants to. This
will cause the lowest software layer, BTTL, to report congestion when sending data
larger than the BTTL payload size. The congestion report will continue up through the
stack layers, finally forcing a layer to use its resend mechanism. The resend mechanisms
use timers to keep track on when to send the command again and the total sending time
will increase. This will decrease the effective bandwidth a lot. A packet should not have
to be resent more then once. A resending timer that is to short will cause the packet to be
resent before the stack is ready and to long resend timers will cause unnecessarily long
waiting. This makes it important to choose the resend timer properly.

? Windows is not a real time operating system and many tasks are running on it. When a
message is received from the COM port buffer an interrupt is sent. This interrupt will
cause Windows to switch tasks. Switching between tasks takes a lot of time in Windows
and thereby introducing big delays. When a message is to be sent on the COM port it
needs to be buffered and this also takes time. In the test setup of this project this might
be the greatest cause of delay since messages have to pass through Windows buffers six
times on the way from the client, as a request, back to the client, as a response.

? Different hardware will choose different strategies of sending packets on baseband level.
Using smaller packets will decrease the effective bandwidth, see table 6-1.

? Noisy environment might cause the Bluetooth device to resend packets. If the packets
are bigger, the chance of having to resend a packet increases, see table 6-2.
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7 Conclusions

7.1 Results

Since the profile specification development and the implementation work has been done in
parallel some synchronisation problems have occurred. This means that some functionality is
left out in this version of the profile implementation. For example the diagnostic error
message is not used as described in the profile specification and some of the message
structures are implemented in a different way.

Due to no support in the implementation of the 15765-2 CAN Network layer [7], remote
addressing can not be used. Therefore remote addressing is not implemented in the
applications.

The profile specifies max download size to 64 Kb but is now limited to 4 Kb.

As described in section 6.3 a slow UART connection will slow down the system a lot. It is
therefore important to make sure that a fast connection with the Bluetooth chip is used.
Especially when downloading software.

Diagnostic requests and responses have successfully been exchanged between the node and
the client. The system can also handle software download up to 4 Kb at the time. Results and
possible errors are displayed for the user at the client side. Only support for very few
services is implemented in the node since it is only supposed to work in demonstration and
test purpose.

7.2 Improvements for the Future

The implementations of the profile and application are still to be developed and improved.
As mentioned before the application is only for demo use and only contains a small fragment
of all services in Road Vehicle Diagnostics. Before this application safely can be used in real
Road Vehicle Diagnostics some sort of PIN code exchange must be implemented. The Road
Vehicle Diagnostics profile will most likely be changed before it is set as standard and
therefore this implementation will also need updates.

The profile is prepared for connection to multiple devices but it is not yet fully implemented.
In the future it might be desirable to implement this capability.

Due to current implementation download sizes are limited to 4 Kb instead of the specified 64
Kb. This could be changed by move some of the functionality from client application to the
profile and add a new structure for download in the interface between profile and
application.

The server application is now written in C++. But the processor on the real gateway
hardware needs programs written in C running on it. So the server application needs to be
rewritten into C code.
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Appendix

 Appendix A RVD Server Profile External Interface

A.1 Function calls

RVD_SERVER_Control

BT_Result RVD_SERVER_Control(BT_ControlCommand cmd)

The stack calls the control function during installation. See Mecel Bluetooth SDK reference
manual [3] for more information about control functions.

Parameter:

cmd

The current state in the initialisation.

Returns:

The value BT_CONTROL_COMMAND_COMPLETE if successful.

RVD_SERVER_MsgHandler

BT_Result RVD_SERVER_MsgHandler(const BT_Msg *msg)

This is the message handler that is registered in the stack during initialisation. All incoming
messages to the RVD Server profile are handled by this function.

Parameter:

msg

A pointer to a message from another stack module or the application.

Returns:

BT_OK, BT_CONGESTED or BT_CALL_ERROR.

RVD_SERVER_SetSDPServiceRecord

BT_Result RVD_SERVER_SetSDPServiceRecord(RVD_SERVER_DeviceConfigData
sdpData)

This function registers the service record in the SDP module.

Parameter:

SdpData
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A struct with service record to be registered.

Returns:

SDP_OK or BT_CALL_ERROR.

RVD_SERVER_RegisterUser

BT_Result RVD_SERVER_RegisterUser(BT_ModuleId user)

This function is used by the application to register itself in the profile.

Parameter:

user

The applications unique id number.

Returns:

BT_OK or BT_FAILED.

A.2 Messages

All primitives with their message interface are described below. The header shall be used in
all messages and consist of the following. For more information see Mecel Bluetooth SDK
reference manual.

typedef struct
{

BT_ModuleId sender;
BT_ModuleId receiver;
BT_Primitive primitive;

} BT_Header;

RVD_SERVER_CONNECT_IND

This message is sent to the application when the client wants to connect.

typedef struct
{

BT_Header header;
BT_BdAddr bdAddr;

} RVD_SERVER_ConnectInd;

RVD_SERVER_DISCONNECT_IND

This message is sent to the application to indicate that the client has disconnected.

typedef struct
{
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BT_Header header;
RVD_SERVER_DevHandle devHandle;

} RVD_SERVER_DisconnectInd;

RVD_SERVER_DIAGNOSTIC_IND

This message is used to pass on a diagnostic request to the server.
typedef struct
{

BT_Header header;
BT_U8 serviceId;
BT_U8 sourceAddr;
BT_U8 targetAddr;
BT_U8 targetAddrType;
BT_U16 length;
BT_U8 *data;

} RVD_SERVER_DiagnosticInd;

RVD_SERVER_REMOTE_DIAGNOSTIC_IND

This message is used to pass on a remote formatted diagnostic request to the server.

typedef struct
{

BT_Header header;
BT_U8 serviceId;
BT_U8 sourceAddr;
BT_U8 targetAddr;
BT_U8 remoteAddr;
BT_U8 targetAddrType;
BT_U16 length;
BT_U8 *data;

} RVD_SERVER_RemoteDiagnosticInd;

RVD_SERVER_CONNECT_RSP

This message is used to respond to a connect request.

typedef struct
{

BT_Header header;
BT_BOOL accept;

} RVD_SERVER_ConnectRsp;

RVD_SERVER_DIAGNOSTIC_RSP

This message is used to send response to diagnostic requests.
typedef struct
{

BT_Header header;
BT_BdAddr bdAddr;
BT_U8 serviceId;
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BT_U8 sourceAddr;
BT_U8 targetAddr;
BT_U8 targetAddrType;
BT_U16 length;
BT_U8 *data;

} RVD_SERVER_DiagnosticRsp ;

RVD_SERVER_REMOTE_DIAGNOSTIC_RSP

This message is used to send response to diagnostic requests with remote address.

typedef struct
{

BT_Header header;
BT_BdAddr bdAddr;
BT_U8 serviceId;
BT_U8 sourceAddr;
BT_U8 targetAddr;
BT_U8 targetAddrType;
BT_U8 remoteAddr;
BT_U16 length;
BT_U8 *data;

} RVD_SERVER_RemoteDiagnosticRsp;
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 Appendix B RVD Client Profile External Interface

B.1 Function calls

RVD_CLIENT_Control

BT_Result RVD_CLIENT_Control(BT_ControlCommand cmd)

The stack calls the control function during installation. See Mecel Bluetooth SDK reference
manual [3] for more information about control functions.

Parameter:

cmd

The current state in the initialisation.

Returns:

The value BT_CONTROL_COMMAND_COMPLETE if successful.

RVD_CLIENT_MsgHandler

BT_Result RVD_CLIENT_MsgHandler(const BT_Msg *msg)

This is the message handler that is registered in the stack during initialisation. All incoming
messages to the RVD Client profile are handled by this function.

Parameter:

msg

A pointer to a message from another stack module or the application.

Returns:

BT_OK, BT_CONGESTED or BT_CALL_ERROR.

RVD_CLIENT_RegisterUser

BT_Result RVD_CLIENT_RegisterUser(BT_ModuleId user)

This function is used by the application to register itself in the profile.

Parameter:

user

The applications unique id number.

Returns:

BT_OK or BT_FAILED.
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B.2 Messages

All primitives with their message interface are described below. The header shall be used in
all messages and consist of the following. For more information see Mecel Bluetooth SDK
reference manual.

typedef struct
{

BT_ModuleId sender;
BT_ModuleId receiver;
BT_Primitive primitive;

} BT_Header;

RVD_CLIENT_CONNECT_REQ

Message used for sending connect requests to server.

typedef struct
{

BT_Header header;
BT_BdAddr bdAddr;

} RVD_CLIENT_ConnectReq;

RVD_CLIENT_DIAGNOSTIC_REQ

Message used to send diagnostic requests.

typedef struct
{

BT_Header header;
BT_BdAddr bdAddr;
BT_U8 serviceId;
BT_U8 sourceAddr;
BT_U8 targetAddr;
BT_U8 targetAddrType;
BT_U16 length;
BT_U8 *data;

} RVD_CLIENT_DiagnosticReq;

RVD_CLIENT_REMOTE_DIAGNOSTIC_REQ

Message used to send diagnostic requests with remote address.

typedef struct
{

BT_Header header;
BT_BdAddr bdAddr;
BT_U8 serviceId;
BT_U8 sourceAddr;
BT_U8 targetAddr;
BT_U8 targetAddrType;
BT_U8 remoteAddr;
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BT_U16 length;
BT_U8 *data;

} RVD_CLIENT_RemoteDiagnosticReq;

RVD_CLIENT_DISCONNECT_REQ

This message is used when client application wants to terminate connection.
typedef struct
{

BT_Header header;
BT_BdAddr bdAddr;

} RVD_CLIENT_DisconnectReq;

RVD_CLIENT_CONNECT_CFM

This message is sent to application when the server has accepted a connection.

typedef struct
{

BT_Header header;
RVD_CLIENT_DevHandle devHandle;
BT_BdAddr bdAddr;
BT_BOOL success;
BT_U16 reason;

} RVD_CLIENT_ConnectCfm;

RVD_CLIENT_DISCONNECT_IND

This message is sent to the profile when a disconnection for some reason occurred.

typedef struct
{

BT_Header header;
RVD_CLIENT_DevHandle devHandle;

} RVD_CLIENT_DisconnectInd;

RVD_CLIENT_DISCONNECT_CFM

This message is sent to application when the server has responded to a disconnection request.

typedef struct
{

BT_Header header;
RVD_CLIENT_DevHandle devHandle;
BT_BOOL success;

} RVD_CLIENT_DisconnectCfm
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 Appendix C RVD Command Flow Diagrams

Below is described the command flow on the client side of the communication when a
connection request is made. The connection can only be initiated by the client.

C.1 RVD Client

Fig. C-1 Sequence for connection. RVD Client.

Client Application Client Profile BT Stack

RVD_CLIENT_CONNECT_REQ

(RVD_CLIENT_CONNECT_CFM_NEG)
(Error)

L2CAP_CONNECT_REQ

RVD_CLIENT_CONNECT_CFM

L2CAP_CONFIG_REQ

L2CAP_CONFIG_CFM

L2CAP_CONNECT_CFM

L2CAP_CONFIG_IND

L2CAP_CONFIG_RSP

FLOW CONTROL
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C.2 RVD Server

Fig. C-2: Sequence for connection. RVD Server.

Server Application RVD Server BT Stack

L2CAP_CONNECT_IND

RVD_SERVER_CONNECT_IND

L2CA_CONNECT_RSP

L2CA_CONFIG_REQ

L2CA_CONFIG_CFM

L2CA_CONFIG_IND

L2CA_CONFIG_RSP
RVD_SERVER_CONNECT_CFM

RVD_SERVER_CONNECT_RSP

FLOW CONTROL
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C.3 RVD Diagnostic Session

RVD Client Application RVD Client Profile RVD Server Profile RVD Server Application

CONNECT_REQ CONNECT_IND

CONNECT_RSPCONNECT_CFM

DIAGNOSTIC_REQ DIAGNOSTIC_IND

DIAGNOSTIC_RSPDIAGNOSTIC_IND

DISCONNECT_REQ DISCONNECT_IND

DISCONNECT_CFM

Fig. C-3: Diagnostic Session.


