
2006:61 

M A S T E R ' S  T H E S I S

Measuring Factors for Increasing
Trust of People in e-Transactions

 Arash Mansoorian

Luleå University of Technology

Master Thesis, Continuation Courses
 Marketing and e-commerce 

Department of Business Administration and Social Sciences
Division of Industrial marketing and e-commerce

2006:61  - ISSN: 1653-0187 - ISRN: LTU-PB-EX--06/61--SE



 
 
  
 
 
 
 

 
 
           Measuring Factors to Increase trust in E.Transactions  

 
                               
 

             LTU Supervisor: Dr. ASA Wallstrom 

                           TMU Supervisor: Dr. Amin Naseri 

 
              
 

                                                      Master Thesis 
 
                             Arash Mansoorian 
 
 
 
 
 
 

 

 



 

 

Acknowledgement: 
 
The reason to stay condemned on my long way to my far destination was remembering bellow sentences: 
 
To learn and never be filled is wisdom. 
To Teach and never be weary is love. 
 
My special thanks go for my dear teachers Dr. Wallstrom and Dr. Amin Naseri which without their helps 
and supports ,definitely in a high percentage I gave up my job and focus on other subjects, although I have 
chosen this topic with my own personal interest. 
 
Never forget day/night supports of my parents and my everlasting life partner Ms. Niusha Farrahi. 
 
With all my love to those which without their helps, never I could achieve my goals. 
My especial thanks to Mr. Mohammad Ali Fallah who has reviewed my thesis for any grammatical mistake. 
 
I use superlatives because they are superlatives. 
 
 
Arash Mansoorian 
 
9 Sep 2006 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Table of Contents 
 
 
 
CHAPTER 1 : INTRODUCTION AND RESEARCH PROBLEM………………..1 
 

1.1 INTRODUCTION………………………….…………………………………………...1 
1.2 BACKGROUND………………………………………………………………………..3 

1.2.1 MEANING OF TRUST……………………………………………………..…..3 
1.2.2 IMPORTANCE OF TRUST…...………………………………………………..5 

1.3 RESEARCH PROBLEM………………………………………………………………..7 
1.4 RESEARCH QUESTIONS……………………………………………………………..8 
1.5 THESIS CHAPTER STRUCTURE…………………………………………………….8 

 
 
 
CHAPTER 2 : LITERATURE REVIEW…………………………………………….9 
 

2.1 AN INTRODUCTION TO NECESSITY OF TRUST…………………………………9 
2.2 LIFE CYCLE OF A BUSINESS TRANSACTION…………………………………...10 
2.3 ROLE OF TRUST SERVICES IN BUSINESS PROCESS…..……………………….12 

2.3.1 PROCESS OF SUBMITTING A REQUEST…………………………………13 
2.3.2 THE PROCESS OF FINDING POTENTIAL PARTNERS…………………..14 
2.3.3 CREDIBILITY ESTABLISHMENT………………………………………….14 
2.3.4 CONTRACT NEGOTIATION………………………………………………..15 
2.3.5 SIGNING A CONTRACT…………………………………………………….15 

2.4 EMERGING TRUST SERVICES AND ITS CUES……………………….………….18 
2.4.1 IDENTITY………………………………………………….………………….18 
2.4.2 DIGITAL CREDENTIALS……………………………………………………19 
2.4.3 RECOMMENDATION AND RATING………………………………………19 
2.4.4 ANONYMITY…………………………………………………………………21 
2.4.5 MESSAGING………………………………………………………………….21 
2.4.6 NOTARISATION…………………………………………………….………..22 
2.4.7 STORAGE…………………………………………………………….……….22 
2.4.8 TRUSTED COLLABORATION…………………………….………………..23 

2.5 TWO DIFFERENT VIEWS…………………………………………………………...23 
2.5.1 TECHNOLOGY ISSUES……………………………………….…………….24 
2.5.2 BUSINESS ISSUES………………………………………………………..….27 

2.6 OUTCOMES OF DIFFERENT VIEWS……………...……………………………….28 
2.7 TRUST BEHAVIOR BY A COMPARISON BETWEEN TRUST IN THE TROPICS 

VERSUS TRUST IN THE DEVELOPED WORLD………………………………….29 
2.8 E.TRASNACTION AND IT’S RELATED IMPORTANT DEFINITIONS……….....31 
2.9 THE MATTER OF TRUST……………………………………………………………32 
2.10 SOME CUES FOR EVALUATING TRUSTWORTHINESS IN A COMMERCE 

SITE……………………………………………………………………………………37 
2.11 SECURITY…………………………………………………………………………….38 



2.12 CATEGORIZING IMPORTANT TYPES OF TRUST……………………………….41 
2.12.1 TRUST IN PERSONAL RELATIONSHIPS………………………………….41 

            2.12.2 TRUST IN BUSINESS RELATIONSHIPS……………………………..……..45 
2.13 HCL & TRUST IN E-COMMERCE…………………………………………….…….46 

 
 
CHAPTER 3: RESEARCH METHODOLOGY……………………………………49 
 

3.1 RESEARCH METHOD AND RESERCH PURPOSE…………………………….…49 
 3.2 RESEARCH APPROACH……………………………………………………………51 
 3.3 RESEARCH STRATEGY…………………………………………………………….52 
 3.4 SAMPLE SELECTION……………………………………………………………….53 
 3.5 DATA COLLECTION METHODS……………………...……………………..…….55 
 3.6 DATA ANALYSIS……………………………………………………………………56 
 3.7 VALIDITY AND RELIABILITY……………………………………………………..57 
 3.8 MOTEC MODEL ……………………………………………………………………..58 
 3.9 CONCEPTUAL FRAMEWORK………………………………………….…………..60 
  3.9.1 A QUESTIONNAIRE FOR MEASURING TRUST………………………….62 
  3.9.2 QUESTIONNAIRE DEVELOPMENT…………………………….………….62 
 
 
 
 
CHAPTER 4 : DATA ANALYSIS…………………………………...………….…..64 
 

4.1 RESEARCH DATA DESCRIPTION , ANALYSIS AND RESULTS……..................64 
 4.2 PROCEDURE………………………………………………………………………….65 
 4.3 QUESTIONNAIRE DEFINITIONS…………………………………………….…….65 
 4.4 FACTOR ANALYSIS…………………………………………………………….…...68 
 4.5 COMPONENT MATRIX FOR 3M ,EXFO AND FUJIKURA WEBSITES..….…….70 

 4.6 NEW QUESTIONNAIRE BASED ON SPSS DATA AND BY MEANS OF FACTOR  
               ANALYSIS………………….……………………………………………………..…..73 

 
 
CHAPTER 5 :DISCUSSION ,CONCLUSIONS AND FURTHER RESEARCH……………..75 
 

5.1 MAJOR RESEARCH QUESTION ……………………………………..…….75 
5.2 MINOR RESEARCH QUESTION …………………………………….….….80 
5.3 MAIN CONTRIBUTIONS…………………………………………………….82 

 
 
REFFRENCES………………………………………………………………………..84 
 
APPENDIX 1: QUESTIONNARE  



List of Tables 
 
Table 1: Trust service usages throughout the business process………………….………17 
Table 2: Relevant Situation for Deferent Research Strategy………………………….…52 
Table 3: Reliability statistics……………………………………………………...….…..58 
Table4:Questionnaire(Analytical)………………………………………..………………63 
Table 5: Component Matrix for EXFO Website……………………..…………….…….70 
Table 6: Component Matrix for 3M Website……………………………...…………….71 
Table7:  Component Matrix for Fujikura Website………………….………………..….72 
Table 8: New Questionnaire based on Factor Analysis………………………………….74 
Table 9: Average percentage of each category based on available services….…………75 
Table 10: Percentage of each category based on available services for 3M website…....76 
Table 11: Percentage of each category based on available services for EXFO website...76 
Table 12: Percentage of each category based on available services for Fujikura website76 

 
 

 
 

List of Figures 
 
Figure 1: The lifecycle of a business transaction……………………………………..….10 
Figure 2:  A sample process of a drug company engaging with a test laboratory……….12 
Figure 3: Trust services required in submitting a request to an exchange……………….13 
Figure 4: Trust services required in request matching………………………………...…14 
Figure 5:  Trust services for credibility checks……...…………………………………...15 
Figure 6:  Trust services in negotiation of a contract………………………………...…..15 
Figure 7: Trust services required for contract signing………………………………...…16 
Figure 8: Trust services for continuing business ……………………………………..…16 
Figure 9 : a simple diagram of an X.509 certificate………………………………..……39 
Figure10: Schematic Presentation of the Methodology………………………………… 49 
Figure11: the four dimensions of MoTEC……………………………...………………..59 
Figure 12: Relationship between online trading and customer satisfaction……………..60 
 

 
List of Exhibits 
 
Exhibit 1: attitudes impact customer intent to buy on the web……………………..……..5  
Exhibit 2: skill interacts with the reason customers do not buy on the web…………..…..6 



 - 1 -

                                                           Chapter one  

              Introduction and Research Problem 
 

1.1 Introduction 
The way you pay money could be an e.transaction and the way that you have more confidence 

for doing a transaction is extracting the money out of your pocket. 

In the past, the world has experienced a revolution that is affecting several industries. It is 

changing the way that relationships are made between business partners.  

The last 20 years have seen a rise of computing power per dollar by a factor of more than 

10,000.  

The Internet is growing at a phenomenal pace. The importance of Metcalfe’s Law "The value 

of a network increases exponentially with the number of nodes." is becoming more evident. 

Emerging digital mobile terrestrial services and technologies are bringing data services to 

hundreds of millions of users on worldwide basis.  

Some industrialized countries are already providing 2.5G mobile terrestrial services and are 

in the process of building their infrastructure for 3G mobile. As early as 2001, handheld 

digital mobile devices on 3G mobile networks and the communication and application 

environment for handheld devices provided by Wireless Application Protocol (WAP) will 

provide high-speed Internet access (Alexander Ntoko,2001). Internet appliances and 

pervasive computing are reducing the technical requirements for network services and are 

creating direct relationships between business and consumers. While mobile network 

operators are providing e-payment services to their consumers, and threatening traditional 

financial institutions (such as credit card companies), digital TV is emerging as a new 

channel for distributing products and services to end-consumers. New economic leaders are 

emerging from companies that did not exist a few years ago. The main question being asked 

today is not "what business you are in?" but "what is your business model?" The digital 

revolution is bringing down geographical and time barriers. It is bringing together companies 

from the financial, computer networking, broadcasting and telecoms sectors to forge alliances 

and create new types of services.  
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A global electronic economy is being created where changes in one part of the globe affect 

many other parts. 

E-Business commerce is one of the main factors driving the digital revolution. It is creating 

new business models in industrialized countries and at the same time, presenting very new 

challenges to developing countries that still lack some of the basic technologies, policies and 

legislative framework to be part of this revolution. but what really is e-business? 

The all endeavors of millions of people who are working on an e.world is just for matter of 

fulfilling customer’s trust and keep him content after doing an e.transaction. 

e.commerce could be business to business (B2B) or business to customer (B2C).  Business-

to-Business (B2B) refers to companies buying from and selling to each other Online. 

 

But there's more to it than purchasing. It's evolved to encompass supply chain management As 

more companies outsource parts of their supply chain to their trading partners (Patton,2001) 

 

Business-to-Consumer (B2C) refers to any business or organization, sells its products or 

services to consumers over the Internet for their own use. However, in addition to online  

retailers, B2C has grown to include services such as online banking, travel services,  

online auctions, health information and real estate sites. (Patton, 2001)  

 

E.commerce will decrease expenses which are necessary for doing a transaction like,   

transportation. It provides new business opportunities, reduces costs and facilitates exchanges 

with business partners and consumers (Gartner Group,2000). 

 

Despite the advantageous available for the e.commerce, lack of some important factors like 

trust, security, inappropriate use of technology, wrong or extraordinary information, privacy, 

categorizing the customers and make them satisfied in different levels will cause great 

barriers for developing it, in the society/world. As an important factor it is possible to focus 

on trust, based on this view that there is a direct relation between trust and security. At the 

same time you can find such a relationship between trust and privacy. 
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Trust and confidence in information and communication technologies are key factors to 

transform electronic market place in effective environments to do e-business and e- activities. 

(Solange Ghernaouti  Hélie,2004) 

 

On the internet, nobody knows that you are a dog but for an e.transaction it is very important 

to know who you are dealing with. It is very clear that doing e.transaction is far from face to 

face transaction and these are web pages in front of you, which are playing the same role as 

the seller does in the real world and actually it could be very easy to mislead the customers 

by wrong or fake information available on web pages. 

 

1.2 Background 
 

As we are searching around measuring factors to increase trust of people in e.transactions as a 

key factor, it is very important to have a correct understanding of trust in different places. 

Some views are considered of and presented bellow based on research territory. 

 

1.2.1 Meaning of Trust 
 - Definitions of Trust on the Web 
A transaction in which the owner of real property or personal property gives ownership to a 

trustee, to hold and to manage it for the benefit of a third party, called the "beneficiary." 

Trust in sociology is a relationship between people. It involves the suspension of disbelief 

that one person will have towards another person or idea. It especially involves having one 

person thinking that the other person or idea is benevolent, competent / good, or honest / true. 

 

-Definition of Trust by online Dictionary 
1. Firm reliance on the integrity, ability, or character of a person or thing. 

2. Custody; care. 

3. Something committed into the care of another; charge. 

4. a.The condition and resulting obligation of having confidence placed in one: violated a 

public trust. 

     b. One in which confidence is placed. 

5. Reliance on something in the future; hope. 

6. Reliance on the intention and ability of a purchaser to pay in the future; credit. 
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7. a. A legal title to property held by one party for the benefit of another. 

    b. The confidence reposed in a trustee when giving the trustee legal title to property to       

administer for another, together with the trustee's obligation regarding that property and 

the beneficiary. 

    c. The property so held. 

 8.A combination of firms or corporations for the purpose of reducing competition and  

controlling prices throughout a business or an industry. 

 

-Definition of Trust by Oxford dictionary 
 

Based on Oxford Dictionary definition, trust is “the belief or willingness to believe that one 

can rely on the goodness, strength, ability, etc. of somebody/something”.  

 

According to the word of active authors in this field, I have recalled bellow definitions for 

trust: 

 

Willingness of a party to be vulnerable to the action of another party based of the expectation 

that the other will perform (or not perform) a particular action important to the trustor, 

irrespective of the ability to monitor or control that other party (Mayer et. al.,1995) 

Trust is not a tangible item and in real world the chance of categorizing and study of this 

issue is much lower than other issues, so in online world there will be some problems 

considering this barrier for attracting the customers. 

 

As a matter of fact there are different replies from different managing directors when you ask 

them about trust. When you ask them about the necessity of trust, they are agree with it and 

some are unwilling to answer and some are definitely disagree with the importance of it. 

 

According to a survey conducted by e.business research firm ,Jupiter Media Matrix Inc, 45% 

of U.S companies said that lack of trust prevented them from doing more business 

online(Tom Stein,2003). A key problem is that many policies and technologies don’t 

adequately address the problem.  
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1.2.2 Importance of Trust 
 

Importance of trust makes it a critical success factor for most suppliers/retailers to focus on it  

more, comparing other issues necessary for their business. As the Internet develops and 

grows, its success will largely depend on gaining and maintaining the trust of visitors. Such 

trust will be paramount to sites that depend on consumer commerce. The concept of trust is 

crucial because it affects a number of factors essential to online transactions, including 

security and privacy. Trust is also one of the most important factors associated with branding. 

Without trust, development of e-commerce can not reach its potential.  

  

In a joint research project conducted by Cheskin and Studio Archetype/Sapient, released in 

January 1999, the factors that produce a sense of trustworthiness on a website were identified. 

In a follow-up study begun early in 2000, Cheskin probed the dimensions of online trust 

across the Americas by linking the learning in both studies, understanding of the nature and 

dynamics of website trust can be dramatically enhanced.  
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As Exhibit 1 shows, Web consumers’ top online shopping concerns relate to control over 

information, privacy and trust, as opposed to the operating risks of remote shopping, and 

these concerns impact consumers’ stated purchase likelihoods. As security concerns 

(environmental control) rise, the likelihood of purchasing online decreases. 

 

The same is true for secondary use of information control and trust, except that concerns are 

most pronounced for those both most and least likely to shop online. 

In Exhibit 2, they have examined the relationship between online experience, closely 

correlated with and reported here as skill and also the reasons for not shopping online.  They 

have examined only that combination of web users who have never shopped online and never 

plan to. Overall, the most important reasons that non-buyers are uninterested in online 

shopping and it’s not important for them not to shop online are not functional, but those are 

related to issues of controlling their personal information. 
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It is apparent that negative perceptions regarding security and privacy increase with 

increasing levels of online proficiency.  The reverse is true for the functional reasons, web 

users do not shop online, including no perceived need, no interest, no knowledge of how to 

shop online and the belief that it is faster to shop in physical stores. In essence, the more 

experience one acquires online, the less important are the functional barriers to online 

shopping and the more important are concerns of control over personal information. 

 

Trust is an essential component of all successful buyer-seller relationships; the emergence of 

online business has brought about new challenges for building trust. 

On Business to customer relations, trust is very hard to achieve because comparing to 

Business to Business relations, it is for a short time and it is more transaction focused. 

By developing the technology world, due to high investments, lack of a sudden shift for a 

better transaction and safer one, always is noticed and considered. 

 

1.3 Research Problem 
 

Internet has changed every thing in our world, but there are some techniques and ways to do 

previous actions in virtual world (electronic world) and actually every body is looking for the 

ways of promoting and being better than before. Many times, even you experience that some 

websites ask you extra ordinary information than usual and you do not feel safe and forget 

them, never try to buy something online or do an electronic transaction. at the same time you 

may quit your previous customers by unsatisfied or wrong services. So definitely you need a 

way to avoid loosing your customers and also change him/her to a loyal one, besides your 

needs to find a new customer, your target could be your costumer’s trustworthiness. 

 

It is clear that trust plays an important role on e.transactions and as an important factor, 

suppliers/sellers/manufacturers should focus on ways of developing/improving trust of their  

customers and this will be possible by understanding effective factors on trust, which by 

assessing them finally it could be possible to increase trust of the consumers. 

 

As an option to approach this, design of web site and improving basic infrastructures could be 

considered. Actually if you have a unique vision for all your customers, certainly you can not 
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keep all of them and make them content and loyal, so by categorizing them and finding their 

most important needs, you can have more customers and at the same time you can find 

probable future needs of other categories/customers and also it will be possible to get ready 

for their new demands. 

 

 

From above discussion, the research problem for this study could be formulated as: 

 

To recognize and assess factors that have affects on increasing trust 

 

1.4 Research questions: 
Based on above stated research problem, the following research questions have been 

developed: 

 

Major Question: 

1. Which are the more important factors, which affect customer’s trust? 

 

Minor Question: 

1. What are the potential abilities of online trading which affect customer’s trust?  

1.5 Thesis Chapter Structure 

This thesis is divided into five chapters. in the first chapter the background of the selected 

research area is presented followed by a motivation part which discusses the notability of this 

subject that ends with a research problem and the research questions. In chapter two, theories 

and previous studies related to the topic and also the theoretical models will be presented. 

Chapter three focuses on research method and contains research approach, research strategy, 

data collection methods, validity and reliability of the research. In chapter four, research data 

description and analysis and also the results will be discussed. Finally, chapter five is devoted 

to discussion parts, conclusions and implication for further research. 
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                                                          Chapter two 

                             Literature Review  

 
 

2.1 An Introduction to Necessity of Trust 
 

There are many risks in trading on the Internet. Moreover, it is getting more difficult for 

companies to establish and enforce procedures for engaging safely in E- commerce. for example, 

how to establish the authenticity of electronic communications, how to ensure electronic 

signatures are fair and legally binding, and how to create an electronic audit trail that can be used 

for dispute resolution.   

 

 This complexity means that mistakes will be made thereby increasing the level of risk. Trust 

services are an attempt to address this problem. The idea is to package the operations that must be 

performed (to protect participating companies) and offer them as simple to use (and understand) 

“trust services”. The provider of a trust service will be an expert in managing risks associated 

with the particular service they offer.  

In the physical world, a bank can be viewed as a trust service. People can choose to look after 

their own money, for example by storing it under the mattress. One reason why people do not do 

this is that they would have to invest in significant security to avoid being robbed.  

It is much simpler to use a bank to store the money; they are specialists and are accountable for 

the money they keep. Further, they understand the risks of losing money, and so can mitigate 

against this by, using appropriate investments in physical and computer security.   

Taking this analogy further, banks have moved beyond “not losing” money, to offering various 

value added services such as credit cards, cash machines, and direct debits. It is imagined that  

trust services can extend to various value added notions. For example, a storage service could 

extend to monitor contracts, or enforce storage policy, a reliable messaging service could extend 

to offer message audits, and so on.   

The notion of trust services is not new; there are various financial, insurance, and legal services 

available, that make commercial activity simpler and less risky. however, many of them rely on 

well established, usually paper based, processes. for example, although web and e- mail is  being 

used more and more to set up transactions, most deals, will involve paper based contracts, 

invoices, and receipts, any of which could be used to support a claim with an insurance company, 
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or in a court of law. The reliance on these processes enables businesses to engage in ordinary 

commerce. 

There has been much talk of streamlining business processes and transactions to achieve cost 

savings by using the promises of the internet. Digital signatures provide a mechanism to underpin 

the legality behind such digital business transactions and are supported by recent e- signature 

legislation [ESign,1999]. In spite of this, it seems clear that companies need more help to move 

away from paper and into a digital world. To achieve this, trust services must be fit seamlessly 

into the business processes of these companies.  

 

2.2 Life Cycle of a Business Transaction 
 

 

 

                                                                    

 

 

 

 

 

 

 

  Figure 1: The life cycle of a business transaction 

 

A typical lifecycle for a business transaction would be as shown in figure 1. Historically trust 

establishment has been performed in a variety of ways, including face to face meetings, 

recommendations, special offers and so on.  

 

In e-commerce, all the transactions are likely to be electronic and perhaps automated. There are 

technologies available for identity and authorization; however, it is not at all easy for non- 

specialist companies to use them appropriately to establish trust. The trust services vision is to 

package these technologies and deliver services that would allow such companies to easily 

achieve the trust levels in the customer/consumer which they desire.  

Similarly for negotiation, agreement formation and fulfillment, there are established roles such as 

notarization, record retention, underwriting and business verification (third party business 

verification, i.e. checking and inspection of suppliers, customers, and individual fulfillments, is a 
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service from the old economy). For example SGS founded 1878, has been providing these kinds 

of services for a long time. 

These roles will still be needed for e-commerce, but because of the differences of digital 

transactions the new ones, will also be needed. For example, to ensure appropriate processes for 

all the contexts in which digital signatures are produced and preserved, there are technologies that 

solve some of these problems and as another example, time stamping and document management 

systems could be considered. 

 

However again, it is not easy to do this due to diligence at each stage in the process.  

To be of value, the trust service providers must be accountable for the service they perform. The 

risks will be passed to these specialist providers, which will have the expertise to understand the 

trade offs and handle the complexity. For example, a company should be able to hold an identity 

service to confirm account identification. 

Many analysts are citing lack of accountability as a major stumbling block for wide scale 

adoption of e-marketplaces [Thomp,2001]. 

                                                                

Thus there are three distinguishing features of trust services: 

       

      i.           Participant’s confidence to trade, 

ii. They simplify life for their users,  

iii. They are accountable, or can be used to vouch for the service that they provide.  

 

It is not yet clear, what the range of trust services will be. They can certainly be expected to 

include mechanisms to support trust establishment, negotiation, agreement and fulfillment. for 

Example:  

 

-  Identity services,  

-  Authorization service,  

-  Anonymity services,  

-  Trust rating and recommendation services,  

-  Guaranteed message delivery,  

-  Auditable receipt generation,   

-  Storage,  

-  Notarization  
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A guaranteed delivery service may offer storage and notarization of documents transmitted, 

thereby building one trust service by using others. Moreover there would seem to be a role for a 

set of component trust services (i.e. services that would not make sense to the ordinary business 

customer, but which will be essential to deliver the above services), for example:  

-  Secret/key storage services (as a confidential storage service they will use cryptography)             

-  Archival services,  

-  Time stamping services.  

 

2.3 Role of Trust Services in Business Processes (A real example in 
real world ) 
 
In this part, I have considered a business scenario and look at what role trust services play in the 

different stages of it. Take a classical example of using an external third party to help in finding 

and forming a business relationship between two companies. Let’s say the player is a large drug 

manufacture that needs to find another company to perform tests on certain drugs.  

An external party, such as an online exchange is employed during the initial stage in order to find 

a selection of potential partners.    

The task of finding the right test laboratory and forming a business relationship is performed in 

stages as shownin figure 2.  

 

 

Figure 2: A sample Process of 

    a Drug Company Engaging 

   with a Test Laboratory 

 

 

 

 

                                                                                  

 

Each stage in this scenario consists of a separate business process involving either the drug 

manufacturer and exchange or the drug manufacturer and testing laboratory. The next sections 

proceed to look at what trust services should be in place to support these separate business 

processes in an online world.  
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2.3.1. Process of Submitting a Request  
 

The first transaction of submitting the request to an exchange seems to be quite straight forward. 

In an e-world, it is necessary for an exchange to establish the authenticity of the request and also 

the eligibility of the party to participate in exchange. The exchange will incur unnecessary costs if 

it proceeds with bogus requests for which it will not be paid. The full process of submitting a 

request will consist of at least the following steps:  

 

      1.    Drug manufacturer authenticates itself.  

2. An authorized request is submitted.  

3. The request is verified and logged.  

 

The trust services that would be used in this process (as shown in figure 3 )are an authentication 

service to identify the manufacturer submitting a request; an authorization service to validate the 

submitter’s entitlement to make the request and potentially an e-signature verification and request 

time stamping services.   

 

 
        Figure 3: Trusts services required in submitting a request to an exchange 
  

The authentication service provided by a third party might potentially serve several exchanges in 

which the drug manufacture participates. The verification and time stamping services in this case 

are optional, since they would probably be used by an exchange only on certain (perhaps costly) 

transactions to provide additional assurance.  
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2.3.2 The Process of Finding Potential Partners  
 

The second transaction from our scenario is performed by the exchange with the results being 

submitted back to the drug manufacturer. The exchange must identify companies who have the 

potential capability to fulfill the request. Typically, this would be done using catalogues held by 

the exchange although the exchange may also pass the request to other collaborating exchanges.   

If a request is passed to other exchanges, certain security mechanisms have to be in place: 

The requester may need to be anonymized; however, the integrity and authenticity of requests 

still have to be assured. A special purpose messaging service is used in these cases. the exchange 

can then check the credentials of chosen or potential partners to ensure that they are capable of 

meeting the requirements.  

      

      

      

      

      

      

      

      

    

                    Figure 4: Trust Services 

                                                                                    Required In Request Matching  

 
 
2.3.3 Credibility Establishment  
 

Before engaging in business with one of the potential test laboratories, the drug manufacturer 

either performs its own credibility verification or uses an insurance company to underwrite the 

transaction. In this case, the insurer would probably check out the company with a credibility 

verification service. The insurer and the credibility verification service are both trust services.  
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         Figure 5: Trust service for credibility checks 
 

 

2.3.4 Contract Negotiation  
   

During negotiation phase for of the contract, an assured messaging service has to be used by 

both parties not to  only ensure confidentiality of transactions but also to enhance accountability 

by keeping the sequence of exchanged messages. this service will itself use time stamping and 

secure storage. 

 

 

 

 

 

 

 

 

                    Figure 6:  Trust Services in Negotiation of a Contract  

 

 

2.3.5 Signing a Contract  
 

After the contract has been finalized, it is digitally signed and time stamped and in this case both e- 

signature and time stamping services are used as other examples of trust services. 

E- signature and time stamping services are used to ensure long term preservation of the signed 

document and for this reason  the e-contract is passed to the secure storage services.   
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Figure7: Trust services required 

for signing the contract 

  

 

  

 

Once the contract has been signed, the drug manufacturer and test laboratory enter the stage of 

joint business. During this time period, the drug manufacture has to supply drugs for testing, 

whilst the laboratory carries out testing and also providing the results back to the manufacturer.  

  

During this process, both parties have access to the shared confidential information, such as drug 

details and test progress. Both authentication and authorization service are used to identify 

individuals and control the information that they can access. In addition, the parties agree to use 

assured messaging service since information regarding drug testing is highly confidential and 

sensitive and thus must be communicated in secure way. 

Finally, the results of tests are stored by a secure storage service for long- term preservation. 

  

 

 

 

 

 

 

                  

            

 

 

                          Figure 8: Trust Services for Continuing Business  
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The scenario demonstrates that many of the trust services are used in various places during the 

business process.  

Table 1 summarizes which services have been used at which stage. 

For example, the secure storage service is used in negotiating, contract signing, and joint business 

stages.   

The final set of trust services used during business processes, might be different depending on the 

scenario and applications. the examples list an essential set of trust services and demonstrate how 

they can be used ,although the list is definitely not exhaustive.  
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2.4 Emerging Trust Services and its Cues 
 
Researchers from NIST have presented a similar vision to trust services see [Stein,1997]. 

 

“Electronic Commerce will modify some of the traditional models for the conduct of business. 

However, it is important that many of the long-standing elements of commerce be replicated in 

the electronic world.” 

 

The paper describe “trust enhancers” that will be needed to support these models and elements 

and some of the technology needed to deliver them. these clearly align with trust services. there 

are many emerging technologies and in some cases services that could play a part in a trust 

service infrastructure and some are discussed as stated below: 

 
2.4.1 Identity  
 

Public key infrastructure (PKI) based certificate authorities are commonly used to underpin 

digital identities.  

Companies such as Verisign, provide signed certificates vouching for the identity of the owner of 

the public key. 

In theory in the section 2.3.1 , the exchange need only to check publicly which is available on 

revocation lists, to get confirmation of the identity.   

PKI infrastructures are hard to use and integrate with applications and services, especially for 

tasks concerning the verification of digital identities. Companies like ValiCert 

(www.valicert.com) offer mechanisms and services to outsource validation and verification 

controls, based on OCSP protocols and related technology [Myers,1999].  

In practice, there are many standardization issues to be resolved before PKI certificates can be 

accepted between companies, see [Casas,2000].  

The current scheme lacks accountability with the certificate provider. Without this, there is no 

pressure on the provider to do the necessary offline identity checks and therefore the certificate 

cannot be relied upon.  

A further problem is the short- term nature of the certificates; that is, the certificate is only valid 

for a limited period, typically twelve months. There are many cases, for example in dispute 

http://www.valicert.com
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resolution, where there is a need to prove the identity of an author or signatory many years after 

the event. Extra identity  for tracking services would be needed to achieve these aims.  

 

2.4.2 Digital Credentials   
 

Emerging privilege management infrastructures (PMIs), address the very basic need of certifying 

attributes associated to users and enterprises. These attributes include credit card numbers, 

certified credit limits, ranking information. and etc.  

The two principal competing approaches based on X.509 and SPKI [Ellis,1999] technologies uses 

digital credentials to represent and certify digital attributes. These approaches suffer the same 

problems described in the identity section. in particular little has been done to address the 

accountability of attribute authorities (credential issuers) and the management of long-term digital 

credentials. 

 

2.4.3 Recommendation and Rating  
  

At Section 2.3, recommendation and rating services are used by the exchange as part of the trust 

establishment phase, while digital credentials could be used to represent and certify enterprises’ 

attributes.  

On the business side, recommendation and rating services are emerging within electronic 

exchanges and e-marketplaces to vouch for market participants.  

Market makers (e-marketplace providers) are starting to run such recommendation services for 

participants in their closed communities. However, it is not just e-marketplaces and startup 

service providers that  are taking business- to-business e- commerce trust, seriously.  

Century- old insurers, banks and business services companies also have stepped to the fore to 

help e-businesses mitigate the risks of buying and selling on the web.  

  

Among others, the business information provider The Dun & Bradstreet Corp. and verification 

and testing provider SGS Société Générale de Surveillance SA, have recently launched e- trust 

service offerings.   

 

In particular SGS launched a division and service called SGS onsite (www. sgsonsite.com).  

 

 

 

http://www.sgsonsite.com
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SGS's  online is a service that allows B2B suppliers to receive a seal of approval after SGS has 

assessed the necessary criteria, such as production capacity, online trading capabilities, quality 

assurance and control systems and even environmental can.  

 

Since last year, through a series of new products and joint ventures companies are adding services 

to secure online B2B transactions, insure against risk in online trade, verify the readiness of 

suppliers and discover details of a potential trading partner's background.  

Online trading services, like credit rating services (www.clearlybusiness.com, 

www.mcphersons.co.uk, etc.) are already available on the internet, providing a view on the 

financial reputation of enterprises. reputation is an important asset for people and enterprises and 

it is definitely a trust enabler. 

 

Companies like TRUSTe (www.etrust.com) address the need for branded symbols of trust and 

privacy on the Internet. Web sites displaying the TRUSTe privacy seal are committed to abiding 

by a privacy policy that gives users notice, choice, access, and security with regard to their 

personal information and in the event of failure, giving users redress and compensate their losses.  

 

These kinds of recommendation and rating services need a high level of accountability to the 

accuracy of the information that they impart. They must provide a high degree of confidentiality 

on the information they have and ensure that the necessary checks have been made to the source 

of the information. For such services successful trusted companies and organizations must run 

them and they must maintain the quality of the information they provide to keep their reputation.   

 

http://www.clearlybusiness.com
http://www.mcphersons.co.uk
http://www.etrust.com
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2.4.4 Anonymity 
   

Anonymity services are becoming popular on the Internet to protect user’s privacy. This is true 

not only for consumers but also for businesses. The management of the privacy and security of 

cooperation and also customer information assets, can determine the success or failure of critical 

e-business initiatives. Companies like Zero- Knowledge Systems (www.zeroknowledge.com) 

offer an online anonymizer service based on strong encryption mechanisms and IP masking 

techniques. Anonymity and privacy are also more and more important for auctions, exchanges 

and e-marketplaces, where the identity and credentials of market participants need to be hidden 

for business and strategic reasons.   

 

2.4.5 Messaging  
 
Being able to exchange messages in a secure and guaranteed way, during business interactions, is 

a fundamental requirement.  

From a low-level technology perspective, the S/MIME technology standard allows the exchange 

of messages by providing mechanisms to sign and (optionally) encrypt messages. S/MIME makes 

use of the sender’s and receiver’s digital certificates. S/MIME only defines a standard format for 

messages and does not guarantee delivery. Moreover, it suffers from the PKI problems described 

in the identity section(Section 2.4.1). The assured and guaranteed messaging infrastructure which 

is discussing on this thesis needs to be provided at a higher level of abstraction, by an e-trust 

service that can be held accountable. traditionally, EDI messaging and business interaction 

infrastructures provide reliable and trusted infrastructures underpinning interactions within close 

business communities. Electronic Data Interchange is the transfer of data between different 

companies using networks, such as VANs or the Internet. As more and more companies get 

connected to the Internet, EDI is becoming increasingly important as an easy mechanism for 

companies to buy, sell, and trade information. ANSI(American National Standards Institute)has 

approved a set of EDI standards known as the X12 standards.  

Trusted third party, like GEIS (www.geis.com), supply these infrastructures by means of Value 

Added Networks (VANs). VANS use dedicated communication resource and the provider is 

accountable for their security trustworthiness.  

EDI solutions are generally quite expensive and accessible only to large enterprises and 

businesses. the rise of the web has recently made these solutions evolve to include web based 

messaging facilities (webEDI). 

http://www.zeroknowledge.com
http://www.geis.com
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2.4.6 Notarization 
 

Notarization is an essential trust service that provides evidence of the existence of documents and 

messages at particular points in time. Notarization services are emerging on the Internet as e–trust 

services.  

These services provide notarization records of digital documents including undeniable 

timestamps of the content of these documents. A proof of the notarization act is usually returned 

to the owner of the digital document by means of an acknowledgment receipt.  

 

For example, Surety (www.surety.com) is a provider of digital record notarization service. 

Surety's Digital Notary Service enables enterprises and people to notarize electronic files and 

records before they are distributed or publicized, guaranteeing file content and enabling the 

owner to verify their content for years to come.  

Timestamp.com (www.timestamp.com) provides a time - stamping service to digitally 

timestamp digital documents.  

The hash value of a document is digitally signed and time stamped and the result returned to the 

requester. A hash function (or hash algorithm) is a way of creating a small digital "fingerprint" 

from any kind of data. The function mixes the data to create the fingerprint, often called a hash 

value.  

 

 

2.4.7 Storage 
 

The storage of critical digital documents is extremely important especially for long period of 

time, as it is the foundation of accountability. In the physical world enterprises and people are 

asked by law to store and keep paper-based documents for long periods such that they can be 

used as evidence of past events or actions.  

Because of the trend towards digital documents, enterprises and people are likely to be asked to 

store digital documents such as e- mail conversations, e-contracts, receipts, etc. as a pure storage 

play. Many technologies have been developed so far for storage of digital documents at the 

infrastructure, system and at the application level.   

 

http://www.surety.com
http://www.timestamp.com
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Infrastructure technologies like Storage Area Networks (SAN) and Network Attached Storage 

(NAS) provide high availability, replication and survivability of stored documents. 

Companies like Documentum (www.documentum.com) provide solutions to store, index and 

manage huge set of documents within enterprises.   

 

Little has been done so far, to deal with the longevity issues associated to the long- term storage 

of critical digital documents. Long-term storage services need to be provided by trusted storage 

services that support the renewal of document formats and signatures 

This will be done by the management of long term access control, the management of long term 

encryption and dealing with long term survivability of the stored data. 

 

2.4.8 Trusted Collaboration  
 

Trusted collaborative environments, like Internet business communities are emerging on the 

Internet as safe heavens where enterprises can cooperate on common goals. These business 

communities include extended extranets, exchanges, supply chain communities, virtual 

conferences rooms, etc.  

Currently most of these services are either run by a dominant entity, such as supply chain 

communities or trusted third parties, like available relation in the case of exchanges.  

 

One of the emerging problems to be addressed is the fine-grained management of the access to 

information, resources and services shared by the participants. Little has been done to address this 

problem so far. Support for the delegation and control of fine-grained access control has to be 

provided at the data, resource and flexible service levels and trusted  authorization service, need 

to be deployed to simplify the management within these environments. 

 

 

2.5 Two Different Views on Trust 
 

When we are talking about trust, there are 2 major views about it, which those are technology and 

business.  
Trust services underpin business processes and therefore the businesses place a high reliance on 

the trust services.  

http://www.documentum.com
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The implications of a failure in a trust service could be severe and finally, the trust service 

providers need to minimize the risk of failure and therefore guarantee their liabilities. The whole 

focus behind the trust service industry is to take many of the trust tasks that companies find hard 

to manage and push them into specialist providers.  
Both these arguments suggest that trust service providers should be experts in the service they 

provide and  the relevant technologies used to provide it. They must carefully consider the design 

of both their business processes and the underlying delivery technology.  
On each view some important factors are discussed in this thesis as stated below:  

 

2.5.1 Technology Issues  
 

The range of trust services makes it hard, to develop generic trust service technologies. However, 

there are some key issues that need to be addressed by many trust service providers. Four main 

technology issues are considered and discussed below with many of the points being related to 

the long timescales over which the trust services provide guarantees.  

This change from the short timescales often associated with computers to the much longer 

business timescales, provides some considerable challenges.  

 

- Ease of use  
 

Ease of use is important for all systems including, trust services which will be integrated into 

many different companies’ business systems and reintegrated into new systems. 

Each company will have their own sets of policies concerning the way they wish to use trust 

services and the guarantees they expect from the trust services.  

For this, flexible agreements allowing differing policies must be supported some trust services, 

for example a storage service, will require that the users maintain a relationship with the service 

for long periods.  

This task must be simplified across the whole set of services to reduce management overheads. 

For example, the complexity of informing and managing the removal of a user, or a change in 

their rights as a member, staff leaves or changes for their job can be painful, if each trust service 

must be updated.  

 

 Some trust services such as a recommendation service or a timestamp service will make a 

statement that must be supported for long periods; others such as storage services will keep data 
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that must be recoverable after long periods. Standards for the form of information must be 

developed to ease integration and the ability to interpret information after long periods. equally, 

where information is retained, it should be easy to search for the required document stored some 

time ago.  

 

- Survivability  
 

Trust services can be thought, as part of a critical business infrastructure and therefore, every 

effort should be taken to make the system resilient to failures and attacks which by this, it could 

be survive. 

Properties of a survivable system include a mix of high availability and security, which it allows 

the system to have integrity of data and service continuity in the presence of attacks and failures.   

 

In designing a trust service, it is a good assumption that failure (or successful attack) will occur 

within parts of the underlying system, but the level of service continuity needs to be maintained. 

Considering some of the issues performing to the times over which guarantees are made by trust 

services, it is likely that all systems originally used to provide the services, which have been 

replaced. For example, the original systems used in providing a timestamp service may have been 

scrapped but the timestamp service must be capable of verifying their original timestamps. 

When a user requests a timestamp, some servers may respond, but the service provider should 

ensure sufficient resources to meet the user’s needs. Survivability is a function of whole system 

and should therefore be incorporated into the basic architecture of a trust service. Trust services 

will often rely on other trust services; these connections and the strengths of the chains of trust, 

form part of the survivability considerations. a number of mechanisms can be used to ensure a 

degree of survivability. 
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- Confidentiality and Privacy  
 
Trust services will be able to see considerable amounts of data, concerning their clients business.  

For example, a recommendation service will see tasks that a business is looking for people to 

carry out; a credential service will see on whom a business is checking and storage services may 

be storing and therefore seeing, all a companies’ important documentation. 

It is essential that consideration is given as to how a high level of confidentiality can be gained. 

For example, that a trust service provider does not leak clients’ information and protecting it even 

from its own operators. Confidentiality often refers to the ability to encrypt a link between a 

client and the service provider. Whilst necessary for trust services, stronger claims should be 

made, for example, about the way information is kept encrypted within the trust services’ 

computer systems. In the cases, such as a trusted storage service, information is maintained for 

long periods of time there will be issues of long- term key management and the strength of the 

encryption algorithms over the lifetime of the data.  

Confidentiality is not solely about encryption; one of the most important issues is the access 

control on information; including residual information such as billing data. Many issues of access 

control are well understood and applied in a variety of ways to computer systems and services. 

The longevity of some trust services brings additional issues where the users and owners of each 

piece of information may change over time, just like, job or organizational changes. Even tracing 

a single user’s identity over time, can prove problematic as keys, certificates and even user name 

changes. it is probably necessary for the trust service industry to have generic solutions such as 

identity and role tracking services to simplify the access management tasks.  

 

- Integrity  
 

Many trust services are acting as information providers and clients will be concerned with the 

integrity of the information and ensuring that it is correctly attributable to the trust service. 

Equally, the trust service will be keen that others cannot make statements on their behalf and 

during the lifetime over which the statement will be used, they cannot be changed. Typically, this 

will be done by signing the statements and ensuring  they are time -stamped with keys of 

sufficient size to protect them for their expected lifetime.  

Trust services should be concerned and develop of with the ways their systems are run to ensure 

that rogue employees cannot form unintended trust statements.  
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Generally the publication of trust statements, or receipts for say storage, will make it hard for a 

trust service to back down on claims. Trust services may be required make further demonstration 

of their claims, such as to justify that they correctly vouched for someone on the basis of the 

information available to them at that point of the time.  

This means that trust services have challenging task to be able to demonstrate the integrity of all 

their records and also the functioning of their systems.   

 

2.5.2 Business Issues  
 

The Trust Services vision involves much more than technology and in particular cannot be solely 

realized by a technology provider. It is likely to require collaboration and cooperation from many 

parties. This section outlines some of the non-technical issues and specifies some of the other 

stakeholders that have interests, opportunities or knowledge in this area. enterprises and 

consumers will be heavily reliant on individual trust services, which will in turn be reliant on the 

whole infrastructure. It is for this reason all providers will have an interest in preserving the 

reputation of the eco-system. It is accepted that providers need to "look after" each other and 

share good practice, in much the same way that the banking industry operates. The reliance is 

very much long term and the technology brands are unlikely to be ones that enterprises will 

readily turn to for such services. The more likely brands would seem to be those involved in the 

current trust infrastructure, i.e. banks, insurance, audit, and perhaps government organizations.  

Longevity also poses challenges for revenue models, for example, how would an enterprise 

expect to pay for the storage related to a transaction that must be kept for many years. It means 

that the banks can readily understand the business models that are likely to emerge and it requires  

lateral business thinking.  

It was debated that providers are best people be accountable, because they will understand the 

risks. It is also worth noting that not all the risk is in the technology and even if it is true, there 

would still be a need to actuarial expertise when deciding which technology to deploy.  

Other factors that will need to be well understood and perhaps influenced are the constraints of 

the legal system, common practices within industries, auditors and government organizations. 

Standardization is a vital component. Some standardization efforts are already appearing, but 

there is a lot of work needed before the technology and processes are well enough understood for 

common standardization. 

Nevertheless, such forums are clearly important to encourage the collaboration between 

interested parties. 
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Another distinguishing and mandatory requirement of trust services is as below: 

They simplify things for their users. To do this they must integrate seamlessly with their business 

processes. Web services can render help in this by using external services with standardized 

interfaces, which is easier than integrating a new system into an enterprises existing IT 

infrastructure. 

However, this explanation hides a lot of detail, and it would be extremely unwise to proceed 

without using the knowledge of customers and perhaps the software providers that assist current 

business processes.  

In summary, there is a large and eclectic community of stakeholders with different opportunities, 

influence and knowledge to contribute to the vision which will facilitate in the difficult task of 

establishing the necessary collaboration. 

It is worth noting that the vision can be reached on incremental basis. For example, technology 

providers with sufficient technology can choose their partner. Among, banks to offer any of the 

services described and they should add value. Hopefully using the service becomes standard and 

ends up influencing industry practice which in turn may influence legal precedents.  

 

2.6 Outcomes of Two Different Views 

  
In synopsis, the trust services infrastructure consisting of e- trust services have described.  

Such an infrastructure will create a much needed step change in ensuring good practice and 

confidence in the context of e- commerce. Based on above discussions five key ingredients that 

trust service providers must offer are stated as below:  

 

-  Accountability: At a minimum, it could mean assurance that their processes will stand up 

                             to scrutiny in disputes, in other words it means they assume liability 

                             for the services they offer. 

                            

-  Survivability/Longevity: Each service and the industry as a whole, must produce  

                                           technology and businesses that will be available to resolve  

                                           disputes in  decades after events. 

 

-  Confidentiality: the customer will be giving their highly sensitive data to the trust  

                              services and the trust services must ensure confidentiality even within 

                              their own  organization.  
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 -  Integrity: Linked with accountability and longevity, but worth distinguishing.  

                    because digital data is so easily created and forged, providers must  

                    be able to demonstrate the integrity of their information or the information they keep.  

 

-  Simplicity: Complexity and legacy are major stumbling blocks for e- commerce.  

                     to be successful, trust services must make life simpler for e- traders,  

                     and they must take account of existing infrastructure, including that of the customer. 

 

Understanding how to do all these things is not just about technology and a technology provider 

acting alone cannot resolve them. Realizing the full vision will require collaboration amongst 

many of the likely stakeholders, for example governments, industry regulators, banks, insurers 

and lawyers.   

There are major and deep set of technology problems that need to be addressed.  

The trust services team are working on some of the technology problems. At the same time, the 

team is engaging with customers from various industries to develop and validate models for trust 

services. It is worth noting that there are likely to be significant opportunities in many parts of the 

overall vision and so it is worth researching this space in an incremental fashion, with one eye 

being kept on the overall requirement.  

2.7 Trust Behavior by a Comparison Between Trust in The Tropics 
Versus Trust in the Developed World  

A new study conclude that people's trust in each other differs between the developed and 

developing world, both in terms of their reported trust in response to surveys and their real 

behavior. Research by professors Håkan Holm and Anders Danielson, published in the Economic 

Journal, compared trust among students in Sweden and Tanzania and found that: 

• While as many as 74% of the Swedes said that they trust others in response to a survey 

question, only 41% of the Tanzanians did so.  

• But this difference was not observed in behavior in a simple trust game in which 

‘Investors' sent a sum of money to ‘Trustees' that was multiplied and could then be sent 

back (in full or part): on average, Swedish and Tanzanian investors sent back similar 

amounts – 51% and 53% respectively.  
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• While Swedes and Tanzanians on average returned about the same proportion of the 

amounts invested, the former returned a larger and the latter a smaller share the higher the 

investment. the return on investment for the group of high investors was 26% in Sweden 

but only 6% in Tanzania.  

When taking your order at a restaurant, the waiter trusts that you have enough money to pay the 

bill. By trusting you, a mutually beneficial transaction is accomplished: you get the meal and the 

restaurant gets paid. This insight has encouraged an interest in measuring trust in various 

populations and its relationship to economic performance.  

At the macro level, some studies have indicated a relatively strong positive correlation between 

populations' responses to attitudinal trust surveys and economic performance. But one concern is 

that answers to survey questions might measure something different from real economic 

behavior. People do not necessarily behave as they say they do. Recently, experimental 

economists have designed a simple trust game to capture the essence of economic trust behavior. 

In this game, there is one investor and one trustee who are anonymous to each other. The Investor 

receives a sum of money that he can send (in full or part) to the trustee. The money sent is 

multiplied before it reaches the trustee. The trustee, in turn, may choose to send back (in full or 

part) money to the investor. This time, however, the money sent is not multiplied. Clearly, the 

common pie is maximized if the investor sends all the money he has. But to do that he has to trust 

the trustee to return some money. Consequently, the amount of money sent by the investor 

reflects trust and the amount returned by the trustee reflects trustworthiness. The aim of this study 

was to investigate the determinants of trust game behavior and their relation to attitudinal survey 

trust. As the issue of trust is particularly interesting for developing countries, while most of the 

existing data derive from rich countries, the experiments were conducted in one developing 

country (Tanzania) and one rich country (Sweden). The subjects (undergraduate students of the 

same category at Lund University and at the University of Dar-es-Salaam) participated in a 

number of experimental tasks with non-trivial monetary incentives and were able provide 

answers to a large number of survey questions.  

The researchers found that while as many as 74% of the Swedes stated that they trusted others in 

the survey question, only 41% of the Tanzanians did so. But this large and statistically significant 

difference was not observed in investments in the trust game: on an average, Swedish and 

Tanzanian Investors sent similar amounts – 51% and 53% respectively. This suggests that survey 

trust measures something different from behavioral trust across groups and that a group's survey 
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trust may not be a good predictor of its trust behavior, but there is still the possibility that survey 

answers predict individual trust behavior within each group. the researchers found such a 

statistical relation (for the first time) among the Swedes. Furthermore, the Trustees' behavior 

demonstrated interesting differences between Swedes and Tanzanians. While Swedes and 

Tanzanians on average returned approximately the same proportion of the amounts invested, the 

former returned a larger and the latter a smaller share the higher the investment. The return on 

investment for the group of high Investors was 26% in Sweden but only 6% in Tanzania. Such a 

positive reciprocity mechanism among the Swedes may serve as a lever for motivations to invest. 

Overall, the determinants of trust behavior were partially different in the two countries. The only 

determinants that strongly predicted individual investments and amounts returned were 

behavioral measures of generosity and expectations of such generosity. Thus, trust in the Tropics 

is not necessarily the same as trust in the Nordics, which should be considered when designing 

development strategies in the developing world.  

2.8. E.Transaction and its Related Important Definitions 

- E-Transaction Processing 
As the Internet increasingly enables affordable and reliable exchange of information, goods and 

services at lightening rates, yesterday’s businesses are becoming today’s e-businesses. If 

companies are going to stay competitive and maintain customer satisfaction while growing the 

core business, they can no longer afford to rely on traditional business models. 
 

End-user Web transactions or Web technology-related transactions are rising exponentially and 

business-to-business transactions have grown significantly. According to a recent International 

Data Corporation report, those transactions will impact web commerce. The most of buyers 

accept this medium as a means of volume purchasing (Gantz et. al.,1999). 

This creates an immediate need for the integration of previously disjointed units into a seamless 

process. 

A recent study by Forrester Company involving large companies has found that 73% are involved 

in online application integration through the use of both commercial messaging technologies and 

in-house coding. 

The companies attribute this to e-business, supply chain and customer relationship management 

directives (Sweat Jeff,1999). See: 
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• http://www.techweb.com/se/directlink.cgi?IWK19990426S0044. 

• For March 1999 Forrester report entitled Integrating Business Processes by Eric G. Brown, see: 

• http://www.forrester.com/ER/Research/Report/Excerpt/0,1338,5679,FF.html) 

This growing business need for end-to-end, integrated, and complex solutions is being answered 

by an expanded information technology model known as e-transaction processing. 

 

- What is E-transaction Processing? 
 

E-transaction processing is the technology infrastructure that enables the transformation and 

integration of end-to-end business processes using Internet technologies. It inherently demands 

architectures that provide secure, highly available computing environments, capable of handling 

dramatic rises in transaction volumes and complexity. E-transaction processing is not a product or 

an offering. It is an evolving E.business requirement aimed at producing tangible business 

returns, maximizing competitive advantage and providing the highest levels of customer 

satisfaction. E-transaction processing exploits new technologies that recognize the heterogeneous 

nature of any e-business and provides the means of tying together existing, cross-platform 

components. 

 

2.9 The Matter of Trust  
 

The availability of goods and services with the click of a mouse is challenging and changing the 

global landscape, but the company’s success could very well come down to a single, old-

fashioned value with the name of trust. in the online world, companies can enjoy sustained 

growth and stability--even competitive advantage--if they're viewed in the global marketplace as 

trustworthy business partners and employers and worthy investments but antiquated definitions of 

trust no longer suffice.  The current business environment demands new concepts and actions.  

 

Trust in the online world means having Web sites, organizations and services available to 

stakeholders when, where, and how they want them. (Rena Mears et. al., 2003) 

 

"Yes, we are still facing a crisis of online trust," says Steven Adler, marketing manager in IBM's 

security and privacy software division. "But I don't think it is an insurmountable problem."  

 

 

http://www.techweb.com/se/directlink.cgi?IWK19990426S0044
http://www.forrester.com/ER/Research/Report/Excerpt/0,1338,5679
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"There's very little incentive to go online and do any kind of transaction. in fact, the more you 

know what's really out there, the less you want to go anywhere near it." Avivah Litan, a VP and 

E-commerce analyst at research firm Gartner Inc.  

 

One source of Adler's optimism is his sense of history. "We have had challenges like this in 

American history several times already," he says. For example, when the postal service was first 

federalized, there was widespread fear that the government would use it to read everyone's mail. 

Similarly, some Americans panicked when the government introduced Social Security and 

assigned a number to everyone. "In both cases, it took policies and procedures to protect the 

information," Adler says. "The same is true for the online world. Now is the time for policies and 

procedures to be built directly into our IT systems."  

IBM's efforts to increase trust, include the recent introduction of the IBM Tivoli Privacy Manager 

for E-business. It has designed to help organizations build privacy policies and practices directly 

into the E-business applications and infrastructure. By automating data-handling practices, the 

system helps companies reduce the risk of inappropriately exposing personal and confidential 

information. The idea is that consumer trust grows as less data falls into the wrong hands. 

Definitely you are very careful about your personal information and you are not willing to give it 

to an unknown, disreputable organization, which will put you in danger or probably not receiving 

your desired demand/answer. By this definition the customer carefulness for the information 

which him/her hand in to any online vendor will be easily understood. 

Customers want to believe that the information they provide will be protected and used only in 

appropriate ways. People want to believe that businesses are ethical. To be perceived as 

trustworthy, companies must clearly define their values of trust and privacy, develop a strategy 

around them and articulate the vision, values, and strategy to internal and external stakeholders. 

These values must be driven deep into a company's business model and processes from the 

executive ranks. Corporate actions must be consistent with the trust policies and trust requires 

businesses to act transparently in every interactions with customers.  

It's also important to monitor and measure how these values are delivered to constituents and 

adjust the strategy as needed. Customer, employee and partner-satisfaction surveys are one type 

of effective items. Security and privacy audits are another. the key is to identify touch points for 

all stakeholders and determine which measurements can be built to track performance against 

established rules.  
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A strategic, rationalized, risk-based plan will address the critical business issue and opportunity 

that trust represents. The goal of this plan is to introduce cost-effective modifications that will let 

you achieve trust in the current marketplace. The return will be a new level of competitive 

advantage and importantly, the protection of your intellectual property and customer base. 

Understanding the tremendous shifts that have occurred in recent years is a valuable first step. 

Historically, U.S. business relationships and behaviors relied largely on implied or explicit 

contractual agreements and regulatory and legal strictures to ensure that trust was delivered. 

(Rena Mears et. al.,2003).the processing time associated with business activities is rapidly 

diminishing. that means the participants in these virtual relationships no longer have control at a 

granular level. Control occurs through processes and participants must find ways to decide 

whether or not their partners have the processes and systems to ensure availability, privacy, 

security and any other attributes that constitute trust.  

As a matter of fact trust is not a tangible issue and it is not easy to discuss. Available reports 

based on head managers of top companies shows that they do not have a homogenous idea about 

it. Some are one hundred percent sure that it is important issue for developing their business, 

some are unwilling about its function and some are definitely disagree about it. Trust is at an all-

time low in the physical world and it's not any better in the online universe.  

"There is an equal measure of distrust in the online world and in society at large," says Avivah 

Litan, E-commerce analyst at research firm Gartner. 

"People trust neither the government nor corporations to protect their personal information 

from hackers. It’s worthwhile to ask whether the evolution of technology is outstripping our 

desire and willingness to conduct transactions over the Internet. Indeed, the real question is 

whether trust or the lack thereof will ultimately become an insurmountable barrier to online 

business." Ken Tyminski, chief information-security officer at Prudential Financial Inc., is 

optimistic but admits there's still a lot of hard work to be done before businesses can truly 

win the trust of their partners and customers. he says it doesn't help matters that the daily 

news is filled with horror stories like Eli Lilly inadvertently revealing the E-mail addresses of 

669 Prozac users.  

"When one company has an issue, we all have an issue, because these problems can cause an 

entire industry to lose credibility with the public," Tyminski says. "Online transactions have the 

potential to add tremendous value to a business but they can also be a hindrance and cause some 

delays. We have to look at security and online trust as strategic issues and not just as tactical 

engineering issues, because they directly impact the value of our brand."  
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Thomson Financial, a leading provider of financial and investment information, is also concerned 

with protecting its brand. A year ago, Thomson didn't want to risk tarnishing its image by rolling 

out insecure online initiatives. Today, however, the company is confident that it can address those 

concerns and is moving forward with online initiatives. Thomson commenced on a major 

program to deliver a wide variety of data, such as First Call consensus estimates of corporate 

earnings, to its clients via Web services.  

"Our clients are very sensitive and want some kind of assurance that the transactional information 

we send over the Internet will not be eavesdropped upon," says Mark Barbagallo, VP of 

distributive technologies and Thomson, for its part, needs assurance that the information it 

delivers won't be compromised in any way by the client and that clients who access the data are 

indeed who they say they are Tom Stein.  

Despite advances in technology that allow for greater online collaboration, Larry Lapide, an 

analyst at AMR Research, argues that it's still not in the best interest of most businesses to engage 

too deeply in the practice. "Sometimes, suppliers and partners get too close when they should be 

at arm's length," he says. "A big part of the trust issue is that you are relying on your business 

partners to stay as efficient as you are."  

Because companies often expect more from online partners than from traditional partners, Lapide 

says it's essential to choose online partners with care and to get comfortable with them on a 

personal as well as a technological level. ideally, he says, companies should look for an 

established track record and built-in trust.  

Ace Hardware, the $13 billion retailer-owned hardware cooperative, has done just that. Before 

launching an ambitious online-collaboration program, Paul Ingevaldson, senior VP of 

information technology, invited top management from leading suppliers into the company's 

offices to talk over issues. 

"We brought in the CEOs and CFOs and sat down with them to straighten out problems we may 

have had in the past and discuss the common reasons we should work together in this new way to 

cut our cost across the channel," he says. "Before we moved ahead with the technology, it was 

critical to meet face to face and establish trust on a personal level." today, Ace and 26 top 

suppliers are involved in a Collaborative Planning, forecasting and replenishment program aimed 

at eliminating overstocks and making sure the right product reaches the right store at the right 



                                    - 36 -

time. Ace provides product-demand histories for each of its stores. as an example, seasonal 

buying trends 

"So much can be achieved once you get past the trust issue," says Ingevaldson.  

Not every relationship goes as smoothly. Morris Cohen, professor of operations and information 

management at the Wharton School of Business, knows of a case that shows what can go wrong 

when business partners exchange too much information. the facts go something like this: A hip 

record store in Boston where people who really know music go to buy CDs had a vendor-

managed inventory system set up with a large record wholesaler. the system let the wholesaler 

electronically access point-of-sale information and automatically replenish stock on its own. 

Unbeknownst to the record store, the wholesaler was sharing this sales data with the larger 

chains, giving them a window into hot-selling music weeks before they would typically figure it 

out for themselves as a result the small store gave away a critical competitive advantage.  

"Trust is a tricky business," Cohen says (Cohen 2003). "The technologies by which information is 

shared in real time are not the limiting factor; the real issue is trust." (Stein,2003)  

Though there's much talk about the need for greater online collaboration among business partners 

and suppliers, analysts say companies are still scared to death of the idea. The biggest obstacle to 

true online collaboration, of course, is lack of trust. After all, how do you know your electronic 

transactions are secure and your business' critical data won't fall into the wrong hands or worse, 

be compromised by your business partners?  

In a survey conducted by E-business research firm Jupiter Media Metrix Inc., 45% of U.S. 

companies said lack of trust prevented them from doing more business online.  

A key problem is that many policies and technologies don't adequately address the problem.  

As a result, a number of companies and vendors, such as VeriSign, are developing trust services 

that build on existing security and privacy policies and infrastructures but add a new dimension to 

online commerce and collaboration. These services promise to deliver trust and confidence at all 

stages of a business transaction, including contract negotiations, collaboration, and even dispute 

resolution. The goal is to get to the point where any company can place its most valuable business 

information and application functions on the Internet, giving all participants in a trading 

community the full benefit of trusted online collaboration.  
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2.10 Some Cues for Evaluating Trustworthiness in a Commerce Site 
 

Users look for the presence of positive cues about a site's general trustworthiness, as well as for 

the absence of negative cues. Commerce sites can influence their impression of trustworthiness 

by carefully designing their site to avoid amateurishness, set and meet reasonable user 

expectations and address common user concerns about privacy and security. 

Some of the cues a user may look for, while evaluating trustworthiness in a commerce site are as 

bellow: 

Is the site professional?  

Does the information architecture make sense?  

Is the site easy to navigate?  

Is the site easy to use?  

Are my questions answered?  

Do other people trust this site?  

Am I familiar with this company?  

Are the prices reasonable?  

 

All above questions could address to the trustworthiness of a customer for e.transaction . 

Understanding customer’s needs is possible by approaching them and this approach is possible by 

understanding their needs in tiny blocks. 

On the internet nobody knows you are a dog so you should prove that you are worthy of trust. At 

the same time besides offering good quality product with good price, you should have their trust 

and approach to your customer. Virtual trust requires a delicate balance between security and 

privacy. 

Relationships formerly based on product sets, distinct borders and areas of influence are now 

defined by availability, convenience and speed.  

Relationships once were done by accountants, financial institutions and lawyers are now carried 

out by telephone and computers and partnerships that once had a clear beginning, middle and end 

are now amorphous without any special shape and designing.  

Many of the old mechanisms and institutions that supported and evoked trust in the 

marketplaces have broken down. New factors now influence how businesses and individuals 
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interact. The changes are most obvious in online businesses where transactions are 

increasingly conducted through connected systems. Business is done instantly without 

partners ever meeting face-to-face and without full knowledge of one another's 

trustworthiness. The processing time associated with business activities is rapidly 

diminishing. It means the participants in these virtual relationships no longer have control at 

different levels. Control occurs through processes. Participants must find ways to decide 

whether or not their partners have the processes and systems to ensure availability, privacy, 

security and any other attributes that constitute trust. It’s not always easy to institutionalize 

trust but new values are being created for this purpose and mechanisms are evolving to 

facilitate trust, but these new concepts demand that companies forget traditional approaches 

and establish new ways to understand, define, communicate, instill, monitor and continually 

rebuild trust. 

The platform for privacy preferences project is a World Wide Web consortium effort 

intended to give web users control over the use of their personal information on web sites. 

Seals of approval, such as web trust and Trust.e are designed to communicate a web site's 

adherence to commonly accepted practices that point to trustworthiness.  

The concept of trust is crucial because it affects a number of factors essential to online 

transactions, including security and privacy. Trust is also one of the most important factors 

associated with branding. without trust, development of e-commerce cannot reach its 

potential. Among all important cues which has a direct affect on trust, we proceed more to 

elaborate the details regarding an important factor with the name of Security. 

 

2.11 Security 

●PKI Components 

Public Key Infrastructure (PKI) provides some important features such as data 

confidentiality, data integrity and non-repudiation. It is the foundation for providing trust and 

security for e-business and other services. A PKI consists of more than just technology. it 

includes a security policy, certification authority, registration authority, certificate 

distribution system and PKI-enabled applications. Detailed description PKI and the policy 

issues related to its implementation are not covered in this paper. PKI is used in this 

discussion as a solution for e-business in developing countries. some of the components of 

PKI include:  
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●Digital Certificate 

This is an electronic document issued by a trusted party that binds the physical identity of an entity 

(user, organization or computer) to their public key. in security systems (especially in a public key 

cryptographic system), a digital certificate is used to authenticate the parties involved in a 

transaction, to electronically sign documents used to ensure the integrity of contents and the non-

deniability of transactions conducted electronically. ITU-T X.509 recommendation defines the 

format for a certificate. Figure 9 shows a simple diagram of an X.509 certificate.  

 

 

 

 

 

 

 

Figure 9: a simple diagram of an X.509 certificate 

 

●Attribute Certificates:  

Attribute certificates are short-lived certificates that can be issued locally where the user is known 

but can have a global scope. They contain information about the roles and the privileges of the 

user. Several attribute certificates issued by different organizations can be linked to a single digital 

certificate. A financial institution can issue an attribute certificate to a business enabling that 

business to perform transactions up to a certain amount. industry attributes can also be issued to 

link the business credibility and credentials to the business’s identity.  
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●Security Policy:  

The Security Policy defines the direction that an organization has decided to take in implementing 

its information security. This includes the use of encryption technology and how security matters 

are handled. If the organization also operates as a certification authority, the security procedures 

and how Security Policies are enforced will be part of what is called a Certificate Practice 

Statement (CPS). A CPS includes (but is not limited to) procedures on how certificates are issued 

and revoked and how the keys for encryption (public key) are stored.  

●Certificate Authority (CA): 

Typically, a CA is a network organization that issues certificates by using a digital signature to 

bind the physical identity of the entity (user, application or host) to the public key.  

●Registration Authority (RA):  

The RA authenticates the identities of entities and requests the CA to issue a certificate for that 

entity. The RA operates hierarchically under a CA and acts as the user interface of the CA.  

●Validation Authority (VA):  

A VA could be part of the services offered by a CA or by a third party. It validates digital 

certificates, provides digital receipts and trusted third party notarization services as proof that an e-

transaction took place.  

●Attribute Authority (AA):  

A digital certificate could be linked to attributes that define the privileges of the certificate holder. 

An AA normally stores and manages attribute certificate independently from the CA.  

●Certificate Distribution System (CDS): 

 Digital certificates issued by CAs need to be made available to other network users. A CDS is 

normally implemented as an ITU-T X.500 directory database or a Lightweight Directory Access 

Protocol (LDAP). it is a public database system that stores certificates and maintains a list of 
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revoked certificates. depending on the PKI implementation, a CDS could also store certificate 

attributes. the CDS enables network entities (users, organizations or hosts) to verify that the public 

key of a network entity really belongs to them before accepting the transaction.  

●PKI-enabled Applications: 

Applications that use the PKI technology are referred to as PKI-enabled applications. these include 

Web, email, electronic data interchange (EDI), Virtual Private Networks (VPN) and e-payment 

systems. PKI applications provide the necessary security to run on a public network such as the 

Internet.  

●PKI Tokens:  

A hardware device in the form of a smart card or a key usually with limited memory capacity used 

to store the entity’s certificate and private key. Some tokens also storing the cryptographic 

algorithm used for encryption and other relevant data. When the user inserts the token into the 

reader, they are requested to enter a Personal Identification Number (PIN) or a password. Tokens 

could be read by the smartcard reader on the keyboard or through the Universal Serial Bus (USB) 

port of the computer. 

2.12 Categorizing Important Types of Trust 
2.12.1 Trust in Personal Relationships  
Before examining trust issues in business relationships, it is important to understand the basics of 

interpersonal trust. 

By looking at Rempel et al.’s (1985) model of trust dynamics in romantic relationships we could 

approach to trust in personal relationship. These authors addressed the issue of trust formation by 

proposing a model consisting of three components that reflect increasing levels attributional 

abstraction. the components of the model are predictability, dependability and lastly, faith. their 

model is discussed below along with references to other models.  

  

I ) Predictability 
Predictability should be understood as one’s general expectations about another party’s future 

behavior, based on an inference from observed past behaviors. it thus refers to the other party’s 

consistency of behavior.  
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This consistency in return is influenced by the social environment in which the relationship takes 

place. Accordingly, the stability of the psycho-social environment should also be taken into 

account when assessing another party’s predictability.  

 

II) Dependability 
Rempel et al.’s (1985) model of trust states that, with time, there is a shift from assessing another 

party’s specific behaviors (cf. Predictability) to evaluating the qualities and characteristics 

attributed to that party; indeed, as they put it, “trust is placed in a person, not his or her specific 

actions”. This also refers to what Hwang and Burgers (1997) mean when they define trust as 

“confidence in another’s goodwill”. Dependability thus refers to the partner’s moral integrity, 

encompassing factors such as benevolence, reliability, honesty and concern with providing 

expected rewards. The evaluation of such personal qualities will largely be influenced by 

experiences involving risk and personal vulnerability, as such experiences are genuine test cases 

for trust. Therefore, an emphasis on experiences that involve personal risk is essential to 

understand the growth of feelings of security and trust. in other words, as Deutsch (1973) 

expressed it: “Trust involves a willingness to put oneself at risk”. the dependability component is 

clearly related to predictability, although it is more concerned with a “sub-class of behaviors that 

involves personal vulnerability and conflicts of interests” (Rempel et al., 1985). 

Like predictability, dependability also assumes a relationship long enough to allow for a detailed 

analysis of the other party’s trustworthiness. when faced with novel situations within an existing 

relationship or when starting a new relationship altogether, one must consider the third 

component: Faith 

 

III) Faith 
In the context of trust, faith refers to a pre- or pseudo-trust which is not based on past experience. 

When there is no evidence from previous interactions whereby one party can assess another party’s 

trustworthiness, i.e. its predictability and dependability, it can only hold beliefs about it. indeed:   

“Beliefs are held in the presence of equally plausible alternatives and pertinent but inconclusive 

evidence is acknowledged as insufficient to either confirm or refuse them” (Rempel et al., 1985).  

 This is why the faith component is crucial in explaining the formation of trust in novel situations. 

First impressions will give rise to beliefs, which in turn can become convictions. According to 

Rempel et al. (1985), people expect that future events will prove their convictions to be correct. 

Faith is seen as an emotional security that allows individuals to go beyond shared experiences and 

hope they will not be harmed by entering into a new relationship. Given that the Faith component 

refers to the absence of previous interactions on which to base one’s assessment of 
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trustworthiness, it is surprising that Rempel et al.’s (1985) model makes no mention of another 

party’s reputation. it is suggested that reputation is also a significant factor when it comes to 

judge whether one should trust another party. the influence of reputation is discussed next. 

 

IV) Reputation 
In order to be trusted, individuals, as well as economic agents, strive to establish a favorable 

reputation (Good,1988). Indeed, the reputation of a little known party can supplement and influence 

the first impression that it makes on other parties. Although reputation does not necessarily imply 

direct interaction, it can nevertheless be used as data on which to base one’s judgment of 

trustworthiness (i.e. predictability and dependability). in addition:  
 “Not only will the perceivers of a reputation usually have access to information which the 

reputation holder does not control, but also the manner in which [this] information is interpreted 

is not straightforward” (Good, 1988).  

 What Good (1988) means is that information concerning a party’s reputation will often be 

ambiguous and, thus, will be interpreted differently by different people. This implies that not 

everyone will attach the same significance to a particular piece of information. In order to understand 

what process underlies this phenomenon, it is necessary to consider how new information is handled 

and integrated with existing views.  Good (1988) explains the effect of reputation on subsequent trust 

formation by the cognitive confirmation bias discussed in the decision-making literature. 

This cognitive bias refers to people’s tendency to confirm their theories rather than seek to falsify 

them. 

It is therefore a bias towards the preservation of one’s beliefs. Robinson (1996) also refers to this 

bias as cognitive consistency, due to selective attention. The reason why we generally seek to 

confirm our views is that being able to reduce a wealth of sometimes contradictory information to a 

manageable size constitutes a clear advantage, even though we may disregard some important pieces 

of evidence. in other words:  “Even events which might offer disconfirmation of one’s views, and 

which are simply made available by chance, can yield to this confirmation bias by being 

interpreted in a way which hides or denies their potential as counter-example to a view” (Good, 

1988).  

  

Kahneman and Tversky (1973) account for the persistence of this bias by claiming that, when 

decisions are made under uncertainty and/or ambiguity, information is even more likely to be 

interpreted in line with one’s preconceptions. Good (1988) further argues that this reflects the fact 

that computations are not cost-free, which explains why some beliefs can sometimes dominate an 
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individual’s behavior even though they are totally inappropriate. this phenomenon is also referred 

to as the set effect (Luchins, 1942).  

The implications of the confirmation bias for the formation of trust is thus evident. Whatever 

comes first, be it the first impression made by an unknown party or the knowledge of its 

reputation, it will have an irrationally strong effect on a person’s judgment of that party’s 

trustworthiness.  

 

V) Cooperation 
 

Dependability and Cooperation both refer to a set of beneficial behaviors between two parties. in that 

respect, they could be interchangeable. However, cooperation, as conceptualized by Good (1988), 

also implies the important influence of direct communication on trust formation.  

For example:  

“In conditions where the long-term interests of the participants are stressed, where only small 

initial or additional rewards are at stake, where there is no potential for threat and great potential 

for communication in that ,the ambiguity of the situation is reduced and the participants are in 

free and easy contact then cooperation and finally one might suggest something which a certain 

level of trust can develop” (Good, 1988).  

 

The importance of “free and easy contact” for the development of trust can be related to the effect 

of depersonalization, as reported in Milgram’s (1963) seminal experiment. Milgram (1963) 

reported that subjects did not mind giving what they thought were electric shocks to people they 

could not see. however, when these people were brought into the same room and thereby made 

visible to the subjects, the former were less willing to give electric shocks.  

Physical proximity and a high level of interaction constitute a psycho-social framework in which 

the behaviors of other parties can be observed and evaluated. proximity thus facilitates the 

formation of trust, as it provides experiential data which based on that Judgment of 

trustworthiness will be possible. 

 

VI) Familiarity 

Another factor that affects a person’s assessment of another party’s trustworthiness is familiarity. 

Luhmann (1988) distinguishes between familiarity and trust by claiming that the first concept refers 

to an unavoidable fact of life, whereas the notion of trust refers to a “solution for specific problems 

of risk”. However, these two concepts are thought to be related, to the extent that trust requires an 
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element of familiarity in order to develop. Even seemingly unfamiliar situations have certain features 

that are familiar, which may form the basis for an preliminary trust.  

This implies that strategies like abstraction or the use of metaphors can make a situation trustworthy, 

by creating associations with familiar items. when transposed to relationships, it is clear that previous 

experience with similar people, parties or situations can affect the way a person judges new people, 

parties or situations.  

 
2.12.2 Trust in Business Relationships 
 
Trust is an important element within organizations and in business transactions as it facilitates 

risk taking (Luhmann, 1988). Trust has been found to be a remarkably efficient lubricant to 

economic exchange that reduces complex realities far more quickly and economically than 

prediction, authority, or bargaining (Powell, 1990). Also, the costs of acquiring new customers is 

significantly higher than retaining existing customers, which explains that relationships based on 

trust constitute a strong competitive advantage.  

Doney and Cannon (1997) identify five distinct processes whereby commercial parties evaluate 

another party’s trustworthiness. the descriptions of these processes will be compared to Lewicki 

et al.’s (1997) 3-stage model of trust.  

 

I) Calculative Process  
Is the partner worth trusting? This is a cost/benefit analysis in which the costs and rewards 

associated with either cheating or staying in the relationship are assessed. Factors which influence 

this process are the investments already done, the partner’s size and reputation, willingness to 

customize, information sharing and the length of the relationship. This is similar to Lewicki et 

al.’s (1997) 

  

II) Prediction Process  
Is the partner likely to stay trustworthy? Here one party tries to forecast the other party's behavior. 

This is not only influenced by duration and number of interactions, but also by the sharing of 

experiences in order to learn more about the other party. this process corresponds to Lewicki et 

al.’s (1997) second stage of trust called knowledge based trust. this trust is based on the other's 

predictability, on experience, so that the other's behavior can be anticipated. This type of trust 

relies on information rather than deterrence.  
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III) Capability Process  
Does the other have the means to stay trustworthy? this component focuses on the other party's 

credibility. a party estimates the other party's resources to fulfill its promises.  

Doney and Canon (1997) argue that a salesperson’s expertise and power are significant factors 

influencing this process.   

 

IV) Intentionality Process  
Why can the other party be trusted? In this process, the other party’s motives are assessed. In 

order to make the assessment, one should look at the situation from the other party's perspective 

(Dasgupta, 1998). The establishment of trust is facilitated when two parties share common 

values. This is similar to Lewicki et al.’s (1997) third stage called identification-based trust, 

which is based on similarity with the other party’s desires and intentions.  

 

V) Transference Process  
Do third parties trust the other party? One will trust a party more easily when it is trusted by 

others one trusts. It can be compared to asking references from another party. This process can be 

of particular importance when one has no prior experience with the other party. 

 

 2.13 HCI & Trust in E-Commerce 
  
While trust in romantic and business relationships is exclusively interpersonal, the domain of 

electronic commerce introduces another variable: trust in machines. In other words, this extension 

introduces a shift from assessing motives and intentions to assessing reliability. In e-commerce, 

as will be shown below, both human intentions and system reliability can affect consumer trust. 

The first sub-section will present an overview of the work that has been done on trust in 

automation. This will be followed by a review of academic research on HCI(Human Computer 

Interface) and trust issues in B2C e-commerce. The last sub-section will present industry reports 

on the same issues.  
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● Trust in Machines 

  

When people start interacting with a system, they learn how this system works.  

In this learning phase, the outcome becomes more predictable and the user starts to develop some 

confidence that the system will perform as predicted. Through this confidence, the user will build 

trust in the system, learning more about its behavior, its reliability and the risks involved in using 

it. the user develops an attribution of dependability, taken as evidence that the system can be 

relied on (Rempel et al., 1985). 

This requires extensive interaction between the user and the system so that the user can develop a 

reference model. Most of the definitions of trust focus very much on predictability, reliability, 

and risk of a situation, not so much on the question of whether the user can actively manipulate 

the system and intervene in the process or not.  

Only very few studies cover this aspect, mostly in the field of ergonomics and human machine 

interaction (Muir et al, 1987).  

There are good reasons to include the risk of failure, which can be a malfunctioning machine, a 

human error or intentional failure, together with the possibility of control. If it is possible to 

intervene in a system when the initial outcomes of the process are unfavorable, the perceived total 

risk will be different from when this intervention is impossible. It is not even needed that the 

possibility of control indeed exists: the illusion of control is enough there is very little literature 

on the relationship between control and trust in consumer to business situations. Some more 

literature can be found in the field of process control. Muir et. al. (1996) have shown that trust in 

automation was mainly based on the perception of the control unit's competence.  

The overall performance had hardly any effect on trust in the automation. It was also shown that 

there was a high correlation between the operators' trust in the system and the use of automatic 

control. This trust also had a significant effect on their monitoring behavior.   

Arion et al. (1994) discuss the issue of trust in machines with reference to a framework called the 

User-Tool-Task triangle. the access point of an IT system is its user interface, as this is where 

Information such as feedback about internal processes is being communicated. 

 It follows that the user interface is the point where trust is generated.  

They argue that trust should be considered at two different levels: the individual level, as trusting 

consists in a cognitive mechanism to reduce complexity and uncertainty, as well as the social 

level, as the decision to trust can be affected by relational factors between agents using the 

system.  

They define trusting as “the mental action”, based upon inconclusive evidence, of expecting an 

agent to behave primitively towards the goals the trusting person has” (p. 358). trust is seen as a 
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dynamic process, initially based on faith due to the lack of evidence, that seeks to reach a certain  

level of confidence, i.e., where there is conclusive evidence in favor of trusting behavior. When 

systems are very complex and where users can never fully understand how they work, trust can 

help bridge this knowledge gap and thereby help users focus on attaining their goals. thus, trust is 

seen as a cognitive structure that facilitates the action regulation process.  

 They further identify three categories of trust. The first one is trust based on external resources, 

e.g., a social effect such as the way other people react to the system or people claiming that the 

system can be trusted. Secondly, one’s decision to trust a system can also be based on the 

objective knowledge of successes, in terms of the accuracy of the computer’s recommendations 

under specific conditions. This would clearly show that the system is reliable and, consequently, 

dependable.  

The third type of trust is conceptualized as a combination of the first two types, together with the 

use of logical inferences, such as extrapolation or interpolation. In this case, trust is derived from 

an internal process that uses external facts. If the outcome of trusting behavior is positive, the 

person may, on a subsequent occasion, skip the cognitively demanding reasoning process 

altogether and directly arrive at the conclusion that trust will be beneficial, transforming the third 

type of trust into the second type, one that occurs more automatically. The authors equate this 

transformation with a move from explicit to implicit knowledge.   
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                                       Chapter 3 

                          Research Methodology 

 
 

 

3.1 Research Method and Research Purpose 
 

This chapter will present detailed idea about how the research will be conducted. researcher is 

going to describe and justify what methods applied to answer the research question/s. this 

includes the purpose of the research, research approach, research strategy, sample selection 

method and data collection methods. 

At the end of this chapter validity and reliability issues will be discussed to follow the quality 

standards of the research. 

 

The steps of this chapter are shown in figure 10: 

 

 

 

 

 

 

 

 

 

 

 

                          Figure 10: Schematic Presentation of the Methodology 
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The researches can be classified in terms of their purpose. accordingly, they are most often 

classified as exploratory, descriptive or explanatory (Saunders et al, 2003). 

 

Exploratory research is useful when the research questions are vague or when there is little theory 

available to guide predictions. Exploratory research is used to develop a better understanding 

(Hair et al., 2003). Exploratory studies are a valuable means for finding out what is happening, to 

seek new insight, to ask new question and to access phenomena in a new light. it is particularly 

useful if the researcher wish to clarify the understanding of a problem. There are three principles 

ways of conducting exploratory research: a search of the literature, talking to experts in the 

subject and conducting focus group interviews (Saunders et al., 2003) 

 

Descriptive research describes some situations. Generally, things are described by providing 

measures of an event or activity. For example, which brands are most preferred? What 

advertisement is most effective? there are different questions that can be answered by descriptive 

research. 

 

 Descriptive research designs are usually structured and specifically designed to measure the 

characteristics described in a research question. Hypothesis, derived from the theory, usually 

serve to guide the process and provide a list of what needs to be measured (Hair et al.2003). The 

object of descriptive research is to portray and accurate profile of the persons, events of 

situations. It is necessary to have a clear picture of the phenomena on which researcher wish to 

collect data prior to the collection of the data ( Saunders et al.2003).    

 

Studies that establish casual relationship between variables may be termed explanatory studies. 

The emphasis here is on studying a situation of s problem in order to explain the relationship 

between variables (Saunders et al.,2003).explanatory studies are designed to test whether one 

event causes another (Hair et al.,2003). 

 

The purpose of the research is mainly descriptive and explanatory. It is descriptive because 

descriptive data has been collected through detailed studies. It is also explanatory since researcher 

will explain the relationship between the factors, which are related to trust of the people who are 

going to do e.transaction.  
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3.2 Research Approach 

When conducting a research, there are different ways to address the matter. Here, different 

research approaches will be presented and the research approach of this study and related reasons 

will be given. First, deductive versus inductive research approaches will be discussed and 

secondly qualitative and quantitative research will be explained. 

-Deductive Versus Inductive Research 

Conclusions can be drawn through either inductive or deductive research. These two approaches 

represent two different philosophies. The inductive way to draw conclusions is founded on 

empirical data. Theories and models that are based on different phenomena in reality are 

established. If the researcher on the other hand has a deductive approach then he/she uses existing 

theories and investigates these empirically, with different methods (Eriksson et al., 1997). 

Existing theory is the base for deciding what information should be selected, how it should be 

understood and finally, how to relate the results to the theory (Patel and Davidson, 1994) 

This study is deductive due to the way research questions are developed. 

-Qualitative and Quantitative Method 

The qualitative and quantitative methods refer to the way one chooses to treat and analyze the 

selected data (Patel and Davidson, 1994). Both the qualitative and quantitative approach are 

aimed at creating a better understanding of the society and to comprehend how individuals, 

groups and institutions act and have an influence on each other(Holmes  and Solvang, 1997). 

According to Yin (1994) the best approach to use for a study depends on the purpose of the study 

and the accompanying research questions. 

 Some researchers distinguish between qualitative and quantitative research, but there is a mutual 

basis for the two (Ibid). the aim of quantitative research is to; based on the result of the research, 

make generalizations. a quantitative approaches the research problem from a broad perspective 

and is relatively structured and formulized, meaning that a limited amount of information is 

gathered from various research units' systematic and structured observations. The results of 

quantitative research are assumed to be measurable and presentable in numbers and statistics 

(Holmes and Solvang, 1991). In other words, quantitative methods transform the information to 

numbers and amounts that later gets analyzed statistically. meanwhile, in the qualitative method it 

is the researcher's perception and interpretation that is in focus, in the form of frames of 
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references, motives etc. the qualitative research aims at reaching a better understanding of the 

phenomenon that is being studied and this is conducted by gaining a large amount of information 

from few research units. furthermore qualitative studies tend to be more flexible, while the 

quantitative ones are more structured (Holmes and Solvang, 1997). 

Based on the purpose of this study and related research questions, as well as the above discussion, 

the procedure which has been chosen is included both methods. it is quantitative because, in order 

to answer the major research question, researcher selected six dimensions and wanted to measure 

them by 23 questions through a survey with already a set answering alternative. it is also 

qualitative since this sector of market in Iran is very specialized and beside reviewing performed 

researches in this field, interviewing with related experts and managers is necessary. Therefore, 

finding the tailored answers for our minor research questions lead us to conduct a qualitative 

research as well. 

3.3 Research Strategy 

Research strategy will be a general plan of how researcher will go about answering the research 

questions that has been set by researcher. It will contain clear objectives, derived from research 

questions specify the sources from which researcher intend to collect data and consider the 

constraints that researcher will inevitably have such as access to data, time, location and money, 

ethical issues (Thornhill et. al., 2003).Based on the conditions 1) form of research question 2) 

requires control over behavioral events and 3) focus on contemporary events Yin (1994) 

identified five research strategies in social science. These are experiments, surveys, archival 

analysis, histories and case studies (see Table 2). 

Strategy Form of research 

question 

Requires control over 

behavioral events? 

Focuses on 

contemporary events? 

Experiment How, why Yes Yes 

Survey Who, what, where, how 

many, how much 

No Yes 

Archival analysis Who, what, where, how 

many, how much 

No Yes/No 

History How, why No No 

Case study How, why No Yes 
Source: (Yin, 1994) 

Table 2: Relevant Situation for Deferent Research Strategy 
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 Most important condition for selecting research strategy is to identify the type of research 

question being asked. "Who", "What", "Where", "How" and "Why" are the categorization scheme 

for the types of research questions. Two possibilities need to investigate by asking the "What" 

question. First, some types of what questions are justifiable for conducting an exploratory study 

and the goal is to develop pertinent hypotheses and propositions for further inquiry. any of the 

five research strategies can be used in that situation- exploratory survey, exploratory experiment, 

or an exploratory case study. The second type of what question is actually form a "how many" or 

"how much" line of inquiry and the outcomes from a particular situation. The survey or archival 

analysis is more favorable than other strategies. If the researcher needs to know the "how" 

question, the better strategy will be doing history or a case study (Yin, 1994). Since the major 

research question in this study is based on "What" question and the researcher is looking for the 

possibility of enhancing customer’s trust for doing e.transactions by the means of online trading 

and accordingly finding related factors to the trust of the consumers and there is no control over 

customers behaviors, survey is found to be a more appropriate approach in order to gain a better 

understanding of the research area. Meanwhile, survey is more appropriate method in order to 

gain a better understanding of the research area in quantitative study. 

- Survey 

The survey strategy is popular and common strategy in business research that is usually 

associated with the deductive approach. Survey allows the collection of large amount of data 

from a sizeable population in a highly economical way. questionnaire, structured observation and 

structures interviews are often falls into this strategy (Thornhill et al., 2003). In this study a 

survey has been done. 

3.4 Sample Selection 

The basic idea of sampling is that by selecting some of the elements in a population, researcher 

may draw conclusions about the entire population. There are several compelling reasons for 

sampling, including: lower cost, greater accuracy of result, greater speed of data collection and 

availability of population selection (Cooper and Schindler, 2003). 

-Selecting the Sampling Method 

Selection of the sampling method to use in a study depends on a number of related theoretical and 

practical issues. These include considering the nature of the study, the objectives of the study and 

the time and budget available. Traditional sampling method can be divided into two categories: 

probability and non- probability sampling (Samouel et. al., 2003). 
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Probability sampling is most commonly associated with survey-based research where researcher 

needs to make inferences from the sample about a population to answer the research questions or 

to meet research objectives (Saunders et. al., 2003). In probability sampling, sampling elements 

are selected randomly and the probability of being selected is determined ahead of time by the 

researcher. If done properly, probability sampling ensures that the sample is representative (Hair 

et. al., 2003) 

Non-probability sampling provides a range of alternative techniques based on researcher 

subjective judgment (Saunders et. al., 2003). In non-probability sampling the selection of 

elements for the sample is not necessarily made with the aim of being statistically representative 

of the population. Rather the researcher uses the subjective methods such as personal experience, 

convenience, expert judgment and so on to select the elements in the sample. As a result the 

probability of any element of the population being chosen is not known (Samouel et. al., 

2003).according to Samuel and his colleagues, most non-probability sampling methods are: 

I) Convenience Sampling 

Convenience sampling involves selecting sample members who can provide required information 

and who are more available to participate in the study. Convenience samples enable the 

researcher to complete a large number of interviews cost effectively and quickly but they suffer 

from selection bias because of difference of target population (Hair et. al., 2003). 

II) Judgment Sampling 

Researcher's judgment is used to select sample element and it involves for a specific purpose. 

Group of people who have knowledge about particular problem they can be selected as sample 

element. Sometimes it referred as a purposive sample because it involves a specific purpose. 

judgment sampling is more convenience and low cost involvement. (Hair et. al., 2003) 

III)  Quota Sampling 

Objective of quota sampling is to have proportional representation of the strata of the target 

Population for the total sample and the certain characteristics describe the dimensions of the 

population (Cooper and Schindler, 2003). In quota sampling the researcher defines the strata of 

the target population, determines the total size and set a quota for the sample elements from each 

stratum. The findings from the sampling cannot be generalized because of the choice of elements 

is not done using a probability sampling methods (Samouel et. al., 2003). 
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Purpose of this research is to identify, effective factors on increasing trust of people for doing 

e.transaction. For this study sample has been selected from the engineers who has enough 

knowledge about 3M, EXFO and Fujikura Products. There are more than 8000 engineers who has 

complete information just over one of these brands and those are permanent engineers of these 3 

famous brands worldwide. So researcher narrowed down the number of population to those 

engineers who has enough knowledge for all these 3 brands and the number of this people is 800. 

The narrowing down is based on knowledge of the people on complete set which we call it 

product and as a matter of fact on each of these 3 companies, one out of ten engineers has 

complete knowledge of the products of other 2 brands and this kind of a person has enough 

understanding of the products from other suppliers. As the size of population is known so the 

sample size is determined by the means of relative error (Cochran, 1977) 
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Therefore, the minimum size of sample should be 43. 

3.5 Data Collection Methods 

There are two major approaches for gathering information about a situation, person, problem or 

phenomenon. sometimes, the required information is already available and need only be 

extracted. however there are times when the information must be collected. Based upon these 
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broad approaches to information gathering data are categorized as: secondary data and primary 

data. secondary data are collected from secondary sources such as government publications, 

personal records, census (Kumar, 1996) and primary data are collected through: observation, 

interviews and/or questionnaires (Hair et. al., 2003).  

According to the nature of major research question, the qualitative approach is chosen and in this 

case a questionnaire is prepared to measure the people's trust. Hence, primary data will be 

extracted from the people who are the critical focus point of this study. This questionnaire has six 

parts with the same structure and content but in two aspects. The first part is looking for interface 

properties of an e.transaction such as branding and usability. 

The second part focuses on informational content of an e.transaction such as company, product 

and services, security and privacy. 

The questionnaire was developed based on research question and frame of reference. The logical 

structure of questionnaire is based on important factors on trust of people for doing an 

e.tranaction. For understanding the importance and satisfaction of each service a 7-point Likert-

scale (1=agree , 7= disagree) was used. 

In order to improve and test the questionnaire researcher conducted some pilot test, so 2 

questionnaires were handed out to 2 top managers of EXFO and Fujikura who are familiar with 

all available products for each 2 companies and ask them whether all questions made sense and 

easy to understand. After refining some questions, the well-improved questionnaire was 

developed.  

For the purpose of answering minor research questions, required data collected through 

qualitative approach. according to Creswell (2003) data collection procedure in qualitative 

research involve four basic types: Observations, Interviews, documents and audiovisual materials. 

therefore, gathering secondary data from some experts on fiber optic telecommunication 

networks and interviews with related qualified managers and experts are conducted. 

3.6 Data Analysis 

After collecting all the data the process of analysis begins. To summarize and rearrange the data 

several interrelated procedure are performed during the data analysis stage (Zikmund, 2000). for 

quantitative data analysis, statistical tools of SPSS are used for data input and analysis.  
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3.7 Validity and Reliability 

In order to reducing the possibility of getting the answer wrong, attention need to be paid to two 

particular on research design: reliability and validity ( Saunders et. al., 2003). these two are 

defined as the quality of the research. 

- Validity 

Validity is concerned with whether the findings are really about what they appear to be about 

(Saunders et. al., 2003). Validity defined as the extent to which data collection method or 

methods accurately measure what they were intended to measure (Saunders, 2003).  Yin (2003) 

states, "no single source has a complete advantage over all others". The validity of scientific 

study increases by using various sources of evidence (Yin, 2003). 

Numbers of different steps were taken to ensure the validity of the study: 

• Data was collected from the reliable sources, from respondents who are more experienced 

in fiber optic networks. 

• Survey questions were made based on literature review and frame of reference to ensure 

the validity of the result. questionnaire has been pre-tested by the responded before 

starting the survey. questionnaire was tested by at least 2 top manager; 

• Data has been collected from persons working in different levels, managers, engineers 

and technicians. 

- Reliability 

According to Saunders et. al., 2003, reliability refers to the degree to which data collection 

method or methods will yield consistent findings, similar observations would be made or 

conclusions reached by other researchers or there is transparency in how sense was made from 

the raw data. 

Reliability can be assessed by the following questions (Easterby-Smith et al., 2002): 

1. Will the measures yield the same results on other occasions? 

2. Will similar observation be reached by other observers? 

3. Is there transparency in how sense was made from the raw data? 

Numbers of different steps were taken to ensure the reliability of the study: 
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• Data has been collected from persons working in different levels, managers, engineers 

and technicians. 

• Alpha Cronbach test been taken for 23 items of 2 major part (interface properties and 

informational content)  

To test the reliability of the questionnaire,  Cronbach’s Alpha coefficients given by SPSS’s Scale 

Reliability test is used. as a rule of thumb, Alpha coefficients above 0.70 are generally regarded 

as acceptable for psychometric measurements. as shown bellow, the overall reliability coefficient 

for the 23-item questionnaire is too high for 3M,EXFO,Fujikura at 0.8876, 0.9624, 0.941 

 
  Final Cronbach Alpha 

                                                  Presentation                          0.6796 
 

       Navigation                             0.8772 
 

      Company                               0.8540 
 

       Product & Services               0.9123 
 

       Security                                  0.7680 
 

       Privacy                                   0.6207 
                 

 
       Overall                                   0.9416 

                                          

                                           Table 3: Reliability statistics 

    

Above table shows that for each part of the questionnaire Cronbach alpha has a high value.   

     

3.8  MoTEC Model (Model of Trust on Electronic Commerce) 
 

The MoTEC model aims to explain the factors that can affect one person’s judgment of an e-

commerce site’s trustworthiness. it is important to distinguish between initial trust (related to 

perceived trustworthiness) and trust acquired over time (related to experienced trustworthiness). 

Indeed, the latter presupposes repeated interactions and a constant monitoring of the other party’s 

trustworthiness, while the former is only based on relatively superficial cues. Researcher stress in 

this research will be on initial trust as it is intimately linked with the design of a good customer 

experience with a company’s website. 

Indeed, following a Human-Computer Interface approach as explained in section 2.13, researcher 

is particularly interested in what website design elements could be? the graphical, informational 

or navigational affect on the consumer trust experience.   
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The model attempts to regroup an important number of factors that have been observed to affect 

consumers' judgment of an online vendor's trustworthiness. Not only does the model list these 

factors, it also classifies them into different components or interaction phases.  

  

This model applies to the selling of products and services in a business-to-consumer situation. most 

of it would also apply to business-to-business or consumer-to-consumer exchanges. nevertheless, 

this would require slight adjustments to the model presented below.  

 

By focusing on initial trust, the model has been structured around the different phases a visitor goes 

through, when exploring an e-commerce website for the first time. it is constituted of the following 

four dimensions, which all contain several components as will be shown below ( Figure 11):  

 

●Pre-interactional Filters  

●Interface Properties  

●Informational Content  

●Relationship Management  

 

 
                                  Figure11: the four dimensions of MoTEC 

 

 

Although, eventually, the decision to trust is binary, one’s level of trust fluctuates during the 

interaction with the website, as increasingly more information about the other party is processed (cf. 

Fogg & Tseng, 1999). The model is based on the metaphor that people’s predisposition to trust and 

pre-knowledge determine an initial trust value even before a merchant website is accessed. As one 

explores a new site for the first time, the first impression made by a system, in terms of graphic 

design and usability, will lead to a re-assessment of that trust value. as one examines cognitively 
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Interface Properties 
and Informational 
Content as 2 major 

categories  

 
Branding  

Usability

Company 

Product & Services 

Security 

 
Increasing Trust of 

People on 
e.transactions 

     Privacy  

more demanding factors, such as the company’s competence or the risk of a transaction, one’s trust 

value is bound to change once again. The fourth main dimension, relationship Management, refers to 

the handling of inquires or orders over time. Whether communication happens before or after 

ordering, the responsiveness and the quality of the help may also affect one’s level of trust. 

 

This model shows that trust can be affected by both emotion and cognition, in both implicit and 

explicit ways, one should consider that the evaluation of interface properties does not necessarily 

precede the evaluation of informational content.  

It is noteworthy that this view has been given support both by McKnight et al (2000) and Briggs et 

al.,(2003). The first authors propose a trust model consisting of two stages: exploration, 

commitment. These stages correspond to our distinction between superficial and deeper trust 

assessments. Briggs et al. (2003) also support this view by distinguishing between a “heuristic or 

impressionistic judgment” and an evaluation that is “cognitively intensive and dynamic”.  

3.9 Conceptual Framework 

Based on the narrow down scope of above, the relationship between trust of people and doing 

e.transaction can be shown in figure 12 below. Six different points: Branding, Usability, 

Company, Product and services, Security, Privacy have been selected and categorized as 2 basic 

topics: Interface Properties and Informational Content. For this model, 23 statements measure the 

performance across the 6 dimensions. For each statement the expectation and the experience of a 

customer are determined.  

   Figure 12: Relationship between doing e.transaction and increasing trust of people  
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Below definitions will end to a better understanding of the matter: 

A. You have a potential customer 

a.1 It will end to a transaction 

a.2 It will not end to any transaction 
 
Imagine a.1 happened and then, 
 
a1.1 you should look for important reasons which ends to this success. 
 
Imagine a.2 happened and then. 
 
a2.1 you should arrange to remove the problems which your customers faced with when they 

forget you as a supplier for their needs and by removing them, avoid further loss for your 

business with them in the future.  

on a.2.1 and a.1.1 there will be some cues which should be edited/ removed or rearrange for 

better results and it needs close study of a professional person which is well aware about most of 

levels of business relations between your company and any other one. 

 

On the steps between A and a.1 or a.2 you can find many issues which have direct relation with 

the history of any company. If one is introduced as a reputable company in public mind, it will 

lead to a.1 but if not, definitely first task which you should do will be changing background of 

ordinary people by having their trust. There is much to know when it comes to the relation 

between any supplier/seller and customers, but the most important element for their business is 

trust which it’s shortage could be considered as a business without any meaning which actually is 

not business. 

 

 Without trust, online business can not reach its final destination and probably will be stopped 

after a short period of time. 

 

The questionnaire which is envisaged, would measure the perceived trustworthiness of certain 

website attributes, rather than how much a person would trust the website. indeed, knowing how 

much a person trusts a website is little informative for formative evaluation. on the other hand, 

knowing the trust performance of individual website attributes helps redesign the website in an 

effective way.  

This questionnaire intends to be used on a fully-functional prototype just before launching a 

website (formative evaluation) or on an existing system (summative evaluation).   
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3.9.1 A Questionnaire for Measuring Trust (A Questionnaire for Trust   
in E-Commerce) 

 
Traditionally, user tests consist of set tasks which participants have to carry out on a system. the 

main stress has traditionally been on people’s efficiency, effectiveness and satisfaction, as 

defined by Nielsen (1993). when it comes to trust, the model specifies that a pre-test interview 

can be very useful to explore participants’ pre interactional filters, which will influence their 

perception of the site during the test. when the test begins, the model makes clear that the first 

impression made by the website needs to be analyzed in great detail. it is therefore advised to 

have the participant spend some time commenting the homepage before starting an actual, 

representative information-seeking and product-selection task. In our experience, the think aloud 

method has been found to prove very effective in eliciting spontaneous reactions to presentation, 

content and process (Egger & De Groot, 2000).   

  

Qualitative data can be complemented by quantitative data in the form of a multidimensional trust 

questionnaire. a questionnaire study may (but does not have to) follow a user test.  

 

Therefore, it can be a very time-efficient way to test numerous respondents. Such an 

questionnaire does not provide a single trust score for each participant but a score for each major 

component in each dimension. This helps visualize the exact causes of poor trust performance.   

 
3.9.2 Questionnaire Development  
 

Since I was interested in how people experience a website before transacting, I have only focused 

on the interface properties and informational content dimensions. Three pairs of components is 

selected: Branding and Usability referring to Interface properties, company and products & 

services referring to information about competence and security&privacy referring to information 

about risk.  

Each model component was operationalized by means of several statements reflecting the essence 

of that component. That is, each component was turned into a scale. The resulted, analytically-

derived, questionnaire is presented in Table 4.  

 

43 respondents (23 Iranian and 20 from other nationalities (Japanese, Arabs) fill out this 

questionnaire based on 7 Points Likert scale. They were asked for their feeling about the web site 

of 3 companies (3M,Exfo and Fujikura). The gathered data is analyzed on next chapter which is 

accordingly pres 
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Table4: Questionnaire (Analytical) 
 

Questionnaire 
Respondent's Reply Based 
On Likert 7 Points Scale 

1.Interface Properties  Agree○○○○○○○Disagree 

1.1 Branding  Agree○○○○○○○Disagree 

1.The site makes a good first impression  Agree○○○○○○○Disagree 

2.It seems the website has invested a lot of resources in  the design of its website  Agree○○○○○○○Disagree 

3.I find the site's visual design clear and professional  Agree○○○○○○○Disagree 

4.The site seems up to date  Agree○○○○○○○Disagree 

5.The site meets my expectations  Agree○○○○○○○Disagree 

1.2 Usability  Agree○○○○○○○Disagree 

6. Access to information is quick and efficient  Agree○○○○○○○Disagree 

7. This site is organized in a logical way  Agree○○○○○○○Disagree 

8.It is easy to find the information one is looking for  Agree○○○○○○○Disagree 

9.Navigation is predictable and consistent  Agree○○○○○○○Disagree 

10.The website is reliable  Agree○○○○○○○Disagree 

2.Informational Content Agree○○○○○○○Disagree 

2.1 Company   Agree○○○○○○○Disagree 

11. This company seems to be legitimate and respectable  Agree○○○○○○○Disagree 

12. This company seems to have a lot of respect for its customers  Agree○○○○○○○Disagree 

13. The company seems to be run professionally  Agree○○○○○○○Disagree 

2.2 Products & Services  Agree○○○○○○○Disagree 

14.The information about products/services is complete  Agree○○○○○○○Disagree 

15.Prices are transparent  Agree○○○○○○○Disagree 

16.The information this site provides is objective and credible  Agree○○○○○○○Disagree 

17.It seems easy to request help or additional information about products/services  Agree○○○○○○○Disagree 

2.3 Security  Agree○○○○○○○Disagree 

18.The website provides sufficient information about its terms and conditions  Agree○○○○○○○Disagree 

19.The website has adequately addressed consumers' concerns about security  Agree○○○○○○○Disagree 

20.I would feel safe giving my payment details on this site  Agree○○○○○○○Disagree 

2.4 Privacy  Agree○○○○○○○Disagree 

21.I would feel confident giving this website my personal details when transacting  Agree○○○○○○○Disagree 

22.The web-site has adequately addressed consumers' concerns about privacy  Agree○○○○○○○Disagree 

23.I trust, this website will take good care of my personal details  Agree○○○○○○○Disagree 
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                                               Chapter 4 

                             Data Analysis 

 

4.1 Research Data Description, Analysis and Results 

 

One scenario was created and adapted to 3 different companies with the names of 3M, 

EXFO and Fujikura. I have suggested my colleagues to search trough the web sites of 

these 3 companies and make decision over products which is necessary to buy based on 

our needs. The participants’ task was therefore to find out, which of the products 

appeared to be the most trustworthy to purchase online.  

 

This scenario forced the participants to thoroughly explore each of the websites, critically 

evaluating the product’s value proposition and comparing it against its alternatives.  

 

All these 3 companies all leader in fiber optic telecommunication and have many 

different products in field of fiber optic telecommunication.3M (Minnesota Mining and 

Manufacturing) is from USA, EXFO ( Expert of Fiber Optic ) is a Canadian brand and 

Fujikura is from Japan. 

 

The websites of these three company are listed below; 

www.mmm.com 

www.exfo.com 

www.fujikura.co.jp 

 

 

 

 

 

 

http://www.mmm.com
http://www.exfo.com
http://www.fujikura.co.jp
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4.2    Procedure  
 

The participants were first asked a few general background questions such as their 

expertise using the Internet, their experience buying products and services online and 

their general trust in online services. They were then given the scenario described above 

and introduced to the think aloud procedure. While they were carrying out the tasks set by 

the scenario, the tester took notes of their browsing behavior and comments.  

  

The questionnaire consisted of 23 items, which participants were asked to rate on a 7-

point Likert scale .At the end of the questionnaire, an additional item was included to 

provide a pure measure of trust, by asking respondents to rate the statement: “I would 

trust this website”.  

 

This is for having a direct and unambiguous measure of the dependent variable under 

scrutiny.  

 

4.3 Questionnaire Definitions  
 

By taking a look to the questionnaire some justification/clarifications seems to be 

necessary for better understanding of necessity of these questions. 

 

There are below items available on the questionnaire:  

 

1. Interface properties 

1.1 Branding  

1.2 Usability 

2. Informational Content 

2.1 Company 

2.2 Product & Services 

2.3. Security 

2.4 Privacy 
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For Option 1.1 it is very important to have enough and necessary information available on 

the website for the visitors. This is the connection line between seller and customer so it 

is very important to have a connection line with high capacity data transfer. As a matter 

of fact the better any company work on its option (1.1), the more data they can transfer to 

their costumer and the consumer will have enough data to make decision over special 

product. 

More data will be interpreted as useful type of information, which at the same time will 

cover all needs of customers to make their decision. 

Updating the website and announcing new products as breaking news of each website 

seems to be necessary for showing the innovation of the company. 

For example 3M slogan is “a century of innovation” as they are 100 years old and active 

in different fields. 

These simple words will cause a very good background in the mind of customer, which 

finally will lead to the trust, as no innovation will repeat in case that it is not useful and 

there wasn’t any previous good face. 

 

For Option 1.2 suppliers/ sellers should keep in mind that, the people are at different level 

of intellectual abilities and it is vital to design a place which every body without 

considering their age/gender/experience and etc. could have their own choice by available 

data. 

Suppliers should be careful about the data which is presented on the web, because it 

should be transparent and their data should not be contradicting each other. In case of not 

fulfilling above, definitely customers will restrain to make their decision due to the 

discrepancies they witness on the site. Online support services which will receive 

inquiries and immediately confirm receiving by sending back, receipt acknowledgment of 

your sent email which it is written on that “thanks for your inquiry, we will reply you as 

soon as possible” are necessary for the companies to answer their customer’s questions. 

Without this simple receipt acknowledgment you are not sure whether they have received 

your inquiry or not? 

To go a little farther, in some cases they give you a registration number belongs to your 

inquiry for easier tracking of your request. 
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For Option 2.1 suppliers should show that they are different than others. 

They should show that how their customers are respectable and valuable for them and 

how they consider for their customer’s needs and how they want to fulfill the same. 

Many companies are afraid of announcing their mistakes related to their customers but 

some are very courageous to announce it and by this strategy they make it transparent for 

their customers and finally correct their mistake. 

The following is a real example on this case, which shows how EXFO company respects 

it’s customers, 

Once I received many emails repeatedly from EXFO announcing a news from them. Later 

(3 days) the VP(Vise President) of Exfo sent an email to me and apologize for sending 

repeated emails & or reasons attributed to the failure of server and not EXFO. 

The same email sent repeatedly to many customers by mistake but after that the VP send 

his formal apology on that and without incurring any high cost which inadvertently 

resulted in showing their customers how they respect them. 

For Option 2.2, they should be very careful about the layers of information which each 

customer’s need. For example some will go deep in to the details and some will just ask 

about simple questions. 

Suppliers should answer all questions of their customers and actually this is the best 

possible way for them which finally they will develop their customer’s trust and 

satisfaction by answering to some issues, which they need to know. 

With reference to the clarification for Option 1.2, again online supports seems to be 

necessary for this part. 

In Option 2.3 they should show that how they secure the digital world for their customers 

and make it a safe place for doing an e.tranasaction. 

This is another shape of a real world with the same characteristics. So security plays an 

important roll on this way and they should show to their customers that how they make it 

possible for them to do their transaction in a better environment. Hard to believe that 

giants like HP and Microsoft will transfer their site to another site which is just 

responsible for money remittance/transference from customers to seller. This important 

easily show that, how they are worry about this matter and how they take care of it. 
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In Option 2.4, suppliers should categorize their customers based on their different needs. 

In some cases they should have a unique vision for all of them and also in other ways they 

should make some differences. When somebody trust us we should show him/her that we 

deserve it and by this method you can have their respect for your business and finally you 

will be introduced as a reputable company which deserves the respect of the customers. 

 

4.4 Factor Analysis 
 

Factor analysis attempts to identify underlying variables or factors, that explain the 

pattern of correlations within a set of observed variables. factor analysis is often used in 

data reduction to identify a small number of factors that explain most of the variance 

observed in a much larger number of manifest variables.  

 

Factor analysis can also be used to generate hypotheses regarding causal mechanisms or 

to screen variables for subsequent analysis (for example, to identify co-linearity prior to 

performing a linear regression analysis). 

 

The factor analysis procedure offers a high degree of flexibility: 

 

Seven methods of factor extraction are available. Five methods of rotation are available, 

including direct oblimin and promax for nonorthogonal rotations. 

Three methods of computing factor scores are available and scores can be saved as 

variables for further analysis. 

 

The statistical procedure selected to analyze this data is factor analysis. In general, factor 

analysis is used to uncover the latent structure of a set of variables.  

It can therefore validate a scale by showing that its constituent items load on the same 

factor and identify items that cross-load on more than one factor. 

 It’s use can also mitigate the number of items in a scale by identifying clusters of cases 

in a graphical representation. In this analysis, exploratory factor analysis is selected as it 

presupposes no validated theory. Confirmatory factor analysis would have been more  
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appropriate to determine whether the number of factors and the loadings conform to 

what is expected on the basis of pre-established theory. The factor analyses below were 

conducted using principal component analysis with Varimax rotation.  

 

Principal components analysis is a method used to form uncorrelated linear combinations 

of the observed variables. That is, the first component has maximum variance, while 

successive components explain progressively smaller portions of the variance and are all 

uncorrelated with each other. The number of factors extracted in each analysis is thus a 

function of an internal rule of SPSS. 
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4.5 Component Matrix for 3M, EXFO and Fujikura Websites 
                           

     Table 5: Component Matrix for EXFO Website 

 

 Factors  

  1 2 3 

Brand1 0.82 -0.435 -0.265 

Brand2 0.129 -0.11 0.921 

Brand 3 0.782 -0.546 -0.3 

Brand 4 0.472 0.832 0.246 

Brand5 0.91 0.146 -0.388 

Usab1 0.681 -0.704 0.145 

Usab2 0.829 0.426 -0.333 

Usab3 0.946 -0.278 4.06E-02 

Usab4 0.611 0.708 -0.218 

Usab5 0.946 -0.278 4.06E-02 

Comp1 0.942 0.105 0.319 

Comp2 0.82 -0.435 -0.265 

Comp3 0.609 -0.62 0.495 

Proser1 0.609 -0.62 0.495 

Proser2 0.719 0.695 -1.39E-02 

Proser3 0.607 -0.635 -0.456 

Proser4 0.946 -0.278 4.06E-02 

Sec1 0.887 0.43 -0.121 

Sec2 0.974 0.164 -6.20E-02 

Sec3 0.974 0.164 -6.20E-02 

Pri1 0.834 0.543 9.44E-02 

Pri2 0.556 0.719 0.387 

Pri3 0.942 0.105 3.19E-01 
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                           Table 6: Component Matrix for 3M Website 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  Factors 
  1 2 3 4 

Brand1 -
0.705958934 0.501408999 0.46999 0.171233 

Brand2 -
0.156422953 0.078597307 0.983408 0.047562 

Brand 3 0.451042495 0.237417651 0.859001 -0.04807 

Brand 4 -
0.759653568 0.547122915 0.300756 0.182014 

Brand5 0.282727643 -0.24201237 0.926454 -0.05638 
Usab1 0.195713548 0.776412495 0.597933 0.036819 

Usab2 -
0.145361304 -0.92135799 3.38E-01 0.125411 

Usab3 -
0.325008037 0.91830481 0.199271 0.291092 

Usab4 0.800513207 -0.16970166 5.66E-01 0.101972 
Usab5 0.067255542 0.562249364 0.822989 0.045186 
Comp1 0.067255542 0.562249364 0.822989 0.045186 
Comp2 0.497006777 0.702531467 0.50881 -0.02336 
Comp3 0.764378841 0.256451827 0.567054 0.168543 
Proser1 0.984075037 0.045821859 1.49E-01 0.085916 
Proser2 0.982077468 -0.09138288 0.162055 0.030186 

Proser3 -
0.547130692 0.374866067 7.36E-01 0.136774 

Proser4 0.025620254 0.931166806 0.35569 0.07587 
Sec1 0.809253533 0.518701346 7.44E-02 0.265554 

Sec2 0.952037315 0.220169538 -7.67E-
02 0.198151 

Sec3 0.527971378 -0.77266316 -1.46E-
01 0.321028 

Pri1 0.792854154 -0.56090424 -0.07702 0.225469 
Pri2 0.984075037 0.045821859 1.49E-01 0.085916 
Pri3 0.540638378 0.044273107 0.041876 0.839045 
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                             Table7:  Component Matrix for Fujikura Website 

 

  Factors 
  1 2 3 
Brand1 0.871501579 0.414665711 -0.1743 

Brand2 -
0.150447711 0.065225746 0.950535

Brand 
3 0.871501579 0.414665711 -0.1743 

Brand 
4 

-
0.364589475 0.662053326 0.654797

Brand5 0.019601015 0.988321463 1.42E-01
Usab1 0.845593931 0.277064809 0.345016
Usab2 0.019601015 0.988321463 1.42E-01
Usab3 0.952960548 0.251983933 -0.14767 
Usab4 0.934514414 -0.11869666 0.288052
Usab5 0.671966563 0.739813838 -0.02141 
Comp1 0.671966563 0.739813838 -0.02141 
Comp2 0.946746365 -0.23598107 1.48E-01
Comp3 0.96912689 -0.06472594 -0.23402 
Proser1 0.938953716 -0.3017517 6.20E-02
Proser2 0.839767666 -0.51595917 0.169026
Proser3 0.934514414 -0.11869666 2.88E-01

Proser4 0.871501579 0.414665711 -1.74E-
01 

Sec1 0.853137854 -0.51938243 -9.95E-
04 

Sec2 0.867480986 -0.30389766 -0.30356 
Sec3 0.525627388 -0.34108943 7.60E-01
Pri1 0.871501579 0.414665711 -0.1743 
Pri2 0.164038105 -0.90501028 0.132884
Pri3 0.851284228 -0.52001165 0.062365

 

 
Actually, factor analysis is a statistical technique, which uses the correlations between 

observed variables to estimate common factors and the structural relationships linking 

factors to observed variables. The above tables illustrate how some observed variables 

can correlate because of their relationships with a common factor. By recognizing the 

items which has the same usage it will be possible to omit them and reduce the number of 

questions . 
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4.6 New Questionnaire Based on SPSS Data and by Means of 
Factor Analysis 
Based on above figures and tables and by paying particular attention to the bold figures 

we could lead to a questionnaire with lower number of question but with same 

capabilities. 

The number of questions will be decreased to 15 which are illustrated on the next page.  

 

Below questions are removed from main questionnaire which includes 23 questions: 

 
2.It seems the website has invested a lot of resources in  the design of its website 

5.The site meets my expectations  
7. This site is organized in a logical way 

10.The website is reliable 

12. This company seems to have a lot of respect for its customers  

17.It seems easy to request help or additional information about products/services 

20.I would feel safe giving my payment details on this site  
21.I would feel confident giving this website my personal details when transacting  
 

After removing above 8 questions from the main questionnaire the number of questions 

will decrease to 15 and finally we will have a questionnaire with the same function but 

with the less number of questions as stated at the next page. 
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Table 8: New Questionnaire based on Factor Analysis 

 

 

 

 

 

 

Questionnaire 
Respondent's Reply 
Based On Likert 7 Points 
Scale 

Interface Properties    
1.1 Branding    
1.The site makes a good first impression  Agree○○○○○○○Disagree 
2.I find the site's visual design clear and professional  Agree○○○○○○○Disagree 
3.The site seems up to date   Agree○○○○○○○Disagree
1.2 Usability    
4. Access to information is quick and efficient  Agree○○○○○○○Disagree 
5.It is easy to find the information one is looking for  Agree○○○○○○○Disagree 
6.Navigation is predictable and consistent   Agree○○○○○○○Disagree
Informational Content   
2.1 Company     
7. This company seems to be legitimate and respectable  Agree○○○○○○○Disagree 
8. The company seems to be run professionally   Agree○○○○○○○Disagree
2.2 Products & Services    
9.The information about products/services is complete  Agree○○○○○○○Disagree 
10.Prices are transparent   Agree○○○○○○○Disagree
11.The information this site provides is objective and credible  Agree○○○○○○○Disagree 
2.3 Security    
12.The website provides sufficient information about its terms and conditions  Agree○○○○○○○Disagree
13.The website has adequately addressed consumers' concerns about security  Agree○○○○○○○Disagree 
2.4 Privacy    
14.The website has adequately addressed consumers' concerns about privacy  Agree○○○○○○○Disagree 
15.I trust, this website will take good care of my personal details   Agree○○○○○○○Disagree
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                               Chapter 5 

      Discussion, Conclusions and Further Research 
 
 

5.1 Major Research Question: What is the more important factor 
which affect on Customer’s trust? 
 

By taking a look to Table 9 we could easily conclude that for having customer’s trust it is 

important to increase usability of the website which by available figures has a lower value 

comparing branding, product/services, company, security and privacy. 

 
 
 

Table 9: Average Percentage of each category based on available    
services 

 
Type of Service                                                      Agree%      Neutral% Disagree% 

Branding                                                                      85       3          12 

Usability                                                                      25      10          65 

Company                                                                     75      10          15 

Product and Services                                                   73      14                    13 

Security                                                                       60      25          15 

Privacy                                                                        60                  28          12 

 

For increasing usability of the website and with reference to the open question at the end of 

the questionnaire, suppliers/manufactures should look for a trading area/website in which: 

• Accessing to the information is quick and efficient 

• Logically organized website 

• Easy finding of desired information 

• Predictable and consistent web site navigation  

• Highly reliable website  
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By separate analyzing of the percentage for each category based on available services, 
further investigations will be possible. 
 

               Table 10: Percentage of each category based on available services 
for 3M website 

 
Type of Service (3M)                                                     Agree%               Neutral% Disagree% 

Branding                                                                      88       2          10 

Usability                                                                      30      10          60 

Company                                                                     82      8          10 

Product and Services                                                   80     10                     10 

Security                                                                       65      20          15 

Privacy                                                                        70                  25          5 

 
Table 11: Percentage of each category based on available services 
for EXFO website 
 

 
Type of Service(EXFO)                                                     Agree%              Neutral% Disagree% 

Branding                                                                      85       3          12 

Usability                                                                      23      10          67 

Company                                                                     71      13          16 

Product and Services                                                   70     18                     12 

Security                                                                       59      28          13 

Privacy                                                                        58                  31          11 

 

 
Table 12: Percentage of each category based on available services 
for Fujikura website 
 
 

Type of Service(Fujikura)                                                      Agree%           Neutral% Disagree% 

Branding                                                                      82       4          14 

Usability                                                                      22      10          68 

Company                                                                     72      9          19 

Product and Services                                                   69      14                     17 

Security                                                                       56      27          17 

Privacy                                                                        52                  28          20 
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As shown above, 3M got the highest percentage of agree people and the lowest percentage of 

disagree people for each service, for the reason which is due to the great knowledge of this 

company for international business. 

 

3M is founded in 1902. 3M is a diversified technology company with a worldwide presence 

in the following markets: consumer and office; display and graphics; electro and 

communications; health care; industrial and transportation; and safety, security and protection 

services. what makes them so diverse is their ability to apply their technologies – often in 

combination – to an endless array of customer needs. 
 

Exfo is founded in 1982. EXFO is a recognized test and measurement expert in the global 

telecommunications industry. The Telecom Division, which represents their main business 

activity, offers a full suite of test solutions and monitoring systems to network service 

providers, cable TV operators, telecom system vendors and component manufacturers in 

approximately 70 countries. EXFO is the global market leader for portable optical test 

solutions and a leading supplier of protocol and access test solutions to enable triple-play 

deployments and converged IP networking. 

 
Fujikura us founded in 1885. Fujikura is a leader company for manufacturing fiber optic 

core/cable and fusion splicer machines. Also they are active in other fields such as optical 

transmission systems, network systems, electronics materials, power systems, coated wires, 

magnet wires, electronic materials for equipment and metallic materials. 

 

Technology comes first at Fujikura. And, through these ongoing efforts, the Company has 

continued to increase its contribution to Japanese society.  

 

After receiving the history of these 3 companies, below there are some more information 

available at their websites, which is worthy of attention. 

3M Values 
• Provide investors an attractive return through sustained, quality growth.  

• Satisfy customers with superior quality, value and service.  

• Respect their social and physical environment.  

• Be a company employees are proud to be part of.  
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3M At a Glance 
• Worldwide sales: $21.2 billion.  

• International sales: $12.9 billion (61 percent of company's total).  

• Companies in more than 60 countries.  

• 3M products sold in nearly 200 countries.  

• More than 69,000 employees.  

• 3M employs mostly local nationals. fewer than 300 3M employees worldwide are    
Foreign Service Employees not residing in their home countries.  

• Plant locations: 139 worldwide.  

• Sales office locations: 188 worldwide 

 

Above characteristics clearly shows that how expert they are for developing their business 

worldwide and how they are well aware of the needs of their customers. 

 

These digits are obtained from their web site and are available for public and finally it could 

end to a kind of self satisfaction when anybody visits the website.  

Neither EXFO nor Fujikura consider these kind of information clearly in their websites. 

High number of branches worldwide and being a diversified company has end to the highest  

percentage of agree people (88%) for the Option 1.1(Branding). 

Although usability function has the lowest percentage among 3 companies, comparing other 

services but again 3M has got the highest percentage of agree people for this Option   (30%) 

They have a very smart search engine, which helps to find desired item but it is not the same 

for EXFO. 

If you search one specific product through EXFO website there are many links introduced by 

the website to you which inadvertently force you normally to search all of them to find your 

desired link. 

 

For Option 2.1(company), again 3M has got the highest percentage of satisfied cusotmers and 

the reason is their clear words and slogans to their customers, which easily is accessible after 

visiting their website. 

 

3M is a known company worldwide, because they are active in many fields due to being a 

diversified company. 



 - 79 - 

From this point of view in all the cases they have got the highest quality and material for each 

of their products. This is very important as it will mentally lead to accepting them as a 

reputable company. 

 

For Option 2.2 (product and services) again 3M has got the highest amount of satisfied 

customer and Fujikura has the lowest percentage. 

As a matter of fact in some cases Fujikura has announced wrong information and later has 

changed it. This will have negative impact which will lower the value of products and 

services. 

 

For Option 2.3 and 2.4, let’s say that none of them have invested too much for upgrading 

these features but again 3M has got the higher value due to the better background in public 

mind. Also 3M has a separate link on it’s website, which after opening the said link different 

terms and conditions is written and 3M has owed himself for them, some of these terms and 

conditions are stated as below exactly same as what which is written on their website: 
 
3M Global Internet Privacy Policy  
It is 3M policy to comply with all applicable privacy and data protection laws. This commitment 
reflects the value we place on earning and keeping the trust of our employees, customers, 
business partners and others who share their personal information with us. 

This Global Internet Privacy Policy (this “Policy”) describes how 3M protects your privacy when we 
collect personal information on 3M Internet sites. As used in this Policy, the term “personal 
information” means information that identifies you personally, alone or in combination with other 
information available to us. 

This Policy applies, in general, to all Internet sites operated by or on behalf of 3M and its business 
units worldwide (each a “3M Internet Site”). 

 
 
 
 
Web Site Privacy Statements  
 
Although this Policy applies to all 3M Internet Sites generally, each 3M Internet Site has a different 
purpose and different features. If additional or different disclosures are required with respect to a 
specific 3M Internet Site, we will provide those disclosures on the site itself or in a separate web 
site privacy statement (“Web Site Privacy Statement”) posted on that site. Each individual 
disclosure or Web Site Privacy Statement supplements and amends this Policy, but only with 
respect to the 3M Internet Site on which it is posted. 
  
Your Consent  
By using a 3M Internet Site or providing personal information to us, you are consenting to the 
collection, use and disclosure of your personal information as described in this Policy and any 
applicable Country or Web Site Privacy Statements. 

If you do not consent to the collection, use and disclosure of your personal information as 
described in this Policy (and any applicable Country or Web Site Privacy Statements), do not use 
3M Internet Sites. 
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5.2 Minor Research Question: What are the potential abilities of 
Online trading which affect customer’s trust? 

Online transaction besides the conventional method of transaction can create added-value for 

customers. The main abilities and advantages of online trading are as mentioned below: 

- From Customer’s Point of View:  

Online transaction provides facilities for customers and offers superior and high quality 

services which impact directly on customer's satisfaction degree. Here there are the 

paramount services for customers:  

• Information Access and internet as an information highway: 

There is no limitation when you talk about internet. All you need is a PC and 

connection to the internet which as a matter of fact accessing to both of them by 

considering available technologies such as laptops and wireless internet connection 

seems to very probable. No time limitation and no other physical limitation is related 

to the e.tranasction, it could be any time any where. So from this point of view 

internet could be a better choice for doing transactions.   

 

• Privacy: 

In real world it takes a long time for the seller to consider any kind of privacy for 

his/her loyal customer. The reason is lack of data basis which is actually in real world 

data base is defined as the mind/memory of seller which is changing time by time, 

whether seller is in good mood, could he/she remember every thing on time/clearly .In 

the internet world due to access to powerful data basis by the speed of light there is no 

limitation to have a detailed specification of a customer.  
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- From Industry's Point of View  

Conventional intermediary businesses having a good location, a large work force and 

sufficient physical support gain a competitive advantage. The case is different for online 

transaction providers because there is no border limit. A decrease in the need for face to face 

interaction and physical systems is enough to support the web site, smaller businesses can 

survive just as easily as bigger companies within the electronic commerce industry. It is for 

the industry's interest to retain different sized competitors in order to avoid oligopoly (bigger 

companies dominating the market).  

-From Other Point of Views  

Online trading has other positive affects like: 

• Efficient Transaction: Trading through the Internet is more direct than phone 

calls or gathering to the market. The online trading setup gives the traders a 

virtually boundary free environment with fewer time considerations. Sending 

documentation through the network decreases the time to receive information and 

reduces error, a much better alternative to the slow process of mailing. With the 

technical functions of the browser, independent or represented traders can activate 

trading and check the current market quote at the same time and on the same 

screen. 

 

• Globalization: For any customer, the Internet gives the worldwide opportunity to 

choose or be chosen. You can buy any product from anywhere simultaneously in a 

twinkle of an eye. You are not worry about anything because just by the click of 

the mouse of your computer you can access to unlimited information and also to 

the previous experiences of the same product by another customer. This is your 

talent of making the right decision for the appropriate product.  
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5.3  Main contributions: 
 

-Implications for Practitioners 

Online trading system creates an opportunity for traders to buy and sell 24 hours a day, which 

is not easy and almost impossible for break-and-mortar. 

New online trading system streamlining trading processes and their related quality 

dimensions have increasingly become a key driving force in enhancing customers' 

satisfaction and attract more customers. Identification and ranking of customers' expectations 

of the services provide by an ideal transaction form a frame of reference for ranking 

customer's preferences of available/different service.This study considered a narrow band of 

customer’s trust on any type of e.transaction and as a matter of fact there are many other 

approaches available for doing this type of research.  

-Implications for Theory 

The main objective of the study is to find out the effective factors in developing trust in 

customers for doing e.tranasctions. In order to find the answer, variety of studies were 

reviewed and finally a modified and appropriate model was applied. The basic component of 

model extracted from Motec model which proposed by (cf. Fogg & Tseng 1999). This model 

can be applied in researches that can measure the customer’s trustworthiness degree in 

specific segments of services that intangible. 

Researcher proposes the roles of involved parties as: brand, company, product and services, 

privacy, security and usability. More specifically, concerning research questions, the majority 

of the findings for this study supported the existing literature.  

-Implications for Further Research 

Researcher attempted to cover every aspect which somehow related to this research, but 

anyhow due to some limitations like, time shortage and resource restrictions, still there is a 

wide area in online trading world and identifying how it can impact on customer’s trust. 

Therefore in further research studies the obstacles and limitations should be covered.   
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First of all, it is recommended to perform the exact research study in which customers can 

install online trading system and doing their transaction from their own PCs and let them to 

sense the exact meaning of e.transaction facilities. 

Also, it is suggested for further researches to implement proposed transaction model in real 

world, get the feedbacks of new installed system and revise it, if necessary to comply with the 

needs of the customer. 

Furthermore, it is necessary to carry out researches about major components and 

infrastructures of implementing online system. According to experts points of view there are 

three main infrastructures:  

1. Legal infrastructures 

2. Cultural infrastructures 

3. Technical infrastructures 

It seems that investing in the last two aspects are more critical and long-term programming 

will be indispensable. Cultural infrastructures need large resources for advertising and 

encouraging customers applying new system. Barriers faced to technical infrastructures are 

generally solved by the means of financial resources and experts. Moreover, performing 

fundamental researches regarding to laws and regulations which should be legislated can be 

very important and useful. Finally by this method it is possible to minimize problems 

encountered during  business transaction. 

As a very important factor, which has a direct relation with trust of human beings, future 

researches shall search trough sociology of trust. 

It is very important to open this chapter for understanding the real shape of trust on different 

people. Actually this is a totally different topic and needs deep knowledge of human body 

and actually it will be done by help of psychologist and not engineers or economists. 

As trust is not tangible and it is not easy to grasp, it will be very probable that future 

researches have a totally different topics comparing my suggestions as this is world of 

technology which is changing rapidly and we are trying to connect innate specification of 

each person as trust to this technology world. 
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Questionnaire 
Respondent's Reply Based 
On Likert 7 Points Scale 

1.Interface Properties  Agree○○○○○○○Disagree 

1.1 Branding  Agree○○○○○○○Disagree 

1.The site makes a good first impression  Agree○○○○○○○Disagree 

2.It seems the website has invested a lot of resources in  the design of its website  Agree○○○○○○○Disagree 

3.I find the site's visual design clear and professional  Agree○○○○○○○Disagree 

4.The site seems up to date  Agree○○○○○○○Disagree 

5.The site meets my expectations  Agree○○○○○○○Disagree 

1.2 Usability  Agree○○○○○○○Disagree 

6. Access to information is quick and efficient  Agree○○○○○○○Disagree 

7. This site is organized in a logical way  Agree○○○○○○○Disagree 

8.It is easy to find the information one is looking for  Agree○○○○○○○Disagree 

9.Navigation is predictable and consistent  Agree○○○○○○○Disagree 

10.The website is reliable  Agree○○○○○○○Disagree 

2.Informational Content Agree○○○○○○○Disagree 

2.1 Company   Agree○○○○○○○Disagree 

11. This company seems to be legitimate and respectable  Agree○○○○○○○Disagree 

12. This company seems to have a lot of respect for its customers  Agree○○○○○○○Disagree 

13. The company seems to be run professionally  Agree○○○○○○○Disagree 

2.2 Products & Services  Agree○○○○○○○Disagree 

14.The information about products/services is complete  Agree○○○○○○○Disagree 

15.Prices are transparent  Agree○○○○○○○Disagree 

16.The information this site provides is objective and credible  Agree○○○○○○○Disagree 

17.It seems easy to request help or additional information about products/services  Agree○○○○○○○Disagree 

2.3 Security  Agree○○○○○○○Disagree 

18.The website provides sufficient information about its terms and conditions  Agree○○○○○○○Disagree 

19.The website has adequately addressed consumers' concerns about security  Agree○○○○○○○Disagree 

20.I would feel safe giving my payment details on this site  Agree○○○○○○○Disagree 

2.4 Privacy  Agree○○○○○○○Disagree 

21.I would feel confident giving this website my personal details when transacting  Agree○○○○○○○Disagree 

22.The web-site has adequately addressed consumers' concerns about privacy  Agree○○○○○○○Disagree 

23.I trust, this website will take good care of my personal details  Agree○○○○○○○Disagree 

 




