
MASTER'S THESIS

Mobile Money Security
A Holistic Approach

Eric Kodjo Afanu
Raymond Selorm  Mamattah

2013

Master (120 credits)
Master of Science in Information Security

Luleå University of Technology
Department of Computer Science, Electrical and Space Engineering



 

 

 

 

 

 

 

 

 

Master’s Thesis 

MSc. Information Security 

 

 

Topic: 

Mobile Money Security –A Holistic Approach 

 

 

 

By: 

Eric Kodjo Afanu & Raymond Selorm Mamattah 

 

 

Supervisor:   

Prof. Maung Kyaw Sein 

 

 

 

Luleå University of Technology 

Department of Computer Science, Electrical and Space Engineering 

 

 

 

July 2013 

 



ii 
 

Abstract 

Mobile money usage for transactions is steadily growing across Africa with the potential to 

revolutionize the cash-dominant economy of this continent to be cashless. With the increased 

use of mobile money services and number of business use cases designed each day, it is 

imperative to design a holistic approach to mobile money security that will reduce security 

exposures and prevent fraud, as some mobile money service providers have lost millions of 

dollars to this growing threat. This research, therefore examines the measures that mobile 

network operators providing mobile money services can employ to prevent fraud. The study 

also discusses the mobile money users’ perception about the linkage between mobile phone 

protection and security of the mobile money service on their phone. 

The research was a case study of mobile money security in Ghana and used qualitative and 

quantitative data collected through questionnaires and structured interviews of key staff of the 

mobile network operator (MNO).  Some of the main findings of this research include the 

general perception that there is no direct linkage between mobile phone protection and 

mobile money security. It was further identified that one of the major causes of consumer 

driven fraud is PIN sharing.  In addressing mobile money fraud, it is suggested that the 

service provider should give mobile money security tips to the users at least twice in a year 

through short message service (SMS) to alert them of ways to enhance the security of their 

mobile phones. 
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Chapter 1 – Introduction 

This chapter examines the background of the research, the motivation, as well as the research 

questions that the researchers sought to answer. It also highlights the limitations and 

delimitations of the research work, and lastly the organisation of the thesis. 

  

1.1 Background of the study  

Mobile money is the use of telecommunication platforms or networks by mobile phone 

subscribers to perform banking services. In short, mobile money enables subscribers to bank 

directly from their mobile phones without physically being in a financial institution to pay 

bills, receive money, and transact business all through virtual mobile accounts known as 

mobile money wallets. The use of mobile money for transactions has been steadily growing 

across Africa, positioned as the next “big thing” to revolutionize the cash dominant economy 

of Africa. A recent survey revealed that there are 20 countries in which more than 10% of 

adults used mobile money at some point in 2011, of which 15 are in Africa.  For example, in 

Sudan, Kenya, and Gabon, more than half of adults used mobile money (The Economist, 

2012).  From this survey, it is evident that mobile money has become one of the “must offer” 

services for telecom companies in Africa. For example the top ranked telecommunication 

companies in Ghana – MTN, Tigo and Airtel all offer mobile money services to their clients 

and usage statistics are increasing daily.  

1.2 Motivation 

With the growing use of mobile money services and new use cases arising, it has become 

important to research into the security practices of mobile network operators and users to 

ensure mobile money is secured, to prevent fraud, and to understand the user perception 

about the linkages between mobile phone protection and mobile money security.  Most 

recently, some mobile money service providers saw an increase in fraud cases, which has led 

to loss of millions of dollars of revenue. For example an online newspaper - the CIO East 

Africa (2012) reports of a fraud case with MTN Uganda mobile money in which staff of the 

company stole millions of dollars from mobile money users. Unfortunately, research into 

mobile money fraud in Africa has been limited to newspapers such as the CIO East Africa, 

and little scientific research has been done on this subject. Therefore the true extent and 

nature of the fraud issues are yet to be fully defined for MNOs and mobile users while it is 

envisaged that mobile money service will be extremely attractive to fraudsters.  
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It is predicted that worldwide mobile payment transaction values will be worth $617 billion 

market value with 448 million users by 2016 (Gartner, 2012).  Reflecting on this forecast, the 

increased use of the mobile money services, and the different business use cases designed 

each day, it is imperative to design a holistic approach to mobile money security that will 

reduce security exposures and prevent fraud. From most literature reviewed, it is obvious that 

significant number of authors consider security and privacy as very important enablers in 

using mobile money for payments. However, there is no clear focus on security from the 

initiation of the transaction to its completion while using mobile money for m-payment.  

Most of the literature scratch the surface of core or fundamental areas of security such as 

confidentiality, integrity, availability, authentication and authorization, without clear linkage 

to mobile money security and mobile phone protection.  

 

1.3 Research questions  

 

Question 1: What measures can be put in place to enhance mobile money security in order to 

prevent fraud?  It is important to identify the security practices of the service provider and the 

user needed to ensure a secured mobile money service and to prevent fraud. 

Question 2: How do mobile money service subscribers perceive the linkage between mobile 

phone protection and mobile money security? The aim is to establish a linkage (if any) of 

mobile money subscribers’ view of security for the mobile money service and the protection 

of the mobile device itself. In other words, will an insecure mobile phone necessarily mean a 

vulnerable mobile money service to the user?  

 

1.4 Importance of the study 

The use of mobile money as an electronic payment system is increasingly gaining ground in 

Ghana and most African countries. With MNO reliance on technology (mobile 

telecommunication and information systems) to deliver the mobile money service comes with 

some security risks and existing risks inherent in e-payment systems. How these security 

risks are handled may affect mobile money users’ perception about the security of the mobile 

money service. Also, the mobile money subscriber’s awareness of their responsibility 

towards the security of the service on their mobile phone could have influence on some of the 
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actions they take in protecting their mobile money wallet.  This research provides some 

insight into the security controls and practices implemented by the MNO to secure the mobile 

money service as well as mobile money users’ perception about the linkage between mobile 

money security and the protection of mobile phone. 

 

1.5 Limitations and Delimitations  

Mobile money service encompasses several stakeholders, such as financial institutions, 

service providers and trusted third parties (merchants). However for the purpose of this 

research the term mobile money is limited to a service provided by telecommunication 

service providers or mobile network operators (MNOs) to their subscribers that enables them 

to perform mobile money transactions.  There are two categories of mobile money users - 

registered and non-registered.  However, this research is focused on only the registered users, 

who use the service from their mobile phones. There are six telecommunication companies in 

Ghana (as shown in Table 3-1), out of which three provides mobile money services; however 

this research is limited to only one of them. 

 

1.6 Organization of the Thesis 

The remaining work is organized under the following chapters: chapter 2 is focused on the 

literature review on the research topic.  The various methodologies employed in this research 

are discussed in the chapter 3, while chapter 4 is based on data presentation.  Chapter 5 

covers the findings and discussions of the study.  The last chapter is devoted to conclusions, 

recommendations and suggestion on further studies. 
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Chapter 2  - Literature Review 

In this chapter, literature on mobile payments, m-ecommerce or e-commerce, general uses of 

mobile money, security of mobile phones, mobile money and m-payment services, the 

security of mobile phones, mobile money and m-payment systems is reviewed. Also included 

in the review are other scholarly works directly related to this research topic.  

 

2.1 Methodical Approach 

The approach used for conducting this review is the systematic review aimed at identifying, 

appraising and synthesizing literature related to mobile money, e-commerce and mobile 

money security to ensure that all possible and relevant research bases are considered and a 

valid analysis of related literature is made. The approach is based on the assertion that 

systematic reviews are best suitable for focused topics (Collins & Fauser, 2005), in this case 

“mobile money security – a holistic approach”.  It also follows the thinking that a review 

should not be exhaustive, but more suited, partial and in a desirable perspective (Crombie & 

Davies, 2005).  The literature review highlighted different perspectives on this topic. 

2.1.1 Purpose of the Review  

The review was aimed at providing an understanding of the current literature on mobile 

money, e-commerce, mobile payment systems and user perception of mobile money security 

in order to provide the basis to address below questions: 

a. Question 1: What measures can be implemented to enhance mobile money security in 

order to prevent fraud? 

b. Question 2: How do mobile money service subscribers perceive the linkage between 

mobile phone protection and mobile money security? 

2.1.2    Searching the Literature  

The literature search was undertaken using the computer and electronic databases on web 

services such as Google Scholar, IEEE, Google Search Engine, United Nations websites, 

online newsletters, theses on the subject, journals and books. Many literatures and articles 

were identified relevant to the research work. 
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2.1.3   Analysing and Synthesizing the Literature  

Many literatures with varied foci were identified during the search.  The approach adopted 

was initial analyses of abstract and summaries to ascertain their relevance to the research 

topic and to make the determination for further reading or inclusion in this review. Initial 

classification of literature was done at this stage to help filter the relevant literature for the 

topic. The selection criteria were based on the following: 

a. Literature that is current and most relevant to this research topic and citations on articles.  

This criterion used the balance of most current and relevant literature to select literature 

within the range of 0-12 years. Majority of the literature reviewed were published in the 

last 3 years or sooner. Some older literature – written between 2001 and 2010 were 

selected based more on the balance of relevance to the research topic and the number of 

citations recorded rather than their age. As far as possible, primary sources rather than 

secondary were used, which also explains the age of some of the literature selected.    

b. Literature focused on Mobile Payments, M-ecommerce or E-Commerce 

c. Literature on the general uses of mobile money  

d. Literature on the Security of Mobile Phones, Mobile Money, M-Payment Services  

Criteria (b) to (d) were achieved by selecting search results that meets criterion (a) and 

extensively addressed mobile payments, mobile money and the security of mobile payment 

systems and also included related work on the topic.  

 

2.2 Mobile Payments, M-Commerce or E-Commerce  

A mobile payment or m-payment is any payment where a mobile device is used to initiate, 

authorize and confirm an exchange of financial value in return for goods and services 

(Karnouskos, 2004).  Mobile devices in this case include mobile phones, tablets or any other 

devices that are able to connect to mobile telecommunication networks and enable payment 

to be made (Herzberg, 2003).  Depending on the channels the MNO makes available for 

providing the service, a consumer may be limited to the use of mobile phone only or all the 

other mobile devices aforementioned.  M-Payments use what is called e-money or m-money 

to make payment for goods and services.  

 



6 
 

Is mobile money (m-money) any different from Electronic Money (e-money)?  E-money has 

been described as a broader concept that refers to payments made using the near-field 

communication (NFC) contactless cards, credit cards, prepaid cards, debit cards, automated 

teller machines (ATM), as well as mobile phones. Mobile money is seen as a subset of e-

money that refers to financial services and transactions made using technologies integrated 

into mobile phones. These services may or may not be directly tied to a personal account, or 

linked to ATM, prepaid, debit or credit cards (IFC, 2011). 

The rapid growth in the use of mobile phones and the lack of access to formal bank services 

in most African countries are contributing factors to the rapid growth and the use of mobile 

money services in most parts of the continent. More than one billion customers in developing 

markets have access to a mobile phone but do not have a formal bank account (GSMA, 

2012).  Mobile phone penetration in Africa provides the needed platform to reach out to the 

rural poor and unbanked with a financial service.  Figure 2.1 below shows the disparate 

growth in mobile phone penetration and access to a formal financial service. 

Figure 2-1 Mobile penetration vrs banking services 

 

Source: GSM Mobile for Development Website 
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In Ghana, for example, mobile-subscriber penetration is almost 80 percent, but banking 

penetration according to Figure 2-1 is 18 percent. This implies mobile network operators 

(MNOs) have an opportunity to fill this gap through innovative mobile money services to 

provide financial platforms for about 62% of persons with mobile phones without bank 

accounts. It is suggested that the application of mobile money in developing countries is to 

“replace ‘risky’ cash since not all payment alternatives exists”, thus supporting the assertion 

that in developing countries, mobile money is sometimes the only viable financial alternative 

for a large segment of the population (Crowe, 2010). 

2.2.1 Technology 

In a recent research (World Bank, 2012) it was suggested that technological change in the 

form of less expensive phones and expanded network coverage made mobile money feasible. 

The most basic technology used for long-distance fund transfer is short message service 

(SMS). The next technology, which is more user-friendly, is the unstructured supplementary 

service data (USSD), which gives some prompts for funds transfer. This technology is still in 

use by some Mobile Network Operators (MNOs), for example Tigo (Millicom Ghana) in 

delivering the service. Another technological channel used for mobile money service is the 

more sophisticated SIM Toolkit Application (STK), an application encoded in a Subscriber 

Identity Module (SIM) Card, a portable memory chip used in some mobile phones, which has 

a better network security (IFC, 2011).  Some service providers employ all the technological 

channels to deliver mobile money services to its subscribers.  

The underlying technology, which is the network and platforms used to deliver the service 

and mobile phones has rapidly evolved its inception some years ago.  Smartphones are 

rapidly spreading across the world at a cheap cost, and their enhanced capabilities will move 

mobile money applications beyond the channels closely controlled by mobile money 

operators to platforms that are more open to competition. In spite of the prevalence of 

smartphones and potential for enhanced transactions, SMS and USSD functionality will 

remain important for reaching a broader base of customers (World Bank, 2012).  For fast 

payment at point of sales terminals, the near-field communications (NFC), in either mobile 

phones or cards allows the user to pay by simply passing the phone or card over a receiver 

(IFC, 2011).  
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2.3 General Uses of Mobile Money 

The use of mobile money services is gradually becoming part of people’s day-to-day 

transactions, and is safe to say that it is making money transfer services quite easier and at 

cheaper cost.  In Ghana for example, one can deposit money in his/her mobile money wallet 

and transfer this to either mobile money subscribers or non-mobile money subscribers.  This 

reduces the time spent in travelling long distances, queuing at the bank before making a 

deposit or using unsafe methods such as sending money through bus services for recipients in 

other towns and villages.  Mobile money transfers can be made by pressing few keys on the 

mobile phone and recipient receives money almost instantly.  It can be said that most 

consumers like the convenience and ease of use of the service for transactions and payments 

from their mobile phones; as a result, the market for m-payment seems to be growing rapidly 

(Au & Kauffman, 2007).   Mobile money is a promising innovation for driving mobile 

payment and the cashless society of a large percentage of African countries, including Ghana.  

The following are the main uses of mobile money: 

2.3.1 Funds Storage 

Some mobile money services allow their users to store funds either through a bank account 

held with a traditional bank or an account held with the mobile network operator (Solin & 

Zerzan, 2010).  In Ghana, some mobile money subscribers can transfer money from their 

traditional bank account to their mobile wallet and vice versa. This implies mobile wallets 

could also become a medium of ‘holding’ funds and not only the traditional bank accounts 

savings. 

2.3.2 Transfer – Domestic and International  

Domestic money transfer is funds remitted from one person to another where both parties are 

in the same country (Solin & Zerzan, 2010).  In Ghana, all the mobile money service 

providers – MTN Ghana, Tigo (Millicom Ghana) and Airtel offer this money transfer service 

to enable people transfer money to others at their convenience.  Mobile money transfer could 

be carried out by either a registered user or non-registered user to either parties.  A transfer 

from a registered user is done by debiting his or her mobile money wallet of funds to be 

transferred to the mobile money recipient or generating a token and secret code, which is sent 

to a non registered user to use in withdrawing the money from a merchant or the bank.  A 
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non-registered user may carry out mobile money transfer by using the services of a merchant 

or MNOs service centre.  In Ghana, one cannot transfer funds across networks; for example, a 

user cannot transfer funds from MTN Ghana mobile money service to Airtel mobile money 

service. This raises questions on sending money from one network to another, also referred to 

as interoperability of MNOs (IFC, 2011), which competing mobile money service providers 

must recognize as part of the value proposition to consumers.  

International money transfer on the other hand is across borders typically composed of 

transfers from migrant workers abroad to their family members in their home countries (Solin 

& Zerzan, 2010).  This service is mostly delivered by integration of money transfer services 

such as Western Union and the mobile money service. International money transfers via 

mobile money is not yet available in Ghana; however, as competition deepens and new use 

cases of mobile money are developed, it is likely to attract the attention of service providers. 

2.3.3 Payments for Goods and Services 

Mobile payments can be used to pay for items purchased from shopping malls and merchants.  

At the point of sales, payment is done by crediting the mobile money accounts of shop 

owners which reflects almost instantly. However, in Ghana since no transaction can be 

performed across networks, such payments can only be made if both the merchant and the 

buyer are using the same mobile money service.  

Mobile money service also enables users to pay for basic utility services such as electricity, 

water, DSTV subscriptions, which provides greater convenience and efficiency for 

consumers of these services (Solin & Zerzan, 2010).   Using mobile money to pay for utilities 

is one of the services in Ghana that is available on all the mobile service providers’ list of 

services rendered. Using mobile money to pay for utilities can be done in either the offices of 

the utility company, at banks, at the outlets of specialized payments networks, or at retail 

shops that have an agency agreement with these utility companies (Amrik & Mas, 2009).  By 

the use of mobile money, consumers can easily pay utility bills and avoid the inconvenience 

of traditional methods of payment.  Mobile money could also be used for public transport 

payment (IFC, 2011), though not currently available in Ghana.  

 

2.4 Security of Mobile Phones, Mobile Money, M-Payment Services  
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Mobile payment is enabled by a variety of emerging technologies, many of which are still 

maturing (Eze et al., 2008).  These technologies are needed to address various payment 

industry needs which includes secure authentication infrastructure on mobile devices, secure 

transmission infrastructure for wireless payment, trust/validation directories and virtual 

“wallets” stored on a mobile device or accessible over a network (Taga et al., 2004). 

Despite all the technological advancement in mobile technology, security is still an important 

issue with M-payment. For example, near-field communication (NFC) has been identified to 

have the vulnerability of a man-in-the-middle attack; in which an attacker could intercept 

exposed information during the communication with the reader, which is usually within 10cm 

radius (Lee et al., 2013). Basic phones with mobile money capability could be described as 

GSM (Global System for Mobile) compatible phones with embedded services such as SMS 

and USSD (World Bank, 2012). There is however, no end-to-end security for SMS, 

protection ends in the GSM or UMTS (Universal Mobile Telecommunications System) 

network.  Furthermore, unstructured supplementary service data (USSD), has no separate 

security properties; instead it relies on the GSM/UMTS signalling plane security mechanism 

(just like SMS).  It is further argued that the security mechanisms of authentication, message 

integrity, replay detection and sequence integrity, proof of receipt and proof of execution, 

message confidentiality and indication of security mechanisms exists; however, it depends on 

the applications whether these security mechanisms are implemented and whether their 

cryptographic strength is sufficient (Schwiderski-Grosche & Knospe, 2002). 

2.4.1 Mobile Money Fraud and Scams 

Fraud in the context of mobile money can be said to be the intentional and deliberate actions 

undertaken by players in the mobile financial services ecosystem, aimed at deriving financial 

gains, denying other players revenue or damaging the reputation of other stakeholders. The 

occurrence and prevalence of fraud is dependent on the stage of implementation of the mobile 

money service. Thus, as deployment evolves, the types of fraud evolve with it (Mudiri, 2012; 

Gilman & Joyce, 2012).  

Key enablers of mobile money fraud include maturity of the mobile money services, weak or 

non-standard processes, cultural issues, lack of compliance monitoring (Mudiri, 2012) and 

any new value added services not thought through properly, for example, the post-paid 

scheme in which the transaction is applied to the user’s phone bill to be paid later (Merritt, 

2010). 
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Mobile money fraud can be categorized into consumer driven fraud, merchant or agent driven 

fraud, business partner related fraud, system administration fraud and MNO fraud (Mudiri, 

2012) as explained below:  

 Consumer driven fraud: these are frauds perpetuated by consumers on consumers, 

merchants or the service provider. Phishing SMS, extortion, unauthorized use of PIN, 

unauthorized repudiation of funds, counterfeit currency and impersonation of business 

organizations are examples of this kind of fraud.  Consumer driven fraud is more 

prevalent during transaction activation of the business when consumers begin to trust the 

MNO providing the service, but are yet to fully comprehend the potential risks associated 

with the service. User awareness is one of the key processes of addressing this type of 

fraud. 

 Merchant or Agent driven fraud: the causation agents of this fraud are merchant or their 

employees and take the form of a merchant or agent defrauding another agent, merchant 

defrauding sub-merchants or merchants defrauding the MNO service provider. This type 

of fraud is prevalent at the beginning of deployment, catalyzed by early loopholes in 

product pricing.  

 Business partner related fraud: these are fraudulent activities perpetuated by business 

partners to consumers, consumer to business partners and merchants.  Business partner 

related fraud is prevalent during the value addition stage of deployment. This type of 

fraud is still in its infant stage as adoption of business transactions is still in its nascent 

stages.  

 System administration fraud: this type of fraud covers all fraud activities affecting the 

mobile money services through system or process weakness and cut across different 

stakeholders in the mobile money ecosystem. The systems related fraud is in its highest 

when the platform has inadequate controls to guide in transaction processing and 

prevalent during transaction activation stage of deployment and continues to grow into 

the value addition stage. Examples of system related frauds include: lack of segregation 

of duties, poor PIN, Password or PIN sharing and vulnerable mobile money platform that 

could be hacked. The mitigation controls for this fraud include process controls and 

standardization. 

 MNO Fraud:  this type of fraud is usually perpetuated by the service provider’s 

employees.  The victims of this type of fraud include the service provider, merchant, 

agent or the customer. Examples of this fraud include the service provider stealing 

customer’s electronic cash, unauthorized transfer of funds from customer’s account and 
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collusion between fraudulent mobile money employees and other fraudsters to carry out 

unauthorized SIM swap and transactions from customers’ mobile money wallets.  Many 

incidents of this type of fraud have been reported in the news media. For example, an 

online newspaper, the Daily Monitor (2012) cites a fraud incident in MTN Uganda that 

resulted in SHS10 billion (Ugandan currency or about US$3.83 million) to the company.  

Fraud situations for mobile network operators (MNOs) can be high; yet because of MNOs 

non disclosure, the extent of fraud with mobile money is unknown. 

Damage to brand, low adoption of mobile money service due to trust issues, loss of 

customers and loss of revenue are some examples of the impact of fraud on mobile money 

service providers. As mobile money frauds have dire consequences, MNOs that have mobile 

money have agreed on a common framework for managing the risk of mobile money fraud. 

This framework consists of the following four elements: determine mobile money risk 

appetite, identify and assess sources of mobile money fraud, establish effective controls and 

monitor effectiveness of controls (Gilman & Joyce, 2012).   

a) Determine mobile money risk appetite: to successfully prioritise and control the risk of 

mobile money fraud MNOs must understand their risk appetite or  the costs they are 

comfortable to carry in mobile money transactions.  Risk appetite is expressed in either 

quantitative or qualitative scales (Gilman & Joyce, 2012). Without formal risk appetite 

statement the MNOs will have control problem (HM Treasury, 2006). 

 

b) Identify and assess sources of mobile money fraud: after establishing the risk appetite 

the MNO must try to understand the potential sources of the mobile money fraud that 

may arise. Once identified, these sources must be compared to the established risk 

appetite, and any fraud risk that falls outside the risk appetite must be further investigated.  

Controls should be implemented to manage or reduce these fraud risks until they are at an 

acceptable level (Gilman & Joyce, 2012). 

 

c) Establish effective controls: as the various potential sources of frauds are identified the 

MNOs must employ methods to mitigate these frauds. Controls can be either preventive -

reduce the likelihood of fraudulent activities or detective - monitor activity on system 

access or give SMS alerts to customers.  The controls put in place must not be easily 

circumvented, must be properly documented, reviewed and tested to ensure its 

effectiveness.   
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d) Monitor and review mobile money risk management strategy effectiveness: 

monitoring the controls put in place and reviewing the mobile money risks over time is 

important to maintain effective risk mitigation strategy in mobile money fraud.  More 

importantly, as the customer base grows and deployment evolves with more products 

added, the controls must be reviewed to ensure on-going effectiveness.  

 

2.4.2 M-Payment, E-Commerce and User Perception about Security 

Many studies on security in the information systems arena focus mainly on technical and 

implementation related issues. However, most consumers only perceive security from the 

subjective realm (Taga et al. 2004), which is usually incubated through advertisements and 

public information (Karnouskos, 2004).  Security and trust are among the key considerations 

for adoption of M-Payment systems. For example, in a focused group study (Mallat, 2007) 

into mobile payment adoption has shown that lack of perceived security is one reason for 

inhibition to adoption of the solution.  Addressing this inhibitor to the adoption of mobile 

payment solutions or any electronic payment systems means security must be extensively 

addressed; but security from whose point of view, the service provider or the user?  

The concept of security has been split into two dimensions by researchers, objective and 

subjective security. Objective security is a platform or applications security based on concrete 

technical characteristics (Kreyer, et al., 2002). These security characteristics are mainly the 

concerns of security professionals, system owners and backend IT staff.  It has been argued 

that not every customer is able to comprehend or evaluate the technicalities of objective 

security (Egger & Abrazhevich, 2001). Contrarily subjective security, or the perceived 

sensation of the procedures’ security from the view point of the consumer, is argued to be a 

more relevant measure to gauge how mobile payment security affects consumer adoption.  

Adopting a security approach that addresses both dimensions of security, that is objective 

(security with technical characteristics) and subjective security (mostly procedural and from 

the customer point of view) is imperative for organizations taking full advantage of business 

opportunities whilst building confidence for the security of their services. Security 

requirements of confidentiality, integrity, authentication, authorization and non-repudiation 

are critical to the attainment of both subjective and objective security of mobile payments 

(Egger & Abrazhevich 2001). 
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Objective and subjective security are neither disjoint nor independent.  Yet, it can be argued 

that the subjective security can impact on objective security because users’ security 

perceptions and actions can have an influence on objective security. In a survey on subjective 

security of m-payment among 4,998 respondents, confidentiality was identified to be the first 

priority of customers (Linck et al., 2006). The results of the survey are shown in the Table 2-

1: 

Table 2-1 Categories of subjective security in customers' opinion 

Item Details Percentage 

1.  Confidentiality  13% 

2.  Encryption 12% 

3.  Stating “security” 12% 

4.  Transparency and traceability 12% 

5.  Authentication and authorization 8% 

6.  Trust in MPSP 8% 

7.  Fraud protection 7% 

8.  Convenience and ease of use 6% 

9.  Secure infrastructure 5% 

10.  Liability issues 2% 

11.  Cancellation 2% 

12.  Third party certification 2% 

13.  Technical reliability 2% 

14.  Broad acceptance and diffusion 2% 

15.  Anonymity 1% 

16.  Others  6% 

Total 100% 

Adopted from Linck et al., (2006) 

As indicated earlier, subjective security can have impact on the objective security, such as the 

mobile phone used for the mobile money service. In a study to identify mobile phone users' 

information security practices in Ghana (Seakomo, 2012), the following factors have been 

identified as impacting the ways that mobile phone users protect their phones: 

a) Longevity of mobile phone use has an impact on mobile phone protection: the longer 

period of use of mobile phone have positive impact on the security practices of the mobile 

phone usage and for that matter the information security threats faced by the mobile 

phone user.  Moreover, the security practices of users do improve over time since users’ 

level of awareness and knowledge of security methods increase over time, thereby 

reducing the likelihood of user mistakes. 

b) Awareness level and prevailing practice culture: the research finding also suggests that 

flawed prevailing practice culture have negative impact on security practices and can lead 
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to increase security threats and increase occurrences of such threats.  However, flawless 

prevailing security culture and high awareness levels positively affect security practices 

of a mobile phone user. 

c) Self-obligation, principles and decisions:  mobile phone users’ obligations to 

themselves, their individual values or principles and their personal decisions impact their 

security practices in protecting their mobile phones. 

d) Handling and environment of use: the environment (physical or logical) in which the 

mobile phones are used in have an impact on security practices adopted by the users. For 

example in hostile environment, users can be more careful with the security of their 

mobile phones than in a safe environment.  

e) Worth of phone and substance of stored data: the more expensive the mobile phone is, 

the more it will be kept well to prevent lose and avoid other people from having access to 

it. This has indirect impact on aspects of the security practices of the mobile phone user. 

For example, those who use less expensive phones despite the substance of data stored on 

the phone do not care about how they handle these phones compared to those who use 

more expensive phones. 

2.4.3 Security threats to mobile phones and mobile money 

Loss of mobile devices, theft, improper disposal, unauthorized access and malware are 

identified as some of the factors affecting the security of mobile device. 

Mobile phones are by nature small in size and the possibility of them being lost or misplaced  

or stolen are very high, hence it becomes an easy target for theft.  Proper measures, therefore, 

must be put in place to restrict unauthorized access to mobile phone data in order to prevent 

exposure to sensitive data that may be stored on them or accessible from them in the event of 

theft (NIST SP800-124, 2008). 

A survey of taxi companies in Sweden, Great Britain, Australia, Denmark, France, Germany, 

Norway, Finland, and the U.S. revealed that tens of thousands of digital devices (including 

mobile phones) were mistakenly left behind (Checkpoint, 2005).  In addition to the 

compromise of logical and physical data, a mobile phone with active service, such as mobile 

money service could be accessed without authorization, leading to theft of money from 

mobile money wallets.  Furthermore, the mobile phone itself could have significant financial 

value and can be restored to its original settings manually and reused easily, even if the 

contents of the user stored on the phone are wiped away (NIST SP800-124, 2008). 
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Available user authentication mechanisms on mobile phones are PINs, patterns and 

passwords. While these modes of authentication mechanisms are not foolproof, they are the 

first line of defence to prevent unauthorized access to mobile phones. However, access to 

mobile phones and its contents can be gained by forging or guessing the authentication 

credentials or bypassing the authentication mechanism entirely (NIST SP800-124, 2008). 

Interestingly, most mobile phone users hardly employ security mechanisms built into the 

mobile phone, and even if they do, often they use settings that could easily be guessed such 

as using 1234 or 0000 (Knijff van der, 2002). 

Weaknesses in the authentication method are another avenue that could be exploited. This is 

because some devices have a master password built into the authentication mechanism, which 

allows unlimited access when entered, including bypassing the security lock set by the user 

(Knijff van der, 2002 & NIST SP800-124, 2008). Some of the mechanisms available to 

acquire master passwords are: calculating it directly from the equipment identifier (Jansen & 

Ayers, 2007), the use of backdoor to bypass all or part of the control mechanism (Withers, 

2008), additionally forensic tools also exist that could be used to bypass built-in security 

mechanisms to recover the contents stored on the mobile phone (Ayers R. et al., 2007; 

Breeuwsma M et al., 2007 and Troy 2008). 

Malware is another threat to the security of mobile devices. Communications networks are 

sometimes used to deliver viruses and other forms of malware to mobile phones. Malware 

can spread in a variety of ways, such as attached to SMS received, internet downloads and 

bluetooth messages received. Malware can eavesdrop on user’s input and steal sensitive 

information stored on the mobile phone and can also be used to allow an attacker to gain 

access at will (NIST SP800-124, 2008). 

2.4.4 Safeguards against security threats 

The first safeguard is to use threat scenarios to identify and to deal with potential threats. 

Mobile wallet applications developed for mobile money services must be examined 

thoroughly to identify threat scenarios, such as spoofing, tampering, repudiation, and 

information disclosure.  Protecting sensitive information stored on the mobile phone, such as 

account numbers or authentication data (passwords or PINs), is a necessary consideration 

(Hoseph & Anpalagan, 2007 and Fogie, 2006).  Sensitive data must be encrypted when being 

transmitted or stored on the mobile phone.  Available isolation techniques should also be 
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applied to ensure that trusted applications and content are protected from other applications 

on the device (NIST SP800-124, 2008). 

Furthermore, sensitive data exposure could be reduced by not storing sensitive information 

such as personal and financial account information on a mobile phone.  Sensitive data should 

rather be kept on removable memory cards and stored separately from the device (NIST 

SP800-124, 2008).  Maintaining control of a mobile phone which uses mobile money is 

another important safeguard. It must be handled with care, just like credit card, maintaining 

control at all times and storing it securely if left unattended.  In addition to the cost of the 

mobile phone, the loss or theft of it may put confidential information stored on the phone at 

risk of theft (NIST SP800-124, 2008).    

Preventive and detective mechanisms can also be used as a safeguard to defend against 

malware and other forms of attacks. A wide range of these mechanisms, which can augment 

the security of the phone are already present in most mobile phones (NIST SP800-124, 2008).    

It must however, be noticed that add-on security softwares may contain or introduce 

weaknesses and should be properly evaluated before use (Fogie, 2006). Some of the available 

preventive mechanisms that could be employed are: 

 Device registration  

 Installation of client software, policy rules, and control settings  

 Controls over password length and number of entry attempts  

 Remote erasure or locking of the mobile phones  

 Installation of firewall, antivirus, intrusion detection, and anti-spam  

 Reporting of device compliance status  

 

 

2.5 Related Work 

Researchers have performed some studies which have findings relevant for this research.  The 

following are some of these important findings: 

a. Uses of Mobile Money: A 2012 survey conducted among 2,980 households in Tanzania 

revealed that the general perception about mobile money usage by registered users both in 

the urban and rural areas is that the service is for sending or receiving money. 

Interestingly, 55% of nonusers also think the service is for sending or receiving money 

only.  Despite the general believe that mobile money is used for transfer and receiving 
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money, it is the second most popular means of savings in Tanzania and in Kenya (Jack & 

Suri, 2011).  Aside using mobile money for remittance purposes, in Tanzania 14% of the 

2,980 households surveyed use it for non-remittance purposes such as school fees 

payments, government fees and taxes, utility bills, and salaries. This is followed by 12% 

of users who use the platform to purchase goods and services in shops (InterMedia, 

2013).  The general uses of mobile money in the middle to high income countries such as 

Brazil, Sri Lanka, Thailand and USA are for transport fare payment.  Mobile money 

transfers (P2P) is considered the least usage (IFC, 2011).  

b. Mobile Money Transactions:  Another study in Kenya (Merritt, 2010) revealed that to 

do mobile money deposit (cash, in this instance) or transfer funds through an agent, the 

user must provide a form of an ID, as a way of “know-your-customer” (KYC). 

c. Educational background of mobile money users: From a study conducted in Kenya 

(Jack & Suri, 2011), it was concluded that mobile money users are more likely to be 

literate than non-users.  This was also confirmed in another study conducted in Tanzania, 

which revealed that the more educated individuals are, the more likely they are to use m-

money. Out of the 2,980 households surveyed, 65% had primary education, 22% had 

secondary education while 14% had no formal education  (InterMedia, 2013).  

d. Sharing of mobile money PINs: The Tanzanian survey further revealed that 33% of 

households shared their mobile money PIN (password) with other persons. One-third 

reported sharing their PIN “always,” and another quarter reported sharing their PIN “very 

often.”  Of those who shared their PINs, 55% do so with agents while 45% shared with 

close relations such as spouse, siblings and friends. Furthermore, 78% of those who 

shared their PINs also indicated they do not know how to change their PIN (InterMedia, 

2012).  This Tanzanian survey (InterMedia, 2012) further revealed that 14% of mobile 

money users might have carried out m-money transactions with the help of the agent and 

could have shared their PINs with the agent.  

e. Fraud situations in mobile money: In another study in Kenya, (Githui, 2011) it was 

concluded that though mobile money operators had company and industry principles 

guiding them, they have not been implemented and fully adopted, leading to the 

possibility of technological savvy people using their technologies to achieve their illegal 

targets of fraud and scam.  For example, an average of 18% of respondents in the 2,980 

household survey in Tanzania have had money stolen from their m-money account due to 

fraud or a scam (InterMedia, 2013). 
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f. Technology and mobile money security: A research study on privacy and security 

concern associated with mobile money in Africa revealed that mobile money users have 

an important role to play in securing their mobile money. The lack of proper attention to 

basic security features on users’ mobile phones make users vulnerable to numerous 

threats, the most damaging of which is the loss of money if an attacker gains physical 

control of the mobile phone.  Furthermore, security is a bilateral role between both user 

and the service provider because it is possible a technically adept adversary may be able 

to take advantage of poor security design within mobile money apps
 

or bypass poorly 

implemented encryption (Harris et al., 2013). Therefore it is critical that both users and 

financial institutions consider a range of risk model activities to protect the service. 

g. Linkage between mobile phone protection and mobile money security:  A study 

conducted in Africa to identify security concerns of mobile money users revealed that if 

proper attention to security of the mobile phone is not taken, the user may be vulnerable 

to criminal activity (Harris et al., 2013).  This was further corroborated in a study of 2,000 

Tanzanian adults which also revealed that both users and nonusers continue to express 

concerns about the security of mobile money, such that they are afraid of losing money 

from their mobile wallet if their phone is misplaced or stolen (InterMedia, 2012).  
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Chapter 3 - Methodology 

This chapter presents the methodology employed for the research and includes research 

design, strategy and approach. It also involves empirical settings, data sources, population 

and sampling processes, data analysis as well as reliability and validity of the research. 

 

3.1 Research Design 

Research design serves as the architectural blueprint of research work, linking design, data 

collection, and analysis activities to the research questions and ensuring that the complete 

research agenda is addressed. A research study’s credibility, usefulness, and feasibility rest 

with the design that is implemented. Credibility is the validity of a study and whether the 

research design is extensive enough to provide support for definitive conclusions and desired 

recommendations.  Usefulness, on the other hand is whether the design is appropriately 

targeted to answer the specific questions of interest. Feasibility, however, refers to whether 

the research design can be executed, given the requisite time and other resource constraints. 

These three factors must therefore be well considered to make the research a quality one.  In 

order to achieve these, the research planner needs to be sure of the research design that 

matches the types of information needed (Bickman & Rog, 1993).  

 

Research designs come in the following three forms - exploratory, descriptive or explanatory 

(Yin, 2003).  However, the sequence of these research types by purpose is progressive, from 

exploratory research to descriptive research to explanatory research (Myers, 2008).  

Researchers depending on their specific cases of their study can use these three types of 

research design. They are explained as follows: 

 Exploratory research: this method focuses on what is happening, trying new insights and 

asking questions in order to assess phenomena in new lights (Robson, 2002).  This 

research type is used to get background information for planning explanatory or 

descriptive research. 

 Descriptive research: it is a scientific method that focuses on observing and describing 

the behaviour of a subject without influencing it in any way (Creswell, 2003).  This 

research type, therefore, helps to collect data and answer the research question by using 

clear views about the concepts that is been studied (Saunders et al., 2008). 
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The overall purpose of descriptive research is to provide a “picture” of a phenomenon as 

it naturally occurs but not studying the effects of the phenomenon or intervention. This 

kind of research can be designed to answer questions of a univariate, normative, or 

correlative nature that is, describing only one variable, comparing the variable to a 

particular standard, or summarizing the relationship between two or more variables. It is 

not designed to provide information on cause-effect relationships (Bickman & Rog, 

1993). 

 Explanatory research:  this kind of research studies and establishes the relationships 

between variables.  It emphasises studying the situation in order to explain the 

relationship between these variables (Saunders et al., 2008).  It can also be used to obtain 

detailed understanding of casual interrelationships about complex real-life phenomena. It 

begins with ideas about the possible causes of occurrences and aims to provide orderly 

confirmation in support or otherwise of the initial ideas. In simple terms, it is used to 

inquire about rationale behind occurrences of phenomena. 

 

Considering the research questions of finding out what measures can be put in place to 

enhance mobile money security and to get the perception of mobile money subscribers on 

what they think is the linkage between the protection of the mobile phone and the mobile 

money security, the research was designed to be both exploratory and descriptive.  The 

research is exploratory in that the study seeks to find ways the mobile money service can be 

better secured in order to prevent fraud.  This goal is accomplished by investigating what 

measures are implemented at the case study company and the general measures that have 

been revealed in the literature review about mobile money security.  This research is also 

descriptive because the researchers collected data and analysed the data to understand and 

describe what mobile money users’ think is the linkage between mobile phone protection and 

mobile money security.  

 

 

3.2 Research strategy 

There are various forms of research strategies available for a researcher to use; these are 

survey, case study and action research. 

 Survey research: this strategy is good for deductive research approach and answers 

questions of “who, what, where, how much, how many”.  It also enables researchers 
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to collect large amount of data and analyse them for further inference to be drawn 

from it (Saunders et al., 2008).  

 Action research: this strategy has characteristics such as emphasizing on context and 

purpose of research, cooperation between the researchers and practitioners as well as 

necessity of implications of the research (Saunders et al., 2008). 

 Case study research: this is an empirical inquiry into a phenomenon (such as a 

“case”), set within its real world context especially when the boundaries between 

phenomenon and context are not clearly defined (Yin, 2009).   

The research strategy chosen for this research work is a case study.  This chosen strategy 

helps the researchers to examine a phenomenon in its natural setting, using multiple data 

collection methods to gather information from one or a few entities.  As case study can be 

used to explore, describe, or explain phenomena by an exhaustive study within its natural 

setting (Benbasat, 1984; Bonoma, 1985; Kaplan, 1985 & Yin 2009), it gives researchers the 

chance to employ the chosen research design (exploratory and descriptive) adopted.   

 

3.3 Research approach 

Research approach is collecting, aggregating and analysing data by using graphs and figures 

(Creswell, 2003). There are two types of research approaches: qualitative and quantitative.  

Quantitative research is normally used for data collection techniques, such as questionnaire or 

analysis as graphs or statistics that generates numerical data. Qualitative research, on the 

other hand is concerned with subjective assessment of attitudes, opinions and behaviour of a 

phenomena.  This approach normally generates results either in non-quantitative form or in 

the form which does not require rigorous quantitative analysis (Saunders et al., 2008).   

For better interpretation and presentation of findings, both quantitative and qualitative 

research approaches are employed in this research.  These processes are employed in the 

following ways: questionnaires were used to collate information from mobile money users on 

their perception about mobile phone protection and mobile money security.  This was further 

analysed to draw inferences about their opinions on these linkages. This process was also 

employed because some of the findings were presented as narrations of the opinions of the 

interviewers in order to get a nuanced understanding of the data.  
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Documentations such as audit reports, security assessment of the mobile money platforms 

and technical documentations were also reviewed to provide a more factual analysis of the 

security of the mobile money platform. 

 

3.4 Empirical settings 

The first mobile phone service in Ghana was started by Mobitel in 1992.  In that year, 19,000 

Ghanaians subscribed to mobile phones.  Six years later (1998) the number of mobile phone 

users in the country increased to 43,000, and by the middle of 1999 the number increased to 

68,000.  A recent survey by the National Communications Authority of Ghana (NCA) 

revealed that as at April 2013 the total cellular/mobile voice phone subscriber base in the 

country stood at 26,591,124. As of now (June 2013), there are six mobile telecommunication 

companies in the country, the latest entrant being Glo Ghana, which started commercial 

operations in May 2012.  Below Table 3-1 shows the various distribution of the subscriber 

base of these six (6) telecommunications companies (NCA, 2013): 

 

Table 3-1  Subscriber base of telecommunication companies in Ghana 

TELECOM COMPANY SUBSCRIBER BASE PERCENTAGE (%) 

MTN Ghana 12,039,527 45.25 

Vodafone 5,672,287 21.33 

Tigo 3,721,722 14.00 

Airtel 3,346,543 12.59 

Glo 1,654,324 6.22 

Kasapa 156,721 0.59 

Total 26,591,124 100.00 

Source: NCA website (2013) 

3.4.1 Case study company 

A case study company was identified that was willing to support the research on the basis of 

anonymity because of the need to prevent security exposure due to the research work. 

3.4.2 Locating the mobile money users  

The nature of the data required for this study (interview/questionnaire responses from mobile 

money users and key staff from the case study company) influenced the locations for data 

collection. The mobile money users were located in the company’s service centres in the ten 

regional capital cities of Ghana.  These service centres are located at various vantage points 

across the administrative capital cities with easy access to subscribers.  The service centres 

provides voice, data and mobile money services to subscribers. Apart from the service 
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centres, there are also mobile money merchants that serve as platform for receiving mobile 

money transfers or transfer of funds by non-mobile money users. The merchants’ shops are 

not easy to locate and have low subscriber activities and not suitable for locating mobile 

money users. The choice of the service centres was made because in general more mobile 

money subscribers visit these service centres for other services which poses a great 

opportunity to locate more mobile money users. Also, the company’s service centres were 

chosen because most subscribers prefer the company service centres over the third party or 

individual outlets. The service centres at the regional capitals are usually clogged with traffic. 

Permission has been sought from Customer Care Supervisors at the service centres to allow 

for the location of mobile money users and the collection of data by the research team. 

3.4.3 Contact with the company stakeholders  

The following key stakeholders were consulted and discussions were made on the security of 

mobile money services: 

 The Information Security Manager – who is the single point of contact for all security 

issues in the company. 

 The IT Auditor – provided the security assessments documentations done on mobile 

money and other audit findings relating to the service. 

 The Mobile Money Operations Manager – provided information on the demography 

of mobile money subscribers across the ten regions of Ghana. 

 The Assistant Mobile Money Operations Manager – provided information on the day-

to-day operations of the mobile money service. 

These stakeholders were interviewed with a detailed interview guide.  These stakeholders 

were identified since the researchers had the chance to get detailed information about the 

various roles played by the various units within the company and by reading materials 

provided by the company.  Initial contacts were made with these stakeholders on phone and 

in person, where the researchers introduced themselves and explained the purpose of the 

interview. A date was fixed, and follow-up reminders were made via emails to ensure the 

stakeholders were well prepared for the interview. 

3.5 Data Sources 

Data sources typically fall into one of two broad categories: primary and secondary. The 

primary data sources that exist are observations, personal interview and mailing 

questionnaires: 
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 Observation: this involves the collection of information by the researcher’s own 

observation without interviewing respondents. The information obtained relates to what is 

currently happening and is not complicated by either the past behaviour or future 

intentions of respondents. This method is limited and not suitable in studies where large 

samples are involved. 

 Personal interview: this method allows the researcher to follow a defined format and seek 

answers to a set of pre-conceived questions. This method is usually carried out in a 

structured way where output depends on the ability of the interviewer to a large extent. 

 Mailing questionnaire: this is where questionnaires are mailed to the respondents with a 

request to return after completing them. It is the most extensively used method in various 

economic and business surveys and is one of the best ways of collecting research data. 

The questionnaire used must be carefully prepared so that it will be easy to collect the 

required information (Saunders et al., 2008).  

 

Personal interview and mailing questionnaire were employed in gathering the required 

primary data for this research.   It is advised that a good questionnaire requires more than 

writing questions.  The researcher needs to conduct a pilot test to determine if respondents 

interpret the instructions and questions as expected; if not, necessary changes must be made 

before the substantive questionnaire is established. This helps to lessen the error level 

generated from the data produced from the questionnaire (Bickman & Rog, 1993).   

Considering this assertion, the preliminary questionnaire developed were administered to a 

randomly selected ten people, to ascertain if the meaning the questionnaires seek to get from 

the customers were what was gotten.  After this, some of the questions were re-framed to 

deduce the actual meaning that was intended from the mobile money users.  This was 

necessary because some of the responses received clearly indicated that some of the questions 

needed to be looked at again and re-worded for better understanding. 

 

There was a structured interview that guided in collating the data, since it is advised that  

when a researcher requires the same information to be obtained from multiple individuals, it 

is ideal for the researcher to create a structured interview guide (Bickman & Rog, 1993).  To 

enhance gathering accurate information, the interview sessions were recorded on portable 

devices, such as phones and laptops with the permission of the interviewees.   
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The interview session begun with an explanation of the purpose of the interview and then 

proceeded to the set of sequenced inquiries designed to collect the necessary information. It is 

suggested that the interview guide itself is typically structured to interact with the 

individual’s responses branching from one area to the next, based on the individual’s 

previous answer (Bickman & Rog, 1993). Where necessary, the interviewees were allowed to 

ask the researchers questions to further enhance their understanding of the questions posed to 

them.  Notes were made alongside the recording to help the researchers easily remember and 

ask follow-up questions to help solicit the needed information.  Days after the interviews 

were done, the researchers called the interviewees to express their gratitude to them for the 

time spent for the interview. 

 

3.6 Population and sampling process 

Since a researcher cannot study all people and all locations relevant to the problem under 

study, one of the greatest “inventions” for social research is sampling. Sampling allows the 

researcher to study only a subset of the units of interest and then generalize to all these units. 

Sampling gives the chance to the researcher to reduce the resources necessary to do the study, 

as it permits more intensive scrutiny and concentration on fewer cases.  Samples are based on 

either probability or non-probability.  Probability samples allow each element the chance of 

being selected in the sample; however, non-probability samples do not allow the researcher to 

determine the probability (Bickman & Rog, 1993).  Some of the few sampling designs are: 

 Deliberate sampling: this is also known as purposive or non-probability sampling.  This 

allows purposive or deliberate selection of particular units of the universe to constitute a 

sample to represent the universe. However, when elements are selected because of ease 

of access, it is called convenient sampling.  When a researcher uses his judgement to 

select a unit to represent the whole, it is called judgement sampling. 

 Sequential sampling: this sampling design is done where the ultimate size of the sample 

is not determined in advance but done based on mathematical decisions on the basis of 

information yielded as the survey progresses. 

Deliberate convenient sampling was employed by selecting ten contact centres from the ten 

regional capitals of Ghana. The head of these contact centres were given the questionnaires 

and were administered to any customer that walks in and uses mobile money on their 

phones.  This sampling was chosen because most of the mobile money transactions are done 

from the big cities to the rural areas or within the big cities.  
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3.7 Data analysis 

Data analysis is working with the data, organizing it, breaking the data into manageable 

units, synthesizing it, searching for patterns, discovering what is important, what is to be 

learnt, and deciding what the researcher wants to tell others (Bogdan & Biklen, 1982).  It can 

be deduced from this that meaning must be made from the research data collected to draw 

inferences to answer the research questions and achieve the required purpose of the research 

in general.  As the research is both qualitative and quantitative in nature, the analyses were 

done separately as follows: 

3.7.1 Qualitative data analysis 

The data collection for the qualitative data was through interview.  As noted earlier, the 

interview sessions were recorded and notes were also made during the interview.  Some 

documentations were also provided to the researchers by some of the interviewees to clarify 

certain points and processes.  After the interview, the recordings were transcribed for each 

interview conducted not by verbatim, but by picking the essential points related to the study.   

 

After the selective transcriptions were made, the researchers picked the essential themes that 

run through the various responses.  This stage was further enhanced by comparing the 

responses to the notes made during the interview and referring to the various documentations 

provided.  Where appropriate, the researchers noted some verbatim statements made by the 

respondents in their responses. 

The various themes that were identified, cross checked with the notes made, and 

documentations provided were all noted as responses to the various questions posed.  These 

were further noted and put together as responses to the various questions.  Finally, the 

various questions were listed, and the responses received were written to each of the 

questions. 

3.7.2 Quantitative data analysis 

Questionnaires were used for the quantitative data collection.  When the questionnaires were 

received at one place, the researchers checked through all of them to ensure all the questions 

were answered.  Those that were not complete were isolated from the others, since 

incomplete questionnaires could not make the data complete. 

The Statistical Package for the Social Sciences (SPSS) was used to capture the questionnaire 
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data and to produce the necessary reports.  The data entry in the SPSS first started with 

formatting the Data View/Data Variable panels.  Each question on the questionnaire and 

their closed ended answers were all shortened into smaller sentences that could be easily 

understood when the result is produced.  All questions were then entered in the variable data, 

which serves as the headings for the various responses inputted under them.  This was 

followed by coding the various closed ended answers to the questions.  The coding was done 

by giving each question numbers, and where open ended responses were provided was 

formatted to allow such responses to be inputted. 

The next stage was entering each of the questionnaires in the SPSS.  To ensure accurate data 

was entered, as one researcher enters the data the other serves as a guide, to cross check the 

entries and alert of any mistakes.  Another guide put in place was numbering each 

questionnaire entered with the row number in which it was entered, thus allowing the 

researchers to easily locate this questionnaire for cross checking when any doubt arose.  

Results were produced from the SPSS in the form of percentages, frequencies, tables and 

graphs.  Based on these data produced the researchers were able to deduce the required 

information, in order to provide the various responses to the various interview questions. 

 

3.8 Reliability and Validity 

A credible research design is one that maximizes validity, i.e. it provides a clear explanation 

of the phenomenon under study and controls all plausible biases or confounds that could 

distort the research findings (Bickman & Rog, 1993; Shadish, et. al., 2002). Reliability, 

however is defined as “the consistency with which a measuring instrument yields a certain 

result when the entity being measured has not changed” (Leedy & Ormrod, 2005).  In order 

to address reliability the following question ought to be answered. Do the measures show 

stability across the unit being observed? That is, could measurement error be so high as to 

discredit the findings (Straub, 1989)?  

 

Some of the strategies put in place to ensure reliability and validity of this study are: 

 Preliminary questionnaires were administered to ensure that the answers that were been 

solicited were well understood as it is and for the appropriate data to be collected.  The 

necessary questions that were not well understood were reframed to ensure the 

respondents understand the questions as it is intended to be.  This help to avoid the case 
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where respondents answered questions based on how they understood it, but rather how 

researchers designed the questions.   

 A structured interview guide was also used in order to help solicit information from the 

interviewees.  Moreover, notes were made during the interview based on the answers 

provided to enable follow-up questions and clarifications and to ensure appropriate 

information is exchanged to get the required information.  The structured interview was 

also very important because the stakeholders were many and it gave a uniform base for 

analysing responses. 

 As accurate notes cannot be made at the same time the interview was going on, the 

interview session was recorded with permission from the interviewees.  This helped the 

researchers to play back these interview sessions in order to obtain the necessary data 

from these interviews.  These recordings helped eliminate the problem between the 

content of the interview and notes taken. 

Table 3-2    Summary of the research methodology 

Approach Types And Chosen 

Research design: Exploratory Descriptive Explanatory 

Research strategy: Survey Action Case study 

Research approach: Quantitative Qualitative 

Data source: Observation Personal interview Mailing questionnaire 

Sampling: Deliberate Sequential 
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Chapter 4 - Data Presentation 

Questionnaires and interview were used as the sources of collecting data for this research 

work.  This chapter presents the findings of the data from the questionnaires and interviews 

conducted.   

  

Data presentation from questionnaire 

The researchers planned to use 120 questionnaires from the ten regional capitals of the 

country, but after the disbursement of the questionnaires, 100 were retrieved in all, 

representing 83% of the total questionnaires administered.  Data presented here mainly 

covers demographic information of respondents, duration of mobile money usage, fraud and 

actions susceptible to fraud, and mobile phone security and mobile money security.  The 

following are the data collected from the questionnaires: 

4.1  Demographic information of respondents 

In all, 53% of the total respondents are male, while 47% are female.  With regards to the age 

groups of respondents, 67% of the total respondents are between 18 and 29 years, 26% are 

also in the age range of 30 and 39 years, whiles 7% are between 40 and 49 years.  None of 

the respondents fall within the 50 to 59 age group or above 60 years.  Majority of the 

respondents, 34%, have Diploma level educational qualification, followed by 33% 

respondents with a bachelor’s degree. Senior Secondary School (SSS) level education, those 

with no educational qualification and 2
nd

 Degree holders represents 21%, 7% and 5% of total 

respondents respectively. 

4.2      Duration of mobile money usage 

Table 4-1 below shows how long the respondents had subscribed to the mobile money 

service.  

Table 4-1  Duration of using Mobile Money 

 Options  Frequency 

 

< 1 year 

1-2 years 

31 

33 

3-4 years 36 

Total 100 
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Table 4-2 Preferred point of loading money on phone 

Options  Frequency 

 

Service centres 73 

Banks 12 

Merchants 14 

Peer-to-peer 1 

Total 100 

 

The above Table 4-2 identifies the preferred points of loading money on the mobile money 

wallet of the respondents.  The table shows that 73 of the respondents prefer the service 

provider’s service centre to the other sources available. 12, 14 and 1 of the respondents 

preferred Banks, Merchants and Peer-to-peer respectively.  

 

Table 4-3 Preferred medium of transferring money 

 Options   Frequency 

 

Own phone (self) 51 

Service centres 43 

Merchants 6 

Total 100 

 

Table 4-3 above represents mobile money users’ responses to the most convenient mode of 

transferring money.  The available modes presented to the respondents are: performing the 

transfer on their own phone, using service centres, and visiting merchants to transfer money.  

Performing transfers on their own phones forms the majority of the responses:  51 out of 100.  

Using service centres for the transfer is another option available, and 43 of the respondents 

see this medium most convenient to them, and 6 of respondents preferred the merchants.  
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Figure 4-1 Mobile money usage 

 
 

Figure 4-1 above represents the percentage distribution of respondents for the various uses of 

mobile money.  The figure shows that majority of users (34%) use mobile money for top up 

or the replinshment of phone airtime, followed closely by local money transfer (33%). 20% 

of respondents on the other hand use mobile money for keeping their money (savings), whilst 

8% of respondents use the service for utilities payments and 5% use the service to pay for 

goods bought at shops.  

 

 

4.3  Fraud and actions susceptible to fraud 

 

Figure 4-2 Actions susceptible to Fraud 
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4.3.1 Mobile money PIN sharing and request 

The respondents were asked to disclose if they have ever given their mobile money PIN to 

anyone. The responses obtained, as shown in Figure 4-2, indicates that 9% of the total 

respondents have shared their mobile money PINs, whereas 91% have never shared it. Some 

of the reasons why respondents did not give out their mobile money PIN to anyone is that 

they see their PIN to be confidential and must not be shared, while others say they do not 

give it out in order to prevent fraud.  Reasons given by other respondents for not sharing their 

mobile money PINs include:   

 

 “I keep money in my mobile wallet as savings, and I can’t allow my account to be 

ransacked”  

 

 “My security will be completely breached if I  did”.  

 

On the other hand, it was deduced that the 9% that shared their PINs do so with close 

relations, such as their spouses and sisters/brothers. Others share their PINS with mobile 

money merchants because they needed the support of the attendant at the point of transaction. 

 

In response to the question ‘has anyone ever requested for your mobile PIN number?’ 7% of 

the respondents answered in the affirmative, whiles the remaining 93% answered in the 

negative, as seen in the Figure 4-2. 

4.3.2 Experience of unauthorized transaction 

From the Figure 4-2, 4% of respondents experienced mobile money transfer from their wallet 

without their permission, while 96% have not had any such experience.  Similarly, 5% of 

respondents also had money used from their mobile wallet to purchase airtime top up without 

their authorisation, while 95% have not had this experience.  This shows that even though 

transactions from users’ accounts have been made without their knowledge, these occurences 

are quite minimal considering the proportions of the respondents who have had these 

experiences.  The purpose of these questions was to ascertain the number of respondents who 

had experienced unathourised transactions from their mobile money accounts, which could be 

the basis for perpetuating mobile money fraud.  
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4.4 Mobile Phone Security 

The following are responses to the various considerations and actions employed by the 

respondents to keep their mobile phone secured. 

4.4.1 Considerations for buying a mobile phone 

The question as to what users look out for when buying a mobile phone was asked to 

ascertain if the security features of the mobile phone is the ultimate decider for users’ buying 

or not. Figure 4-3 below shows that, 65% of respondents will buy phones mainly because of 

the functions or features of the phone, 27% considers security as the major factor in selecting 

a phone whilst the remaining 8% base their decision on the fashion of the day. 

 

Figure 4-3  What respondents look out for in buying a mobile phone 

 

 

From this figure 4-3, it is obvious that the main consideration for users in buying their mobile 

phones is the functions it provides and not its security features.  

4.4.2 Secured mobile phone, a need for Mobile Money? 

Responses from users as to whether they will buy a more secure phone just because of their 

mobile money service shows 48% of them answering in the affirmative, whereas the 

remaining 52% answered they will not.  This question provides researchers insight as to 

whether respondents will give priority to buying a secured mobile phone because of the 

security of mobile money service. 
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4.4.3 What makes a mobile phone secured 

Figure 4-4 below gives the opinion of respondents on what makes a mobile phone secure.  It 

can be seen from this figure that 62% of respondents believe passwords, PINs or pattern 

provides better security for the mobile phone than the remaining options.  

 

Figure 4-4 Opinion on what makes a mobile phone secured  

 

On the other hand, 19% of the respondents view their ability to track the phone as the factor 

that makes a mobile phone more secured.  However, in the opinion of 14% and 5% of the 

respondents, their ability to preset their mobile phones to delete data in the event of several 

failed passwords attempts and having anti-virus on their mobile phones respectively makes it 

secured. 

 

4.4.4 The value of mobile phone to respondents 

The question on reasons why respondents cannot afford to lose their mobile phone was used 

to assess what makes the mobile phone valuable to the respondents. Of the available options, 

49% of respondents believes the materials stored on their phone is of the greatest value to 

them, followed by 20% who indicates the contacts on their phone as being most valuable. 

The cost of the phone was selected by 17% respondents, whilst 14% were mostly concerned 

about their privacy exposure on the mobile phone. For example many of the respondents who 

selected this option were concerned about the sensitve SMS messages, pictures and videos on 

their phone that could be exposed if they should lose it.  
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4.4.5 Actions taken when a mobile phone is lost 

Figure 4-5 below shows the actions respondents will take in case they lose their mobile 

phone. As shown, 48% of respondents assert that they will call the service provider’s call 

center to block the phone. 27% will call the service provider to block the mobile money 

account, whereas 13% will use the GPS tracker to locate the mobile phone.  The remaining 

12% of respondents will use the service provider’s service “Mobile Protect” to block the 

phone. 

Figure 4-5 Actions taken when a mobile phone is lost 

 
 

 

4.5 Mobile money security 

 

This section presents responses on the questions: whose responsibility it is to keep the mobile 

money secured, whether a secure phone makes MM service secured and the linkage between 

mobile phone access and risk of exploiting MM service.  The following are the responses: 

 

4.5.1 Responsibility to secure mobile money service 

The figure 4-6 gives respondents’ views on whose responsility it is to protect the mobile 

money service.  As can be seen from this figure, the respondents assert that the protection of 

the mobile money service is a shared responsibility between them the users and the service 

provider, forming 62% of the responses.  Some of the common reasons are that while the 

users are making efforts to keep their mobile money PINs safe by not sharing them, they 
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expect the service provider to also verify the identity of users requesting for PIN reset 

through evidence of their identity such as identification cards and answering personal 

questions like date of birth.  Furthermore, the users expect the service provider to protect 

their system from fraud.  In response to this question, some of the respondents provided the 

following answers: 

 “It's my responsibility to keep my PIN personal and also the service provider to keep 

it well, without exposing it to the public” 

 

 “Because I protect my PIN by not allowing another person to see it, but if workers of 

the service provider do not also protect it by any means, fraudsters might know my 

PIN and may be able to withdraw money from my mobile wallet” 

 

Figure 4-6 Responsibility of securing mobile money service 

 
 

The above figure (4-6) further shows that 25% of the respondents think it is their personal 

responsibility to protect their mobile money and not the responsibility of the service provider; 

nor is a shared responsibility of the user and the service provider.  Respondents in this 

category believe that anyone who might gain access to their mobile money PINs depends 

solely on them.  Other reasons given for this response are: 

 “MM wallet is on my personal phone and I am the only one with access to the PIN” 

 “Once I register for mobile money, I am responsible for keeping my PIN safe” 

Finally, 13% of the respondents are of the opinion that it is the sole responsibility of the 

service provider to protect the mobile money service.  The main reason that flows through 
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this assertion is that the respondents think they are not directly responsible for the security of 

the service and that the service provider must keep the service protected and secured.  

Furthermore, other respondents also indicate the following as the reason why they think it is 

the sole responsibility of the service provider to protect the service: 

 

 “The service providers have the ability to give out details of my account, hence any 

leakage is solely blameable on them” 

 

 “Because I have the phone, and whatever that happens to the phone is my 

responsibility, and the money is with the bank/service provider and they have to put in 

place the necessary factors to ensure its security” 

 

4.5.2 Linkage between third party access to mobile phone and MM exploitation 

The table 4-4 below gives the responses to the question if anyone has access to a respondent’s 

mobile phone, will he or she asume the mobile money is at risk of the person accessing and 

exploiting it? 

Table 4-4  Linkage between mobile phone access and risk of exploiting MM service 

Opinion Frequency 

Yes 22 

No 78 

Total 100 

 

From the above Table 4-4, 22 of the respondents indicated that, yes, they will be bothered if 

anyone has access to their mobile money, since they believe the person can also have access 

to their mobile money by  just having access to the mobile phone.  The general trend that 

gives these respondents the cause to worry is that they store their PINs and password on their 

phones, and they believe technology is advanced such that people will have means of 

accessing their mobile money. On the otherhand, 78 of the respondents do not think it is 

possible for anyone to access their mobile money wallet, if a person has access to their 

mobile phone.  Some of the reasons given for this response are that their mobile money PINs 

are secured, not easily guessed and known to the users alone.  One respondent also gives the 

reason why he will not be bothered about unauthorized access to his phone: 

“My password is not easy to guess and there is a threshold to the number of wrong  

password attempt one can make” 
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4.5.3 Secured mobile phone and mobile money security 

Below table 4-5 shows the responses received on the question what mobile money users think 

about having a secure mobile phone and the security of the mobile money.  This question was 

asked to know if users think owning a protected mobile phone ensures that their mobile 

money is well secured. 

 

Table 4-5  Does secure phone make MM service secured? 

Opinion Frequency 

Yes 49 

No 51 

Total 100 

 

This table (4-5) shows that 49 of the respondents agree that having a secure mobile phone 

definitely ensures the safety of their mobile money. However, 51 of the respondents do not 

think having a secure phone makes their mobile money secured in anyway.  The respondents 

in this class of thought believed that they would have to take precautions in order to protect 

their mobile money and not leave this to chance, because they have put in place factors to 

secure the phone. 

 

Data presentation from the interviews 

This section presents the data from the interviews conducted.  Structured interview format 

was adopted where respondents answered predetermined questions. Each interview lasted for 

about 50 to 60 minutes.  Recording, as well as notes were made during the interview.   The 

following personnel were interviewed: 

 The Information Security Manager, 

 The IT Auditor, 

 The Mobile Money Operations Manager and 

 The Assistant Mobile Money Operations Manager. 

Valuable information and documents were provided by these officers during the interview to 

expatiate on answers relevant to questions posed. These interviews began with a range of 

questions related to the interviewees’ job profile and their view with respect to the end-to-end 

security of the mobile money. The data collated is presented covering - understanding how 

mobile money works; security incidents/fraud and security controls. 
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4.6 Understanding how mobile money works 

The interview sessions were started by asking the respondents to provide information on how 

the mobile money works. The responses covered the registration processes, mobile money 

architecture and the transactional processes. 

4.6.1 Registration processes 

From the response received, it was realised that if someone wants to use the mobile money on 

their phone, the person goes the service centres and requests for this service to be made 

available on his or her phone.  The person must present an identity card, such as valid 

passport, voter ID card or driving licence. After their identity is confirmed, the contact agent 

does the registration on the Axon system.  According to the respondents, the registration is 

done by either a SIM swap, which requires a new SIM card to replace the old one or the 

existing SIM card of the customer is maintained.  When a SIM swap is done, it enables the 

user to do transactions through the STK channel, but when the person does not allow the SIM 

swap, transactions are done through the USSD channel.  

4.6.2 Mobile money enterprise architecture 

It was made clear that the mobile money enterprise architecture is the various hardware and 

software components of the mobile money infrastructure and the channels for accessing the 

service.  The feedback received indicates that the mobile money platform is made up of three 

major applications: Fundamo, DSTK and Axon as shown in the Figure 4-7 below. 

Figure 4-7 Mobile money enterprise architecture 

Users

Fundamo 

DSTK

USSD Web Client

Fundamo DB
(Oracle) 

SMSC
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Fundamo was described by the respondents as a banking solution that enables the service 

provider to make cash management services available on the mobile phone or through the 

internet. DSTK on the other hand, is the technology used by the service provider to manage a 

list of mobile services on the SIM menu. It was also explained that it is used for encrypting 

and decrypting mobile money transactions. As one of the channels to the mobile money 

services, the list of services it provides include airtime top up, bill payment, cash out and 

mobile money transfers. The other mobile money channels were identified as USSD and web 

services. It was made clear that the most commonly used channel is the DSTK, which 

normally requires a special SIM through SIM swap. It was indicated that the Axon system is 

the platform through which the user is registered onto the mobile money service.  

4.6.3 Transaction processes 

It was identified that a mobile money user can use the service to transfer money, pay bills, 

top up airtime and allow cash. However, in doing any of these activities, the user must enter 

their PIN and have available funds in the mobile money wallet to undertake any of these 

services.  It was clear that the PIN the user provides on the first day of use becomes the only 

authentication medium to undertake any transaction on the user’s phone.   

It was discovered during the interview that a registered mobile money user can either load 

money on their mobile wallet or withdraw funds from their mobile wallet at the banks, 

service centres or through the merchants.  Similarly, when they want to withdraw funds from 

their account, they either use the STK or the USSD to allow cash out and give the required 

information to the agent to receive the money given to them.  

Figure 4-8  Mobile money transaction (registered MM user) 

Service Center Agent Beneficiary 

Mobile Money 
Registered User

 
3 

  

The above figure 4-8 shows how a registered mobile money user withdraws money from their 

wallet.  The registered mobile money subscribers can perform a list of transactions from the 

STK on their phone directly. They select from a list of services on the STK; for example, to 
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transfer money, the user provides the relevant information, including the secret code and 

enters PIN to allow the transaction. If they have sufficient funds in their account and provide 

the correct PIN, the transaction is performed and a token is generated and sent to their mobile 

phone via SMS.  The person then sends the security code and token to the beneficiary (1). 

Beneficiary contacts a merchant or service centre to cash out money (2) and provides the 

token and secret code to the service centre agent. The agent confirms the transaction on the 

mobile money platform and pays the beneficiary the transferred amount (3). 

A non-registered mobile money user can also withdraw funds transferred to him or her at the 

service centre, merchants or at banks.  A non-registered user will need to provide token, and 

the secret code from the person sending the money; this information must accurately be given 

to an agent, who will then confirm these and cash out the money.  The Figure 4-9 below 

shows how the non registered mobile money user transfers money: 

Figure 4-9 Mobile money transaction (non-registered mobile money user) 

Service Center AgentService Center Agent Beneficiary 
Customer/Non MM 

Subscriber

  

A customer or non-registered mobile money user goes to a service centre to do transfer, 

provides the detailed information required for the transaction (1), including the amount to 

transfer and enters the secret code himself. The service centre agent generates the token and 

provides it to the customer (2). The customer transmits or sends token and secret code to 

beneficiary (3). Beneficiary contacts a merchant or service centre to cash out money (4) and 

provides the token and secret code to the service centre agent. The agent confirms the 

transaction on the mobile money platform and pays the beneficiary the amount transferred 

(5). 

 

4.7 Security Incidents and Fraud 

Question: What fraud issues have been identified on the MM platform and how were they 

handled?  This question was aimed at getting insight into fraud issues if any, and actions 

taken to rectify them.  
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The first incident example given by the respondents is as follows. According to them when 

mobile money service became operational and customers go to a service centre for 

transaction, the customer is required to enter their secret code personally after a token is 

generated by the system.  The token and secret code are both required information before a 

non-registered user can cash out money transferred to him or her.  However, according to 

respondents instead of the customers entering their secret code, they ask the agents to do it 

for them.  In the respondents’ views this affords the service centre agents to know the 

customers’ token as well as the security code, which had led in some ways to fraud. During 

trainings to address this issue, the customers realised that the agents have designed their own 

forms where they record customers’ token. On this form is a pre-printed secret code. This, 

according to the respondents means after a transaction is completed, the agents know not only 

the token but also the secret code required to withdraw the money transferred.  This 

according to the Mobile Money Operations Manager is a bad practice outside the operational 

guide and they normally do spot checks to pick some of these activities.  

In the view of the respondents there is another common practice that they have noticed over 

the years. For example many of the customers, even the literate ones, go to the service centre 

to do mobile money transfer and hand over their phones and their mobile money PINs to the 

service agent to do the transfer from their mobile money wallet for them. “This is like giving 

your ATM Card to a stranger and adding your PIN to it. It is a big problem for us,” 

commented the Mobile Money Operations Manager. 

Some of the options the respondents considered to handle this issue include: sending SMS to 

all customers advising them not to divulge their mobile money PINs to the customer care 

agents.  However, they are uncertain of the negative interpretation and the implications of this 

message because it may present the service as insecure. An alternative approach considered is 

a one-on-one engagement with the customer, but they conceded that there are not enough 

resources available to perform this activity. 

According to the Mobile Money Operations Manager, trainings were being conducted with 

inputs from the Fraud Manager because of the upsurge of fraud. She was quick to add that, 

“when I mean fraud, I am talking about fraud between customers, and not one perpetuated by 

backend staff. For example, we have heard reports of people trying to get other people’s 

mobile money PINs and money from their wallet.”  She further added “there are times when 

the customers are defrauded they come to us for help. If it is possible we help them to retrieve 

the money, but if the money is already spent, [it is] hard luck for them.” 
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The second incident of fraud is also as follows. The Mobile Money Operations Manager 

described this incident as involving the fraudulent passing of journal entries on mobile money 

accounts. According to her, the accounts are either customers, agents or company ledger on 

the mobile money system. The setup of some of the accounts, for example, dispute accounts – 

a control account on the mobile money system; allows for overdraft. This allows the 

recording of unlimited amounts of fake transactions from the account, which was one of the 

causes of a fraud that run into several hundred thousands of dollars. 

Another area also exploited according to the IT Auditor is lack of proper segregation of 

duties in the application, such that it was possible for a journal to be created, and authorized 

by a single backend user with privileged accounts. For the fraud to be executed, fictitious 

journals (not backed up by deposits in the escrow account) were created on a dispute account, 

using super-agent accounts.  The fraudsters then credited the money to the agent accounts 

which is transferred to the various customers’ accounts and later withdrawn from diverse 

agent outlets. 

Various combinations of system and process controls are exploited to ensure the success of 

these frauds.  The following are some of the key areas of control weaknesses that had been 

exploited to commit such frauds: 

 “High privilege credentials such as Admins and FAdmins are compromised and lands 

in the hands of the fraudsters. These accounts are targeted by the use of key-loggers, 

social engineering and sharing passwords and are the only accounts with permission 

to post journals.” Information Security Manager 

 “Proper password parameters are not set and enforced in the Fundamo system 

password settings; for example a five digit numeric entry which does not require 

frequent change or automatic expiry. This makes it possible for fraudsters to crack 

passwords.” IT Auditor. 

 “The agents’ registration & SIM management processes are used by fraudulent 

insiders to obtain more agent lines than are requested by genuine agents. As a result, 

some of the agent accounts information end up in the hands of fraudsters” Mobile 

Money Operations Manager.  
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 “Lack of dual controls or segregation of duties for entry and approval of journals. 

This allowed a single user account to be used to effect multiple fraudulent 

transactions” Information Security Manager. 

 Customer registration process is often exploited (deliberately or unknowingly) leading 

to the registration and activating subscriber accounts that do not have sufficient KYC 

(Know Your Customer) documentation. 

 

4.8 Security Controls 

The next question focused on the technical and process controls implemented to ensure 

security on the mobile money platform.  This question solicited responses on the available 

controls in place needed to ensure adequate security for the mobile money services.  

 

The respondents assert that security is very important to the delivery of the mobile money 

service, as such several measures, both technical and non-technical have been introduced to 

secure the platform. The Information Security Manager indicated that due to the sensitive 

nature of the mobile money platform, it has its own-segmented network with its own 

firewalls and web application firewalls for the web service channel isolated from the Local 

Area Network (LAN). According to him, a number of security assessments are conducted 

throughout the year to detect and deal with vulnerabilities that may lead to security 

exposures. For example, vulnerability assessment and penetration testing are performed at 

least once a year to detect and address identified vulnerabilities. It was further noted that 

Group Technology of the company also performs an annual security assessment on the 

mobile money platform.  It was further noted that one of the key reasons for much focus on 

the security of the mobile money platform is because: 

“The revenue contribution of mobile money to the company’s revenue basket has been on a 

steep rise and mobile money is largely seen as the next ‘big thing’ for the company.” 

Information Security Manager. 

 

 However, to be able to sell the service, customers need to have that trust that their money is 

safe with the company and that the company will do everything possible to protect them from 

fraud. Ensuring the security of the platform is one sure way of doing this. 
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It was identified that the following security measures have been put in place: 

 “We have operational and training guide on day-to-day process. The operational 

guide contains all the activities of the mobile money team and contains controls 

relevant for the service.” Mobile Money Operations Manager. 

 Segregation of duties: one person does not initiate and complete the creation of 

electronic cash on Fundamo. For example, an officer may be able to enter electronic 

cash on the system but requires a senior officer to approve and commit the 

transaction. 

 Daily reconciliations: this is done at the close of business each day to ensure that the 

amount of electronic cash generated tallies with the cash at the bank. 

 User account management: user accounts are created on the platform only after 

request form is filled, a photo ID provided and the requisite approvals are been given 

by a senior manager. Accounts are also checked on monthly basis to clean the system 

of dormant account and resigned staff. All users are assigned to relevant profiles 

designed based on the principle of segregation of duties and minimum access 

privilege. 

 Audit trails are done every week to see what is happening on the platform. 

 Change control: all changes to the mobile money platform are approved by a change 

control board. This prevents disruptive changes and ensures the integrity of the 

system and system availability. 

 “Field audit, also called spot checks are done. We have a schedule for the year where 

we visit our service centres and merchants nationwide to check with issues 

concerning compliance, how much float they need to keep and following processes.” 

Mobile Money Operations Manager. 

 In a day, at least two tests are done to verify if everything is working well.  

 “We work with IT on patch testing and testing availability of mobile money services 

after patches had been installed.”  Mobile Money Operations Manager 

 

Besides these, the Information Security Manager re-emphasised that security policies, 

procedures, standards and practices applies within the working environment; for example, bi-

annual security awareness trainings are organized for staff to continuously improve the 

security posture of the company. 
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The Assistant Mobile Money Operations Manager gave the researchers a typical example of 

the controls put in place to ensure fraud is not perpetuated on the system as follows.  

According to him, one of the most important areas of mobile money is the electronic cash (E-

Cash) generation.  In his view, they are currently working with the IT department to make it 

possible that if somebody deposits money into the company’s pool account at a bank, the 

bank system will send a signal to Fundamo, so that Fundamo could generate the electronic 

cash and credits the person’s wallet automatically. With the current approach, however, when 

monies are deposited at the bank, the bank gives them online access to view and confirm that 

such monies have been deposited. An email is then sent to the bank’s representatives to 

confirm and instruct them to credit the mobile money account of the customer with the 

amount deposited. The bank’s representatives then confirms after receipt of the email.   At 

this point a designated Mobile Money Officer then prepares a journal, which is reviewed with 

a copy of the bank statement by the Assistant Mobile Money Operations Manager, and 

approves it. The officer then captures this transaction on the Fundamo platform. 

The control here is that the officer can capture any amount on the system whether it is in 

agreement with what is on the approved statement or not, but that same officer cannot 

commit the transaction since the approval of the Assistant Mobile Money Operations 

Manager is required to complete this transaction, an example of segregation of duty. 

The Assistant Mobile Money Operations Manager checks the captured information and 

compares them with all the approved documents. For example, he or she checks to see if the 

right mobile money account has been used. If the amount is correct then the transaction to 

generate the electronic cash is allowed.  He then makes a remark on the journal that he had 

confirmed the transaction.  

He also indicated that the next day, a report is generated from the system which gives details 

of   all entries for the period, the one who confirmed the entry, the date the of the entry, the 

amount, the wallet number and the bank linked to the subscriber account. A designated 

officer checks this report everyday with the physical records available on daily basis. This 

report then goes to a senior manager for the mobile money service, who reviews it and signs 

off or raises issues, if any. Next the signed entries are then filed.  All these processes are done 

to ensure that there is segregation of duties and transparency, so an officer does not 

fraudulently credit any account and enable transactions without approval.  

 



48 
 

Chapter 5 – Data Analysis and Interpretation 

 

This research was aimed at addressing the following research questions: 

a) What measures can be put in place to enhance mobile money security in order to 

prevent fraud? 

b) How do mobile money service subscribers perceive the linkage between mobile 

phone protection and mobile money security? 

This chapter presents the analyses and findings to these research questions as follows: 

5.1 Research question 1 

What measures can be put in place to enhance mobile money security in order to prevent 

fraud?  The discussions on this question are divided in the following categories: uses of 

mobile money, understanding fraud, potential sources of fraud, fraud experiences, security 

countermeasures implemented by the service provider, security practices of the users and 

finally measures to improve security and to prevent fraud. 

5.1.1 Uses of mobile money 

Using mobile money comes with its own vulnerabilities.  As such, for anyone to successfully 

have any mobile money fraud carried out, for example, customer driven fraud the person 

would have to use any of the services the users are familiar with to get it executed. It is 

therefore, imperative for the various use cases to be identified.  By identifying these uses, can 

give the service provider a fair idea of the possible sources of fraud associated with these use 

cases, which can help them to know which vulnerabilities they should concentrate on, and the 

necessary control measures to be put in place.  It can be argued that, if these uses are 

identified, and the necessary controls put in place, monitored and reviewed (Gilman & Joyce, 

2012), it is possible the mobile money security can be enhanced to prevent fraud. 

 

The most common usage of mobile money in most African countries, including Tanzania as 

revealed in the InterMedia (2012) survey is for local remittance purposes. This assertion of 

mobile money usage is held by both users and none users, as 55% of nonusers in the said 

InterMedia study are also of this opinion. Contrary to this general belief of mobile money 

usage in most African countries, this research reveals otherwise that the main usage of mobile 

money among users in Ghana is for buying or sending airtime top ups (34%), followed 

closely by local remittance purposes (33%).  International remittance is not yet available in 
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Ghana though it is the desire of most users to have this service.  It is however reported that 

Orange Mali, a leading force in the provision of mobile money service in that country and 

MFS Africa announced in January 2013 the addition of Mali to the portfolio of countries that 

are able to receive international remittances via Orange Money Transfer International 

(OMTI). Orange Money customers in Mali now receive international remittances direct on 

their Orange Money accounts.  For one to send money to Mali, customers simply register on 

the OMTI portal, pay with most major bank cards, and transfer the funds (Mobile Money 

Africa, 2013a).  As can be seen, Ghana lacks behind some African countries in terms of 

international money remittances through mobile money service.   

 

The second most popular usage of mobile money in Tanzania and Kenya is as a means of 

savings (Jack & Suri 2011).  In this research however, it is the third most used.  It can be 

deduced that using mobile money for savings is also a common practice in most African 

countries as confirmed in these studies.  Furthermore, just like in Kenya, where identification 

is needed (Merritt, 2010) to do mobile money deposit (cash, in this instance), or transfer 

funds through an agent - as a way of “know-your-customer” (KYC), the same measure 

applies in Ghana, though not a strict requirement before these transactions can be completed. 

 

This research also reveals that using mobile money for paying for goods, services and utilities 

is not a very common practice in Ghana as compared to some other African countries, as only 

8% and 5% of users use this service for paying for utilities and for shopping respectively.  It 

is worth noting that in Tanzania, 14% of 2,980 households surveyed use it for non-remittance 

purposes such as school fees payments, government fees and taxes, utility bills, and salaries, 

this is followed by 12% who use it for purchase of goods and services in shops (InterMedia, 

2013).  Furthermore, it is reported that in Liberia, there is presently cooperation between 

Ecobank and Lonestar Cell MTN that enabled school fees to be paid through mobile money 

service as a way of bringing relief to parents and guardians. Many schools have already 

started using this service (Mobile Money Africa, 2013c).  In Ghana, using mobile money for 

paying school fees is not presently done; however, it is the wish of some of the users to have 

this service available. On the other hand, though using mobile money for paying for utilities 

and services is not much patronised in Ghana as in other African countries, some African 

countries are now introducing these services. To illustrate MTN Cameroon has announced 

this year (2013) that it is providing its clientele who holds a mobile money account the 

opportunity to pay their CANAL+/CANALSAT (a satellite paid TV) re-subscription or that 
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of a third party through MTN mobile money on their phone without having to go to the sales 

points (Mobile Money Africa, 2013b).  This shows that using mobile money for paying for 

services is yet to be made available in some African countries. 

 

Contrary to the general uses of mobile money in some parts of Africa, the main use of mobile 

money in middle income to high income countries such as Brazil, Sri Lanka, Thailand and 

USA are for transport fare payment, mobile money transfers (P2P) is considered the least 

usage (IFC, 2011).   

5.1.2 Understanding Fraud 

The researchers asked few questions to know the users’ awareness of fraud, and what it 

means to them to expose themselves to any act that can be a potential source of fraud.  These 

questions are: a) have you ever shared your mobile money PIN with anyone, b) has anyone 

ever requested for your PIN and finally c) whose responsibility is it to ensure the mobile 

money is secured.  Analyses of these questions are shown as follows:  

 Out of the total respondents 9% (as shown in figure 4-2) indicated that they have ever 

shared their PIN. As indicated in heading 4.3.1 these people shared their PINs with 

their close relations. In Tanzania, however, the story is different, as a study finding 

(InterMedia, 2012) revealed that as much as 33% of households shared their PINs, 

also with their close relations.  From the service provider point of view, many 

customers including the educated ones do share their PINs with service centre agents 

ignorantly, to enable the agents to help them with their mobile money transactions.  

Similarly, this situation is the same in the Tanzanian study where 14% of mobile 

money users were believed to have carried out mobile money transactions with the 

assistance of the agent and could have shared their PINs with the agents as well 

(InterMedia, 2012).  It is obvious that sharing of PINs with close relations and agents 

is a common practice as revealed in this research and the Tanzanian study.  However, 

sharing the PINs exposes users to fraud, as one of the main causes of consumer driven 

fraud is PIN sharing (Mudiri, 2012). The good news however is that 91% of the 

respondents indicated they do not share their PINs, because they want to prevent fraud 

on their mobile wallet.   

 With respect to compromising user’s PIN by simply asking, 93% of the respondents 

indicated that no one has ever requested for their PIN.  While 7% indicated that this 

request has been made. It is interesting to note that the 9% that shared their PINs 
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indicated that they were never asked for their PINs. On the other hand, it can be 

argued that, if 9% of respondents ever shared their PINs, as indicated earlier, the 

possibility of those who might have been asked to provide their PINs out of the 7% 

will be minimum 9% of the total request made that is 0.63%.  This can be argued that 

the likelihood of the total respondents giving out their PINs when requested will be 

0.63%. 

 More so, in answering the question as to whose responsibility it is to secure the 

mobile money service 62% of respondents indicated it is a shared responsibility 

between the user and the service provider.  In comparism to the Africa research study 

(Harris et al., 2013), it was indicated that security is a bilateral role between both user 

and the service provider.  However, 25% of respondents indicated it is their sole 

responsibility, while the remaining 13% are of the view that it is the responsibility of 

the service provider.  Security has been described as both subjective and objective, 

whereby objective security has to do with security put in place by the service provider 

(Kreyer, et al., 2002).  It has further been argued that not every customer is able to 

comprehend the objective security.  Subjective security on the other hand has been 

described as perceived security from the view point of the customer and is argued to 

be a more relevant measure to gauge how mobile payment security affects customer 

adoption.  It was further indicated that objective and subjective security are neither 

disjoint nor independent. However, it can be said that the subjective security can 

impact on objective security, that is users security perception and actions can impact 

on objective security (Egger & Abrazhevich, 2001).  From this explanation of 

objective and subjective security, it can be argued that though 62% believed that 

securing their mobile money service is a shared responsibility, 25% also indicated that 

securing the phone is their sole responsibility means that the remaining 13% must be 

taken seriously.  This is because as indicated earlier the perceived sensation of the 

procedures from the view point of the consumer affects their product adoption.  This 

could mean that if this 13% are of the opinion that it is the service provider’s duty to 

protect the mobile money system could imply that they adopt the mobile money of 

this service provider based on this belief.  Furthermore, as indicated, the subjective 

security belief of the customers has a direct impact on the objective security of the 

service provider.  In this case this 13% will not necessarily put in place more security 

measures to protect their mobile money service, since they already believe the service 

provider already gives them enough security.  This in relation to fraud means that in 
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the opinion of this 13%, no fraud could happen if the service provider does not allow 

it to occur.  

From these discussions, it is evident that majority of the mobile money users (91%) have the 

basic understanding that sharing of their PINs could expose them to fraud, hence they take 

precautions not to share. It is also interesting to note that those who shared their PINs did so 

at will without anyone requesting for it.  This could mean that there is no intention of a third 

party perpetuating fraud by requesting users’ PINs.  On the other hand, the service provider 

must tighten up their security measures in other to prevent fraud, since as much as 13% of the 

users are of the opinion that securing the mobile money service is the sole responsibility of 

the service provider. 

5.1.3 Potential sources of fraud 

Potential sources of fraud are: consumer driven fraud, merchant or agent driven fraud, 

business partner related fraud, system administration fraud, and MNO fraud (Mudiri, 2012).  

Out of these types of fraud, this study reveals customer driven fraud, in the form of sharing 

mobile money PINs as the major source of fraud.  The Mobile Money Operations Manager, 

who indicated that there were cases of users sharing their PINs, further confirmed this.  As 

was discovered in the discussion (section 5.1.1) 0.63% of the respondents are likely to give 

their PINs if asked to do so.  Moreover, 9% of the respondents indicated that they have ever 

shared their mobile money PIN.  Interestingly, 13% of respondents believe that it is the 

service provider’s responsibility to secure the mobile money service. This can be argued to 

mean that a user’s personal security practices to secure their mobile money, such as keeping 

their PINs safe and not sharing it, could be ignored. 

As demonstrated in this research, consumer driven fraud through the sharing of PINs is one 

major potential source of fraud.  As indicated, in the framework for managing the risk of 

mobile money fraud, the fraud sources must be identified to enable the implementation of 

necessary controls (Gilman & Joyce, 2012) to manage the mobile money fraud.   By 

identifying these potential sources of the mobile money fraud, gives the service provider the 

chance to know the necessary measures to put in place, to enhance the mobile money 

security, and thereby help reduce the occurrence of fraud.    

5.1.4  Fraud experiences 

Out of the total respondents, it was realized that 4% of the respondents had unauthorized 

withdrawal of money from their mobile wallet, whiles the remaining 96% have not had any 
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such experience.  Similarly, 5% of the respondents had the experience of airtime top ups 

made from their wallet without their authorization.  The remaining 95% have not had such an 

experience.  It can be deduced that, even though the 9% of respondents who shared their PINs 

did so with close relatives and could have done this based on trust, however unauthorized 

transactions have been performed on these users’ accounts.  This percentage of unauthorized 

transactions gives cause to worry about the potential fraud cases because most users shared 

their PINs with their close relations.  In the Tanzanian study (InterMedia, 2013), an average 

of 18% of respondents have had money stolen from their mobile money account due to fraud 

activities.  Comparing the results of both studies, it can be deduced that the fraud situation 

with theft from mobile money wallet is lower in Ghana than in Tanzania.   

The average of 4.5% of respondents who had unauthorized transactions done on their mobile 

money, imply that, if it was a major mobile money fraud, for example a transaction involving 

large amount of money, the fraud could have easily gone through.  Unauthorized use of PINs 

was identified as one of the sources of consumer driven fraud.  This calls for both the service 

provider and the users to tighten up their security measures in order to prevent upsurge of a 

major fraud.  This is because, as controls are already put in place, these controls must be 

checked to ensure that they are effectively implemented and where any lapses are identified, 

necessary amendments put in place (Gilman & Joyce, 2012) to address them. 

5.1.5 Security practices of the users 

As already concluded, it can be deduced that the majority of the mobile money users, 91%, 

understand that it is not a good practice to share their PINs with other people and hence do 

not do it. This clearly shows that users are aware of their self-obligation, principles and 

decisions (Seakomo, 2012) which indicates that a mobile phone user’s obligation or 

principles have impact on their security practices.  In this case, it can be deduced that 91% of 

the mobile money users have security as their personal obligations, which drives them to 

protect their mobile money.  In support of this assertion, it is also shown in the response as to 

whose responsibility it is to protect the mobile money that 25% are of the opinion that they 

have the personal obligation to protect their mobile money, while 62% believe that protecting 

their mobile money is a shared obligation between the service provider and themselves.  

Interestingly, it was deduced that in buying a new phone, mobile money user’s priority is 

given to the functions of the phone and not the security that the phone provides.  This can be 

seen in Figure 4-3, which shows that 65% of users will go for the functions of the phone as a 

priority, whilst 27% will consider the security the phone provides.  8% however, do not care 
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about either the security or the functions of the phone, but rather the fashion of the day as a 

priority to them. 

This research also reveals that materials stored on the phone are the major concern to the 

respondents.  It was realised that 49% of respondents considered the material stored on the 

phone to be of most importance to them.  Comparatively, in a study conducted to know the 

factors that influence mobile phone users security behaviour, it was indicated that mobile 

phone users will rather protect their phone because of the worth of the phone, rather than the 

contacts stored on it (Seakomo, 2012), but this research proves otherwise.  The first 

consideration to the respondents in this research in protecting their mobile phones is rather 

the material stored on it.  This is followed by the contacts on the phone, which invariably can 

be considered as contents stored on the phone, which makes up 20%.  Interestingly, the cost 

of the phone rather forms 17% of the most important considerations to the mobile phone 

users in protecting their phones.  The privacy exposure of the respondents, due to the contents 

stored on the phone is the last consideration to the respondents which forms 14%. 

Due to the security threat of unauthorized access to mobile phone, loss and theft, proper 

measures must be put in place to restrict access and prevent exposure to sensitive data stored 

on them (NIST SP800-124, 2008).  Providing feedback on the security measures put in place 

by the users, the result of this research indicated that 62% of users prefer locking mechanisms 

in the form of using passwords, PINs and pattern to prevent unauthorized access to their 

mobile phones.  On the other hand, 19% also prefer to track the phone, for possible retrieval 

as their preferred means of securing their mobile phones.  This could be done by registering 

the mobile phone with the service provider, using an online tracking website or installing a 

tracking device on the phones.  On the other hand, 14% of respondents prefer to preset their 

phones to control the number of password entry attempts (Fogies, 2006).  The preset enables 

the phone to lock after the required permissible log in attempts.  5% of the respondents, 

however, indicated they use anti-virus to protect their phones against malware which can 

eavesdrop on user’s input and steal sensitive information stored on the mobile phone (NIST 

SP800-124, 2008). 

Since mobile phones are by nature small in size, there is the possibility of them being 

misplaced or stolen easily (NIST SP800-124, 2008).  However, when these phones are 

misplaced or stolen attempts are made to either retrieve them or to clear the data stored on 

them.  In finding out what actions users will take when their phone is misplaced or stolen, it 

was identified that 48% of the users will have their mobile phone blocked.  However, before 
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this is done, it means the individual must either have their phone registered with the service 

provider or install third party software on the phone to lock it.  On the other hand 27% of 

users indicated that they would rather have their mobile money services blocked on the 

phone.  This could mean that the respondents are of the opinion that an attempt could be 

made to guess the PIN to their mobile money service when the phone is stolen or lost.  13% 

on the other hand indicated that they would also use GPS tracker to try locating the phone. 

Finally, 12% of the respondents will use the service provider’s software to block the mobile 

phone. This may imply that the user is avoiding the disclosure of the content stored in their 

phone which could also lead to their privacy being exposed or the one who steals the phone 

using privileged services on the phone, such as mobile money at the discomfort of the 

original owner. 

From these discussions, it can be identified that the security practices of the mobile money 

users includes not sharing their mobile money pins. The security that the mobile phone 

provides is not their priority when they want to buy a mobile phone, and also they believe 

that the security of their mobile money is not the sole responsibility of the MNO, but it is 

mainly the joint responsibility of the user and the service provider.  This shows that the users 

see themselves and their personal efforts as important in securing the mobile money.  To 

buttress this point, as much as 25% of users think protecting their mobile money is their sole 

responsibility.  It can also be further argued that users do not consider the security features 

the phone provides as important as their personal security posture. This is so because to the 

users, in buying a mobile phone, the security the phone provides is not very important to 

them but rather the function the phone provides.  It can be argued from this finding that in 

order to enable proper security of the mobile money to reduce fraud, the service provider 

must include enhancing the security awareness of the users and not only on technological 

security measures.  It is obvious that improving the security activities of the users can be 

more rewarding in reducing fraud and not only technological security measures. 

5.1.6 Security countermeasures implemented by the service provider 

The following are some of the measures put in place by the service provider to reduce the 

occurrence of fraud.  The first measure put in place was to set a maximum password or PIN 

attempt threshold to three in order to prevent brute force attacks on mobile money account by 

locking the account after three continued failed logon attempts. This helps to protect users 

whose mobile phone have been misplaced or stolen from attempts made by the thief to access 

the mobile money service of the original owner. 
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Furthermore, as it was noted that mobile money users sometimes give their PIN to service 

centre agents to do transactions on their accounts, these agents have been advised not to 

accept such offers from customers any longer, which is in line with the operational 

management guide of the service provider.  It was also realised that the STK system helps to 

encrypt and decrypt mobile money transactions (IFC, 2011) which helps to protect the mobile 

money system against man-in-the middle and eavesdropping attacks. 

Segregation of duties has also been adopted.  This provides the security of transactions by 

ensuring that no single backend staff can generate electronic cash without approval from a 

senior officer. This control also includes service agents who are authorized to perform SIM 

swaps, as this had been identified as one of the causes of system related fraud (Mudiri, 2013). 

Reconciliation is done on daily and periodic basis to ensure the amount of e-cash in the 

escrow account equals the physical cash.  

5.1.7 Measures to improve security and to prevent fraud 

Considering the earlier discussions, the researchers conclude that, in spite of the several 

security measures carried out by both the service provider and the customers, the security of 

the mobile money service could further be enhanced to prevent fraud by employing the 

following: 

 Set PIN Age: as one of the major causes of customer driven fraud is PIN sharing, it is 

recommended that the service provider must set a PIN age parameter to prompt users to 

change their PINs at every quarter.  Answering some personal identification questions 

about the registered user should be performed in order for the PIN change to be 

completed. Researchers suggest that even if the users share their PINs with close relations 

and any of those close relations have access to the phone at the time such a PIN change 

request comes, the person cannot easily change the PIN, since the person will not easily 

know the answers to the personal identification questions of the original user. 

 Security awareness: furthermore, the service provider must at the point of registration 

communicate the user’s responsibility of protecting the mobile money wallet.  This can be 

complimented with the service provider giving at least twice in a year mobile money 

security tips to the users through SMS to alert them about their security obligations that 

can help to enhance the security of the service. 

 Fake currency detector: it is further suggested that currency detectors should be provided 

at the service centres and merchant points of service.  This will prevent people from 
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depositing fake currencies and later withdrawing it.  The banks already have fake 

currency detectors and this will not be an issue from their service points. 

 

5.2 Research question 2 

How do mobile money service subscribers perceive the linkage between mobile phone 

protection and mobile money security? The discussion on this question is done in the 

following categories: understanding mobile phone protection, relationship between mobile 

phone and mobile money protection and finally customer perception about the linkage 

between mobile phone protection and mobile money security. 

5.2.1 Understanding mobile phone protection 

As had been discussed in the research question 1, users’ understanding of mobile phone 

protection stems from the security obligations and awareness they have developed (Seakomo, 

2012).  The users take the security of their phone seriously, thereby employing the following 

measures: using locking mechanism such as password, PIN and patterns to protect their 

phones. They further consider the contents stored on their phone as most important to them, 

thereby protecting their phones against loss and finally, contacting the service provider to 

block their phones when stolen.  It can be deduced that generally there is a fair understanding 

of how the phone could be secured thereby preventing leakage of personal contents. 

5.2.2 Understanding mobile money protection 

One of the major causes of consumer driven mobile money fraud is unauthorized use of 

mobile money PIN (Mudiri, 2012).  It has been identified in this research that though some 

users share their PINs with family members and sometimes with service centre agents, 

majority, that is 91% do not share their PINs and are not willing to share them with anyone.  

Some of the reasons they gave for not sharing the PINs are that they do not want to lose 

money from their mobile money, since some of them use it for savings.  Others also indicated 

that as no transaction can be completed on their mobile money without the PIN being known, 

if they do not share the PIN their mobile money is protected, and this can minimise the 

occurrence of fraud. It can also be argued that users see the protection of their mobile money 

as their own responsibility and not necessarily the security the mobile phone provides to 

them. This could be attributed to when asked what they look out for in buying a mobile phone 

only 27% of respondents consider the security the mobile phone can provide as a prime 

consideration.  The major consideration for them is the functions of the mobile phone, which 
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forms 65% of responses.  Interestingly, when users were further asked if they will buy a more 

secured phone because of their mobile money, 52% of them indicated they will not, while 

48% indicated they will buy a more secured phone just because of their mobile money 

service.  As can be seen, the understanding of mobile money protection from the users’ point 

of view is that of a self obligatory responsibility. 

The question that comes to mind is, if majority of users are aware that sharing PINs could 

make them vulnerable to consumer driven fraud, why do some of them still share their PINs?  

As has been seen, those who shared their PINs (9%) did so with their relations, and customer 

agents helping them to complete a transaction from their mobile money.  It can be argued that 

sharing of the PINs with agents and relations could be done on trust, because the general 

awareness is that sharing PINs could make one vulnerable to fraud.  Sharing PINs based on 

trust that these close relations and customer agent will not dupe the users is doubtable, as 

these users are part of the respondents who have experienced fraud on their mobile money 

service (section 5.1.4), 4% and 5% of the respondents had money withdrawn from their 

mobile wallet and airtime top ups made from their wallets without their authorization 

respectively.   

5.2.3 Relationship between mobile phone and mobile money protection  

As users take precautions to protect their mobile phones, and their mobile money service, the 

question then arises, are there any linkage(s) between these protections and what if one is not 

available does it influence the security of the other one. As can be seen in Table 4-3 most 

users (51%) would prefer to transfer money on their own phone, rather than doing it at the 

service centres, which forms 43%, and with merchants, which forms 6%.  Furthermore, the 

most common usage of the mobile money is for airtime top ups which forms 34% as shown 

in Figure 4-1.  At present, mobile money top ups can only be done on the mobile phone of the 

user or done through peer-to-peer transfer which are all done on the mobile phone.  This 

presupposes that the mobile phone must be made available for mobile money transactions to 

be made on them. 

Furthermore, the users were asked to indicate what they think if anyone should have access to 

their mobile phone, would they assume their mobile money is at risk of the person having 

access to the mobile money and exploiting it?  In response to this, 78% indicated that they 

would not be bothered if the person has access to their mobile phone, since they believe the 

person cannot access the mobile money.  On the other hand 22% are of the view that, they 

will worry since the person could have access to the mobile money.  This can be inferred that 
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the users generally believe that having access to the mobile phone does not mean the mobile 

money service can be accessed.  Contrary to this believe, malware can be installed on phones 

which can eavesdrop on user’s input and steal sensitive information stored on the phone 

which an attacker can use to gain access to the phone (NIST SP800-124, 2008), including 

user’s password and PINs.  However, if anyone happens to steal the phone, successfully logs 

on to the phone, and tries through brute force or guess the PIN to the mobile money, the 

person may or may not be successful, since the mobile money service gets locked after 3 

failed PIN entries. 

The researchers further asked the respondents’ view on whether having a secure phone makes 

their mobile money service secured. In response to this answer, 51% are of the opinion that 

having a secure phone does not make the mobile money service secured.  However, 49% are 

of the opinion that a secure phone makes the mobile money service secured.  

5.2.4 Customer perception about the linkage between mobile phone protection and 

mobile money security 

From the discussion in section 5.2.3, it can be inferred that mobile money users are of the 

believe that the security of the mobile money service is not directly dependent on the security 

of the mobile phone.  In this case, the perception is drawn that there is no linkage between 

mobile phone protection and mobile money security.  This could mean that in as much as the 

mobile phone could be well protected, proper security measures must as well be put in place 

for the protection of the mobile money service.  Contrary to this research finding, in a study 

conducted in Tanzania it was revealed that both users and non-users have reservations about 

using mobile money, since they are afraid of losing money in their mobile wallet if their 

mobile phones are misplaced or stolen (InterMedia, 2012).  The Tanzanian finding, unlike 

this research finding, concludes that there is a direct linkage between the mobile phone 

protection and the security of the mobile money while this research shows otherwise. 

 

5.3 A Holistic Approach to Mobile Money Security 

The following is the discussion about research questions one and two in addressing the 

research topic: Mobile money security – a holistic approach.  This research work looks at the 

holistic approach to mobile money security and examines the measures that can be put in 

place to prevent fraud, as well as mobile money users’ perception about the linkage between 

mobile phone protection and mobile money security.  As has been found in this research, the 
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majority of the users are of the opinion that there is no linkage between mobile phone 

protection and the security of their mobile money.  This belief is further shown in the buying 

decision of mobile money users, as the security features (27%) the mobile phone provides is 

not the priority for most users when buying a mobile phone, but rather the functions (65%) 

the phone can provide.  This assertion of no linkage between mobile phone protection and 

mobile money security is clearly shown in the security behaviours of the users, as they feel it 

is their own obligation to ensure protection of their mobile money, for example by not 

sharing their mobile money PINs (91%), taking a position of shared security responsibility 

(62%) and personal responsibility (25%).  Having knowledge of the security practices and 

opinions of the users, the MNOs can now leverage on this and enhance the security practices 

of the users, as well as their own security to prevent fraud.  For example, if the MNOs put 

very good security controls in place and the users do not adhere to them or are not aware of 

them, fraud in the system could be prevalent.  It can be argued therefore that understanding 

the security beliefs and practices of the users and improving on any negative practices found, 

coupled with the controls implemented by the MNOs, there can be a holistic security to the 

mobile money, from both users’ side and the MNOs’ side that can help to prevent fraud. 

From this research, it had also been established that both MNO and majority of subscribers 

know their security obligations and have taken some steps to protect the mobile money 

service and their interests respectively. This assertion is elaborated by reviewing the security 

controls put in place by the MNO in relation to the security practices of the users as shown 

below: 

 Controls put in place by the MNO: 

o Segregation of duties 

o Proper account management – handling of dormant accounts  

o Daily and periodic reconciliation  

o Enabling transactional auditing 

o Vulnerability management 

o Change management 

o Security awareness 

 

 End  user security activities 

o A very high percentage (91%) of mobile money users do not share their 

password. 
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o Majority (62%) of mobile money subscribers surveyed believed the security of 

the mobile money service is a shared responsibility between MNO and 

themselves. 

o About 51% believe a secured phone means a secured mobile money wallet.  

o Interestingly, 48% of mobile money subscribers will buy a secure phone 

purposely for the mobile money service on the phone. This implies that the 

security of the mobile phone is also important to the users. 

It could be deduced from above that: 

 Even though some controls have been implemented by the MNO, majority of mobile 

money users feel an obligation to ensure their own protection, for example by not 

sharing their mobile money PINs (91%), taking a position of shared security 

responsibility (62%) and personal responsibility (25%). This suggests that the 

majority of mobile money users will take sufficient precaution to protect their own 

interests, even in the likely event that they are aware of the controls implemented by 

the MNO.   

 

 It can be deduced that majority (91%) of mobile money users perceive security to be 

the protection of the confidentiality of their Mobile Money PINs to prevent fraud, 

which confirms the study (Linck et al., 2006) as adopted in Table 2.1, where the 

highest percentage (13%) of respondents considered confidentiality as a top priority.  
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Chapter 6 - Conclusions  

The purpose of this research is to answer the following research questions: 

1) What measures can be put in place to enhance mobile money security in order to 

prevent fraud? 

2) How do mobile money service subscribers perceive the linkage between mobile 

phone protection and mobile money security? 

This chapter, therefore, presents the conclusions; recommendations, as well as limitations and 

directions for further studies. 

 

6.1 Conclusions  

This research has revealed that the major uses of mobile money service are for purchasing top 

ups and for local money transfer, as is generally believed to be the uses of mobile money in 

most African countries.  The researchers are of the opinion that as more people have access to 

mobile phones as compared to bank accounts, and money transfer can be easily done on their 

mobile phones made this usage very popular.  More so, it is cumbersome for one to open a 

bank account, as several materials are required, such as government issued identity cards, 

references from an existing customer, as well as a form of confirmation of users’ location.  

Meanwhile, as compared to having a mobile money account, the process is not as 

complicated as opening a bank account.  It can further be speculated that people are looking 

for easier and faster ways of sending and receiving money.  It can also be argued that, as 

mobile money transfers are done mostly from the cities to the countryside, where most people 

do not have a bank account but a mobile phone is easily accessible, this could be a 

contributing factor for the major use of mobile money for transfer purposes. 

 

As one of the major causes of consumer driven fraud is PIN sharing, it can be seen from this 

research that this is not a very common practice.  However, the 9% that shared their PINs did 

so with their relations and sometimes with customer agents to help them in transacting one 

service or the other from their mobile money.  It can be seen from this that, PIN sharing could 

be done based on trust, and if any fraud should be perpetuated through acquiring of the users’ 

PIN, the person carrying out the fraud must first try to win the trust of the user, either by 

pretending to be a part of the service provider or a relative who is trying to offer a help. To 

avert this however, the researchers believe that the MNOs must alert users to first verify from 
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them the authenticity of any suspected request before giving out any information that could 

make them vulnerable to fraud.  

 

Despite users’ awareness of their security measures they can take to prevent fraud, the service 

provider has a major task in securing the mobile money service, since as much as 13% 

believe the security of the service solely depends on the service provider.  The researchers 

believe this category of users will invariably not put any blame on themselves if any fraud 

happens, since they believe total protection of the service depends on the service provider.   

 

It has also been found that even though there are several services available, such as pay bill 

and top up airtime, on the mobile money that users can take advantage of, the general usage 

of these other services are few.  The researchers believe this could be as a result of the 

complex nature of using these services.   

 

The general perception that there is no direct linkage between mobile phone protection and 

mobile money protection could be attributed to the fact that users believe the service provider 

has put in place adequate measures to protect the mobile money service.   

 

 

6.2 Recommendations  

Some of the recommendations made are as follows: 

 As PIN sharing was identified as one of the major causes of consumer driven fraud, it 

is recommended that the service providers must set up password age parameters for 

the users to change their passwords every quarter.  This must further be authenticated 

through answering personal identification questions. 

 It is also suggested that service provider must enhance their awareness creation about 

the services available on the mobile money service. 

 Service provider must also create awareness to mobile money users that the security 

of the mobile money service does not only depend on the MNOs, but the users also 

have a role to play.  
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6.3 Limitations and directions for further studies 

This research was conducted in Ghana, and used one out of the three mobile money service 

providers, who at the moment has the highest subscriber base compared to the other two 

companies.  It is possible that at the time a similar research is made, this distribution will not 

remain the same.  It must also be noted that this research findings are limited to only this one 

company and do not necessarily represent the opinion of all the three mobile money service 

providers in the country.  As the research did not include non-registered users there is the 

possibility of missing the inputs of this category of users, and this must be considered in 

interpreting the findings of this research. 

From the questionnaire, there was a response rate of 83% and non response rate of 17%. The 

high response rate could be due to the reason that, the questionnaires were sent to the service 

centre managers and were tasked to ensure they get the required number of feedbacks. Also 

the service centre managers were given enough time (2 weeks) to administer the 

questionnaire and return them. More so, the service centres have more customers coming in 

for transactions, among which mobile money is one of the most used.   On the other hand, the 

17% non-response rate could be attributed to users not interested in responding to the survey.  

The questionnaires were administered to mobile money users by the MNO service centre 

agents. There is the tendency that there may be a response bias based on the fact that, it may 

occur to users surveyed that, for example sharing of mobile money PINs could lead to fraud 

when asked the question if they ever shared their mobile money PIN. As a result the response 

provided may not directly reflect the actual practice by the user. The personal relationship 

with the agents administering the survey could also indirectly influence the feedback 

provided by the respondent, providing a feedback they deem right and not what actually 

happens in practice. 

From this study, it is obvious certain parts of the work could have been exhaustively 

discussed, however, this could not be done due to time limitations.   

The following further studies are suggested: 

 What are the main reasons behind mobile money users’ perception that the mobile 

money is mainly for mobile money transfers? 

 The empirical study on mobile money fraud. 
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 If mobile money users are aware that sharing of PINs can make them vulnerable, why 

do some of them still do it? 

 Addressing the mobile money interoperability problem. 
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APPENDIXES 

QUESTIONNAIRE 

This questionnaire aims at soliciting opinions of the case study company’s mobile money 

customers.  The result will not be analyzed, shared or used in any unlawful manner and your 

confidentiality will be respected.   

Demographic information 

1. Gender:   a) Male   b) Female  

2. Age Group:  a) 18-29  b) 30-39  c) 40-49  d) 50-59   e) 60 and above  

3. Education:     a) SSS       b) Diploma     c) 1
st
 Degree     

d) 2
nd

 Degree     e) PhD       f) Other 

Mobile money usage  

4. How long have you been using this mobile money service? 

a) Less than 1 year   b) 1-2 years   c) 3-4 years   

5. Where is your preferred point of loading money on your mobile money wallet? 

a) Company’s service centres    b) Banks      c) Merchants    d) Peer-to-peer  

6. In transferring money, which of the following medium is most convenient to you? 

a) On your own phone  b) Company’s service centres   c) Merchants  

7. Which of the following do you use your mobile money to do? Please choose as many as 

you use. 

a) Pay for utilities    b) Local money transfer   

c)   Pay for goods bought in shops    d) Keep money  e) Top up   

Mobile money fraud 

8. Have you ever shared your mobile money PIN number with anyone? a) Yes     b) No  

Please give reason for the above answer: ………………………………………………… 

……………………………………………………………………………….……………. 

9. Has anyone ever requested for your mobile money PIN number? a) Yes         b) No  

10. Has anyone ever transferred money from your mobile wallet without your knowledge?  

a) Yes  b) No   

11. Have you had the experience of anyone using your mobile money to purchase or top up 

air time?    a) Yes         b) No  
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Mobile phone and mobile money security  

12. What do you look out for in buying a phone? 

a)     c) Fashion of   

Other (please indicate): ………………………………………………………………. 

13. Will you buy a more secured phone just because of your mobile money service?  

a) Yes         b) No  

14. Which of the following in your opinion makes a mobile phone more secured? The phone 

that: 

a) C  

b)     

c)   d)  Have anti-  

Other (please elaborate): ……………………………………………………………... 

15. Which of the following reasons best explains why you can’t afford to lose your mobile 

phone? 

a) The cost of the phone    b)  The materials stored on it   

c)   My privacy will be exposed   d)  The contacts on the phone  

16. Which of the following actions will you take if you lose your mobile phone? 

a) Call the call centre to block the mobile phone  

b) Call the company to block the mobile money account  

c) Use GPS tracker to locate the mobile phone   

d) User the company’s Protect app to block the phone  

 

17. Whose responsibility in your opinion is it to ensure your mobile money is secured? 

a) My responsibility  b)  The responsibility of the mobile money operators  

c)   Shared responsibility between me and the mobile money operators  

18. Please give reason(s) for your answer above:……………………………………………… 

………………………………………………………………………………………………

………………………………………………………………………………………………

……………………………………………………………………………………………… 

19. If anyone have access to your mobile phone; do you assume your mobile money is at risk 

of anyone having access and exploiting it?  a)  Yes  b) No  
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20. Please give reason(s) for the above (Question 19): 

……………………..……….………………………………………………………………

………………………………………………………………………………………………

……………………………………………………………………………………………… 

 

21. You have a secure phone; does that in anyway make the mobile money services you have 

on the phone secured?  a) Yes         b) No  

 

 

 

 

 

 

 

 

Thank you for your time, God bless you. 
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INTERVIEW QUESTIONS 

1. Kindly explain how the mobile money works. 

2. Please tell us the registration process of the mobile money service. 

3. Can you explain the mobile money architecture? 

4. Describe the transactional process of mobile money. 

5. What are the security controls implemented to safeguard the mobile money service? 

6. What fraud issues have been identified on the mobile money platform and how were they 

handled? 

 

 


