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Abstract
It’s a matter of time until newly developed software becomes a target for malicious users. They
always will try to find a security breach to exploit it for commercial purposes or for their fame.
Application Security Testing (AST) plays its critical role in ensuring that the delivered software is
secure. Therefore, AST must be a part of software development chain of any software company,
doesn’t matter the size of the organization.
For a software company any discovered security flaw may impact it’s business by losing money or
users’ confidence. Therefore, including software security testing in quality assurance is a natural
and common sense. When it comes to Small and Medium Enterprises (SMEs), the lack of resources
may put away the security aspect of the developed software.
The purpose of this master thesis is to provide knowledge on implementation of an AST platform in
an SME context. The focus of the platform is on three specific vulnerabilities from OWASP Top 10
Vulnerabilities.
The research methodology involved in this work is Action Design Research (ADR). The ADR was
seen as the perfect method to shape the artifact (AST platform) involving the found Design
Principles and to produce practical and theoretical implications for future research.
The successful implementation of AST platform was accompanied by a set of new design principles,
a list of steps for future implementations and a couple of security policies and guidelines.

Keywords: Application Security Testing, Small and Medium Enterprises, Quality Assurance,
Security Testing Frameworks
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1 Introduction
This is the first chapter of this thesis. The aim of this chapter is to introduce the topic of the thesis
by giving some insight on what means security testing of applications, reasoning for using a
specific security testing framework and the research opportunity. Then, the research question is
formulated. Finally, the scope and limitations, the significance of the research and the structure of
the thesis is described.

1.1 Problem Statement
From the moment of releasing, software is a potential target of vulnerability scans to find any
security hole, which could be used to exploit its lack of security. This vulnerability war between
attackers and security professionals has the goal to find the application’s flaws (Stood, 2009).
Obviously, this involves a lot of energy, time spent and money to fix the security issues by building
up the required patches and security updates. This situation could be avoided if, in the software
development cycle, the development team(s) pays attention to the application security details and
testing.
A report of the National Institute of Standards and Technology (NIST) revealed that fixing a
security issue found in software after release could cost 30 times more than costs for fixing the
vulnerability during the design phase. NIST also consider that supplementary costs may come
from loss of confidence and productivity of the business partners (Diamant & Misustin, 2012;
NIST, 2013):

Figure 1: The Impact of cost to fix a security breach (Microsoft Benefits, 2014)
Building a secure application is not always an easy process. The application security has to be
integrated in the software development process in a proactive manner, so that the mitigation of
vulnerabilities is done before releasing the software piece in the market (Payne, 2010). The
previous research recognizes the importance of having secured applications and this is highlighted
in a plenty of articles published focusing especially on web application security.
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An earlier study suggested some models to evaluate development team’s capability in
implementing security in software applications (Heiland et al, 2013). One of these models could be
any of the existing Software Security Maturity Model because in such way software developers
could approach the security more in a proper way.
Another proposed approach would be to use patents which address security testing of applications
(Chen et al., 2013; Madou et al., 2013).
Other techniques in the development of secure software would be to involve static code analysis
and dynamic code analysis. Balzarotti et al. (2008) propose an alternative implementation to
ensure secure software. This proposal would combine dynamic code analysis with static code
analysis. However, either way, Diaz & Bermejo (2013) reveal that doesn’t matter which
implementation is used, an important attention has to be paid to false positives and false
negatives which may hide true security issues of the source code.
Lindlan et al. (2000) consider that source code analysis has to be done using templates to speed
up the process and not hinder the software delivery. Additionally, Avancini (2012) came up with
the idea that any security application analysis has to employ test cases either manually created or
automatically generated.
Microsoft Security Development Lifecycle
All the above research focused on specific parts of the process of building secure applications.
Forrester Consulting published a report in 2011 stressing out that the improper use of practices
and approaches in the secure applications development nourish the inefficiency (Forrerster
Consulting, 2011). Another report of this consulting company released in 2012, invited software
companies to involve a comprehensive secure development lifecycle or framework in order to
address security vulnerabilities of their software (Forrerster Consulting, 2012).
This process of including and testing applications for security issues has to be seen by developers
as a whole. To help development teams, Microsoft came up with a Security Development Lifecycle
(SDL).
Microsoft has promoted and pioneered the security development life cycle work as a proper
process to develop secure software aiming to address major issues with software and to decrease
costs associated to it (Microsoft, 2012).
Microsoft is using Security Development Lifecycle for its products with a big success. This is
happening because SDL systematically focuses on software security starting with the early stages
of software development, taking care of fixing any security issue before final release of the
application. In such a way, the costs associated with software development are lowered at an
acceptable level (Microsoft Benefits, 2014).
For instance, the Microsoft products’ vulnerabilities discovered after using Security Development
Lifecycle dropped with 45% than before for Microsoft’s desktop operating systems (Windows Vista)
and with 91% for SQL Server.
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Figure 2: Less vulnerabilities after SDL implementation (Microsoft Benefits, 2014)
Reasons for using MS Security Development Lifecycle as a framework for AST
1. MS SDL is one of the major methodologies used to integrate the security into software.
The other two are Cigital’s Touchpoints and OWASP - Open Web Application Security
Project’s Comprehensive, Lightweight Application Security Process (CLASP) (McGraw,
2011).
2. MS SDL is considered to be intensively used in the commercial area, being very popular
(Teodoro & Serrao, 2011, June).
3. Using MS SDL as a framework for this research was influenced by a business decision. The
target company has its infrastructure purely based on Microsoft technologies. So, given
this fact, it appeared to be a natural choice for this research.
4. The target company has a specific approach to software development process, based on
Agile Software Development Principles (Agile Alliance, 2001). Given the fact that MS SDL is
Agile compliant (Microsoft, 2012), employing MS SDL in the context of the target company
seemed to be a logical decision.
5. According to Gartner, Microsoft is the leader of software producers market (Gartner, 2014,
March). Microsoft claims that by adopting MS SDL for its development process, it was
possible to reduce the amount of security vulnerabilities found in their applications. MS
SDL is a free process which was applied successfully “to hundreds of software programs
and hundreds of millions of lines of production code” inside Microsoft Corporation
(Microsoft, 2010). This was the last reason for involving MS SDL in this research work.
A presentation of MS SDL is done later on in the next sections of this Master Thesis.
Open Web Application Security Project (OWASP) Top 10 Vulnerabilities
Periodically The Open Web Application Security Project (OWASP) releases the Top 10
Vulnerabilities. This project was initially started in 2003 and since then, OWASP contributes to
securing applications by compiling a list of most dangerous programming issues.
OWASP Top 10 is referenced in standards such as Payment Card Industry Security Standards
Council (PCI SSC) or by defense organizations from different countries (United States National
Security Agency/Central Security Service, Greek General Secretariat of Information Systems)
making it very popular in the IT Security community(Industry: Citations, 2014).
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The literature revealed that there are only small changes in the hierarchy. This situation could be
seen as an issue with security testing of the applications delivered by software companies because
this still doesn’t play an important role in the software development lifecycle (LeGrand, 2013).
The current Top 10 as compiled in the PDF file distributed over the internet is (OWASP (2013)):
-

A1–Injection
A2-Broken Authentication and Session Management
A3-Cross-Site Scripting (XSS)
A4-Insecure Direct Object References
A5-Security Misconfiguration
A6-Sensitive Data Exposure
A7-Missing Function Level Access Control
A8-Cross-Site Request Forgery (CSRF)
A9-Using Components with Known Vulnerabilities
A10-Unvalidated Redirects and Forwards

The list will be described in more details in the chapter three of this thesis.
Given the fact that any framework is aiming at reducing the number of security breaches in the
software developed and released on the market, combining MS SDL with OWASP Top 10 seems to
be a good approach for the research of this Master Thesis.
AST in the context of Small and Medium Businesses
Currently, on the market exists plenty of solutions to test software’s source code for vulnerabilities
such as dedicated software suites focused specifically on this area or consultancy companies
offering source code audit.
Usually, security testing is done by specialized teams consisting of people with very good
knowledge on this area. These teams are doing only security testing of the software. For large
companies, such as Microsoft, Oracle (Fischer, 2006; Oracle, 2005), Adobe, EMC, Google, VMWare
(McGraw, 2010), is quite common to use dedicated teams and environments for application
security testing.
When it comes to small software companies this could pose big pressure on the financial side of
software development. For instance, according to its website, IBM offers Security AppScan
Standard with a price of more than 20K USD per User License, an online source code security audit
could cost as much as 10K USD per application (Security Testing Price Wizard (2013)) and
consultancy plans are based on number of source code lines analyzed per hour could lead to
estimates of 10K USD for a 10000 lines of code.
Additionally, Hewlett-Packard (HP) and Oracle, mentioning only big players, offers Testing-as- aService (TaaS) based on cloud computing platforms as an alternative solution to above mentioned
approaches. Despite the fact that using cloud to test application and ensure quality of the
application is a good practice which would reduce costs of any Small and Medium Size Enterprises,
the cloud computing is not easy to be accepted by SMEs(Tehrani, 2013).
Research opportunity
The initial search through the existing articles on popular academic sources, like Google Scholar,
was not able to identify research papers focusing specifically on how the security vulnerabilities
listed in OWASP Top 10 are avoided using MS SDL as security framework in the context of a Small
and Medium Business. Therefore, this was considered a gap in the academic knowledge and was
identified as a good research opportunity.
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Later on, during the literature review phase of this Master Thesis, the knowledge gap was
endorsed by the findings. These findings are described more in detail in the dedicated section of
this thesis.
This work aims to fill the gap of knowledge on this specific area of implementing MS SDL in SMEs
to address OWASP Top 10 vulnerabilities using as a research method Action Design Research
(ADR) because is focusing on building an IT artifact in an organization as Sein et al. (2011)
describes this method in their paper.
The proposed artifact is a platform for testing applications against OWASP Top 10 Vulnerabilities in
order to solve the problem with SME’s budget shortage in the security testing area using a specific
security framework.
This research work focuses on evaluate current implementations of AST and then design and
implement a platform which is going to assess the level of vulnerabilities in the applications
developed by an SME.
The target of this research is going to be a software development company acting in IT Software
industry. This is an SME company which has a team of 30+ software developers. The software is
developed in-house and there is no future plans to move this process on a cloud platform.
Due to current workload, there are not enough resources to focus on a systematic approach of
application security testing. Therefore, this thesis work will fill the gap between the software
development lifecycle and quality assurance.

1.2 Goal of the Study and Research Question
This master thesis seeks for answer to the following research question:
•

How to design a platform to assess the vulnerabilities in applications developed in SMEs?

The goal of this research is to design and implement an AST platform using a particular security
testing framework in order to deal with specific vulnerabilities from OWASP Top 10. This platform
aims to help an SME to improve the security of the delivered software.
The design and implementation process of a prototype Application Security Testing platform will
analyze the current issues in the target SME. Then, identify the possible problems and seek to
solve them by building the prototype for security assessment.

1.3 Scope and Limitations
This study is limited only to use of a specific framework: MS SDL. In the current market there are
at least two other frameworks, as it was mentioned in the above section.
Another limitation is related to the vulnerabilities taken in consideration by this research work.
There were considered only three vulnerabilities out of ten. The reasoning around this decision has
been described in the research project inception (ADR Stage 1).
A third limitation is regarding to the cultural specificity of the target organization, where the
corporate language is English and employees must use it instead of their maternal language. This
posed some issues in the communication.
Finally, this research is limited to a prototype implementation and evaluation. However, the work
associated to this research was enough to extract the right information for further
implementations.
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1.4 Significance of the research
This study aims at producing knowledge to close the gap found in the literature review. Its
significance is focusing on highlighting challenges faced while implementing a platform for
application security testing.
This research targets on a software development SME. So, the impact of no budget, the lack of
human resources and collaboration matters influenced the work, making it significant for academic
world.
Lastly, the study is producing new design principles, a list of steps for platform implementation
and a bundle of security policies and guidelines.

1.5 Structure of the Thesis
The Master Thesis is organized as follows: the introduction, followed by the literature review
findings. Then, the research methodology is introduced. Next chapter shows the research findings
and the discussion comes after. At the end conclusion chapter is incorporating the summary of the
thesis and possible future work avenues.
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2 Literature Review
This chapter is focusing on the methodology and findings of literature review. Firstly, the
methodology is described and how it has been used to get the current academic point of view on
the thesis topic. Secondly, the findings are synthetized and reported and finally, the conclusion
was written highlighting the potential research avenues.

2.1 The Methodology used for Literature Review
In order to have a proper, scientifically rigorous literature review paper, one has to use a clear,
detailed and widely accepted method (Okoli and Schabram, 2010).
To make a decision on which method will be used for the literature review, two methods were
assessed. Firstly, the one described in Okoli and Schabram (2010) and then the method of Levy
and Ellis (2006).
In the end, for this thesis, it has been chosen the 8-step method described in Okoli and Schabram
(2010) because it is relevant to information systems research compared to other existing
approaches. Moreover, the eight “steps are very valuable for any kind of literature review”.
Additionally, given the fact that this literature review is a chapter in the graduate thesis, choosing
the eight steps method was considered a proper decision in order to gather the most actual and
relevant literature.
The proposed approach to a literature review contains eight steps in order to conduct a
scientifically and rigorous literature review:
1.
2.
3.
4.
5.
6.
7.
8.

Purpose of the literature review
Protocol and Training
Literature search
Practical Screen
Quality Appraisal
Data extraction
Synthesis or analysis
Writing of the review

2.2 How it worked?
Initially the work has started looking for specific terms in the primary sources available online such
as LTU Library, Google Scholar, IEEE Xplore journals, ProQuest Central, Web of Knowledge plus
Microsoft and OWASP websites.
There were some interesting articles (revealed by the abstracts) concerning this review available
on Springer Link but those articles were not available for free or via an institutional login database
where LTU was not listed. Therefore, the author decided to drop off this source.
During the search the focus was primarily on conference papers and academic journals articles.
The reason for deciding to search only online resources was to follow the directions set by Okoli
and Schabram (2010) and, as an online student, the researcher didn’t have any direct access to
paper based items available in the LTU Library.
The search has begun using generic expressions like: “application testing”, “Small and Medium
Enterprises” and “top 10 vulnerabilities”.
As a rule to stop searching in a specific direction was the proposed solution given by Okoli and
Schabram (2010) which said that one should end his search when repetitive results appears.
Due to large amount of data retrieved it has been decided to use combinations of expressions
using the logic operator AND. Additionally, because the expression “application testing” was too
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broad this has been changed to “security development lifecycle” since it was more closer to this
research.
To narrow down the scope of the search, the focus has been changed specifically to Microsoft
Security Development Lifecycle implementation in a Small and Medium Business/Enterprise and its
ability to prevent OWASP Top 10 vulnerabilities. These helped to better shape the search and
improve the quality of the information retrieved.
Even though MS SDL – Microsoft Security Development Lifecycle is a quite old concept, first
release was, according to Microsoft website, on January 2004 and OWASP Top 10 Vulnerabilities
concept is almost 10 years old, there were not that many articles treating these topics.
An extensive search was performed against IEEE Xplore Digital Library, due to its focus on
engineering and technology articles. Off the record, no relevant search results were retrieved from
Web of Knowledge/Web of Science.
In the search process only English articles were assessed, although some articles found were in
German, Dutch, Portuguese and Turkish.
When the number of items retrieved was big enough, the next criteria used was to restrict the
time range. Therefore, this review is using articles from 2010.
Furthermore, only the first 3 page of results (in the case of Google Scholar) were filtered and
taken into account after an assessment of the number of citations. This was done due to shortage
of time to prepare this review. Exceptionally, 2 papers dated 2008 were included because of their
critical contribution to design of security testing platform.
For the next step of the review, literature screening, there were 39 articles chosen for the next
step of the literature review.
As Okoli and Schabram (2010) put it, the practical screen step is to remove all info which is not
necessary for the study using two practical criteria: is the information applicable to Microsoft
Security Development Lifecycle implementation and design of a testing platform in a Small and
Medium Business/Enterprise? The second criterion was related OWASP Top 10 vulnerabilities and
how relevant is the information to this topic.
This step was done by reading the abstract, introduction and conclusion of 24 articles and only
abstract and conclusion for the remaining articles. Again, the time framework set in the project
planning was the justification behind this action. The papers failing the criteria were removed.
Therefore, for the next step – quality appraisal, were carried over an amount of 24 articles
meeting the imposed filters. So, fifteen articles were removed as being irrelevant for this study.
So, the 24 articles found in the previous steps were read and then another set of four criteria was
applied to evaluate the quality of the articles.
A number of six articles were found as irrelevant for this literature review because they were
focused on topics out of scope of this paper; therefore 18 articles were considered for the next
phase: Data Extraction.
The data extraction step used Data Collection Form mentioned by Okoli and Schabram (2010).
This form is listed in the annex 4 of Petticrew and Roberts (2006). From there, one could retrieve
an example for how a form should be organized to capture the data from reviewed literature.

2.3

Literature Review Synthesis and Reporting

This section is containing the synthesis and the report of the literature review of the eighteen
selected papers during the previous six steps as part of Literature Review method proposed by
Okoli and Schabram (2010).
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MS SDL and OWASP Top 10 Vulnerabilities are two important and critical topics for software
development companies because, together, these two concepts could make software products
more secure and, therefore, less vulnerable to attacks. MS SDL emerged in 2004 after Bill Gates’
memo “Trustworthy Computing” as observed by Dai Zovi(2010) and OWASP Top 10 vulnerabilities
first release was on 2003(OWASP, 2013). Even though these concepts are not that new, there are
still a lot of applications failing to tests run against them.
Most of the articles recognize the need to have a framework in software development in order to
impose security mindset to software developers. Basically, the reviewed articles are focusing on
these aspects:
1. OWASP Top 10 vulnerabilities adoption as a part of security testing of application is a good
start in building more secure applications
2. MS SDL is a good choice as a framework in addressing issues with security of the
applications
3. OWASP Top 10 vulnerabilities could be addressed by any security development lifecycle
4. Implementing MS SDL and designing a testing platform to address OWASP Top 10
vulnerabilities is not easy for SMEs
Below, the above four themes will be explained in more detail.
First aspect - OWASP Top 10 vulnerabilities adoption
Yearly, SANS institute publishes a list of most dangerous programming errors and OWASP
consolidate them in a pdf document compiled which could be downloaded from OWASP’s website.
These errors, if they are included in the source code of an application, could lead to various
security breaches potentially exploited by attackers. It has been observed that there are just few,
slightly changes in the hierarchy of the top of the list of vulnerabilities from one year to another
and this is happening for the last 9 years since SANS is publishing this list(Couture, 2013). This
means that security testing of the applications delivered by software companies still doesn’t play
an important role in the software development lifecycle (LeGrand, 2013).
From the past
experience, fixing security issues of a delivered IT artifact involved additional costs and posed the
companies in an embarrassing situation. Despite this situation, software development teams
considers that security controls/testing are delaying the delivery of IT products.
The first step in adopting a secure software development culture for any organization would be to
implement and understand the OWASP Top 10 Vulnerabilities without linking it to a specific secure
development lifecycle (Alanazi and Sarrab, 2011). Additionally, there is a need of having a set of
metrics based on OWASP compliance because without it the security testing of application could
take time and bring plenty of issues due to attacks coming from evil-minded users (Goswami et
al., 2012).
Second aspect - MS SDL is a good choice as a framework in addressing issues
with security of the applications
Regarding second aspect identified above, there are plenty approaches in mitigating security
issues and one of these approaches is to implement MS SDL (Pramod, 2011).
MS SDL could be easily integrated in any software development process to help identification of
vulnerabilities using a ranking system and categorizing vulnerabilities based on a score (Moghbel
and Modiri, 2011). The ranking system can help in assessing software’s vulnerability. If the
vulnerabilities found are of low risk, then that software is considered secure.
However, in order to have riskless software, secure practices should be involved from the early
stages of the design (Kapodistria et al., 2011).
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MS SDL consists of seven phases and Design Phase is part of this lifecycle aiming to make
developers more comfortable with secure coding (Microsoft, 2012). The Design Phase is involving
also the Threat Modelling to build up scenarios for early vulnerability identification and mitigation.
From this perspective, most of software development teams fail to integrate and implement threat
models.
Failure of integrating threat modelling is happening because developers consider it as being very
hard and difficult to digest it due to potential high costs and intense need of collaboration amongst
team members (Steven, 2010).
Opposing opinions are arguing on the fact that software development could become cheaper if the
above mentioned security concepts are implemented. In such a way, there will be less remediation
activity and, therefore, smaller costs (Khan, 2011).
Another important feature of MS SDL is case modeling. The significance of using case modeling in
MS SDL has been recognized as a key for a successful involvement in any security development
framework in the software industry (Johnstone, 2011). These tests could be manually created or
automatically generated as Avancini (2012) puts, aiming to properly address any security issue
which may occur in a software application.
Third aspect - OWASP Top 10 vulnerabilities could be addressed by any security
development lifecycle
From the security development lifecycle perspective, OWASP Top 10 Vulnerabilities could be easily
addressed using any of lifecycles active on the market. By employing a lifecycle a developer could
get more security training, focusing on fixing security issues instead of achieving only the
functional specifications (Antunes and Vieira, 2012) and, therefore, the level of security awareness
will increase.
Whatever strategy is used, either MS SDL or OWASP CLASP, the security has to be involved in the
product development in order to produce a secure (Pratte et al., 2013). In such a way, developers
will pay a reasonable attention to security to reduce the risks of vulnerabilities.
The last aspect - Implementing MS SDL and designing a testing platform to
address OWASP Top 10 vulnerabilities is not easy for SMEs
In the context of implementing MS SDL in SMEs to fight against OWASP Top 10 vulnerabilities-the
last aspect of the list compiled above, MS SDL is considered a proper solution for this issue even
though it is a heavyweight security lifecycle model and is not easy to be adapted to SMEs
MS SDL is considered as being more part of big software companies’ strategies in software
development (Kainerstorfer et al., 2011). However, the paper of Kainerstorfer et al. (2011)
recognizes that MS SDL has to be adapted or modified accordingly in order to make it easier for
implementation in SMBs.
However, this is challenging for SMEs where software development teams are made of few people
and all of them are in charge with the quality of their code. Therefore, it is normal for one
developer to take care of the security aspects of his code. This situation could lead to a work
overload which may affect the quality of the developed application.
Finally, given the complexity of any security testing framework, it is important to implement it
properly and to stick to it. It must be avoided to change the framework frequently because of huge
impact on the organization (Fonseca and Vieira, 2013).
The previous research had identified a set of mandatory and optional features used for security
testing applications (Fong et al., 2008; Black et al, 2008). This set will be used later on, as design
propositions, with high probability of incorporating them in the proposed research to see if they
could be applied to SME environment.
10

Moreover, the design of this master thesis’s artifact will use list of functionalities a test platform
should achieve revealed by a paper of Holm et al. (2011).
Given the fact that the intended output of this thesis is a testing platform there is an intention to
use the specific recommendations retrieved from the comparison of the most used vulnerability
discovery techniques (Austin and Williams, 2011, September).
Furthermore, since OWASP Top 10 Vulnerabilities cover a broad range of security issues, is not
easy to focus on all of them. So, it is recommended to focus on a small number of vulnerabilities,
for instance Cross-Site Scripting and SQL Injection. In this case, choosing these two vulnerabilities
is justified by the fact that they are not easily retrieved by security testing software (Bau et al.,
2010). This recommendation will be used in the later steps of this master thesis to limit the scope
of the research.
As a side note, half of the consulted articles are talking about developers’ level of security
awareness and how the developers could mitigate a founded security flaw. One reason why this
common theme is popular amongst papers ’authors was revealed by Antunes and Vieira (2012) sometimes “security is boring and uninteresting”. Therefore, there is a need to address the lack of
courses or training about secure design and coding or security testing in the computer science
programs.

2.3.1 Conclusion of the Literature Review
The objective of this review was to understand the current ’state of the art’ and asses the
literature
regarding implementation of MS SDL in SMEs to cope with OWASP Top 10
vulnerabilities.
As stated in the first chapter, testing application for finding security bugs comprise a lot of work.
This work is not easy to be done in Small and Medium Enterprises acting in the software industry,
because of lack of resources either human resources or money, making this process very
challenging.
Based on the review’s findings, below are the four facets which become visible:
-OWASP Top 10 vulnerabilities adoption as a part of security testing of application is a
good start in building more secure applications
-MS SDL is a good choice as a framework in addressing issues with security of the
applications
-OWASP Top 10 vulnerabilities could be addressed by any security lifecycle
-Implementing MS SDL and designing a testing platform to address OWASP Top 10
vulnerabilities is not easy for SMEs
Firstly, the idea emerging from reviewed articles is that even if an organization doesn’t have a
clear process for security testing, one first step would be to adopt either MS SDL or any other
security testing framework to address the OWASP Top 10 vulnerabilities and use them for the
development stages.
Secondly, it has been noticed that even though MS SDL is a quite comprehensive process for
including security in the software development process, this is not easy to be implemented due to
organizational factors, lack of understanding and costs.
Thirdly, MS SDL could be seen as a suitable candidate for vulnerability identification based on
OWASP Top 10 list.
Finally, when it comes to practical use of MS SDL to work against OWASP Top 10 Vulnerabilities
and apply this in a SMB, the literature mentioned one case study. In this case study the
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researchers have seen the utility of implementing MS SDL, but they recommend tuning up MS SDL
so that it answers better to SME’s expectation and resources.
The review highlighted that there are plenty review papers focusing on OWASP Top 10
Vulnerabilities and MS SDL (half of the reviewed papers). Some research was done using design
research (one third of the reviewed papers) but not in the context of SME. There was only one
quantitative study and four case studies.
One important aspect was discovered during the literature review. This is related to security
awareness of software development communities. As a further work, one suggestion would be to
study how the level of security awareness could be improved in these communities.
Also, another direction of research would be to see if the security awareness should be a
continuous process or not.
A research opportunity exposed by the literature review could be focusing specifically on how SMEs
are adopting security testing frameworks, what are the potential issues they face and how they
mitigate them.
There is also a research gap regarding how SMEs are building more secure application by using MS
SDL framework and OWASP Top 10. The findings of this review revealed that there was no specific
research on this aspect. This could be seen as another recommendation for further work. This gap
will be addressed in this master thesis using Action Design Research (ADR) as a research
methodology.
ADR has been chosen because the review couldn’t find any previous research based on ADR,
concerning usage of MS SDL framework in the context of an SME to reduce issues caused by
OWASP Top 10 Vulnerabilities.
ADR uses specific design approaches and iterative cycles to get an IT artifact based on real-world
circumstances. Therefore, ADR was considered the most suitable research method to produce the
missing knowledge.
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3 Research Methodology
The third chapter of this thesis illustrates the research methodology used in the research work, the
reasoning for using it an, at the end, an initial mapping of the method’s tasks to the research’s
tasks.
The previous chapter highlighted the current state of the art regarding security testing of the
applications using MSSDL and OWASP Top 10. However, there was found no research in the
context of an SME. This is the knowledge gap which this Master Thesis tries to fill in. In order to
contribute to the knowledge and fill this gap, the research work done in this Master Thesis involved
a scientific method. This method is explained in this chapter.
Reflecting on the research topic, the case study research method was seen as a good approach for
this study. Case study concentrates on observing the existing situations from the real world
(Leedy and Ormrod, 2005). However, the aim of this research was to build, implement and
generate design knowledge (Sein et al., 2011) and not to observe.
Additionally, there were several factors to not adopt this as a research strategy:
limited connections to SMEs from the local market
language barrier due to a lack of knowledge of the local language, which is not English
This Master Thesis has the goal to implement a platform for testing applications against OWASP
Top 10 Vulnerabilities in order to solve the problem with SME’s resources shortage in the security
testing area. Since the goal was to build an IT artifact in an organizational context by a continuous
interaction with the organization, the research methodology employed in this thesis was Action
Design Research (ADR) (Sein et al., 2011).
Currently, the target organization of this research (namely SCAG) doesn’t have a systematic
process to test applications for security vulnerabilities. Some tests are done on a best efforts
approach. Additionally, there was an incident when it has been discovered that one web-exposed
application was found being vulnerable due to a security misconfiguration.
As long as this thesis outcome is to build an IT artifact to mitigate the above situation, ADR is
considered to be a suitable method, because:
is focusing on addressing a problem raised by a real – world situation in an organization
and
is aiming at building and evaluating an IT artifact to react to a class of problems which
includes the real-world issue
is seeking to produce new design principles.
A central point of ADR research methodology is to generalize the learning and extract design
principles applicable to a wider class of problems.
The spotted class of problems emerged from the literature review, grouping this research in the
area of application security testing for software development companies.
Using the ADR, the artifact will be modelled based on organization’s needs by building, intervening
and evaluate it in an interactive manner. In this process, ADR takes advantage of design principles
imported from DR. These design principles are going to be used in this research in order to deal
with a class of problems (Sein et al., 2011).
Action Design Research consists of four phases. These phases will be explained in the next section.

3.1 Methodology
The four stages of Action Design Research method are based on clear principles. Each phase has
several tasks (Sein et al., 2011).
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Stage 1: Problem Formulation
As soon as the researcher became aware of an existing problem, the stage 1 of ADR is set on.
During this phase there are six tasks to be followed:
-

Identify and conceptualize the research opportunity
Draw up the research question(s)
Identify the class of problems from which this problem is part of
Search and internalize the existing theoretical base and previous technological
advances
Identify and get in contact with the problem’s stakeholders and secure their
commitment
Once the above point is clarified, set the roles and responsibilities

This stage relies on two principles:
P1: Practice-Inspired Research – the knowledge generated by ADR has to have practical
utilization
P2: Theory-Ingrained Artifact – the output of ADR has to be evaluated through the lenses
of existing theories and literature
Stage 2: Building, Intervention and Evaluation - BIE
This stage is based on an iterative series of changes using the theoretical foundation and problem
formulation. The iterations are done up to the point when no cycle is needed anymore.
At this stage there are two approaches for this continuous process:
IT-Dominant BIE – when the first cycles of iterations are involving only the ADR Team
(researchers and practitioners). End-Users come into process in the final cycles.
Organization-Dominant BIE – this line of action involves the End-Users from the beginning
Organization-Dominant BIE comes into discussion when the artifact exists in the organization and
there is a need to innovate it. In this case the End-Users and Practitioners are involved from the
early cycles of this process. Below is the figure showing this continuum.

Figure 3: Organization-Dominant BIE (Sein et al., 2011, p43)
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On the other side, IT-Dominant BIE could be used in situations when the technology, business
process or IT artifact doesn’t exist in the organization. The first cycle of this approach is
concerning only the ADR Researchers and ADR Practitioners. The End-Users are involved only
when the 2nd cycle begins.

Figure 4: IT-Dominant BIE (Sein et al., 2011, p42)
The tasks associated to this stage are:
-

Find out the target of initial knowledge-creation
Choose one of the approaches mentioned above(BIE form)
Execute the cycles of the chosen BIE form and
Evaluate and run the cycles until there is no need to further cycles.

The principles used by this stage are:
P3: Reciprocal Shaping – the IT artifact influences the organization and vice versa
P4: Mutually Influential Role – continuous learning process from each other participant to
the ADR process
P5: Authentic and Concurrent Evaluation – the evaluation has to take place inside of this
stage and should not be seen as a separate stage. Evaluation in this stage is considered to
be one of the most important particularities of ADR. The evaluation has to be done by all
parties involved in the process of ADR.
Stage 3: Reflection and Learning
The third stage of ADR is a continuous stage which is running in parallel with the previous 2 stages
and it starts at the same time as Stage 1. The reason is that in such a way the research is not
supposed just to solve a problem, but it must contribute to the knowledge. It is critical that the
reflection will include information how all principles were followed in the previous phases.
There are three tasks concerning this stage:
-

Think about how the design and redesign went on during the project

15

-

Asses how the principles were followed
Analyze intervention results according to stated goals

The principle behind this stage is:
P6: Guided Emergence – this principle give special importance to the fact that all previous
principles need to be taken into consideration in the contribution to knowledge.
Stage 4: Formalization of Learning
The last stage of ADR has the following tasks:
•
•
•
•
•

Draw off the learning of the research into concepts for a class of problems
Present the outcomes and assessment to the practitioners
Highlight the outcomes as design principles emerging from the research
Point out the learning from the perspective of theories selected
Give a definite shape to the results for dissemination

The principle employed in this stage is:
P7: Generalized Outcomes – this principle focus on going from a specific situation to more
general aspect. This maneuver is considered as being another critical part of ADR. To this
move, ADR propose three levels: firstly, one should speculate on the problem and make
widespread observations; then, same has to be done for the solution and finally, extract
design principles from the design research results.
All these phases and principles are consolidated in the next diagram.

Figure 5: ADR Method (Sein et al., 2011, p41)

3.2 Mapping of ADR Tasks to the current Case
Below is a tentative of mapping ADR Tasks to the actual tasks in the current case. This has been
done using the help of the checklist listed in the Annex.
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Table 1: ADR Tasks mapped to the Case
ADR Stage

Stage Tasks

Mapped to:

ADR Stage 1:
Problem
Formulation

Task #1: Identify and conceptualize the
research opportunity
Task #2:Draw up the research question(s)
Task #3: Identify the class of problems from
which this problem is part of
Task #4: Search and internalize the existing
theoretical base and previous technological
advances
Task #5: Identify and get in contact with the
problem’s stakeholders and secure their
commitment
Task #6: Once the above point is clarified, set
the roles and responsibilities
Task #1: Find out the target of initial
knowledge-creation

Write the research proposal

ADR Stage 2:
Building,
Intervention
and
Evaluation

ADR Stage 3:
Reflection
and Learning

Task #2: Choose one of the BIE approaches
Task #3: Execute the cycles of the chosen BIE
form and
Task #4: Evaluate and run the cycles until
there is no need to further cycles.
Task #1: Think about how the design and
redesign went on during the project

Task #2:
followed

Asses

how

the

principles

were

Task #3: Analyze intervention results according
to stated goals

ADR Stage 4:
Formalization
of Learning

Task #1: Draw off the learning of the research
into concepts for a class of problems
Task #2: Present the outcomes and assessment
to the practitioners
Task #3: Highlight the outcomes as design
principles emerging from the research
Task #4: Point out the learning from the
perspective of theories selected
Task #5: Give a definite shape to the results for
dissemination
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Write the research proposal
Write the research proposal
Literature Review Section of
this master thesis
Seek for a formal agreement
from the SCAG’s management
team
Establish
the roles and
responsibilities matrix
Seek
for
a
management
agreement
on
target
application
Methodology analysis
Research findings section of
this master thesis
Research findings section of
this master thesis
Keep a log with all reflections
and
lessons
learned
throughout whole research
work
Keep a log with all reflections
and
lessons
learned
throughout whole research
work
Keep a log with all reflections
and
lessons
learned
throughout whole research
work
Use
the
reflections
from
previous stage to develop new
Design Principles
Present the newly emerged
Design Principles to ADR
Practitioners
Use
the
reflections
from
previous stage to develop new
Design Principles
Generalize the results
Generalize the results

4 Using Action Design Research in an SME context – the
case of SCAG
Chapter 4 is the part of the thesis where is shown how the research work was done, what was the
target company for this research, how the artifact looks like and what are the proposed design
principles, emerged from the reflections and lessons learned. Additionally, the usability for the
end-users of the artifact built was evaluated and the contribution to the ensemble was pointed out.
In the previous section of this Master Thesis, it has been pointed out that ADR will be employed as
research method. Also, it has been described the way this research is going to be conducted and
what are the reasons for this approach.

4.1 The Case Company
In the definition given by European Commission for SME, an organization could be categorized as
Small-Medium Enterprise as long as it has a turnover less than 10 million Euro and just a bit more
than 50 people (European Commission, 2003).
The target company of this research is an SME, named SCAG which has 60 people organized in
several departments. SCAG is a small and medium company which develops software for its client
portfolio. The company was founded as a private startup in the early 1990s, after a group of a few
IT enthusiasts discovered the increase demand of more industrial processes automation needed by
the traditional industry and manufacturers. Initially, the main focus was to develop, support and
troubleshoot software which addresses the need for company’s first major client.
Following the software industry’s trends, in the last years, SCAG started to develop also web based
solutions.
There are two departments taking care of company’s business. One is the software development
department which delivers software for company’s business partners and the other one is the
infrastructure department in charge with the server and network support. Also, this team is
responsible for installation, maintenance and troubleshooting of web applications hosted in house.
Answering to the demands for a better quality of the developed products, few months ago a team
of 3 people was recently employed for software quality assurance. In this context, application
security testing is a new concept for SCAG.
Given the fact that a platform for security testing of the software consist of a combination of a set
of tools following a specific, widely accepted security testing framework, the output of such
platform was aiming to improve the security of the delivered software, avoid any security holes
and address the needs of any community of developers.
The target company was very keen in adopting such solution to fix its potential security – related
issues. There was no budget allocated to this research project. The only resource used was the
researcher’s time. In such a way the long-time commitment task was fulfilled. The company has
seen this research work as a perfect opportunity to review and improve its software development
process.
This research focuses on using a security framework intensively used by Microsoft: Microsoft
Secure Development Lifecycle (MS SDL).
The literature review findings highlighted that MS SDL is not adopted easily as a security
framework by communities of software developers. Given this fact, the researcher decided to do a
presentation of this framework to ADR Team and SCAG’s management before starting this project.
This presentation was delivered in a special meeting. Actually, since MS SDL recommends a
training session before starting the implementation, this presentation aimed to cover this aspect.

18

Here is a summary of it (adapted after Microsoft, 2012):
•
•
•

•

•
•

•
•
•

MS SDL is a five phase lifecycle with three practices per each phase:
Requirements phase – which has as practices: establishing security requirements, create
bug bars and assess the security and privacy risks
Design phase – is an asset-centric phase, where design requirements are established,
surface attack is analyzed and threat models are considered as practices applicable to this
phase.
Implementation phase – points out that static analysis and unsafe functions write off are
proposed as practices. This is done incorporating security standards and checklists. During
this phase, MS recommends to use a set of recommended and approved tools, such as:
cl.exe, C# compiler, link.exe, etc.
Verification phase – aiming to do a dynamic analysis, fuzz testing and a review of attack
surface. This the preproduction phase, when the testing team is verifying the application.
Release phase – is the stage when the development team is preparing a plan for incident
response, check the final security and update the release archive. This is the production
stage.
Training part is a pre-requisite for the whole process
The last stage: Response – is the post-production phase and it is triggered only when an
incident occurs. The actions are executed using the plan established in the previous phase.
The diagram below depicts visually the framework:

Figure 6: MS SDL Diagram
•

Microsoft prepared a light, simplified flavor of this framework. This is recommended by
Microsoft for small to medium software development companies/teams.

The previous chapter described the research method. It has been observed a set of tasks per each
stage of ADR. The researcher decided to use this set of tasks because it seemed to be an option to
find the way through the whole research endeavor.
The overall project timeline is depicted in the next figure. This timeline highlights the major actions
and decisions, as well as the key reflections and lessons learned.
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Figure 7: Research Project Timeline
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4.2 ADR Stage 1 – Problem Formulation
Task #1: Identify and conceptualize the research opportunity
This aspect has already been clarified in the early stages of this master thesis.
AST is a hot topic today and becomes more critical for small software development communities
because they don’t have resources to address security vulnerabilities in their code or applications.
The literature review highlighted the knowledge gap in this area.

Task #2: Draw up the research question(s)
The research question leading this research was formulated in the first chapter of this paper. The
focus of the research question is on how SMEs mitigate security vulnerabilities listed in OWASP Top
10 by security testing their applications employing a well-known security testing framework such
as MS SDL.

Task #3: Identify the class of problems from which this problem is part of
As it has been already mentioned in the research methodology chapter, the identified class of
field problems materialized from the literature review, positioning this research in the area of
application security testing for software development companies.

Task #4: Search and internalize the existing theoretical base and previous
technological advances
The literature review chapter was done following a specific method (Okoli and Schabram, 2010).
The internalization of the literature review results was made through discussion of the literature
search.

Task #5: Identify and get in contact with the problem’s stakeholders and
secure their commitment
Getting the commitment was done during the kick-off meeting of this research project. The output
was formalized in an internal document signed by the company’s management.
It has been agreed that the name of the company will be anonymized in the final report of the
Master Thesis to protect the business.
The signed internal document was used in getting the resources for this work, either human or
technical.
A second meeting took place to explain in detail what this research is about:
the research process
the impacted area
what is the theoretical ground
what is the expected output and how it will help the company
what is the framework involved in the research
what are the targeted vulnerabilities
Also, during the meeting were identified the ADR team members. Here is the list:
•
•

The researcher – Application Security(AppSec) Junior Consultant
The practitioners – one is a senior software developer and the other one is the
Quality Assurance (QA) Manager.
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The End-Users are the two Quality Assurance (QA) Analysts.
Additionally, it has been established that in the next meeting a decision has to be made regarding
the vulnerabilities and applications which will be in the scope of this research.
The meeting protocol agreed between parties was to meet weekly on a regular basis. However,
exceptionally an ad-hoc meeting could be hold anytime when a showstopper could jeopardize the
project. Each meeting will be followed by a meeting minute which will be sent to each attendee.
This was done with the intention to allow attendees to reflect on what has been discussed and
come up with ideas, if any. Due to a geographically dispersed team (not all members in the same
physical location), the meetings were held via Skype.
Another very important point was made during the second meeting. This aspect was focusing on
how the artifact should look like. The management representative (Business Development Program
(BDP) Director) stressed out that the platform has to have a minimal set of procedures and
checklists as part of the documentation.

Task #6: Once the above point is clarified, set the roles and responsibilities
The table below maps the roles and responsibilities:
Table 2: Roles and Responsibilities
Role

Employee/External
Collaborator

Responsibilities
Mainly focused on working with the
practitioners aiming to deliver the ITartifact
The partners of the researcher, working
in close collaboration to deliver the ITartifact.
The recipients of the artifacts.

ADR
Researcher

Team

AppSec
Consultant

ADR
Practitioners

Team

QA Manager
Senior
Software
Developer
Two QA Analysts
One Software Developer
Business
Development
Program (BDP) Director

End Users
Management
Representative

Junior

The link between the ADR Team and the
management of SCAG and the sponsor of
this research work.

Then, the ADR team learned what the current Design Principles (DPs) are. The team was informed
that some DPs were found during literature review and another set of DPs emerged from technical
literature found on technical journals and technical whitepapers available online.
Table 3: Design Principles from Literature
Design Principles extracted from Literature Review
Design Principles found on technical journals and whitepapers
(Technical Design Principles - TDP)

4 (DP1 – DP4)
8 (TDP1 – TDP8)

In order to help the ADR Team and the management to take a decision on which vulnerabilities will
be in the scope of this research project, another meeting was held to explain what the current
vulnerabilities are, as listed in the OWASP Top 10 for the year of 2013(OWASP, 2013).
Table 4: OWASP Top 10
#
1

Name of vulnerability
Injection

Explanation
Includes SQL, OS, and LDAP injection and is due to
untrusted data sent to an application as part of a
command or query
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2
3

Broken
Authentication
Session Management
Cross-Site Scripting (XSS)

4

Insecure
References

5

Security Misconfiguration

6

Sensitive Data Exposure

7

Missing Function Level Access
Control

8

Cross-Site
Request
Forgery
(CSRF)
Using Components with Known
Vulnerabilities Components
Invalidated
Redirects
and
Forwards

9
10

Direct

and

Object

Occurs when authentication and session management
functions were not implemented correctly
Usually, this is happening when an application takes
untrusted data and sends it to a web browser without
proper validation or escaping
If the application exposes a reference to an internal file,
directory or database then, this could be exploited by
attackers and manipulate them to get to access
unauthorized data.
Occurs due to wrong configuration of security of each
component of the application, either software or hardware
and due to lack of security patching.
Attackers may exploit the weakness of a website and steal
identities, credit card details and other crime-related info.
If the application doesn’t secure properly the access level,
an attacker could get access to some level of access in an
unauthorized manner.
This kind of attack occurs when a vulnerable application
gets requests from an allowed user.
This could be because of unpatched systems/software.
This vulnerability may redirect users to phishing and
malware sites due to wrong or improper validation on the
trusted websites.

The meeting attendees were informed that the literature review recommends focusing on a specific
set of vulnerabilities because OWASP Top 10 covers a very large area of security issues. One paper
recommends aiming on Cross-Site Scripting and SQL Injection because these 2 vulnerabilities are
not easily discovered by scanners (Bau et al (2010).
A dedicated workspace was opened on the company’s intranet website (which is using MS
SharePoint 2007). The workspace was set as being the central repository for further work in terms
of documentation, procedures, and checklists. The reason behind this choice was that SharePoint
2007 could keep versioning and is flexible in terms of rights delegation.
Next activity was to identify problems which might be fixed by IT artifact of this research. In such
way the ADR team could draw up a list of criteria for filtering the tools for the platform and build
up the requirements for the platform. This has been seen as a natural next step.
After getting the criteria list and requirements, the team proceeded to set the goals of this
project.
Due to the busy work period caused by a new release for one of the most important software
developed by the company, it has been agreed that the ADR Team members will use the
discussion section of the workspace to list all identified problems related to this project. This
solution was chosen because it gave more flexibility and more time for reflection. A deadline of 1
week was set and at the end of the deadline the team reviewed the list of problem in a dedicated
meeting.
Here are the identified problems:
Table 5: Identified Problems at SCAG
No.
IP1
IP2

Description of the Identified Problem
Currently the software development cycles are not focusing at all on the security aspects of
the developed software.
Developers don’t feel comfortable with security aspects of the developed software due to
huge amount of work spent on functional requirements implementation.
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IP3
IP4
IP5
IP6
IP7
IP8
IP9

There is no guidance, checklists or procedures focusing on security, making the adoption of
security mindset even harder.
There is no employee designated to provide security advices to the developers and/or QA
Analysts.
No clear strategy how to incorporate the security testing in the current picture.
Only one security issue happened to be discovered so far. No one knows if any of other
SCAG’s applications faces same problems.
None of the SCAG’s employees is aware of how to react in case of security vulnerability
discovered in the company’s applications.
No clue if the security testing could be enforced via Team Foundation Server 2010.
The whole environment of SCAG is using Microsoft technologies and therefore all tools must
be Windows based.

The ADR Team met again to discuss the problems identified and to build up the requirements for
the platform. The management representative was required to attend the meeting because a
decision had to be taken regarding which vulnerabilities from OWASP Top 10 will be targeted.
Below is a summary of the meeting:
The requirements for building the platform for security testing are
•
The tools have to be Windows- compatible
•
The platform has to be able to provide penetration testing of web applications
•
The deliverables of the project have to be:
o Best practices
o Checklists
o A central store with tools and documentation how could be used
o Templates
o Action and Reaction Plans
o Reports(not compulsory at this stage)
•
The platform has to be able to be easily connected or embedded to Team
Foundation Server 2010 and in the current development process. If this is not fully
possible, the project has to come up with recommendations on how to close this
gap.
•
The platform must be hosted in the company premises. If needed, a set of
maximum 5 virtual machines could be used as resources for this work
Priority of this project was set to low, other projects/work will take precedence
No budget for buying applications/tools for testing
The application used for prototype implementation of the platform has to have the typical
architecture of any web-based application developed by SCAG. This means:
•
A web component
•
A database component
•
An application server
The focus of this prototype is on the following vulnerabilities:
•
SQL Injection ranked #1 in the OWASP Top 10
•
Cross-Site Scripting (XSS) ranked #3 in the OWASP Top 10
•
Security Misconfiguration ranked #5 in the OWASP Top 10
The reason for choosing the above three vulnerabilities were:
•
The literature recommendation for the first 2 vulnerabilities
•
The incident occurred previously with a SCAG application
After the meeting, a brainstorming session took place in order to set the goals of the project. The
ADR Team had to map the development process of SCAG to MS SDL phases:
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Table 6: SCAG Development Phases mapped to MS SDL Phases
SCAG
Development
Phase
New
application
development projectKick-off session

Microsoft SDL
Phase
Core
Security
Training

Functional
Technical
requirements

Requirements

and

Design

Design

Development

Implementation

Testing
and
User
Acceptance Testing

Verification

Putting
Preproduction
Production

Release
Response

in
and

and

Security Activity
-Secure
Development
Awareness Program
-Secure
Development
Policies
and
Responsibilities
-Security Requirements
-Security Usage Case
Rendering

-Threat Modelling
-Attack Surface Analysis
-Attack
Surface
Reduction
-Secure Design Review
-Secure Code Guideline
-Secure Code Reference
Card
-Secure Code Review
-Fuzz Testing
-Manual Security Testing
-Penetration Testing
-Incident
Response
Guideline
-Final Security Review

Project
Goals
and
Deliverables
-SCAG policy for secure
development(draft)

-Security
Requirements
Incorporation in functional
and technical requirements
-Security
Bug
Bar/Bug
Reporting Tool
-Threat Model Template
-Secure Design Review
portions of the Security
Scorecard finalization
-Static Analysis tools
-Review of the results
-Secure Code Review
-Tools for Fuzz Testing,
Manual security Testing
and Penetration Testing
-Incident Response Plan
-Security Scorecard

To sum-up, the project’s objectives were drawn up based on the defined goals and deliverable
listed in the table above are consolidated below:
Table 7: Research Project Objectives
No
OBJ1
OBJ2
OBJ3
OBJ4
OBJ5

Project Objective
Improve the quality of the SCAG’s products
Provide Guidance in Security Testing and Quality Assurance
Integrate and impose the security in the development phases of SCAG’s products
Potentially decrease the cost of fixing security issues
Build the employees’ proactive attitude by using Response Plans and Threat Modelling

To conclude on the description of this project’s output, the IT Artifact is going to be a platform
containing tools, documentation, procedures, checklists and policies for security testing of SCAG’s
applications.

4.3 ADR Stage 2 – Building, Intervention and Evaluation
Task #1: Discover initial knowledge-creation target
After setting up the first stage of BIE, the team had to decide which application will be used to
implement MS SDL.
As mentioned in the previous stage, the target application for MS SDL implementation has to be
web-based, with 3 layer architecture (Web, DB and Application Server) respecting the typical
SCAG’s applications architecture.
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One of the practitioners, member of ADR Team – the Senior Software Developer, came up with the
idea to choose an application which is in process to be developed and he was working on it at the
time of this research process. The application has a web component connecting to a database via
an application server. Moreover this application is connecting and interacting with other systems.
The ADR Team decided to evaluate the application against the criteria list suggested by the
management representative and cross-check these criteria against MS SDL recommendations.
Below is the table with result analysis of the criteria:
Table 8: Criteria Analysis
SCAG Management Suggested Criteria
Is it a web application?
Does it have a database behind?
Is using an application server to connect to the DB?
Is it constantly exposed to outside premises of the organization?
Does it interact with other systems/data sources?
MS SDL Criteria
Is it an application developed, used and deployed inside of the organization?
Is it going to be always online?
Is it designed to be online
Is it constantly exposed or will be exposed to outside premises of the
organization?
Does it interact with other systems/data sources?

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Here is a short description of the application:
•

•

•

•

The employees of SCAG used to use various means to keep an inventory of all
their contacts outside of the company. The data is sometimes redundant and there
is no capability to keep an accurate and up-to-date list of all SCAG’s contacts
The application will address this situation and will provide a web based interface
used by either internal or external users to centrally store or modify all contact
details of clients and suppliers of SCAG, authorities and other contacts.
The application has a web component which connects to an application server. The
application server processes the data and inserts it in the database. Also is
querying the database and presents the data to the web server for further usage of
the users.
Additionally there is a component pushing or retrieving data from other systems.

Task #2: Select or customize BIE form
As it has been explained in the previous research methodology chapter, there are 2 approaches of
BIE:
•

•

IT- Dominant, when the artifact is created and built in order to address a specific
problem. The output is shaped and reshaped to include all interventions through
very participative process involving all parties.
Organization-Dominant, is mainly used when there is already a source for
innovation and this source needs an improvement of it. The knowledge generated
by the enhancement is the goal of this BIE form.

IT-Dominant BIE could be used in situations when the technology, business process or IT artifact
doesn’t exist in the organization. The first cycle of this approach is concerning only the ADR
Researchers and ADR Practitioners. The End-Users are involved only when the 2nd cycle begins.
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Figure 8: IT-Dominant BIE (Sein et al., 2011, p42)
In the case of this research work, the IT-Dominant BIE has been adopted because there is no
platform to test applications developed by SCAG aiming to remove security vulnerabilities.
Therefore, in order to comply with this approach, the ADR actors were divided as shown in Table 2.

Task #3: Execute BIE Cycle(s)
Based on the fact that the initial knowledge creation target and the BIE form were chosen, the
ADR Team entered in the phase when the cycles of BIE had to be performed.
It has been agreed by all members that this task represents one of the most critical tasks in order
to reach the end of this project and to be able to deliver all deliverable agreed in the ADR Stage 1Problem formulation. To cope with this, the team met again and the task was split in several
subtasks:
•
•
•

Subtask 1: Research or search for security testing tools or suites based on criteria
list emerged in the ADR Stage 1 – Problem Formulation
Subtask 2: Build and Implement a prototype of the platform using MS SDL and
tools found in the previous subtask
Subtask 3: Asses the usability of the prototype platform

The reason for the split of the Task #3 in several subtasks was to follow the idea of breaking a big
problem, in this research case – the prototype implementation, in smaller parts in order to
properly focus on much easier parts in order to avoid disruptions.
Subtask 1: Research or search for security testing tools or suites based on
criteria list emerged in the ADR Stage 1 – Problem Formulation
To start searching for a platform the team used the report from Gartner (Gartner, 2013). The
diagram with the current players in the area of AST is following.
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Figure 9: Gartner Magic Quadrant for Application Testing Providers (Gartner, 2013)
Next step was to use the criteria emerged in ADR Stage-1 to evaluate whether the tools or
software suites comply with MS SDL and the research project requirements. Here is the summary:
Table 9: Criteria for Evaluation of Tools
No.
1
2
3
4
5
6
7

Criteria for software/tools evaluation
The tool/software suite has to be able to interconnect with Team Foundation Server.
The tool/software suite has to show penetration testing capabilities
The tool/software suite has to be have meaningful documentation to produce the project’s
deliverables: procedures, checklists, How-Tos
The tool/software suite has to be free, no budget allocated for any purchases
The tool/software suite has to be compatible with virtualized environment of SCAG(based on
VMWare)
The tool/software has to be able to fight against at least one of the 3 chosen
vulnerabilities(SQL Injection, Cross-Site Scripting and Security Misconfiguration)
Nice to have: a central place where all tools and documentation could be accessed.

After these preparations, the ADR Teams started to search on the Internet using the member’s
preferred search engine. The evaluation of tools was based on the information provided in the
features and description of the tools/software suite available on the vendor/producer website.
There were four search rounds, each round focusing on one of the quadrants (“Leaders”,
“Challengers”, “Visionaries”, “Niche Players”). The results of the search are reflected in Table 10.
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“Challengers”

“Leaders”

Table 10: Result of Search using Gartner Magic Quadrant
Vendor

Solution

License
Type

HP

HP
Fortify
Software
Security Center
IBM AppScan Enterprise

Commercial

#
of
meeting
criteria
None

Commercial

None

Veracode
WhiteHat
Security
NT Objectives

Cloud-Based Platform
Sentinal Platform

Commercial
Commercial

None
None

MS SDL compliant

NTOSpider
OnDemand(Cloud-based)
NTOSpider

Commercial

None

One
free
gathered for
Injection(NTO
Invader)

Qualys

Qualys
Suite

Cloud

Commercial

None

Online Qualys Free
Tools available, none
of them was retained
because
didn’t
match the criteria.

Cenzic

Cenzic Enterprise Cenzic
Cloud
HackAlert Suite

Commercial

None

Commercial
(Free trial)

None

Aspect
Security

Contrast Security

6 out of
7

MS SDL compliant.
Matching all criteria
used for evaluation.

Indusface

IndusGuard Web(CloudBased)
Penetration Tests for
SAP
QTest

Free only for
one user
Commercial
license
for
Enterprise
use
Commercial

None

Penetration Tool

Commercial

None

Penetration Tool

Commercial
(Free trial)
Commercial
(Free trial)

None

Penetration Tool

None

Free with few
features
enabled

5 out of
7

Free

5 out of
7

Commercial

None

Commercial

None

Penetration
Tool
focused on target
vulnerabilities
Burp
Suite
Free
Edition was selected
for next steps of this
research work.
The focus of this
application is outside
of this research work
Dynamic
analysis
tools
Static analysis tools

IBM

“Visionaries”

Armorize
Technologies

Virtual Forge

“Niche Players”

Quotium

Guard

Acunetix

Acunetix
Web
Vulnerability Scanner

Port Swigger

Burp Suite

N-Stalker

Quotium

N-Stalker
Application
Scanner
Seeker

Checkmarx

Checkmarx Cx Suite

Web
Security

Observations

tool
SQL
SQL

After collecting all the data, the ADR Team met again to discuss the results. The output of the
search was that all of the suites are either not free or are cloud solutions or are not following the
MS SDL. However, the team managed to get a few free tools, such as NTO SQL Invader and Burp
Suite Free Edition.
Even though is not free as enterprise solution, Contrast Security was marked as a good alternative
in case a budget will be allocated in the future. The reason behind this decision was because the
testing suite was matching most of the criteria and is also MS SDL aware.
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With this scarce amount of tools/suites, the ADR Team members expressed their fear that the
research project will not reach an end. Since it seemed that the project arrived to a dead end, it
has been proposed to set a reflection period of 2 days. After that an emergency meeting was
scheduled to analyze the situation.
During the emergency meeting the researcher agreed that insisting on firstly searching tools/suites
was a wrong idea.
The researcher proposed to move further to the next subtask. In such a way the project will not
get stuck and the search for tools could be run in parallel with implementation of MS SDL. The
team agreed to share this proposal with the management representative. After a time for
reflection, the team got the green light to proceed further.
Subtask 2: Build and Implement a pilot of the platform using MS SDL and tools
found in the previous subtask
Since all parties were on the same page and the management approved to move on, the work on
building and implementing of the platform started.
In order to do the implementation the need to breakdown this subtask in several steps arose
again. There were six steps to build the prototype. The steps were tailored using the mapping of
phases established in the Stage 1 of ADR (Table 6: SCAG Development Phases mapped to MS SDL
Phases).
Step 1 – Implementing the 1st phase of MS SDL– Core Security Training
The goal of this step was to deliver a draft policy which aimed to impose several security
guidelines for participants in a software de development project inside SCAG.
The policy is covering a minimalistic set of topics which is listed below:
•
•
•

Security compliance. Given the fact that SCAG is aiming to be compliant ISO
27005:2011, all SCAG’s applications are going to be compliant with this standard.
Secure coding. The applications have to be written to properly handle input
validation.
Secure design. Use certificates to secure communications between different
components of an application. Use logging to capture meaningful data, which is
going to be used for troubleshooting, investigation and support purposes. Stick to
a standardized authentication system either centralized or per each application.

The policy was sent for review to the management of SCAG.
From this draft policy the company will draw up the training plan. The security training and
awareness will be part of another project.
Step 2 – Implementing 2nd phase of MS SDL – Requirements. Do the Risk
Assessment
The ADR Team started this step with the assumption that the target application for this pilot has
unidentified risks. Therefore, a set of three activities were performed to assess the risks.
Activity 1: Perceive the business background of the application
Here is the checklist for this activity:
•
•
•

Who is going to use this application?
What is the authentication level needed for this application?
How this application interacts with other systems in the SCAG environment?
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•
•

Are there any reporting needs for this application?
What are the legal implications in case of a security issue?

Activity 2: Analyze the risks from the technical and business perspectives
During a brainstorming session the team identified the risks using the risk assessment
questionnaire adapted after Microsoft (2010). The idea was to determine the security impact and
to rank it. As source for assessment the team used the functional and technical specifications of
the target application.
The questionnaire had to answer to several questions. These questions where classified in the
following categories:
•
•
•
•
•
•
•
•
•

Users community
Data classification
Application capabilities
Development process control
Application architecture
Security issues
Privacy issues(optional)
Business impact in case of security breach
Legal impact on business in case of security breach

Activity 3: Rank the risks
With the identified risks from the Activity 2, the team proceeded with the ranking process. The
work was done via an Excel file used in Shared Mode.
Firstly, the risks where classified by their likelihood and impact. Below is the header of the table
used in this classification with a sample:
Table 11: Risk Classification
Risk Number

Risk Description

Risk #1

Injection of
bad
application database

data

into

Likelihood

Impact

Probable

Critical

Observations

For this activity the risks taken into consideration were the ones related to the vulnerabilities
agreed in the ADR Stage 1: SQL Injection, Cross-Site Scripting (XSS) and Security
Misconfiguration.
Then, the team agreed to use and adapt the risk matrix used in Gao (1999). This matrix was
chosen because it addresses the needs of this ranking process, moreover the company is already
using it for its IT Infrastructure Library system (especially incident and change management), so
the SCAG employees are already familiar with it.
The output of this matrix is shown below.
Table 12: Risk Matrix

Severity Level
Critical
Medium
Low
Information

Probability of occurrence
Frequent
Probable
I
I
I
II
II
II
III
III
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Occasional
II
II
III
III

Improbable
III
III
III
III

The risk level was established using the existing SCAG risk rating:
•
•
•

Risk Level I: whole business impacted and needs urgent and immediate actions
Risk Level II: the business is impacted partially and corrective actions are needed
to fix the affected applications
Risk Level III: no business or very low impact. Nice to be included in the next
software versions

After setting the ranking for risks the team added a new column to the risk classification table. The
new column aimed to highlight the mitigation actions:
Table 13: Risk Mitigation
Risk
Number

Risk Description

Likelihood

Impact

Risk #1

Injection of bad data into
application database

Probable

Critical

Observations

Actions
to
reduce the risk
Protect
against
SQL injection

The outputs of this activity were included into Functional Specifications and Technical
Specifications Templates, in order to achieve one of the goals of MS SDL Phase 2(as per Table 6:
SCAG Development Phases mapped to MS SDL Phases).
Microsoft introduced Security Bug Bars in order to ensure that the developed applications are
compliant with a minimal, decent level of security. The Bug Bars are considered as quality gates
and must be used for the whole development process (Microsoft, 2010).
Using the risk mitigation, the team mapped the security vulnerabilities in order to create a Security
bug bar.
The vulnerabilities targeted were the ones agreed in ADR Stage 1 (SQL Injection, Cross-Site
Scripting (XSS) and Security Misconfiguration).
The delivery of a Security Bug Bar was another goal of this research work. The document was
made available on the central store (SharePoint 2007 Workspace).
The Quality Assurance Manager came up with the idea to integrate the Security Bug Bar in the
Team Foundation Server in order to facilitate security bugs discovery. A search on the Internet
provided support on how to do this.
Step 3 – Implementing the 3rd phase of MS SDL – Design
After ranking the risks, the team started to work on the goals/deliverables of step 3, which were to
add Threat Modelling to the platform and to provide the guidance for Secure Design.
Given the fact that Threat Modelling was an almost unknown concept for SCAG, the team struggled
in understanding how it works.
Firstly, the team downloaded SDL Threat Modelling Tool and installed. The reason for using this
specific tool was because the SDL documentation recommends this tool. Another reason was that
it is free. However, before taking this decision, the team searched for other tools, such as: opensource tool called Trike and ThreatModeller from MyAppSecurity. They were dropped because the
open-source tool was crashing constantly and the other one is a commercial version (with an
estimated license cost of 5000USD), so is not free.
Plenty of time was spent to figure out how SDL Threat Modelling Tool could be used in the SCAG
context. The team members searched the internet; read the help and watched the available video
resources. A deadline of 3 working days was set. After the deadline, the team gathered in a
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brainstorming session to share the findings. The QA Manager showed to the team how the tool
could be used focusing on scenarios developed on top of the target.
Another tool proposed to be included in the platform was Microsoft Free Threat Analysis &
Modeling v2.1.2. The reason for adopting this tool in addition to SDL Threat Modelling Tool was
that is recommended by Microsoft to people without extensive security knowledge, which was the
case with the End-Users.
At this stage, another challenge arose and it was related to how the team will consolidate all tools
in one place, single stop location. One option investigated was to use Citrix XenApp and add
servers to the existing Citrix farm. Then, install the tools on the servers and publish the tools on
the web interface. In such a way, users could login to the webpage launch the application without
having the need to install it on his/her computer. To do this, a new set of licences was needed to
be bought.
Again the budget constraint blocked this idea and the chosen approach was to install a Terminal
Services farm using Microsoft technologies and use the Terminal Services Web Access to hold all
tools, documents and templates in one place (a dedicated web page).
The team used one of the virtual machines from the dedicated pools of virtual machines allocated
at the inception of the project. The server was running Windows Server 2008 R2 Datacenter with
default configuration.
Here are some screen shots:

1.

Terminal Services and Terminal Services Web Access components installation

Figure 10: Terminal Services Installation
2. The webpage where all tools were consolidated:

Figure 11: Terminal Services Web Access Page
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Since the 2nd goal of this step was to deliver Secure Design guidance, the ADR Team proceeded to
build up a draft document including basic security design requirements. This document was sent to
the management representative for a review. The intention of ADR Team was to get the
management board involved in this process since is more linked to SCAG core policy management.
To address the 3 target vulnerabilities of this project, the team included in the annex of the
document specific recommendations regarding:
•
•

•

How to fight against SQL Injection by using Security Runtime Engine from
Microsoft to protect against vulnerability #1: SQL Injection.
How to prevent XSS flaws by using Web Protection (Anti-XSS) Library and
CAT.NET (recommended by SDL Documentation) to avoid vulnerability #3: CrossSite Scripting.
How to harden a Server (Attack Surface Reduction) as an answer to vulnerability
#5: Security Misconfiguration.

To strengthen the guidance on Secure Design, the team installed and documented the usage of
Attack Surface Analysis tool, recommended by Microsoft. It has been stressed out that the Attack
Surface Analysis has to use the information gathered in the Risk Assessment done in the Step 2.
This is important because in such a way the application is evaluated from the user perspective.
Step 4 – Implementing the 4th phase of MS SDL – Implementation
Once the step 3 is done, having the threat models analyzed and attack surface assessed, the next
step is to focus on implementation.
Implementation and Design steps are having a similar approach, because both are focusing on
how the user behaves while using the software application. SDL documentation mentions the fact
that the implementation is the moment when the user is preeminent. In such a way the transition
from step 3 to step 4 is smoother.
The goal of this step was to deploy Static Analysis tools and to deliver a Secure Code Review.
To address the tools side, team installed the two applications from Microsoft: FxCop, CAT.NET and
documented the usage of them. The team agreed that these tools follow the agreed criteria in the
previous subtask.
For the Secure Code Review, the team decided to deliver a checklist and a set of best practices.
The two documents were published on the SharePoint 2007 Workspace dedicated to this project.
Step 5 – Implementing the 5th phase of MS SDL – Verification
The goal of this step was to deliver a set of tools to cover penetration, fuzz and manual security
testing. So, the step 5 began focusing on the required tools.
To achieve these goals the following applications were installed:
Table 14: Installed Tools for AST Platform
Tool Name
Tool Vendor
Testing Area: Penetration
NTO SQL Invader
NTObjectives
Burp Suite Free Edition

Port Swigger

SWAT

NetProtect AG

Testing Area: Fuzz
SDL
MiniFuzz
File

Microsoft

Observation
Tool identified during running Subtask #1(for
finding issues related to SQL Injection)
Tool identified during running Subtask #1(for
finding XSS vulnerabilities)
A free tool to address Directory Browsing
vulnerability, already used by SCAG
Recommended by SDL Documentation
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Fuzzer
SDL Regex Fuzzer
Microsoft
Testing Area: Manual Security Testing
AppVerifier
Microsoft
BinScope
Analyzer

Binary

Recommended by SDL Documentation
Recommended
by
SDL
(Dynamic Analysis Tool)
Recommended
by
SDL
(Dynamic Analysis Tool)

Microsoft

Documentation
Documentation

The team encountered issues while installing and configuring some applications.
For instance, the installation of AppVerifier was quite simple, however, the application is quite
demanding in terms of resources, because when running the application the whole amount of
memory was taken making the whole platform to be very slow.
To avoid this situation, the team decided to deploy two additional servers, configure them as
Terminal Servers and create a farm together with the old server. In such a way, there were added
more resources and the resource-demanding application was forced to run on a specific server.
There was some troubleshooting effort involved in this step because of some incompatibilities with
Terminal Services technology. To cope with that, the team used information from forums,
discussion boards (especially Microsoft TechNet) and blog entries.
The troubleshooting process was also hindered by the fact that being free tools, there was just a
very limited amount of official support available and the work was done mainly by using the
community knowledge on these tools.
Step 6 – Implementing the 6th and 7th phase of MS SDL – Release and Response
As soon as the goals of step 5 were achieved, the focus of the team moved to the last step of the
pilot implementation.
In order to establish the Security Scorecard, a set of metrics were identified in the context of the
target application. The team members agreed to adapt these metrics after the ones used in the
last audit conducted by SCAG to assess the network and server infrastructure. The reason behind
this decision was to keep the consistency. Additionally, the Security Scorecard was built using as a
model the scorecard already in place for the Infrastructure Team.
In 2006, SCAG developed an Incident Response Plan for Disaster Recovery and Business
Continuity. This plan is annually reviewed, updated and enforced by the management. The
Software Incident Response Plan, set as a deliverable for this step, was shaped using same
template as the one used before.
With the deliverable and goals achieved in the last step of pilot implementation, the ADR Team
finished this subtask and proceeded to the next subtask which aimed to evaluate the platform.
Subtask 3: Asses the usability of the pilot platform
With the platform implemented, the team asked the End-Users to start using it. The intention of
this subtask was to see if the artifact answers to the initial objective of the research project.
The End Users had to go through all tools, procedures and documentation in order to test how
secure is the target application. A step by step action list was written and the end-users had to
follow it to find the way out.
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The evaluation was done following several directions:
Table 15: Evaluation of the Platform for Security Testing
No

Evaluation Direction

Who?

How?

Output

1

Were all deliverables and goals
accomplished?

End-Users

Pass

2

Were all project’s objectives
achieved?
OBJ1
OBJ2
OBJ3
OBJ4
OBJ5
Threat Models evaluation

ADR Team
Management
Representative
Researcher’s Supervisor

Hands-on
workshop
Meeting
Evaluation
Meeting

Official document
sent
Meeting

Pass

3

SCAG’s Software Architect
3rd Party Company
Management Board

Pass

Evaluate
the
Incident
Pass
Response Plan and Security
Scorecard
The end users were asked to record their comments, strengths and weaknesses of the pilot
platform. The comments were recorded and presented in the next section: ADR Stage 3.
4

For the first direction of evaluation it has been agreed that defining beforehand the deliverables
and goals was a very wise idea, because in such way, sticking with the initial planning helped to
save plenty of time.
For the second direction, the team met with the sponsor of the project and researcher’s supervisor
to discuss the results.
During hands-on workshop each End-User was tasked to build at least one model. It has to be
noted that the feedback was very positive. The end-users recognized that Threat Modelling helps
enormously to discover potential security flaws.
Additionally, the reports produced by the tools while testing the target application were stored in
the dedicated workspace for further reference. This was done in order to help developers to fix the
found issues.
As part of the 3rd evaluation direction, the Threat Models were evaluated by the Software Architect
of SCAG and by a consulting company. The external party was involved in order to independently
evaluate the models. The work was done using consulting hours already bought by SCAG for other
projects remained unused.
The Software Architect involvement was needed due to his pivotal role in the software
development process in SCAG.
The Threat Models were set to be evaluated because they were identified by the team as being
very important for the whole process.
The Incident Response Plan and Security Scorecard were set to be reviewed by the management.

Task #4: Assess need for additional cycles, repeat if needed
As soon as the evaluation finished, a report with evaluation results was compiled and sent to all
stakeholders.
Basically, the practice of SCAG involves sending change requests to be approved and evaluated by
change management committee. The ADR Team decided to use same approach and a change
request was posted for the management review and approval.
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However, it turned out that the change was rejected and therefore, running any additional BIE
cycle was not justified. The rejection of the change request was based on two major issues:
-

the QA Analysts’ workload due to a new software release and associated testing cycles
lack of time and resources

4.4 ADR Stage 3 – Reflection and Learning
This stage occurred in parallel with the previous stages. So, the reflection and learning took place
throughout the whole work with the goal to show how the design developed and what intervention
was needed to finalize the research (as per principle P6 “guided emergence”).
Again, the tasks associated to this stage were used to complete this phase.

Task #1: Think about how the design and redesign went on during the project
While running the project, the reflections were collected in order to be further used to extract a set
of design principles.
The reflections and lessons learned are listed below.
Table 16: List of Reflections and Lessons Learned
Description
The company – SCAG – is a multinational, multi-language and private owned
organization. The members of the ADR team were coming from different
cultures, speaking different languages and behaving differently. During the
project run, there were difficulties in expressing their concerns, speaking up
or expressing their internal thoughts.
The English language was used as a communication language, however, some
members who were coming from the same country used to communicate in
their maternal language.
Due to large amount of work, some notes were recorded on the paper and
scanned. It was a way for complementing the meeting minutes, after some
chat or discussions during the lunch break.
Due to low priority assigned to this project by the company’s management,
there were situations when conflicts emerged because assigned team
members had to work on more important matters. These conflicts were
cleared with the help of the researcher’s supervisor. Therefore, involving her
also in the early stages of this project would have had a beneficial effect on
the project development.
The executive management support was crucial for the whole research work.
Searching for the tools/suites before implementing MS SDL was a mistake
which eaten plenty of valuable time of ADR Team. Better is to search for the
tools during each implementation phase of the framework.
Start of search for tools using, Gartner’s Magic Quadrant seemed to be
valuable because, it has been discovered that some suites are MS SDL
compliant, even though they were not for free. Therefore, with a small
financial support the implementation would have gone faster and less stress
would have been involved.
Provision enough hardware resources to avoid any shortage. With a good
planning, important time could be saved for the project.
Threat Modelling was seen initially as being too complex for the size of the
company. After seeing the advantages in discovering security threats, Threat
Modelling will be extended to other teams.
Security testing must be seen as a holistic approach in any environment.
Imposing security only in one area could not help the organization if all the
other areas are not having a strong focus on security.
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Type
Reflection

Id
R1

Reflection

R2

Lesson
Learned

LL1

Lesson
Learned

LL2

Lesson
Learned
Reflection

LL3

Reflection

R4

Lesson
Learned
Reflection

LL4

Reflection

R6

R3

R5

Security training has to be an ongoing process for all developers and testers.
The management has to include it in the management strategy. Security
adoption must be a company wide effort.
Security Bug Bars, seen as quality gates, must be updated and reviewed on a
regular basis to assess properly the potential issues for the SCAG’s products.
As a possible consequence, MS SDL has to be reviewed yearly.
A practical approach in the security training could be to focus how to build
secure code instead of contemplating security features.
The Incident Response Plan is a good approach, however, SCAG has to learn
from mistakes and a root-cause analysis must be included as an essential part
of the plan in order to learn from any future mistake.
Anxiety was expressed by the team members, after seeing that the search
strategy employed initially to find tools failed. Some people were saying that
the project will be aborted. That’s why is necessary to have the people
engaged fully in the work. Maybe the problems arise because of lack of
security knowledge.
Due to small size of the ADR Team (3 people), some MS SDL specific roles
and responsibilities were held by one person. This posed a huge overload and
there were security aspects overlooked.
Overall, implementing MS SDL is doable by someone without any experience.
However, the ADR practitioners were more in favor using a consulting
company to implement it, because in such a way the knowledge transfer is
more facile, SCAG employees doesn’t need to stress with such a project.
Lack of time compared to MS SDL complexity determined a simplistic
approach.
Running MS SDL implementation in parallel with a development cycle for a
product posed a huge pressure on ADR Team and development team.
All SCAG’s functional and technical design templates must have a section
dedicated to how the software could impact the security.
In the early stages of the project, the perception was that security is just a
time consuming. This resistance to change was addressed by involving all
stakeholders and by discussing the situation. New ideas emerged and people
felt their opinion is important.
Without a security testing framework the efforts spent on bug fixing may
impact the revenue of the business.
The checklist engaged in the preliminary map of the work for doing the
research, appeared to be very useful during the whole process.

Reflection

R7

Reflection

R8

Reflection

R9

Reflection

R10

Lesson
Learned

LL5

Reflection

R11

Reflection

R12

Lesson
Learned
Reflection

LL6

Reflection

R14

Lesson
Learned

LL7

Lesson
Learned
Reflection

LL8

R13

R15

Task #2: Asses how the principles were followed
Once the reflections and lessons learned were classified, the next step was to evaluate how the
principles were pursued.
From the literature review it was possible to extract four Design Principles. These principles were
successfully tested during “ADR Stage 2 – Building, Intervention and Evaluation” phase of this
research project. The Design Principles verified are listed in the annex.
It has to be noted that, additionally, there were other eight design principles surfaced from the
technical journals, whitepapers and technical documentation. These design principles were used to
give a shape to the prototype built.
From the reflections and lessons learned several propositions for design principles were extracted.
These proposed design principles are presented in the last stage of ADR.
The principles used by ADR research methodology and how they were used in this research, were
summarized in a table depicted later on in this thesis.
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Task #3: Analyze intervention results according to stated goals
The stated goals were defined initially after a meeting with all stakeholders. The general objectives
of the research project included also the goals and deliverables per each implementation phase of
MS SDL. In this way it was clearer what has to be achieved.
The intervention was facilitated by the active support of the executives involved in the research
process:
o
o
o

the management representative – BDP Director
one of the ADR practitioner – the QA Manager
the supervisor of the researcher – the Infrastructure Security(InfraSec) Manager

Their support was focusing mainly on some specific deliverables, such as: policies, guidelines,
plans and checklists. The major benefit of this continuous interaction between stakeholders was
that SCAG was able to revise and improve its security strategy.
It is important to mention that reflections, opinions and new ideas emerged from building,
intervening and evaluating the artifact showed to the management that security is not just a
budget consumer and is worthy to invest in wise solutions in order to avoid security incidents.
Therefore, the SCAG management got more knowledge in this specific area, learning and
internalizing the output of this research work.

4.5 ADR Stage 4 – Formalization of Learning
Once the previous stages were finished, it became obvious to go to the next stage and to formalize
the learning of this research. This stage has to generalize the outcomes and to achieve this it is
required to expand the accumulated knowledge from the research to a wider class of solutions for
the similar problems. In order to do this, the learning must be put in the academic context
focusing on main aspects revealed by literature review:
-

OWASP Top 10 vulnerabilities adoption as a part of security testing of application is a good
start in building more secure applications
MS SDL is a good choice as a framework in addressing issues with security of the
applications
OWASP Top 10 vulnerabilities could be addressed by any security lifecycle
Implementing MS SDL and designing a testing platform to address OWASP Top 10
vulnerabilities is not easy for SMEs

Following are the tasks associated to this stage and their output.

Task #1: Draw off the learning of the research into concepts for a class of
problems
By applying ADR to the context of SCAG, a prototype platform for AST was built and implemented,
addressing a business critical issue with the company’s developed software: mitigate specific
OWASP Top 10 vulnerabilities. With this prototype SCAG changed fundamentally its perception on
secure software development.
Given the above facts, the prototype is a typical instance of a wider class of field problems:
application security testing for software development companies.

Task #2: Present the outcomes and assessment to the practitioners
The outcome of this research was the 10 proposed design principles, which are listed in the next
section. While, the intention of getting design principles was to have a contribution to the
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knowledge, the security policies drawn from this project impacts the security strategy of a
software company.
Another contribution to the ensemble was the usefulness and usability for the end-users which was
evaluated previously and the feedback was positive enough to foresee a new project in the SCAG
context to build up a clear vision in term of security strategy.
Finally, the last contribution refers to a list of steps which could be consumed by the practitioners
or communities facing a similar problem. The list contains general steps, associated explanations
or guidelines and how these steps emerged: personal observation or literature. This format was
chosen because it gives practitioners more flexibility in building their plan for implementation and
could be easily customized.
The list of steps is attached in the annex.
The design principles, the security policies and the list of steps were presented to the practitioners
during a meeting. These documents together with the presentation were posted in the dedicated
workspace on the internal website. A survey was set using Google Forms to get the opinion on the
proposed design principles. The output of this survey is shown in the next section.

Task #3: Highlight the outcomes as design principles emerging from the
research
Following are the proposed Design Principles aiming to contribute to the knowledge in addressing
the class of field problems: application security testing for software development companies.
Table 17: The Proposed Design Principles
No

Proposed Design Principle

PDP1

Establish a clear link between framework implementation, security
training strategy and security awareness program. This has to be
aligned to business objectives.
Management involvement in the whole process is the key factor for
a successful implementation of a security framework.
Communication inside of the team and between teams is crucial.
Involve people from same cultural area, speaking a common
language.
Define, identify and establish clear roles and responsibilities. Use
security advisors, security officer and create the role of advocate in
the teams.
Do a proper planning of resources and asses the possible impact of
implementing a security framework for security testing of
applications
Development phases, security testing and quality assurance has to
be driven by a set of processes.
In order to standardize the development process and embed
security in it, it is necessary to integrate the security framework
with a service management standard (e g.: IT Infrastructure
Library)
A review calendar and review responsible have to be set in order to
keep up with the new challenges in terms of security vulnerabilities
and attacks
Set clear milestones for testing. Testing of implementation has to
be done gradually, and not to be left at the end. This will avoid any
additional rework.
Tie the tools to the objective of the security framework in order to
avoid spending time and money on useless tools.

PDP2
PDP3

PDP4

PDP5

PDP6
PDP7

PDP8

PDP9

PDP10
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Lessons
Learned
or
Reflection
R6, R7 and R9

LL1, LL2, LL3 and
LL7
R1, R2 and LL1

R11 and LL5

R12, LL6,
and R15

R13

R6, R12, R13 and
LL7
R5 and R14

R5, R6 and R10

R3 and LL6

R3, R4, LL8

The degree of acceptance as a design principle was analyzed using the information retrieved from
the survey run during previous task. The summary is in the next graph.

100%
90%
80%
70%
Agree

60%

Neutral

50%
40%

Disagree

30%

Don’t know

20%
10%
0%
PDP1

PDP2

PDP3

PDP4

PDP5

PDP6 PDP7

PDP8

PDP9 PDP10

Figure 12: Level of Acceptance of PDPs
The next two tasks of this stage, task 4(Point out the learning from the perspective of theories
selected) and task 5 (Task #5: Give a definite shape to the results for dissemination) are detailed
more in the next chapter of this thesis. Therefore they were skipped.
Next chapter of this thesis intends to discuss the research findings through lenses of the theory
involved in this thesis.
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5 Discussion
The 5th part of this thesis aims to discuss the findings of this research and relate them to the
theory. Also, it reflects on how the research method worked in the research context and
contemplates on how the project ran.

This research was conducted using Action Design Research methodology to answer the research
question defined in the first chapter of this thesis. The focus of the research question driving this
study was on how an SME software development company deals with security testing of developed
applications in order to avoid a specific set of vulnerabilities.

5.1 Reflections on the Findings
This study began with a review of the previous research in order to identify the state of the art
information regarding the topic of this thesis. The review highlighted that there are four aspects
concerning security testing of applications but nothing related to SMEs. This was considered the
gap of knowledge which was supposed to be filled by this study.
Previous research in the field of security testing has suggested four design principles for
implementation of a platform for testing security of the applications (Goswami et al., 2012;
Steven, 2010; Bau et al., 2010; Black et al., 2008). Additionally, in the design and implementation
there were eight other design principles extracted from technical journals, whitepapers and
documentation of the security framework (Kulp, 2013, April; Kulp, 2013, May; Sullivan, 2010,
March; Microsoft, 2012; Matsumoto et al., 2010; Practices & Patterns, 2005, September).
All initial design principles were verified and validated while running the ADR stages.
As mentioned in the end of previous chapter, task 4 and 5 of ADR Stage 4 from previous chapter
were included in this chapter, because it looked naturally to incorporate the learning from the
perspective of theories selected in the discussion chapter of this thesis.
The outcome of this research work proved that the goals initially set in the beginning of the project
were achieved and a set of 10 new design principles emerged.
The new design principles were revisited and categorized based on reflections and lessons learned.
The output was summarized in the table below.
Table 18: Categorization of New Design Principles
No
New Design Principle
Executive management support on security strategy adoption
NDP1
Align framework implementation, security training and security awareness program to
business objective.
NDP2
Management should be involved in the whole process to ensure the successful
implementation of a security framework.
Collaboration and employees’ behavior inside SMEs
NDP3
Establish a strict communication plan/strategy when a major change affects a multicultural environment.
NDP4
Define, identify and establish clear roles and responsibilities. Use security advisors,
security officer and create the role of advocate in the teams.
NDP5
Do a proper planning of resources and asses the possible impact of implementing a
security framework for security testing of applications
Acceptance of processes and standardization in SMEs
NDP6
Development phases, security testing and quality assurance should be driven by a set of
processes in a holistic approach.
NDP7
Integrate the security framework with a service management standard.
NDP8
Employ a regular review process of security testing platform.
Design and implementation of a security testing platform for applications
NDP9
Set clear milestones for testing of implementation.
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NDP10

Tie the tools to the objective of the security framework in order to avoid spending time
and money on useless tools.

Analyzing these categories, it is important to note that most of the retrieved design principles
(eight) are focusing on how an organization behaves when a large change occurs and how the
change is accepted. The remaining design principles are linked specifically to technical
implementation of the platform.
NDP1 and NDP2 are related to how the support of executive management could impact a
successful adoption of security framework and strategy for software development in a software
development company. Previous research recognizes the need of involving executive and senior
managers in building up a clear strategy for onboarding security (McFadzean et al., 2007). Their
engagement may be affected by each manager’s perception on potential security risks and their
appetite for security. In addition, a proper understanding of security usefulness by management
has a positive impact on the organization environment.
Managing a multicultural and multinational environment is always challenging and may pose huge
pressure on achieving organization’s business objectives (Perumal, 2010). The organization’s
leaders have to build an efficient communication channel between employees coming from various
cultures. It is critical for managers to adopt a more proactive approach in addressing any potential
issues related to multiculturalism (DeLancey, 2013).
NDP3 is establishing a minimum condition to have a good productivity in an organization where
the native language is not the same for all employees and the workforce is very diverse.
Alongside NDP3, NDP4 and 5 are requirements for building a good collaboration between all actors
participating in the security testing platform implementation.
During the project lifecycle there were opinions expressing their frustration regarding a change
which takes place without understanding the need of it.
For instance one of the participants (the Senior Software Developer) said: “Well, we all have
plenty of work to do and we are overloaded ... So, I really don’t understand the usefulness of this
security testing platform. For us, would have been more interesting to have a performance testing
instead of security testing.”
One of the end-users said that “Our perception is that this process will add more bureaucracy and
more paper work without any benefit…” (Approximate translation in English)
Perhaps these two opinions could be linked to the way people perceive a change in their working
environment, the resistance to change and how the management has to promote and sell the new
change.
Since this change is mainly related to software security area, one easy option is to prepare a clear
plan for a continuous communication between employees and leadership of the company and stick
to this plan throughout the whole change implementation.
Earlier research informs on the importance of having a proper planning of how the software
security-focused change will be adopted. This planning must have a communication plan, an
impact assessment, a clear delegation of roles and responsibilities and a security roadmap
(Steven, 2006).
Prior research in the security testing field recognized that metrics and threat modelling are
important in a software security framework implementation (Goswami et al., 2012; Steven, 2010).
Moreover, the management of the case organization recognized the benefits of using metrics,
because of transparent view on return on investment.
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However, the participants in this research work realized that security testing together with metrics
and threat models has to be integrated with development phases and quality assurance in a
holistic approach (NDP6). Otherwise, the security testing platform may remain an isolated island
and potentially die. However, adopting a holistic view such as enterprise architecture does is not
an easy task for an SME (Bernaert et al., 2014).
NDP7 and NDP 8 are focusing on processes adoption in a small organization. The literature
revealed that the security testing framework used in this research is not easy to be implemented
in small communities of developers (Kainerstorfer et al., 2011). Therefore, combining the security
testing process with IT industry-recognized, process-based, capability maturity models would
reduce the overhead of employees, even though that is initially challenging (Cater-Steel et al.,
2006).
As stated in previously, while eight new design principles (NDP1-NDP8) out of ten are spotlighting
the attitude of an organization when is facing a massive change in its strategy, the remaining two
principles (NDP9 and NDP10) are more technology focused.
NDP9 reveals the need to agree on a specific set of milestones in assessing if the security testing
platform works or not. In such a way, if there is any issue, that should be fixed at the time of
discovery. Otherwise, leaving the verification of the platform at the end may impact the adoption
of the platform because, if there are issues which need to be solved, the hand over could be
delayed and the organization could lose its confidence in the artifact.
In implementing a security testing platform, a very important role is played by the end-users (the
QA analysts in the case of SCAG). The participants realized that the end-users have to act as gate
keepers of each platform’s phase implementation by strictly following the milestones. A previous
research paper (Lipner (2004, December) observed that a security framework implementation
should include regular checks during the implementation.
Finally, the last new design principle, NDP10, is related to a key component of application’s
security testing platform: the set of tools. The market of testing tools may offer plenty of testing
tools. However, investing in tools which are either too general or too specialized without proper
criteria emerged from the objectives of a security testing framework could stress the allocated
budget. By reflecting on goals of security framework, a software development company could pick
up an optimal set of tools for security testing (Steven, 2006).
How could a security framework help SMEs to exclude vulnerabilities from
developed software?
In the wrap-up meeting of the research project, the participants expressed their comments
regarding how the employed framework supports an SME to eliminate vulnerabilities from the
applications.
The InfraSec Manager expressed his gratitude of having a security testing platform because all
efforts and time spent to fix a productive application will be reduced:”… we have seen in the past
that when the Infrastructure Team gets an application which was not enough tested, the risks are
transferred to our team and the costs fixing all issues are counted in our side.”
Moreover, the InfraSec Manager realized that Threat Modelling is going to be used in the systems
and network security assessment, because of its benefits:
“We consider the option to use Threat Modelling not only in the software development lifecycle but
also in the Infrastructure Team. It is a very powerful solution to avoid any security
misconfiguration”
On the other side, the BDP Director spoke about challenges in adopting and integrating a security
focused testing platform: “Even though this platform has a minimal set of tools, the policies,
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checklists and guidelines will help development team to integrate security more rigorously in the
developed code. It’s a good start and we contemplate for having another improvement cycle.”
Indeed, all participants complained about lack of time for implementation compared to MS SDL
complexity which implied a simplistic approach. Usually, such implementation may take couple of
months and involves the whole company or organization. Moreover, the process is driven by
consulting companies with plenty of experience from previous implementations (Cigital, 2010). The
consultancy’s prior experience could help the implementation by speeding it up.
It is generally accepted that SMEs have issues in sustaining and supporting a more secure attitude
running their business due to various factors, such as budget constraints, lack of security training
and security vision, low priority on the management agenda and so on (Ntouskas et al., 2012).
However, the research work done at SCAG was successful, managed to achieve its objective and
answered to the research question due to enthusiastic support form executives involved.

5.2 Reflections on the Research Work (How adequate was ADR for this
case?)
The research work was based on Action Design Research methodology as it was described in Sein
et al. (2011). The method is using a 4-stage approach with principles and tasks per each stage.
The approach used in this thesis, namely following tasks of ADR method, was found as being
appropriate for this work. The participants to this project agreed that following the tasks was very
good, because was similar to project management principles.
Indeed, the research team felt more comfortable by strictly following the tasks, because these
tasks were addressing each research step very clearly. This may be related to the participants’
technical mindset and due to short time to internalize a scientific research method. In the wrap–up
meeting, when asked, the QA Manager said: “... to me, ADR method has been seen as a project
management-like method to conduct the project work, but more in a scientific way.”
As part of the research effort, also, the principles of each ADR stage were followed by mapping
each ADR principle to the case. The mapping was done while running the project and the output
was summarized in the table included in the next section of this chapter.
Continuous interaction between all stakeholders is one of the characteristics of ADR. It has been
noted that this interaction helped in gradually changing the perception of the stakeholders on the
artifact and also its benefit. This made the adoption of the artifact a little bit easier.
Also, the collaboration facilitated the adoption of the artifact. The collaboration was done via
meetings, online collaboration using SharePoint workspace, lunch breaks discussions, ad-hoc
chats, mail exchange, brainstorming sessions and survey conducted using Google Forms.
Regarding the meetings, there were regular meetings for project status, one emergency meeting
when the project seemed to reach a dead end and a wrap-up meeting to reflect and discuss the
project post-mortem.
As mentioned in the previous chapter, this research project was assigned with low priority.
Therefore, there were situations when ADR team members had to focus on other projects,
jeopardizing this research. The help of researcher’s supervisor in resolving such conflicts was
crucial for the running of the project. Hence, one of the lessons learned was related to this
situation. So, perhaps would have been more beneficial to have the supervisor onboard of this
research from early beginning.
The participants recognized that would have been beneficial if end-users were involved from initial
stage of platform implementation, because the testing of platform would took place during the
implementation avoiding the pressure on the end of the project. To involve the end-users from the
beginning would have been possible only in a hybrid BIE form, combining the IT–dominant and
Organization–dominant BIE forms.
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The way the IT–Dominant BIE cycle was used in this research, is depicted in the below diagram.

Figure 13: BIE Cycle in the SCAG Context
The learning and reflection went in parallel with the whole research project and it was more linked
to the people’s preception on the work done. Each participant had the oportunity to express his
concern and to debate on his opinion. In such a way, the learning was faster because people could
understand better how the secruity framework employed in this reseach could be used. Moreover,
they had the feeling that their opinion count.
This continous feedback was also benefiaicial to extract meningful information for the new design
principles.
Altough the feedback received from the recipients of the artifact, the company management and
from participants to this research was positive, the general feeling was that certainly it is
necessary to run another BIE cycle to improve the artifact. The objectives of this future BIE cycle
would be to formalize and sign off the draft policies, to implement a bug reporting tool and to
analyze the emerged guidelines for further improvement.
To summarize, using the ADR method in an SME context was a successful action because it
contributed to change perception of the target organization on security testing of the developed
applications. This happened, firstly, by building and implementing an artifact based on a
continuous interaction between researcher, practitioners and the organization. Then, the artifact
was evaluated and accepted for further use. Then, the artifact was recognized as an ensemble
developed by the research team using as inputs the organizational needs. Finally, the findings
were generalized by admitting that the artifact is an instance of a wider class of field problems:
security testing of applications and by extracting new design principles for the class of problems
(Sein et al., 2011).

5.3 Mapping ADR Principles to the Case
This section summarizes the outcome of each ADR stage and principles. In the last column of this
table, is shown how the artifact emerged.
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Table 19: ADR Principles mapped to the Case (adapted after Sein et al., 2011, p51)
ADR Stage

Stage Principles

Summary
Principles

ADR Stage 1:
Problem
Formulation

Principle 1: PracticeInspired Research

There was a need to test the
security
of
developed
applications in a software
company
The theoretical base was
founded on the findings from
the literature review and
technical papers.
Lack of knowledge in the
area of security testing put a
lot of pressure on the team.
This required a review of the
work and a change in the
approach.
The ADR team was made of
two practitioners and the
researcher.
The full evaluation was done
by the end-users (SCAG’s
QA Analysts). Partially, the
artifact was evaluated by a
3rd party consulting company
and the Software Architect
of SCAG.
The reflections and lessons
learned helped in extracting
the new design principles
and to draw up a checklist
for community of builders of
such
artifacts.
The
organization
adapted
its
security strategy.
The
tools,
policies
and
checklists were considered
as
forming
a
whole
(ensemble).
Ten new design principles
emerged
and
the
implemented platform for
security
testing
was
recognized as an instance of
a wider class of field
problems.

Principle 2: TheoryIngrained Artifact

ADR Stage 2:
Building,
Intervention
and
Evaluation

Principle 3: Reciprocal
Shaping

Principle 4: Mutually
Influential Roles
Principle 5: Authentic
and
Concurrent Evaluation

ADR Stage 3:
Reflection and
Learning

Principle 6: Guided
Emergence

ADR Stage 4:
Formalization
of Learning

Principle 7: Generalized
Outcomes

of

Stage

Artifact
Problem perception:
No security testing
involved
in
the
testing cycle of the
developed
applications.

Alpha Version:
Iterations run to do
the initial design of
the platform.
Beta Version:
The
implemented
platform
was
evaluated
by
the
final users, testing
the
target
application
and
publishing
the
results for a further
review.
Emerging
Version
and Realization:
New
design
Principles
distilled
from
the
direct
observation of the
research work.

Ensemble
Version:
New set of design
principles, a new
management
strategy on security
testing and list of
steps
for
practitioners
were
part
of
the
ensemble.

5.4 Research Project plan and scheduling (How it has been done?)
For the whole running period of the project and for quick visualization a Gantt chart to highlight
the work structure was created, using an online tool found on www.smartsheet.com.
In the Gantt chart it has been used “Harvey Balls” to track the level of completeness of a task and
Red-Yellow-Green work progress indicator to track any possible issues with deadlines.
The work project was breakdown in major milestones. The milestones were dived in smaller tasks.
If the identified tasks were considered too big, they were subdivided in activities and steps. To
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each milestone a deadline was assigned. During the project run, the deadlines were strictly
followed in order to deliver the project output in time.

5.4.1 Conflicts and Solutions
To deal with conflicts a Possible Project’s Risks Log was created before the project kick-off.
This log included all possible situations when the project finalization could be jeopardized.
Situations like: sickness, holidays, time off for other reasons, and schedule conflicts with other
projects.
A mitigation action was added in order to help the researcher to react in a proper time and
manner.
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6 Conclusion
In the final chapter of this thesis, the research work is summarized by highlighting the
contributions to the knowledge. Then, the limitations are listed and at the end of the chapter
potential future research are proposed.
Quality of software applications is always impacted by lack of security or hidden security
vulnerabilities (Teodoro and Serrao, 2011, June). A vulnerable software could damage the
credibility of a software company translating this in financial loses or even company bankruptcy if
there are any legal implications of the exploited security breaches.
The focus of this research work was on proving that a software development SME can easily
address specific security vulnerabilities by using security testing. This was done by adopting and
making use of a platform for testing the security of developed applications. The built platform used
a security testing framework, which was the one developed, used and promoted by Microsoft:
Microsoft Security Development Lifecycle (SDL).
This study used Action Design Research methodology in order to build the security testing
platform. To build and implement the artifact there were four design principles retrieved from the
review of existing academic literature. Accompanying these four design principles, there were
another eight technical design principles fetched from the technical literature. All of them were
validated throughout the whole artifact’s implementation phase.
This research contributes to the knowledge by proposing 10 newly extracted design principles.
These ten new design principles were positioned in the context of existing academic literature in
order to legitimate them as credible design principles.
Furthermore, the research aimed at summarizing a list of steps which could be used by
practitioners in implementing a security testing platform for software. This list was validated by
the successful deployment of the platform in the context of target SME. Together with the security
policies and guidelines, these are the three practical implications of this research. In such a way,
the practitioners should be able to deal more easily with this kind of implementation projects.
Besides the above mentioned contributions, this study provides also knowledge to the academic
literature on AST from the research methodology point of view. As stated in the previous chapter,
using ADR is challenging in an SME context because a very small ADR team had to work hardly in
a very short timeframe to achieve the objectives of the research project. However, given the rigor
of ADR methodology and the fact that team members were used to project management, it was
easy to adapt to ADR method. This was possible because team members recognized plenty of
similarities between the ADR method and the project management.

6.1

Limitations of this research work

Firstly, there were limitations while doing the literature review. The constraints making the review
limited in terms of broadness and exhaustiveness were related to amount of information, lack of
access to some sources due to restricted access or access based only on payment, number of
people doing this review (only the researcher) and lack of time to look after some other sources
like books either printed or electronic version.
Secondly, the literature review was strictly based on English papers, although the search revealed
several articles in other languages (German, Dutch, Portuguese and Turkish). Even though the
papers were carefully chosen based on clear criteria, the research area is rather more broaden
than the picked articles, making this topic attractive for further research.
Thirdly, the research was done using a specific security framework based on the target
organization characteristics. Since the infrastructure of SCAG is purely Microsoft, MS SDL was used
in this research. So, the work was limited to this framework. Moreover, the tools used were
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compatibles only with Microsoft Windows operating systems. During the search on tools there were
found much more testing tools Linux-based.
Fourthly, the focus was mainly on three particular vulnerabilities. OWASP Top 10 contains
additionally seven vulnerabilities.
Another limitation is that the research was conducted in an SME, private owned, multi-cultural and
multi-lingual environment. The language barrier and cultural specifics made the communication to
be slow.
The last limitation is related to the limited experience of the researcher in doing such research.
This lack of competences was reflected in various stages of the research. The most stressful
situation was when it was needed to choose and customize a BIE form. The feedback gotten from
the thesis’s supervisor helped the researcher to make a decision and to pass over the issue.

6.2

Future work

The knowledge gap that was the basis of this research was related to the fact that there was no
information regarding how an SME deals with security testing of delivered software. This study
aimed to fill this gap.
However, only one study is not enough given the fact that the target organization was a multicultural environment. Therefore, one suggestion for further work would be to do this research in
an SME were employees share same cultural background and same maternal language. The idea is
to assess whether the implementation of the platform is more efficient or not in terms of
collaboration between team members.
The framework and the infrastructure used in the project was Microsoft based. So, another
research avenue would be to use another security framework, vendor free, on a mixed
infrastructure (e. g.: Linux and Microsoft).
Given the fact that this research focused on only three security vulnerabilities, another opportunity
for research would be to extend the platform to cover all OWASP Top 10 vulnerabilities.
Finally, a possible research could a case study focusing on one or several SME to understand what
are the factors contributing to adoption of an enterprise software security testing framework in an
SME.
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8 Appendix
Table 20: Checklist for Research Process
Research
Activity
ADR Stage 1:
Problem
Formulation

ADR Stage 2:
Building,
Intervention
and Evaluation

Question

Answer

Who is part of ADR Team?
Who are the End-Users?
Do we know which the Design Principles are?
What are the applications which are going to be
included in this research?
What is the level of awareness ref OWASP Top 10
vulnerabilities?
What are the vulnerabilities involved into this
research?
What are the defense measures which are going to be
used in this work?
Who is responsible for what? Draw up a basic action
plan for key activities and who is involved in this plan.
What criteria will be used for the search?
What are the goals of the project?
What are the deliverables?
What is the target application?
How to blend into the research the needs of
organization concerning design and implementation?
How all important aspects of design, implementation,
redesign, changes and potential issues will be
documented?
How all improvements will be included into the
research process?
Is the IT artifact working?
Are the end-users confident they could use and get
meaningful reports?
Is the artifact useful?
Is it efficient?

ADR Stage 3:
Reflection and
Learning

ADR Stage 4
Data Collection

Is it necessary to ask for an external company to test
the target application after the implementation is
done?
How the management sees the benefits from the
business perspective of having this artifact?
How the ADR processes, principles and tasks are
followed and what problems arise?
How the problems are going to be mitigated or fixed?
Which design principles are going to be followed,
which are not?
How reflections and lessons learned are going to be
recorded?
How the newly emerged Design Principles will be
presented to practitioners?
Focus groups with involved parties
Minute meetings of previous security –related
meetings
Discussion list on the internal MS SharePoint 2007 –
based intranet site
Email discussions
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Obs.

Evaluation
Phase
Evaluation
Phase
Evaluation
Phase
Evaluation
Phase
Evaluation
Phase
Evaluation
Phase

Surveys using Survey Monkey or Google Forms
website
Brainstorming meetings
Meetings with managerial decision makers
Design ideas coming from academic or practitioners
papers
Failed design situations to understand how to avoid
the mistakes happen in those situations
Notes from one-to-one chat with involved parties
Interviews, either semi-structured or unstructured
Notes on each design change, why the change
occurred, who took the decision, how stakeholders
were informed about changes, reasons for choosing a
specific solution and how that solution was adopted.

Table 21: Design Principles from Literature Review

No

DP 2

Where
was
found
Goswami et al.
(2012)
Steven (2010)

DP 3

Bau et al (2010)

DP 4

Black
(2008)

DP 1

et

al.

Description
Use metrics to measure the output of security testing
platform
Enforce threat modelling and usage of a Threat Modell
approach.
Focus on specific set of vulnerabilities. Do not include all
vulnerabilities. If there is a need to include additional
vulnerabilities, run the implementation again to address the
newly required vulnerabilities.
A set of requirements and features are needed for
penetration testing tools.

Table 22: Design Principles from Technical Literature
Technical
Design
Principle
TDP 1

Where was found

Description

Kulp (2013, April)

TDP 2

Kulp (2013, April)

TDP 3

Kulp (2013, May)

TDP 4

Sullivan (2010, March)

TDP 5

Microsoft (2012)

TDP 6

Matsumoto
et
(2010)
Microsoft (2012)

al.

While setting a policy for secure development use specific
and clear topics.
Assess the business background of the application. Analyze,
identify and rank the potential risks from technical and
business point of view.
Enforce threat modelling and usage of a Threat Modell
approach.
To ease the discovery of vulnerabilities, use security bug
bar and integrate it with the source code repository.
When choosing a target application one has to think as an
attacker. If the application is based on Microsoft
technologies, use proper applications.
Map Development Process Phase to MS SDL Phases.

Practices & Patterns
(2005, September)

When using Security Bug Bars, the security bug must be
classified using STRIDE
The Secure Code Review must include a checklist and best
practices to avoid code mistakes.

TDP 7
TDP 8
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Table 23: Step-by-Step List for implementing an AST platform
No

Step

Explanation/Guideline

Retrieved
from

1

Set the project goals

2

Understand
the
business and technical
environment

Kulp (2013,
April)
Personal
observation
Kulp (2013,
April)

3

Establish
a
measurement
framework
Define the criteria for
selecting the tools for
platform

Base this step on a continuous interaction with the
stakeholders. During this step, is important to
define roles and responsibilities, deliverables and
the lifecycle of the project
Use risk assessment to evaluate what the
organization needs. Agree with stakeholders which
application will be the target of initial evaluation of
implementation.
Meaningful metrics are needed to measure the
output of the implementation. The metrics could be
agreed at the beginning of implementation
This has to be done based on project goals, risk
assessment and specifics of the environment. Also,
take in consideration the awareness level of
employees in terms of security knowledge.
Establish a matrix with these criteria, which is going
to be used in the next step.
Follow the guidelines of the framework. If any tool
is involved search and implement it at each stage.
This is an important step to understand weaknesses
of developed applications.
Run a comprehensive evaluation. The organization
has to internalize the concepts of the platform, how
it works, and what are the benefits.
This is a critical step in order to succeed and the
artifact to be accepted by the company. The
company has to be able to see its usefulness for the
future and try to improve it.
Security is an ever-changing topic. Therefore, there
should be a strategy on how to review the whole
process, person/team in charge for this and how
often this process will be reviewed.

4

5
6
7

8

Implement the security
framework
Employ
Threat
Modelling
Evaluate
the
implementation

Setup a clear project
post-mortem strategy.
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Goswami et
al. (2012)
Personal
observation

Personal
observation
Kulp (2013,
May)
Personal
observation

Personal
observation

