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Abstract 

Cloud Computing has brought fundamental changes in the way IT Services 

are designed, implemented and generally perceived today. The very nature 

however of Cloud Computing, which is to provide data access to everyone, 

from anywhere in the world, creates many legal issues, including privacy, 

intellectual property, and jurisdiction to name a few. Those legal issues 

create an uncertainty to many potential Cloud customers, which prevents 

them from moving to a Cloud solution. 

 

The purpose of this study is to identify those legal issues, and in particular 

analyze the jurisdictional issues that arise from the Cloud’s usage in Greece 

and the European Union. We will address those problems in regards to the 

present Greek and European Legislation in order to create a level of 

certainty and a feeling of cloud “safety” to the potential Cloud customers 

in Greece and the EU. 

 

We used a systematic literature review to categorize and analyze all of our 

literature creating the Theoretical Framework. We also performed 

interviews and gathered results from questionnaires to confirm, update 

and enrich our theoretical framework. We used the mixed-method 

approach. 

On the basis of the results of this research, it can be concluded that the 

present Greek and European legislation can, in most cases, deal with 

jurisdictional issues within the E.U. There are however, some cases that 

need better clarification. It is therefore imperative that the E.U. legislation 

(and the Greek as a result) is updated, in order to minimize those problems 

and make people feel safer when using Cloud Services. 

 

Key words: cloud, cloud computing, jurisdiction, legal, personal data, law, 

applicable law, European Union, Greek Law 
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Abbreviations 

 

Cloud: Cloud Computing 

DP: Data Protection 

EU: European Union 

EC: European Commission 

EEA: European Economic Area 

IP: Intellectual Property 

LAN: Local Area Network 

WAN: Wide Area Network 

NIST: National Institute of Standards and Technology 

SaaS: Software as a Service 

PaaS: Platform as a Service 

IaaS: Infrastructure as a Service 

IT: Information Technology 

A29WP: Article 29 Working Party 

DPD: Data Protection Directive 

DPR: Data Protection Regulation 

EEA: European Economic Area 

SLA: Service Level Agreement 

T&C: Terms and Conditions 

Data Controller: They who define the purpose and the means of the data processing 

Data Processor: “dumb” performer 

Cloud: Cloud Computing 
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Chapter 1 

Introduction 
1.1 Background 

Cloud computing is without any doubt the nowadays’ “buzz” word and its 

evolution is one of the greatest achievements in the computing’s history. 

“Cloud computing” was coined for what happens when applications and 

services are moved into the internet “cloud.” Cloud computing is not 

something that suddenly appeared overnight; in some form it may trace 

back to a time when computer systems remotely time-shared computing 

resources and applications. [50, p. 2] 

If we ask people related to IT “What is Cloud Computing”, we are not 

really sure that we will take the same and proper answer back from 

everyone. Therefore there is no easy and simple answer to that. For the 

majority of people, it simply means accessing software and storing data 

somewhere outside of your premises. What is absolutely certain is that 

Cloud computing is the trend of our time. It exists almost everywhere. In 

any technology paper, magazine, Blog or Web Site, we will find a reference 

to Cloud Computing.   

1.2 Cloud Computing Definition 

There are many different definitions on what Cloud Computing is in the 

existing literature. NIST (National Institute of Standards and Technology) 

has the following definition for Cloud Computing: 

 

”A model for enabling ubiquitous, convenient, on demand network access 

to a shared pool of configurable computing resources (e.g., networks, 
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servers storage, applications and services ) that can be rapidly provisioned 

and released with minimal management effort or service provide 

interaction. In other words it allows data to be stored on multiple servers 

and to be accessed from any device connected to the Internet". [2, p. 2] 

 

The fundamental basis of the Cloud Computing is that it does not matter at 

all where the data is located; all it matters is that those data can be accessed 

virtually from anywhere.  

 

In simple words, Cloud Computing refers to a centralized computer, or a 

group of centralized computers commonly referred as “a server” 

interconnected through a communication network such as the Internet, an 

Intranet, a local area network (LAN) or wide area network (WAN). Any 

user who has permission to access the server can use the server's 

processing power to run an application, store data, or perform any other 

computing task. Therefore, instead of using a personal computer every 

time to run the application, the user can now run the application from 

anywhere in the world, as the server provides the processing power to the 

application and the server is also connected to a network via internet or 

other connection platforms to be accessed from anywhere. 

In our case however, we will try to keep the definition as simple as 

possible, in order to move forward to the legal and more precisely the 

jurisdictional issues which will be our area of research in this paper. 

According to Kyer & Stern: “Cloud computing is as a means of ensuring 

that your information is available to you anywhere you have internet 

access” [55, p. 1] 
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1.3 Cloud Computing Categories  

Cloud computing is categorized as follows [51]:  

 

• Private cloud - The whole infrastructure is owned and operated by 

the customer [51]. 

 

• Public cloud - The infrastructure is public and shared between 

different customers [51].  

 

• Hybrid cloud - This is a mix of a private and a public cloud, when at 

certain circumstances a customer can choose between the two [51]. 

 

 
Figure #1[51] 

Apart from the above categorization, Cloud Computing is also 

distinguished to the following 3 service models [52]: 
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• SaaS (Software as A Service)  

o It is the most widely used form of Cloud Computing. It 

provides customers the ability to use from their clients 

applications, often custom built, without the need of any local 

server, storage etc. [52] 

 

• PaaS (Platform as a Service)  

o It provides the customer virtualized servers on which they can 

run their applications, develop or even service their customer 

base without having to worry about hardware at all. [52] 

 

• IaaS (Infrastructure as a Service)  

o It is the same as PaaS but on a much higher scale, as it provides 

customers with raw servers used as standalone or clusters, 

typically giving he ability to the customer to build their own 

data centers. [52] 

 

 
Diagram #1[53] 
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1.4 Problem Definition  

 

1.4.1 The “Inevitable” Jurisdictional Issue 

The whole process of cloud computing is: the customer trusts the cloud 

provider with its data. The customer keeps using the cloud, thus creating 

new data/information while all this procedure takes place on the Internet 

using the technology (hardware and software) provided by the Cloud 

Vendor. “The Internet, almost by definition, implicates the laws of multiple 

jurisdictions. Which jurisdiction's laws will apply to information stored in a 

cloud, particularly in a situation involving a data breach, may turn on the 

type of user, the location of the user's computer, the location of the cloud 

provider's server(s), or some combination of these variables.”[54, p. 1] 

 

The whole complication regarding Cloud Computing begins from the fact 

that even the structure of a Cloud Provider is almost always complex. The 

headquarters can be located in one country, while the data centers can be 

located in multiple different countries which can result multiple 

jurisdictions. “By its very nature, cloud computing has the possibility of 

sending, storing and processing data in multiple jurisdictions” and has 

flagged the issue that “an ascendancy of the cloud model may even call 

into question the whole notion of data ‘ownership’ upon which much data 

protection is based”[55, p. 1]. 

Before we try to understand the jurisdictional issues, we need to first and 

foremost understand that Cloud Computing is an Internet service and as 

such it is bound to all rules, laws and regulations that govern the Internet. 

The Internet laws are a mix of local/national laws, foreign laws and of 

course International laws [55].  

From all of the above we understand that the jurisdictional issues in the 

cloud are actually unavoidable. 
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1.4.2 Cloud Computing uncertainty 

When it comes to jurisdictional issues regarding Cloud Computing, the 

whole area is quite vague and as an oxymoron very “cloudy”.  Despite all 

its benefits, cloud customers must consider the legal rights and 

responsibilities which are triggered simply by using the cloud, as James 

Ryan says [57].  

As the Science and Technology Options Assessment says:  “The difficulty 

of governing cloud computing due to the plurality of jurisdictions involved 

is well known and has been at the basis of discussions about the revision of 

data protection legislation both in Europe and internationally. Already 

before the recent events, there was an uncertainty regarding the provision 

of access of data to law enforcement agencies” [56, p. 8].  

 

It is clear to us from the existing literature and the research already done 

on the Cloud, from a legal point of view that the distributed nature of 

Cloud Computing, inevitably creates ownership uncertainty, which also 

leads to legal and jurisdictional uncertainty. “With information being 

stored and available “anywhere”, who has jurisdiction over it? Whose laws 

apply?” [55].  

 In a very interesting article on the Cloud, Lee says:” Just like clouds that 

constantly move from one place to another, cloud computing services 

constantly move data from one data center to another to maximize 

efficiency. However, certain jurisdictional issues will inevitably arise when 

data migrates across national borders, creating legal uncertainty for cloud 

computing providers” [58]. 

 

Therefore the logical customer’s question “Where is my data” can be very 

difficult to answer. If the client’s data is actually scattered across multiple 

data centers, how can you determine the exact location to know the 
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particular jurisdiction. This leads us to our problem, which also creates our 

research question. 

1.5  Research Question 

 

As we found out from the existing literature, in legal terms the distributed 

nature of the cloud causes legal issues and to be more precise jurisdictional 

confusion. This confusion creates a great level of uncertainty which 

prevents companies, potential Cloud customers, from using the Cloud 

itself. And this gives our research question: 

 

How and under which applicable law(s) is Cloud computing related - 

jurisdictional issues addressed in Greece and the E.U.?  

 

1.6  Research Purpose 

This research will try to identify the exact legal & jurisdictional issues in 

the area of the Cloud Computing. Using the existing literature we will 

establish the present theoretical framework. Local (Greek) legal experts in 

legal issues affecting the Cloud will be interviewed, in order to give us a 

“hands on” experience of the Cloud Legal issues in Greece. The interview 

questions are constructed in a way to give us answers on those issues. The 

results of our interviews along with our literature review will give us a 

clear view of the uncertainties surrounding the cloud, as well as all the 

possible solutions to them. Moreover we have distributed 20 

questionnaires, whose questions will be designed to determine the level of 

uncertainty and knowledge that companies have on legal & jurisdictional 

issues regarding the Cloud and how do those affect their work. In this 

research, a wide range of Laws related to IT and Cloud Computing will be 
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examined, in order to find out what can be done to solve the jurisdictional 

issues. In a few words this Research will provide an excellent guideline to 

existing or potential cloud customers who are concerned about its legal and 

jurisdictional issues, and want to know how to deal with them. It is our 

purpose to make the reader feel “safer” after reading our paper. 

1.7  Delimitation 

The amount of literature research on Cloud Computing and its legal issues 

is enormous. IT Laws, Cloud Laws, Privacy Laws are a few subjects to 

begin with, all of which could have been subjects of a different MSC Thesis 

by themselves. Therefore this research barely touches those topics and tries 

to focus, as much as possible, to the Jurisdictional issues surrounding the 

Cloud in Greece and the E.U. Another limitation is that we could only have 

an image of the Greek “reality” on our subject based on questionnaires that 

were handed out to specific companies. Even if we tried to have a variety 

of companies, so as to have a cleared view, these were limited to the 

companies to which we had access to give the questionnaires. Based on our 

literature review, interviews and questionnaires the most common and 

important legal & jurisdictional issues will be examined. 

1.8  Thesis Structure 

Our thesis begins with a brief introduction to the Cloud’s providing the 

reader with the Cloud’s definition as well as its types. We then move to our 

problem definition and of course, our research question. Chapter 2 of our 

research, apart from performing the necessary literature review, will try to 

give to the reader a good view on the existing Scientific Theory. Chapter 3 

explains the Research Method which we used, which is a mixed 

(qualitative-quantitative) approach, while Chapter 4 will embed the 

empirical gathered knowledge to our existing data, thus creating our 
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updated theoretical framework. We will finally analyze and data and 

discuss on the results.  

What we try to do in this whole research is build our own Theoretical 

Framework, using the existing Conceptual and Theoretical Framework 

from the existing literature. 

The structure, according to Gregory Herek should be: [25]  

 

1. A hypothesis statement or theoretical assumption (Jurisdictional & 

Legal Issues) on which the research is based.  The researcher should 

identify here the research purpose and limitations [25], in our case 

placing emphasis on the Jurisdictional Issues of the Cloud rather than 

all Legal Issues. This part is covered in Chapter 1 of our Thesis. 

2. An explanation on how our theoretical assumption is connected to 

the existing literature [25]. This is covered in our literature review 

(Chapter 2) and on its outcome which builds our Theoretical 

Framework (Chapter 2). 

3. The why and how of the research and how does this allow us to not 

simply describe the issue but generalize several aspects from it 

through observation [25]. This is covered in the Chapter 4 of our 

research, where empirical Data from Interviews and Questionnaires 

support our assumptions. 

4. A detailed explanation on the Research Method that is used, and how 

does this proceed from the theoretical hypothesis to the empirical 

hypothesis or theory [25]  (Chapter 3 & Chapter 4)  

 

A good view on what we followed as guidance for our research can be seen 

in the Diagram 2 bellow. 
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     Diagram #2 [59] 



Jurisdictional Issues in the Cloud in Greece and the E.U. 

MSc Thesis  Vasileios Koutsompinas - Nikolaos Lakoutsis Page 18 

Chapter 2 

Theory 
In this Chapter we will perform our literature review which will help us 

build our Theory, our current Theoretical Framework. 

2.1 Literature Review Method 

The Literature Review is extremely important for our research, as well as 

for any kind of research because: 

• It explains and describes how our specific research is related to 

existing literature 

• It clarifies the relevance of our research with the current literature, as 

well as its originality, what new does it offer 

• It creates our Theoretical Framework and gives justification to our 

Research method 

• It clearly shows how prepared we are to complete this research 

A detailed methodological approach is necessary in any kind of literature 

review [3]. In our review we have chosen to use a Systematic Literature 

Review (SLR) in order to identify valuable literature that it will help us 

solve our Research Questions. According to Fink’s definition of a research 

literature, an SLR review is “a systematic, explicit, and reproducible 

method for identifying, evaluating, and synthesizing the existing body of 

completed and recorded work produced by researchers, scholars, and 

practitioners”[4, p. 1]. Diagram 3 describes the SLR methodology in an 

actual visual way. 
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Diagram #3 [3] 
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2.2 Literature Review Purpose 

The purpose of this literature review is first and foremost to identify useful 

material, which will help us to identify the gap with regards to Legal and 

Jurisdictional issues in the Cloud. There is a lot of general discussion with 

regards to security in the cloud computing, but the legal matter has only 

lately started being touched in detail and especially the jurisdictional part 

that has to do with the differences between local and international laws 

and their effect on the Cloud hosted data and services. 

All of our sources included in the Assessment Criteria cover our purpose. 

Others in different aspects, others qualitative and others both qualitative 

and quantitative, but they all did. 

The basic criteria of choosing sources were: 

• To define what Cloud Computing is, how it works and its 

categories: Simson Garfinkel, (2011), Nist (2011), Dialogic 

Corporation (2010) 

• To address legal & jurisdictional issues on the cloud: WIPO 

Publication No 450E, Intellectual Property Licensing: Forms 

and Analysis, by Richard Raysman, Edward A. Pisacreta and 

Kenneth A. Adler, Gerald Dworkin (1973), European 

Parliament and Council, “Directive 2002/58/EC of the European 

Parliament and of the Council concerning the processing of 

personal data and the protection of privacy in the electronic 

communications sector (Directive on privacy and electronic 

communications) (2002), European Parliament and Council, 

“Directive 95/46/EC of the European Parliament and of the 

Council of 24 October 1995 on the protection of individuals 

with regard to the processing of personal data and on the free 

movement of such data,” (1995), European Parliament and 

Council, “Directive 97/66/EC of the European Parliament and of 
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the Council of 15 December 1997 concerning the processing of 

personal data and the protection of privacy in the 

telecommunications sector,” (1997), European Commission, 

"Proposal for a Regulation of the European Parliament and of 

the Council on the protection of individuals with regard to the 

processing of personal data and on the free movement of such 

data (General Regulation on data protection)," (2012), The 

Revisionary Greek Parliament, "Constitution of Greece” (2008), 

Greek Parliament, Law 2472/1997 (1997), Greek Parliament, 

Law 2474/1999: (1999), Greek Parliament, Law 3471/2006, 

(2006), Greek Parliament, Law 3917/2011 (2011), President of 

the Greek Republic, "Presidential Decree No. 47, (2005), Rhea 

Mathew, Vth Year Ba LLB Hon, Chasing the Clouds: 

Determining the legal issues surrounding Cloud Computing, 

Directive 2009/24/EC of the European Parliament (2009), C. Ian 

Kyer , Gabriel M.A. Stern (2011), Where in the World is My 

Data? Jurisdictional Issues with Cloud Computing, Science and 

Technology Options Assessment (2014), Potential and Impacts 

of Cloud Computing Services and Social Network Websites, 

James Ryan (2014), THE UNCERTAIN FUTURE: PRIVACY 

AND SECURITY IN CLOUD COMPUTING, Rocky T. Lee 

(2012), Cloud Computing In China: Implications Of A Complex 

Environment, 

• To be directlyrelated to our research questions: Kuner, (2009, 

Damon C. Andrews, John M. Newman (2013), W Kuan Hon, 

Julia Hörnle, Christopher Millard, Queen Mary University of 

London, School of Law Legal Studies Research Paper No 

84/2011, Dusko Martic, Online Dispute Resolution for Cloud 

Computing Services, Barry Reingold, Ryan Mrazik, Miriam 

D'Jaen (2010), CLOUD COMPUTING: WHOSE LAW 

GOVERNS THE CLOUD? (PART III) 
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2.3 Literature Review Search 

In order to find related literature we have used search engines such as 

Google scholar and literature.org. We believe that this was the most 

comprehensive search as nowadays everything is published on the 

internet. 

2.4 Literature Review Practical Screen 

At the beginning, due to the amount of documents and references we 

found, along with the ‘search text’ record, we also added the details below 

on the Search Table. This helped us screen for inclusion as well as to 

exclude literature that we thought it was not worth reading. The main 

screening criteria were: 

• Content: A document had to be specifically on the Legal & 

Jurisdictional Issues surrounding Cloud Computing and 

answer at least partly to our research questions. 

• Publication Language: It could only be in English or Greek 

which Nikos and Vasileios could understand. 

• Date of Publication: We wished to have a point of view 

even from some years ago, but preferably not before 2000. 

However in terms of legal information, we were forced to 

use references older than 2000, as there are still Laws which 

are valid for our case and are quite older. 

2.5 Literature Review Quality Appraisal 

All but two papers which were really general in terms of the Cloud 

Computing made it to our Quality Appraisal. The criteria were basically 

more or less the opposite of the ones in the practical screening.  
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2.6 Literature Review Data Extraction 

In this step we extracted specific data from all of our sources. We extracted 

the data which we find to be useful in our study. Some more, some less, 

however all are of significance, even if for example they did not fall under 

the Quality Appraisal category for the purpose of our research.  

2.7 Literature Review Synthesis of Studies 

Since we extracted information from all of our sources, it only makes sense 

that all of them were included in our synthesis, which is a composition of 

all bits and pieces used in order to actually make sense.  

2.8 Literature Review Methodology 

Our methodology choice was the Systematic Literature Review (SLR), as it 

offers an analytical review of all existing Cloud Computing related 

literature. It helped us identify and evaluate all current completed and 

recorded work by researchers and practitioners. 

In our SLR all of our sources’ material eventually became raw data which 

were analyzed and interpreted. All data that were used in our research 

were all respected in terms of ethics, meaning that we were very careful to 

not use any thought, opinion or analysis in a way in which the original 

author, researcher or scholar did not intend to do so.  

Finally, criteria for the inclusion or exclusion of material were strictly 

defined as this method requires. 

2.9 Literature Review Assessment Criteria 

Following the review, we have created Table 1 in order to help us define of 

what is usefully and what is not with the appropriate weight of the usage 

that we will do. 
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Citation Synthesis 

type 

Purpose Search Practical 

Screen 

Quality 

Appraisal 

Extraction Synthesis Writing 

Simson Garfinkel (2011) Qualitative  x x x x x x 

NIST, (2011) Qualitative  x x x x x x 

Dialogic Corporation (2010) Qualitative  x x x x x x 

WIPO Publication No 450E Both x x x x x x x 

Richard Raysman, Edward A. 

Pisacreta and Kenneth A. Adler 
Both x x x x x x x 

Gerald Dworkin (1973) Qualitative x x x x x x x 

Kuner, (2009) Qualitative x x x x x x x 

European Parliament and 

Council “Directive 2002/58/EC 

(2002) 

Qualitative x x x x x x x 

European Parliament and 

Council, “Directive 95/46/EC of 

the European Parliament (1995) 

Qualitative x x x x x x x 

European Commission, (2012) Qualitative x x x x x x x 

The Revisionary Greek 

Parliament (2008) 
Qualitative x x x x x x x 
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Greek Parliament, "Law 

2472/1997 (1997) 

Qualitative x x x x x x x 

Greek Parliament, "Law 

2474/1999 (1999) 
Qualitative x x x x x x x 

Greek Parliament, "Law 

3471/2006 (2006) 
Qualitative x x x x x x x 

Greek Parliament, "Law 

3917/2011 (2011) 
Qualitative x x x x x x x 

President of the Greek Republic, 

"Presidential Decree No. 47 

(2005) 

Qualitative x x x x x x x 

Damon C. Andrews, John M. 

Newman, (2013) 
Both x x x x x x x 

Rhea Mathew, Vth Year Ba LLB 

Hon 
Both x x x x x x x 

W Kuan Hon, Julia Hörnle, 

Christopher Millard(2011) 
Both x x x x x x x 
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Dusko Martic, Online Dispute 

Resolution for Cloud Computing 

Services 

Both x x x x x x x 

Directive 2009/24/EC of the 

European Parliament (2009) 
Qualitative x x x x x x x 

ARTICLE 29 DATA 

PROTECTION WORKING 

PARTY (2010) 

Qualitative x x x x x x x 

Steve McDonald, Legal and 

Quasi-Legal Issues in Cloud 

Computing Contracts 

Qualitative x x x x x x x 

Mark Vincent (2011) Qualitative x x x x x x x 

ARTICLE 29 DATA 

PROTECTION WORKING 

PARTY, Opinion 05/2012 on 

Cloud Computing (2012) 

Qualitative x x x x x x x 

Barry Reingold, Ryan Mrazik, 

Miriam D'Jaen (2010) 
Qualitative x x x x x x x 

C. Ian Kyer, Gabriel M.A. Stern 

(2011) 
Qualitative x x x x x x x 
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Science and Technology Options 

Assessment (2014) 
Qualitative x x x x x x x 

James Ryan (2014) Qualitative x x x x x x x 

Rocky T. Lee (2012) x x x x x x x x 

Table #1 

 

2.10 Literature Review Classification Methodology 

We need to end with the literature we actually need, and using Table 2 

above and below we came up with the final list of sources we will use as a 

Theoretical Framework of our Master Thesis. 

 

Case Papers 
Cloud General 

Information 
Legal Jurisdictional Applicable Law 

1 Simson Garfinkel (2011) 

Very good 

analysis of the 

Cloud. 

- - - 

2 NIST, (2011) 

Detailed 

Analysis on the 

Cloud. 

- - - 

3 WIPO Publication No 450E 
Basic Cloud 

Analysis 

Very Good 

Legal Analysis 

Very Good 

jurisdiction 

Analysis 

- 

4 
Richard Raysman, Edward A. Pisacreta 

and Kenneth A. Adler 

Basic Cloud 

Reference 

Excellent Legal 

Analysis 
- 

Basic Applicable 

Law mentioning 



Jurisdictional Issues in the Cloud in Greece and the E.U. 

MSc Thesis  Vasileios Koutsompinas - Nikolaos Lakoutsis Page 28 

5 Gerald Dworkin (1973) - 
Very good legal 

analysis 
- -. 

6 Kuner, (2009) 

Basic 

information on 

this issue. 

Very good legal 

analysis 

Excellent 

jurisdiction 

analysis 

Excellent 

Applicable Law 

Analysis 

7 
European Parliament and Council 

“Directive 2002/58/EC (2002) 
- 

Extensive Legal 

Information 
- - 

8 

European Parliament and Council, 

“Directive 95/46/EC of the European 

Parliament (1995) 

- 
Extensive Legal 

Information 

Extensive 

Jurisdictional 

Information 

Extensive 

Applicable Law 

Information 

9 European Commission, (2012) - 
Extensive Legal 

Information 

Extensive 

Jurisdictional 

Information 

Extensive 

Applicable Law 

Information 

10 The Revisionary Greek Parliament (2008) - 
Extensive Legal 

Information 
- - 

11 

 

Greek Parliament, "Law 2472/1997 (1997) 

- 
Extensive Legal 

Information 
- - 

12 Greek Parliament, "Law 2474/1999 (1999) - 
Extensive Legal 

Information 
- - 

13 Greek Parliament, "Law 3471/2006 (2006) - 
Extensive Legal 

Information 
- - 
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14 Greek Parliament, "Law 3917/2011 (2011) - 
Extensive Legal 

Information 
- - 

15 
President of the Greek Republic, 

"Presidential Decree No. 47 (2005) 
- 

Very Good 

Legal 

Information 

- - 

16 
Damon C. Andrews, John M. Newman, 

(2013) 

Basic Cloud 

Information 

Very Good 

Legal Analysis 

Excellent 

Jurisdictional 

Analysis 

Excellent 

Applicable Law 

Analysis 

17 Rhea Mathew, Vth Year Ba LLB Hon 
Basic Cloud 

Information 

Excellent Legal 

Analysis 

Very Good 

Jurisdictional 

Analysis 

Very Good 

Applicable Law 

Analysis 

18 
W Kuan Hon, Julia Hörnle, Christopher 

Millard(2011) 

Basic Cloud 

Information 

Excellent Legal 

Analysis 

Very Good 

Jurisdictional 

Analysis 

Very Good 

Applicable Law 

Analysis 

19 
Dusko Martic, Online Dispute Resolution 

for Cloud Computing Services 

Basic Cloud 

Information 

Very Good 

Legal Analysis 

Excellent 

Jurisdictional 

Analysis 

Excellent 

Applicable Law 

Analysis 

20 
Directive 2009/24/EC of the European 

Parliament (2009) 
- 

Very Good 

Legal 

Information 

- - 

21 
ARTICLE 29 DATA PROTECTION 

WORKING PARTY (2010) 

Basic Security 

Analysis 

Very Good 

Legal Analysis 

Excellent 

Jurisdictional 

Analysis 

Excellent 

Applicable Law 

Analysis 

22 
Steve McDonald, Legal and Quasi-Legal 

Issues in Cloud Computing Contracts 

Basic Cloud 

Analysis 

Basic Legal 

Analysis 
- 

Basic Applicable 

Law Analysis 
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23 Mark Vincent (2011) 
Basic Cloud 

Analysis 

Very Good 

Legal Analysis 

Very Good 

Jurisdictional 

Analysis 

Very Good 

Applicable Law 

Analysis 

24 

ARTICLE 29 DATA PROTECTION 

WORKING PARTY, Opinion 05/2012 on 

Cloud Computing (2012) 

Very Good 

Cloud Analysis 

Very Good 

Legal Analysis 

Very Good 

Jurisdictional 

Analysis 

Very Good 

Applicable Law 

Analysis 

25 
Dialogic Corporation (2010), Introduction 

to Cloud Computing 

Very good 

analysis of the 

Cloud. 

- - - 

26 

Barry Reingold, Ryan Mrazik, Miriam 

D'Jaen (2010), CLOUD COMPUTING: 

WHOSE LAW GOVERNS THE CLOUD? 

(PART III) 

- 
Good Legal 

Analysis 

Very Good 

Jurisdictional 

Analysis 

Good Applicable 

Law Analysis 

27 

C. Ian Kyer, Gabriel M.A. Stern (2011), 

Where in the World is My Data? 

Jurisdictional Issues with Cloud 

Computing 

Basic Cloud 

Analysis 

Good Legal 

Analysis 

Good 

Jurisdictional 

Analysis 

Good Applicable 

Law Analysis 

28 

Science and Technology Options 

Assessment (2014), Potential and Impacts 

of Cloud Computing Services and Social 

Network Websites 

Basic Cloud 

Analysis 

Good Legal 

Analysis 
- - 

29 

James Ryan (2014), THE UNCERTAIN 

FUTURE: PRIVACY AND SECURITY IN 

CLOUD COMPUTING 

Basic Cloud 

Analysis 

Good Legal 

Analysis 
- - 

30 

Rocky T. Lee (2012), Cloud Computing In 

China: Implications Of A Complex 

Environment 

Basic Cloud 

Analysis 

Good Legal 

Analysis 

Good 

Jurisdictional 

Analysis 

Good Applicable 

Law Analysis 

Table #2 
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So out of 30 of our sources (related to our subject), 3 of them were only 

enough to help us with our introductory part of this research, meaning the 

definition and types of cloud computing. 13 of them were also helpful in 

this part, but also had more information regarding the legal issues, which 

helped us form our problem description and research question in Chapter 

1. 

All of our sources apart from the two mentioned earlier (Simson Garfinkel 

(2011), & NIST, (2011) included legal information or analysis, others basic 

others extensive, which helped us a lot to create our Theoretical 

Framework. 14 out of the 30 included jurisdictional information or analysis 

which also gave a good basis for our Theoretical Framework and answered 

to our Research Question. Finally 15 out of the 30 had analysis on the 

applicable laws, which was an excellent addition to our Theoretical 

Framework, and were related directly to our Research Question. 

2.11 Related Work 

In order to create our Theoretical Framework, we used all of the references 

we mentioned above. Some of them were strictly informative in terms of 

definitions and laws, thus giving access to raw data, while others had a 

more critical view on the subject, helping us get a good idea how, 

according to literature, cloud related jurisdictional issues in Greece and the 

EU would be managed. For this reason we had to make a clear distinction 

of what we used and how in order to create our Theoretical framework. 

The most important of our scientific references are discussed in parts 2.11.1 

and 2.11.2. 

2.11.1 Raw Scientific References (Definitions, Laws) 

Our two first sources (Simson Garfinkel (2011), & NIST, (2011) provided a 

lot of general information regarding the cloud, of which we used a lot to 

create our cloud definitions and types in our introduction (Ch. 1). 
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A great deal of information was extracted from the “Directive 97/66/EC of 

the European Parliament and of the Council of 15 December 1997 

concerning the processing of personal data and the protection of privacy in 

the telecommunications sector,” [14]. This is the actual directive of the 

European Union including all of its Articles and legal definitions. 

Throughout this research it is broadly used and is specifically analyzed in 

the present chapter (Chapter 2). “Directive 2002/58/EC of the European 

Parliament and of the Council concerning the processing of personal data 

and the protection of privacy in the electronic communications sector 

(Directive on privacy and electronic communications)” [12].  This is an 

update to the existing DPD from 1997 which was issued on 2002 and is also 

used in the present Theory Chapter (2.12.7), while some of its parts are also 

used in other sections of our research.  

The “Proposal for a Regulation of the European Parliament and of the 

Council on the protection of individuals with regard to the processing of 

personal data and on the free movement of such data (General Regulation 

on data protection)"[15] is also a significant scientific source, as it includes 

the proposed future regulation which is supposed to fill in all the gaps that 

the existing DPD has left and might make people trust the cloud more (Ch. 

2.12.12). 

Of course a huge amount of raw data was provided to us by the Greek 

National Legislation (Ch. 2.12.10), which includes many of the Greek Laws 

and articles that have to do with privacy and jurisdictional issues in 

Greece. These (and not only) include the "Constitution of Greece” [16], 

Greek Parliament’s Laws: 2474/1999 [18], 3471/2006 [19], 3917/2011 [20] 

which were all very informative and gave us a clear view on the local 

Greek Laws in relation to the Cloud and the European legislation.  
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Finally as sources for many of our definitions, we used a lot the Wikipedia, 

The Law Dictionary and Law.com.  

2.11.2 Legal, Jurisdictional, Applicable Law & Contractual Scientific 

References 

Apart from the raw data which we extracted (2.11.1) there were some of 

our sources that had a critical point of view on the issue, this giving us a 

good source for jurisdictional issues that might actually occur and what is 

the way that they will be dealt with in the EU and under which applicable 

laws. All these helped us create part 2.12.12 of our Theory Chapter and of 

course were extremely influential in terms of composing our conclusion 

and creating our personal view on the research problem.  

W Kuan Hon [26] has written an excellent paper regarding the Cloud 

Jurisdictional issues in Europe, and more specifically he deals with the 

cases that fall under the current Data Protection Directive (95/46/EC). As he 

clearly says, his research “focuses on the applicability of the EU Data 

Protection Directive ('DPD') to cloud computing actors, and the jurisdiction 

of data protection authorities to regulate them” [26, p. 3]. According to this 

paper, the existing DPD had predicted almost 30 years ago the concept of 

remote data processing and this is the reason why it is still applicable 

today, however, his main issue is the “the lack of harmonization of the data 

protection rules of the Member States due to variations in the 

implementation of the DPD into national law” [26, p. 7]. Fortunately in 

Greece the DPD has been fully adopted and without great conflicts, other 

relevant laws however, as we found out during our interviews, need to be 

updated soon.    

 

The single most influential Scientific Source for this research however, is 

the “ARTICLE 29 DATA PROTECTION WORKING PARTY, Opinion 
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8/2010 on applicable law” [29], which has an excellent analysis on any issue 

that might arise in the EU and how this issues (under which applicable 

law) will be handled. This is extensively covered in 2.12.12 of our research, 

including diagrams that will help the reader understand better.  

 

Two more sources that were used primarily in order to clarify the 

Contractual Challenges in the Cloud, which will help resolving 

jurisdictional issues, were used. Mark Vincent (2011) mentions the Choice 

of Law clause that can be included in a contract, which in some cases can 

help jurisdiction dilemmas however, this is not so easy and some 

prerequisites have to be kept in mind [48]. Finally a great source that was 

used a lot in our contractual research regarding jurisdictional issues, is 

A29WP “, Opinion 05/2012 on Cloud Computing” [49], which officially 

addresses  Cloud Computing and advises existing and potential Cloud 

Customers on how to maximize their contractual cloud arrangements with 

the cloud providers. All the legal advice on the contracts applies to any 

cloud service within the EU which is therefore subject to the European 

Union’s Data Directive [14].  

2.12 Basic Terms – Theoretical Framework 

A Theoretical Framework refers to the part of a study which holds and 

supports the theory of a research. “It serves as the lens that a researcher 

uses to examine a particular aspect of his or her subject field. In other 

words, it elucidates or explains the rationale, justification or basis of the 

study.” [25, p. 1]  

This section is consisted of the existing theoretical legal framework, 

theories and definitions on the legal and jurisdictional issues that will be 

used to support our research. All these theories, definitions and criticism 

on our subject have been extracted from our literature review above. They 
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are the terms which were mostly used and we met in most of our scientific 

references, which are of course cited and stated in each one of them. 

2.12.1 Intellectual Property 

Intellectual property (IP) rights are the legally recognized exclusive rights 

to creations of the mind. [6] WIPO (World Intellectual Property 

Organization) defines Intellectual Property as: “Creations of the mind: 

inventions; literary and artistic works; and symbols, names and images 

used in commerce.”[5, p.3]  

2.12.2 Data Protection 

The UK in 1972 created the “Younger Committee” whose responsibility 

was to consider if there was a need for legislation which would protect the 

personal privacy of organizations as well as individuals. The committee’s 

report concluded that everyone’s greatest fear was that the government 

would create a huge super computer holding and taking advantage of 

everyone’s personal data. The committee recommended ten principles 

regarding computer usage, which would protect private data. That was the 

beginning [7]. 

In 1995 however, the most significant Data Protection Law was voted by 

the European Union. 'Directive 95/46/EC of the Council of 24 October 1995 

regarding the protection of individuals in regards to the processing of their 

personal data and the movement of those data. This directive plays 

extremely important role to ensuring that users can trust the electronic 

exchanges within the EU. It will be extensively discussed later in our 

paper.  
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2.12.3 Liability 

Legal liability is defined in The Law Dictionary as: “The state of being 

bound or obliged in law or justice to do, pay, or make good something; 

legal responsibility” [11]. 

 

As previously mentioned Cloud Computing nature makes liability very 

difficult to be clear. If you cannot know at any given time where the data is, 

it is also very difficult to know who has access to it and as a result who is 

liable. All this uncertainty gives us the logical question: “If the data resides 

in a country where local legislation contravenes the European Union’s 

Directive 94/46/EC, which is liable?” 

2.12.4 Jurisdiction 

Jurisdiction is defined as “the authority given by law to a court to try cases 

and rule on legal matters within a particular geographic area and/or over 

certain types of legal cases. It is vital to determine before a lawsuit is filed 

which court has jurisdiction” [10] 

The Internet itself has always been very vague regarding which laws 

applies regarding any illegal activity on the web. “As the global economy 

has become more interconnected and the Internet ubiquitous, jurisdictional 

conflicts involving States, private actors, and regulatory agencies are 

becoming increasingly common.”[8, p. 1] 

 

2.12.5 Copyright  

In the European Union the Directive 2009/24/EC of the European 

Parliament and of the Council of 23 April 2009 harmonizes the legislation 

between its member states. The Directive clearly states “For the avoidance 

of doubt, it has to be made clear that only the expression of a computer 
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program is protected and that ideas and principles which underlie any 

element of a program, including those which underlie its interfaces, are not 

protected by copyright under this Directive.”[28, p. 17] This means that the 

law will protect only the source code of the software and not the structure, 

the format or the idea surrounding it. This is clear and is also accepted in 

Greece as well as all of the European Member States. 

2.12.6 Applicable Law 

In most of the cases, jurisdiction and applicable law are exactly the same. 

There is however a distinction and there are cases when those two are not 

aligned. “In the area of data protection, it is particularly important to 

distinguish the concept of applicable law (which determines the legal 

regime applicable to a certain matter) from the concept of jurisdiction 

(Which usually determines the ability of a national court to decide a case or 

enforce a judgment or order)” [29, p.10] So in the European Union, if a 

member state has not incorporated as a local law the European Data 

Protection Directive (discussed next) there could be cases when the local 

courts take over jurisdiction over the dispute. This show how important is 

that the member states are compliant with all EU directives. 

 

2.12.7 Data Protection Directive 95/46/EC 

In the EU, the primary source for data protection regulation is the Data 

Protection Directive established in 1995. Greek Government “has 

implemented DPD since 1997. “Implementation Law 2472 on the Protection 

of individuals with regard to the processing of personal data - Entry into 

force: 10.04.1997” The Data Protection Directive is a European Union 

Directive, which regulates the progression of personal data within the EU. 

Its official name is:  “Directive 95/46/EC”, it is also a significant part 

European Union’s privacy and human rights legislation. 
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2.12.7.1 DPD Principles 

The right of privacy is the main goal if this legislation, which incorporates 

the following 7 principles: [9] 

1. “Notice - data subjects should be given notice when their data is 

being collected”[9];  

2. “Purpose - data should only be used for the purpose stated and not 

for any other purposes”[9];  

3. “Consent - data should not be disclosed without the data subject’s 

consent”[9];  

4. “Security - collected data should be kept secure from any potential 

abuses”[9];  

5. “Disclosure - data subjects should be informed as to who is collecting 

their data”[9];  

6. “Access - data subjects should be allowed to access their data and 

make corrections to any inaccurate data”[9]; and  

7. “Accountability - data subjects should have a method available to 

them to hold data collectors accountable for not following the above 

principles” [9]. 

2.12.7.2 Personal Data 

Personal Data is defined in the Article 2 of the Directive 95/46/EC: 

 “personal data shall mean any information relating to an identified or 

identifiable natural person  (‘data  subject’);  an  identifiable  person  is  one  

who  can  be  identified,  directly  or  indirectly, in particular by reference 

to an identification number or to one or more factors specific to his 

physical, physiological, mental, economic, cultural, or social identity.” [13, 

p. 39] 
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It is clear that that the DPD tries to leave an open field in terms of what 

personal data is, in order to be prepared for any legal issues.  

2.12.7.3 Data Processing 

Article 2 of DPD moreover, defines what Data Processing means: 

 “processing of personal data ('processing') shall mean any operation or set 

of operations which  is  performed  upon  personal  data,  whether  or  not  

by  automatic  means,  such  as collection,  recording,  organization,  

storage,  adaptation  or  alteration,  retrieval, consultation, use, disclosure 

by transmission, dissemination or otherwise making available, alignment 

or combination, blocking, erasure or destruction” [13, p. 39]. 

 

Here, the DPD tries to cover all possible means of processing of data 

including simply retrieving, editing or even destroying it, so as to make  

sure that any action on the personal data of any person is clearly defined 

and thus, can be legally protected.  

 

2.12.7.4 Data Controller 

Article 2 of the DPD gives us also an exact definition on what a “Data 

Controller” is: 

“(d)  'controller'  shall mean  the  natural  or  legal  person,  public  

authority,  agency  or  any other body which alone or jointly with others 

determines the purposes and means of the processing of personal data; 

where the purposes and means of processing are determined by national or 

Community laws or regulations, the controller or the specific criteria for his  

Nomination may be designated by national or Community law” [13, p. 39]. 
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2.12.7.5 Data Processor 

Now that we have identified what Data Controller is, we need to define 

what “Data Processor” is, which is also defined in the Article 2 of the DPD. 

“'processor'  shall mean  a  natural  or  legal  person,  public  authority,  

agency  or  any  other body which processes personal data on behalf of the 

controller;” [13, p. 39]. 

2.12.8 European Directive 2002/58/EC  

Apart from the 95/46/EC Directive, there have been 3 more Directives 

which were created as additions to the 95/46/EC Directive. 

The European Directive 2002/58/EC [12] on the "processing of personal data 

and the protection of privacy in the electronic communications sector " has 

replaced Directive 97/66/EC [14]. It uses the basic principles as described in 

Directive 95/46/EC [13] with rules related specifically to the 

telecommunications sector. However, the development of advanced digital 

technologies and Internet applications and services, imposed the revision 

of the previous Directive in order to cover the full spectrum of modern 

electronic communications. 

The fundamental articles of the Directive which are related to our research 

are: 

• Article 4: It addresses the issue of security of personal data, imposing 

the obligation taken by service providers, networks and all 

appropriate technical and organizational measures to safeguard 

security of its services [13]. 

• Article 5: It deals with the confidentiality of communications by 

prohibiting "listening, tapping, storage or other kinds of interception 

or surveillance on communications and related traffic data by 
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persons other than users, without the consent of the users concerned, 

except when there is legal authorization [13]. 

• Article 6: According to this article, the traffic data processed and 

stored by the provider of the network or any electronic 

communications service must be erased or made anonymous when 

no longer needed for the purpose of the transmission of a 

communication or the fulfillment of another legal purpose. The user 

should be informed by the provider of a service network relating to 

the type of traffic data which are processed and of the duration of 

this process, and must give their consent for any type of this private 

data processing [13]. 

• Article 15:  The Article 15 of the Directive , entitled " Application of 

certain provisions of Directive 95/46/EC " places restrictions on the 

rights and obligations defined by the Directive for those cases 

involving the preservation of national security, defense, public 

security, and the prevention , investigation, detection and 

prosecution of criminal offenses. For these reasons, the Directive 

provides for personal data storage for a specific period [13]. 

2.12.9 New European Regulation Proposal 

In the January of 2012 the proposal to the proposal for the "Regulation of 

the European Parliament and of the Council on the protection of 

individuals with regards to the processing of personal data and on the free 

movement of such data (General Regulation on data protection)" was 

handed [15]. This proposal is based on the Article 16 of the Treaty on the 

Functioning of the European Union (TFEU) which is the new legal basis for 

rules on data protection under the Treaty of Lisbon. 
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The proposed Regulation is based on the principles of Directive 95/46/EC, 

which it extends and complements, while when enacted it, will replace it. 

In addition, it clarifies the relationship to Directive 2002/58/EC on privacy 

and electronic communications. As noted, the motivation for adoption is 

the fact that "the scale of the collection and exchange of data has increased 

to a great extent, while the EU needs a comprehensive and coherent policy 

on the fundamental right to the protection of personal data. The current 

legal framework remains effective on its objectives and principles, but fails 

to prevent the fragmentation of the protection of personal data in the EU, 

and the widespread public perception that there are significant risks that 

relate specifically to online activity. 

 

The two major points of the proposal are: 

• It determines and strengthens the right of the person to whom the 

private data belong, to delete it at any given time completely. It also 

includes the obligation of the controller who published the data to 

inform third parties of the request of the person to delete any links or 

copies or reproduction of those personal data [15]. 

• It clearly defines the obligations of the controller are empowered by 

the principles of data protection by design and by default. This 

means that the controller must, both in determining the means of 

processing and at the same processing , implement appropriate 

technical and organizational measures and procedures so that the 

process meets the requirements of this Regulation and to ensure the 

protection the rights of the person to whom the data belongs [15]. 

2.12.10 Greek National Legislation 

Greece constitutionally protects as individual and social rights the rights to 

privacy and private communication. Specifically Article 9 of the 
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Constitution of Greece [16, p.24] states that “Everyone has the right to be 

protected from the collection, processing and use of their personal data, 

especially by electronic means" and makes certain that the protection of 

personal data is ensured by an independent authority. Moreover, Article 19 

provides as absolutely inviolable privacy of communications, but allowing 

the legal definition guarantees under which the judicial authority is not 

bound by this privacy for reasons of national security or for exceptionally 

serious crimes. It also provides the legal definition relating to the 

establishment, operation and responsibilities of the independent authority 

to ensure confidentiality. 

In regards to the harmonization with the European Union law, Greece has 

included into its national legislation all the EU directives described above. 

In this context, the Directive 95/46/EC came into force in April 1997 with 

the Law 2472/1997 [17] , whose purpose is to establish the conditions for 

processing personal data to protect the rights and fundamental freedoms of 

natural persons and in particular privacy [17] . 

 

Regarding the implementation of Article 28 of the Directive and Article 9 of 

the Constitution, this law was established as an independent public 

authority: Authority for Personal Data Protection (PDPA or ADAE in 

Greek), tasked with overseeing the implementation of the law and other 

regulations pertaining to protection of individuals from the processing of 

personal data and the performance in the case of the powers conferred. 

 

Regarding the protection of personal data in the telecommunications 

sector, the original European Directive 97/66/EC [14] was incorporated into 

Greek law by Law 2474/1999 [18], which by July 2006 was replaced by Law 

3471 / 2006 [19] which is an adaptation of the earlier relevant Directive 

2002/58/EC [12] . Purpose of the Law 3471/2006 is to protect the 
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fundamental rights of individuals and in particular privacy and the 

establishment of conditions for the processing of personal data and 

ensuring the confidentiality of communications in the field of electronic 

communications. Finally, law 3917/2011 [20] is the implementation of 

Directive 2006/24/EC and deals with the retention of data generated or 

processed in connection with the provision of publicly available electronic 

communications services or of public communications networks , using 

systems surveillance by taking or recording audio or video in public areas, 

and related issues . It provides a maximum time limit of 12 months from 

the date of communication, for data stored by providers on physical media, 

which are exclusively within the limits of the Greek territory. 

 

Finally, procedures in order to bypass the privacy of communications and 

defined by the Presidential Decree 47/2005 [21] in March 2005. Presidential 

Decree 47/2005 specifies the types of communication and the legal 

requirements, under which this privacy bypass may be requested from the 

service providers.  

 

2.12.11 Article 29 Working Party  

The Working Party on the Protection of Individual’s Personal Data is a 

body created by the European Union, whose main task is the interpretation 

of the Data Protection Directive. What it does is issuing recommendations, 

frequently asked questions – papers, and several other explanatory 

documents and analyses on all aspects of the DPD. The A29WP is 

composed of representatives of data protection legal authorities of the 

Member States, representatives of the European Data Protection Supervisor 

and representatives of the European Commission 
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2.12.12 Jurisdictional Cloud Issues 

Apart from giving us raw information regarding the existing legal 

framework and legal issues that arise from the usage of the Cloud, there 

were some of our sources which had a critical view on the matter, 

expressing their personal opinion on it. The most important, which were 

the main influences for our research will be discussed here. 

As mentioned many times in this Research, the legal issues and more 

specifically the Jurisdictional issues in the Cloud Computing usage mainly 

appear because of the distributed nature of the Cloud. The Cloud user 

might have access to their data; however it is very difficult to know where 

this data is located at the specific moment. Moreover, as W. Kuan Hon [26] 

says, “what appears, to the end user, to be a single cloud computing 

service, may in fact involve the combination of more than one cloud 

service, often using third party infrastructure. Cloud computing is 

effectively a form of outsourcing, at a variety of possible levels.”[26, p. 5]  

 

So what will happen in the case when jurisdiction is needed? What 

happens when an offense, a cyber-crime happens and it is difficult to know 

the exact data location? This is when the European Union’s Data Protection 

Directive is put into place. First and foremost, we have to understand that 

the present European Law is an EU “directive”, which means that it must 

be implemented into a Member State’s own national law, through 

legislation enacted locally. “This means that data protection laws may be, 

and indeed have been, implemented inconsistently in different Member 

States” [26, p. 6]. Fortunately, in our case as mentioned earlier, Greece has 

fully adopted the European Data Protection Directive.  

 

Jacob KOHNSTAMM the Chairman of the European Data Protection 

Working Party on 2010 issued his opinions and guidelines on the 
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applicable law and the cases surrounding it. This specific publication has 

been extremely helpful for our research and will be used and mentioned 

extensively [29]. 

 

The European Data Protection Working Party identified the following 

cases, which are also described in the diagrams below: 

 

2.12.12.1 Controller established in one or more Member States Diagram 

4. (1) a [29] 

 

In our first case, the controller has one or more establishments located in 

the European Union. There are two subcases however: 

 

• If the processing takes places in the same member state of the EU, 

the national law of the member state, the national law is 

applicable [29]. 

• If the processing takes place in another member state of the EU, 

national law of the other member state is effective [29]. 

 

For different cases we move on with Diagram 4. (1) b [29] 
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Diagram 4. (1) a [29] 

 

2.12.12.2 Controller established where Member State's law applies by 

virtue of   international public law Diagram 4. (1) b [29] 

In this (rare) case, the controller is established at a location where the 

member state’s national law is applicable by “virtue” of international law. 

But what does this really mean? There are external criteria from 

International Public law which may determine in specific situations the 

extension of the application of a national data protection law beyond the 

national boundaries. This may be the case where international public law 

or international agreements determine the law applicable in an embassy or 

a consulate, or the law applicable to a ship or airplane. In those rare cases 
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the applicable national data law will be determined by the international 

law [29]. 
 

 

Diagram 4. (1) b [29] 

2.12.12.3 Controller not established on Community territory but 

processing data through equipment located in a Member State Diagram 

4. (1) [c] [29] 

 

In this third case, we have (as in the first one) two sub-cases: 

 

• If the controller uses automated or non-automated equipment that is 

located in a member state, and the usage of this equipment is only 
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used for transit, the national law of the member state is applicable 

[29]. 

 

• In all other cases, when the equipment is not located in a member 

state, or it is located however it is not only used for transit, the 

national law of the member state is not applicable [29]. 

 

Diagram 4. (1) c [29] 

So what does the EU suggest to its member states (and Greece as well of 

course)?  Directive 95/46/EC on the protection of individuals with  

regard to the processing of personal data and on the free movement of such 

data requires Member States to restrict transfers of personal data to 

countries outside the Europe an Economic Area (EEA) to situations where 

the third country concerned ensures an adequate level of protection for 

such data. Where this is not the case, the transfer may not take place. [30]  
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In simple words, the EU union discourages end users and corporations to 

use Cloud Providers whose data centers are not located within the 

European Union and European Economic Area countries. “The 27 Member 

States are Austria, Belgium, Bulgaria, Cyprus, the Czech Republic, 

Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Ireland, 

Italy, Latvia, Lithuania, Luxembourg, Malta, the Netherlands, Poland, 

Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, and the United 

Kingdom. The three EFTA countries which are also bound by the Data 

Protection Directive, through being part of the EEA, are Iceland, 

Liechtenstein and Norway” [30, p. 8]. 

 

What does all this actually mean for the cloud end user or enterprise? Well 

in practice, in order to be safe and protected by the DPD, one should only 

use a cloud provider with its data Centre located within EU e.g. Amazon 

EC2: which gives you a choice of location (US East, US West or  

Ireland). 

 

A final interesting point that Steve McDonald makes is that the contract 

with the cloud vendor should be very carefully composed in order to 

protect the client’s rights in terms of a jurisdictional issue, or any issue 

whatsoever [31]. For instance, some vendor form contracts expressly 

reserve the right to store customer data in any country in which they do 

business. Others may not address the issue, but the vendors may follow 

similar practices nevertheless, on the (generally legitimate) theory that 

what is not expressly prohibited is thereby permitted. [31] While 

dispersing data around the globe can be beneficial in terms of backup and 

in some cases, data protection, it can cause a great deal of legal issues if 

such a case arises. It is therefore imperative to explicitly request in any 

contract that the client’s data are located in certain specified data centers.  
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2.12.13 Cloud Contracts (legal perspective) 

The contract terms in provider-client cloud contract are by default, in a 

standard contract written in favor of the provider and this makes sense, as 

the provider is the one who has usually created the contract and its terms 

in the first place. This is something we can easily find out, as it is made 

public through the provider’s web site in their “Terms and Conditions” 

part. As mark Vincent says, the most common contractual Term is the 

Choice of Law Clause, which most often defines as choice of law the place 

where the provider has its central premises [48]. This is an example of such 

a clause: 

“Any dispute relating in any way ... to products or services sold or 

distributed ... in which the aggregate total claim for relief sought on behalf 

of one or more parties exceeds $7,500 shall be adjudicated in any state in 

federal court in King County Washington, and you consent to exclusive 

jurisdiction and venue in such courts” [48, p. 5]  

 

Even though this is a contract for a company situated in the US rather than 

in the EU, it gives as a clear view on what happens if both parties (client-

customer) decide to include this cause in their law-abiding contract. In 

other cases, as the author explains, the choice of law can be the country 

where the client resides, and in some rare cases a third country, which suits 

both parties, can be defined as a choice of law country. 

 

In order to have a clearer view on the EU which our focus area however, 

we will use official European Union’s suggestions and directives. The 

Article 29 Working Party, advises the cloud customers: “Businesses and 

administrations wishing to use cloud computing should conduct, as a first 

step, a comprehensive and thorough risk analysis” [49, p. 2]. The greatest 
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part of the A29WP’s recommendations are focused on the client-provider 

as a controller-processor kind of relationship as defined in the EU DPD. In 

this context, the client has to be fully compliant to the local (national) laws 

which are based to the EU DPD. It also states that the cloud provider could, 

under certain circumstances, act as a data controller as well.  

 

The Working party in this paper addresses the following 14 specific issues 

that cloud consumers must take under serious consideration in their cloud 

contracts [49]: 

 

1. Details on the client’s instructions to be issued to the provider, 

including the relevant penalties [49]. 

2. Specifications of the security measures the provider must comply 

with including organizational measures [49]. 

3. Subject and frame time specifications, way and reason on processing 

personal data [49]. 

4. Exact specifications on the conditions for returning, erasing or 

destroying data [49].  

5. Inclusion of a confidentiality clause giving access to date only to 

authorized persons [49]. 

6. Obligation from the provider to support the client in facilitating data 

subject’s rights to access correct or delete those data [49]. 

7. Legal statement that the provider will not communicate data to any 

third parties unless there is a specific term authorizing this action in 

the contract [49]. 

8. Obligation of the provider to notify the customer of a breach [49]. 

9. Obligations of the provider to define the list all of the locations in 

which the data may be processed [49]. 
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10.  The controller has the right to monitor and the operator must 

cooperate [49]. 

11.  The provider is obliged to inform the customer of any relevant 

changes [49]. 

12.  The contract must ensure the logging and audition of any data 

processing operations [49]. 

13.  The provider is obliged to inform the customer about any legal 

request for the disclosure of their personal data [49]. 

14.  A general obligation by the provider to assure that its internal 

organization and data processing arrangements are compliant with 

the local and EU laws [49]. 

 

It is therefore clear that if the client takes under serious consideration all 

the above recommendations, their data and personal rights will be 

protected. By what does it mean for our research? What is the effect on the 

jurisdictional issues, if a client follows the contractual recommendations of 

the A29WP? Well clearly, if all those clauses have been included, a client 

can feel safe that once a legal or jurisdictional issue takes place, the law that 

will be applicable will be the EU DPD or the local national law of the 

member state, which will again be compliant with DPD.  
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Chapter 3 

Research Method 
This chapter describes the method used in this study. It will also provide 

an explanation on the tools used for both method and process of data 

collection and analysis. 

 

During the preparation of this study, and after reviewing the research 

methods available, it has become clear that each research method has 

advantages and disadvantages. The actual chosen research methodology 

has to do with the research question and how this can be answered with 

the best possible way. The research methods are often divided between two 

major methods which are the Qualitative and the Quantitative. According 

to Creswell (2003) [40], you can have mixed method approaches where you 

combine the advantages of both in order to get better results.  

 

Qualitative Research Method 

 ‘Qualitative research is characterized by its aims, which relate to 

understanding some aspect of social life, and its methods which (in 

general) generate words, rather than numbers, as data for analysis’ [33, p2].  

This method is usually used to answer various questions with regards to 

how individuals perceive things which are relevant to the specific research. 

As mentioned above the generating data from such a research method is in 

the form of words. 

‘Qualitative research is especially effective in obtaining culturally specific 

information about the values, opinions, behaviors, and social contexts of 

particular populations’ [60, p. 1] 
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However, as Sechrest & Sidani (1995) mention, “Opponents of this method 

argue, however, that due to its exploratory and open nature, it lacks 

scientific rigidity, i.e. the researcher employs subjective judgment at 

interpreting the findings, which might lead to biased or incomplete results’ 

[47, p. 78] 

 

Quantitative Research Method 

A quantitative research can be described as an ‘Explaining phenomena by 

collecting numerical data that are analysed using mathematically based 

methods (in particular statistics)’ [44. p. 1].  The quantitative approach 

helps to explain a phenomenon by focusing in the investigation to find the 

factors that drive a specific outcome. This method is ‘best suited to test 

specifically defined hypothesis and thus uncover and explain causal 

relationships and dependencies’ [46, p. 112]. 

 

Mixed Method 

For the purpose of this research a qualitative research approach seemed 

more appropriate at the beginning. However, when we continue further 

the analysis of this method, we argued that this should not be enough for 

this study, mainly due to the fact that collected data would not be enough 

for our conclusion. Another good reason was the criticism that exists 

already for this method and has to do with the luck of representation of the 

taken samples. This could have misleading information on the research 

which is crucial for this study. 

So, following some further reading a decision to use a mixed research 

methodology was made, which combines both qualitative and quantitative 

methods and will enable us to capture the best of both previous mentioned 

approaches. So, by using the mixed method approach we address the 
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problem from the individual perspective point of view as well as the more 

generalized view. 

 

The diagram below shows the steps which were conducted in order to use 

the mixed method study [40]. 

 

 

 
 

Diagram 5 [40, Chapter 17] 

 

According to the “National Center Brief” [35] some of the benefits of such 

method include the following: 

 

• ‘It increases the validity of your findings by allowing you to examine 

the same phenomenon in different ways’ [35, p. 5]. 
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• ‘It can result in better data collection instruments. For example, focus 

groups can be invaluable in the development or selection of a 

questionnaire used to gather quantitative data’ [35, p. 5]. 

 

• ‘It promotes greater understanding of the findings. Quantitative data 

can show that change occurred and how much change took place, 

while qualitative data can help you and others understand what 

happened and why [35, p. 5]. 

 

• ‘It offers something for everyone. Some stakeholders may respond 

more favorably to a presentation featuring charts and graphs. Others 

may prefer anecdotes and stories’ [35, p. 5]. 

  

The decision was primarily based on the fact that this method can produce 

an outcome which could have a number of different perspectives.  

In our study we argue that this method help to get a broader idea of the 

legal issues and how various companies or people feel about moving their 

data towards the cloud.  

Additionally, the collected data from the questionnaires and the interviews 

collected both numeric data (statistical approach of the answers) as well as 

text data (the interviewer’s feedback). So, by using this method will 

provide a better understand of the research problem. 

 

3.1 Data Sources 

As Taylor-Powell-Steel (1996) mentioned ‘The information source we select 

will depend upon what is available and what answers your evaluation 

questions most effectively’ [42, p. 1].  
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So, in order to find our data sources we first checked to find out what 

information is already available. By using our literature review and the 

theoretical framework we have identified our sources from existing data. 

 

The second important data source that was key in this research it came 

from a qualitative approach - the interviews. These interviews were 

performed on two Greek lawyers who specialize in privacy and 

jurisdictional issues. 

The last data source came from a quantitative method by using a survey 

(questionnaires) in order to get numerical data and be able to run some 

analysis.  

 

3.2 Data Collection Method 

 

3.2.1 Literature study and review 

Collection of data is never enough for a research. Therefore it makes more 

sense to make a start through searching for existing data that other 

researchers have already found. So the literature review sections analysis in 

more detail of how this search was made in order to identify useful 

material for this study. 

3.2.2 Interviews 

This method includes a discussion with relevant people who can help on 

the subject around the research question. ‘Interviews may be structured, 

with a set of questions requiring specific answers and may be completely 

open-ended. It involves different forms and can be involved only 

interviewee and the researcher’ [43, p. 64]. The interviews that were 

performed were structured in a face to face scenario.   
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The drawback of this method is the availability that needs to be found by 

both parties (the interviewer and the interviewee). 

The interviews were performed at the interviewee’s place of work and it 

was formal, meaning that we had to be formal dressed and arrive there on 

time. The type of interview was unstructured which is also known as in-

depth. The reason for this was mainly due to the fact that we had already 

read a lot of the existing theory and legislation and wanted to gain deep 

understanding on this matter, directly from the professionals. 

 

3.2.3 Survey 

A Survey is used to collect standardized information through structured 

questionnaires to generate quantitative data [42]. We have used 

unstructured survey such as questionnaires   in order to gather statistical 

data of how the companies in Greece feel about the current legislation 

when uploading their data outside of their premises and if they know or 

use cloud related services already. The information was kept private but 

we found this method a bit hard as people tend to forget this and leave it as 

a lower priority to do, which quite often is forgotten. So, the drawback of a 

survey is that you may never get an answer and you need to push without 

obviously pushing too hard and annoy the people who are supposed to 

complete the actual survey. 

3.3 Data Collection Constraints 

One main constrain of the data collected is that it is more applied in Greece 

and European Union, rather than internationally. Even though the 

literature collected is coming from all over the world, the qualitative and 

quantitative approaches were focused on Greek and EU companies and 

laws. Also, the existing literature is massive and we needed to narrow it 

down to only Legal and more specific Jurisdictional issues. The same 
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exactly applies to our questionnaires and interviews which were directly 

headed towards our subject area rather than a broader issue. 

3.4 Data Analysis  

In the data analysis, we have analyzed our empirical data and compared 

them with our Theoretical Framework in order to come to our conclusion. 

As described in our Research Method, our Data Sources are 2 interviews 

with specialized lawyers as well as input from 20 questionnaires that we 

handed out to different people. 

‘There is an important distinction between quantitative research and 

qualitative research. In quantitative research, the information obtained 

from the participants is expressed in numerical form. In qualitative 

research, on the other hand, the information obtained from participants is 

not expressed in numerical form. The emphasis is on the stated experiences 

of the participants and on the stated meanings they attach to themselves, to 

other people, and to their environment.’ [61, p. 2] 

By using the mixed method approach, our data consisted of both numerical 

and non-numerical so we analyzed first the numerical (questionnaires) and 

then we moved into the analysis of the interviews. 

3.4.1 Questionnaires  

In this part of our thesis we will justify why we selected our Questionnaires 

participants, why did we select the specific questions and finally discuss 

the results. The complete questionnaire with the given answers can be 

found toward the end of our thesis. 

Participants Selection 

While selecting the people to participate in completing our questionnaires, 

we tried to choose from a variety of companies but mainly from the IT or 

the Legal Department, so as to be “Cloud & Legal Specific” but also have a 

have a better view. We also tried to approach companies that have a high 
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likelihood to have adopted Cloud Services. We distributed 20 

questionnaires to people from 5 different companies who also have 

different positions. 2 of the 5 companies are in the Telecommunications 

Sector, 1 company is providing financial services and the last one is in the 

Health Sector. 

10 of the people work at the IT Department while the other 10 work at the 

Legal Department. All of the companies are situated in Athens, Greece. We 

tried to select a variety of companies in order to have a clear and realistic 

view in Greece. We also focused on people working on either the IT 

Department or the Legal Department, as they are the only ones who should 

be considered with any cloud related legal issues. 

Questions’ Selection 

In our questionnaire there were 16 questions. The first 2 were general, and 

tried to find out whether the users have already adopted Cloud Computing 

or not, and what kind of the Cloud do the use or intend to use.  

Moving on, we went straight to the point of legal disputes and jurisdiction, 

by first asking the participants whether they are aware of the current laws 

and regulations and how will they be put into place in case of an issue. We 

asked them questions specifically for the EU Legislation as well as the 

Greek Laws. We tried to get the “feeling” if they feel safe or not by the 

current National and European Legal Framework.  We tried to extract as 

much information as we could on whether they know where their data is 

located or not, and if they feel comfortable with it. Finally we tried to get 

feedback on their opinion regarding the legal harmonization between 

Greece end the EU. In the cases when a participant has not adopted the 

cloud and does not intends to and therefore is not aware at all of the 

subject, they were instructed to leave the answers empty. All of the 

answers and their outcome will be discussed in the next step.  
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3.5 Interviews 

 

Lawyers Feedback in regards to current theory 

In selecting the Lawyers we interviewed, we tried to find professionals 

who had worked with legal, jurisdictional and privacy issues in the past, 

and who could ideally have an experience in cloud services legal 

advisement. After our scientific research gave us answers on the European 

and Greek Legislation we wanted to get answers regarding the Greek Laws 

on privacy, confidentiality and jurisdictional issues, from real professionals 

who deal with it every day. 

We interviewed Mrs. Kolydaki and Mr. Michailidis both experienced 

lawyers, with previous experience in Internet Related Legal issues in 

Greece, and with Cloud Jurisdictional issues as well. 

Before going to interview the lawyers, we categorized our questions 

according to our Theoretical Framework, in order to see if it is confirmed 

and to what extent, and see what valuable empirical data can we add to 

our updated Theoretical Framework 
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Chapter 4 

Results & Conclusion 
4.1 Questionnaires Conclusions 

4.1.1 (Q1-Q2) 

Out of the 20 participants, 16 (80%) already use or intend to use the Cloud. 

10 out of those use (or intend to use) public cloud services, 4 hybrid and 2 

private cloud. It is clear that our first goal was successful. Most of the 

participants already use or intend to use soon Cloud Services, so they will 

be at a position to answer most of our following Questions. 

Question Yes No Partly Not Answered 

Adapted Cloud or 

intent to Adapt 

Cloud Services 

80% 20% 0% 0% 

Table #3 Cloud Service Usage 

Question Private 

Cloud 

Public 

Cloud 

Hybrid 

Which of the following 

types of Cloud Computing 

has your company adopted 

or intends to adopt 

10% 5% 20% 

Table #4 Types Of Cloud 

4.1.2 (Q3-Q4) 

Out of the 20 participants, 70% were aware of the DPD, while 60% were 

informed on the Greek legislation. This shows that the European DPD is 

quite well known among Legal and IT employees.  
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Question Yes No Partly Not Answered 

Aware of 

European 

Legislation 

regarding cloud 

80% 20% 0% 0% 

Aware of Greek 

Legislation 

regarding cloud 

60% 40% 0% 0% 

Table #5 DPD awareness in Europe and Greece 

 

4.1.3 (Q5-Q6) 

Out of the 20 participants, 65% say that they are aware of the possible 

jurisdictional issues that might arise from the Cloud usage. 50% believe 

that the current European Legislation is effective on protecting their data, 

while 40% are not sure about it (the rest 10% think that it is not effective). A 

quite big percentage seems to be aware of the jurisdictional issues, however 

only 50% believe that the EU laws will actually protect them. This comes in 

contrast to the 70% who are aware of the DPD however the rest 20% either 

believes that it is not effective, or do not know. The high percentage of 

uncertainty (40%) shows that even if DPD seems to work, people in Greece 

are not so sure that it will always protect them. 

Question Yes No Partly Not Answered 

Do you believe that 

the European 

Union’s Legislation 

is effective on 

protecting your 

data in the cloud 

50% 10% 40% 0% 
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Aware of 

Juristictional Issues 

that might arise 

from cloud usage 

65% 20% 15% 0% 

Table #6 European Laws and Juristicional Issues 

4.1.4 (Q7-Q10) 

When asking about data location, 40% said they knew where their data was 

at a specific moment, 40% did not know while 20% were not sure. 30% of 

our participants have a specific SLA which clearly defines where their data 

will be located, 20% do not while the rest 35% do not know. In the same 

context, 30% of the participant’s cloud data is located in the EU, 15% 

outside of the EU while the rest 35% are not sure. A big level of uncertainty 

of the whereabouts of their data is clear among the participants. It is 

however promising that 30% of them have specific SLA already while 30% 

have moved their data in an EU data center, meaning they are moving 

towards the right direction. 40% believes that the existing laws need to be 

updated, a fair result as even the EU has admitted that the present 

legislation needs updating.  
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Question Yes No Partly Not Answered 

When using the 

Cloud, are you 

aware where 

exactly your data is 

located at the 

specific moment 

40% 40% 20% 0% 

Do you have a 

specific SLA with 

your Cloud 

Provider, which 

specifies where 

your data will be 

located exactly 

30% 20% 35% 15% 

Do you have a 

specific SLA with 

your Cloud 

Provider, which 

specifies where 

your data will be 

located exactly 

30% 15% 35% 20% 

Table #7 Data Location awareness 
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Question Neutral Agree Strongly 

Agree 

Disagree Not 

Answered 

Existing laws 

regarding 

Cloud 

Computing are 

outdated and 

need to be 

updated soon 

25% 40% 20% 0% 15% 

Table #8 Existing Laws 

 

4.1.5 (Q11-Q13) 

Moving on to more difficult questions now, 50% answered correctly the 

case when you are using data (in Greece) which are located in another 

member state of the EU and the other state’s national law applies. 25% 

answered wrong and 25% did not know at all. In the question of whether a 

legal cloud related dispute will end well for their company’s side, 70% 

answered positively, which shows that they trust their company’s 

agreements and the legislation. Regarding the Data ownership, we had 

many different answers, as this is a question which varies a lot and might 

indeed have different outcomes. Most of the people however believe that 

the owner of the data is the Company (40%) which makes perfect sense, as 

this must be the case.  
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Question National 

Law 

Other 

Member 

States’ 

Law 

I do not know 

If you are located in Greece 

and your data currently 

being processed are located 

within another EU member 

state, which law will apply 

25% 50% 25% 

Table #9 Law Application according to data location 

 

Question Improbable Probable Very Probable 

In case there is a legal 

dispute regarding the cloud 

services, what is the 

probability that it will not 

end well for your company 

70% 15% 15% 

Table #10 Legal Dispute 

Question Company Author Cloud 

Provider 

Not 

Answered 

While using your data 

on the cloud, who is 

the owner of it 

40% 25% 15% 20% 

Table #11 Data Owner 

4.1.6 (Q14-Q16) 

Due to different legislations among the countries 35% believe that a 

company might lose control over their data while another 35% believes the 
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opposite (the rest do not know). This shows that even if the employees are 

confident in the law and their company’s agreements, there is a big level of 

uncertainty in the case when different national laws can apply. 60% feels 

safe when their data is located within the EU while 25% do not. Finally it 

seems that the Greeks (65%) believe that our local laws have been updated 

according to the EU’s directives, which is actually true, as this is what we 

also found out from our literature review. 

Question Neutral Agree Strongly 

Agree 

Disagree Not 

Answered 

Due to 

differences in 

the legislation 

in our country 

and abroad, 

where your 

cloud data is 

hosted, you 

might lose 

control over 

data 

30% 15% 20% 35% 0% 

Cloud laws in 

Greece have 

been updated 

and are at the 

same level as 

the rest of 

Europe & USA 

20% 25% 40% 15% 0% 

Table #12 Cloud Laws in Greece 
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4.1.7 Discussion on the Questionnaire’s results 

 

We were very happy to confirm our Literature Review findings with this 

questionnaire. The fact that the DPD is quite effective and people are aware 

of it and feel, in most of the cases, safe confirms it. Greek people also 

believe that the Greek legislation is compliant to the European Union’s 

which is also true. Also, the need for an update to the local and European 

Union is clear, and according to our literature even the EU is aware of it 

and has already proposed a new European Regulation which we believe 

will fill in the small blanks from the older Directive and make Cloud users 

(at least in Europe) feel safer. Finally the fact that most of the users are 

leaning over moving their valuable data to European data centers, is on the 

right direction, as this is, at the moment, the safest way to go for a Greek 

and generally a European user.  

 

 

4.2 Interview Questions 

 

4.2.2 Data Protection &Confidentiality 

We spoke with Mrs. Kolydaki as well as Mr. Michailidis who both 

expertise in Legal Information Systems and Information Security Issues in 

Greece. They have both worked with major telecommunications providers 

in Greece who provide such services. Our first question was what 

Companies who provide Cloud Services are mostly concerned with in 

terms of the legal framework. They both answered that the companies have 

first and foremost obey to laws regarding the privacy and the protection of 

the customers’ data. In Greece there is the specific law:  Ν.3471 (FEK 

133/A/28-06-2006) which has to do with “Protecting personal data and 

personal life data in telecommunications”. All companies are very 

concerned in being very careful on this issue, as many problems might 
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arise if any part of this specific law is not followed. This confirms our 

findings with our literature which also mentioned this law as very 

important. 

4.2.3 Intellectual Property Rights/Data Ownership 

The next very important factor is the Intellectual Property Rights of any of 

the Cloud hosted data and how will they be protected. According to the 

Greek law: 2121/1993 regarding intellectual property, there are some 

exceptions in the rights of the creator/owner, which might give the right to 

others to use their intellectual property for specific uses. This applied if this 

intellectual property is published on the internet.  

These exceptions are: 

� Reproduce the intellectual property for personal use 

� Use parts of the intellectual property in school books or in a research 

in the term that the source is clearly mentioned 

� Reproduce some parts for teaching 

This part of the Greek legislation is a “vague” part which in some cases has 

caused problems, Mrs. Kolydaki told us. This law actually applies only to 

cases where the data has been published in a blog, or a web site. However, 

there have been cases where end users accessing private data in a cloud 

hosted applications, have extracted some, or parts of the data for their 

personal use thus taking advantage of this law. In the opinion of Mrs. 

Kolydaki this is wrong, and in all cases she has witnessed, the owner of the 

data was finally justified for their claims. Mr. Michailidis also agreed on the 

issue and said that this is a gap in the Greek law, which in the International 

European legislation is clear and there are no such misunderstandings.  



Jurisdictional Issues in the Cloud in Greece and the E.U. 

MSc Thesis  Vasileios Koutsompinas - Nikolaos Lakoutsis Page 72 

Mr. Michailidis, analyzing furthermore on the legal aspects of the cloud 

hosted data, also said that even if what is hosted in the cloud is considered 

to be private by local and international laws, there are some kind of data 

that are illegal even in this strictly private framework. According to article 

384A of the Greek penal code any kind of child pornography is forbidden. 

According to article 330 of the Greek penal code any kind of data that 

imply the usage of violence or racism in any kind is forbidden. According 

to the Greek law: N.1789/1988 which was later modified, in the article 187 

of the Greek penal code, any data implying terrorism is forbidden.  

So who finally owns the Cloud hosted data? A contract has to be clear in 

this case, and state that all data belongs to the client (and its users), as Mrs. 

Kolydaki says. It must also be very clearly stated that the vendor can in no 

way get ownership or license to use any of the client’s data. The vendor 

must not be able to claim any security interest in the client’s data. All this 

might sound really simple, but complex laws; both local and international 

have to be implemented in a vendor-client contract.  

4.2.4 Location 

What is now interesting in the Greek legislation is that according to the 

article 5 of the Greek penal code, an illegal action regarding Internet hosted 

data can cause quite some legal problems. This is because the Greek 

legislation sees as the “place” of the illegal action taking place, either the 

place where the end user is accessing the data, or the physical place where 

the data is hosted. Mrs. Kolydaki told us that this means that the Cloud 

Hosted data owner, or the Cloud Services provider or anyone involved in a 

legal case, can come to a Greek court and ask to use the local or 

international laws according to their benefits. Let’s say for example that 

according to the Greek laws an end user cannot download data from a 

Cloud Hosted application and use it. If this application was hosted in a 
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different country, where this is legal, the user could claim that their actions 

were legal. Or, even if the Cloud application is hosted in Greece, if the user 

is accessing it from a different country with a different legislation, they 

could claim the same. 

Both lawyers agree that this is a gap in the Greek laws, and there are 

actions that have to be taken in order to solve this issue at its root. Greek 

laws have to be precise and definite and not leave any cases of 

misunderstanding. We asked Mr. Michailidis, what has happened in such 

cases so far, and his answer was that usually the client of the Cloud 

Services is justified, because of the International laws, which finally prevail 

if one goes to the European Supreme court. So local courts try to follow this 

example, even if this is not 100% “by the book”. 

Another interesting issue on the location legal issue is that some vendors 

clearly state in their contracts with customers that they have the right to 

store data in any country they does business, without even letting the 

customer now. This, as you understand can create legal issues and disputes 

in many cases, such as the above, or in the case a customer simply wants 

their data in the country where the legal presence of their company lies.  

4.2.5 Cloud Computing Legal Issue - Tracking Of Data 

This legal aspect can be seen as a sub-part of the location issue. In many 

cases a vendor might move the client’s data from one server to the other 

and as a result from one location to the other without the customer actually 

knowing. During all this transparent procedure the client cannot know the 

exact location of their data. A legal issue that might arise from this is that 

the customer should have the right, at any time to know where exactly 

their data is stored. Mr. Michailidis tells us that the customers must be 

extra careful on this. In the contract they will sign with the vendor, there 
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must be clearly stated that the vendor is obliged to provide any audit on 

tracking their data at any given time.  

4.2.6 Cloud Computing Legal Issue - Jurisdictional Issues 

Another sub-part of the location issue, which was also stated partly earlier, 

is the jurisdictional issue, when local laws contradict international laws for 

example. Apart from that, there is the case when the data is not at a 

standard location. Mr. Michailidis says that, as data might be moving from 

one datacenter to the other, this could also mean that today your data 

might be under the Greek jurisdiction, while tomorrow under the US 

jurisdiction. It is therefore important for a customer to know the different 

locations where their data is stored and in the case when a location laws 

are not convenient for the customer, the client could ask the vendor to not 

store their data at that specific place. This of course has to be bound by the 

relevant contract. What is interesting Mr. Michailidis says, is that, usually 

vendors charge more for such cases. Another interesting point that Mr. 

Michailidis made is the “Choice of Law Clause” [36]. This includes a 

specific legal part in the contract where both parties decide in case of a 

dispute which law will be applicable. This however is not a panacea, as in 

many cases can be invalid. If for example a third interested party is 

involved or the local member nation has a legal interest in the case, the 

specific contract clause is useless. When the jurisdiction takes place within 

the European Union, most of the times the DPD (which was discussed 

earlier in our thesis) will solve the jurisdictional issues, apart for some rare 

cases. 

4.2.7 Cloud contracts, Cloud downtime, Compensation 

As both lawyers told us, both customers and Cloud hosting companies are 

very concerned about the SLAs, their data outages and the relevant 

contracts. If, for any reason, a Cloud has a downtime, the customers lose 
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access to their data. The specific contract between the customer and the 

company defines what is an “expected” downtime, how much of this will 

be within the accepted frame, and if this goes outside if this frame, how 

will the customer be compensated. Mrs. Kolydaki said that several times 

she has been asked to develop a Cloud Computing contract for a company, 

or examine a contract for one of her customers who wanted to use a Cloud 

Service. 

What is important Mr. Michailidis said is to understand that Cloud Service 

contracts can be very complicated? They have to be very clearly defined 

and many cases and sub-cases have to be taken into consideration. 

He gave us as an example Google's 10-Q statement to the filing with the 

U.S Securities and Exchange Commission: 

"Our systems are vulnerable to damage or interruption from earthquakes, 

terrorist attacks, floods, fires, power loss, telecommunications failures, 

computer viruses, computer denial of service attacks, or other attempts to 

harm our systems" [62]. 

Such statements are present in any provider’s contract Mr. Michailidis said. 

And it is always used to take away from the vendor part of the 

responsibility.  

4.2.8 Cloud Data Breach 

When a customer places his sensitive data and applications in the Cloud he 

becomes dependent on the Security levels for protection of his vendor. The 

case of a data breach Mrs. Kolydaki told us that it can be a really difficult 

one. Usually customers try to fully blame the vendor for any data breach 

while Cloud Hosting Companies do the opposite or move to the more 

“diplomatic” route of “shared responsibility”. And you will be surprised 

that many times shared responsibility is what a court will decide. In the 

case of a data breach at least all those will be taken into consideration: 
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• Date and time of the breach 

• Date and time of the discovery of the breach 

• Exactly what was breached 

• Potential harm from the risk 

• Cause of the risk 

• Location (country) of the data when the breach took place 

• Law enforcement agencies that were notified 

• How did the vendor assist the client on the breach issue 

 

4.2.9 Local and International Laws (DPD 95/46/EC and the Greek 

Legislation) 

We also had a general chat with both lawyers on the European Union’s 

legislation regarding the cloud computing, and how do they think the 

customers’ data is finally protected. Mrs. Kolydaki informed us that the 

whole European Legislation is currently under full reconsideration of the 

legislation and that, as it seems, future laws will be much more specific and 

strict. DPD currently provides solutions in most of the cases; however the 

newly proposed DPR will most probably be a big step towards solving 

jurisdictional issues. 

Mr. Michailidis told us that the laws will be a lot stricter for the Cloud 

Hosting Companies under the new DPR, and very big fines will be given in 

any security, legal or ethical breach. He gave us the following example. 

Imagine the Cloud Hosting Company as an Airlines company. Many of us 

are afraid when entering an airplane, however we trust the company we 

chose to fly with, and do not start asking questions regarding the life vests 

or any of the emergency measures they have taken. He explained us by this 

that the laws have to be so strict and clear that no cloud customer should 

worry about their data at all. This will be the sole responsibility of the 
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company, which will be strictly punished by local or International Laws if 

they are not followed 100%. 

4.2.10 Interviews Conclusions 

After discussing several hours with both lawyers we came to learn quite a 

few things regarding legislation here in Greece on privacy and cloud 

services, and enough to confirm and update what we already knew from 

our Literature Review. It is clear that the European Legislation is much 

more “fitted” in the Cloud Services new era. The Greek laws, although 

there have been tries to be updated, they are still pretty outdated and may 

cause issues when contradicted with the international ones. In the cases 

where DPD is used, fortunately for the customers the issues are resolved, 

as the Greek Government has adopted all the latest European Directives. 

It is our strong opinion that privacy laws on the cloud must ne harmonized 

among all EU member states as soon as possible, as there are many issues 

complicating the Cloud services, which can lead to serious problems. It is 

also a reason why people do not see the cloud as a so “friendly” solution. 

At the very least, the European Union must oblige their members to 

comply with the International laws at their soonest. This way we will 

minimize problems in Europe. There will still be the issue with the 

countries out of Europe, especially the US, where many Cloud Services are 

hosted, but it will be a start. After that The European Union must be in 

constant communication with the rest of the World in order to be as much 

harmonized as possible.  

4.3 Conclusion 

Based on all of our research, after taking into consideration all the literature 

we used, the interviews we performed as well as the questionnaires , we 

have come up to the following conclusions regarding legal and 

jurisdictional issues. 
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First and foremost, because of the very nature of the Cloud, we have to 

accept that jurisdictional risks and issues are, at the moment unavoidable. 

What can be done is reduce the risks of such contradiction whenever and 

wherever possible. 

In the European Union, even if being effective many times, the Data 

Protection Directive is showing its age (since 1995) and is in need of 

updating. Fortunately the updated Data Proposal Regulation which is 

being discussed since 2012 seems to be updated enough to solve most 

problems within the European Union, as well as in transactions having to 

do with the US. 

 

In Greece, despite the fact that we have embraced DPD since 1997, the rest 

of the laws are outdated and need freshen up as soon as possible. 

Fortunately, when the new DPR gets implemented in the EU, Greece will 

have to immediately adopt it (as it will be a regulation) and as a 

consequence will have to modify its national laws to comply and avoid any 

conflicts. 

 

As in all cases, preparation is the key to success. This is what we found out 

from our Theoretical Framework as well as the interviews with the Greek 

lawyers. Properly negotiated and clearly written SLA’s and contracts 

enable the client to react faster and easier in case something goes wrong. It 

is not much different to a disaster recovery plan actually. You have to be 

prepared for –almost- anything. 

Contracts and SLAs between the Cloud Provider can be very confusing and 

will not always have a legal validity. For example, in regards to the exact 

location where the data will be stored, normally, it has to be the customer 

who should have that choice.  In the case of Cloud Computing however 

this is, a lot of times difficult. This case is solved by having an explicit 
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clause in the contract stating that the client’s data will be located 

exclusively within the EU, which is also the Directive of the EU to all its 

citizens/organizations.  

In regards to the applicable law, an easy answer would be an agreement 

between the vendor and the customer as to whether local or international 

laws will be enforced in a jurisdictional dispute. This is partly possible, but 

not always applicable. In legal terms this is called “choice of law clause”. 

According to Wikipedia: “A choice of law clause or proper law clause is a 

term of a contract in which the parties specify that any dispute arising 

under the contract shall be determined in accordance with the law of a 

particular jurisdiction” [36], meaning that both parties agree over a 

jurisdictional law to be applied in their contract. In the case that there is a 

conflict between the two parties the chosen law will be applied, however 

when third parties are involved or when the state has an interest in the case 

a different law might be applied, which again complicates the issue. 

According to the private international law rules, a nation’s jurisdiction is 

confined to individuals who are within the country or to the transactions 

taking place within the country’s borders. However with the emerge of 

Internet, this “traditional” rule has become less effective. In the (extreme 

but not impossible) scenario for example of a transaction in the cloud when 

the vendor is located in a country, the data is stored in another country and 

the customer is in a third country, a huge jurisdictional misconception 

might arise.  

The easiest answer to any jurisdictional issue within the EU would be to 

look to the country of the headquarters of the cloud provider or of the data 

center where the data is located. This is not the definite answer, but is 

probably the best. For details and diagrams regarding the jurisdictional 

issues and how can they be handled within the EU, please look at 2.12.12 of 
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our research. If the member nation has adopted the EU directive, in most 

cases, the issue will be resolved. It is therefore imperative that all member 

nations comply with the European Union’s directions. 

The computing world has embraced Cloud Computing and we are, in our 

opinion, on our way to a total acceptance, deployment and adoption of the 

Cloud in our everyday lives. Despite this fact, the legal field is still behind 

and not 100% ready for such huge changes. The current laws dealing with 

jurisdictional issues in the European are partly adequate and in need of 

updating.  

 

When local and International laws get up to date, jurisdictional and legal 

issues, that keep customers away from the cloud as we clearly saw in our 

questionnaires’ results, will become less and less common and as result 

will promote the much needed trust and certainty to the customers, which 

we saw from our questionnaires that it is missing, thus ensuring the spread 

of this extraordinary computing service called Cloud Computing. 
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Questionnaires 

 

1. Has your company adopted, or intends to adopt the use of some of 

the following cloud services? 

 

Commercial (off the shelf) software, e.g. email: 12 

Custom Software: 4 

No Cloud services: 4 

 

2. Which of the following types of Cloud Computing has your 

company adopted or intends to adopt? 

 

Private Cloud: 2 

Public Cloud: 10 

Hybrid Cloud: 4 

 

3. Are you aware of the current European Legislation regarding cloud 

computing (Directive 95/46/EC)? 

 

Yes, of course: 14 

No, I have no idea: 6 

 

4. Are you aware of the current Greek Legislation regarding cloud 

computing? 

 

Yes, of course: 12 

No, I have no idea: 8 

 

5. Are you aware of the jurisdictional issues that might arise from the 

usage of cloud computing? 

 

Yes, of course: 13 

No, I have no idea: 4 

Yes but only partly: 3 
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6. Do you believe that the European Union’s Legislation is effective 

on protecting your data in the cloud? 

 

Yes: 10 

No: 2 

I am not sure: 8 

 

7. When using the Cloud, are you aware where exactly your data is 

located at the specific moment? 

 

Yes: 8 

No: 8 

I am not sure: 4 

 

8. Do you have a specific SLA with your Cloud Provider, which 

specifies where your data will be located exactly? 

 

Yes: 6 

No:  4 

I am not sure: 7 

 

9. Is your cloud data located within the E.U.? 

 

Yes: 6 

No: 3 

I am not sure: 7 

 

10. Existing laws regarding Cloud Computing are outdated and need to 

be updated soon. 

 

Neutral: 5 

I Agree: 8 

I strongly agree: 4 
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I Disagree: 3 

 

11. If you are located in Greece and your data currently being 

processed are located within another EU member state, which law 

will apply? 

 

National Law: 5 

Other Member State’s Law: 10 

I do not know: 5 

 

12. In case there is a legal dispute regarding the cloud services, what is 

the probability that it will not end well for your company? 

 

Improbable: 14 

Probable: 3 

Very probable: 3 

 

13. While using your data on the cloud, who is the owner of it? 

 

The Company: 8 

The Author: 5 

The Cloud Provider: 3 

I do not know: 4 

 

 

14. Due to differences in the legislation in our country and abroad, 

where your cloud data is hosted, you might lose control over data. 

 

Neutral: 6 

I Agree: 3 

I strongly agree: 4 

I Disagree: 7 
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15. Cloud services are legally protected by local and International laws 

within the EU, leading to a smooth cloud-related company’s 

operation. 

 

Neutral: 3 

I Agree: 6 

I strongly agree: 6 

I Disagree: 5 

 

16. Cloud laws in Greece have been updated and are at the same level 

as the rest of Europe & USA. 

 

Neutral: 4 

I Agree: 5 

I strongly agree: 8 

I Disagree: 3 

 

 

 

 

 


