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Abstract 
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Abstract 
 
This Master’s Thesis in Media Engineering has been performed in cooperation with Ericsson.  
 
Advances in technology and new services for mobile systems come with an increased concern for 
privacy. In this thesis, this issue is addressed by describing a privacy and trust mechanism that 
will allow the users to manage and create their privacy settings within a larger mobile system. 
The functionality and possible designs of a visual component for managing privacy has been 
developed in order achieve an increased understanding of privacy for the system’s users. This 
visual component, called The Privacy Display Widget, has been developed for and integrated 
within a project called MobiLife (2004). 
 
A number of research questions have been approached in order to gain a better understanding of 
privacy in online and mobile systems and also to better understand the user’s needs when it 
comes to privacy management. 
 
This master’s thesis describes the design process for the graphical user interface of the visual 
component. The underlying functionality is also described as well as privacy management in 
general and in the system in question. The results of the design process, a set of visualization 
concepts for the privacy management component, are illustrated and evaluated using expert and 
heuristic evaluations. Using the knowledge gained through literature studies and the design 
process, there will then be a discussion of the research questions approached in this thesis. 
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Sammanfattning 
 
Detta examensarbete inom Medieteknik har genomförts i samarbete med Ericsson. 
 
I och med att teknologierna blir allt mer avancerade och funtionerna för mobila system blir allt 
fler, ökar även oron för ofrivillig spridning av personlig information. I detta examensabete 
behandlas detta problem genom att beskriva en privacy- och trustmekanism som låter användarna 
hantera och skapa inställaningar för hur de vill att deras personliga information skall delas ut i 
större mobila system. Inom ramen för examensarbetet har funktionalitet och möjliga 
designförslag tagits fram för en visuell komponent. Denna komponent är menad att ge ökad 
medvetenhet hos användaren när det gäller hennes personliga informationsflöde, samt erbjuda 
möjlihet att kontrollera detta. Den visuella komponenten, även kallad The Privacy Display Wiget, 
har tagits fram inom ramen för ett EU-projekt, MobiLife (2004).   
 
För att få en ökad förståelse för begreppet “privacy” inom mobila och nätverksbaserade system, 
samt användarnas behov därav, har ett antal forskningsfrågor fungerat som utgångspunkt för detta 
examensarbete. 
 
I denna rapport beskrivs designprocessen för framtagandet av ett användargränssnitt för the 
Privacy Display Widget. Den underliggande funktionaliteten beskrivs även, samt att det ges en 
generell bild av privacy hantering och systemet i fråga. Resultaten från designprocessen, ett antal 
grafiska koncept, demonstreras och utvärderas genom expertutvädering och heuristisk 
utvärdering. Baserat på resultaten därifrån, samt den kunskap som fåtts genom literaturstudier och 
designarbetet, kommer en slutligen en diskussion att hållas som återknyter till forskningsfrågorna. 
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1 Introduction 
 
This chapter is intended to give a background to this master’s thesis and to present research 
questions, limitations and purpose of this work. 

1.1 Background 
The everyday use of mobile devices has increased rapidly over the past few years (PTS 2005). 
Mobile devices are convenient since they give the users the opportunity of being flexible. Current 
technologies allow users to share digital items and manage time schedules, as well as maintain 
social relationships through the multimedia communication available on many mobile devices 
today. As new technologies, such as location and personal data sharing, are introduced and 
integrated with users’ everyday life there has been an increased awareness of privacy concerns 
(Palen and Dourish 2003). In the physical world users are naturally aware of privacy implications 
and intuitively take actions such as lowering their voice when sharing sensitive information with 
someone in a public place. In the virtual social space, privacy management is not quite so obvious 
to the user. This is something that needs improvement and something that has been looked into 
during this thesis work. 
 
MobiLife Integrated Project in IST-FP6 (MobiLife 2004) is aiming at bringing advances in 
mobile applications and services within the reach of users in their everyday life. This is done by 
innovating and deploying new applications and services based on the evolving capabilities of the 
3G systems and beyond. One of the research areas within the project has been to develop a 
privacy and trust model. The project and its privacy and trust mechanisms will be described in 
chapter 3. 
 
The studies and research presented in this master’s thesis are a contribution to the MobiLife 
project. Based on privacy concerns in current research and user interviews conducted within 
MobiLife a number of research questions were derived for this thesis. Some of the underlying 
privacy and trust mechanisms were already defined for the MobiLife system and the general 
problem to approach for this thesis was to make the privacy functionality available to the user as 
a visual component. The research questions in section 1.3 are related to the development of this 
component and are based on material from within the project and related external research. 
Throughout this report, the steps from methodology and literature studies, through the phases of 
the design process and its evaluations, towards a final high-fidelity prototype are described. 

1.2 Purpose 
This thesis work has been focused on investigating the concept of privacy, privacy management 
and privacy visualization in general and specifically with regard to mobile systems and the 
MobiLife project. Contributions have been made to the MobiLife system in the form of 
recommendations, visualization concepts and implementation of a prototype to be integrated with 
their mobile system. The purpose of this report is to present the result of our research and to 
describe the work process of getting there. 
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1.3 Problem statement 
The research for this master’s thesis has been focused on privacy visualization and more specific 
on the following issues: 
 

• How can the privacy mechanisms of a system be visualized to make the user understand 
her privacy situation and how her actions will affect it? 

• What type of privacy information will be necessary to display to the user? 
• How can conceptual models be used for privacy visualization? 
• How can privacy be managed to support the social/real world way of managing privacy? 

1.4 Limitations/scope 
A major part of this thesis work has been to create design concepts for a privacy management 
component and merge them into one working component. The focus of those design concepts 
have been on graphical visualization. It was decided that three different concepts would be 
sufficient for generating a lot of design features, but still few enough so that the best of each 
design could be combined into a final design concept.  The design concepts have been based on 
current research within the areas of privacy and security management, privacy visualization as 
well as standardized human-computer interaction (HCI) methods such as conceptual models.  
 
Limitations for the design concepts are that they should be adapted for a Personal Digital 
Assistant (PDA) size screen and that they should be aimed towards the user group of families, 
which is the main target user group in MobiLife. For the prototype implementation using Java 2 
Micro Edition with Personal Profile (J2ME/PP) there will be some limitations as to what can be 
done graphically since the Abstract Window Toolkit (AWT) library does not support advance 
graphical solutions like for example drag and drop. For the visualization concepts, however, these 
limitations will not be regarded in order to allow for more creative solutions. 
 
The security aspects of privacy management are important but will not be considered for this 
thesis. Since security is not a main focus of the MobiLife research, it is for now just assumed that 
the system is secure. Another aspect that will also be disregarded is the performance of the 
implementations since this is also not a main focus of the MobiLife system. 

1.5 Contributions 
The work for this thesis has been performed in cooperation with another student, David Almer, 
from the Royal Institute of Technology. During the design process we have had a useful 
cooperation with discussions and feedback from each other. I have designed and created the 
mockups for the Policy Cards concept and the Matrix concept, and David has created the Set 
Theory concept. During the prototype implementation, I was responsible for creating the initial 
java prototype supporting basic functionality of policy editing and communication with the Trust 
Engine. This prototype was then further developed, with equal contribution from both of us, to 
support some of the GUI design recommendations based on the usability evaluations. 
Presentations and other deliverables for the MobiLife project have been done with equal 
contribution from both of us. The content of this report has been produced by me individually. 



2 Methodology 

3 

2 Methodology 
 
This chapter describes the different types of methodology used for this Master’s thesis. The 
methods are revisited and put in context in the design process and evaluation chapters. 

2.1 Literature studies 
The initial approach to this thesis work has been to gain understanding of the concept of privacy 
in general and within the MobiLife system. This has been approached by doing extensive 
literature studies within the subject. The literature studies have also contained literature on 
visualization and security management, which are considered related areas. Workshops and 
meetings within the MobiLife project, as well as discussions with specialist within privacy and 
usability from Ericsson, has also been valuable and contributed to this work. Mockups and 
prototypes have then been developed based on these theoretical studies. 

2.1 Qualitative research 
Trying to understand the users and their needs in order to help them understand privacy has been 
important in this work. A qualitative approach to the problem statements has therefore been 
suitable since it is more aimed towards understanding and construction of meaning from 
experiences rather than statistical measuring (Wikipedia 2006b). The design concepts presented 
in this report have been based upon perception of the potential users, as well as influenced by 
privacy and security related papers. The qualitative research approach is well suited for usability 
studies, but a drawback is that it can be hard to get exact same analyses from another identical 
testing, since results from methods such as expert evaluations and user evaluations may depend 
on the participants.  

2.2 User Centric Design  
User-Centric Design (UCD; also Human-Centred Design) (ISO 1999) is an empirical research 
and product development orientation that utilizes end user or customer information for making 
better (efficient, usable, enjoyable etc.) and thus commercially successful products. In practice, 
this is achieved by involving the end user during the whole product development process. 
Following these UCD principles, MobiLife applications and services development process 
consists of four iterative rounds of technical R&D and user research. User research planning is 
based on research questions and description of the prototypes. As stated by Kurvinen et al (2006) 
the key aim of UCD is to use end-user information to spark new ideas and encourage iterative 
changes along the process. The cycle of MobiLife UCD is shown in Figure 1. The work for this 
thesis began in the produce design solutions phase and continued to iterate from there.  
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Figure 1 - MobiLife UCD cycle 

 

2.3 Conceptual Models 
 
“Conceptual models are devised as tools for the understanding or teaching of physical 
systems.  Mental models are what people really have in their heads and what guides their 
use of things.”  - D.A Norman (1983) 
 

When aiming to increase usability of an interactive system, it is necessary to find a way to help 
the users create “accurate” mental models of the system functionality and system interaction. This 
can be done by using a strong conceptual model, which translates to the user how the system 
works in an intuitive way. Conceptual models can be divided into two main categories: those 
based on activities and those based on objects (Preece et al 2002). Using these two categories a 
conceptual model can also be described in the term of an interface metaphor. This results in a 
conceptual model that is developed to use some aspects of a physical entity or object, but also 
have its own functionality. This is the type of conceptual model that has been used for this thesis 
and the type of conceptual model which the term conceptual model will refer to for the rest of the 
report. 
 
The decision of using this type of conceptual model was based on the goal of achieving a layout 
that would be familiar to the user in order to decrease the learning period of system interaction 
and support system understanding. The conceptual models created during this thesis work will be 
presented in section 5.4. 

2.4 Expert evaluations 

2.4.1 Heuristic evaluation 
Heuristic evaluation (Nielsen 2006a) is an informal method where usability experts evaluate a 
user interface using a set of guidelines known as heuristics. The ten heuristics proposed by 
Nielsen (2006b) are used for finding usability problems related to things such as consistency, 
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using familiar terms, error prevention mechanisms e.t.c. The recommended number of evaluators 
is 3-5, since the amount of problems found by more evaluators than that won’t increase 
significantly. During the evaluation the evaluators will either write down their comments or 
communicate them to an observer. After the evaluation is finished a report is usually produced, 
containing the findings and recommendations on how the issues can be solved. 
 
Nielsen (2006c) suggests that since heuristic evaluation and user testing in general tends to find 
different usability problems and thus complement each other well, both methods should be used. 
The most useful approach is to first perform a heuristic evaluation to locate the obvious usability 
problems without having to engage actual users (which usually requires more time and effort).  

2.4.2 Cognitive Walkthrough 
A cognitive walkthrough is an alternative to heuristic evaluation and its approach is also to find 
user problems without involving actual users (Preece et al 2002). Before the walkthrough the 
evaluators are given a description of the system and some tasks that potential users might want to 
perform with it. They will then walk through the set of tasks using the system (which can be a 
low fidelity prototype or a mockup). During the walkthrough assumptions of what could cause 
problems for the users are made and explained. The findings are noted together with side issues 
and recommended design changes. Based on a summary of these results the design will then be 
revised to fix the found problems. The strengths of this method are that it focuses on the users’ 
problems in detail without requiring either the presence of actual users or a complete prototype.  

2.4 User Evaluations 

2.4.1 MobiLife User interviews 
At the beginning of the iterative design process for the MobiLife project qualitative user research 
were performed in the form of interviews with seventeen families (10 Italian and 7 Finish). The 
objective of these interviews was to get feedback on user tasks in a set of scenarios (Kurvinen et 
al 2005) as well as discuss communications in the family. Some of these results concerned the 
topics of privacy and trust and this material have been useful for understanding some of the user 
requirements for the Privacy Display Widget.  

2.4.2 User evaluations of prototypes 
The final prototype developed within the scope of this thesis work will undergo a user evaluation. 
It will first be integrated with another application in the MobiLife system, in order to test the 
privacy management functionality in a more real environment. The user evaluations will be 
managed by MobiLife Partners in Finland after the completion of this thesis, which is why those 
results will not be included here. The evaluations will be field evaluations with groups of real 
users, rather than individuals. This is believed by the evaluators to be a good way to explore and 
evaluate the social acceptance issues as well as the application functionality. 
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3 The MobiLife Project 
 
This chapter is intended to present the MobiLife project, to which the work for this Master’s 
thesis is related. An overview of the project is given as well as a description of privacy and 
privacy mechanisms within the project. 

3.1 Project Overview 
The MobiLife project aims at bringing advances in mobile applications and services within the 
reach of users in their everyday life based on the evolving capabilities of 3G systems and beyond. 
The four main work areas of the project are user centricity, practical applications and services, 
architecture and technologies and evaluation. The project is part of the Wireless World Initiative 
(WWI) and has twenty-two partners from several European countries. The project is sponsored 
by the European Union and is an integrated project in IST-FP61. 
 
Some of the key areas covered by the project are “Technologies for maintaining a shared 
cognition amongst group of users”, such as contextual reasoning, privacy and trust management, 
creation and sharing of multimedia, and creation and management of virtual groups. Since the 
project has a user centric focus, the system concept and application prototypes are being 
evaluated with prospective users throughout the development lifecycle. The goal of the project is 
not to reach the commercial market but to bring advances within the project’s research areas. 

3.2 Privacy within MobiLife 

3.2.1 Privacy Policies  
Allowing the user to maintain her privacy within the system, calls for a mechanism that helps the 
user control what personal information is disclosed and to whom. In the MobiLife system, each 
user has a personal profile containing user data as reference-value pairs. A reference-value pair 
contains a reference (i.e. the data item, e.g. name) and a value (i.e. the value of the data item, e.g. 
Lisa). The data items can be anything from static data to media and contextual data. In this thesis 
the term data items and personal data will refer to a person’s static and contextual data. The 
definition of media data has not been properly defined for the MobiLife system and will therefore 
be considered outside the scope of this thesis. 
 
There will be situations when the user wants to share some of this data with other users or groups 
of users within the system in order to gain increased value from the applications in the system. 
The increased value could for example be receiving information on events nearby your location 
or finding out which of your friends are free to go to the movies tonight. The user can share her 
data by setting up a number of rules, stating which data items to share with whom. The total set of 
rules a user has created are contained in a so called privacy policy. Each user has an individual 
user policy that contains all the rules she has set up for her information sharing in the system. In 

                                                 
1 European research activities are structured around consecutive four-year programmes, or so-called 
Framework Programmes. The Sixth Framework Programme (FP6) sets out the priorities - including the 
Information Society Technologies (IST) priority - for the period 2002-2006. (http://cordis.europa.eu/ist/) 

http://cordis.europa.eu/ist
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the MobiLife system there are also different types of group policies that indicate how data is 
shared within a group and outside the group. 
 
The rules in the user policy contain information on whom data is being shared with, which 
specific data items are being shared and to what extent they are being shared. The extent to which 
the data items are being shared can be set by the user to accept, deny or ask. Accept indicates that 
the data item is always shared, deny that is it never shared and ask that another user who wants to 
access the data item has to send a request to the owner of the policy (and thus also the data item).  
 
As a default no data items are being shared until the user sets a rule in her policy stating that it 
should be shared or accepts the rules of sharing for a group she wishes to join. When accepting 
the rules for a group the user will be alerted if she already has rules set up for one or several of 
the group members that are conflicting with the access modes set by the group policy. Perhaps 
Alice doesn’t want Trudy to find out that she and Bob is in the same location so she sets up a rule 
stating that Trudy should be denied access to her location. If, at a later time she decides to join a 
carpool group, where members have to share their location in order to be picked up and Trudy is 
part of that group, she will be alerted that there is a policy conflict. When a policy conflict occurs 
the user will be aided in solving the conflict by having the conflict and different options of action 
presented to her. 
 
The user policies are defined using XML (Extensible Markup Language) and the policy language 
defined for the system looks like this: 
 

<policy ownerId=”Alice”> 
 <ruleset receiverID=”Bob”> 
  <rule mode=”allow”>Name</rule> 
  <rule mode=”allow”>E-mail</rule> 
  <rule mode=”ask”>Location</rule> 
 </ruleset> 
 <ruleset receiverID=”Trudy”> 
  <rule  mode=”allow”>Name</rule> 
  <rule mode=”deny”>Location</rule> 
 </ruleset> 
 <ruleset> 
 ... 
 </ruleset> 
</policy> 

 
The xml code above is nothing that would be comprehensive by a novice user, if it would just be 
printed on the screen of her device. This problem is solved by having a widget which will act as a 
mediator between the system and the user when it comes to policy management. This component 
and its functionality will be presented in the next section. 

3.2.2 The Privacy Display Widget 
As described above, privacy in the MobiLife system is managed by user-controlled policies. In 
order to fully comprehend her privacy situation the user will need be aware of what rules she has 
in her policy and what they mean in regard to her information disclosure. To be able to 
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understand and to control her privacy situation she will need a way to manage her policy and edit 
or create the rules needed to maintain the level of privacy she desires. It is based on these needs 
that a visual component for managing privacy, the Privacy Display Widget (PDW), is necessary. 
The PDW will work as a GUI-client communicating with the other privacy related components of 
the system. 
 
Since privacy plays a central role in the MobiLife system, it is important that this component is 
easy to use and doesn’t interfere more than necessary with the user’s main tasks in the system. 
What private information that is provided to whom and when or in what context, is information 
that should be easy to access in the PDW, in order to give the user a good overview of her current 
information sharing. This would also be important in the aspect of ensuring the user that she can 
trust the system and feel in control. When being able to view and understand her current privacy 
situation, the user will also need to be able to change her rules to suit changes in her ongoing 
system usage. Therefore the PDW should allow for the user to alter her privacy settings in an 
intuitive manner.  
 
The following main user tasks have been identified for the PDW: 
 

• View policy: The user should be able to see who has what access (allow/deny/ask) to her 
data items. She should also be able to get an overview of her total amount of data sharing. 

• Modify policy:  
o Change access mode on existing rules: Changing the access mode to the data 

items the user already has rules for. 
o Create new rules: Adding rules (i.e. setting an access mode for another user) for 

the data items that do not yet have rules. 
o Accept requests to policy changes: When joining a group the user will have to 

accept the group policy (i.e. rules regarding what data the members of the group 
will share with each other). This can potentially cause policy conflicts if rules 
have already been set up for a user in the group.  

o Handle policy conflicts: If a policy conflict occurs the user should be made 
aware of the possible conflict by being shown which rules conflict. 

• View data items:  Being able to view the list of data items the user has in her personal 
profile and their values. 

3.2.2 Privacy Mechanisms and the Trust Engine  
In order to execute the set of rules in the user’s policy, the Privacy Display Widget needs to 
communicate with another component in the Privacy and Trust Function of the MobiLife system, 
the Trust Engine (TE). The TE has a policy database (PDB) containing user policies for 
regulating access to their personal data.  
 
There are two types of Trust Engines in the system: 
 

• User TE (TE_User) – Located on the user’s device. TE_User is responsible for the policy 
database containing the user’s policy (PDB_User) and also for certification of the user by 
a key verification method. The certificate is then used for identification when 
communicating with the TE_CPs of the system. 
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• Context Provider TE (TE_CP) – Located together with trusted entities (i.e. Context 

Providers) in the network. A Context Provider basically contains user related data (which 
can be static or dynamic), that other users through system usage want to access. The 
TE_CP has a policy database (PDB) that contains all user policies related to the data it 
guards on the CP. 

 
The TE will play a role in all data requests made by users in the system. An example is shown in 
Figure 2. When User A wants to access a data item from User B, User A has to first generate a 
certificate (using a unique key) on her User TE and use it to send a request for access to User B’s 
data to the CP having that data. The CP will then check with its TE_CP to see if User A is 
allowed to access the data item from User B. If TE_CP grants the request based on User B’s 
policy, the CP will respond with the data to User A. If not granted the response will contain a 
message stating that the request was denied.   
 

 
Figure 2 - TE controlling user data access 

 
The Privacy Display Widget will work as an interface towards the Trust Engine in the sense that 
it allows the user to edit her policy stored on the TE_User using a graphical user interface. When 
the policy is updated on the TE_User, the policy will be dispatched to the concerned TE_CPs. 
This is shown in Figure 3. As in the previous example, a certificate needs to be generated to 
identify the user when communicating with the TEs.  
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Figure 3 - Policy update on TEs using the PDW 

 

3.3 The MobiLife User 

3.3.1 Target Group 
The MobiLife project aims to support the daily tasks and communication of family members in 
their different roles and in interaction with different groups or individuals. These roles can be for 
example their role in the family, at work or school, in a leisure activity group or some other social 
context. Communication is important when the family tries to coordinate joint actions and 
activities when being in different locations and roles. It is this communication that is an important 
goal behind the MobiLife system and the system, including the PDW, should therefore be 
designed appropriate for families. 

3.3.2 User requirements from interviews 
As mentioned 2.4.1, user interviews were an early milestone of the UCD process. One of the 
concerns brought up during these interviews were the concern of privacy implications. Some of 
the main concerns mentioned in the interviews are described here and further discussed when 
describing the Privacy Display Widget’s functionalities in section 5.3. 
  
A major concern regarded location data and the users requested that they wanted to be in control 
of who has access to their location and what granularity of the location (e.g. “down town area” or 
“at this restaurant”) other users will have access to. The users would also like to control when the 
data is being accessed, i.e. in a specific contect such as “at home” or “at work”.  
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When sharing information to groups the users requested that they would like to know who is in 
the group they are sharing information to. It was also suggested that individual rules should 
overrule the group rules. 
 
Since users have different perceptions of privacy and trust it was concluded that the users must be 
able to manage their privacy settings individually, rather than receiving common preset 
configurations. The users also wish to know what is going on and will therefore want easy access 
to their privacy information to see what data and data values they are sharing to which other users. 



4 Theory 

12 

4 Theory 
 
This chapter presents history and current research approaches within privacy, which have been 
valuable in understanding the concept of privacy and influencing this thesis. 

4.1 History and laws concerning privacy 
 

Privacy is the ability of an individual or group to keep their lives and personal affairs 
out of public view, or to stop information about themselves from becoming known to 
people other than those whom they choose to give the information.  
– Wikipedia (2006a) 

 
In our every day life we constantly act according to unwritten social privacy rules. For example 
we usually respect a closed office door by knocking before entering and we don’t open someone 
else’s mail unless asked to do so. These are perhaps actions we consider more as good manners 
than privacy related rules; none the less similar “rules” have probably existed for a long time in 
our modern civilization. An early attempt to define the concept of privacy was made in an article 
by two American lawyers (Warren and Brandeis 1890) who defined privacy as the right to be left 
alone.  
 
Another definition was made by Rosenberg (1997) who divides privacy into three categories; 
personal, territorial and informational privacy. Personal privacy is breached when an individual is 
offended, for example by being exposed to undesirable material such as pornographic pictures. A 
person’s territorial privacy has more to do with physical boundaries. For example when being at 
home in one’s house a person should not have to worry about someone breaking and entering. 
Informational privacy has to do with data protection (i.e. spreading of personal information). It is 
the informational privacy that will be considered when using the term privacy in this thesis.   
 
Along with the development of computers, the concern about unfair information distribution has 
increased and resulted in directives and legislative ways of privacy protection. In 1980, the 
OECD issued a set of guidelines concerning protection of personal data. It contains for example 
directives that collected data should be relevant for the purpose in which they will be used (for 
example there is no need for an online book store to collect you shoe size), that data should be 
collected in a legal way (preferably with knowledge or consent of the data subject) and that 
personal data should be stored in a safe way (as to avoid unauthorized access and illicit usage). 
These guidelines were derived to the 95/46/EC EU (EU 1995) directive for protection of the end-
user. In Sweden this was further developed into the PUL law (PUL 1998). PUL makes it illegal to 
name a person on online web pages and public chat rooms without the person’s consent. Online 
journalistic publications are however exempt from this law. In 2002 the 1995 EU directive was 
extended to include privacy issues within telecommunication, such as cookies and spam (EU 
2002). 
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The privacy legislation varies from country to country and online this can be a tricky question 
since a website for an online shop might be administered in one country but the physical location 
of the data might be in a database in a different country.  

4.2 Related work within privacy  
Being aware that a privacy threat even exists or that there is a possibility to change ones privacy 
settings to protect your informational privacy might not be obvious to all users in every situation. 
Adams and Sasse (2001), state that privacy is based on how we perceive our privacy and that 
most privacy invasions occur when we feel that a mismatch has occurred between our perception 
and reality. For this reason it is important to make sure the users understand their current privacy 
situation and how their actions can affect it. This is currently an issue within both privacy and 
security. An important concern to consider is that users should not be left unprotected just 
because they don’t know how to set their preferences correctly (Furnell 2005, Lao 1999). This is 
important since users won’t feel comfortable using a system that they do not trust or that do not 
meet their privacy expectations (Adams and Sasse 2001). Failure to fulfill these needs might 
result in the user not using the system at all. A proposed solution to this is to have default settings 
with high privacy protection. It was concluded by Dourish and Redmiles (2002) that users only 
comprehend and make use of mechanisms for managing security to a certain extent. Their 
research as well as research by Furnell (2005) suggests making security mechanisms more 
available by introducing security settings as a part of the everyday usage of the system.  

4.2.1 The privacy factors 
In order to understand the complexity of privacy in a digital environment, the privacy model in 
Figure 4 (Adams and Sasse 1999) has been helpful. The model identifies the relationships 
between the most influential factors concerning information disclosure; information receiver (to 

whom the information is disclosed), 
information usage (what the disclosed 
information will be used for), information 
sensitivity (how sensitive the user perceive 
the information) and context (the situation in 
which information is disclosed). With its 
triangular shape this model indicates the 
relationships and also the trade-offs between 
the different factors. The context is not part 
of the triangle, but rather a surrounding factor 
within which a user acts in a certain way.  
 

Influenced by Adams’ research, Lederer et al (2004) suggests that in ubiquitous computing, 
information accuracy should be used rather than information sensitivity. Given the chance to 
modify the accuracy of their location user will, according to Consovolo et al (2005), give out 
fairly specific information (i.e. street name) 77% of the time and the rest of the time less specific 
information. Usually the less specific information such as state or city was given out to out-of-
state friends, thinking that information would be more useful than for example a street name. In 
the study about disclosing different levels of accuracy, Lederer et al (2004) also concludes that 
the Information Receiver is the most important factor, followed by the situation (i.e. context). A 
study by Consovolo et al (2005) concludes that regarding location disclosure, the information 

Figure 4 – Adams and Sasse's privacy model 



4 Theory 

14 

receiver matters the most, but that the reason for the request (i.e. information usage) also is 
important.  

4.2.2 Mapping social behavior to the digital world 
As mentioned earlier, in face-to-face interactions privacy implications are understood and 
handled intuitively. In order to pursue this when designing privacy management systems, natural 
social behaviors need to be mapped to the digital world. The mapping of social behavior to the 
digital world has been identified as a problem within HCI (De Morl and Aakhus 2003, Palen and 
Dourish 2003) and Ackerman (2000) refer to this as the socio-technical gap. Lederer et al (2004) 
suggests that this problem is largely due to the fact that most privacy management systems fail to 
support the human processes of understanding and intuitive social action. In order to help 
designers create support for these functionalities, their research has resulted in a set of five 
commonly made pitfalls based on their own and others experience within the field. These pitfalls 
are: 
 
Understanding 

• Obscuring Potential information flow – Designs should not obscure the nature and 
extent of a system’s potential for disclosure. 

• Obscuring Actual Information Flow – Designs should not conceal the actual disclosure 
of information through a system. 

Action 
• Configuration over action - Designs should not require excessive configuration to 

manage privacy 
• Lacking Coarse-Grained control - Designs should not forgo an obvious, top-level 

mechanism for halting and resuming disclosure 
• Inhibiting Social Nuance - Designs should not inhibit users from transferring established 

social practice to emerging technologies. 
 
The work on the design concepts presented in this thesis has been done with these guidelines in 
mind. Attempts have been done to support functionalities that are useful for our system and 
which at the same times strives to avoid the pitfalls mentioned above. These functionalities are 
described in section 5.3. 
 
During user interviews in the MobiLife project (Kurvinen et al 2005) users expressed concerns 
about the system sending automated messages. They did not like the idea that the system could 
make automated decisions without their consent. This behavior reduced the sense of control and 
did not support natural social interaction, such as calling to apologize for being late rather than 
sending an automated message. It was suggested that the system could suggest actions to accept 
or deny, and preferably explain why they should be taken. Negative feelings about automated 
system actions were also a common concern in other studies (Cranor et al 1999). One solution to 
restrain the automation of information distribution in the system is to let the user opt-in (i.e. select 
who gets information) or opt-out (i.e. select who doesn’t get information).  

4.2.3 Related Approaches to Privacy Visualization 
A number of graphic tools that visualize privacy exist today, mainly in the shape of user agents 
alerting the user of potential privacy violations. Presented below are two examples of attempts to 
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privacy visualization, on in the shape of a user agent and one a management tool for creating 
corporate privacy policies. 
 
Privacy Bird 
The AT&T Privacy Bird2 is a Platform for Privacy Preferences (P3P) user 
agent web browser plug-in that automatically searches for privacy policies on 
a website and indicates graphically how well they match your personal 
privacy preferences. This is done by using displaying an animated bird icon in 
the toolbar of the web browser (see Figure 5). The bird changes color to 
indicate the privacy match with the current website. A green bird means the 
website matches your privacy policy and a red bird that the website’s privacy 
policy conflicts with yours. When no P3P policies are found for a site the bird 
will be yellow and when it is not active it will be gray. Problems with this 
plug-in could be that the animation (and the chirping sound from the bird) is 
found annoying and that it significantly slows down your web browser. 
 
SPARCLE 
SPARCLE (Server Privacy ARchitecture and CapabiLity Enablement)3 is an ongoing research 
project at IBM T.J. Watson Research Center. The project aims to give support to individuals 
responsible for privacy policies to define the policies using natural language or a structured 
format. SPARCLE transform the policy to a spread sheet format so that the user can easily review 
the created policy (see Figure 6). The policy is also transformed into machine language and thus 
allows organizations to run reports to understand what data access are allowed according to the 
policy. This application is mainly targeted to creating web site policies or corporate policies.  

                                                 
2 http://www.privacybird.com [May 4 2006] 
3 http://www.zurich.ibm.com/pri/projects/sparcle.html [May 4 2006] 

Figure 6 – SPARCLE policy overview 

Figure 5 – The 
different 
appearances of the 
privacy bird. 

http://www.privacybird.com
http://www.zurich.ibm.com/pri/projects/sparcle.html
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5 Design Process 
 
This chapter describes the milestones of the design process for this thesis. The evolution of the 
Privacy Display Widget from initial brainstroming ideas to mockups and prototype is described. 

5.1 Overview 
Users can be considered to be lazy when it comes to making settings and configuration unless 
they have to. This is something that can be dangerous when those settings regard security or 
privacy. Another issue regarding privacy settings is that they are based on context and that it can 
be difficult to set privacy for a situation you are not in right now. Therefore the privacy 
functionlity has to be easily accessible and also offer settings to be made during the everyday use 
of the system. 
 
The design process has been iterative in accordance with the user centric design theme of the 
MobiLife project. The approach has been to first gain understanding of privacy and user tasks for 
the PDW, based on literaturestudies and existing MobiLife documentation. The visualization of 
privacy, with regards to the PDW, has then been performed throughout three design phases. In 
the first phase an initial brainstorming resulted in some ideas of privacy visualization which were 
then discussed with usability engineers within Ericssson. The results from that phase, together 
with the theoretical material presented in chapter 4, was used during the third design phase to 
generate three different design concepts. The functionality and mechanisms of these concepts 
were defined in the second design phased and they are described in section 5.3.  

5.2 The First Design Phase – Brainstorming  
During the first design phase, brainstorming was conducted to generate a lot of initial ideas and 
sketches for further development. These sketches were presented to usability engineers working 
at Ericsson in order to get feedback and suggestions of improvement for the next step in the 
iterative design process. Some of the early ideas are presented below to show the early steps of 
the design process, even though these principally are not part of the final design proposals. 

5.2.1 Sound wave model 
As sound gets further away from the sender it gets harder 
and harder to hear. This is something that is also true when 
it comes to communication between people. If you are 
talking to someone in a restaurant and you don’t want the 
other people around to hear you lower your voice and thus 
decreases how far the sound waves will travel. This way of 
thinking resulted in an idea that privacy could somehow be 
visualized as originating from the user (see Figure 7), with 
information which is regarded very private kept very close 
to herself (i.e. similar to whispering) and information 
regarded as non sensitive to be kept at some distance (i.e. 
similar to speaking very loud). 

Figure 7 - Sketch of a sound wave
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5.2.2 Cake model 
The sound wave model was then derived into a three 
dimensional cake piece model (see Figure 8). It was at this 
point of the research assumed that all information could either 
be shared to specific groups (i.e. known entities of people) or to 
the “public” (i.e. all users of the system). The top of the cake 
would be divided into two circles, the inner one representing 
the groups and the outer one representing the public. This was 
taken from the sound wave idea, assuming that the user would 
probably be willing to share more information with specific 
groups that just anybody in the system. These circles would 
then be divided into cake pieces each representing a data item. 
To support different sharing to different groups each group 
would be represented by a layer in the cake. When discussing 
this idea with usability experts it was found to be a good idea, 
but not very suitable for the small screen that it would 
eventually have to be adapted to. Also it was suggested that the 
classification of public and groups was not comprehensive 
since all information that is not kept just to yourself could be 
considered public, regardless of whether it’s one of your 
friends or all users in the system that has access to it. 

5.2.3 Venn diagrams 
Using Venn diagrams originates from the mathematical 
world and is a simple visual way of dividing a total set 
(in math terms referred to as the universe) into a number 
of groups containing subsets of the universe. In the case 
of privacy policies the universe could be considered the 
total amount of data that exists about a user in the 
system. The data items being shared to a specific 
information receiver would then be defined as a subset. 
Mathematically this could be done as shown here: 
 
 (The total set) U = {a, b, c, d, e, f, g, h, i, j, k, l} 
 (For User A) A = {b, c, i, j} 
 
Visually this could be done by representing all data 
items as dots or stars. According to Venn fashion each 
subset (data shared to a specific user or group) would then be circled and could somehow labeled 
with the information receiver (see Figure 9). This idea was however discarded when realizing just 
how cluttered a Venn diagram could be when having a large amount of information receivers. 
 

5.2.4 Bar diagram 
One thing the user could be interested in knowing about her privacy situation could be how much 
of her current information she is sharing. This is something that could for example be displayed 

Figure 9 - Sketch of a Venn diagram 

Figure 8 - Sketch of cake model 
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using some kind of status bar that for each information receiver is filled with the amount of 
information that is being shared to that person. A full bar would be the total amount of data items 
that exists. Seeing the percentage of information another user is allowed to access would also 
give the user an understanding of how trusted this person is.  
 
An idea related to this design approach was derived from 
the Sims2 computer game4, where the player is able to see 
both how strong her relationship is with another Sim and 
also how strong that Sim’s relationship is to her. This 
could be used in privacy management by showing both 
how much information the users is sharing to an 
information receiver, but also how much data she has 
access to from that person (See figure 10). This could be 
of interest to the user since she might not want to share 
large amounts of data to another user if she’s not allowed 
to access any data from that person. 

5.2.5 Different levels of privacy 
The most basic approach to different levels of privacy is to consider the fact that either 
information is being shared or it’s not. This approach with a clear on/off situation can work for 
some type of information, but it is far from applicable to all situations. For instance, when asked 
to give out his or her location a person could answer in several different ways, e.g. “at the office”, 
“Stockholm”, “Main Street 5” or the exact coordinates, all of them being accurate.  
 
One approach related to different 
privacy levels that was discussed 
early on was using different 
levels of sensitivity to classify the 
data by (see Figure 11). Since 
each user has her individual 
perception of what information is 
sensitive and what is not, this 
classification could not be preset, 
but would require the user to 
somehow mark each data item 
with the appropriate sensitivity 
level. Since this would require an 
extensive amount of 
configuration by the user, due to 
large amounts of data items (e.g. 
personal data, pictures, context 
information, etc.) generated 
throughout the use of the MobiLife system, it was found to be an inappropriate solution.   

                                                 
4 http://thesims2.ea.com/ [May 5 2006] 

Figure 10 - Sketch showing how data 
is shared to and by User A 

Figure 11 – Dividing data into different sensitivity categories 

http://thesims2.ea.com
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5.2.6 Conclusions from design iteration 1 
The major lesson learned from this phase of the design process was that the larger the amount of 
data gets the more difficult or cluttered will the visualization become. This issue is something that 
made some of the ideas unfeasible. However, the general idea of using familiar objects such as 
Venn diagrams seemed like a good idea. Based on the ideas described above, as well as 
conversations with security and usability experts, the next iteration would be to take the feedback 
received from our current ideas and focus on finding appropriate conceptual models that would 
represent policies in a to the user obvious way.  

5.3 Second Design Phase - Functionality 
Where the first design phase was mainly based on brainstorming, the second phase was more 
based on the literature studies. Taking into consideration the five pitfalls described in section 
4.2.2 as well as the user requirements described in section 3.3.2, the functionality of the Privacy 
Display Widget was defined. These functionalities were then interpreted in different ways in the 
three visualization concepts that are described in section 5.4. 

5.3.1 Policy requests and alerts 
In order to protect the users privacy on her own terms, from the very instant she starts her mobile 
device and logs on to the MobiLife system for the first time, the default of her policy should be to 
not share any data. The user should instead opt-in to share her data, either by setting up rules in 
her policy stating what to share to whom, or by accepting policy changes pushed from the system.  
In order make the user aware of the potential information flow when opting in to the pushed 
policy changes, she should be informed of why the information sharing in question is required 
and be asked to accept or deny requests for information she is not already sharing through her 
existing policy. To keep the user in control of what rules she has already accepted and/or denied a 
history log of all previous disclosures should be available. 

5.3.2 Expose the information flow 
To meet suggestions made in user interviews within the MobiLife project the user needs to know 
what information is currently being disclosed. Displaying to the user who is allowed to access 
what information should make the user able to control her current privacy situation as well as 
plan changes to it when required. Some things that were concluded early on in our work is that 
there are two ways to look at shared data; either by looking at a user who can access a specific 
data item or by looking at what data a specific user has access to. Which approach will be most 
useful for the user most likely depends on the situation as well as the visualization concepts and 
should therefor support both approaches to privacy management in order to show the current 
information flow in the, for the current situation, most efficient way. 

5.3.3 Intuitive configuration 
Users can not be considered autonomous and are thus not predictable when it comes to how they 
will react in a given situation. Given a request for sensitive information in the same context, two 
different users are very unlikely to react in the same way. Since context is an important factor 
within the MobiLife system, making pre-engaged privacy settings for situations that have not yet 
arisen should not be forced upon the user. This is because it is hard for the user to know how she 
will react to the situation before it occurs. Rules for information sharing should therefore be set as 
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a part of system usage. An example of this is how new rules will be proposed when wishing to 
join a new group which has a group policy. The user will then have to accept to add the rules 
stated in the group policy to her personal policy in order to become part of the group.  
 
The approach of pushing rules on the user such as when joining a group could possibly also be 
used for applications that require certain user data. This could be useful when the user first starts 
using the application, since nothing will be shared as a default and setting up a lot of rules will be 
time consuming, rather than accepting the pushed rules from “safe” entities such as applications 
within the system. A possibility would also be for the service provider to push a set of suggested 
rules on the user at first startup of the device. In general, however, rules should be set and pushed 
by the user. This is partly due to the fact that users often intend to click the ok button to accept 
certificates, for example when using a web browser, without actually reading what they are 
accepting, just to get on with the task they are trying to perform. Since privacy is important, 
information overflow in the form of pop-ups should be limited so that the user won’t share 
information by accident. Also, since chances are some people might not bother to take the time to 
learn and modify their privacy settings (Cranor and Reagle 1998), all data should be set to not be 
shared as a default.  

5.3.4 Coarse-grained control 
One issue that was discussed during this design phase is how to best offer the user coarse grain 
control. For example the user might want to have access to an easy way of turning off the location 
or some other sensitive information for all information receivers without having to change the 
individual policies. A possible solution for this could be to have a set of different profiles of rule 
sets that can be used for the information receivers. Another could be to have some kind of 
overriding rule set that will automatically override the rule sets in the user’s policy when it is 
activated. This solution would let the user switch to for example a more private mode very 
quickly. It might however interfere with the user’s group memberships, since these might call for 
sharing of certain data items. This could of course be altered using the information accuracy 
settings discussed in the next section. 

5.3.5 Information accuracy 
During user interviews within MobiLife, users requested the option to modify the accuracy of the 
disclosed information. Indications on this were also found in current research discussed in section 
4.2.1 and it is something that should be considered in the design of the PDW. For example it 
should be possible for the user to change her primary e-mail when being required to share it to a 
group she wants to join but doesn’t trust with her regular e-mail. For more dynamic data such as 
location it should be possible to either choose how specific the location should be (i.e. country, 
city or street name), choose to display no information or to display false information. The issue of 
showing their location was brought up as a concern by some of the teenagers that participated in 
the user interviews, since they did not always want their parents to know their whereabouts.  

5.3.7 Multi-language support 
Since the MobiLife system will be tested in both Italy and Finland it is important that the Privacy 
Display Widget is adapted when it comes to terminology used in the application. Since not all 
users will be proficient in the English language the PDW should have multi-language support. 
This should avoid any problems with misunderstanding of settings due to language complications. 
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5.4 Third Design Phase – Conceptual Models 
Since one of the research questions for this thesis was to investigate how conceptual models 
could be used for policy visualization the goal of this design phase was to create conceptual 
models. The conceptual models were created using familiar visual objects as metaphors for the 
user interfaces. One the conceptual models were defined, sketches were drawn describing the 
graphical layout and the functionality of the concept (see Appendix B). After discussing the 
sketches with the usability experts at Ericsson, interactive mockups were made using Illustrator 
and Power Point. 

5.4.1 Policy Cards 
This conceptual model is based 
on the metaphor of a recipe card. 
A recipe card basically contains 
the ingredients and instructions 
on what to do with them. Since a 
policy contains one or a number 

of items and instructions on how 
to share them, the recipe card 
metaphor could be used to illustrate this (see Figure 12). Instead of the ingredients we have what 
to share, i.e. the data items. The instructions would be replaces by the statement share to whom, 
i.e. some sort of list of information receivers (i.e. groups or individuals). Each policy would then 
be a collection of policy cards (i.e. the rule sets). Another thing that should be visible on the 
policy card is when the rule is valid, if applicable. 
 
Policy Cards Interaction Modes 
The interaction mode for this conceptual model will be 
mainly direct manipulation using drag and drop. The user 
policy modified by letting the users drag and drop the 
desired iconic objects from a data container to the policy 
card (see Figure 13). The direct manipulation style is very 
easy to understand and learn for novice users and should 
make the user aware of how she is modifying her privacy 
settings. The recipe card metaphor should also give the 
user a good overview of a specific rule by visually 
presenting the items of that rule in relation to each other. 
 
The user should be able to view and browse her 
collection of policy cards at any time during system 
usage. Since a user can have a substantial number of 
policy cards, the possibility of filtering them, based on a 
specific data item in the personal profile or on a specific 
information receiver, should be available. This should 
make the interaction of browsing the rules of her policy 
more efficient. 
 Figure 13 – Editing policy cards with 

direct manipulation 

Figure 12 – Recipe cards is used as a metaphor for visualizing 
polices 



5 Design Process 

22 

Privacy notifications upon policy requests or policy conflicts should occur in an instructional 
mode and be handled by notifying the user of what has occurred and allow her to react by 
accepting or denying. The privacy notification could occur as a pop-up requesting user interaction 
to solve the conflict by accepting or denying that an action will cause alterations on her existing 
policy. Naturally the notification should inform the user of the involved rules and how they 
conflict. 

5.4.2 Matrix 
Since the target user group in MobiLife is families, using a 
conceptual model that is familiar to both adults and children 
would be appropriate. Some families might be familiar with 
using some kind of weekly activity or chores schedule in the 
form of matrix. On one axis will be the name of all family 
members and on the other the list of chores. Then checkmarks 
will be done in the appropriate box to show who should do 
what. A third dimension could also be added, e.g. on what day 
the task should be done, by using labels with the weekdays 
instead of checkmarks. This model could be applied to the 
privacy visualization concept by assigning the data items in the 
personal profile to one axis and all individuals and groups the 
user communicates to the other axis (see Figure 14). A third 
dimension could be added by using symbols (to indicate 
specific constraints to the rule) instead of the checkmarks. 
 
Matrix Interaction Modes 
The full matrix will give the user a good overview (see Figure 
15) of her overall information sharing and the zooming user 
interface will give a magnified and more detailed view of the 
information. This is important since the display is limited on a 
mobile device. The zoomed in view will support scrolling on both axis and also highlighting of a 
specific column or row in the matrix. This will allow the user to interact with the interface in an 
exploratory and browsing mode. 
 

Figure 15 – The family schedule is used as a metaphor for visualizing policies 

Figure 14 - Privacy settings with the 
Matrix concept 
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By selecting a field in the matrix the user will be able to view and modify the information that is 
associated with the data on the x-axis and the information receiver on the y-axis (see Figure 16). 

To support different levels of information accuracy the user will 
be offered the selection of what information to associate with this 
data in regard to this information receiver. The options could 
consist of actual data value, modified data value or no data value 
at all (i.e. this information is not shared to this user). For static 
data, such as e-mail, selecting the modified value could allow the 
user to enter new information (e.g. a secondary e-mail). For 
dynamic data, such as location, the same selection could 
preferably give the user a number of selections for example 
country, city, street or location not available. 
 

Regarding privacy conflicts they could be resolved in the same visual manner as described in 
section 5.4.1.2 for the Policy cards concept. 

5.4.3 Set Theory 
The user interface metaphor used for this conceptual model is derived from the mathematical area 
of set theory, which is used for showing relationships between different sets of data (see Figure 
17). To group data and information into sets and groups of similar nature is a task that most 
people do intuitively every day and this metaphor should therefore be understood by most users.  
Using this metaphor two major sets of data are defined; the information receivers (i.e. the other 
users and groups of users in the system) and the user’s data items. Within the data items set, two 
subsets; personal data and activity data are created. The personal data subset contains more static 
data such as name, e-mail etc. and the activity data more context related items such as location 
and calendar etc. The relationship between the information receivers set and the data sets are 
indicated using colored lines.  
 
 
   

Figure 16 – Setting information 
accuracy  

Figure 17 – Set theory is used to describe the relationship between users and shared data. 
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Set Theory Interaction Modes 
The user policy is edited by manipulating the lines between 
the two major data sets. For the two data categories the user 
is able to set up different profiles by defining further 
subsets of data that is to be shared for that subset. Each 
profile is assigned a specific color and by using the same 
color code for the lines indicating the relationship between 
information receivers and data, the users should be able to 
get a good overview of the data.  
Altering the policy can be made either by editing the “line” 
or editing what the relation connects to inside the profile of 
the data category. The idea is to have all advanced 
configurations hidden by default, but retrievable by 
navigation such as selecting the different data categories 
and their profiles. 
 
Another functionality that should be supported is to add 
conditions to the relationships, for example time constraints. 
This would be done by dragging icons from the top right 
corner in the display (see Figure 18) to a line. The 
constraint would thus be applied for that relationship. Figure 18 - Editing policies using 

set theory 
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6 Usability Evaluations 
 
This chapter describes the findings and recommendations of usability evaluations that have been 
performed on the design concepts described in the previous chapter. 

6.1 Expert evaluation of Power Point Mockups 

6.1.1 Approach  
Expert evaluations of the prototypes created for this thesis were performed at Helsinki Institute of 
Information Technology(HIIT) (Lehmuskallio 2006a, 2006b). Four usability experts with over 
five years of experience performed a combination of a heuristic evaluation and cognitive 
walkthrough. The goal of this evaluation was to evaluate the three different design concepts 
proposed for the Privacy Display Widget in order to get an understating of which would be the 
most promising design to implement in the prototype and test on actual users. The evaluations 
were performed on prototypes made in Power Point using sketches from Illustrator combined 
with action scripts.  
 
For each concept the evaluators used the Power Point mockups (see screen shots in Appendix C). 
Each screen was visited and discussed regarding functionality and user interface elements. The 
evaluators then choose the design they believed the users will most easily understand. 
Brainstorming was then carried out in the group of evaluators to suggest improvements on the 
selected concept, based on good designs from the other concepts. These ideas were then 
combined into a Power Point mockup containing the new recommendations. Some screen shots 
with descriptions can be found in Appendix D. A summary of the findings and recommendations 
are presented below, the details can be found in Appendix E.  

6.1.2 Findings 
 
General Findings 
One of the main findings in all concepts was that the evaluators missed the ability to view what 
information another user was sharing to them. They suggested that knowing how much 
information another user is sharing to them would make it easier to decide how much information 
they would want to share to that user.  
 
Another finding was the lack of access to the user’s personal profile to see the values of the 
shared data (i.e. what exactly does the information receiver see when she accesses the user’s data). 
Currently only the Set theory has this functionality. Another thing missing from all concepts, but 
the Set Theory concept, was the ability to overrule the privacy settings by switching between 
different profiles. They suggested that at least some kind of “normal” and “reveal nothing” profile 
options should exist. 
 
The evaluators found the issue of policy conflicts hard to evaluate based on the power point 
prototypes. They did not find the term policy conflict very appealing since they believe the term 
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paints a picture that the user is not in control of her privacy settings. They also found unclear to 
fully understand which the conflicting rules of the policy were and why they were conflicting.  
 
Policy Card 
The terminology concerning rules, policy, ruleset is somewhat confusing since they are used 
interchangeably throughout different view which could easily cause misunderstandings. The 
graphical design is seen as quite pleasing but rather complex and uninformative. The complexity 
basically derives from the large number of tabs used in this layout. The design is uninformative 
due to a lack of headings, especially in the different fields of the policy card.  
 
Matrix 
This concept was found to be intuitive and informative. The evaluators did however not like the 
use of the colors black and white since it made it difficult to understand which color meant that 
information was being shared. 
 
They found it easy to compare sharing between two or more different information receivers. If 
there are a lot of data and information receivers the matrix would become very large and it could 
be difficult to navigate it. 
 
For the edit function it was found that the term display was inappropriate since it did not suggest 
anything about sharing information. Also it was found that having a drop-down box for the input 
field for alternative data could be useful. 
 
Set Theory 
The overall look of this concept was seen as a little confusing. 
The labels, icons and colors used in the design were unclear to 
the evaluators. The control view was seen as complex and it 
took a long time for the evaluators to figure out the relationship 
between the colored lines and the data.  
 
The evaluators identified the lines as a potential scalability 
problem since having even only ten lines on the screen made it 
cluttered. Having the static and dynamic data separated was 
found useful.  

6.1.3 Recommendations 
The evaluators found the matrix concept to be best candidate 
for further development into the prototype. Some 
recommendations on improvement on the matrix concept were 
therefore made and these have been summarized in the sections 
below. The evaluators also made a design proposal in power 
point supporting most of these functionalities (see Figure 19). 

Figure 19 – Recommended 
layout of the matrix using 
multiple colors. 
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Zooming and Scrolling 
The zoom functionality was seen as appropriate but it was suggested to add a marker on the 
previous zoom icon to make it more dynamic and give feedback to the user on which part of the 
matrix that is currently being shown. As in the concept the zoom functionality should be available 
if the size of the matrix gets bigger then the screen (which it will most definitely be). For the 
scrolling on the zoomed in view it was suggested that when scrolling vertically the horizontal 
fields should remain still and vice versa.  
 
Access to My Profile 
As mentioned in the general findings there were a lack of access to my profile. The proposed 
solution to this was to add a button at the top left corner of the matrix for easy access to my 
profile which should list the shred data items and their values.  
 
Use of Colors 
Regarding the black and white coloring of the fields it was suggested to rather use the colors 
green, yellow and red to indicate how data is being shared. The suggested color coding from the 
evaluation is shown in Table 1. It was also suggested that icons could be used to display special 
conditions in a rule. For example a clock icon could be used to indicate that a rule is only valid 
during a certain time or during certain hours. A question mark icon is suggested for indications of 
the access mode ask to a data item. An overall recommendation for colors and icons is to strive 
for consistency in all situations.  
 
Color Recommended meaning 
Green Shared 
Yellow Mixed sharing inside cell 
Red Not shared 
White No rule set (i.e. Not shared) 

Table 1 – Recommended color coding 
 
How much are Other Users Sharing  
The evaluators found that this functionality would be useful in order to make better judgement on 
one’s own information sharing. Their proposal is to show for each cell how that data is being 
shared by you to the person or group on the x-axis and also how that person or group shares their 
data to you. They suggest doing this by dividing the cell into two sections and having the color of 
the triangle in the lower right corner indicates how the data item is shared with you (see Figure 
20). The color of rest of the cell indicates how you share your data to the person or group in 
question. If both parts of the cell are the same color the access mode set by the user is the same as 
the user’s access to the information receiver’s data item. 
 
Editing the cells 
Recommendations include a suggestion of cycling the three different access modes through when 
clicking the cell. Based on earlier user studies it is also recommended that there should be 
granularity for context information such as location. If the user wants to share a non-default value 
to a certain user it is recommended that this can be done by right-clicking (on a PDA click and 
hold) in the cell to open a context menu. From there the user should be able to enter or select a 
non-default value. Further recommendations include having some kind of icon to indicate that the 

Figure 20 - Recommended way of displaying 
the data sharing using colors 
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shared value is a modified value. It is also suggested that the functionality of copy-pasting group 
settings from one group to another could be a useful feature. 
 
Group Overview 
From the context menu suggested above it is recommended that access to some kind of overview 
for that information receiver is available.  It is suggested that this overview should list all the data 
items that are currently shared to that receiver and what values they contain. If the information 
receiver is a group it should preferably also list the group members. The valuators suggest that 
this could very well be done as a textual representation. 
 
Policy Conflicts 
For the policy conflict handling it is recommended that for example when having a conflict when 
joining a group the group policy and the conflicting individual rules could be presented side by 
side to make decisions easier for the user. When it comes to accepting a new rule set the new 
rules will be added to the matrix upon acceptance from the user. 

6.2 Heuristic Evaluation of the expert recommendations 

6.2.1 Approach 
Using the power point design proposal from the expert evaluation as a starting point a heuristic 
evaluation of that concept was done by myself and my partner for this thesis work. Using Jacob 
Nielsen’s ten heuristics (Nielsen 2006b), a walkthrough of the power point proposal made by the 
experts was conducted individually while taking notes on potential problems as well as positive 
features of the design. The goal of this evaluation was to find improvements of the visual 
elements, rather than the functional ones since it is only a mock-up. These findings were then 
compared and possible recommendations were discussed. The results of this evaluation are 
presented below and a full list of findings can be found in Appendix F. 

6.2.2 Findings 
One of the major findings regarded the clicking the cells of the matrix. A person’s access mode to 
a data item (represented by a cell) is changed by clicking on it one or more times to switch 
between the available access modes. Understanding that the cells are clickable seems quite 
intuitively, but knowing that the access mode will change just by one click might not be obvious 
for a first time user and could therefore be a potential problem since it could lead to unwanted 
changes in access mode. The fact that the cells are rather small might promote this problem 
further. The system therefore needs to inform the user in a more obvious way that a change has 
been made. Another finding regarding clicking on the cells was that it was hard to tell from the 
design if it is possible to make changes only in the cells that appear when both the horizontal and 
the vertical tabs are expanded or at all times.  
 
Another problem that was found, concerns the “right click” in a cell, to modify the accuracy or 
add time limits etc, since the user is not informed of this functionally in any way. When accessing 
this menu, it was found difficult to know which cell had actually been selected since the menu 
covers the matrix and has no label stating the selected cell.  
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Another major finding concerned the color codes and icons of the design. The colors red and 
green should be informative due to the analogy of the red and green for stop and start on a traffic 
light. The yellow color might be more difficult to understand what it means in relation to sharing. 
Since it is between red and green in regard to the traffic light analogy it could be interpreted as 
being half shared and might end up being confused with the access mode ask. The white color 
that is to indicate no rule was found to be confusing since it could be hard for a user to understand 
the difference between white(equal to having no rule, meaning by default that the item is not 
shared) and red (equal to having a rule with access mode deny, meaning that the item is not 
shared).  
 
Using a question mark to symbolize the access mode ask could also be potentially confusing 
since a question mark could mean a variety of things such as help, no rule found etc. Also, using 
icons on the whole, could lead to a cluttered screen since the cells are small if the user is not in a 
very zoomed in view. The tabs on both axes are however a good way of avoiding clutter by just 
showing details when needed. 
 
The meaning of the small triangle representing what other users are sharing to you was found 
hard to understand what it symbolized without any explanations. The trade off between the 
usefulness of this functionality and the clutter and confusion it might bring was also discussed 
during the evaluation. 
 
A third major finding concerned the naming of the labels in the suggested improvements(see 
Appendix D). The categories My and MobiLife are slightly confusing since according to our 
understanding the only groups in the context of the MobiLife system are the MobiLife based 
groups. Therefore there is no need for these categories. The label places on one of the data 
category tabs on the vertical axis was found unsuitable since it’s quite hard to understand what is 
meant  by it, and also that it might easily be confused with the data item location.  
 
Another finding concerned the policy conflict notification. The notification view was found 
consistent to the edit view and it should help the user understand where the conflict lies. A 
problem that was found for this solution is the scalability due to the limited screen space.  

6.2.3 Recommendations 
The colors 
In order to simplify things for the user, the elimination of the white color is 
suggested. Since the default sharing for no rule and a rule stating the access mode 
deny both results in no sharing of the data, these two cases could both be 
represented in red. Whether yellow and different shades of orange is appropriate is 
something that could be a topic for further research and this recommendation 
will therefore not discuss that issue further. The icons should be avoided since 
they will tend to clutter the screen when the user is not in a very zoomed in view. 
 
Regarding the ask access mode a suggestion is that rather than using an add on symbol like the 
question mark having the cell be half green and half red might be appropriate (see Figure 21). By 
dividing the cell on the diagonal the divider could be considered to represent the symbol “/” 

Figure 21 -Color 
suggestion for 
"ask" mode 
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which usually stands for “or”. Ask would thus be represented by “deny or accept” which is 
appropriate since the user has to aswer this question when the information is requested. 
 
Changing access mode 
To make it more obvious to the user that an access mode has been changed it should preferably 
be highlighted somehow. To prevent mistakes of unwanted changes it might be appropriate to 
have a save button that updates all the made changes. This would give the user a change to look 
over the changes made before actually committing them. An issue with this could however be 
that the user might misunderstand and believe the changes are made instantly when making the 
change or that they forget to push the save button. The later one could be avoided by asking the 
user to save when exiting or minimizing the widget. 
 

To clarify to the user that she can press the cells to change the access mode a 
recommendation is to make the cells more button like in their appearance. This 
should make a clicking them more intuitive. The “right click” functionality also 
needs to be made apparent to the user. One suggestion is to have a small arrow in 

the lower right corner similar to that of the tool bar in Adobe Photoshop5 (see 
Figure 22). This arrow should indicate that there are more options available for 
this “cell button”. The menu tab that appears when right clicking should have a 
label stating the data item and/or the user or group that the menu concerns.  

 
It should be possible to change the access mode for an entire tab (i.e. for a whole group or data 
collection) since this will make the settings quicker to perform. However in order to make sure 
the user is informed about the changes she is about to make some kind of notification stating that 
the action will affect more than one cell should be presented to her. This is to avoid making 
uninformed choices. 
 
Seeing what other users share 
If users want to see what others are sharing to them (and also if they want to be able to compare 
this to what they share themselves) could make up some interesting research, but it is something 
that is outside the scope of this thesis. Since this design solution for viewing the sharing from 
others has the potential to clutter the screen and perhaps not be understood by the users, the 
recommendation is to remove it in this version of the Privacy Display Widget. After performing 
further research on the subject it might be found appropriate to invest time in making this 
functionality available. 
 
Policy Conflicts 
The way policy conflicts are presented needs to be made more scalable. Since there might be 
several rules that conflict the suggested way of presenting it would not fit on the screen. The 
conflicts will therefore need to be presented in a way that is more scalable but still gives a good 
overview. 
 
General concerns 
A concern with this design as well as the previously evaluated ones is that the configuration effort 
is still quite extensive, something that is hard to avoid. It can however be assumed that many of 
                                                 
5 www.adobe.se/products/photoshop/main.html [May 5 2006] 

Figure 22 - 
Indication that 
right click is 
available 

http://www.adobe.se/products/photoshop/main.html
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the settings will be derived from acceptance of new rules when for example a user joins a group 
and accepts their rules as her own. 

6.3 Planned user evaluations of java prototype 
Taking the recommendations from the expert and heuristic evaluations into consideration, a java 
prototype of the Privacy Display Widget was implemented to support the suggested matrix design. 
The prototype was during May 2006 integrated with another application in the MobiLife system. 
The prototype is further described in the next chapter. 
 
User trials of finished MobiLife applications and prototypes will be performed in Italy and 
Finland during the summer or early fall of 2006. The PDW will be evaluated in Finland in field 
trials with actual users. These evaluations are outside the scope of this thesis. 
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7 Prototype Implementation 
 
This chapter describes the prototype of the Privacy Display Widget which was implemented to 
demonstrate how privacy can be managed by a graphic component in the MobiLife system. 

7.1 Description 
The implementation of the Privacy Display Widget prototype was created as a client application 
communicating with a Trust Engine (i.e the server), using web services. The web service and 
Trust Engine implementations were made by BLStream6, a partner in the MobiLife project. The 
interface proposals and policy definitions were created in cooperation with partners from 
Telematica Institute7. The cooperative work was mainly conducted over e-mail, ICQ and phone 
conferences, but also with some actual meetings.  
 
One goal with this prototype was to demonstrate the interaction of the Trust Engine and the 
Privacy Display widget according to the description in section 3.2.2. Another goal was to 
implement the graphical user interface suggested in the usability evaluations on top of that 
functionality. An early version of the prototype was presented at the MobiLife project audit in 
Prague in early April. The final version will be used in field trials with actual users during this 
summer or early fall. The field trials will be performed by MobiLife partners in Finland. The 
results from those evaluations will be outside the scope of this thesis. 

7.2 Implementation  

7.2.1 Development Tools 
The PDW client was developed for a PDA (Personal Digital Assistant) running Windows CE and 
J9 Java Virtual Machine (JVM). The PDA used for testing was a Hewlett Packard IPaQ. The 
Trust Engine web server was deployed on an Apache Tomcat server using Ant and Axis. A 
MySQL database was used by the Trust Engine component as storage for the policies. 
 
Implementations were made in Java J2ME with Personal Profile, which has some Abstract 
Window Toolkit (AWT) support for developing GUIs. For a development environment IBM Web 
Sphere Device Developer was selected, since it has good support for easy transfer of the 
implemented files to the PDA, and since it came with J9 JVM.  

7.2.2 PDW Components 
Communication 
The communication component of the PDW was responsible for instantiating the web service 
connection using a set of stubs provided by the Web service developers. Via those stubs the calls 
are made to the Trust Engine to retrieve, modify and delete the user policy or parts of the policy. 

                                                 
6 http://www.bellsteam.com 
7 http://www.telin.nl 

http://www.bellsteam.com
http://www.telin.nl


7 Protyotype Implementation 
 

33 

The communication is run as a separate thread as to not interfere with the update of the graphical 
components. 
 
Local Policy 
A local copy of the user policy was created to make updates of the GUI faster by retrieving data 
from the local policy instead having to call the web service every time the screen would be 
repainted and thus generate a lot of unnecessary traffic.  
 
Graphical User Interface 
The graphic design has deliberately 
been kept very simple and can be 
seen in Figure 23. The color codes in 
the legend shows that green indicates 
shared and red not shared. Clicking 
in a cell will change the access mode 
for the person on that row to the data 
in that column. The changes are not 
sent to the server until save changes 
are pressed, which should limit 
changes to be made by mistake. A 
status field is used to indicate to the 
user that changes have been made or 
to report potential problems. By 
clicking the icon with the “person” 
on the user can view a list of which 
values she has entered for each data 
item. 
 
Multilanguage support 
This component allows the user to select which language all text in the GUI should be presented 
in. The language files are stored as static databases and parsed to translate the text so it will be 
displayed in the current language. Since the prototype, once integrated with another application, 
will be evaluated in Finland, the currently implemented languages are English and Finish. 

Figure 23 – Final Prototype of the Privacy Display Widget. 
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8 Discussion and Conclusions 
 
This chapter addresses the research questions listed in section 1.3. It contains a discussion of the 
result and a recommendation on how visualization can be used to make privacy more 
manageable in the MobiLife system. It also discusses the research methodology used for this 
thesis. 

8.1 Analysis 
Giving the user an overview of her current privacy situation is something that has been an 
important issue for the visualization work. How privacy is best visualized in the context of 
privacy policies and privacy management is a tough question to give a precise answer to. This 
section will however discuss some possible solutions related to the research questions proposed 
for this thesis. 

8.1.1 Helping the user understand the system 
The final design proposal using a matrix as a conceptual model is the design that seemed to be 
most appreciated amongst usability experts, probably because it is a very familiar way of 
conceptualizing data and quite scalable too. If this is the best way to present privacy information 
is impossible to know and this is not the aim of our research either. Quite frankly is it rather hard 
to find a “right” solution to a design problem since the answer to that question mainly lies in the 
eyes of the beholder. The design concepts proposed and evaluated in this report should therefore 
rather be seen as suggestions on how to visualize the privacy management functionality in a way 
that can be understood and manipulated by a novice user. 

8.1.2 Displaying privacy to the user 
Throughout this thesis work the fundamental content of a user’s privacy policy has been who has 
access to what information. In order to understand and manage her policy this is also the primary 
information the user will need to be able to se on the screen of her device. The experience from 
the expert evaluations as well as discussion with usability experts at Ericsson is that on a small 
screen it is especially important not to have too much information. Therefore the matrix model 
should support the user’s need of information quite well since it displays the primary information, 
while still having more information available through menus (such as modifying the information 
accuracy etc). It should also offer a familiar design to the user, since most people will have seen a 
spread sheet or matrix schedule before. The red and green colors symbolizing “stop” and “go” 
should be an intuitive description of the access modes. The matrix should also give the user a 
good overview of her total information sharing and also the possibility to compare how she shares 
her data to different persons. 

8.1.3 Designing with conceptual models 
Using conceptual models have been valuable in the design process, since they are good guidelines 
for coming up with new creative ideas. During expert evaluations and discussions with usability 
experts this design approach was seen as positive. Out of the three conceptual models that have 
been used for mockup prototypes, the most simple one (the matrix-style one) was the most 
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appreciated during expert evaluations. Based on these results it can be concluded that simplicity 
seems to be the best approach. This also concurs with one of the heuristic guidelines, which states 
that user interfaces should strive for an aesthetic and minimalist design.  

8.1.4 Mapping social behavior to privacy management  
Since it takes a lot of time to configure settings for an application and since it can be hard to 
know how you want to share information in a specific situation before you are in it, privacy 
management applications face some challenges. To support the social behavior of making such 
decisions on the spot and based on situation, the design functionality described in section 5.3 
suggests having intuitive configuration. This should also avoid forcing the user to spend a lot of 
time configuring settings since adding rules for new relationships (e.g. when joining a group) will 
be done by getting a proposal of rules to accept and thus add to the user’s current policy. Thus 
only minor changes should have to been performed by the user when desiring to change some 
rules.  

8.1.5 Usefulness of the results 
The solutions presented in this thesis are designed to suit the privacy functionality of the 
MobiLife project. To make use of this research in other contexts some of the lessons learned and 
the material presented here could be appropriate to use when developing privacy management 
components for other mobile systems. In order to spread the knowledge gained in this research 
some of material has been made public through MobiLife public deliverables, presentations at the 
MobiLife Winter School and by submitting two papers to conferences in related areas. 

8.2 Research Methodology 

8.2.1 Influences on this work 
Throughout the whole design process our work has been influenced by other participants in the 
MobiLife project since privacy issues and requirements have been discussed at workshops and 
meetings. Unknowingly, this might have influenced our work towards certain directions.  
 
This thesis work has been performed in cooperation with another thesis worker, David Almer, 
and this has probably had some effect on the results. This has been a positive influence since the 
possibility to discuss ideas and give each other immediate feedback has been valuable for the 
iterative design process. 

8.2.2 Usability Evaluation methods 
The reliability of the process and results of this thesis are based on qualitative research methods 
and these depend a lot on the people that participate and perform the usability evaluations. The 
fact that the heuristic evaluations was only performed by two persons who are not experienced 
usability engineers might have had some effect on the types and numbers of usability problems 
that were found. For the heuristic evaluation as well as the expert evaluation performed at HIIT, 
the major drawback is that the results are not based on actual user data and they could therefore 
be potentially inaccurate on some points. These methods were however more suitable for the time 
and resources available in our scope. Once the actual user evaluations are performed it will be 
interesting to see how those results turn out and if there are concerns similar to the ones discussed 
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in this thesis. The actual user evaluations should also give a good domain expertise (i.e. from the 
users) concerning the labeling used for the PDW.  

8.2.3 Having centralized privacy settings or not 
In this thesis the functionality and design of a centralized privacy management component has 
been described. In theory it should be integrated into the MobiLife system and be possible to 
access throughout system usage from the context of different applications. This would in practice 
mean that the user manages all her privacy settings from one point of action. If this is the most 
efficient way for a user to manage privacy or not is unknown to me. Looking back, it might have 
been appropriate to conduct an investigation on this behalf in order to make sure that centralized 
privacy management component really is the best option from a user perspective.  
 
The positive aspect of having all privacy settings in one place is that it gives an easy access to an 
overview of the user’s total information sharing. It should also be easy for the user to be able to 
use the settings without having to find different privacy setting in the menu system of each 
application she runs and learn the way they work. 
 
The negative aspect of having all privacy settings in one place is that it will be a lot of 
information for the user to take in. Also this way of managing access modes might not apply well 
to certain types of data. This could be especially true for data types, such as media, that will have 
potentially large amounts of data items. The issue of media data is outside the scope of this thesis 
work, but is discussed under future works in chapter 8.   

8.2.4 Match between design concepts and implementation 
One of the biggest challenges of working with visualizations for mobile devices is the small 
screen which limits the amount of information that can be shown. The closer to the 
implementation stage the design concepts came the more the screen size had to be taken into 
consideration. 
 
Another challenge is taking the step from paper to code. When creating designs using paper or in 
Adobe Illustrator it’s fairly easy to make colorful and fancy designs, perhaps complemented by 
arrows to indicate the interactions possible. Personally I feel this is a good and efficient way of 
generating creative solutions, the only problem is when they need to eventually be ported in to 
Java. This is especially true for J2ME/PP, which was the Java version used for the prototypes in 
this project. The limitations are mainly due to the constraints of only having access to the AWT 
classes of J2SE when programming the GUI.  
 
Attempts were made at using Thinlets8, a java GUI toolkit that describes the GUI hierarchy using 
XML, but the results were rather slow on the PDA and not possible to integrate with AWT in the 
way that we wished for. The only possible solution found at the time that suited the time 
constraints of the implementation phase was therefore to simplify the design. Therefore, the 
outcome of results from the user evaluations taking place in Finland may not be fully valid for 
evaluation of some parts of the design concept. They will however be useful as a feedback on the 

                                                 
8 http://www.thinlet.com [May 7 2006] 
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general design idea and should also give good further results on whether the conceptual model of 
a matrix is suitable for this kind of settings. 
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9 Future Works 
 
This chapter describes some suggestions of future works associated with the topics discussed 
throughout this thesis.  

9.1 Evaluations with real users 
The most important thing to proceed with is the user evaluations, which are in fact going to be 
performed, just not within the scope of this thesis. By evaluating the results from the work 
performed for this thesis with actual users, insight will be gained to whether the designs will 
work in a “real” world setting or not. The final java prototype, described in chapter 7, will be 
evaluated to find out if it has suitable functionality and is appropriate from a user perspective. 
Terminology, interaction mode and color legend are examples of functionalities that should be 
evaluated. An example of something that is not implemented in the prototype but included in the 
functionality description is the zoom function. It is an important function and should therefore 
preferably be included in the user evaluations as a discussion topic or similar. Despite the result 
from these evaluations it will probably be appropriate to iterate at least another round of the UCD 
design process in order to make the design of the Privacy Display Widget as solid as possible. 

9.2 Seeing what other users share 
One thing that was discussed while doing the early design sketches, then discarded and later on 
brought up again in the expert evaluations is showing the users what information others are 
sharing to her. An interesting future research question would be whether the users want this 
functionality or whether it will just add unnecessary information to the already small screen. How 
having this functionality would influence the user’s own sharing of data is also something that 
would be interesting to pursue with further investigations. Would the user share her information 
the same way as when the functionality does not exist or would she be influenced by the other 
person’s sharing and try to match that? This topic would also need to consider the amount of 
traffic this functionality would generate and thus discuss the trade-off between functionality and 
system performance. 

9.3 Sharing of media 
Within the MobiLife project one type of data that the users should be able to share amongst each 
other is media data, such as video clips, pictures and music. This type of data has not been 
considered specifically when designing the Privacy Display Widget. It is however something that 
has been discussed and a topic that would be interesting to pursue further research within. The 
issue that would need further investigation is whether the sharing of media really belongs in the 
PDW or if it will be more intuitive for the user to manage these settings in direct relation to the 
application. This issue was brought up due to the fact that media data tends to grow in quantity 
rather quickly. To first upload the pictures and then have to access the privacy functionality to 
create the rules for sharing them could be quite a lot of work, especially since automatic naming 
of pictures tend to be rather non-descriptive names such as pic023.jpg or similar. A possible 
approach to this issue would be to declare sharing as the pictures are uploaded, similar to the 
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approach used Flickr9. Looking into differentiating how privacy is set most efficiently for 
different data types is therefore something that could be an interesting future topic of research. 
 

                                                 
9 http://www.flickr.com [May 7 2006] 

http://www.flickr.com
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Appendix A – Abbreviations and Acronyms 
 
3G  Third Generations 
API  Application Program Interface  
AWT Abstract Window Toolkit  
EU   European Union 
GUI  Graphical User Interface 
HCI  Human Computer Interaction 
IST-FP6  Information Society Technologies-Sixth Framework Programme 
J2ME/PP  Java 2 Micro Edition / Personal Profile 
OECD  Organization for Economic Cooperation and Development 
PDA  Personal Digital Assistant.  
PDW  Privacy Display Widget 
PUL  (Personuppgiftslagen) Swedish Personal Data Act (1998) 
TE  Trust Engine 
UCD User Centric Design 
WWI  World Wireless Initiative 
XML  Extensible Markup Language 
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Appendix B – Sketches of Conceptual Models 

Sketch of the Policy Cards concept 
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Sketch of the Matrix concept 
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Sketch of Set Theory concept 
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Appendix C – Mockups of Conceptual Models 
 – Policy Cards Concept 

Viewing policy cards containing 
access mode, information 
receivers and data items. 

Displaying a privacy notification. 
The affected data items that are 
currently not shared are 
highlighted in red. 

Editing a policy card using drag 
and drop. Data items and 
information receivers are dragged 
from a repository to the card to 
build a rule set. 

Filtering the user’s list of policy 
cards based on a specific data 
item. 
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– Matrix Concept 

The zoomed out overview of data 
sharing. Dark fields indicate that 
data is shared. 

Zoomed in view of the matrix. To 
change the sharing of a data item 
to a specific person or group, the 
corresponding cell is selected. 

This is the view for changing 
access mode to a data item for a 
specific person or group. The user 
can choose to display actual data 
or alternative data (i.e sharing the 
data) or display nothing (i.e not 
sharing the data). 
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– Set Theory Concept 

Main view, showing a status window with 
feedback of what data is currently shared. 
Default, Privacy and Work are different 
policy settings that the user can switch 
between. 
 

Policy view; the icons to the left 
are to whom data can be shared. 
The lines represent different 
connections i.e. sharing relations. 

The policy is modified by creating 
lines in different colors matching 
the subsets of data 

Viewing a subset of data. Different 
colored tabs have different subsets. 
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Appendix D – Mockup Recommendations 

Displaying to the user what is shared.  
User edits data by clicking in the cell to 
switch between green/red.  
Green = Shared, Red = Not shared, 
Yellow/Orange =Degree of sharing for that 
data/person category. 

Alternative/Modified data can be shared by 
right-clicking on a cell. A menu will then pop 
up from which data details and constraints 
can be chosen. 

Group overview information should be 
accessible by clicking on the tab for that 
group. The overview gives the group’s 
information in much like the policies are 
presented in Policy Cards prototype, but a 
little clearer. 

The policy conflict occurs when user is trying to join 
a group that demands more privacy sharing than the 
user has already accepted to release for one or 
several of the groups members. In this case the 
policies of the group and conflicting members can be 
presented side by side for the user to make his 
decision. 
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Appendix E – Results from expert evaluations 
1.1 Findings from the PolicyCard prototype 

General 
Findings 

Finding Comment Advice Developers' response 

 Terminology problems "Rules", "Policy" and "Ruleset" are pointing 
to same thing. Misunderstandings like 
"There are different rulesets in Policy A" 

Use consistent names  

 The appearance of policy card There are misunderstandings about the 
different fields of policy cards and the 
evaluators can't identify the meaning of 
objects "Always", "User 1" … 

There is need for headings for the 
different fields. 

 

 Editing of rules There's no need for different tabs for 
viewing and editing. 

In the policy card there should be a 
button "Edit" which opens the 
editing interface 

 

 Too many Tabs in one screen In the worst case (slide 4) there are Tabs in 
three levels. This is way too much 

More simplified solution  

 One sidedness This concept only displays how the user is 
sharing his privacy. It might be appreciated 
that user can view also what other 
uses/groups are sharing about themselves. 

This is quite hard to implement in 
this conceptual design. See 
suggestions for the Matrix concept 
in the slide show 

 

 How is my info revealed? There is no screen that shows how my info 
is currently revealed. 

There should be a "My current 
profile" screen that shows what is 
showed to others if they have 
access to all of my (contextual) info 

 

 The concept doesn't apply for 
different devices 

The policy Cards concept is highly 
drag'n'drop oriented and this doesn't work 
without a mouse or stylus interface 
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 Division of groups to "My 
personal Groups" and 
"MobiLife Groups" 

This would help the management of privacy 
as the user could make his own "Friends" 
groups (like the ones in current mobile 
phones) and create common rules for them. 

  

 General privacy profiles Currently there isn't clearly these general 
profiles for fast transitions between privacy 
settings. 

"Normal" = apply normal rules,  
"Cautious" = reveal info with low 
accuracy, "Restricted" = share 
nothing 

 

Slide # Finding Comment Advice   
Status Status is not clear for the 

evaluators 
"8 information receivers" and "15% of 
privacy shared" don't provide any useful 
information 

Status should present more detailed 
information about privacy sharing -
-> List of information receivers --> 
Matrix presentation? 

 

Status Policy conflict? How can there be policy conflicts if the user 
is in control? 

Policy conflict is a hostile term. 
Could this be communicated some 
other way or is this intentional? 

 

View Rules Renaming of rulesets "Ruleset A" is non informative name The user should be able to rename 
the rulesets 

 

View Rules Inheritance of policies Is the default ruleset always "behind" these 
different rulesets? 

  

View Rules Selecting the "Ruleset A" What does this function do? The slideware can't offer the 
functionality… 

 

View Rules The location of "Add Rules" Could the add rules be at the end of the 
ruleset list? 

  

View Rules Filtering The evaluators had difficulties to understand 
how filtering works? Does it filter the Policy 
A, Ruleset lists or Ruleset A? 

Short comings of slideware?  

Edit rules Inconsistency of "selected" 
colour 

In some screens the selected areas are 
highlighted in blue in other screens they are 
blue 

Consistency  

Edit rules No way to identify the fields of 
Policy Card 

What does the objects in different fields 
represent? 

Identification with headings  



 

53 

Add Rules Names of data items These should be "My Location" this way 
they are more discriptive. E.g. "location" 
could also be some other objects’ locations. 

Some how the user should be able 
to identify context related 
information. 

 

Add Rules When? "Always" "Never" "Ask?" are too narrow 
separations. "Always" is clear, "Never" is 
the same thing as no ruleset at all and 
"Ask?" is somewhat unclear. 

  

Add Rules Moral question Moral question: "Why 'always' is presented 
with a smiling face and 'never' with a sad 
face? Are we allowed to direct people with 
these visual cues?" 

  

Privacy Alert “My Current policy settings” "Where have I set this? What are the current 
policy settings?" 

  

1.2 Findings from the Matrix prototype 

General 
Findings 

Finding Comment Advice Developers' response 

 Colors vs. Icons "Are the dark ones shared?" Use color codes. "Green" = 
completely shared, "Yellow" = 
between/modified/some shared, 
"Red" = no access, "White" no 
rule yet. Analogý to firewall-
applications 

 

 Colors vs. Icons  Icons could be used in 
cooperations with colors to 
represent activity times etc. 

 

 Highlighting row/column "If you click a row or column 
it should be highlighted… 
Wau, Ok, it is…” 

  

 Getting group summary "I'd like to get summary 
information about the group" 

The user should get "policy 
card" kind of overview about 
the group properties. This 
reduces the scrolling of main 
matrix. 
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 Link to phone book / contacts 
context information 

 Somehow there should be a 
shortcut to check the contacts' 
shared information. 

 

 Heading row/column The heading row and column 
are easily lost if the matrix is 
big. 

If scrolled horizontally the 
dataitem column stays constant 
and if scrolled vertically group-
row stays constant 

 

 Comparison between 
rows/columns 

It's easy to compare two 
groups and how the 
information is shared with 
them 

Support for copy-pasting of 
rules? 

 

 One sidedness Once again the user doesn't 
know how other party is 
sharing the same info? 

Divide one box into two 
sections: my sharing / others 
sharing. Use same color codes. 

 

 Display bad term while editing 
the cell 

Display doesn't tell the user 
that this is about sharing ones 
information 

Share is better term  

 Dropdown box while inputting 
alternate data 

For alternate data field there 
should be also dropdown 
option for earlier inputs 

  

 How are pictures/media shared?  Look the supporting slides.  

 Sorting the groups / users    
 General settings There aren't these general 

policies 
"Allow", "Low accuracy" & 
"Block" 

 

 Personal reflection "How is my information 
displayed?" 

"View me" -tab  

   Improvement: Add history 
logs… to understand how 
privacy is threatened  

 

   Improvement: Imitate Adobe 
Acrobat: click opens item, drag 
scrolls the table 

 

   Improvement:Grouping of 
groups 
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   Improvement: Expanding 
groups 

 

   Improvement: Grouping of 
Media? 

 

 

1.3 Findings from the SetTheory prototype 

General 
Findings 

Finding Comment Advice Developers' response 

2 Uninformative icons colors There are many icons and 
colors that don't explain 
themselves 

Use colors and icons that are 
easily recognized. 

 

2 Too many colors    
3 The view doesn't scale well If there are many Groups, 

contacts on the right hand side 
of the screen it will become 
very hard to get good out look 
on shared privacy 

Both scrolling and zooming are 
problematic 

 

2 statistic / dynamic data The separation of these is 
good thing 

  

 Policy Conflict Still this is quite hostile term This is useful, but the realization 
need some tweaking 

 

 Policy Conflict "Where does these changes 
affect?" 

  

 Doesn't work with other kinds of 
input devices 

Drag'n'drop doesn't work. 
And actually the policy boxes 
are too small for PocketPC 

  

 Exceptions? Each exception of the "rule" 
generates new rule => Many 
new colors 

  

 Many lines in policy view Many Lines = confused user, 
since there image becomes 
quite messy 
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 Too many different objects with 
different functionalities in main 
screen 

The main screen is confusing    

 One sidedness "How are others sharing their 
info?" 

Shortcuts to groups' or contacts' 
info 

 

 Icons are non-informative The column item doesn't 
correspond to the screen it 
opens. 

Pay more attention to the icons  
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Appendix F – Results from Heuristic Evaluation 
Visibility of system status  

• The square showing which part of the matrix is zoomed in gives the user a good overview and 
sense of how much is visible. 

• The label showing how many percent zoomed in you are also indicates how much of the total is 
visible. 

• Policy conflict alerts will be triggered if the user tries to accept a rule that does not match her 
current policy. 

• Being able to access a group overview is good to check the current status of sharing  
• When changing the access mode of a cell is needs to be indicated to the user that a change has 

been made, with some kind of highlight or something. There should also be an indication that it is 
possible to keep on clicking to get back to the last selection since the modes are in a loop. 

Match between system and the real world  

• Places is a rather blur definition of a tab category. 
• In general the language should be ok. 
• The label “activity time” under modify data could be confusing, what is the activity I can time. The 

access mode to a data item is probably not considered an “activity” 
• Modify data menu should also indicate which is the selected data item. 
• Understanding the triangle that indicates sharing from other user’s to you could be difficult by a 

new user, this needs to be explained somewhere. 

User control and freedom  

• Changes to the policy could easily be done by mistake since the change of access mode is done by 
clicking a cell one or several times. Perhaps there should be some kind of “save changes” button 
that indicates the changes on a list to be accepted or that they are automatically indicated by a mark 
around the cell until save is pressed. 

• No undo functionality is available if incorrect changes are made. 
• There is no way to “shut down” the sharing. Perhaps a share nothing or an invisible button could be 

a good idea. 
• Small cells could make it easy to change access modes by clicking the wrong cell by mistake. This 

could be severe for some data items. 

Consistency and standards  

• Hard to understand what “places” mean, it is locations, POIs or what? 
• Having the word “my” in the labels “My Location” makes sure that the user understands that it’s 

her location e.t.c 
• It could be difficult for the user to know that there is a right clicking function on the cell’s and that 

they there have the ability to change the accuracy of the information. 
• The question mark could be confusing, especially since it is red/orange colored and this usually 

means warning or stop or similar “negative” thoughts. 
• As I understand the clicking on the cells only work in the expanded tabs view. Or does it work to 

change a setting for a whole tab at once?  
• The triangle on the cells is only visible in the tab view not in the opened tab view. It’s actually in 

this view it is interesting to have them. 

Error prevention  

• Same thing as under user control and freedom regarding making changes by mistake. 
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• If a person is included in two groups and you change the rules for him in one of them, should the 
other one automatically change or which one should be valid? This should perhaps be handled by 
an error message/recommendation to make changes for that person in all groups. 

Recognition rather than recall  

• The tabs on both axis seems quite intuitive to expand and collapse to get more detailed information 
when needed. 

• Easy access to help and “my profile” is good. 

Flexibility and efficiency of use  

• It is suggested but not visually shown that there should be a copy past functionality for rules 
between different groups.  

Aesthetic and minimalist design  

• Having icons is relevant, but could clutter the small screen easily when contained within a small 
cell. 

• Tabs on the axis could perhaps be ordered by most frequently changed to make it easier for the user. 
Although this could also be confusing if they change positions a lot. Perhaps this should either be 
defined by system owner or done alphabetically. 

Help users recognize, diagnose, and recover from errors  

• The policy conflict alert shows what changes you need to accept in order to resolve the problem of 
new rules for joining a group that doesn’t match your policy. 

Help and documentation  

• Help functionality seems to be available but is not further described and can therefore not be tested. 
It should preferably describe the color codes and how to interact with the matrix in order to change 
the policy. 

 
Visibility of system status  
Negative: Although the overview of a person’s policy is presented in a simple and distinct way, no actual feedback 
mechanism that let the users now how the rules in the policy affect the privacy and how data is actually shared within 
the system is available. There is also a lack of information whether the widget is active in certain applications or 
what users are currently affected by the settings exposed by the policy. There are no indications of sublevels, such as 
the group overview being a sublevel of the main view. 
 
Positive: The visual representations of the rules are symmetric. It informs the user of what is shared to whom but 
also the other way around. 
The widget also supports a notification functionality which informs the user about events that needs to be solved by a 
user decision e. g a policy conflict. 
The matrix approach makes it easy to understand which data item is associated with whom. The column shared data 
is always visible. 

Match between system and the real world  
Negative: It might be hard to understand the difference between the categories “my” and “MobiLife”. The same is 
valid for context and places. 
  
Positive: The matrix approach is similar to a task schedule and therefore should be familiar to the intended target 
group, families.  
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User control and freedom  
Negative: There is no way to undo or redo a setting, this may cause unintentional sharing. It is very easy to edit a 
setting of a “highly sensitive” data item by mistake. 
 
Positive: The user is informed of what part of the matrix she is looking at with a small overview. There is also a 
zoom button, which can be used to navigate in a quick manner. The help button is always available. 

Consistency and standards  
Negative: Sharing is represented with colors; there might be misinterpretations of what yellow actually mean in 
relation to sharing. It can also be hard to understand what the tab in the lower left corner of each cell stands for. 
The difference between to explicitly say never share and an item with no color coding adds no functionality and can 
be confusing. 
 
Positive: The terms being used are common in most privacy sensitive applications and should be understandable. 
Also the use of green and red is familiar and the meaning is consistent within most situations, that is red = no, green 
= ok.  

Error prevention  
Negative: It is easy to click in the wrong cell since the screen size is very limited. Some particular types of data 
(sensitivity of data) should be protected better than just clicking on a cell to change the setting to “always share”.   
 
Positive: Support for a notification mechanism. 

Recognition rather than recall  
Negative: 
 
Positive: When accessing details about a category the category itself is expanded. 
In the notification the same system of cells and categories is used. 

Flexibility and efficiency of use  
Negative: No preset (automatic), history of or recommended settings available which makes the configuration effort 
quite extensive.  
 
Positive: Support for different policy profiles. 

Aesthetic and minimalist design  
Negative: 
 
Positive: The information in the group overview is very clear. 
Details are hidden by default but can be retrieved by clicking on the arrow next to each category. This should prevent 
information overflow. 

Help users recognize, diagnose, and recover from errors  
Negative: There might be problem when the conflict includes a lot of information. 
 
Positive: The notification about conflict uses the same visual representation as the rest of the design. 

Help and documentation  
Negative:   
 
Positive: Help button is available at all time, the information presented here can be adapted to the specific situation.  

 


