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Abstract 

Distance studies or distance learning has greatly grown in popularity over the past years, partly due to 

the growing interest in Massive Open Online Courses (MOOCs). As distance studies tend to have online 

exams, with the benefit of lower cost for the universities and more flexibility for students, there is a 

need for attention for online exam security. Online exam security is one part process and part technical 

solutions, e.g. PC lockdown or spyware programs. This study has shown that both the process and the 

spyware at an undisclosed Swedish university (University X) has security vulnerabilities and may result 

in cheating remaining undetected. The proposed prototype in this study handles these security 

vulnerabilities but needs further development to function as a production ready program. There is also 

a need for more research on a common path for online exam security as the current studies are 

proposing many different ways. Finally, spyware programs for legitimate purposes need to find the 

balance between privacy and cheating prevention, to provide trust and confidence to students 

interested in distance learning. 
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1 Introduction 

Distance education or distance learning has become more and more popular following the increased 

use of the Internet and students can often attend university courses and programs abroad. The general 

requirements for distance studies are usually an Internet connected computer, and often a web 

camera and a microphone are required [1]. Sweden was one of the countries starting early with 

distance education and in 1998 Distansutbildningsmyndigheten (Department of distance education, 

my translation) was formed. Högskoleverket [2] reports that the number of students in distance 

education is constantly increasing, and separate courses are much more common than programs, 

where part time studies are more common. In the past few years, the use of distance learning has 

grown even faster with the increased interest in Massive Open Online Courses (MOOCs) such as 

‘Coursera’ (https://www.coursera.org) and Udacity (https://www.udacity.com) used by top 

universities such as Harvard, Stanford and MIT [3]. 

As with regular physical studies, many courses end with a final exam. Universities and colleges have 

their own processes for conducting online exams – exams that take place over the insecure Internet 

[4]. The target for this study is an undisclosed Swedish university (hereafter University X) covering the 

process and the software they use for online exams. At University X, the online examination process 

includes two means of security measures; students are required to have a webcam connected and 

turned on during the whole exam so that a proctor may see the student’s place and its actions, and 

they are required to run a provided spyware program (Spyware BehavioForensics.exe) that records the 

students’ activities on the computer during the exam. 

This thesis is an analysis of online examination at University X, determining security flaws in the process 

and the spyware program, and suggesting an improvement in forms of recommendations and a 

prototype of an improved spyware program. 

1.1 Intended Audience 

This thesis is mainly intended for security managers and security engineers at higher education centers, 

as universities and colleges, interested in increasing awareness of security risks of online examinations. 

1.2 Research Questions 

 What, if any, security flaws are there in the online examination process? 

 What, if any, security flaws are there in the spyware? 

 How can the security of the online examination process and spyware be improved? 

1.3 Motivation 

While distance studies are constantly increasing in popularity, with lower costs as one major benefit, 

the security of online examination is still a problem [4]. To maintain trust in distance studies, and in 

long term the educational process itself, it is vital that security is strong.  
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1.4 Related Work 

Most of the research on secure online exams has been on secure authentication, to check student 

identities and a secure communication between the students and teachers [5]. Countermeasures 

against cheating on online exams have only been studied to some extent.  

There are studies that suggest thin clients to reduce the possibilities of cheating [6]. The setup for such 

system is fairly complex with a live Linux distribution (KNOPPIX), a VirtualBox virtual machine running 

a minimized Windows XP installation with Safe Exam Browser [7], and has less flexibility than the 

student’s own operating system installation with the ability to use (allowed) programs and text editors 

during the exam. There are also studies on implementations based on the Android platform, with the 

same limitations [8]. 

Other studies have suggested an online exam system using the web and S2SH (Struts2, Spring, 

Hibernate) or web services [9], [10]. Giustolisi et al (2013) take inspiration from the e-voting and e-

auction domain [3]. 

There are commercial applications and solutions for secure online exams, e.g. ProctorU [11] which is a 

solution for proctored online exams where the company offers live proctoring as a third party. The 

proctors of ProctorU connects with the student via web cam, they authenticate student identities and 

monitor their computer screens in real time. Using a third party for proctoring should increase the 

price for online exams, and therefor decimate one of the benefits of online exams. 

1.5 Delimitation 

This study was an analysis that focused on the online examination process and spyware I have 

encountered in University X. As such, it presents recommendations and a prototype for an improved 

process and spyware. Being a prototype, the spyware program was developed using a higher level 

language (C# on the .NET platform) and does not provide production ready code. Furthermore, I have 

focused on the security vulnerabilities that were more or less easy to exploit for students with 

reasonable technological background knowledge; neither the recommendations nor the prototype aim 

for “perfect security”. The study does not intend to cover all types of online exams or distance studies 

such as MOOCs, but the ones I have had experience with held by University X.  

There was also a delimitation of software used, where only Microsoft Windows 7 and Oracle VM 

VirtualBox were used. There are other versions of the Microsoft Windows operating system which may 

behave differently, and other virtual machines such as VMWare and Microsoft Virtual-PC and 

Microsoft Hyper-V. These may or may not have changed the outcome had they been used. 

1.6 Glossary 

Debugger – a program used to debug other programs, usually used without source code of target 

program. Debugging involves the ability to pause/break the program in runtime. 

Decompiler – a program that reverses the compilation process by translating low level program code 

into higher level.  
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Disassembler – a program that translates binary code into more readable assembly language. 

Mutex – a mutually exclusive lock to ensure that two concurrent processes are in a specific critical 

section at the same time. A mutex is a binary semaphore only allowing one locker at a time. 

PE – Portable Executable, a binary file format for executables, DLLs, font files, etc.  

Pointer – an object whose value points to another value stored elsewhere in the computer memory. 

Semaphore – a data type holding a counter to control access in a multiple process environment. 

Struct – a complex data type that represents a grouped list of variables of different data types. 
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2 Method 

This chapter describes the methods used to analyze the BehavioForensic spyware security 

vulnerabilities and the construction of the prototype that implements security fixes for said problems. 

It starts with covering the platforms and software packages, applications, frameworks and runtime 

environments. It then describes the reverse engineering process used to determine security 

vulnerabilities.  

2.1 Analysis and development platforms 

The analysis described in the sections below, and the development of a spyware prototype described 

in later sections, have been performed using two different setups, a stationary desktop computer and 

a laptop. Using Microsoft OneDrive [12] the data has been kept synchronized and up to date on both 

systems. Most of the reverse engineering analysis was made on the desktop PC. 

2.1.1 Desktop PC 

 Custom built desktop PC 

 Microsoft Windows 7 Professional (Service Pack 1) 

 Intel Core i7 processor 

 16 GB memory 

2.1.2 Laptop 

 Dell Precision M 4700 

 Microsoft Windows 7 Enterprise (Service Pack 1) 

 Intel Core i7 processor 

 24 GB memory 

2.1.3 Software 

 Microsoft Visual Studio Ultimate 2013 

 Microsoft .NET framework 4.5.51209 

 IntelliJ IDEA 13 with Python module 

 Python 2.7.5 

 OllyDbg 2.01 

 Rohitab API Monitor v2 (32-bit) 

 HeavenTools PE Explorer 1.99 

 HxD hex editor 1.7.7.0 

 Oracle VM VirtualBox 4.2.18 

 SweetScape 010 Editor v5.0 
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2.2 Finding Current Online Exam Process Vulnerabilities 

This section covers the method of assessing the security of the current online exam process to find its 

vulnerabilities.  

The security of the online exam process has been assessed for the seven types of security risks of online 

exams: testing mismanagement, impersonation, PC misuse, forbidden stuff, accomplice, test leakage 

and “Electronic Warfare” [13]. 

2.2.1 Testing mismanagement 

When the testing process and environment is configured manually by the universities themselves there 

is a high risk of testing mismanagement. 

2.2.2 Impersonation 

A student taking an exam needs to be identified and authenticated so that the school can verify that 

person signed up for the course is the same one as the one taking the exam. There are several methods 

of authenticating for online exams; standard user/password login, showing ID card via webcam, etc. 

2.2.3 PC misuse 

The student’s computer may be prepared with software or electronic documents that are not allowed 

on the exam, e.g. PDF versions of course books, formulas or answers to questions from previous exams. 

2.2.4 Forbidden stuff 

In most exams, physical and online, the student is not allowed notes, references, textbooks (if not open 

book exam), other computers, cellphones or other similar devices. 

2.2.5 Accomplice 

The student may get prohibited assistance from an accomplice either physically in the same room or 

building, or online via messaging. If the accomplice is present in the same room, the student taking the 

test may have connected a second monitor with a long cable that the accomplice is using to read the 

questions. The accomplice can then signal the answers back to the student using sign language, a 

whiteboard, or even saying the answers out loud when the student disables the microphone. 

2.2.6 Test leakage 

Test leaking is the act of bringing full details of the exam questions to other students after the exam is 

finished. For most exams in Sweden, this is permitted, and previous exams are publically available and 

considered study material. Due to this reason, this topic is removed from the assessment of this study. 
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2.2.7 “Electronic warfare” 

The PC hardware and its connected devices, such as the microphone, webcam and possible biometric 

devices for authentication, must be protected from tampering. For example, a pre-recorded video 

stream can substitute the webcam feed to the teacher/proctor. 

2.3 Finding Current Spyware Vulnerabilities 

To determine what the BehavioForensic spyware is actually logging the reverse engineering technique 

was used. Reverse engineering is the process of disassembling and analyzing something one does not 

have the sources for. It can be a piece of software, a mechanical device, an electronic component, or 

similar. In this study there are two possible entry points to reverse engineering the spyware program: 

the binary executable file and the log file written to disk by the spyware program. 

The reverse engineering process was conducted using a variety of tools, most of them public domain, 

open sourced and/or free tools. These tools were OllyDbg 2.01, Rohitab API Monitor v2 (32-bit), 

HeavenTools PE Explorer 1.99 and HxD hex editor 1.7.7.0. 

As the first step in the reverse engineering process, the log file was briefly analyzed with a hex editor. 

2.3.1 Virtual machine 

A software emulation of a computer is often referred to as a virtual machine. Virtual machines have 

grown in popularity the past decade, as they often promise lower costs and a lower environmental 

impact than running physical servers. They are also more flexible where physical resources, i.e. 

memory, CPU and disk space, can be shared as needed. 

In this study, the virtual machine used was Oracle VM VirtualBox. The spyware was started both inside 

a guest OS in VirtualBox, and in the host OS with VirtualBox running as a program. The test was to 

determine if the virtual machines were detected and if the spyware would be terminated, and the user 

informed. 

2.3.2 PE Explorer 

HeavenTools PE Explorer is a program with many tools, including PE (Portable Executable) header 

viewer and editor, disassembler, import viewer, dependency scanner, resource editor, etc. One of its 

uses is editing the PE header to redirect program entry and CRC checksum, making it easier to patch 

the binary file with new code. For this study, PE Explorer was used to quickly list used functions in 

imported DLL files. The method for this is very straightforward, by opening the file and pressing the 

Import Viewer button in the toolbar. There is then a list of linked libraries (DLLs) and by selecting one 

of them, the methods in that library that are used by the binary executable is listed. 
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2.3.3 HxD hex editor 

A hex editor is a program that can be used to view and edit binary files, for example executables (.exe), 

image files (.bmp, .png, .jpg, etc), or virtually any other type of file. HxD hex editor [14] is one of the 

more common freeware hex editors for Microsoft Windows. To analyze the log file, the 

BehavioForensic program was started and ran for a few minutes, while normal activity was performed 

on the computer, e.g. moving the mouse, clicking mouse buttons, changing program windows, typing, 

etc. During the study, the Internet connection was used by several background programs and services. 

The log file was then opened as binary file in HxD hex editor. 

2.3.4 010 Editor 

010 Editor is another advanced hex editor with support for binary templates, process editing, etc. In 

this study, 010 Editor was used to analyze the frequency of bytes using its histogram generator. 

2.3.5 OllyDbg 

OllyDbg (more commonly Olly) [15] is a “32-bit assembler level analyzing debugger” for Microsoft 

Windows, which is used to analyze binary code where the source code is unavailable. Olly has a 

disassembler that helps in converting binary code to “human-readable mnemonics”, and being a 

debugger, Olly can let the user analyze a program in real-time step-by-step, allowing the user to pause 

the program at any time, break at certain positions, and even redirect program flow, all during the 

execution of the program. Olly is built on an open architecture, and there are many third-party plugins 

available. No plugins were used in this study. 

In this study, mainly the disassembler in Olly was used determine the inner workings of the 

BehavioForensic spyware. I started by loading “BehavioForensic spywares.exe” in Olly and began 

looking for signs of interesting API calls, routines and data, with the program stopped. I then ran the 

debugger and opened the Threads window to show the status of the threads created by the spyware 

program. 

After starting the spyware in debug mode in Olly, I opened the Threads window (Figure 1) to examine 

the treads created by the program. In this window the currently running threads are shown, with 

window title, entry point, priority, etc. The entry point is a relative address in the binary file - a part of 

the code where thread execution will be started. This information was used to find the specific code 

for each running thread, to determine their purpose and actions. 

 

Figure 1: OllyDgb showing running threads 
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2.3.6 API Monitor 

Rohitab API Monitor [16] is a tool for monitoring and controlling API (Application Programming 

Interface) calls made by applications and services. It can be configured to listen to specific API calls, 

such as file events, Internet activity, virtualization, etc. API Monitor has API definitions for over 13,000 

API’s, and almost 200 DLL’s and it can decode and display 2000 different structures, and unions, flags, 

enumerated data types, etc. It can also edit and allocate memory in any running process, and allows 

for dynamic call filtering to filter out specific API calls.  

API Monitor can hook to running processes or start new processes with the hook attached. For the 

purpose of this analysis, the latter was chosen as it was needed to determine every call the application 

made during the execution process, e.g. any early initialization or file creating should also be 

monitored. This was done using the Monitor new process action. 

During the execution of the spyware program, API Monitor displays intercepted API calls. For example 

mouse activity is registered by the spyware program and when moving the mouse this becomes 

apparent in the API Monitor where the strlen (string length) API call is repeated over and over again, 

on a string consisting of multiple number groups and characters separated by spaces (e.g. “1399153856 

M 512 1126 614 47937157 2560 1440 Ä”).  

In this study, the following filters were applied to filter out unwanted data which otherwise would 

clutter the output and possibly hide the interesting API calls: 

 

Figure 2: API Monitor API Filter settings 

To provide a better overview, the output of the monitored process was filtered based on thread by 

selecting any of the four threads found under the Threads tree-view item in Monitored Processes.    
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3 Results 

3.1 Vulnerabilities of the current examination process 

The current online examination process analyzed in this study has some attempts to countermeasure 

cheating using six of the risks presented in the previous chapter. 

3.1.1 Testing mismanagement 

Instead of having every university define and setup their own testing process and environment, a 

rigorously secured teaching management system (TMS) such as Perception Secure 

(https://www.questionmark.com/us/perception/) and Respondus LockDown Browser and Montior 

(https://www.respondus.com/) is recommended by Frank (2009). TMSs can integrate with distance 

learning management systems (DLMSs) like Blackboard WebCT (http://www.blackboard.com) and 

Moodle (https://moodle.org).  

3.1.2 Impersonator 

At University X, the countermeasure against impersonations is person identification using a valid photo 

ID via webcam. As the distance studies are open to students from foreign countries, there will be a 

large number of different ID card types which makes it more difficult to detect impersonations with 

fake IDs due to the difficulties of recognizing all different variations of ID cards. Despite this, the risk of 

impersonations is reasonably low at University X. 

3.1.3 PC Misuse 

There are two main approaches for PC misuse countermeasure: PC lockdown and spyware programs. 

PC lockdown programs try to minimize risk type actions such as using messaging applications, 

application switching, etc. Most studies on PC misuse countermeasure have been on PC lockdown and 

similar solutions [6], [8]. The disadvantage of such countermeasure is the decrease in flexibility. The 

student needs to be able to use all the tools that can assist in writing the exam, as long as they are 

permitted. Some exams may allow for or require an Integrated Development Environment (IDE) to 

write code in. 

The other countermeasure, which this study is mainly focusing on by presenting a prototype of, is the 

spyware program. The spyware’s goal is to register and log all activity that can later be analyzed to 

determine if a forbidden action has been made. The current spyware at University X has its 

vulnerabilities which are presented in a later chapter. 

Regardless of which countermeasure is used, the most acute problem is the use of a KVM switch 

(keyboard, video and mouse). A KVM switch is a hardware device that allows a user to control multiple 

computers using the same keyboard, mouse and monitor. The switching is enabled either via a physical 

button on the device or a combination of keyboard keys (e.g. Ctrl+F12). The device detects the key 

press and switches computer without sending the specific key press to the target machine. KVM 
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switches can be fairly small and thus hidden on the back side of a monitor, under the desk, or 

elsewhere. A hypothetical scenario is a computer with a tiny form factor, such as Raspberry PI, hidden 

together with a KVM switch inside the case of a desktop PC. 

3.1.4 Forbidden stuff 

The countermeasure against forbidden stuff during the exam is the use of webcam. The proctor is 

supposed to randomly ask the students to turn their camera around. To my knowledge, this has not 

been done during any exam I have attended. The trust in these checks relate directly to the frequency 

of their occurrences. Frank suggests a 360° webcam which utilizes a mirrored sphere camera to support 

a deep 360° view around the student taking the test as the better solution [13]. With recent advances 

in personal computing, it is reasonable to require a normal webcam and a microphone for students 

willing to study online, but a 360° webcam is very rare and would likely have to be purchased by the 

university, increasing the cost rapidly. 

3.1.5 Accomplice 

The countermeasure against accomplices is a combination of those against PC misuse and forbidden 

stuff, PC lockdown software or spyware program, and surveillance using the webcam. The 

countermeasure needs to detect both physical and digital conversations, using speech, signs, 

messaging programs, etc. Most attempts of having an accomplice at the exam are thought to be 

detected with a proper defense against PC misuse and forbidden stuff.  

3.1.6 Electronic warfare 

Though possible, it should be considered difficult to manipulate a webcam feed in such seamless way 

that the proctor would not detect the transition from a pre-recorded stream to a live feed when the 

student verifies his identify by showing its ID upon request. 

There is a risk of manipulation of the spyware program when it is available for download and be saved 

“offline” on the computer. It can be analyzed using the debuggers, decompilers and other tools 

presented in this thesis. The spyware for instance can be manipulated using reverse engineering so 

that it filters out specific running programs, actions or behaviors.  

3.2 Improving the online examination process 

In addition to the suggestions in the previous sections, the following actions are recommended for 

improving the security of the online examination process. 

 Other types of questions: it’s more difficult to cheat on an exam where understanding is more 

in focus than memorizing.  

 With automatic grading of exams, random questions are possible. It is more difficult to cheat 

by communication with other students during the exam.  
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3.3 Finding Current Spyware Vulnerabilities 

This section presents the results of the assessment of BehavioForensic spyware security vulnerabilities. 

It starts with the results of attempts to run the program under a virtual machine and to run the spyware 

with a virtual machine present. In the sections after, the results of reverse engineering tools are 

presented. 

3.3.1 Virtual machines 

The spyware did not detect presence of a virtual machine (Oracle VM VirtualBox) running as either 

guest or host. 

3.3.2 PE Explorer 

In the loaded DLLs there is a number function/API calls interesting in aspect of reverse engineering, 

listed below sorted on DLL: 

Kernel32.dll 

 CreateMutex 

 CreateSemaphore 

 CreateThread 

 OpenProcess 

Msvcrt.dll 

 fopen 

 fprintf 

 fwrite 

PSAPI.dll 

 GetModuleFileNameEx 

USER32.dll 

 CallNextHookEx 

 GetForegroundWindow 

 SetWindowsHooxEx 

These functions can provide useful starting points for debugging, to analyze the inner workings of a 

spyware program.  

3.3.3 HxD hex editor 

In the figure below, the first bytes of the log file are shown. This appears to be random data, which 

may be a result of encryption, obfuscation or binary structures not containing plaintext characters.  
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The log file could have been analyzed in greater detail using other tools and techniques, for example 

guessing the encryption algorithm and brute force the key, but the estimated chance of success was 

difficult to determine. 

 

Figure 3: HxD hex editor view of .bmc log file 

3.3.4 010 Editor 

For smaller log files (23 KB in this example), it was found that the larger parts were filled with either 

byte AAh (170 decimal) which accounts for ~50% of the total data, or the null byte (value 0), which 

accounts for ~38% of the total data, as seen in Figure 4. 

 

Figure 4: 010 Editor showing histogram on small log file 

 

3.3.5 OllyDbg 

The BehavioForensic spyware program was successfully loaded and run in OllyDgb. There were no 

defenses against analysis or debugging of the spyware. 
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Using the disassembler of OllyDgb, some interesting API calls were noticed. BehavioForensic spyware 

creates two semaphores named “mouseSemaphore” and “keyboardSemaphor”, and five mutexes 

named “mouseMutexMonitorQueue”, “keyboardMutexMonitorQueue”, 

“monitorKeyboardMutexString”, “monitorMouseMutexString” and “ProgramMutex”, all 

shown in Figure 5. The semaphors and mutexes are likely to be used for thread safety. Their names 

signal the purpose of the threads: to monitor mouse and keyboard input. 

 

Figure 5: OllyDgb CreateSemaphore/CreateMutex 

When further examining the disassembly output, I notice the spyware is creating three threads using 

the CreateThread API call (see Figure 8). These threads are expected to handle input and register 

mouse and keyboard activity, according to the semaphores and mutexes created earlier. A little bit 

further down in the disassembled code, we see that two of the threads are using data-holding strings 

(see Figure 6 and Figure 7) likely to contain input data from keyboard and mouse (M for mouse and K 

for keyboard).  

 

Figure 6: Data-holding string for M 

 

Figure 7: Data-holding string for K 
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We can also see in the output that the spyware program is constructing a variable holding the name 

of the file to be written, with ASCII “./biometrics_” and ASCII “%s%i.bmc” which is then used 

to create a file write information to the file as binary data. 

 

Figure 8: OllyDbg CreateThread/SetWindowsHookEx 

At this point of the study I decided to try other tools to analyze the spyware on a higher level, and I 

used API Monitor for that purpose. 

3.3.6 API Monitor 

Using API Monitor to load the spyware program and start it with monitoring turned on, I was able to 

detect interesting API calls from the running process. As shown earlier in this report, the spyware 

creates three additional threads. With the main thread included there were a total of four threads 

running, created by the process (Figure 9).  
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Figure 9: API Monitor: Threads 

Thread 1 

The first, main thread does initial setup as described in the previous section. It sets up the application 

with windows for taskbar control, etc., and then creates mutexes and semaphores and starts the other 

three threads. After that, it goes into a loop where it reads data written from the other threads. It 

regularly calls malloc(504), which is a memory allocation function, likely to be called every time the 

buffer is full, where 504 is the size of the buffer or a struct to be written to.  

 

Figure 10: Thread 1 main loop 

When the user closes the program by right-clicking the taskbar icon and press Exit, the spyware 

terminates the data collecting threads and writes the log file to disk, named biometrics_i.bmc 

where i is a UNIX timestamp (see Data string subchapter). 

Thread 2 

The second thread is responsible for monitoring keyboard input. 

 

Figure 11: Thread 2 keyboard activity 

Thread 3 

 

Figure 12: Thread 3 mouse activity 

Thread 4 
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The fourth thread uses GetForegroundWindow to retrieve the current window handle, and uses 

GetWindowThreadProcessId to get the id of the process associated with the window. It then tries 

to open that process using OpenProcess, which most of the time on this test system (desktop PC) 

fails with error STATUS_ACCESS_DENIED. Using the (mostly invalid) handle to the process opened, 

the spyware tries to get the full file path of the process with GetModuleFileNameExA. As the process 

handle is invalid, the filename cannot be found and the out-parameter lpFilename is set to “Ä”. This 

is a severe vulnerability, since the spyware would not be able to detect an open electronic document 

such as a PDF file during the exam, which could be used for cheating. 

Data string 

Thread 2 and 3 store the captured data in a string, for keyboard logging in thread 2 it can look like 

“139915385612 K 257 40 48693356 Ä” and for thread 3 “1399153856 M 512 1126 614 47937157 2560 

1440 Ä”. The first part of the string is the UNIX timestamp (ticks since epoch) which means 2014-05-

03 23:50:56 (GMT+2) which is when the program was opened in API Monitor. The second part of the 

string is a character M or K, much likely to represent mouse and key respectively.  

Thread 3 contains extra additional data for mouse position and screen resolution, 2560 and 1440 

represent the resolution of the monitor I am currently using; 2560 pixels wide and 1440 pixels high. 

The last part of the string is the current processes in which window the Spyware has noticed mouse or 

keyboard activity. As seen earlier, the path to the file is most of the time not detected by the spyware, 

thus resulting in the character Ä. Some processes though are allowed to be read, as seen in Figure 13, 

where the full path to Microsoft Word is written. Again, this is a severe vulnerability, as the spyware 

might not be able to detect cheating using Google search as the words or phrase might as well have 

been written as answer to the exam questions.  

 

Figure 13: API Monitor capture showing mouse activity in Microsoft Word 

3.4 Improving the spyware program 

To exemplify improvements of the current implementation, BehavioForensic spyware, a prototype 

named Spyware Redux has been developed. After examining different languages, platforms and 

techniques, C# using the Microsoft .NET 4.5 framework [17] was chosen. C# is a very common language 

and the .NET framework is relatively easy to develop on. Spyware Redux is, like other .NET framework 

programs, executed in a software environment using an application virtual machine known as Common 

Language Runtime (CLR), similar to the Java VM. The CLR handles security and memory management, 

among other things. The .NET framework has a large class library, why no external modules or DLLs 

were needed for this prototype. 

The prototype includes the basic functionality of the current spyware implementation, but includes 

extra features that improve on the detection of potential cheating. It also solves the access problem 
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where the spyware program was unable to detect the process name for active windows and keyboard 

and mouse activity. 

Spyware Redux has the following features to assess the previous vulnerabilities: 

 User activity logging 

 Process logger 

 Virtual machine detection 

 Screen recording – helps against cheating via pre-opened PDFs or web pages. 

 

Figure 14: Spyware Redux model overview 

The Spyware Redux prototype has a simple main window (Figure 15) which is opened when the 

application starts. Closing it terminates the spyware and the written data is compressed. 
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Figure 15: Spyware Redux main showing captured data 

3.4.1 Program 

The main entry point of Spyware Redux is in located Program.cs. When the main form (MainForm) 

is created, Spyware Redux creates a hidden output directory where it will store temporary files. It then 

creates and initializes the main module SpyEngine. After the exam, when the student exits the 

spyware program, Spyware Redux stops and cleans up its resources, collects all logs from the logging 

services, and writes a log file encrypted to disk. All files inside the hidden output directory are then 

compressed using System.Compression.ZipFile to the current working directory, and the hidden 

directory is removed. 

3.4.2 SpyEngine 

The SpyEngine module is the main engine of Spyware Redux, and is responsible for managing loggers, 

encrypted file writing and general log management. 
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In Spyware Redux, there are two types of loggers: polling and event-driven. The polling loggers are 

subclassing the PollingLogger base class, and can be configured with a PollingInterval to have 

different update intervals. For example, the ProcessLogger can be checking running processes every 

second, and ScreenRecorder can take screenshots every ten minutes. Event-driven loggers are 

registering callbacks for Windows events. UserActivityLogger, for example, adds a callback to the 

focus changed event, using Automation.AddAutomationFocusChangedEventHandler.  

Before SpyEngine is started, it performs an initial startup check where it determines if the client 

system is either running inside a virtual machine, or if it is hosting a virtual machine. This check is done 

via the VMDetector. 

After initial startup checks, SpyEngine runs the logging modules depending on their configuration in 

App.config. The configuration file is a standard XML file for .NET applications and in the 

appSettings node one can enable or disable ProcessLogger, ScreenLogger and 

UserActivityLogger by setting the value to on or off. 

3.4.3 VMDetector 

Virtual machines may threaten the online exam process in two ways. If the system running the spyware 

is running inside a virtual machine, there is no way for the spyware to detect any activities in the host 

operating system – the screen cannot be recorded, processes cannot be listed and open windows 

cannot be registered. The same problem applies if the client system is hosting a virtual machine. For 

these reasons, virtual machines are not allowed during the exam in the solution proposed in this thesis. 

The spyware therefor needs to detect if the system is either being virtualized or if it is hosting a virtual 

machine.  

The VMDetector class is used during the startup of Spyware Redux and exposes two public methods: 

IsVirtualized and IsVirtualGuestMachineRunning. The isVirtualized method queries 

the Windows Management Instrumentation (WMI) to check for signs of a virtual machine in computer 

system manufacturer or model, a method proposed in [18]. The query to WMI is straight forward: 

select * from Win32_ComputerSystem 

 

This query returns a result set with the needed columns Manufacturer and Model. If the 

manufacturer is “Microsoft Corporation” or “VMWare”, or if the model is VirtualBox, then the system 

is thought be running inside a virtual machine. 

To determine if there is a virtual machine running in the client system, Spyware Redux uses the 

GetProcesses API call (see ProcessLogger) and checks if the process name of any running process is 

VirtualBox or VMWare. 

3.4.4 UserActivityLogger 

UserActivityLogger is a class that registers handlers for the FocusChangedEvents using 

System.Windows.Automation [19] to support Windows Presentation Foundation (WPF) UI 

Automation clients. When the event is triggered, the handler OnFocusChangedHandler, an 
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AutomationElement is sent as a parameter, containing the id of the process owning the window to 

which the user has switched focus. This process id is then used to retrieve the process using 

Process.GetProcessById. Finally, the process name is added to a HashSet<string> containing 

all unique focused applications and windows.  

3.4.5 PollingLogger 

The PollingLogger is an abstract class that handles the functionality of a polling logger, which other 

loggers with specific features, can subclass. PollingLoggers spawn a new thread when started where 

the thread’s entry point to the subclass is a GatherData method. The GatherData method can be 

used to record screens, log processes, etc. The spyware engine then can call GetLog on subclasses of 

PollingLogger to retrieve the data logged. 

3.4.6 ProcessLogger 

The ProcessLogger class is representing a PollingLogger that uses 

System.Diagnostics.Process method GetProcesses [20] to get a list of currently running 

processes on the system. It stores all process names, using the field ProcessName, in a 

HashSet<string> to ensure only unique processes are logged. During the examination all the 

processes that have been running on the client system are registered and written to the final log file 

(see EncryptedLogFileWriter). Processes that do not have a valid pointer to a window 

(Process.MainWindowHandle points to an integer > 0) are filtered out, to reduce log clutter with 

background processes. 

3.4.7 ScreenLogger 

The ScreenLogger class is a PollingLogger that takes screenshots of the client system. It uses the 

System.Drawing and System.Drawing.Imaging APIs for Bitmap representation in memory, and 

System.Drawing.CopyFromScreen to record the screen. Using 

System.Windows.Forms.Screen.PrimaryScreen it takes the primary screen’s bounds and 

creates an empty Bitmap in memory with the same size, and copies the image from the screen to the 

Bitmap. The prototype implementation only uses the primary screen, but it would be possible to write 

it in such a way that it records all screens by enumerating 

System.Windows.Forms.Screen.AllScreens and either creates a wide Bitmap with all screens 

side to side, or creates a new image file for each screen. The overhead in file size by creating new files 

would be negligible1. 

Default configuration for the prototype is for demonstration purposes set to one screenshot every ten 

seconds (PollingInterval.TEN_SECONDS). In order to keep the size of the logs relatively small, 

the recommended polling interval for a non-prototype version is ten minutes 

(PollingInterval.TEN_MINUTES).  

                                                           

1 PNG file header is 8 bytes long [21]. 
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Images are saved using the PNG file format [21] with 24-bit depth for lossless compressed images with 

reasonable file size. The size of the files recorded depends on the number of different colors showing 

on the screen. During development I have experienced a size ranging from 250 kB to 900 kB where the 

smaller files have been records of a computer running a 1900x1200 pixels screen resolution and 

maximized Integrated Development Environment (IDE) with dark background and bright foreground 

in Microsoft Visual Studio Express 2013 for Windows Desktop. Larger file sizes have been recorded on 

a computer running a 2160x1440 pixels screen resolution, with non-maximized IDE and large parts of 

the colorful desktop wallpaper showing. 

Estimated size of the recorded screens during a 5 hour exam can be calculated by the following 

equation: 

((250 kB + 900 kB)/2) * 6 images per hour * 5 hours = 17 250 kB 

 

17 250 kB (~1.68 MB) should be a reasonable file size that students can transfer reliably from any part 

of the world, and would take roughly two minutes with a bandwidth of 1 Mbit/s.  

The size of the files, as mentioned earlier, depends greatly on the screen resolution and the number 

of colors showing. A student spending most of the exam time in a word editor showing very few colors 

(mostly white and black) on laptop with a common screen resolution of not more than 1900x1080 

pixels would therefor likely experience even smaller files than the above estimates. 

 

Figure 16: Example of screen capture by Spyware Redux 

3.4.8 EncryptedFileWriter 

The EncryptedFileWriter is responsible for writing log files and data files (i.e. screen captures) to 

disk in a secure fashion. It uses the Rijndael cipher, the base for Advanced Encryption Standard (AES) 

which is fully compatible with AES when a key and Initialization vector (IV) have a block size in the set 
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of {128, 160, 192, 224, 256} bits, using the RijndaelManaged class in 

System.Security.Cryptography. EncryptedFileWriter uses the default block cipher mode 

Cipher-block chaining (CBC) and a hardcoded 256 bit key. 

The EncryptedFileWriter exposes a public method WriteData that takes a filename and a byte 

array, which it encrypts using the key and a random IV. The IV is random and never used again under 

the same key. It is prepended to the log file so that it can be used for decryption. 

The encryption was first verified with the online AES encryption/decryption tool at OnlineDomainTools 

(http://aes.online-domain-tools.com). In Figure 17 a previously encrypted screen capture PNG file has 

been decrypted by retrieving the random generated IV from the first 16 bytes of the file. Starting at 

byte 17 (00000010 hex) is the PNG header: 89 50 4e 47 0d 0a 1a 0a. After downloading the 

binary file and removing the first 16 bytes of the file using HxD hex editor it could be opened using a 

standard image viewer in Windows. 

 

Figure 17: Decryping screen capture using OnlineDomainTools AES tool 

3.4.9 unpacker.py 

Included with the built prototype is a Python script that automates unpacking and decryption of the 

log file and data files. The full source of unpacker.py is found in Appendix 1. The script has the same 

hardcoded encryption key as Spyware Redux. It starts by retrieving a list of files in the current working 

directory that match the pattern starting with “sredix-“ and ending with “.zip”. This list is then used to 

iterate over and unpack each zip archive in the list. The script then changes directory to the 

decompressed folder and decrypts each file. The decryption process is to open a file as binary, read its 

contents, take the first 16 bytes and use that as IV for decryption. The IV is then removed from 

decrypted data which is finally written to a temporary file in the folder. The script then removes the 

old encrypted file and renames the temporary file to the same as the old file. 

In the following figures the before and after states are shown: 



27 
 

 

Figure 18: Encrypted and packed log files 

  

 

Figure 19: Unpacked and decrypted log files 

3.5 Summary 

It has been shown that the process is vulnerable and at risk of mainly PC misuse, forbidden stuff and 

accomplices. The suggested countermeasures against these threats are a strong spyware program or 

PC lockdown, and increased surveillance using webcams. 

The current spyware implementation has limited features and could be tricked using virtual machines, 

and it does not detect running background processes or focused applications. Furthermore, features 

like keyboard and mouse logging were detected not working properly as they could not determine the 

active applications. This can result in cheating using a Google search not to be detected. 

3.5.1 Feature overview 

Feature BehavioForensic spyware Spyware Redux prototype 

Application detection  
(broken)  

Screen recording 
  

Keyboard and mouse logging 
 

(semi-functional)  

Process logging 
 

  

VM Detection 
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4 Analysis 

4.1 Testing 

Verifying the security enhancements of the developed prototype should be, like normal software 

testing, done by testing on several platforms and under different software configurations to ensure 

the functionality is working as intended. To verify the virtual machine detection, the spyware should 

be run under several more and less frequently used VMs. During this study, I have verified the VM 

detection in Oracle VM VirtualBox in Windows 7 64-bit. The VMDetector successfully detects that 

presence of the virtual machine software when the spyware is run in either guest OS or host OS, as 

seen in Figure 20 and Figure 21. 

 

Figure 20: System is detected as being virtualized under Oracle VM VirtualBox 

 

Figure 21: Virtual machine Oracle VM VirtualBox detected running in the client's system 
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To reduce time and cost of testing the spyware, automatic testing is recommended. This could be done 

by having a program or script start the spyware and perform a mixture of permitted and forbidden 

activity, such as opening a web browser and searching for information. The script or program then 

closes the spyware program after a while, and wait for the files to be encrypted and compressed. After 

that, it can decompress and decrypt the log files and analyze them to identify if the forbidden activity 

was detected. 

4.2 Discussion 

This study has been a limited time process analysis of the online exam, a reverse engineering analysis 

of the University X spyware program and the development of a prototype. With a rather broad 

research target as such, the depth of analysis and development has been constrained to the limited 

time. Following this, the study was not aimed to find all security flaws of neither process nor spyware, 

to provide a full disclosure of the University X spyware internals, or to present a flawless prototype. 

The vulnerabilities presented should be seen as educational and not inspire to cheating in any way. 

4.2.1 Improvements 

In this section we discuss how the spyware prototype can be improved further, with more resources 

mainly in terms of development time. 

Reverse engineering prevention 

The University X spyware program was analyzed using reverse engineering, and using this technique a 

student can find ways to cheat on the exam without being detected. Before deploying the new spyware 

presented in this study, it should include countermeasure against reverse engineering attempts. To 

initially defend against analysis, debugger detection can be used. One example of debugger detection 

is Spotify (http://www.spotify.com) which continuously scans for presence of a debugger such as 

OllyDbg. If a debugger is found, the application immediately terminates and displays an error message 

(see Figure 22). This does not protect against disassembly why it’s recommended to include runtime 

encryption of the binary. Runtime encryption works by having sections of the binary file encrypted and 

a small part of the binary is added responsible for decrypting the binary in runtime. This way, the 

analyst cannot read the disassembled code without decrypting it, thus slowing the process down. 

Completely defending against manipulation is practically impossible, why software is still being 

cracked. However, the process of cracking the spyware should be made as difficult as possible, by 

including multiple sections of the program detecting any change to the integrity.  
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Figure 22: Spotify debugger detection. 

Virtual machine detection 

The virtual machine detection can be greatly improved by using more advanced methods. As emulators 

of virtual machines have become popular for analysis of malicious code, methods of VM detection has 

been greatly studied by attackers [22]. One method of VM detection is to analyze how the system 

reacts to invalid assembly instructions [23]. Another method is looking at the Interrupt Descriptor 

Table (IDT) for single-processor machines or the Local Descriptor Table (LDT) for multi-processor 

machines for signatures of VMs [24]. Additionally, certain VM-related strings in the computer’s display 

device can expose a virtual machine [25]. 

General improvements 

The spyware needs to be thoroughly tested for bugs that can be exploited. It also should include 

support for multiple screens; a small but effective code change in the proposed implementation. It 

could also benefit from running as a protected process or service, in the same way that antivirus 

programs are being run. This would prevent manipulation to a greater extent. 

4.3 Conclusion 

This study has shown that both the online exam process and the BehavioForensic spyware has 

vulnerabilities that can be fixed with reasonable effort. As the current spyware does not correctly 

detect running programs or which window is active when logging keyboard and mouse activity, there 

is a high risk of cheating remaining undetected. There is a need for an improved spyware which is 

regularly tested, preferably automatically, to verify that it is still working on new operating systems 

and configurations. The new spyware needs advanced virtual machine detection which can take 

inspiration from recent studies on the subject. 

Although the need for better security in online exams, privacy has to kept at the same level as regular 

exams. There is a risk students are not willing to use spyware programs that reveal too much about 

their personal life. Spyware should be constructed in such a way that privacy intrusion is kept at a 

minimum, only logging things that are of relevance and may pose a threat to the security and integrity 

of the exam. 
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4.4 Further work, research, recommendations 

With more research a common path for online examination can be defined. There is research on 

different ways of holding online exams, with PC lockdown, prepared virtual machines, web services, 

etc. A common path could increase the research velocity and lead to better results. I recommend 

researchers to use the latest virtual machine detection technologies if a spyware or PC lockdown 

should be used.  
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Appendices 

1 Unpacker.py source 

__author__ = 'pontus@palmenas.se' 

 

# This script unpacks all zip files starting with "sredux-", decrypts using 

hardcoded key,  

# removes prepended IV and writes the decrypted data back to the file. 

# This script is inspired by the follow snippets: 

#   http://stackoverflow.com/questions/12886768/simple-way-to-unzip-file-

in-python-on-all-oses 

#   http://stackoverflow.com/questions/11968976/python-list-files-in-the-

current-directory-only 

#   http://eli.thegreenplace.net/2010/06/25/aes-encryption-of-files-in-

python-with-pycrypto/ 

#   http://stackoverflow.com/questions/20852664/python-pycrypto-encrypt-

decrypt-text-files-with-aes 

 

# Uses PyCrypto 2.6 (pre-compiled windows binary at 

http://www.voidspace.org.uk/python/modules.shtml#pycrypto) 

 

import zipfile 

import os 

import struct 

from Crypto.Cipher import AES 

 

key = b'A7007N-Pontus-Palmenas-ponpal-3!' 

 

def unzip(source, destination): 

    with zipfile.ZipFile(source) as zf: 

        for member in zf.infolist(): 

            zf.extract(member, destination) 

 

def decrypt_file(source, key): 

    with open(source, 'rb') as fo: 

        ciphertext = fo.read() 

    iv = ciphertext[:AES.block_size] 

    cipher = AES.new(key, AES.MODE_CBC, iv) 

    plaintext = cipher.decrypt(ciphertext[AES.block_size:]).rstrip(b"\0") 

    with open(source + ".tmp", 'wb') as fo: 

        fo.write(plaintext) 

    os.remove(source) 

    os.rename(source + ".tmp", source) 

 

files = [f for f in os.listdir(".") if os.path.isfile(f) and 

f.startswith("sredux-") and f.endswith(".zip")] 

dir = "" 

for f in files: 

    dir = f[:-3] 

    unzip(f, dir) 

    os.chdir(dir) 

    files = [f for f in os.listdir(os.getcwd()) if os.path.isfile(f)] 

    for f in files: 

        decrypt_file(f, key) 

    os.chdir("..") 
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