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Abstract 
  

The usage of Internet has increased rapidly over the past few years and is expected to 

increase in the coming years as well. This increase in usage also increases the possibilities of 

malicious endpoints. Middleboxes have become a basic component of the networks. The network 

traffic has to be able to pass through these middlebox(es) before reaching the target endpoint. 

These middleboxes can behave very differently depending on their implementation logic and 

hardware resources. It is important to know the current behaviour of middleboxes deployed in the 

Internet to be able to pass the traffic through middleboxes successfully. This becomes even more 

crucial when new services are deployed over the Internet. The aim of this thesis is to create a 

mechanism to explore the behaviour of middleboxes in the current Internet deployments. The 

thesis describes a middlebox test system, named "Obstacle Tester", that consists of a client and a 

server where the client usually resides behind a middlebox and the server is connected to the 

Internet directly. The client performs a number of tests against the server to detect the collective 

middlebox behaviour in the path toward different traffic flows and characterize the behaviour. The 

test results are saved in the database at the server which allows post processing of data and 

discover the behaviour of deployed middleboxes over a larger network footprint. 
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Abbreviation 
 

 
ALG             Application Level Gateway 
BS               Base Station 
DB               Database 
FTP             File Transfer Protocol 
FW              Firewall 
GPS            Global Positioning System 
GUI             Graphical User Interface 
HIP             Host Identity Protocol 
HTTP          Hypertext Transfer Protocol 
HTTPS       Hypertext Transfer Protocol Secure 
ICE             Interactive Connectivity Establishment 
ICMP          Internet Control Message Protocol 
ID                Identifier 
IP                Internet Protocol 
IPv4            Internet Protocol version 4 
IPv6            Internet Protocol version 6 
ISP              Internet Service Provider 
LAN             Local Area Network 
MB              Middlebox 
MIDCOM    Middlebox Communications 
NAT            Network Address Translator 
NAT-PT      Network Address Translator-Protocol Translator 
NAT46        Network Address Translator from IPv4 to IPv6 
NAT64        Network Address Translator from IPv6 to IPv4 
P2P            Peer to Peer 
QoS            Quality of Service 
RFC            Request for Comments 
RTSP         Real Time Streaming Protocol 
SDP           Session Description Protocol 
SIIT            Stateless IP/ICMP Translation 
SIMCO       Simple Middlebox Configuration 
SIP             Session Initiation Protocol 
SMTP         Simple Mail Transfer Protocol 
SOCKS      SOCKet Secure 
SSID          Service Set Identifier 
STUN         Session Traversal Utilities for NAT 
TCP            Transmission Control Protocol 
TURN         Traversal Using Relays around NAT 
UDP           User Datagram Protocol 
UE              User Equipment 
UI               User Interface  
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1 Introduction 
 

This chapter gives an introduction of this thesis report to the readers. 

1.1 Overview 
 

This thesis deals with a test system called “Obstacle Tester” that is 

designed to find obstacles in the media plane establishment over the Internet 

between two endpoints. Internet was originally designed in a simple way to 

support communication between any two endpoints. With time, the usage of 

the network has expanded and the number of malicious or non-behaving 

endpoints has increased. This has become a big problem as these malicious 

endpoints exhibit great threat to the end users and even to the proper 

functioning Internet. To tackle this problem network researchers and network 

administrators began to try to block as much malicious traffic as possible to 

isolate the malicious endpoints. However, they still wanted to provide the 

connectivity between the endpoints. This issue has brought the use of 

middleboxes (MBs). There can be different kind of MBs depending upon the 

physical difference or difference in technology or logic implementation. NATs 

and firewalls are the two most common used MBs. NATs can be helpful as 

they hide the interface of the endpoint from the Internet so that it cannot be 

accessed directly by the other unknown or malicious endpoint. With firewalls, 

rules can be applied on network traffic regarding different IP addresses or 

different ports for blocking incoming data to implement security mechanisms 

and secure the network from unwanted traffic.  

Middleboxes are very useful but sometimes these MBs create problems 

in the end-to-end media plane establishment. Some firewalls e.g. block all the 

traffic for a certain port regardless of the application or the IP address. This 

kind of rules or configuration can block the non-malicious traffic which makes 

these MBs an obstacle in communication. If the communication system knows 

the type of MBs it is behind it may try techniques to avoid being blocked by the 

MBs.  
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The test system, developed during this work, tries to understand the 

behaviour of the MB and tries to list what options the application has that can 

be used to traverse the MBs. This thesis work is divided into three parts. The 

first part is to understand the tools, technologies, and methodologies used in a 

given test system. The second task is to improve the test system. The third 

part is the collection and analysis of data, consisting of collection of data by 

testing the system on different networks and different network scenarios and 

then performing an analysis on those results about the MBs in the networks. 

Accuracy of analysis depends upon the number of networks covered by tests. 

It is not possible to draw a conclusion for a whole region based on results from 

only few networks. Due to this limitation, actual results and analysis not 

performed and an example is explained for understanding the process of 

analysis. 

1.2 Problem Statement 
  

The usage of the Internet has increased rapidly over the past few years 

and is expected to increase in the coming years as well. This increase in 

usage of the Internet also increases the possibilities of malicious 

communication from malicious endpoints. There are different ways used to 

control malicious traffic. MBs are important for many functionalities but one of 

the main applications of MB is that it plays an important role in controlling the 

malicious traffic. Due to this importance of functionalities, MBs have become a 

basic component of the networks and most of the network traffic has to be able 

to pass through these MBs before reaching the target endpoints.  

These MBs can behave very differently depending on the 

implementation logic or hardware resources. For example, a firewall is one 

type of MB that can have the policy to protect the incoming traffic on a specific 

port, or a NAT usually assigning a public IP address to a node which is not 

visible to the public Internet. If a system is using certain transmission settings 

for communication that are blocked by the MBs then traffic will not pass 

through those MBs. An example scenario is explained to understand the 

problem. If a system is being developed for SIP communication and the 

targeted networks allow TCP communication but blocks UDP communication, 
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now SIP over TCP will be successful and allow the connection to be 

established but SIP over UDP may not be which will fail the communication 

system.  

Therefore, developing new systems or protocols that need the traffic to 

pass through the Internet and intranets will be helped by the information about 

the MB behaviour in most of the deployed networks. For example, if a system 

or protocol to be developed is targeting mobile networks only, then information 

about many different mobile operator’s network behaviour or MB behaviour 

need to be known. This information about the MB behaviour can be used in 

new systems or protocols to be developed so that the system or protocol is 

able to pass through different networks avoiding the obstacles. This problem 

motivates the research question: 

“What is the generally expected behaviour of currently deployed 

middleboxes in the Internet?” 

This question can be answered by collecting the behaviour of MBs in 

different network configurations. With the help of this information about the 

MBs behaviour, a traversal technique can be suggested for any specific 

network configuration. This traversal technique can be used for any target 

network or for any specific type of traffic. This can be redefined as another 

research question: 

“How to recommend a better middlebox traversal technique over 

any given network configuration?” 

1.3 Goals 
  

The main goal of this thesis is to help understanding obstacles in media 

plane establishment over Internet, i.e. finding the MB behaviour in current 

Internet deployments to signalling and media traffic. This thesis specifically 

focuses on improvement of the given test system and utilization of the results 

data. 
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1.3.1 Given Test System 
  

 The first task is to understand the tools and technologies used in the 

given test system. The given test system is used to identify the type and 

settings of MB(s) in networks. It can also identify the kind of transmission being 

blocked in the network, i.e. which port is blocked for TCP or UDP, etc. The test 

system implements some test scenarios to conclude the results about the MBs 

used in that network or settings of MBs in the network. The client tries to 

connect to the server through different ports and through different protocols 

and then perform certain validity checks to make sure whether the connections 

are working properly. The given test system consists of client/server model 

where client is developed in android and server is developed in python. The 

given test system is not stable and requires functionality testing and 

improvements. The test system implementation details will be discussed in 

chapter 3. 

1.3.2 System Improvement 

 

The system improvement task is divided into three subtasks:  

a) The first subtask is functionality testing of the system. The given test 

system is tested for functionality errors. These errors can be wrong results, UI 

glitches and application crashes. Running all possible scenarios is important to 

make sure that the application is working according to the requirements. This 

is achieved in a lab by creating a private LAN. After testing all possible 

scenarios, testing in different networks is also very important as some 

networks have their own specific MB configuration. It is also important to make 

sure that the results saved on the server are correct and fulfil all the 

requirements for the analysis. 

b) The second subtask is to fix all the errors found during previous subtask. 

c) The third subtask is to improve the current GUI of the client, i.e. suggesting 

some changes in the look and feel of the Android client and implementing the 

suggested changes. The main goal behind this task is to make the application 

mature enough for end users. 
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1.3.3 Data Collection and Analysis 

 

Data collection is about running the system from different networks and 

collecting the results. As different networks usually have different MB 

configurations, the test system collects data about those MB configurations to 

be used in the analysis phase. Due to time constraints, analysis is done on 

imaginary data. Collection of enough results data requires the system to run on 

a large number of varied networks because the accuracy of the statistics in the 

results data depends on the variation of different network configurations 

tested. For example, if the results data is from one city of a country, then that 

data can only be utilized for that city because the network of other cities or 

countries might use different MB settings. Similarly data collected over private 

networks cannot be utilized for all types of networks as enterprise networks 

usually have different kinds of MB configurations. Due to this reason, data 

collection is required to be collected from a maximum variation of networks.  

Analysis on imaginary data is performed to describe the process and usage of 

retrieving useful data from all the results and utilizing that data for the analysis. 

1.4 Method 
 

The way adopted to perform this thesis is divided into three main parts. 

1.4.1 Pre-study 

 

The pre-study of this thesis consists of a literature study covering the 

benefits and usages of MBs, different types and implementations of MBs, MB 

traversal scenarios and MB traversal techniques. The pre-study also includes 

the understanding of the current test system implementation which includes 

the understanding of the Python based server code and deep understanding of 

the client code which is based on Android. 

1.4.2 Implementation 

 

The implementation of this thesis consists of testing the entire system 

for functionalities, bugs, crashes and any GUI changes. Testing for 



6 
 

functionalities of the system consists of different test scenarios to figure out the 

type and configurations of MB, the client is behind.  

1.4.3 Analysis 

 

The analysis will consist of gathering test results, i.e. by testing in 

different networks and presenting the results in the form of statistics for 

different network configurations. 
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2 Background 
 

This chapter describes different technologies, theories, and protocols 

which have been studied and used in this thesis. 

2.1 Middlebox 
 

In RFC 3234[1], “a Middlebox is defined as any intermediary device 

performing functions other than the normal, standard functions of an IP router 

on the datagram path between a source host and destination host”.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

In other words, any device or virtual device that performs functions 

other than normal, standard function of an IP router but is never the ultimate 

end-system of an application’s session is called a “middlebox”.  

Figure 2.1 shows the possible use of MBs in an ISP network where 

NATs, traffic filters and firewalls are the MBs. NATs or Firewalls are commonly 

Figure  2.1: Middleboxes in ISP network 
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used MBs in private networks but enterprise networks usually use proxy 

servers as well along with firewalls and NATs. Apart from the MBs deployed 

within the networks, mobile operator networks and ISP networks implement 

thier own set of MBs which can also affect the traffic.  

There is no obvious way to classify the MB types but as MBs have a 

number of facets, they will help in classifying the MBs in a multidimensional 

taxonomy. These facets are: 

1. Protocol layer: On which layer is this box acting, e.g. transport layer, 

upper layers or a mixture? 

2. Explicit/Implicit/both: What kind of design features MB functions, i.e. 

explicit like SMTP relay or implicit like address translation? 

3. Single hop/Multi hop: Is there more than one box in the path? 

4. In-line/Call-out/both: Does the box involve a call-out to an ancillary box? 

5. Functional/Optimizing/both: are the functions performed by the box only 

optimizations or necessary for running an application session? 

6. Routing/Processing: Does the box only route the packets or process as 

well? 

7. Soft state/Hard state: Does the session fail if the box loses its state 

(hard state) or does it try to reconstruct the state while continuing to run 

(soft state)? 

8. Failover/Restart: In the case of a hard state failure, does this box have 

an alternative box to implement failover or will it abort and restart? 

These facets are used, according to RFC 3234[1], in the descriptions of 

different MBs below. 

2.1.1 NAT 

 

A Network Address Translator [1] (NAT) is a function that dynamically 

assigns a globally unique address to a host without the host’s knowledge. This 

causes the appropriate fields in all packets to and from the host to change. 

Port Address Translation allows single external IP address to multiple internal 

IPs. Due to incompatibility with application layer protocols with IP address 

dependencies, NATs are always accompanied with Application Level 

Gateways (ALG). NATs are usually characterized into these facets: 
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{IP layer, Implicit, Multi-hop, In-line, Functional, Processing, Hard, Restart} 

2.1.2 NAT-PT 

 

A NAT – Protocol Translator [1], [2] (NAT-PT) is a function that performs 

network address translation between IPv6 hosts and IPv4 networks. It also 

translates the entire IP header between IPv6 and IPv4 formats. It depends on 

the Stateless IP/ICMP Translation Algorithm (SIIT) mechanism for its protocol 

translation function. NAT-PT is usually characterized into these facets: 

{IP layer, Implicit, Multi-hop, In-line, Functional, Processing, Hard, Restart} 

2.1.3 IP Firewalls 

 

IP firewalls implement rules, allowing or rejecting packets, based on 

fields in the IP and transport layer headers, e.g. disallowing incoming traffic to 

certain port numbers or from certain IP address. Firewalls can cause 

connectivity problems by rejecting some of the packets but pure IP firewalls do 

not alter the packets flowing through it. Facets for IP firewalls are: 

{IP layer, Implicit, Multi-hop, In-line, Functional, Routing, Hard, Restart} 

2.1.4 Application level Firewalls 
 

Application level firewalls acts as a protocol end point and relay. RFC 

3234[1], describes that the following functionalities can be performed by an 

application level firewall. 

1. Implementing a safe subset of the protocol. 

2. Performing extensive protocol validity checks. 

3. Using an implementation methodology designed to minimize the 

likelihood of bugs. 

4. Running in an insulated safe environment. 

5. Using some combination of these techniques in tandem.  

Application level firewalls are characterised as the following facet. 

{Application layer, Implicit, Multi-hop, In-line, Functional, Processing, Hard, 

Restart} 
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2.1.5 Application Level Gateways 

 

Application Level Gateways (ALGs)[1], have many different shapes and 

forms. Used with NATs for certain address-dependent protocols, such as FTP, 

these ALGs carry out mechanical substitution of fields without changing the 

semantics of the application protocol. Handled sessions needs to be 

maintained by these gateways. If the state is lost, it will break the session. 

Facets for ALGs are: 

{Application layer, Implicit or explicit, Multi-hop, In-line, Functional, Processing, 

Hard, Restart} 

2.1.6 Proxies 

 

  HTTP1.1 [RFC 2616] [3] defines a Web proxy as follows: 

"An intermediary program which acts as both a server and a client for the 

purpose of making requests on behalf of other clients. Requests are serviced 

internally or by passing them on, with possible translation, to other servers. A 

proxy MUST implement both the client and server requirements of this 

specification. A "transparent proxy" is a proxy that does not modify the request 

or response beyond what is required for proxy authentication and identification. 

A "non-transparent proxy" is a proxy that modifies the request or response in 

order to provide some added service to the user agent, such as group 

annotation services, media type transformation, protocol reduction, or 

anonymity filtering." 

Facets for proxies are: 

{Application layer, Implicit (interception) or explicit (HTTP), Multi-hop, In-line, 

Functional, Processing, Soft, Restart} 

2.1.7 Others 

 

There are a number of other types of MBs available depending on their 

functionalities and implementations, e.g. SOCKS gateway, IP tunnel 

endpoints, transport relays, transcoders, etc. 
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2.2 Traversal Scenarios 
 

This section describes some of the middlebox traversal scenarios. The 

traversal scenarios are defined as the scenarios to traverse any kind of MB 

when two endpoints want to set up a successful session. 

2.2.1 Client to Server 

 

In these scenarios, clients can be behind any number of MBs and will 

always be the initiator of the communication. The server is usually not behind 

any MB(s) and if it is, then those MB(s) are usually managed or configured to 

allow the services on the server. Some of the possible scenarios when the 

client is connecting to server are defined below. 

2.2.1.1 Clients behind the MB 
 

This is one of the most common scenarios in deployed networks. Most 

of the home users, enterprise and ISP networks have this kind of setup where 

the client resides behind different kinds of MB trying to connect to servers of 

their interest.  

In a home user case, NATs and firewalls are the most common MBs 

used before the device connects to the ISP network (which will contain its own 

set of MBs) or the Internet.  

In a mobile operator network, the client may not have any deployed MB 

but the User Equipment (UE) of the mobile network usually contains one or 

more MBs and there can be one or several NATs, firewalls, and traffic filters 

along the path to the server. 

In an enterprise network, there can be a number of MBs deployed at the 

border of the enterprise network in a sense to protect the network and keep 

the network more functional and effective in terms of resource usage and 

bandwidth management. NAT boxes, firewalls, proxies, and traffic filters are an 

integral part of a traditional enterprise network. Quality of Service (QoS) may 

also have been on a server to used to prioritise flow which can cause network 

to throttle in certain conditions. 
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Figure 2.2 explains the general scenarios where a client is behind any 

kind of MB and the server is publicly available. The following issues can occur 

when client resides behind MBs and try to connect to the server. 

1. Firewall blocks certain classes of traffic in the network. 

2. Clients are refused to establish connections with servers. 

3. Server cannot connect with clients because of MBs. 

4. Sometimes, connection establishment signalling and actual data 

connection uses different paths. These often become a problem for 

authentication and secure connections. 

5. Sometimes, connection establishment signalling are allowed in the 

network but data traffic is not because of certain network policies to 

block over a certain protocol, e.g. UDP, or uses an unknown protocol. 

 

 

Internet Server

client

Enterprise 

network

BS

Mobile 

client

Operators network

MB

client

MB

MB

 

Figure  2.2: Clients reside behind MB(s) 

 

2.2.1.2 Clients with multipath connection to the server 

 

This is a scenario where the clients have two alternative paths toward 

the public network or the server. The path for data communication is selected 

depending on the factors (Address of the server, Local policy, and Inter-

network domain agreements). Sometimes, different paths can be used for 

connection and data communication which might cause the data traffic to be 
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blocked. For example, if one path contains MB1 and was used for signalling 

connection and another path contains MB2 was used for data transmission, 

MB1 and MB2 settings can be different which can affect the data transmission. 

 

 

Figure  2.3: Client with multiple paths to the server. 

 

In the case of route changes, the communication can be totally stopped 

and the client-server pair needs to re-establish the connection between them. 

Again, if the control signalling and media takes different routes through 

different MBs, the media plane establishment may be hampered. However, it is 

expected from the ISPs that they don’t change the routing on the fly but rather 

maintain the established path. 

2.2.2 Peer-to-Peer 
 

In a peer-to-peer scenario, there can be any number of MBs between 

the communication peers and any one of the peers can initiate the 

communication. A few peer-to-peer scenarios are explained below. 

2.2.2.1 One peer behind MB(s) 

 

A common scenario is when one of the communication peers is behind 

the MB(s). This scenario can be available in home user environments, 

enterprise networks and mobile operator’s networks. The peer behind the 

MB(s) has several problems to establish connections with the other peers. 

Some of the problems are listed below: 
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1. The peer behind the MB has to initiate the session, or find a way to 

open a pinhole in the MB to allow external peers to initiate the session. 

2. The peer behind the MB has to always send traffic to the external 

network to allow in bound traffic. Depending on the MB configuration the 

peer might have to send traffic to specific addresses or ports. 

3. If the signalling path/endpoint and data path/source are not the same 

then the peer has to open a pinhole for both signalling and inbound 

data. 

4. As the peer constantly has to send traffic to keep the MB binding, it 

becomes a problem for mobile nodes, e.g. quick battery drain. 

2.2.2.2 Both peers behind MB(s) 

 

This scenario is also very common where both of the communicating 

peers reside behind MB(s). In this kind of scenario there is no direct 

communication between both peers. Both of the peers have to learn about 

their public address and have to notify other peers to start communication. 

Usually a rendezvous server is used to locate the peers and then peers learn 

publicly routable addresses of each other and establish the end-to-end 

session. 

 

 

Figure  2.4: Both peers behind MBs 

 

The peers in this kind of scenario share the same issues described for 

one peer behind the MB. Moreover, media plane setup becomes more 

challenging as the setup now depends on the configuration of both MBs. 

2.2.2.3 Both Peers behind the same MB 
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In this scenario, both the peers willing to communicate may be in the 

same address realm but may not be aware of this fact. Both of the peers have 

to learn their public IP address (may or may not be the same) and notify each 

other to initiate the communication and setup the media plane. 

   

 

Figure  2.5: Both peers behind the same MB 
 

  Even if peers may be behind the same MB (especially NAT), the traffic 

has to go through the MB twice. Depending on whether hair-pinning is 

supported or not the MB can behave differently. In some cases, the outbound 

traffic may be allowed but the inbound traffic may be blocked. This can cause 

problems in media plane setup. 

2.2.3 Multi-homed with IPv6 and IPv4 interfaces 

 

IPv6 is partially implemented in the Internet. Though IPv6 is supposed 

to eliminate the necessity of NATs, there exist NAT64 and NAT46 as there will 

be some transition time to totally switch from IPv4 to IPv6. Besides, firewalls 

and proxies will still prevail for the security concern. This leads to a number of 

scenarios described below. 

2.2.3.1 Multi-homed Clients and Servers 

 

In a multi-homed client-server scenario either the client or the server or 

both of them can be connected to both IPv4 and IPv6 networks. Normally the 

IPv4 connection will have firewall, proxy and especially NAT in front of the 

client but in most cases the IPv6 connection will have only firewall. The servers 

usually have a firewall in front of them in both IPv4 and IPv6 connections and 
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both should be managed to provide services. The client can either use IPv6 or 

IPv4 connections to establish session(s) with the server. 

There can be different types of tools (translation tools, tunnelling tools, 

and dual-stack tools) used in the network connectivity depending on different 

deployment scenarios. These tools may have different impacts on the media 

path establishment between peers. The main issue here is the connection 

selection (IPv4 or IPv6) and the difference between the MB configurations. The 

client has to select the connection depending on some performance metrics 

such as delay, bandwidth, etc. Again, certain features can be available over 

IPv4 connections and may not be available over IPv6 connections. This will 

depend on MB configuration. 

 

Figure  2.6: Multi-homed Client and Server with IPv6 connections 

2.2.4 Others 

 

Only a few of the traversal scenarios are discussed above. All other 

traversal scenarios are also interesting and important but are down prioritized. 

2.3 Traversal Techniques 
         

There are traversal techniques available to deal with some of the 

traversal scenarios discussed above. Some of those techniques are discussed 

in this section. 

2.3.1 STUN 

  

 According to RFC5389 [4], “Session Traversal Utilities for NAT (STUN) 

is a protocol that serves as a tool for other protocols in dealing with Network 
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Address Translator (NAT) traversal”. “It can be used by an endpoint to 

determine the IP address and port allocated to it by a NAT. It can also be used 

to check connectivity between two endpoints, and as a keep-alive protocol to 

maintain NAT bindings. STUN works with many existing NATs, and does not 

require any special behaviour from them. STUN is not a NAT traversal solution 

by itself. Rather, it is a tool to be used in the context of a NAT traversal 

solution”. 

2.3.2 TURN 

 

According to RFC 5766[5], “if a host is located behind a NAT, then in 

certain situations it can be impossible for that host to communicate directly 

with other hosts (peers).  In these situations, it is necessary for the host to use 

the services of an intermediate node that acts as a communication relay”. 

Traversal Using Relays around NAT allows the host to control the relay 

operation and use that relay to exchange packets with its peers. It also allows 

a client to communicate with multiple peers using a single relay address, and 

due to this functionality it is different from some other relay protocols. 

2.3.3 ICE 

 

Interactive Connectivity Establishment (ICE)[6] is a NAT traversal 

technique for UDP-based media streams and can be extended to handle other 

transport protocols such as TCP. Typically, if two endpoints can communicate 

indirectly via some signalling protocol such as SIP, they can perform an 

offer/answer exchange of the Session Description Protocol (SDP). Initially, 

peers do not have knowledge of their own topology. ICE helps the peers to 

gather information about their topologies and finding all possible paths to 

communicate. Offer/Answer exchange is usually carried out with the help of a 

SIP server. STUN or TURN or servers are typically used with ICE. Each peer 

or agent uses a variety of candidate TRANSPORT ADDRESSES that might 

include {a transport address, a server reflexive address and a relayed 

address}. ICE is used to find those candidate transport addresses from both 

agents that can work together. 
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2.3.4 Others 

 

Apart from the traversal techniques discussed above, there are many 

other techniques available. Some of those techniques are HIP middlebox 

traversal [7], Generic proxy mechanism [8], SIMCO [9], MIDCOM [10], and 

many more. 

 

2.4 Summary 
 

In this chapter, middleboxes, middlebox traversal scenarios, and 

middlebox traversal techniques are briefly explained. Although there are MB 

traversal techniques available but these traversal techniques are for some 

specific types of MBs, e.g. STUN is specific to NAT traversal. There are two 

major concerns in using any of the MB traversal techniques available for end-

to-end media session establishment: 

1. Knowledge of the MB should be known before applying any traversal 

technique, e.g. STUN is used for NAT traversal so information about 

whether a network is using NAT should be known before applying 

STUN. 

2. There is usually more than one type of MB existing in a network and 

collectively those MBs can behave differently when observing the effect 

on data transmission. 

MB behaviour knowledge can be collected when a system can traverse 

most of the network types because information about any MB can only be 

gathered when that MB is traversed. For example, if all the traffic from one 

node to another is being blocked by a firewall then it cannot be guaranteed 

that traffic is blocked by a firewall or if the target node is not responding. 

 This kind of traversing can be done by applying multiple traversal 

techniques together. Implementing a suggested traversal solution requires 

data transmission and processing power which makes it difficult to implement 

this traversal solution with other systems. On the other hand, if the MB 

behaviour knowledge of most of the networks is known then it is easy to 

statistically recommend or suggest on particular traversal technique. For 
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example, if the statistics suggest that traffic is blocked by firewalls in targeted 

networks then certain firewall traversal techniques can be recommended to 

pass through those targeted networks. Another example is that if we find out 

that 95% of the traffic is blocked for protocol X then an application that uses 

protocol X to deploy a service has to provide a traversal technique or select a 

different protocol. 

Statistics are used to classify the networks based on the setting or MB 

configuration. Then depending upon the requirement, relevant traversal 

procedures or combination of several traversal techniques can be used for 

successful media communication. 
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3 Test System Implementation 
 

This chapter describes the implementation details of the system. It 

explains the solution implemented followed by client-server system, database 

and web interface of the system.  

3.1 Solution 
 

 

Figure  3.1: Functionality of NAT Existence check 
 

The system developed during this work, implements a solution to record 

the collective behaviour of the MBs in the communication path between two 

endpoints. Recording of behaviour means to save the type and/or setting of 

MBs used in the communication path. Collective behaviour means that the 

behaviour of all the MBs present during the traffic transmission is considered. 

For example, if a client is behind a private network and tries to communicate 

with a server in a public network, the behaviour of all the MBs present in the 

private, the public or the ISP/Mobile networks collectively have effect on the 

overall behaviour of the client-server communication. This overall behaviour is 

recorded.  

The idea of the test system is to send and receive certain messages 

and patterns using certain protocols, addresses and ports. On the basis of the 
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outcome of those messages, the behaviour of the MBs is calculated. One 

simple example is to send a message using protocol TCP over port 50101 with 

string ‘A’ and receive with string ‘B’. Successfully receiving the message with 

string ‘B’ indicates that the connection is successful while failure to receive the 

message with string ‘B’ after a certain time implies that the connection is 

unsuccessful. Different kinds of tests are used to record different 

characteristics of the MB e.g. some tests are to check the possible connectivity 

over different protocols and some tests are to check the timeout connectivity. 

These tests will run on a client server system where the server is available 

publicly and the client connects to any network where MBs are expected to be 

deployed. Here a “blackbox” approach is taken where the Internet is a 

“blackbox”. However, during the design and development phases of the test 

system a “whitebox” approach is taken where MBs behaviours were known 

and tests are done to discover them. 

 

 

Figure  3.2: Functionality of ALG Existence check 
 

3.2 Example of FOO/TCP test 
 

An example to understand the functionality of the test system, one test 

(FOO/TCP) of the implemented tests is explained. 
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Functionality of the test is that the client establishes a TCP connection 

to port 60 on the server from any port. If the connection establishment is 

successful then the client sends 312 bytes of random binary data to the server. 

The server sends back 8732 bytes of random binary data. If the TCP 

connection is setup between the client and the server and data is transferred 

between them, the test result is considered successful. The server logs the 

incoming IP address and port number along with the total time to complete the 

operation. This test also runs with connections to any port in the registered 

range (1024~49151) and connections to any port in the dynamic range 

(49152~65535) on the server from any port. 

 

 

Figure  3.3: Functionality of Firewall Existence check 
 

The primary goal of this test is to reveal if the client is able to use 

general TCP connectivity to the server. This test also finds out if there is any 

MB that do packet inspections tied to specific standard protocols or not. 

Additionally, the client adds the local IP address in random data. The 

server receives the IP address and adds it to the random data to be sent back 

to the client along with the public IP address of the client. After the successful 

data transfer of the data, the client will have its public IP address and echoed 

IP address. The information will be used to find the existence of NATs and 
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ALGs as explained in figure 3.1 and 3.2 respectively. The existences of 

firewalls are also checked if the initial connection is established and then data 

transfer on any of the test fails. Figure 3.3 explains the firewall existence 

check. There is a possibility that a firewall is blocking TCP traffic on certain 

ports but still all the connections are successful. This is because connections 

on every port are not verified but any random port from different ranges of 

ports is selected. It is recommended to run these tests more than once on 

every network setting to minimize the chances of missed results. 

 

 

Figure  3.4: System Architecture 
 

3.3 Implementation  
 

System implementation is based on the client server model. The client 

is implemented in Android, while the server is implemented in Twisted/Python. 

The implementation details of the complete system are explained below. The 

overall system architecture is explained in figure 3.4. 

The system has one server which is available publicly, to make it 

accessible from the Internet. The client is available on Android devices and will 

be connected to different networks to access the server. The client and the 

server together perform series of tests to collect the MB behaviour. Results of 
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the test implemented in the system are saved in a database at the server. The 

client application’s user can access that database through a client application 

to view results specific to that clients’ ID. The system users can access the 

database through a web interface over the Internet. 

 

Figure  3.5: Structure of Server 

3.4 Server 
  

The server is implemented in a layered structure as illustrated in figure 

3.5. It consists of three layers: Controller, Test Servers, and Database. 

3.4.1 Controller 

 

The controller is the top layer and the first component in the server that 

communicates with the client. It consists of a session controller and a test 

controller. It opens port 443 for secure http connection and port 80 for http 

connection, to make sure connections are possible if secure connections are 

somehow blocked. 
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3.4.1.1 Session Controller 

  

The session controller performs simple security checks when a client 

connects and tries to start a session. Once the user is authenticated, a session 

is created and a 16 digit session id will be assigned to the user. The session 

controller is also responsible for timing out sessions. It also keeps all the active 

sessions in a session pool, identified by session ids. It also provides the list of 

available test ids to the client. Another important function of the session 

controller is that it saves all the login information (e.g. Location, Access Type, 

Network Information, etc.) in the database. Figure 3.6 explains the functionality 

of the session controller. 

 

 

Figure  3.6: Session Controller Functionality 

 

3.4.1.2 Test Controller 

 

The test controller validates the session id provided by the client. It also 

validates the test id provided by the client’s test request. The test controller 

keeps a session pool to manage the ongoing test table in each element. It is 

also responsible for avoiding duplication of the tests. It returns the requested 

test server’s information (i.e. addresses, ports, timeout, etc) to the client. It 

records the test running duration and once the tests are complete, it receives 
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the results from the client and saves those results in the databases. Figure 3.7 

explains the test controller functionality. 

 

 

Figure  3.7: Test Controller Functionality 

3.4.2 Test Servers 

  

The test servers are the servers implemented for each test scenario. 

These servers will communicate with the client once the client gets the test 

server info from the test controller. Each test server will receive certain types of 

requests and will respond according to the certain pattern. When a test gets 

stopped or finished, client submits the results to the test controller. All the 

available test servers are in both IPv4 and IPv6. Figure 3.8 lists the currently 

available test servers. Tests are categorized in three groups and are explained 

below. 

3.4.2.1 Basic Connectivity 

  

Basic connectivity tests are for testing common protocol connectivity to 

the server on port ranges. Currently the following protocols are implemented. 

1. HTTP for IPv4 and IPv6 

2. HTTPS for IPv4 and IPv6 

3. UDP for IPv4 and IPv6 

4. TCP FOO for IPv4 and IPv6 
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Each test runs three times: first it uses a known port for the respective 

protocol. The second time it chooses any random port from the registered port 

range (i.e. 1024~49151). The third time it chooses any random port from 

dynamic port range (i.e. 49152~65535). Port numbers are usually divided into 

three groups. The first group (0~1023) is for well known ports i.e. every port 

number in this range is assigned to do some specific task. The second group 

(1024~49151) is used by vendors for proprietary applications. The third group 

(49152~65535) is available to users for private use. If any network does not 

want traffic transmission of some specific purpose then known port numbers 

for that purpose are blocked. If a network does not want traffic from proprietary 

applications then the registered port range is blocked. If a network does not 

want traffic from private applications, then the dynamic port range is blocked. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3.4.2.2 P2P Connectivity 

 

P2P Connectivity tests here are based on the ones discussed in draft-

ietf-behave-nat-behaviour-discovery[11]. These tests are performed in order to 

determine the properties that affect the possibility of peer-to-peer applications 

to setup direct connectivity. These tests determine the behaviour of NATs 

Basic 
Connectivity 

P2P 
Connectivity 

Timeout 
Test 

HTTP TCP 

HTTPS 

TCP FOO 

UDP 

Mapping 

Filtering 

Hairpinning 

UDP 

Figure  3.8: Available test servers 
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according to a STUN server and client ports used when the test is running. 

Currently these tests are implemented for UDP.  

1. P2P Filtering for IPv4 and IPv6 

2. P2P Mapping for IPv4 and IPv6 

3. P2P Hairpinning for IPv4 and IPv6 

The P2P filtering test is to determine whether the client is behind a NAT 

and what kind of filtering is configured. The P2P Mapping test is to determine 

the mapping type of NAT, if available. Filtering and mapping types can be 

Endpoint-Independent, Address-Dependent or Address-Port-Dependent. The 

P2P hairpinning tests are to determine if NAT supports hairpinning, if available.  

Each test runs in two formats: first without padding attribute, second 

time it inserts the padding attribute which simply inserts additional space into 

the message. The message is divided into multiple fragments due to insertion 

of additional space, due to which the NAT’s behaviour can be observed with 

fragmentation as well. 

3.4.2.3 Timeout 

 

Timeout tests are to determine the timeout period of the NAT. Tests for 

both UDP and TCP are implemented. These tests attempt to observe binding 

timeout values for both UDP and TCP connections.  

1. TCP timeout test for IPv4 and IPv6 

2. UDP timeout test for IPv4 and IPv6 

a. UDP timeout test out 1 in 1 for IPv4 and IPv6 

b. UDP timeout test out 1 in N for IPv4 and IPv6 

c. UDP timeout test out N in N for IPv4 and IPv6 

The UDP timeout test has three different variations related to how many 

packets are sent over the binding. The first variation is out 1 in 1 which means 

that one STUN exchange on each response channel is performed. The second 

variation is out 1 in N which means that one outgoing exchange on the 

response channel, then periodically with short interval on control to generate 

many incoming packets over time. The third variation is out N in N connection 

which means initially a larger number of STUN exchanges are performed for 

each response channel. All the UDP timeout tests are running sequentially. 
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Both the TCP timeout tests i.e. for IPv4 and for IPv6 are running sequentially 

but in parallel to UDP timeout tests. Maximum timeout range for UDP timeout 

tests is 15 minutes and for TCP timeout test is 90 minutes. 

3.4.3 Database 

 

The database is the third layer or component of the server and is 

implemented in MySQL. The main function of the database is to keep results 

of all the tests. These test results will be used for the analysis. This database 

is used by the web interface to allow the users to query the database. The 

database consists of a number of tables so that all information about clients, 

sessions and tests saved and available for queries and analysis. 

3.5 Client 
  

The client is developed in Android and the main functionality of the 

client is to communicate with the server to perform tests, gather results and 

submit it to the server. There are some extra features implemented as well to 

help the client’s users. 

3.5.1 Architecture 

 

Figure 3.9 shows the flow chart of client’s functionality. The client’s 

major functionality is divided into three tiers.  

The first tier is the user interface shown in the green box. All the 

interaction of the test system with the client’s user is managed from this tier. 

One main feature of the UI is to update the test results concurrently. The UI is 

divided into two major sections. One section is for network information which 

will show the information regarding the network regardless of selection of tests. 

The other section is for test results and is categorized into three tabs for three 

test groups. 

The second tier is for running test implementations and is shown in the 

blue box. It is responsible for execution of all the tests currently being 

implemented in the system. This tier runs in the background as a service and 

communicates with the UI to update the changes according to the results. Test 
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Manager implements the logic for verifying the test selection and 

communicates with the with server controller to retrieve the relative test server 

ids. Then test execution starts and for every test, the server communicates 

with the related test server to complete the test logic. Once the test 

implementation is complete, results are compiled and sent to the server to be 

stored in the DB. It updates the GUI and checks if all selected and available 

tests are complete. Otherwise, it runs another pending test. It also uses the 

built in client features like GPS location to save the location of the client. 

 

 

Figure  3.9: Architecture of Client 
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The third tier is shown in the red box and is responsible for 

communication with the server. It is mainly to help the second tier of test 

execution which requires communication with the server but it is also used for 

other server communication related tasks. Server communication is mainly 

done for three different purposes. They are communication with controller, 

saving test results in the DB and replying to test implementation requests. 

3.5.2 Functionality 
 

As illustrated in figure 3.10, the client is responsible for all the 

communication with the server and is an important component when 

implementing the test system. It performs the following tasks in the system. 

• It initiates the session controller and communicates with the server. It 

then receives the session id and list of test ids available at the server. 

• It selects the desired test id(s) and sends to test controller along with 

the session id. The server replies with the information of the test 

server(s) related to that test id(s).  

• The GPS location of the client is used and saved on the server. This will 

help on analyzing the results according to the specific city or country, 

etc. 

• Having all the desired test server information, the client then starts 

communicating with the test servers to execute the tests. 

• Once a test is complete, the client sends the result of the test to the test 

controller. In case of timed out tests, results are being sent back to the 

server for each update, i.e. in every update of timeout value. 

3.5.3 Features 

 

Apart from the implementation of tests, the client also contains some 

important features. These features are explained below: 

• Different options for settings have been provided to the client’s user. 

Providing these setting options allows the user to select some or all 

tests. It also allows the users to run a test when the connectivity changes 
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or a new network is found. Benefits of providing this option to the user is 

that the user can avoid using data connectivity when limited connectivity 

is available e.g. client’s user can turn off the test when data connectivity 

is expensive which can be due to exceeding the data limit provided by 

the operator. 

• The local database is used to assist client’s user to select options again 

to run tests. 

• Tests are running as a service i.e. running as a thread so that the client’s 

device is available to users for other usage.  

 

 

 

Figure  3.10: Client Functionality 
 
 

3.6 Web Interface 
  

The third major component of the system is the web interface. The web 

interface is very important for performing analysis of the system. The main 

idea of the web interface is to allow users to query the database according to 

the required criteria. These criteria will be according to the analysis to be 

performed e.g. if the user wants to know the UDP timeout period for out 1 in 1 

connectivity for Wi-Fi networks. The database can be obtained according to 

network information (network type, country, city, SSID, network operator, etc) 
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or test results (timeout period for UDP or TCP, HTTP over TCP connectivity for 

different ports range, UDP connectivity for different port range, NAT filtering, 

etc). Figure 3.11 shows the snapshot of the web interface. This interface still 

needs improvements but the basic idea is explained as different options are 

shown in a drop down menu. For example, system users can choose different 

access types to filter the results. Similarly, if the user wants to filter results 

according to the place or any other option then those options can be selected. 

 

 

Figure  3.11: Snapshot of the Web Interface 
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4 Results 
 

This chapter explains the results, collection of results and filtering of 

results according to the requirements of the test system’s users. Analysis of 

the results requires huge amount of diverse results data collection. Collection 

of the test results requires huge amount of tests run on different network. This 

diversity is important for the accuracy of the results or statistics. For example, 

if the test results are collected only from private networks then those statistics 

can be very different from data collected from any enterprise network because 

usually enterprise networks have their own MBs or settings for MBs. 

Recommending any traversal technique depending upon those statistics can 

turn out to be very wrong because those statistics only represent private 

networks. Another example is, if the results were collected from networks that 

mostly allow UDP communication. On the other hand, other networks where 

tests were not run can have settings that mostly block UDP communication. 

According to the results available, UDP communication could have been 

recommended, but in reality it will not work on almost 50% of the networks in 

this example. In other words, collection of data should be based on as many 

available networks as possible and this should be a continued process. 

Due to shortage of time available for the thesis, it was difficult to collect 

actual results. Imaginary data was used to understand the results and the 

understanding of getting desired data from the results. The following example 

question was suggested to understand the results.  “What is the percentage of 

blocked TCP Communication over port 60 in Sweden?” 

Users of this test system can be system developers, protocol 

developers, researchers, or network administrator. Any of these users may 

need this kind of information. The web interface is intended to provide a user 

interface to retrieve data according to the desired criterion. Let’s say that a 

query for the above question return the result of 11%. Now if the target 

network for the user is a mobile network then user can divide these results into 

mobile networks and other networks and these results may be 80% and 20 % 

respectively. If the user wants to use these statistics for networks in the city of 

Lulea in Sweden then those results are further divided by region. These results 
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may be further refined to 30%. Similarly, if there is any other requirement of 

the criteria, it can be used in getting the required results. Redefining the 

example question which was suggested above, it can become as “What is the 

percentage of blocked TCP Communication over port 60 for Mobile Networks 

in Lulea, Sweden?” and the answer of this question may be 2.64 % according 

to the example explained. This is how users can get the desired data for some 

specific networks or network configurations. To understand the applicability of 

results and analysis, a few more detailed examples are discussed. The 

database is maintained in detail to assist the retrieval of useful information 

from the test results. The Test_common table is used to save the common 

results of all the tests. It means that the test_common table will contain 

information like start/end times of http connectivity tests or UDP timeout tests, 

etc. The tables Session_info, Finger_print and finger_print_address save all 

the available information about the networks and sessions. It means that 

whenever a client starts a session with the server, information about that 

session and about the network that client is connect is saved in these three 

tables.  

All these tables are used to save the network and session information, 

and the results that are not specific to any of the test types, i.e. basic 

connectivity, p2p connectivity, or timeout tests. When a client connects to a 

server and a session is created, a session id is assigned to the user. The client 

sends all the network information to the server and that information are saved 

in these tables. These tables are used when the user wants to differentiate the 

test according to some common information, e.g. country, city, or network type 

(cellular or WiFi).  

The first detailed example was designed to perform basic connectivity 

tests where the users want to know which one of the protocols HTTP, HTTPS, 

UDP and TCP is mostly allowed over IPv4 on any network through any port. 

The table Basic_connectivity is used to save the results of all the basic 

connectivity tests.    

Basic_connectivity contains all the results for the basic connectivity 

tests. All these results can be grouped into 12 groups according to the test_id 

but only four of them are for IPv4 only. Now each of those four groups can be 

divided into success or failure groups and the ratio can be used as success 
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ratio for each of the protocols. Now, the protocol with highest success ratio is 

mostly allowed over IPv4 on any network through any port. Similarly these 

results can be divided into three subgroups to see which of the port ranges 

have the highest success ratio.  

The second detailed example deals with p2p connectivity where the 

users want to know which country has the most NATs with address-port 

dependent filtering.  

The P2P_phase_info table contains the details for the p2p tests which 

includes the server addresses and port numbers used during p2p tests. The 

P2P_connectivity table contains all the results of the p2p connectivity tests. All 

the results that have the nat_filtering_behave field as Address-Port-dependent 

are filtered. These results will be grouped according to the session_id and 

test_id that are grouped by country from the session_info and finger_print 

tables. There can be many different countries in the result set and each entry 

of the group will contain different numbers of address-port dependent NAT 

filtering. The country with the highest number of records is the country with 

most NATs with address-port dependent filtering. 

The third detailed example was designed for timeout tests where the 

user wants to know which of the UDP binding variation has the longest timeout 

average. The task of the Timeout_partial_update table is to keep track of 

timeout values during the execution of the tests. The Timeout_test table 

contains the results of the completed timeout tests. To get the desired 

information, results are grouped into three categories for variation, i.e. one in 

one out, one in many out, and many in many out. Taking the average of the 

upper_timeout values and the group with bigger values is the variation that has  

longest timeout on average. 

This chapter explains the results and how a user can utilize these 

results. This chapter also explains the process of fetching the desired results 

from the databases although this thesis work is a part of work which aims to 

provide a complete web interface that deals completely with the databases and 

provides users with an easy-to-use user interface to fetch the desired results. 
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5 Conclusion and Future Work 
 

Middleboxes are very important components in network configurations 

and scenarios where traffic is passing through the network without traversing 

through the MBs are rare. To overcome the obstacles created by these MBs, 

system developers, protocol developers, or researchers should understand the 

behaviour of MBs under any desired network configuration. Understanding the 

behaviour of the MBs requires the knowledge of most of the possible network 

configuration currently deployed. That knowledge can be used by different 

users for different purposes, e.g. system or protocol developers can use these 

results so that the protocol or system traffic can pass through the 

obstacles/MBs over the Internet.  

A test system was developed as a result of this thesis that collects the 

behaviour of the MBs over different networks. The behaviour of these MBs is 

stored in a database which can be utilized by users as the knowledge of MBs. 

The test system can be used for security purposes where a network 

administrator can verify the rules or restriction applied on the network. But the 

most important application of the test system is for research purpose where 

the database containing the MB configuration settings can be used for 

developing new systems or designing new protocols.  

5.1 Conclusion 
 

This thesis work is concluded by achieving the following tasks. 

 

• The test system is in a working condition, i.e. the application is tested 

and working without any found and unfixed error or bug. Android 

versions 2.3 and 4.0 are tested and verified. 

• The test system has been tested in a laboratory setting to verify the 

functionality of all the tests implemented in the system. All the tests 

implemented in the client have been checked for all possible types of 

results and the results were correct.  
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5.2 Challenges 

 

There are two major challenges in this system.  

 

• The first challenge is that the application has to be distributed all over 

the world and to different sets of users, to achieve the desired amount 

of varied test sessions. Different sets of users have different sets of 

access to the networks so by spreading the application to a wide set of 

users in wide geographical areas gives more varied test results.  

• This application is not intended for entertaining the users, rather 

targeted for only the people who need the results for more knowledge 

about the networks. This group belongs to network and protocol 

researchers, and software developers. They are motivated enough to 

run the test sessions. All other users have no apparent reason or 

motivation to run tests and collect data.  However, the result sets will be 

improved if as many as possible test runs are performed which requires 

all sorts of users using this application. Hence, the second challenge is 

to provide incentives for all users to perform tests and run it on different 

networks.  

5.3 Future Work 
 

Although the client-server system is in working condition, the following 

tasks will be important and necessary in the successful implementation of this 

system. These tasks are incomplete due to time constraints. 

 

• Collecting actual results and performing analysis: As mentioned in 

chapter 4, the results are imaginary, real test results should be collected 

to perform analysis. 

• Upgrading the web interface: the web interface currently does not 

provide the users enough options to query the databases. Upgrading 

the web interface is necessary for the system so that the users can filter 

data according to every single detail possible. 
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• Android version compatibility is very important as current client 

application is working on Android versions 2.3 and 4.0. Although this 

covers a major percentage of the current Android users, but 

compatibility for other versions would also be beneficial.  

 

There are other possible tasks that can be implemented given the time 

and resources. 

 

• Implementation of more test types can be done: New functionality for 

the tests can be provided for the following tests: 

o SIP, RTSP 

o TCP Simultaneous Open 

o Stress Testing 

o Performance Testing 

• The client version can be implemented for non-Android platform, e.g. 

iPhone, Windows phone, etc. This will help the distribution of this 

application to an even wider variety of users. 
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