
MASTER'S THESIS

Security Issues of Virtualization in Cloud
Computing Environments

Arash Mahjani
2015

Master of Arts (60 credits)
Master of Science in Information Security

Luleå University of Technology
Department of Computer science, Electrical and Space engineering



 

 

 

 

Security issues of virtualization in cloud computin g 
environments 

Magister thesis (15 credits) 

By: Arash Mahjani 

Supervisor: Professor Tero Päivärinta 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

September 2015  



   
Page 1 

 

  

Abstract: 

Cloud computing provides access to the cloud resources such as storage and business 

applications from anywhere only by connecting to the Internet. However, there are 

several issues that come along with the benefits of cloud computing. For example, 

security issues of the cloud computing environments have become a big concern for 

organizations and some new challenges have been emerging.  

This Magister thesis aims to identify the security issues of virtualization in the cloud 

computing environments and also reviewing the mitigation techniques in order to 

improve the security of cloud systems.  

Systematic literature review or systematic review is performed in this study for finding 

out the most security issues of virtualization in the cloud computing environments. After 

identifying the security issues, a literature review is performed in order to find and 

analyze the effective mitigation techniques. 

The identification of security challenges and mitigation techniques is very challenging 

task. After performing the systematic literature review, 23 security issues of 

virtualization were identified and explained (part 5 of this study). With performing the 

literature review, 4 mitigation techniques were recognized and discussed in order to 

address the most important security issues (part 6 of this study). Furthermore, Impacts 

of the proposed mitigation techniques on the virtualization security issues and CIA 

model are explained. This allow researchers to quickly find the appropriate mitigation 

technique in order to manage the security issues of their own cloud environment. 

 

Keywords: Cloud Computing, virtualization security, mitigation techniques. 
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1-Introduction: 

There has been a rapid progress in cloud computing during the past few years. 

Organizations can store their data remotely in the cloud environments and access 

services, applications and infrastructure on-demand from a shared pool of computing 

resources. According to the “Gartner Executive Program Survey”1, cloud computing was 

one of the top 10 CIOs’ business and technology priorities in 2013. Based on the cloud 

usage growth, security issues in this area have become a pressing concern for lots of 

enterprises. With increasing the number of companies starting to use the cloud 

resources, there is a need to protect consumers’ data.  

If cloud service providers only take care of the security issues at the lower part of the 

cloud architecture, there will be a need that consumers take more responsibilities for 

implementing and managing the security mechanisms2. Consequently, there are several 

security issues around cloud environments that should be concerned. 

The current study is presented in 6 parts. Part 1 introduces the introduction. Part 2 

reviews literatures about general cloud computing and virtualization concepts. Part 3 

and 4 arises the research questions and applied methodology. In the part 5 the 

structured literature review is presented in order to find the security issues of 

virtualization. Part 6 discusses the mitigation techniques. Finally, the last part 

summarizes the findings. 

 

 

 

                                                           
1
 Gartner Executive Program Survey, STAMFORD, Conn., January 16, 2013,       

   http://www.gartner.com/newsroom/id/2304615 
2
 S. Subashini, , V. Kavitha, A survey on security issues in service delivery models of cloud computing, Journal of  

   Network and Computer Applications (2010), doi:10.1016/j.jnca.2010.07.006 
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2- Background:  

2.1- Terms and definitions 

Cloud computing:  

The national institute of technology (NIST) provided an official definition of cloud 
computing3: 

“Cloud Computing is a model for enabling ubiquitous, convenient, on-demand network 

access to a shared pool of configurable computing resources (e.g., networks, servers, 

storage, applications, and services) that can be rapidly provisioned and released with 

minimal management effort or service provider interaction.” 

Cloud model is composed of five essential characteristics and four deployment which 

are beyond the frame work of this research. In addition, cloud model is composed of 

three service models. I give a short explanation of the three service models since I will 

refer to them in section 2.2 (page 10).  

 
Software as a Service (SaaS): In this model users can run applications on a cloud 

infrastructure. The applications are accessible from different types of client hardware 

either a thin client interface or a program interface.  

Platform as a Service (PaaS): PaaS provides users with different programing 

languages, libraries, services and tools supported by the provider.  

Infrastructure as a Service (IaaS): IaaS delivers on demand cloud computing services 

and provides access to computing resource in a virtualized environment. 

Virtualization: 

Kedia et al. explained virtualization as the following4
: 

Virtualization is a key feature of the cloud computing technology and it is defined as “a 

framework or methodology of dividing the resources of a computer into multiple 

                                                           
3
 Peter Mell, Timothy Grance, The NIST Definition of Cloud Computing, Special Publication 800-145 

4
 Pooja Kedia, Renuka Nagpal and Tejinder Pal Singh, Survey on Virtualization Service Providers, Security Issues,   

   Tools and Future Trends, International Journal of Computer Applications (0975 – 8887), Volume 69– No.24, May   

   2013 
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execution environments by applying one or more technologies such as hardware and 

software partitioning, time-sharing, partial or complete machine simulation.” 

Virtualization provides a bundle of features such as flexibility, cost effectiveness, 

scalability and etc. Therefore, it has become a primary need for organizations to 

investigate different aspects of virtualization before adopting it.  

The main goal of virtualization is managing the workloads by transforming the traditional 

computing units to make it more scalable. Virtualization has been a part of information 

technology for several years, and recently it can be applied to a wide range of system 

layers, including operating system level and hardware level virtualization. 

Hypervisor: 

Hypervisor makes the resources of the physical machine available to the virtual guest 

machines5. Hypervisor allocates system resources such as memory, hard disk, CPU 

and other resources that guest operating system requires. Traditionally, Hypervisor was 

referred to “Virtual Machine Monitors” (Cleeff, Pieters & Wieringa, 2009). It is basically 

software, framework or hardware that handles multiple operating systems or multiple 

instances of the same operating system on a single computer system.  

Figure 2.1 shows the typical architecture of a virtual machine. 

 

 
 
 
 
 
 
 
 
 

         Figure 2.1 Typical VM software architecture6 

                                                           
5
 Shiv Raj Singh, Virtualization and Information Security A Virtualized DMZ Design Consideration Using VMware   

   ESXi 4.1, Master thesis,  Unitec Institute of Technology, New Zealand, 2012 

 
6
 Heradon Douglas and Christian Gehrmann, Secure Virtualization and Multicore Platforms State-of-the-Art report,   

   SICS Technical Report, T2009:14A, ISSN: 1100-3154 
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CIA principles: 

CIA stands for confidentiality, integrity and availability. The main goals of information 

security are providing confidentiality, integrity, availability, accountability, and 

assurance7. Accountability and assurance are beyond the framework of this thesis. 

• Confidentiality: The goal of confidentiality is to ensure that information cannot be 

accessed by an unauthorized users. One of the key components of providing the 

information confidentiality is encryption. Other ways to ensure confidentiality of 

information are enforcing file permissions and access control lists to restrict 

unauthorized access to information.  

• Integrity: Information integrity means protecting information from unauthorized 

modifications and assuring the consistency and accuracy of data over its entire 

life cycle. Data encryption techniques and hashing algorithms are key methods in 

providing integrity. 

• Availability: Information availability ensures that information is available 

whenever it is needed. When data is stored in a system, it should be available to 

the authorized users. There are several factors that can cause data and service 

availability issues. For example, the primary aim of DDoS attacks is denying 

users access to the resources of the server. Some other factors such as power 

outages or natural disasters could lead to lack of availability. 

 

2.2-Security issues of cloud computing:  

As it was mentioned earlier cloud computing utilizes three different service delivery 

models (SaaS, PaaS, and IaaS). Each one of these models has its own security issues.  

Subashini et al. have explained about those security issues8: 

1- Security issues of SaaS: The SaaS software vendor might host the requested 

software or services on its own cloud environment or ask a third party provider such as 

                                                           
7
 James B.D. Joshi, Walid G. Aref, Arif Ghafoor, Eugene H.Spafford, Security models for WEB based applications,   

   February 2001/Vol. 44, No. 2 COMMUNICATIONS OF THE ACM 

 

 
8
 S. Subashini, V. Kavitha, A survey on security issues in service delivery models of cloud computing, Journal of   

   Network and Computer Applications (2010), doi:10.1016/j.jnca.2010.07.006 
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Amazon to host them. Therefore, it is difficult for users to ensure that all necessary 

security parameters are considered. Customers’ data is stored on the SaaS providers’ 

infrastructures or they might be stored on the public cloud environment of the third party 

company. In this case, data might be stored along with other unrelated data or SaaS 

applications that are related to the other customers. In addition, data might be replicated 

to the other locations in different cities or even different countries for supporting the high 

availability solutions. Thus, there will be possibility of data breaches and application 

vulnerabilities. In this model customers do not have proper information of how and 

where their data is stored and there is a lack of control. 

2- Security issues of PaaS: in PaaS consumers (mostly developers in this case) have 

some controls for building applications on the top of platform. Therefore, PaaS is more 

flexible than SaaS and brings more security concerns. For instance, any security 

weaknesses in the application codes could be exploited and compromise the application 

security.  

3- Security issues of IaaS: IaaS has various security issues based on the cloud model 

and location (public, private, hybrid, community). Public cloud has major risks while 

private cloud seems to have less security issues. In the cloud environment data pass 

through number of third party infrastructure devices and there is a possibility that data 

be routed through an intruder’s infrastructure. In addition, Physical security of the cloud 

infrastructure is very important and any damage can influence the whole virtual 

environment. 

Virtualization vulnerabilities: 

Virtualization is one of the main key components of the cloud computing technology. 

However, this brings major security issues. Ensuring that different guest instances on 

the same host machine are completely isolated is one of the major security issues 

which is not met completely in today’s security plans. Subashini et al. mentioned that 

current virtual machines do not offer the best isolation9. Many security bugs have been 

detected in the virtual environments which are related to the isolation weaknesses. 

                                                           
9
 S. Subashini, V. Kavitha, A survey on security issues in service delivery models of cloud computing, Journal of   

   Network and Computer Applications (2010), doi:10.1016/j.jnca.2010.07.006 
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Some vulnerabilities have been found in the virtualization software that can be exploited 

by the malicious user. For instance, the vulnerability in Microsoft virtual PC can be 

exploited by an intruder to run malicious codes.  

As it is mentioned by Luo et al.10, virtualization technology causes new security 

concerns. There are additional security issues in the virtual environments such as 

physical location of data and data protection mechanisms for isolating the private data 

from the other virtual guest machines on the same environment (physical 

machine).About 70% of the cloud consumers believe that security issues are one of the 

main challenges in the cloud technology.  

3-Problem description and research questions: 

There are several issues related to the infrastructure as a service, platform as a service 

and software as a service that have made the cloud environment vulnerable. However, 

they are not new security concerns and we are facing with these issues in the physical 

environments. As I mentioned earlier, the key underlying cloud technology is 

virtualization. Virtualization technology has made cloud security a complex issue and 

lots of new vulnerabilities and threats are appearing. Virtualization allows multiple 

operating systems co-reside on the same physical machine without interfering each 

other and benefits from dynamic resource allocation on the same hardware. 

Virtualization layer plays a significant role in the operation of virtual machines. Since 

multiple virtual machines run on the same server, malicious party has a chance to 

attack the virtualization layer, exploit security holes and gain access to all virtual 

machines. In addition, one compromised virtual machine can cause a security problem 

for the other virtual machines on a physical server. If a hacker spends some time for 

attacking one of the virtual machines, that could lead to compromise other virtual 

machines and eventually accessing the host.  

Research questions:  

1- What are the security issues of virtualization in the cloud computing 

environments? 

                                                           
10

 Shengmei Luo，Zhaoji Lin，Xiaohua Chen, Virtualization security for cloud computing service, Cloud and 
Service Computing (CSC), 2011 International Conference on, p. 174 – 179, Publisher:IEEE 
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2- How can mitigate the security issues of virtualization technology in the cloud 

computing environments? 

4-Research methodology: 

Part 5 of this research is conducted by a systematic literature review or systematic 

review in order to find out the most security issues of virtualization in the cloud 

computing environments.  

 A systematic literature review can be used for identifying, evaluating and interpreting all 

available researches relevant to a particular research question or a topic11. In addition, 

Systematic literature review is useful to provide a clear overview and summaries the 

existing studies.  

The main differences between systematic literature review and traditional literature 

review are12:  

• Systematic literature review addresses the specified research questions by 

defining a review protocol.  

• Systematic review defines search strategy that aims to detect the most relevant 

literature. 

• Systematic review requires inclusion and exclusion criteria to assess each 

potential primary study. 

 

 

Systematic review is conducted mainly in three phases, figure 4.1:  

 

 

                                                           
11

 Guidelines for performing Systematic Literature Reviews in Software Engineering    

     http://www.elsevier.com/__data/promis_misc/525444systematicreviewsguide.pdf 
12

 Kitchenham B, Charters S. (2007) Guidelines for performing Systematic Literature Reviews in Software 

Engineering, Keele University and Durham University Joint report 

Planning Reporting Conducting 
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Figure 4.1 Systematic literature review phases 

1. Planning: planning the review is associated with identification the need of review. 

2. Conducting:  conducting the review is associated with selection of primary 

studies, data extraction and data synthesis. 

3. Reporting: reporting the review is associated with reporting the results and 

documenting the processes. 

 

In addition, in the part 6 of this study a literature review is performed in order to identify 

the methods and mitigation techniques for reducing the security issues of virtualization 

technology that are found in the part 5.  

5-Security issues of virtualization: 

5.1-Review protocol:  

A review protocol specifies the methods that will be used to undertake a specific 

systematic review.  

5.1.1-Review questions: 

1- What are the security issues of virtualization in the cloud computing 

environments? 

2- How can mitigate the security issues of virtualization technology in the cloud 

computing environments? 

5.1.2-Search and data extraction strategy: 

For being able to find the proper information to answer the review questions, there is a 

need of defining a search strategy. I followed the following strategy outline: 

1- Selection of proper information sources: I considered “Google Scholar” a main source 

for finding the literatures. “Google Scholar” provides an easy way to search for scholarly 

literatures. 

2- The search expression: For finding the related papers in order to address the first 

review question, I used “virtualization security issues” expression. 71 papers were found 
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after doing a search in the “Google Scholar” with “virtualization security issues” 

expression, table 5.1. 

             Table 5.1 Search expression  

Search expression Google Scholar 

“Virtualization security issues” 71 papers 

 

3- Exclusion criteria: I defined the following exclusion criteria for limiting the founded 

papers. 

1. None English articles are discarded. Therefore, 3 articles were removed in this 

step. 

2. Articles whose titles were not about virtualization are discarded. Finally, 34 

articles were chosen (appendix 1).  

3. I discarded the following articles that points to very limited and specific domain. 

3.1- Article 13 by Liu et al. (appendix 1) discuses about KVM-based virtualization 

which is out of scope of this thesis.  

3.2- Article 14 by Bo En Jiang (appendix 1) is limited to the Xen cloud computing 

platform and it is discarded in this study.   

3.3 - Article 21 by Chen Xi (appendix 1) argued about virtualization security of the 

digital library of cloud computing which is beyond the goal of this study. 

3.4- Article 22 (appendix 1) by Ren et al. explains mitigation techniques of VM 

Escape. I will refer to this article in the mitigation part of this thesis. 

3.5- Article 28 (appendix 1) by Heradon Douglas narrows down to the security 

issues and virtualization on embedded Systems which is beyond the goal of this 

thesis. 

3.6- Article number 29 (appendix 1) by Kaur et al. proposed a complete backup 

and recovery framework, VM-SAVER which provides a flexible backup and 

recovery models for virtualized physical servers inside a multi-tenant cloud. This 

article is beyond the goal of this thesis and it is discarded. 

3.7- Article 32 (appendix 1) by Calskan et al. discussed benefits of the 

virtualization technology which is beyond the goal of this thesis. In addition, some 
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security issues of virtualization are discussed in this article although they are very 

general topics. 

3.8- Article 33 (appendix 1) by Benzidane et al. is about a secured architecture 

for inter VM traffic and proposing an approach for addressing some security 

issues such as VM escape, VM hopping, Hyperjacking  and so on. I will refer to 

this article in the mitigation part of this study.  

 
4. I discarded articles that were not accessible. In this case, article number 2, 7, 17, 

18, 23, 24, 25, 30 and 31 that refers to a Chinese database and article 27 which 

is not free even with using the LTU VPN were removed. 

5. Article 8 (appendix 1) argues about top virtualization security mistakes. This 

article is rather old and also is not published in the academic journals. Therefore, 

it is discarded. 

 
Finally, the following articles were chosen as sources of the structured literature review, 

table 5.2: 

Table 5.2 Systematic literature review reference  

  Systematic Literature Review References  
 
 

[SLR1] 

 
Effects of virtualization on information security 
By: Shing-Han Li, David C. Yen, Shih-Chih Chenc,         

 
Computer Standards & Interfaces, 

Volume 42, November 2015, Pages 

1–8 
 

 
 

[SLR2] 

 
Virtualization: a key feature of cloud computing 
By: U. Gurav, R. Shaikh 

 
ICWET 10 Proceedings of the   
International Conference and 
Workshop on Emerging Trends in 
Technology, Pages 227-229         
 

 
 

[SLR3] 

 
Threat as a Service? Virtualization’s Impact on Cloud 
Security”  
By; Hsin-Yi Tsai 

 
Issue No.01 - January/February 
(2012 vol.14), pp: 32-37, published 
by the IEEE Computer Society   

 
 

[SLR4] 

 
Secure Virtualization and Multicore Platforms State-of-the-
Art report,  
By:  Heradon Douglas and Christian Gehrmann 

 
SICS Technical Report, T2009:14A, 
ISSN: 1100-3154 
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[SLR5] 

 
Virtualization and information security: A virtualized DMZ 
design consideration using  
VMware ESXi,  
By: Singh Shiv Raj 

 
 
Master thesis at Unitec Institute of 
Technology, New Zealand, 2012       

 
 

[SLR6] 

 
A Survey on Virtualization Service Providers, Security 
Issues, Tools and Future Trends 
By: Pooja Kedia, Renuka Nagpal, Tejinder Pal Singh 

 
International Journal of Computer 
Applications, Pages:0975– 8887 
Volume 69– No.24, May 2013 

 
[SLR7] 

 
The Challenges of Securing the Virtualized environment 
By: Lee Garber 

Computer, Volume.45- No. 1, pp. 
17-20, January 2012, 
doi:10.1109/MC.2012.27 

 
 

[SLR8] 

 
Virtualization Security Risks and Solutions of Cloud 
Computing via Divide-Conquer Strategy  
 
By: Xiangyang Luo, Lin Yang, Linru Ma ; Shanming Chu ; 
Hao Dai 

Multimedia Information Networking 
and Security (MINES), 2011 Third 
International Conference. Page(s): 
637 – 641, ISBN:978-1-4577-1795-6 
Publisher: IEEE 

 
 

[SLR9] 

 
Security framework for virtualization based computing 
environment 
 
By: Patra .Nikitasha,  SAHOO .JYOTIPRAKASH , 
MAHAPATRA .SUBASISH, PATI .SARADA PRASANNAA  
      

 
International  Journal of Engineering 
Science and Technology (IJEST) 
Vol. 3 No. 8 August 2011 

 
[SLR10] 

 
Virtualization: What are the security risks 
By: Kurt Fanning and David M. Cannon 
 

The Journal of Corporate 
Accounting & Finance / July/August 
2011-  Volume 22, Issue 5, pages 

41–44 
 

 
[SLR11] 

 
TRENDS AND RISKS IN VIRTUALIZATION, Master thesis 
By:  Ioannis Chatzikyriakidis 
 

KINGSTON UNIVERSITY, ACULTY 
OF COMPUTING, INFORMATION 
SYSTEMS & MATHEMATICS 
JULY 2011 

 
 

[SLR12] 

 
A NEW VIRTUALIZATION-BASED SECURITY 
ARCHITECTURE IN A CLOUD  
By: Lena AlMutair, Soha Zaghloul 
 

COMPUTING ENVIRONMENT, The 
Third International Conference on 
Digital Information Processing  
and (Communications 
(ICDIPC2013)  
 

 
[SLR13] 

 
Pouring Cloud Virtualization Security Inside Out 
By:  Yasir Shoaib, Olivia Das 

http://arxiv.org/abs/1411.3771,  
NOV 2014 
 

 
[SLR14] 

 
Virtualization, is it worth it? A Technical, Financial and 
Economic Approach 
By:  Errol A Blake, Victor A. Clincy       

Future Information Technology , 
2010 5th International Conference 
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5.2-Systematic literature review: 

After performing the systematic literature review and analyzing and reviewing all the 

mentioned articles in table 5.2 (page 16), 23 security issues of virtualization are 

identified.  

According to Shoaib et al. article [SLR13] security issues of virtualization can be 

categorized into two main groups: technical issues and management issues. Technical 

issues are categorized into three groups:  

1-Security issues of guest virtual machines 

2-Security issues of host (Hypervisor / VMM) 

3-Remote attacks against virtual guest and host 

 

All the security issues of virtualization are categorized based on Shoaib et al model in 

table 5.3. 
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Table 5.3 Security issues of virtualization 
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Security issues of virtualization  

1 Data lifetime [SLR4] 

2 VM Escape 
[SLR2], [SLR6], 

[SLR9] 

3 VM Alteration [SLR6] 

4 VM Poaching [SLR3], [SLR6] 

5 Antivirus storm [SLR7] 

6 Virtualization platform in building network [SLR8] 

7 System restore [SLR11] 

8 VM Hopping or Guest to Guest Attack 
[SLR3], [SLR6], 

[SLR9] 

9 Hypervisor Hyperjacking [SLR6] 

 10 Unsecure VM migration [SLR5], [SLR6] 

 11 Software lifecycle [SLR4] 

 12 Network internal and external threats [SLR7], [SLR14] 

13 VMM (Hypervisor) resource allocation vulnerability [SLR5] 

14 Vulnerabilities of virtualization software (Hypervisor) [SLR1], [SLR2] 

15 Rootkit Attacks [SLR2], [SLR6] 

16 Malicious Code injection [SLR6], [SLR13] 

17 Side Channel Attacks [SLR6] 

18 DOS Attack [SLR6], [SLR8] 

19 VM Sprawl 
[SLR3], [SLR4], 

[SLR6], [SLR10] 

20 Virtualization platform’s security management [SLR8] 

21 Resource access control [SLR8], [SLR9] 

22 VM Mobility [SLR6], [SLR8] 

23 Identity [SLR4] 
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All the security issues that are found in the structured literature review are explained as 

the following: 

Data lifetime:  

Guest operating systems might have some security requirements for lifetime data that 

might be invalidated by virtual machines’ login mechanisms. In this case there is a risk 

that sensitive data is left in the distributed persistent storage. [SLR4] 

VM Escape: 

VM Escape is considered as kind of virtualization vulnerability [SLR6]. In VM Escape, a 

malicious application that runs on the guest virtual machine bypasses the security 

controls and gain access to the virtualization layer. In this case, there is a risk of 

breaking out of a virtual machine. Vulnerability of the operating systems is one of the 

other reasons of VM Escape. It allows hackers to run malicious codes and escape the 

boundaries of the virtual machine. Nikitasha et al. [SLR9] also explained VM Escape as 

the follows: programs that run in a virtual guest operating systems (VMs) might bypass 

the security mechanisms and gain full access to the host system.  

Gurav et.al mentioned different instances that run on the virtual machine should be 

isolated. Current virtual machines do not have the best isolation and many bugs have 

been found on them that allow escaping from VMs. In this case, there is a risk that 

virtual guest systems gain access to the host system. [SLR2] 

VM Alteration: 

Virtual machines on which the critical applications are running should be trusted. Any 

alteration in the virtual machine can break this trust while the critical applications still 

work. For example, imagine a user that can access to a database only from the virtual 

environment and having access from outside the VM is not permitted for him. In this 

case, VM is trusted to access to the database. In VM Alteration, attacker tries to exploit 

this trust and gain access to the database from outside the virtual environment. [SLR6] 
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VM Poaching: 

Kedia et al. [SLR6] argued virtualization has some negative aspects along with the 

positive features of this technology and new security issues are happening every day. 

VM Poaching is one of those security issues that is explained as the following: 

VM Poaching is similar to DoS attack. VM poaching or resource hogging happens when 

one of the virtual guest operating systems takes up more allocated resources against 

the other guest operating systems on the same virtualized environment. This situation 

can make the virtual machine crash. VM poaching can occur for any resources such as 

memory, CPU, network, disks and so on. 

Antivirus storm: 

Most of the antiviruses that are compatible with virtualized environments almost use the 

same traditional methods. In this case, an agent of the antivirus program should be 

installed on each one of the guest operating systems. When several agents start to 

scan the guest virtual machines, they significantly slows down the performance of the 

whole virtualized environment. [SLR7] 

Virtualization platform in building network: 

Guest operating systems are connected to a software hub in order to communicate with 

each other and also communicate with the virtualization server. Clients that are 

members of the same network use the same virtual interface. All of those clients are 

conducted by a virtual switch and their network traffic goes through the same physical 

network card. In this way, if an attacker gains access to one of the guest operating 

systems, there will be a risk of having access to the other gust systems on the same 

network. [SLR8] 

System restore: 

Loannis Chatzikyriakidis mentioned restoring into the previous state is a security issue 

of virtualization [SLR11]. System administrators usually refer to the previous system 

state when a system crashes and try to restore the system to the previously good 

configuration. Due to simplicity and quickness, system administrators prefer to roll back 

the system instead of installing a new operating system. Although, rolling back is an 

easy process with immediate results, there are security risks that should be considered. 
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Rolling back a machine can cause losing of all system updates and patches and making 

the system vulnerable. Restoring the system might enable users to use the previous 

accounts and passwords. In addition, there will be a risk about encrypted data. Rolling 

back could reveal the ciphers that were used for data encryption and hackers could 

easily exploit this issue in order to gain access to the plaintext. In this situation every 

encrypted data from the restore point is not safe.   

VM Hopping or Guest to Guest Attack: 

In VM Hopping, attacker from one virtual guest operating system gains access to the 

other victim virtual guest machine and then will be able to monitor the resource usage, 

modify configurations, deleting data and causing confidentiality issues. As several guest 

operating systems run on the same machine, each one of the guest VMs can be a 

target of VM Hopping. Therefore, VM Hopping is considered as an important 

vulnerability of PaaS and IaaS. It also influences SaaS indirectly as PaaS and IaaS are 

foundations of SaaS. [SLR3] 

Kedia et al. explain the “Guest to Guest Attack” as the following: in this kind of attack, 

attacker exploits security vulnerability of a virtual guest and tries to gain access to the 

other VMs. Since, attacker can migrate from one guest virtual machine to the other one, 

this kind of attack is called Guest–to-Guest attack. [SLR6] 

Communications between VMs should be protected otherwise there is a risk that one 

VM have access to the other one. [SLR9] 

Yi Tsai et al. explained denial of service happens when one of the guest virtual 

machines takes most of the available physical resources of the host machine. 

Consequently, Hypervisor cannot support more virtual machines and denial of service 

occurs. [SLR3] 

Hypervisor Hyperjacking: 

It is a kind of attack that intruder takes malicious control over the Hypervisor. The 

purpose of this attack is to target the operating system that is below the guest virtual 

machine. Figure 5.1 shows the Hypervisor Hyperjacking attack: [SLR6] 
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                                                    http://www.virtualizationconference.com/node/740145                 

                                                 Figure 5.1 Hypervisor Hyperjacking 

 

Hypervisor Hyperjacking is categorized into 3 types: 

1. Injecting a rogue Hypervisor beneath the original Hypervisor 

2. Obtaining control of the original Hypervisor directly 

3. Running a rogue Hypervisor on top the Hypervisor   

 

Unsecure VM migration: 

Live migration is one of the important features of virtualization although studies show 

that it is not secure. Virtual machines (guest operating systems) are stored as files 

during the migration and they will be transferred from one host to the other one during 

the migration process. Some encryption techniques protect the live migration of these 

files that contain VMs’ data. There are some security threats against this migration.  

Three types of threats are recognized for some virtual environments such as XEN and 

VMware. [SLR5] 

1- Control panel threat 

2- Data panel threat 

3- Migration module model: it exposes VMM (Hypervisor) vulnerabilities during the 

migration process in order to take the control of virtual machine. 
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Shiv Raj Singh mentioned that virtualization technology is one of the most widely 

technologies in datacenters. This technology is very flexible and even traditional DMZ 

systems can be virtualized. [SLR5] 

Kedia et al. mentioned that virtual machine monitor (VMM) virtualizes resources such as 

CPU, memory, disk storage and network to let multiple operating systems run in 

different VMs. If VMM that implements migration functionality is not protected against 

security attacks, attackers can exploit the vulnerabilities of VMM and gain complete 

access over guest VMs. There is the same security issue for the communication 

mechanisms that VMM use during the migration. [SLR6] 

Software lifecycle: 

In the virtual environments there is a possibility to take a snapshot from the virtual 

machines. The rollback function enables users to execute the prior snapshot. In this 

case, there is a risk of missing some security updates or security patches and they 

might be lost. For example, one time passwords might be reaccepted in the restored 

VM. In addition, cryptosystems might be compromised [SLR4] 

Network internal and external threats: 

Protecting the virtualized environment from the network security attacks is one of the 

main security concerns of companies. One of the common methods which is used by 

organizations is routing the network traffic to the physical devices such as firewalls for 

being analyzed and then route it back to the virtual system. However Cisco’s Chalasani 

mentioned this process is inefficient. [SLR7] 

Blake et al. explained about the security blind spot in the virtualized systems [SLR14].  

The loss of visibility in network traffic is a security concern. Since the traffic between 

virtual guest machines never leaves physical server, traditional security tools are not 

able to analyze the traffic. 

 

 

 



  
 

Figure 5.2 shows three virtual servers in a data center.

                                 Figure 5.

In the server 1 traffic moves freely without any security mechanisms. Since network 

traffic is not checked for malicious activities, there is a security risk of compromisin

VMs by a malicious software. 

similar virtual machines. Traffic between VLANs is routed through

prevention system. Routing network traffic to the external intrusion prevention sy

significantly slows down the performance and causes delays in data processing. In the 

server 3, virtual machines are protected by a virtual applications on the same virtual 

host and traffic does not route to the external resource for being analyzed. 

safest method for securing 

applications that are used for securing the virtual environment 

integrate with an existing security

compatibility problem between security applications in the virtual environment and 

tradition security monitoring methods.

VMM (Hypervisor) resource allocation vulnerability:  

This is considered as a potential security risk that can lead to denial of service attacks. 

Hackers can exploit this vulnerability and cause a denial of service. VMM allocates 

system resources to the virtual machines or guest operating systems in the cloud
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irtual servers in a data center. 

Figure 5.2 virtualized security in the data center

In the server 1 traffic moves freely without any security mechanisms. Since network 

traffic is not checked for malicious activities, there is a security risk of compromisin

VMs by a malicious software. In server 2, virtual LAN is used in order to group the 

Traffic between VLANs is routed through 

revention system. Routing network traffic to the external intrusion prevention sy

significantly slows down the performance and causes delays in data processing. In the 

server 3, virtual machines are protected by a virtual applications on the same virtual 

host and traffic does not route to the external resource for being analyzed. 

method for securing virtual machines although there are some issues.

applications that are used for securing the virtual environment 

integrate with an existing security-monitoring infrastructures. This secur

compatibility problem between security applications in the virtual environment and 

tradition security monitoring methods. 

VMM (Hypervisor) resource allocation vulnerability:   

This is considered as a potential security risk that can lead to denial of service attacks. 

Hackers can exploit this vulnerability and cause a denial of service. VMM allocates 

system resources to the virtual machines or guest operating systems in the cloud

 

virtualized security in the data center 

In the server 1 traffic moves freely without any security mechanisms. Since network 

traffic is not checked for malicious activities, there is a security risk of compromising 

, virtual LAN is used in order to group the 

 an external intrusion 

revention system. Routing network traffic to the external intrusion prevention system 

significantly slows down the performance and causes delays in data processing. In the 

server 3, virtual machines are protected by a virtual applications on the same virtual 

host and traffic does not route to the external resource for being analyzed. This is the 

virtual machines although there are some issues. The virtual 

applications that are used for securing the virtual environment may not completely 

s. This security issue is a 

compatibility problem between security applications in the virtual environment and 

This is considered as a potential security risk that can lead to denial of service attacks. 

Hackers can exploit this vulnerability and cause a denial of service. VMM allocates 

system resources to the virtual machines or guest operating systems in the cloud 
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environment. Since VMM allocates resources, it is single point of interaction between 

virtual layer and physical layer. In addition, VMM is responsible to prevent VMs request 

more resources when virtual host is running short of its resources. In fact, when virtual 

host uses more resources beyond its allocated resources, performance will be 

significantly decreased. In this situation denial of service might happen. [SLR5] 

Vulnerabilities of virtualization software (Hypervi sor): 

As it is discussed in [SLR1] each virtual machine has its own virtual resources such as 

I/O ports, DMA channels and etc. These guest virtual machines can be run on any types 

of operating systems because of the features of Hypervisor. For example, in VMware 

technology the Hypervisor that is called “VMware Virtualization Layer” (figure 5.3) can 

host multiple virtual machines with sharing system resources such as CPU, memory, 

network driver and hard disk. Due to complexity and broad range of Hypervisor 

capabilities there are some vulnerabilities against Hypervisor. 

 

 

Figure 5.3 overview of virtualization environments 
 

As it is argued by Gurav et al. [SLR2], there are some vulnerabilities that have been 

found in the virtualization software. These vulnerabilities can be exploited by the 

malicious user for gaining access to the system. For example, the vulnerability in 

Microsoft Virtual PC and Microsoft Virtual Server could be exploited in order to run a 

malicious code on the host or guest operating system. The other example is a 

vulnerability that was found in VMware which gives users read and write access to the 

system host file.  
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Gurav et al. discussed that consumers are not able to protect the virtual environments 

by their own.13  Cloud providers try to make their environment secure and have the 

minimum risk of security attacks. Thus, there is a need of clear technical solution that 

guarantees the confidentiality and integrity of cloud services and it should be verifiable 

by the cloud customers.  

Rootkit Attacks: 

They are typically malicious software which are designed to hide the existence of some 

processes or programs from normal methods of detection and enable continued 

privileged access to the system. Detecting of these attacks is difficult sine they may 

subvert the software that can detect them. Rootkits are categorized into three types: 

[SLR6] 

1. Binary Rootkits: they replace the binaries of the executable system utilities and then 

they can hide the processes. 

2. Kernel Rootkits: these kinds of Rootkits modify the system calls. They are also able 

to modify the kernel memory image. Since Kernel Rootkits compromise the core of 

operating systems, they are considered as dangerous types of Rootkits. 

3. Library Rootkits: Library Rootkits replace the standard system libraries or they can 

provide a custom library. The custom library loads before any other libraries.  

For example, Blue Pill is a Rootkit for x86 virtualization technology. It targets Microsoft 

Windows Vista. Blue Pill trap a running instance of the operating system and then acts 

as a Hypervisor. In this way Rootkit gains complete control of the virtual guest machine. 

[SLR2] 

Malicious Code injection: 

Malicious Code injection is one of the typical threats against the virtual machines. 

Hackers can gain access to the virtual machines by injecting malicious codes. SQL 

                                                           
13

 U. Gurav, R. Shaikh, Virtualization: a key feature of cloud computing, ICWET 10 Proceedings of the   

    International Conference and Workshop on Emerging Trends in Technology, Pages 227-229        
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injection is the most common type of code injections however there are other types of 

code injections such as LDAP injection and XPath injection. [SLR6] 

As it is explained by Shoaib et al. [SLR13] isolation is a benefit of the virtual 

environments. This feature is used by security specialists who run Malwares on the 

virtual systems instead of analyzing them on the production environments. Since many 

security specialists rely on the virtual machines to analyze malicious codes, malware 

developers work on the methods to stop such analysis by the VM detection method. For 

instance, if malicious code detects a virtual environment, it can disable some of its 

malicious functionality so that security team cannot detect it.  

Attackers have several options to detect a virtual machine. There are four categories of 

local virtual machine detection including:  

1. Searching for VME artifacts in the processes, file system and registry 

2. Looking for virtual machine artifacts in memory 

3. Looking for specific virtual hardware 

4. Looking for virtual machine specific processor instructions 

 

Side Channel Attacks: 

Side channel attacks are based on side channel information. In this kind of attack, 

attackers try to exploit one of the physical characteristics of the virtualization hardware 

and gain some information about the hardware resources. For example, timing 

information, power consumption, and CPU usage can provide some important 

information that can be exploited by hackers for breaking into virtualized systems. 

[SLR6] 

 

DOS Attack: 

As all guest virtual machines use the same physical resources such as memory and 

CPU, denial of service attack can break the whole virtualization system. Virtualized 

environments have more overhead than the traditional systems and even a light DoS 

attack can increase this overhead considerably.  Hypervisor experience high overhead 

while using the I/O devices such as network interface. Since DoS attacks try to increase 
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the overhead on a victim system, this situation will amplify the virtualization overhead 

and become much more effective at the target. [SLR6] 

Luo et al. mentioned malicious applications can take too many resources and make 

vitalization services very slow. It can even stop all the services. [SLR8] 

 

VM Sprawl: 

VM Sprawl is defined as a large amount of virtual machines in the cloud environment 

without the proper IT management [SLR6]. VM Sprawl is one of the biggest issues that 

lots of data centers are facing with. Since a new virtual machine can be created easily in 

few minutes, the growth of virtual machines is not completely obvious and after a while 

organizations will face with lots of guest VMs. VM diversity is one of the features of the 

cloud computing and lets users create several virtual machines efficiently [SLR3]. VM 

diversity can cause the VM Sprawl issue.  

Scaling is one of the benefits of virtualization and it enables fast creation of new VMs. 

This feature destabilize some security management activities such as system 

configurations and system updates and cause security issues [SLR4]. 

Transience: virtual machine instances can be easily created or removed. This situation 

is considered as a problem for consistent management and there is a risk that some 

security issues such as worms remain undetected [SLR4]. 

Scaling and transience features of virtualization can also cause the VM Sprawl issue. 

According to Fanning et al. paper, failures of IT management causes security issues 

(VM Sprawl) in the virtual environments [SLR10]. Ease of creating new virtual machines 

can cause a lack of visibility of the controls within the virtual environment. This is mainly 

true in the field of change management. Change management controls are frequently 

forgotten when virtual machines are created. In addition, distinctions between testing 

and production environments should be carefully considered. All logging and access 

controls need to be applied on the test virtual systems. The other management security 

issue is the breakdown in the effectiveness of some logical access controls. For 

instance, some users that do not have an administrator right on the physical servers 

might gain it on the virtual environment. This issue sometimes happen due to neglecting 
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of the system administrator. Consequently, we have to consider that virtualization need 

a strong change management policy. Ignoring change management will raise significant 

security issues in the virtual environments. 

Virtualization platform’s security management: 

As it is explained in [SLR8], traditional methods of network management and network 

monitoring are not efficient in the virtual environments. Network concepts are changed 

from hardware to software in the virtual environment. For example, a virtual switch is a 

software that allows virtual machines communicate with each other. With using the 

virtualization layer in addition to the physical layer, there is a need of monitoring the 

logical infrastructures as well. 

Resource access control: 

Since users can only see the location of the logical data storage and they do not have 

any information about the location of the main storage infrastructure, they might send 

some confidential data to the public cloud. This situation might cause data leakage. 

[SLR8] 

Nikitasha et al mentioned how host machine can control all the virtual machines. The 

following actions can be done from the host side: 

• Start, shutdown, pause and restart VMs.  

• Monitor and modify the available resources of the virtual machines. 

• Monitor the applications that run on VMs. 

• The host can view, copy and modify the data that is stored on the virtual disks. 

Performance monitoring tools allow us to monitor the shared pools of CPU, memory, 

network, and storage resources. Internal contentions of these shared resources make it 

too difficult to determine the source of applications. [SLR9] 
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VM Mobility: 

Virtualization is based on the certain fundamental characteristics such as multi tenancy 

and resource provisioning14. As Hsin-Yi Tsai [SLR3] discussed, VM mobility is one of 

the features of the cloud computing environments and provides quick deployment 

although it might cause some security issues. For example, quick spreading of 

vulnerable configuration can be exploited by attackers. AlMutair et al. also pointed out 

that VM mobility can cause security issues. They mentioned that cloud is loss of control 

[SLR12]15. For example, the cloud consumers (users) do not know where data is exactly 

stored and processed. Data can cross international borders over the Internet and this 

can expose the cloud consumers to the further security issues. Another example of loss 

of control is when the cloud provider runs a services that does not know the details of it. 

This is the dark side of the Infrastructure as a Service.  

Identity: 

Some identifying mechanisms such as MAC address or owner name might not function 

well in the virtual environments. System ownership and responsibilities are more difficult 

to track in a dynamic virtualized environments. [SLR4] 

Effects of virtualization on information security: 

Li et al. argued about the effects of virtualization on information security [SLR1]. There 

are many issues that need to be solved in order to adapt and implement virtualization. 

In addition, virtualization brings new patterns of information security. For instance, 

Christodorescu et al. planned a cloud security monitoring system that can be installed 

on the virtual machines and monitor the cloud environment from the outside without 

knowing the guest operating system. 

Security concerns are one of the most important and challenging issues of virtualization. 

According to the latest researchers, ISO/IEC 27001 standard is one of the security 

standards that can be used for evaluating of information security measures of virtualized 

                                                           
14 Hsin-Yi Tsai, Threat as a service? Virtualization’s impact on cloud security, Issue No.01 -   

    January/February (2012 vol.14), pp: 32-37, published by the IEEE Computer Society   
 
15

 Lena AlMutair, Soha Zaghloul,A NEW VIRTUALIZATION-BASED SECURITY ARCHITECTURE IN A CLOUD  

     COMPUTING ENVIRONMENT, The Third International Conference on Digital Information Processing  

     and (Communications (ICDIPC2013) 
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environments. For realizing the effects of virtualization on information security, a 

questionnaire was designed by Shing-Han Li et al. The questionnaire was based on 3 

parts: personal information, company information and questions adapted from the 32 

qualified ISO/IEC 27001 controls concerning the virtualized information environment 

and information security. The result of the analysis indicates that using virtualization in 

companies might be beneficial for information security. For the electronics, IT and 

automobile industries using virtualization has significant effects on information security 

in the aspect of physical and environmental security. For IT and automobile industries, 

virtualization has significant effect on information security in the aspect of access 

control. For IT industry professionals and IT managers, virtualization has significant 

effect on information security in the aspect of communication and operation 

management while for development and maintenance, virtualization does not 

significantly influence information security. 

 

Security issues of virtualization and CIA model:  

As long as resources are shared at network level, host level, and application level in the 

cloud systems, it is essential to consider the three security terms which are 

confidentiality, integrity, and availability of data (CIA)16. CIA model is one of the 

important issues that should be considered by the cloud providers and cloud 

consumers. For evaluating the security for any cloud systems CIA objectives need to be 

taken in consideration. 

The relation between the virtualization security issues that are found in the structured 

literature review and CIA model is shown in table 5.4.   

 

 

 

 

 

                                                           
16

 Sina Manavi, Sadra Mohammadalian, Nur Izura Udzir, Azizol Abdullah, Secure Model for Virtualization Layer in  

    Cloud Infrastructure, International Journal of Cyber-Security and Digital Forensics (IJCSDF) 1(1): 32-40 
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Table 5.4 Security issues of virtualization and CIA model 
 

 Security issues of virtualization Confidentiality Integrity Availability  

1 Vulnerabilities of virtualization 
software (Hypervisor) 

√√√√   

2 VM Mobility    

3 Software lifecycle √√√√ √√√√  

4 Identity    

5 Data lifetime √√√√   

6 VMM (Hypervisor) resource 
allocation vulnerability 

  √√√√ 

7 VM Escape   √√√√ 

8 Malicious Code injection √√√√   

9 Hypervisor Hyperjacking √√√√   

 10 VM Sprawl    

 11 Side Channel Attacks    

 12 VM Alteration √√√√ √√√√  

13 Rootkit Attacks √√√√  √√√√ 

14 VM Hopping or Guest to Guest 
attack  

  √√√√ 

15 VM Poaching   √√√√ 

16 Unsecure VM migration √√√√   

17 Antivirus storm    

18 
Network internal and external 

threats 
 

  

19 Resource access control √√√√   

20 DOS/DDOS Attack   √√√√ 

21 Virtualization platform in building 
network 

√√√√   

22 Virtualization platform’s security 
management 

   

23 System restore √√√√   
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6-Mitigating the security issues of virtualization: 

6.1- Literature review 

In this section I review the mitigation techniques for addressing some of the most 

important technical security issues of virtualization. Mitigation techniques that can 

address management security issues of virtualization such as “VM Sprawl” are not 

discussed in this part due to time limitation.  

6.1.1- Mitigation technique 1:  

AlMutair et al. proposed two virtualization security frameworks17. 

Framework 1 is divided into two modules: 

1- Virtual system security 

2- Virtualization security management 
 

Figure 6.1 illustrates the framework 1. Two different modules (virtual system security 

and virtualization system management) perform their tasks without disturbing each 

other. 

 
 
Figure 6.1 Virtualization security framework 

Virtual system security support three layers of virtualization: physical resource layer, 

VMM and VMs that provide services to the consumers. 

 

                                                           
17 Lena AlMutair, Soha Zaghloul,A NEW VIRTUALIZATION-BASED SECURITY ARCHITECTURE IN A CLOUD  
    COMPUTING ENVIRONMENT, The Third International Conference on Digital Information Processing  

    and (Communications (ICDIPC2013)  
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Virtual system security consists of four parts:  

1- VM system architecture security 

2- Access control 

3- Virtual firewall 

4- Virtual intrusion detection system, virtual intrusion prevention system 

1- VM system architecture security: 

Virtual environment should be protected by an efficient and robust system architecture. 

As we can see in figure 6.2 VMM administration tasks are handled by a VM that is 

called Admin VM.  Admin VM cooperates with VMM in order to manage the virtual guest 

systems. 

 

Figure 6.2 VM system architecture where admin VM is deployed in the VM 

2- Access control: it checks if a VM is authorized to have access to the physical 

resources. Access control structure is shown in figure 6.3. 

 

   Figure 6.3 Access control framework 
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Access control is divided into three layers: 

1- Physical resource layer 

2- Virtual machine monitor system layer 

3- Virtual machine system layer 

Access control framework consists of access control agent (ACA) and access control 

enforcer (ACE). ACE controls VM access behaviors based on its security policy profile. 

Virtual guest machines send a request to the ACA for having access to the physical 

resources and ACA will forward those requests to the ACE. Then, ACE process all the 

requests according to the security policies.   

3-Virtual firewall: A Virtual Firewall is a kind of firewall that deployed entirely within a 

virtual environment and provides packet filtering and monitoring. The duty of the virtual 

firewall is protecting the network and VMs from outside attacks. 

4- Virtual intrusion detection and prevention system: VIDS/VIPS collect and analyze 

information from network to detect and prevent security attacks.  

Virtualization Security Management:  

Virtualization security management is divided into the following parts:  

1-Patch management: is a kind of system management that is responsible for testing 

and installing patches. Patch management tasks include: taking information about 

current available patches, deciding which patches are related to the specific systems, 

ensuring that patches are installed correctly, testing systems after installing patches and 

documenting all the steps.  

2-VM migration management: VM migration is a vulnerable process and is a target for 

attackers for exploiting any vulnerabilities during the migration process. Therefore, 

Particular security mechanisms should be considered during the migration.  

3-VM image management (VMI): VM image management is a special format of files that 

is used to create a virtual machine. Thus, confidentiality and integrity of the virtual 

machine images will be considered during the migration.  

 



  
 

Second framework: 

When workload of the virtual machine

of a security attack. Therefore, additional units are added to the VM architecture in order 

to monitor all events and activities of the VMs. For improving the security performance 

some new features such as security and reliability monitoring units (VSEM and VR

are added. HSEM and HREM are the main modules of the security system. HSEM can 

detect if the VM is an attacker or a victim. HSEM gets behavioral information from 

VSEM and HREM. Figure 6.4

VSEM, VREM, HSEM and HREM.

 

 

 

 

 

 

 

 

Figure 6.4 Architecture of secured virtualization

VSEM has 2 control levels that helps HSEM to identify any malicious behavior with less 

processing. VSEM monitor the security behaviors of VMs and send reports to HSEM. 

VSEM control level 1: In this level VSEM collects the source and destination addresses, 

number of successful and unsuccessful data sending, and number of sent requests to 

the Hypervisor. VSEM looks for any abnormal behaviors based on the brief history of 

the VM which is provided by HSEM. For example, if the number of service requests 

from the Hypervisor is higher than the average (based on the history of requests of VM) 

the system identifies the VM as a potential attacker or victim. In this case, VSEM 

switches to the level 2 and also notifies HSEM about it. HSEM investigates the VM for 

finding any malicious activities after receiving a notification from VSEM.
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When workload of the virtual machine increases abnormally, the VM might be a target 

security attack. Therefore, additional units are added to the VM architecture in order 

to monitor all events and activities of the VMs. For improving the security performance 

some new features such as security and reliability monitoring units (VSEM and VR

are added. HSEM and HREM are the main modules of the security system. HSEM can 

detect if the VM is an attacker or a victim. HSEM gets behavioral information from 

. Figure 6.4 illustrates the architecture and additional units such as 

VREM, HSEM and HREM. 

Architecture of secured virtualization 

VSEM has 2 control levels that helps HSEM to identify any malicious behavior with less 

processing. VSEM monitor the security behaviors of VMs and send reports to HSEM. 

control level 1: In this level VSEM collects the source and destination addresses, 

number of successful and unsuccessful data sending, and number of sent requests to 

the Hypervisor. VSEM looks for any abnormal behaviors based on the brief history of 

which is provided by HSEM. For example, if the number of service requests 

from the Hypervisor is higher than the average (based on the history of requests of VM) 

the system identifies the VM as a potential attacker or victim. In this case, VSEM 

o the level 2 and also notifies HSEM about it. HSEM investigates the VM for 

finding any malicious activities after receiving a notification from VSEM.

increases abnormally, the VM might be a target 

security attack. Therefore, additional units are added to the VM architecture in order 

to monitor all events and activities of the VMs. For improving the security performance 

some new features such as security and reliability monitoring units (VSEM and VREM) 

are added. HSEM and HREM are the main modules of the security system. HSEM can 

detect if the VM is an attacker or a victim. HSEM gets behavioral information from 

illustrates the architecture and additional units such as 

VSEM has 2 control levels that helps HSEM to identify any malicious behavior with less 

processing. VSEM monitor the security behaviors of VMs and send reports to HSEM.  

control level 1: In this level VSEM collects the source and destination addresses, 

number of successful and unsuccessful data sending, and number of sent requests to 

the Hypervisor. VSEM looks for any abnormal behaviors based on the brief history of 

which is provided by HSEM. For example, if the number of service requests 

from the Hypervisor is higher than the average (based on the history of requests of VM) 

the system identifies the VM as a potential attacker or victim. In this case, VSEM 

o the level 2 and also notifies HSEM about it. HSEM investigates the VM for 

finding any malicious activities after receiving a notification from VSEM. 
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VSEM control level 2: 

In this level, VSEM monitors the activity of VMs in more details. All the details of 

requested resources, requests that are sent to the Hypervisor and packets that are sent 

to the destination will be captured. In addition, VSEM notifies Hypervisor about level 2 of 

monitoring.  In this case, HSEM sets some limitations until it finds out that VM is not an 

attacker or victim. 

VM Reliability Monitor (VREM): 

VREM monitors reliability parameters such as workload and notifies the load-balancer 

within the Hypervisor about it. In addition, VREM is used for the security purposes. The 

VREM sends workload status to HREM and then requests the status of the VM from 

HSEM. Based on the feedback that VREM receives from HREM it decides whether to 

give VM more resources. For example, if the VM requests lots of resources (that is 

different behavior according to the history usage), HREM might detect overflow attack 

and notify the HSEM about it. 

Pros of Framework 1: 

1- Having 2 modules (virtual system security and virtualization security 

management) that works together without disturbing each other improves the 

efficiency of the framework.   

2- Virtual system security module allows only authorized VMs to have access to the 

resources. Virtual system security is divided into three parts and each one of 

them is responsible for a different security issue. 

    3-   The management and security tasks are divided between VMM and admin VM.                          

          Therefore, the overhead of VMM is reduced. 

    4-   System virtualization security management takes care of the patch management,       

           VM migration and VM image management.  

 
Cons of Framework 1:  

This framework causes overhead in case of having lots of VMs. Therefore, performance 

and response time of the virtual environment will be decreased. 

Pros of Framework 2: 
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Virtual machine security management (VSEM) has two levels of control and behavioral 

recorder that helps HSEM to analyze the status of VM. 

1- This is a flexible and dynamic framework. When VSEM switches to Level 2 it 

informs HSEM about it. HSEM limits VM to have access to the resources until it 

finds out that VM is not an attacker or victim. 

2- Detection and prevention mechanisms are applied in this framework. 

3- VREM monitors the reliability of the VM. 

4- VREM sends the status of workload to Hypervisor reliability management module 

(HREM). According to the result of analyzing that data VM can have access to 

more resources or it will be prevented. 

Cons of Framework 2: 

1- VSEM and VREM security components take system resources. 

2- There is a problem to identify whether a suspected VM is a victim or attacker. 

Comparing framework 1 and 2: 

Framework 1 consumes a high bandwidth. When a VM needs to have access to the 

system recourses, it sends a request to ACA module that cooperate with ACE module in 

Admin VM. This process consumes too much bandwidth. In the framework 2 security 

tasks are distributed between Hypervisor and all VMs. There is a component in VM 

(VSEM) that collect behavioral information of VMs and send them to a component in 

Hypervisor (HSEM) that is responsible for making the security decisions.  

In conclusion, the first framework is efficient when there are a reasonable number of 

virtual machines, and the second framework acts more efficiently when there is a large 

number of the virtual machines. As we can see the efficiency of those suggested 

frameworks are highly related to the situation of the virtual environment. Therefore, 

before choosing a virtualization software in order to establish the virtual environment, it 

is recommended to consider the requirements of the organization such as the number 

of needed virtual systems and then choosing the virtualization hardware and software. 

Discussion: 
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Access control mechanism, virtual firewall, virtual intrusion detection / prevention 

system, VM migration management in the frame work 1 and new features such as 

security and reliability monitoring units (VSEM and VREM) and also HSEM and HREM 

modules can handle the security issues that are related to unauthorized access to the 

other systems, taking lots of system resources and exploiting the migration 

vulnerabilities. Thus, the following security issues can be addressed by the proposed 

mitigation technique:   

VMM resource allocation vulnerability, VM Escape, Hypervisor HyperJacking, VM 

Hopping, VM Poaching, Unsecure VM migration and Network internal and external 

threats 

6.1.2- Mitigation technique 2:  

Ren et al.18 presented a SELinux-based secure server virtualization method against 

unauthorized access of unsafe virtual machines (VM escape). With applying SELinux 

access control we can isolate virtual machine processes from the system processes.  

SELinux uses different types of access control policies. In addition, Multi Category 

Security (MCS) protection mechanism helps to have different virtual machine processes 

that run independently in order to achieve secure access of server virtualization. 

National Security Agency (NSA) developed the security enhanced Linux based model 

called SELinux. MAC policy is used in SELinux and it is consistent with the principle of 

least privilege to be sure that programs only take the minimum privileges to perform 

their tasks. All OS access controls are based on the type of access control attribute that 

is called security context. All objects such as files, sockets and processes have 

associated with a security context. Each security context consists of three parts: user, 

role and type identifier. As it is presented in figure 6.5, the marked part is the security 

context of file “install.log”. “root”, “object_r” and “user_home_t” which show user, role 

and type identifier in the associated security context.  

                                                           
18

 Xun yi Ren,Yang Yu, SELinux-based Secure Server Virtualization, Advanced Materials Research Vols. 756-759    

    (2013) pp 2829-2833 - Trans Tech Publications 
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Figure 6.5 SELinux security context 

SELinux-based secure server virtualization scheme: SELinux access control models 

include type enforcement (TE), role-based access control (RBAC) and optional multi-

level security (MLS). These are integrated into a unified access control model and TE 

and RBAC are highly configurable. TE is a basic model in SELinux and other models 

are built based on this model. In the TE model, system is considered as a set of 

subjects and objects and all of them are identified with types. All accesses have to be 

authorized and they are not allowed by default. In addition, SELinux supports the TE-

based RBAC model. In this model all the different types of processes are limited by the 

role identifier of the process security context. As it is mentioned, each object in SELinux 

has been given a security context (user, role and type).Different processes have 

different operation rights on different objects which is provided in SELinux access 

control policy. In addition, users are not allowed to get access to all kinds of objects if 

the corresponding “allow” policy is not defined in TE model. Therefore, in the SELinux 

security policy independent processes can be isolated from each other. VM processes 

have only access to the required image files or shared files but not to the other system 

files.  

As it is shown in the figure 6.6, before virtualization different servers are physically 

separated from each other and they can be effectively protected with intrusion detection 

systems and antivirus software. As we can see in figure 6.7, in the virtual environment 

numbers of virtual machines run in the same server and a malicious VM can directly 

attack other VMs even the host. Secure server virtualization architecture can be used 

for separating VMs from each other and also from the server (host). In this way, a VM 
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process has only access to the corresponding image file and not to the other system 

files.  Therefore, VM image files are unauthorized to the other system processes, figure 

6.8. 

 

  

 

 

  

 
  

 Figure 6.6 Servers before virtualization                  Figure 6.7 Servers after virtualization 
 

 
       

 

 

 

 

 

 

                                  
                                      Figure 6.8 Structure of secure server virtualization 

 

Discussion: 

Mitigation techniques 2 is based on “SELinux secure server virtualization” method which 

is against unauthorized access of unsafe virtual machines. In addition, with applying 

SELinux access control we can isolate virtual machine processes from the system 
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processes. Each object in SELinux has been given a security context (user, role and 

type) and VM processes can only have access to the required image files or shared files 

but not to the other system files. Therefore, this approach can be applied for mitigating 

the vulnerabilities of virtualization software, VM Escape and Hypervisor Hyperjacking 

security issues.  Since these kind of attacks might cause a reliability issues for the whole 

virtual environment, secure server virtualization architecture can be applied for 

improving the reliability of the virtual environment. 

6.1.3- Mitigation technique 3:  

The lack of visibility and security controls during transferring data between VMs and 

also between VMs and Hypervisor is one of the main reasons of those security issues in 

the cloud environment. Benzidane et al. 19 proposed an approach for addressing the 

above issues. The focus of this approach is on controlling the inter-VM traffic, analyzing 

and then preventing the non-compliant one. This approach aims to control and analyze 

a particular inter–VM by introducing a security structure characterized by a frame called 

frame tag. Frame tag is added via an agent in the payload of the IP packet that ensures 

a high-level of integrity. The receiving VM’s agent detects, analyzes and authenticates 

the incoming traffic and then it accepts or rejects the IP packet based on the information 

of frame tag. Each request that is sent to VMs should be authenticated by encapsulating 

the following identifiers in the frame tag: 

1- An authentication factor for the IP packets that is sent by the VM agent. 

2- Detecting and analyzing by the receiving VM’ agent and rejecting the non-

compliant packets. 

Frame tag: The frame tag is generated between the pair of communicating agents and 

contains two fields: Tenant tag and Application tag. 

1- Tenant tag field: When a tenant is created an identity will be assigned and tenant tag 

will be created. Tenant tag stores in a database. When a request is sent from a VM to 

another VM within the same tenant, the frame tag is generated and added by the agent 
                                                           
19

 Karim Benzidane, Sad Khoudali, Abderrahim Sekkaki, Secured Architecture for Inter-VM traffic in a 

     Cloud environment, Cloud Computing and Communications (LatinCloud), 2nd IEEE Latin American Conference,      

     Pages 23-28, December 2013  
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to the payload of the IP packet. In this way we can have a strong layer of tenant 

isolation. 

2- The application tag field: When an application is installed on a VM, an ID will be 

assigned in order to create the application tag. The application tag will be stored in a 

database. In figure 6.9, when App1 in Tenant1 sends a request to DB1 hosted in 

another machine within the same tenant, the sending VM agent generates the frame tag 

by filling its fields (tenant tag and application tag), figure 6.9. 

 

 

 

 

 

 

 

 

Figure 6.9 a simple model for a Cloud Service Provider 

Policy Management (PM):  

PM is a module responsible for processing the inbound /outbound IP packets. The 

output of the policy management will be discarding or allowing the packets. There is a 

database called PM Database (PMD). Policy management module interacts with the 

agent to update PMD and defines the status of each outbound or inbound packets for 

accepting or dropping them. All IP packets will be checked against the PM. If it is 

indicated in a policy that a packet should be dropped, then the inbound IP packet will be 

discarded. 

Security Contract: security and integrity of the frame tag is critical. Therefore, security 

contract (SC) module is created. SC applies security mechanisms such as encryption 
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and hash algorithm between two communicating VMs/agents for supporting a secure 

communication.  

SC database (SCD): Data associated with SC is stored in the SC Database (SCD) and 

shared between agents. When SC is created, it will be added to the SCD and identified 

by a Security Contract ID (SC-ID).  

Agent: Agent acts as a lighter IDPS or firewall and it is an essential aspect of access 

control at the IP layer. In addition, agents are responsible for generating all the required 

fields. The agent’s behavior depends on whether it is receiving/analyzing or 

sending/generating a request. When VMs receive IP packets, the agent doesn’t perform 

a complete packet analysis. It only targets particular fields of the IP packets and 

responds by an automated acceptance or rejection according to the PM. Agent has a 

self-generated rules for deciding which action should be taken regarding to the inbound 

IP packets. In this case agent uses a component called rules engine which is 

responsible for the self-generated rules based on the trust level value. Rules engine 

fetches the tenant tag and application and checks the value of the trust level from the 

PMD for generating the proper rules set. 

Flag: it is an indicator which is added by the sending agent at the beginning of the 

payload. Flag indicates the action that should be taken by the receiving agent 

depending on its value. In fact, flag is a set of bits for defining the type of data that is 

carried within the payload. In figure 6.9 (page 44), when App1 in Tenant1 sends a 

request to DB1 that is hosted in another machine within the same tenant, the sending 

VM agent generates the frame tag by filling its fields with tenant tag and application tag. 

Figure 6.10 illustrates the complete steps of sending IP packets from App1 in Tenant1 

one to DB1. 
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          Figure 6.10 the workflow of IP packet processing 

 
Many of the cloud service providers have OS images and templates ready to use. 

According to the presented approach, the agent should be already embedded. When a 

client chooses an image or a template to run, the agent needs to perform specific tasks 

in order to be functional. 

 
Discussion: 

The proposed mitigation technique addresses the lack of visibility and security controls 

during transferring data between VMs and also between VMs and Hypervisor by 

controlling the inter-VM traffic, analyzing and then preventing the non-compliant one. 

This approach improves the security of virtual machines with authentication, integrity 

and trusted transactions techniques and applying policies and intrusion detection 

methods. Therefore, with applying this mitigation technique we can addressed the 

Hypervisor Hyperjacking, VM Alteration, Unsecure VM migration and Virtualization 

platform in building network security issues. 

6.1.4- Mitigation technique 4:  

Phalguna Krishna et al. presented an approach for addressing the DOS attacks. This 

approach is based on segregating the applications by adapting a detection 

mechanism20. Based on the application type the relevant security policies will only be 

applied. In this way we can efficiently reduce the latency of applying security policies.  

                                                           
20

 E. S. Phalguna Krishna, E. Sandhya, M. Ganesh Karthik, Managing DDoS Attacks on Virtual Machines by   

    Segregated Policy Management, Global Journal of Computer Science and Technology: E Network, Web &   
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Figure 6.11 shows the steps of identifying the application types and applying the 

security policies: 

 

 

 

 

 

 

 

 

 

 

  
 
                                  Figure 6.11 identifying the application types 
 
 
Packet Feeder: Users from different locations send the service requests packets to the 

virtual servers. Packet feeder is responsible for collecting all the packets that arrive from 

various incoming streams and send them to the module “Flow Differentiator”. 

 
Flow Differentiator: The “Flow Differentiator” receives various packets as input and 

differentiates them based on their properties such as file extension, contents in the 

packet and etc. Then, all the packets will be categorized as multimedia, voice, text, 

image and so on. All the categorized packet will be forwarded to the next module 

named “Decision Maker”. 

 
Decision Maker: This Module applies “Outlier Analysis” technique for differentiating and 

discriminating of different types of traffic flows (normal traffic, flash crowd traffic21, 

                                                                                                                                                                                           
    Security Volume 14 Issue 6 Version 1.0 Year 2014 
21

 unexpected and overloading surge of traffic 
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DDOS traffic and etc.) and vulnerabilities. An advantage of using “Outlier Analysis” 

technique is requiring less amount of computations and also the ability to discriminate 

the attacks. 

 
Zone Manager: Zone manager distinguishes the DDOS traffic from the Flash Crowd 

traffic.  

Mitigation strategies of DDOS attacks in data centers: 

1- Using advanced next generation firewalls (NGFWs) such as Fortinet products that 

support IDS and IPS services.  

2- Applying dedicated DDoS attack mitigation appliances: These are dedicated 

hardware based devices that can be used for detecting and stopping basic (layer 3 & 4) 

and advanced (layer 7) DDoS attacks. 

3- Detect suspicious patterns of layer 7 threats at the primary entry point for all web 

traffic. 

4- Applying two-factor authentication mechanism at the admin levels. 

6.1.4.1-Cloud security defense to protect cloud computing against X-DoS attacks: 

XML-based denial of service (X-DoS) attacks: according to Padmanabhuni et al. (2007) 

X-DoS attack happens when a network is flooded with XML messages in order to 

prevent users to access network resources. If attacker floods a web server with XML 

messages, it will affect the availability of that server. In addition, attackers can 

manipulate the content of messages in order to make a web server crash. 

Distributed XML based Denial of Service (DX-DoS): in this kind of attack attackers use 

multiple hosts in order to attack the victim with performing X-DoS attacks. 

For addressing X-DoS attacks cloud trace back (CTB) method can be applied at the 

edge routers. Figure 6.12 shows how CTB can be located before the Web Server in 

order to add a Cloud Trace back mark (CTBM) tag within the CTB header. This is done 

by attaching the Web service definition language (WSDL)22 to the CTB instead of the 

web server. All service requests need to be sent to the CTB at first for being marked 

                                                           
22

 “WSDL is an XML format for describing network services as a set of endpoints operating on messages containing 

either document oriented or procedure oriented information”. Christensen et al. 



   Page 

49 

 

  

and removing the service provider’s address. In this way, if an attack is detected or it 

becomes successful to bring down the server, the victim will have a chance to recover 

and reconstruct the CTBM tag and find the source of attack. 

 

 

 

 

 

              

 

 

 

 

  

                              Figure 6.12 Distributed XML-based Denial of Service attack 

In the attack scenario, attacker requests a Web service from the CBT and CBT will pass 

the request to the Web server. Then, attacker will sends a SOAP (Simple Object Access 

Protocol).  

After receiving of SOAP request message, SOTA 23 will set a SOTM (Service- Oriented 

Trace back Mark) within the header. Once the CTBM has been placed, the SOAP 

message will be sent to the Web Server.  

In this manner, the victim can send a request for reconstructing and extracting the 

CTBM in order to filter the attack traffic in the X-DoS attack situation. 

                                                           
23

 SOTA is a web security service application. The main purpose of SOTA is applying a trace back methodology in 

order to identify a forged message identity (Chonka et al., 2008a, 2008b, 2009). 

 

 



   Page 

50 

 

  

Cloud trace back characteristics: 

1- Loosely coupled: CTB is based on XML language. Therefore, it can be run on 

different platforms. 

2- Message based interaction: all the interactions between client, CTB and service 

provider are message based. 

3- Dynamic discovery: WSDL is attached to CTB. Thus, any client can connect to 

CTB at any time via Internet and have access to the services of the service 

provider. 

4- Late binding: CTB and the service provider all run in the real-time. In this way, 

clients can have access to services whenever and wherever they are. 

5- Policy based behavior: CTB-Policy will be developed in the future for dictating the 

messages marking procedures. 

6.2- Summary: 

Table 6.1 shows the relation between all the found security issues of virtualization and 

the proposed mitigation techniques.  

 

Table 6.1 security issues of virtualization and mitigation techniques  

 
Proposed mitigation techniques 

  

Mitigation 

technique 1, 

(page 34) 

Mitigation 

technique 2, 

(page 40) 

Mitigation 

technique 3, 

(page 43) 

Mitigation 

technique 4, 

(page 46) 

 
Security issues of 

virtualization 
 

   

1 
Vulnerabilities of 
virtualization 
software 

 √√√√   

2 VM Mobility     

3 Software lifecycle     

4 Identity     
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5 Data lifetime     

6 

VMM (Hypervisor) 
resource 
allocation 
vulnerability 

√√√√ 
      

7 VM Escape √√√√ √√√√      

8 Malicious Code 
Injection 

    

9 Hypervisor 
Hyperjacking 

√√√√ √√√√ √√√√  

 10 VM Sprawl     

 11 Side Channel 
Attacks 

    

 12 VM Alteration   √√√√  

13 Rootkit Attacks        

14 
VM Hopping or 
Guest to Guest 
attack  

√√√√ 
      

15 VM Poaching √√√√       

16 Unsecure VM 
migration 

√√√√  √√√√  

17 Antivirus storm     

18 
Network internal 
and external 
threats 

√√√√ 
   

19 Resource access 
control 

    

20 DOS/DDOS 
Attack 

   √√√√    

21 
Virtualization 
platform in 
building network 

 
 √√√√  

22 
Virtualization 
platform’s security 
management 

 
   

23 System restore     
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Table 6.2 illustrates the relation between the proposed mitigation techniques and CIA 

model. As it is shown in the following table each of the mitigation techniques has 

different impacts on the main parameters of the CIA model (Confidentiality, Integrity, 

and Availability).  

Table 6.2 proposed the mitigation techniques and CIA model 

 Confidentiality Integrity Availability 

Mitigation technique 1 √√√√  √√√√ 

Mitigation technique 2 √√√√  √√√√ 

Mitigation technique 3 √√√√ √√√√  

Mitigation technique 4   √√√√ 
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7-Discussions:  

As it is displayed in table 5.3 (page19), security issues of virtualization are categorized 

into two main groups: technical issues and management issues. Therefore, it is obvious 

that technical approaches cannot address all of the security issues of virtualization and 

management solutions should also be considered for tackling some management 

security issues such as “VM Sprawl, Virtualization Platform’s Security Management, 

Resource Access Control, VM Mobility and Identity”. Mitigation techniques that can 

address the management security issues are not discussed in this study and there is a 

need of further research.  

In part 6 of this study, 4 mitigation techniques are proposed in order to address 

technical security issues. There is a need for considering some characteristics of the 

virtual environments at companies such as the number of current virtual clients, number 

of virtual machines that will be added in the future and etc. before applying the 

proposed mitigation techniques. For example, in the mitigation technique 1, two different 

frameworks are argued. The efficiency of those frameworks depends on the number of 

virtual clients in a cloud environment.   

Each of the explained mitigation techniques use different security methods for 

addressing the security issues. Mitigation technique 1 is based on the resource 

monitoring, access control and intrusion detection and prevention mechanisms. In the 

mitigation technique 2, “SELinux-based secure server virtualization” technique is used 

and all objects such as files, sockets and processes are associated with a security 

context. With applying SELinux access control, we can isolate virtual machine 

processes from the system processes and preventing some security issues such as 

“VM Escape” and etc. Mitigation technique 3 proposes an approach for improving the 

visibility and security controls during transferring data between VMs and Hypervisor. 

This approach aims to control and analyze the inter–VM traffic by applying the Frame 

tag. Frame tag is added via an agent in the payload of the IP packet that ensures a 

high-level of integrity. Mitigation technique 4 is the last proposed mitigation technique in 

this study. The aim of this technique is to prevent DOS attacks by segregating incoming 

packets based on their properties and performing the detection mechanism. 
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There is a possibility to apply several mitigation techniques in the virtual environment in 

order to address more security issues. For instance, with applying mitigation technique 

1, the virtual environment is still vulnerable against “vulnerabilities of virtualization 

software”. Therefore, we can apply mitigation technique 1 along with mitigation 

technique 2 for addressing more security issues.  

As Li et al. argued24 [SLR1], using virtualization technology might be beneficial for 

information security in some aspects. They proposed a new approach for investigating 

the influences of virtualization on information security which is based on questionnaires 

and ISO/IEC 27001 controls. For IT, automobile and electronics industries, virtualization 

has significant influence on information security in the aspect of physical and 

environmental security. For IT and automobile industries, virtualization has significant 

influence on information security in the aspect of access control and for IT industry 

professionals and IT managers, virtualization has significant influence on information 

security in the aspect of communication and operation management while for 

development and maintenance virtualization does not significantly influence information 

security.  

Analyzing the benefits of virtualization from the information security prospective is 

beyond the goals of this Magister thesis and further research is needed in that case. 

In this study, security issues of virtualization are discussed in details. These security 

issues have some impacts on information security from the CIA model perspective 

which are illustrated in table 5.4 (page 33). As it is shown in table 5.4, Security issues of 

virtualization have impacts on the main security components of CIA model 

(confidentiality, integrity and availability). For example DOS attack can cause service 

and data availability issues in the cloud environment and “System Restore” security 

issue can cause some confidentiality problems. With choosing the proper mitigation 

technique we can improve the security of cloud environment from the CIA model point 

of view.  

                                                           
24

 Shing-Han Li, David C. Yen, Shih-Chih Chenc, Effects of virtualization on information security,  Computer 

Standards & Interfaces, Volume 42, November 2015, Pages 1–8 
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8-Conclusion: 

In this Magister thesis, I provided a state-of-the-art review in security issues of the cloud 

computing environments and effective mitigation techniques that can be used for 

addressing those security issues. As I mentioned earlier, virtualization technology which 

is the key feature of the cloud computing technology has made cloud security a complex 

issue and lots of new vulnerabilities are appearing. Therefore, this study is focused on 

the security issues of virtualization. First and foremost, the fundamental concepts of 

cloud computing such as cloud services, hypervisor and virtualization are explained with 

the main objective of giving readers an insight of what is cloud computing. In part 5 of 

this study, a structured literature review is performed in order to identify the most 

relevant security issues of virtualization and addressing the first research question. 

“Google Scholar” is considered a main source for finding the scientific literatures in this 

research. After defying the exclusion area 14, articles were chosen for the purpose of 

structured literature review. Studying those articles led to identify 23 security issues. All 

the identified security issues are explained in detail in this study. In part 6 of this study, 

mitigation techniques are discussed for addressing the second research question. Four 

different methods are explained in order to address some of the major security issues of 

virtualization.  

The relation between the proposed mitigation techniques and security issues of 

virtualization are illustrated in the table 6.1. In addition, impacts of the discussed 

mitigation techniques on CIA model are shown in table 6.2. In this way, there is a clear 

understanding about the mitigation techniques that can be used for addressing each of 

the virtualization security issues and improving the security of the cloud environment 

with considering the objective of CIA model (confidentiality, integrity, availability). 

This work provides scientific value to the community by reviewing, structuring and 

categorizing all the found security issues of virtualization in the cloud computing 

environments. In addition, impacts of the proposed mitigation techniques on the 

virtualization security issues and also CIA model are illustrated. This allow researchers 

to quickly find the proper mitigation technique in order to address the specific security 

issues of their own cloud environment. 
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9-Future work: 

There is a need of further research in order to identify the mitigation techniques that can 

address management security issues of virtualization such as VM Sprawl, VM mobility, 

VM identity, Resource access control and Virtualization platform’s security 

management. Due to time limitation, mitigation techniques addressing those issues are 

not studied in this Magister thesis. In addition, new mitigation techniques should be 

studied for tackling some technical security issues such as Side Channel Attacks, 

Antivirus storm and other security issues that are not addressed by the proposed 

mitigation techniques in table 6.1 (page 50) due to lack of time.  
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