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Abstract 

In this thesis, we discussed the findings of a web-based questionnaire aimed at 

measuring the awareness level IT personnel in terms of security recommendations and 

guidelines of video conferencing systems. The findings in this thesis are related to 

findings in literature and the security recommendations and guidelines mentioned in 

theory. The primary motivation was to know the level of awareness as one of the main 

reasons behind the security breaches in video conferencing systems.  

The questionnaire filled in via 34 respondents from different countries indicated that the 

awareness level of IT personnel needs attention in some parts in terms of knowledge. In 

terms of attitude and behavior, obviously, when it comes to performance, convenience 

and overhead in video conferencing systems, some of the respondents will ready to take 

risks to get the job done and reach the business objectives and security is last thing to be 

considered in some cases.  

According to the results, it can also be stated that the security awareness training in 

organizations was not effective and this ineffectiveness can be a reason behind the 

awareness weaknesses in terms of behavior and attitude. 

The data obtained in this awareness test can be utilized for educational and training 

purposes in security awareness programs.  
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1. Introduction 

This chapter provides insights into the research that has been conducted. The general 

background for the study has been looked in to, the research problem has been 

determined, the research question has been stated and limitations and delimitations of 

the research have been included in the chapter. 

 

1.1.General Background for the study 

Videoconferencing is a communication medium which offers a global communication 

platform for organizations, companies, schools to fulfill all their communication 

requirements (vbrick, 2012). Video conferencing as it has defined is the mixture of real-

time sound and images of people in various areas. Communication with video 

conferencing allows better conversations with employment interviews, customer’s 

assistance and so forth. Face-to face business meetings are possible with video 

conferencing systems to enable people collaborate at any place any time as they are not 

limited to a certain place and cause the travel time and expenses to be decreased 

(Bekkering and Shim, 2006). 

Due to usage of video conferencing for different purposes such as e-learning and 

management meetings, the security and confidentiality of information, protection of 

systems against various security attacks and  protection against internal malicious users 

who exploits the vulnerabilities has become substantial and is a main concern for the 

usage of video conferencing system as the networks and devices  are various. 

In order to have a secure communication environment, mitigate the security issues and 

to meet security principles like confidentiality, integrity and accountability specific 

security requirements and best practices has been defined. Nonetheless ,regardless of all 

these specific security requirements lack of technical knowledge and security issues 

awareness and behavior issues can cause the businesses to face information security 

incidents and sensitive business information to be assessed by hackers (thecorneroffice, 

2012).The staff and all the people who use and have access to the video conferencing 

system should be aware and follow security requirements and best practices .As the 

behavior of people is difficult to be controlled in an organization and people are mostly 

unaware and under-trained of security requirements and best practices (Johnson, 2006), 

the assessment of security awareness becomes significant. Due to the fact that security 

awareness and training should involve three different groups of people: top 

management, IT personnel and end –users (Thomas and Von Solms, 1998) , the 

Information Security Retrieval and Awareness (ISRA) model (part 3) presented by 
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Kritzinger and Smith (2008) stresses on the measurement of awareness of different  

stakeholders in the organizations  to indicate whether there is lack of knowledge 

regarding that particular  information security matter or not  and the assessment of 

security awareness mostly focuses on end users (Kruger and Kearney, 2006; Furnell et 

al., 2002; Stanton, 2005; Thomson, 1998), this thesis will outline and study the 

awareness of IT personnel (who implement the security policies and responsible for 

setting and security of the systems) regarding security requirements and best practices in 

video conferencing systems. 

 

1.2.Problem definition 

Devices such as IP telephony devices and video conferencing units which are unguarded 

can be used by malicious users to get sensitive textual, video and audio data (Ford and 

Frincke, 2010). According to Left, and Moore from Rapid7
1
 which has conducted 

research regarding video conferencing systems using H.323 protocol in different 

important organizations boardrooms, venture capital companies, lawyers’ consultant 

areas, financial industries and so forth, video conferencing system is the most risky 

exposures to organizations but  not taken seriously and least understood  in terms of 

security. 

Based on the research conducted, myriad of video conferencing systems are connected 

to the Internet without being behind a firewall and incoming video calls are configured 

to be answered automatically which enables the malicious user to observe the audio and 

video stream without the targets knowledge. Leaving the auto –answer enabled, the 

malicious user is able to hear the conversations, monitor the user’s keyboard and 

capture their password by driving the camera .Based on the research over 5000 

organizations had left this feature enabled. Although, it has been said
2
that the 

organizations who are concerned about security put their conferencing systems behind 

firewalls and the auto answer feature with the audio muted is safe to be enabled 

(Maldow, 2012), the security best practices and measures defined by vendors can be  

ignored by IT staff due to lack of time, patience, mistakes and knowledge . 

In addition, conferencing applications (VOIP application software) such as Skype which 

provides, voice calling, multiparty conferencing, screen sharing and text chats are used 

massively in business communication which is risky to be used due to security 

concerns. Nonetheless, regardless of all the security controls, recommendations and 

decision making regarding the risks involved they can all be ignored due to lack of 

awareness. As low level of managers and experts awareness and commitment as well as 

                                                 
1
Rapid 7 is a vulnerability management and penetration testing company headquartered in Boston, 

Massachusetts (Wikipedia,2012) 
2
David Maldow is a visual collaboration technologist and analyst with the Human Productivity Lab and 

an associate editor at Telepresence Options (telepresenceoptions,2012). 

mailto:mailto:David@telepresenceoptions.com
http://www.humanproductivitylab.com/
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user awareness cause a great risk and an obstacle for an effective information security 

posture no matter how much has been invested in technical security and security 

planning (Rhee et al, 2011) and due to the fact that regardless of what level the user is, 

the security awareness and education should cover all the users in the organization 

including senior and executive management the staff and all the people who use and 

have access to information in the organization (Nellis, 2012), our thesis will pay 

attention to IT personnel awareness in terms of video conferencing systems. 

 

1.3.The Purpose of the study (objectives) 

Organizations spent a lot of money and effort on information security and security 

related products and establishing technical controls (Dominguez, 2010) without paying 

attention to this fact that information security issues are both technical and non-

technical (Whiteman, 2003) and   information security techniques or procedures can be 

misused, misinterpreted or not used at all by employees in organization, losing their 

usefulness (Siponen , 2000b). Moreover, Desman (2004) states that information security 

is about people not the technology and the human factor in security is more important 

that technology (Desman, 2003). Regardless of all the strong technical security devices, 

if policies, procedures, standards guidelines and best practices are not followed and 

human dimension of information security is overlooked, occurrence of security issues is 

inevitable. The effectiveness of information security depends on behavior of people who 

access, use, administrate and maintain the information resources and damaging behavior 

of the agents is an obstacle for its effectiveness (Stanton et al, 2004). In a similar vein, 

owning to the fact that  video conferencing equipment’s are good targets for hackers to 

gain an access to conference rooms and board rooms to listen to private conversations 

and get an access to strategic documents and client information, various ways of 

ensuring the protection has been defined. However, video conferencing systems are still 

vulnerable to security attacks. As a result, in this research, the awareness of IT 

personnel as a one of the groups that should be involved in security awareness and who 

should have a highly knowledge on (based on three correspondent dimensions 

“knowledge” (what a person know), “attitude” (what they think), and “Behavior” (what 

they do) mentioned in theory) as one of the key factors behind these vulnerabilities will 

be studied. 

 

1.4.Research questions 

One way of protecting people with different skills and knowledge from security threats 

is deployment of security technologies and information security measures. Nevertheless, 

the incidents reports implies that technological information security measures which 

causes business performance cannot cover these security threats and incidents alone 
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.Hence, investigation of effective information security measures from awareness and 

behavior perspective has become center of attention and the occurrence of incidents 

arises from lack of knowledge and awareness and appropriate security education and 

training to improve awareness is a required (Takemura et al., 2011).  According to 

literature there are already several methods of assessing and measuring information 

security awareness exist. On the other hand, little or no research have shed light on 

assessment of IT personnel’s awareness on unified communication security in general 

and specifically video conferencing systems. This research intends to answer the 

following questions: 

 

1. To what extent the IT personnel are aware of video conferencing 

security guidelines and recommendations? 

  1.1 Did security training programs in organizations have effect on IT 

personnel awareness in terms of video conferencing systems? 

1.5.Research strategy 

To conduct the study and reach the aim of the thesis, a questionnaire has been designed 

to test the awareness level of IT personnel in different geographical locations by using 

snowball sampling method. 

The overall research strategy is as follows: 

 

 Theoretical framework  

 Qualitative and Quantitative data gathering (Internet –based survey) 

 Analytical and statistical analysis of data and discussion 

 

1.6.Summary of contribution 

In broad term the main contribution of this thesis is an awareness questionnaire 

conducted to determine the awareness level of IT personnel (who are responsible for 

implementing  security controls and needs highly technical knowledge) in video 

conferencing systems security based on awareness dimensions .This is because this 

approach has recognized the possible security concepts which is needed to be promoted. 

The data obtained in this awareness test can be utilized for educational and training 

purposes in security awareness programs related to video conferencing systems.  

 

1.7.Limitations and delimitations 

The followings are the limitations in our thesis: 
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As we are not sure how many will participate in the questionnaire, the 

number of the participants will be the limitation. The honesty and 

carelessness of participant in answering the questionnaire is not our 

concern. Moreover, as there are myriad of video conferencing system 

recommendations, the important ones have been covered in this thesis 

.we did not deal with features such as file sharing and desktop sharing 

while studying video conferencing. These are the areas for which this 

study cannot say anything and require separate empirical research. 
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2. Related work  

In this part of the literature from scientific papers and books is reviewed that somehow 

related to our thesis. This chapter reviews the video conferencing systems security 

threats, security measures and different approaches to security awareness. 

 

2.1.VoIP systems (video conferencing) security threats 

According to Fernando Almeida and Justino Lourenço usage of UDP for streaming 

audio and video data can increase the security exposure because data packets can be less 

controlled and more open ports in the firewall are needed. Denial of service and privacy 

and compliance are also threats relation to generally unified communications and 

specifically video conferencing systems. 

. 

2.2.VoIP systems (video conferencing) security recommendations 

According to Liu and Tu (2011), in order to have a secure communication the following 

should be taken in to account: 

 VoIP software and the operation system should be updated and patched. 

 The Deployment of IDS (intrusion detection system ) to ensure the application 

and network layer 

 Support of VoIP network communication protocol by installing VoIP network 

 Arrangement of vlan  to have a separate video and audio conferencing system 

 The use of encryption transmission technology (IPSEC, SRTP, …) and VPN 

implementation 

 Prevention of insecure connection such as Telnet 

 Spread of safety requirements to staff 

 Avoidance of administrator password leakage 

 Installation of VOIP Firewall 

In addition, SANS has also a check list to secure videoconferencing endpoints 

(Christianson, 2003): 

 All endpoints and videoconferencing rooms should be secured physically 

 Auto-answer should be turned off 

 Set an Administrator password should be defined. 

 All videoconferencing units should be set up on switched segments to avoid 

password sniffing 

 If MCU is used meeting passwords should be set for sensitive meetings. 

 SNMP should be turned off if not used by the enterprise 
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 VPN connection should be used to have a secure videoconferencing. 

 Usage of access lists to access only trusted IP addresses 

 

 

 

 

2.3.Security awareness 

Many scholars (Broderick 2001; Finne, 2000; Posthumus and Von, 2004; Squara,2000) 

state that due to today’s competitive business environment information which is the 

lifeline of many organizations should be protected from theft, misuse and this protection 

is called information security. According to Lewis (2000), information security 

management is about ensuring the security of information through proactive 

management of security risks, threats and vulnerabilities. One important aspect of 

security management is information security awareness (Deloitte et al., 2005; Lewis, 

2000; Nosworthy, 2000; Wood, 1995; Thomson and Von Solms, 1998). 

Security awareness is making sure that all the stakeholders and employees are aware of 

their roles and responsibilities in terms of security of the information they work with 

(Irvine et al, 1998; Wright, 1998; Schultz, 2004; Thomas and Von Solms, 1998) 

 

Awareness has been defined numerous times in literature. That information security 

awareness is of myriad importance has been accepted among information security 

researchers (such as McLean, 1992; Spurling, 1995; Thompson & von Solms, 1997; 

1998; Spurling, 1995; Straub & Welke, 1998; Siponen, 2002). Many researchers 

(Melek, 2005; Posthumus & Von Solms, 2004; Siponen, 2000a; Wright, 1998) believe 

that human –related matters which are non-technical are not paid attention to in 

compared to technical matters such as encryption (Kritzinger and Smith, 2008). 

According to Kruger et al. (2010), it is necessary to measure the awareness of staff 

member regarding information security. In terms of unified communications including 

video conferencing systems, Bradley and Shah (2010) emphasis that the weakest link in 

any process is the user. Unified communications and presence help user to act more 

effectively. However, the users should understand the tools and use it properly.  

To assess the security awareness of users, in health domain, S. M. FURNELL et al. 

(1996) have been conducted two surveys in a reference environment to assess end users 

and IT staff information security awareness and attitude, so that management could be 

able to decide which security concepts needed to be promoted to their staff and where 

resistance problems would be likely to occurred .In the survey of IT personnel who 

were responsible for selecting and implementing security ,questions regarding receiving 
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security training ,departmental security set-ups such as having security policies and so 

forth  has been asked and staff attitude and awareness were weak in some areas. In 

addition, the IT personnel awareness of security varied from good to bad. 

In another research, Krugar and Kearney (2006) has designed a prototype focuses on the 

employees of an international mining company. In this research and case study , 

awareness has been defined based on three dimensions (knowledge, attitude and 

behavior) which were further divided into six focus areas and their questionnaire   was 

aiming at determining the employee’s knowledge, attitude and behavior in respect of the 

six focus areas (i.e. keep passwords secret ,using internet with care ,following the 

security policies and so forth).In order to respond “how to measure “they established a 

questionnaire with 35 questions using options like true false and in some cases I don’t 

know to measure all dimensions . As different branches in different regions had 

different influences on the overall awareness level, different weights were given to 

different factors as different regions had different contribution to the final awareness 

level measurement. Questionnaire results and importance weights were processed. The 

following awareness scale which was defined in accordance with the organization 

managements view on awareness peformance was used to explain the level of 

awareness based on the persentages obtained .The general awareness in the region was 

measured as 65% and based on the awarenss scale is considered as average . 

Table 1 

            

 

A questionnaire was also constructed and designed by Kelly (2006) to assess the level 

of security awareness in an organization .The questionnaire was based on the most 

important security policies of the organization and the aim was to make sure that the 

end users are aware of these policies .According to Kelly The questionnaire similar to 

Krugar and Kearney model offers a method according to which the content of an 

information security program may be decided.            

SAI global (2008) has performed a benchmarking survey in order to help the 

organizations assess present level of knowledge , attitude and behavior of the users and 

to offer them with a benchmark against which to calculate the impact of future 

awareness plans. According to this organization, for security awareness to be effective, 

all three dimensions should be focused .An overall security position of the organizations 

is improved when the attitude, behavior and knowledge of the users are lined up with 
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security requirements and objectives. In this study, ten organizations participated and 

distributed 15 question online survey to their employees, there were 1282 total 

respondents .All the responds have been gathered to provide an overview of employees 

attitude, behavior and knowledge in regard to information security .The companies took 

part in the survey were also provided with their own survey to compare it with 

aggregated data. 

In another research done by Michael Lang et al. (2009), the attitudes towards data 

security issues and awareness of potential risks of social networking sites have been 

studied among people (end users) living in Ireland .In this study, a web-based 

questionnaire was implemented (survey monkey) for students and staff of the largest 

higher education institute in the west of Ireland who were mostly computer –literate. 

To measure the effectiveness of the information security training a case study has been 

done by Veseli (2011) based on the awareness three dimensions in which the level of 

participants (computer –literate students) information security awareness has been 

assessed before and after the training. The result showed that the information security 

training improve and impacts the knowledge, attitude and behavior of the participants 

and there is significant difference between who attended the training and who did not 

which shows that the information security program which has been designed was highly 

effective. 

Nevertheless, despite of the approaches mentioned, none has specifically studied the 

assessment of IT personnel’s awareness on video conferencing systems.  
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3. Theoretical framework 

This chapter presents the theory related to video conferencing systems. 

 

3.1.Video Conferencing Definition 

Development in broadband access network technologies and modern data networks has 

offered communication for remote participants. Videoconferencing is a communication 

medium which offers a global communication platform for organizations, companies, 

schools to fulfill all their communication requirements. Video conferencing has become 

really popular as they have made the communication cost- beneficial and enables people 

to collaborate at any place any time as they are not limited to a certain place. 

The usage of video conference solution has become feasible due to improved bandwidth 

for user application as well as growth of SIP and H.323 protocols G (Añón, 2008). 

According to Schenker (2008), “the worldwide videoconferencing systems and services 

market, which reached $1.6 billion in 2007, is expected to grow to $4.2 billion by 

2012”. As to the educational and training sector of this market, Wainhouse Research has 

reported that it “reached about $680 million in 2009, and is projected to grow to more 

than $1 billion by the end of 2014” (Liu and Koenig,2007). The number of contributors 

in the meetings is the difference between video call and video conferencing. Traditional 

ISDN-based H.320 video conferencing systems such as telecommunications network 

and Internet-based video conferencing systems are current video conferencing system 

(web-conferencing-services, 2012). Polycom, Avaya, Tandberg and Cisco Unified 

Videoconferencing are examples of video conferencing solutions. In order for video 

sessions to be established, signaling protocols are needed. The most important protocols 

are H323 and SIP. Due to usage of video conferencing for different purposes such as e-

learning and management meetings, the security and confidentiality of information, 

protection of systems against various security attacks, protection against internal 

malicious users who exploits the vulnerabilities has become substantial and is a main 

concern for the usage of video conferencing system as the networks and devices are 

various. 

 

3.2.Video conferencing History 

In the 60s and 70s, the first video conferencing system was used in the first NASA 

space flights and some television channels which were made utilizing two radio 

channels. 
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 During the 70s the picture phone which was able to send low quality video and a 

telephone audio channel was developed by AT&T. However, the system was not 

successful due to being costly. 

In the 80s, a digital telephony network was arranged and thereby some videophones 

models introduced to the market which was able to compress video and audio and send 

data to another videophone. 

In the 90s, with the introduction of IP networks, the video calls and video conferencing 

became popular. The first high definition video conferencing was produced in 2005.In 

2006; Polycom first high definition video conferencing system was introduced. High 

definition resolution is now a feature provided by most suppliers of video conferencing. 

In addition, video conferencing are used in educational environment as well as big 

enterprises (Wikipedia, 2012). 

 

 
Figure 1. History of video conferencing systems (Zhao, 2009). 

 

 

3.3.Video conferencing standards 

There are three major standards for video conferencing according to ITU (International 

Telecommunications Union): 

 H.320 which is the standard for PSTN and video teleconferencing over ISDN, 

BRI and PRI. It is also used on T1 and satellite based networks which are 

dedicated. Government, military and business organizations use H.320. 

 H.323 is a standard for video conferencing for LAN and internet which does not 

guarantee quality of service .The benefit of this standard is the high accessibility 

to anyone who has high speed internet connection such as DSL 
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 H.324 which is a standard for audio telephony network or POTS .this standard 

has made the implementation of desktop video conferencing feasible (Zhao, 

2009). 

 

3.3.1. Media Compression 

As video and audio should be transmitted in real time, the high bandwidth as well as 

video compression is required this is because more network resources will be used by 

the raw data which is necessary or mostly possible. The compression done by hardware 

or software is called Codec. The most common Codecs are H.261, H.263, H.264 and 

MPEG-4(Zhao, 2009). 

Audio video synchronization (Media synchronization) is done RTPC (real-time 

transport protocol). 

 

3.4.Types of video conferencing systems 

There are various types of video conferencing available for different purposes. Video 

conferencing systems for organizations and groups are set-top, integrated and dedicated 

systems. Desktop video conferencing are used for personal video conferencing. 

According to Harmers( 2011) Adobe Acrobat connect pro, Alcatel-Lucent, Cisco, 

Citrix, Dialcom, Elluminate , Genesys, IBM, iLinc 10,Intercall, Microsoft, Netviewer, 

Premier Global Services, Polycom, Tandberg, Nortel Aastra, Avaya, and Siemens are 

common videoconferencing suppliers. 

 Lync: Microsoft lync are enterprise Softwares that have different features for 

company environment. The features include instant messaging, voice over IP 

and video conferencing. Additional real-time multi-client collaborative software 

capabilities are also available (Wikipedia, 2012). It uses TLS and MTLS to 

encrypt instant messaging, SRTP for video and Audio and desktop sharing of 

media, TLS for desktop sharing (signaling ) and web conferencing and HTTPS 

for meeting content (Microsoft, 2012). 

 Alcatel-Lucent: is a global telecommunications equipment corporation which 

provides telecommunication solutions to service providers, enterprises and 

governments enabling voice, data and video services (Wikipedia, 2012). 

 Elastix: It is open source unified communications server software providing 

email, Faxing, video calls and collaboration functionalities (Wikipedia, 2012). 

 Siemens: which is the largest German multinational company in Europe has 

produced Open Scape which is an open-standards unified communications 

platform (video-conference.co, 2011) 
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 Cisco: which is one of the world’s biggest technology companies is an 

American-based multinational company which designs and sells voice, video 

and communications technology and services.H.235 AES encryption is used to 

secure the conferencing without any capacity reduction. IPsec and TLS are two 

methods of endpoints signaling. For media encryption SRTP and H.235.6 is 

used. 

 Avaya: This provides high-definition video conferencing and collaboration. 

Interoperability with existing video systems is another feature of Avaya (Avaya, 

2012). 

 Aastra: is a telecommunication company which concentrates in communication 

solutions, telephony and call center technology for enterprises and small 

businesses (Roebuck, 2011).It supports end-to-end encryption using 128-bit 

AES for all video and audio channels.  

 Nortel: was a multinational telecommunications equipment manufacturer. 

 Tandberg: Tandberg is a producer of video conferencing systems. Cisco 

systems have acquired Tandberg in 2010(Wikipedia, 2012).128 bit AES and 56 

bit AES encryption are supported by TANDBERG as an embedded feature. 

 Oovoo: is an exclusive instant messaging client similar to Skype. Calls can be 

recorded in real-time. It allows users to communicate through free instant 

messaging voice and video chat. It enables high quality video and audio calls. 

Oovoo video conferencing can be used for online meetings web conferencing 

web presentations online training. Oovoo allows businesses to connect with 

colleagues and contacts and reduce spend time on travel (Roebuck,2011). 

 Webex: is a Cisco company that offers on-demand collaboration online meeting, 

web conferencing and video conferencing applications (Wikipedia,2012). For 

IM all the communication is encrypted. Three level of encryption is has been 

provided by Cisco Webex: 256 –bit (AES), 128-bit SSL and no encryption 

(Webbex, 2012). 

 Skype: is a peer-to-peer software application that makes voice and video calls 

possible over the internet. It is also famous for features including file transfer 

and video conferencing. Skype is a peer to peer system rather than a client –

server system (Roebuck, 2011).  

 

 

3.5.Group video conferencing 

 

3.5.1. Set-top video conferencing 
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Video conferencing systems which sit on top of computers or television monitors and 

moveable are used for group communication including business and administration 

meetings. Examples of this type of video conferencing systems are Tandberg and 

Polycom. 

 

3.5.2. Integrated video conferencing 

In this type of video conferencing systems, all the components are in a single piece of 

equipment and cannot be moved. This is systems are used for large group 

communications, including administrative meetings, distance education. These kinds of 

systems have this capability of connecting to both H.320 and H.323 endpoints on both 

ISDN and IP based networks. 

 

3.5.3. Personal video conferencing 

Personal videoconferencing includes different desktop systems which are used for 

business as well as personal communication. The popularity of desktop systems is due 

to low cost and easy installation. However, interaction with different sites and group 

communication is problematic when using this kind of systems. Many desktop video 

conferencing ports are blocked by the organizations and cannot be used in a business 

environment. Nonetheless, firewall rules can be created for the integrated and set-top 

systems. Skype, MSN or windows live messenger and Yahoo messenger are examples 

of personal video conferencing systems. 

WEB based video conferencing such as Lotus same time, Cisco WebEx or Adobe 

connect are software-based systems which run on a central web server and use a limited 

number of ports and thereby they are firewall-friendly. Many businesses use these web 

based softwares for desktop video conferencing systems due to being firewall friendly 

and ability to share audio and video, presentations, whiteboard sessions and applications 

(Liu et al., 2008). 

 

 

3.6.Video conferencing features 

 

From a security point of view, videoconferencing is not a standalone system. It is part of 

unified communication. The following are the capabilities of a video conferencing 
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system which makes it possible to work cooperatively on documents, software, give 

presentation and online training or classes. 

 White boarding: This feature makes it possible for the user to utilize text and 

drawing tools as well as graphical media on worksheets.  

 Desktop sharing: This feature allows to broadcast and show desktop in real-

time and slows users to work on same project simultaneously. 

 Text chat: This feature allows sending and receiving text messages between 

attendees who are online or in the conference. 

 File transfer: This feature allows transfer of documents, music, video files, and 

images during the conference. 

 Presentation: This feature shows images, diagrams, and documents during the 

conference. 

Advanced features such as recording the sessions, polling the participants and 

controlling the instruments remotely make the meetings extremely effective (Trueb et 

al., 2007). 

 

3.7.Business use of video conferencing 

Video conferencing systems are used in businesses for various reasons including 

meetings, trainings and interviews. Travel cost will decrease as various branches of 

company from all over the world can cooperate of a video conferencing system (Trueb 

et al., 2007). 

 

3.8.Managerial use of video conferencing 

The management in an organization use video conferencing system for following 

purposes (Kydd and Ferry, 1994): 

 To share and Exchange information (critical, limited), 

 To get information and feedback about a running project, 

 To discuss controversial issues or financial data, 

 To review strategy, 

 To make changes to a document in a working session. 

 

3.9.Videoconferencing architectures 

Figure 2 shows the multipoint video conferencing system and Figure 3 illustrates point-

to-point video conferencing system. 
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Figure 2. Multipoint video conferencing 

system. 

 
Figure 3. Point-to-point video 

conferencing system. 

 

Below are the architecture used in video conferencing (Kuhn, et al., 2005): 

 Multicast: An architecture in which the video is delivered from the source to 

different destinations which in many cases it does not work. 

 Full mesh: In this architecture one participant send the video the video to all 

other participants in the meeting. The number of people is limited due to the lot 

of bandwidth this architecture requires. The communication is peer to peer 

without any need for a centralized unit which causes delay. 

 Forwarding: In this architecture a central unit named MCU (multipoint control 

unit) is involved and all the communications go through this unit. Delay is a 

back draw of this method. The MCU can be an imitation of a multicast network, 

it can forward one media flow of the participant and the meeting director sends 

the chosen media flows for the other participants and it can be a mixed forward, 

combining the flows received from other participates. However the last method 

has is very slow due to delay. 

 

3.10. Video conferencing design approach 

Multi-used video conferencing system has become possible due to growth in internet 

speed as well as new possibilities for real-time multimedia streaming services. Lots of 

free video conferencing applications are available and both server-client and peer- to- 

peer architecture are used (Zhao, 2009). 

In order to have a secure meeting especially for business conferences security is of 

myriad importance Security is of primary concern and the security is not assured 

without having a secure architecture which determines the essential security functions 
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such as key management to meet the security objectives. For a secure client/server-

based video conference system, standards like ITU-T H.235have a secure frame work 

(Liu and Koenig, 2007). 

 

3.10.1. Client-server architecture 

This architecture is based on IP multicast technology and it has got a single point of 

failure and performance. The maximum bandwidth used in this kind of architecture 

should be high as all the users send service request to the same server. In addition, in a 

case of a server attack the system can crash. Due to high need for bandwidth and issue 

of congestion control, this architecture is not famous regarding security policy 

management for client-server conferencing systems few researches has been done such 

as GSAKMP
3
and DCCM

4
 approaches in which the central security policy management 

is responsible for creation and settlement of the security policies. In this architecture, 

the gate keeper is used for group management and MCU (multipoint control unit) is for 

delivery of the media stream. Microsoft Net meeting and Polycom are examples of 

commercial video conferencing systems which follows this architecture .In terms of 

security, this type of architecture is an attractive target for different attacks. To secure 

the meetings in client-server architecture, ITU-T has defined a security architecture for 

H.323 based systems, which has been specified in the H.235 standard (Figure 4). 

 

                                                 
3
GSAKMP, Group Secure Association Key Management Protocol, which  provides  mechanisms to 

disseminate group policy and authenticate users, rules to perform access control decisions during group 

establishment and  recovery, capabilities to recover from the compromise of group members, delegation 

of group security functions, and capabilities to destroy the group.  It also generates group keys (tools.ietf, 

2006). 

 
4
DCCM, Dynamic Cryptographic Context Management, which provides security for very large, 

dynamically changing groups of participants (Dinsmore, 2000). 
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Figure 4 . H.235 architecture. 

 

In this architecture gatekeeper and MCU are responsible for conference control as well 

as providing security services. For instance,the user authentication and access control 

are the responsibility of gatekeeper.The update of group key,is offered by MCU unit.As 

any other  client server architectures,single point of failure and performance bottle neck 

are the weakneses of this architecture.The security of this architecture relies on the 

security of gatekeeper and the MCU.The benefit of this architecture is the easiness of 

implmentation and all the security functions take place in servers(Liu and Koenig, 

2007). 

 

3.10.2. Peer to Peer architecture 

This technology (Liu and Koenig, 2007) which is based on decentralized controlling, 

not only solve the issues of performance bottle neck and single point of failure, but also 

robustness and scalability of the system is increased. 

Video conferencing security causes different set of challenges. To have secure video 

conferencing security architecture is required to address the encryption and the security 

modules in the system. The architecture is divided in to three layers application, security 

and communication layers (Figure 5). 
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Figure 5. 

 

 Application layer  

The functions of signaling and the media data transfer is covered in this layer.  

 

 Communication layer 

The operation of the functions in the upper layers is formed in this layer. The group 

management data is updated in this layer. A none-centralized group communication 

protocol such as GCP
5
 is needed as all peers can decide on QOS parameters, security 

policy settlement by themselves. 

 

 Security layers 

In order to have these security services the following modules are required: 

 Security strategy module  

 Authentication module  

                                                 
5
GCP, group communication protocol, provides multiple processes with reliable data transmission 

service, i.e. messages are delivered to all the destination processes in the group. It is also important to 

guarantee that every application process can receive messages in a well-defined order( Tachikawaand 

Takizawa, 1995) 
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 Authorization module  

 Group key module  

 Data security module 

 

 Security strategy module 

This module has been designed to reach an agreement for various strategies from the 

participants. 

 

I. Security policies 

To protect the contents of a meeting security policies are defined. It includes the 

security requirements for a secure meeting and the algorithms used to fulfill those 

requirements. As security demands are different based on the content of the meeting, 

different security requirements and cryptographic algorithms exists which cause various 

security policies. 

 

II. Encryption Algorithm security level 

As different levels of confidentiality are needed due to different meetings the security 

level has been introduced. Meeting can be divided into safe and unsafe meetings. Media 

data including video data, audio data, white board data and signal data are the 

exchanged data in a video conference. During an unsafe meeting no security is needed 

and the messages can be transferred in clear text. In a secure meeting the signaling data 

should be secured; in addition authenticate, data security module and group key 

management module should be activated as the data security module protects the 

signaling data. In order for data security module to operate the group key generated by 

the group key management module is needed which needs authentication to make sure 

that just the legal users have the group. 

 

III. Security level 

As the devices used by the participant has got different abilities the security policy 

negotiated should be in a way so that the lower power devices can join the meetings. 

The person created the conference, decides about whether security is needed for that 

specific conference or not .If security needed, which media data should be secured will 

be agreed upon. Four level of security is defined for this architecture. The level four in 

which all the communicated data are secured is the default option of securing the 

conference; however, this level can be changed based on the level of security required 
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for the conference. The following shows the security levels in peer-to-peer video 

conferencing (Figure 5). 

 

 
Figure 6. Security level pyramid (Liu, 2007). 

 

 Authentication module 

A new user cannot attend the conference unless the identity of the participant is 

recognized. 

To ensure the security of message exchange in video conferencing AES, 3DES, twofish 

algorithm
6
 is used for real time audio, signal data and whiteboard. Puzzle algorithm is 

used to encrypt the large amount of video data. In order to ensure the integrity of 

messages the authentication codes such as CBC-MAC
7
, HMAC-MD5

8
, HMACSHA-1

9
 

are used. 

 

                                                 
6
Two fish algorithm is a symmetric key block cipher with a block size of 128 bits and key sizes up to 256 

bits (Wikipedia, 2012) 

 
7
 CBC , a cipher block chaining message authentication code (CBC-MAC), is a technique for constructing 

a message authentication code from a block cipher 

 
8
 HMAC-MD5, a hash-based message authentication code (HMAC), is a specific construction for 

calculating a message authentication code (MAC) involving a cryptographic hash function in combination 

with a secret key. Any cryptographic hash function, such as MD5 or SHA-1, may be used in the 

calculation of an HMAC. 

 
9
 HMACSHA-1 SHA-1 is used to calculate HMAC. 
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 Authorization Module  

Entrance control and resource access are controlled by this module .In entrance control 

based on access control list the invitation will be accepted .To have an access to the 

resources including video, audio and white boarding two methods are used .In the first 

method just the person who are allowed to enter the conference can have an access to all 

the resources. However, in a case of business meeting, a refined resources access 

control such as RBAC should be used so that just the chairman of the conference can 

have the right to write on the whiteboard and for the others it is read-only. 

 

 Group key management module and data security module  

The security of the whole architecture depends on this module due to dependency of 

applied cryptographic protocols and algorithms on the privacy of the used key. In data 

security module, the integrity and the confidentiality of data exchanged are assured in 

this module. 

 

 

 Confidentiality and data integrity  

The meetings content can be seen only by the legitimate the current contents of the 

meeting. Data integrity means that the transmitted data will not change during the 

conference. 

 

3.11. Video and Audio security threats 

There are also some issues related to video conferencing systems such as delays, 

latency, security, quality of service, user interface, system setup and maintenance cost 

(Liu et al., 2008).In terms of security, Conferencing units introduces new and exclusive 

security attack vectors (Bogdan, 2011).Video and Audio conferencing systems were 

designed without security consideration and due to being prevalent and being involve 

and cooperate with many technologies within the network they are easy targets for the 

hackers. A continuous stream of information is needed for audio and video and thereby 

UDP is used as a protocol for streaming audio and video. However, using UDP causes 

security threats as data packets are less controlled and more open ports are needed on 

the firewalls (Aleida, 2011).Eavesdropping and hijacking can be easily done for IP 

video conferencing calls using free tools available on the internet. By using simple 

techniques the attackers are capable of listening or watching an IP video conference 

without being detected. In video eavesdropping (video recording) the attacker is able to 
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eavesdrop on a video conferencing or on a private IP video call between for instance the 

CFO and CEO of organizations. In video interception attack a unidirectional RTP video 

stream or video endpoints in the middle of a SIP or SCCP video call can be targeted. 

Furthermore, in the middle of a video conference, a random movie clip can be played by 

video interception. In a video reply attack, a private video session which had been 

between the CEO and CFO and intercepted by the attacker will be replayed in the 

middle of a live video conference. These attacks are based on ARP poisoning attack (in 

which the attacker using some tools to capture Mac-to-IP addresses of both endpoints 

and thereby he will be able to modify or eavesdrop the communication between them by 

becoming a mediator) and Man-in-the-middle attack. The last findings also show that 

the video conferencing equipments are also susceptible to hacking. The conversation in 

the conference room can be easily eavesdropped. New systems are equipped with a 

feature called auto-answer that automatically receives inbound calls and the accept 

button is not needed to be pressed whenever someone wants to connect to the room. The 

result is that anyone can connect in to the room and the movement of the video camera 

and a light on a console unit are the only sign of presence of the person in the room 

(Wu, 2011). Physical security of the endpoint is also another security concern in video 

conferencing. 

 

 

 

3.12. Video conferencing security attacks: 

Firestone et al. (2007) have classified video conferencing security attacks. 

 

3.12.1. Confidentiality attack 

The audio and video streams can be listened to without confidentiality. Hacker tools 

which are available for eavesdropping are VOMIT, video jack, which capture the audio 

and video respectively and plays it. By applying encryption to the media such as AES it 

can be secured. Also SRTP (secure real-time transport protocol) can be used instead of 

RTP to transmit media streams. 

 

3.12.2. Denial-of-service attack 

DoS attacks are the attacks on availability of services to trusted users which disrupts the 

services such as network bandwidth, server resources, replay attack, malware, 

connection hijacking and RTP hijacking. 
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3.12.3. Exhaustion of bandwidth in the network 

The network will be flooded with data such as UDP packets. To avoid this kind of 

attacks, an anomaly detector device and a guard device should be used in the service 

provider. Furthermore there should be bandwidth rate limitation implemented on routers 

and switches. 

 

3.12.4. Exhaustion the resources inside a server 

DOS can also exhaust the resources server assigns when a packet received from a 

network which is called SYN attack and can be prevented using firewalls and intrusion 

prevention systems. 

 

3.12.5. Replay attack 

In this kind of attack the packet will be sniffed and recorded and then replayed. It can be 

prevented by using encrypted authentication with time stamp and sequence number. 

 

3.12.6. Malware 

Any malicious data that can threat an end point or a server is called malware. IPS 

especially HIPS which is located on the server itself can be a preventive way. 

 

3.12.7. Connection hijacking 

In this kind of attack the connection is hijacked by the attacker who issue signaling 

commands to control the communication. Authentication of signaling messages is a 

preventive way. 

 

3.12.8. RTP hijacking 

In this kind of attack RTP media packets are injected in to the conversation. 

Authentication of media packets is the solution to this security attack. 

 

3.12.9. Network infrastructure attacks 
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In a video conferencing security of network structure is as important as to the upper 

layers. The following is the list of network infrastructure attacks. 

 Layer 2 attack: In order to perform the layer 2 attack the attacker requires 

having an access to the internal network. The solution is adding security at layer 

2. 

 CAM table flooding: In the Content-addressable memory table flood, the 

attacker makes a switch react as a hub sending all packets to all ports to sniff the 

traffic. Enabling port security on switches can be a preventive way. 

 ARP cache poisoning 

 Rogue DHCP server: A rogue DHCP server can be used by the attacker to 

change the configuration of end use DHCP parameters. 

 Reconnaissance: In this kind of attack, the attacker tries to gather information 

about the network before trying to compromise the network. Firewall is a 

solution to this attack. 

 

3.12.10. Endpoint attacks 

Desktop video conferencing systems are vulnerable to malwares and denial of service. 

HIPS is a solution to this attack 

 

3.12.11. Firmware attack 

Some video conferencing endpoints execute firmware that the user can update. An 

attacker can download an older firmware that does not have sufficient security 

protection. Using signed firmware which is authenticated using cryptographic hash is a 

solution. In addition, endpoints download configuration files which can be 

compromised. The solution to this attack is usage of signed configuration files. 

 

3.12.12. Server attacks 

The operating systems on these servers which consist of video conference schedule, 

H.323 gatekeeper, SIP proxies, video switches and call managers is vulnerable and 

mostly they are single point of failure which is a good option for DoS attack. The 

solution is Using HIPS, virus scanner, putting a firewall in front of server and activation 

of rate limiting on the routers and switches are possible options. 

 

3.12.13. Authentication and identity attacks 
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Man in the middle which helps the attacker to steal personal information is an example 

of these kinds of attacks. In the man-in-the-middle attack can perform toll fraud or theft 

of service. By spoofing an endpoint the attacker can be able to have a direct connection 

and steal services. To prevent these kinds of attacks Authentication of signaling packets 

and encryption of user credentials can be an option. To avoid Man-in-the-middle attack 

authentication and integrity of each signaling message and media packets can be used. 

 

3.13. Information security tenets (C-I-A triad) 

When three major principles (Confidentiality, integrity and Availability) of information 

are ensured, the requirements of secure information are satisfied (Figure 7).Keeping 

information private and secure is confidentiality; information remaining unchanged is 

integrity and making information and services ready for use when needed is availability. 

C-I-A triad should be addressed. When designing and using security controls. The 

organization goals for this triad should be described and reached to help to put required 

security controls in place (Kim and Solomon, 2012). 

 

 
Figure 7. C-I-A triad (Kim and Solomon, 2012). 

 

3.14. Video conferencing security requirements 

The conferencing unit (multimedia conference) consists of audio, video and groupware 

application such as shared whiteboard. The protection of these data flows varies .For 

instance, the confidentiality and authenticity of the audio stream should be protected. 

Nonetheless, for the video it may be needed to protect the authenticity of the video 

stream. The right of participants may be varied based on the particular data 

flow(Stubblebine, 1993).Furthermore, as video conferencing sessions in a business or 

Telehealth are private and may contain sensitive information, the video conferencing 

security policy must contain reliability, integrity and confidentiality. The reliability of 
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the message in a remote endpoint connection can be a problem if the session should 

compete for bandwidth with other network traffic. In IP-based networks, video 

conferencing sessions have integrity issues as other traffic. When designing security for 

data/audio/video protection, the security attacks such as spoofing, eavesdropping and 

DOS should be taken in to consideration. VOIP firewall is a common technology to 

prevent illegal access to the systems. Nevertheless, as sessions in video conferencing 

systems take place within a LAN or between trusted wide area network areas through 

leased lines, firewall cannot be enough as it does not address the security within the 

LAN and there should be other measures to guarantee the integrity and confidentiality 

in video conferencing systems. Policies such as AAA (Authentication, authorization and 

accounting) should be deployed to avoid authorized participation in video conferencing 

systems. Live session traffic and saved sessions stored on digital media for 

redistribution and future viewing should be mentioned in confidentiality security 

policies. Furthermore, encryption is another technology used to secure data/audio/video 

files and streams. Encryption such as DES, 3DES and AES are used when using VPN to 

have secure IPsec tunnels. Encryption is accessible in video conferencing MCU to 

secure the endpoints. Bandwidth shortage is one of the issues in video conferencing 

systems which can even block transmission of other data traffic such as email and file 

transfers and thereby Gatekeeper soft wares are used on switches, routers or servers to 

provide QOS and prevent the bandwidths problem to occur (Liu et al, 2008).Hence, In 

order to utilize video conferencing in a secure communication environment, particular 

and basic security requirements (which should be deployed at the design phase to 

reduce the impact of threats and should address confidentiality, reliability, integrity and 

authentication of the conferencing system)should be followed by infrastructure devices. 

Confidentiality, integrity, availability, accountability user authentication, authorization, 

are of myriad importance and the videoconferencing products should follow many 

security controls to meet these security requirements. The security requirements should 

be deployed at design phase to reduce the impact of threats and this security 

requirement (Wainhouse research, 2010). 

 

3.14.1. Confidentiality 

The confidentiality of all the sensitive data should be assured by video conferencing 

system. Devices in the environment, network configuration settings, administrative 

settings, user credentials, data, voice and video traffic and administrative settings should 

be protected and the access to them should be limited only to authorized users. 

The following is the list of some of the security requirements regarding confidentiality: 

 Strict password policies, 

 Remove or disable unused and stale accounts, 

 Extra identification techniques such as biometrics and digital authentication, 
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 Strict control for defining user accounts, 

 Blocking unauthorized communications and applications, 

 Suitable encryption usage such as FIPS
10

 cryptography algorithm as well as AES 

encryption for information in the form of audio and video traffic, signaling 

information however, some fast encryption such as Sosemanuk and Salsa can be 

a good alternative of AES (Liu and Koeing, 2009). 

 

3.14.2. Integrity 

Based on the data integrity definition which refers to “quality of correctness, 

completeness, wholeness, soundness and compliance with the intention of the creators 

of the data” and also messages which are exchanged during a session, the accidental or 

deliberate alteration of data should be avoided. Usage of digital certificates, digital 

signatures are public ways of protecting data integrity. To ensure the integrity of 

messages exchanged cryptographic authentication schemes such as HMAC can be used. 

However, Content authentication schemes such as feature extraction and fragile 

watermarking can be used to ensure the integrity of data as well as ensure better QoS. 

 

3.14.3. Availability and Accountability 

 

The availability of the services and applications should be assured in a secure 

environment. Hacking, spoofing, DOS (denial of service) are some of the threats to 

availability. 

The following is the list of some of the security requirements regarding availability: 

 Apply firewalls with access control lists, 

 Disable the unnecessary services, 

 Implementation of redundant, self-healing architectures, 

 Following restrict back up procedures. 

To assure accountability, proactive tracking and logging of user activities, 

communication session information, security violation is required. 

 

3.14.4. User authentication 

                                                 
10

 FIPS encryption standard 
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After the verification of credentials of a new contributor, they are allowed to join the 

session. The most prevalent techniques used for user authentication is password based 

authentication which is used in client-server environment in which the server 

authenticates the user by the passwords defined on the server and signature based 

authentication in which is crafted based on digital signature and certificates. Centralized 

and decentralized methods are two ways certificates can be managed and as 

decentralized method is vulnerable to Sybil attack in which the user can use different 

identities to join the session without any invitation, the centralized method such as PKI 

is used to avoid the vulnerabilities of the decentralized method. 

 

3.14.5. Authorization 

Users should have this authority to block the unwanted communications. In order to 

avoid the spam attacks in video conferencing systems, access control lists are used as 

black list in which the unwanted users (spammers) are blocked and white list in which 

the trusted users are listed. 

In order to have a secure solution for video conferencing system the following 

requirements also should be met: 

 End-to-end security: All the messages are not exposed to any node or server 

along the path and they are securely delivered from sender to receiver. 

 Group communication: A secure group communication is needed which means 

using a group key management protocol instead of two-party key exchange 

protocols in which each message sent to the group should be individually 

encrypted with the relevant group member keys .As the privacy of the 

exchanged keys are important protocols such as TGDH
11

 and VTKD
12

 are used 

to have a secure group communication. 

 Security Policy Management 

 As different security levels are needed for video conferencing systems according 

to the importance of the conference. As a case in point, a high level of security is 

needed for a business talk 

 No administrative overhead 

 Real-time multimedia security: Multimedia data such as audio and video as 

well as the control signal data should be secured  

 Quality of service: As QOS is of paramount importance in video conferencing 

systems the security solution should not have negative impact on QOS. 

 

                                                 
11TGDH 
12VTKD 
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3.14.6. VoIP systems security recommendations 

First of all before the implementation of VOIP systems the security of the VoIP network 

should be measured and the security policy should be based on the assessment which 

has done. 

SANS has a check list to secure videoconferencing endpoints (Christianson, 2003): 

 All endpoints and videoconferencing rooms should be secured physically 

 Auto-answer should be turned off 

 Set an Administrator password should be defined. 

 All videoconferencing units should be set up on switched segments to avoid 

password sniffing 

 If MCU is used meeting passwords should be set for sensitive meetings. 

 SNMP should be turned off if not used by the enterprise 

 VPN connection should be used to have a secure videoconferencing. 

 Usage of access lists to access only trusted IP addresses 

The following security recommendations are based on Videoconferencing security 

standard (2008): 

 All the equipment purchases and implementation of video conferencing system 

should be approved by the management. 

 The Video Conferencing operation and usage of services needs precise 

monitoring.  

 External conference members should be aware of video conferencing security 

controls and before accepting the sessions, they are in agreement. 

 The equipment’s should be purchased from known venders to avoid 

unintentional, unwanted software to be added to the system. 

 Video conferencing sessions or meetings should be approved by the 

management before scheduling or accepting any external members. 

 Before accepting the conferencing request, the source should be confirmed and 

verified. In terms of emails, they should be confirmed and the invitations should 

be made to verified email addresses. 

 The invitations should be sent by email so that the host will be to make the 

meeting unlisted. 

 The email addresses of contributors are required. 

 Strong password is required. User name and password should change frequently 

and not be used for anything else except for video conferencing system. 

 The conferencing site should be accessed just by authorized users and the 

number of the sessions should be limited. 

 An access control list can be used to invite unauthorized or enrolled users to join 

the meeting. 
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 To prevent the unwanted contributors, the invitations and session IDs should not 

be broadcasted or forwarded. 

 Sessions should be encrypted. 

 All the work stations should be secured by using proper firewall and antivirus 

and having suitable computer baseline. 

 The conferencing should be restricted to that specific session. 

 The cameras should be disabled when not in use. 

 The members should be aware of the remote participants. 

 The sessions should be controlled and should not be viewed by unwanted 

people. 

 All the video conferencing services should have expiration dates and the ones 

that are based on annual subscription should be observed regularly. 

 Security logs should be monitored regularly. 

 Problems with video conferencing should be reported to management. 

 Before ending the session, all the participants should be disconnected. The 

recording should not be posted .In the case of seminar on trade secrets, recording 

should not take place. 

 The meeting should be locked in order to allow just the authorized user to have 

an access. 

 Any files uploaded on the video conference should be deleted before leaving the 

conference. The recommended way for confidential data is to use application 

sharing instead of uploading the file as it is real-time and as the meeting is 

finished no data will be left. 

 

Almeida and JustinoLourenço (2011) have recommended the following video 

conferencing best practices: 

 To choose a video conferencing system that in which the access codes for each 

conference ID is random and not static. 

 The host should able to be aware of the number of participants to avoid the 

presence of any unwanted participants. 

According to gbprotect (2012), the following video conferencing best practices should 

be followed: 

 Dynamic check of video traffic should be enabled through the firewall to detect 

the feasible anomalies.  

 Usage of centralized authentication is recommended as it helps to obey the 

administrative requirements such as password expiration and account lockouts. 

 Necessary patches and updates should be installed regularly. 
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 Enable audit logging and reporting. This will provide an audit trail and history of 

access attempts, both legitimate and otherwise, which is essential as part of a 

monitoring strategy to watch for unauthorized activity in the environment. 

 -If possible, disable remote/offsite administration of the video conferencing 

system, to prevent unauthorized users from attempting to log into the system 

from external sources. 

 The video conferencing policies ,standards and procedures should be complied 

with and documented 

 As VoIP software systems frequently change, they should be kept up-to-date 

constantly. 

 The personnel using video conferencing systems should be trained and educated 

on security issues, privacy, spywares, password security and encryption. 

 The details of video conferencing technology as well as conferencing security   

requirements should be learnt by the users in order for the video conferencing 

system to be used in the best possible way. 

Other recommendations are as follows: 

 Audit controls should be used to see whether video conferencing applications 

are secure and private. In addition, the security and privacy of data during 

transmission, storage and release to internal and outside entities should be taken 

in to consideration (Kuhn et al., 2005). 

 All the sensitive video conferencing data should be stored in a secure offline 

place(corneroffice, 2012) 

 Video conferencing software and hardware should be installed by an IT 

professional(corneroffice, 2012) 

 The data transmission should be secured by a supportable encryption standard 

which is suitable for the security level of the business involved. For instance, 

highest level of encryption is used in the most secure environment such as 

military or law enforcement (wainhouse, 2010). 

 

Furthermore in a study has been done by Valerie et al. (2010) in health domain 

regarding VoIP systems (video conferencing systems) a checklist (risk analysis) has 

been mentioned for privacy, security and HIPAA compliance of video conferencing 

systems such as Adobe connect now, Skype and Oovoo when used between a doctor 

and a patient as the privacy and security of these VoIP systems have been questionable 

for information technologists. The checklist should be used for VOIP systems when 

used in Telerehabitation or using the systems when transferring critical data. 

Apart from the security recommendations mentioned above, to prevent the possible 

security breaches risk assessment, compliance testing should be performed and having a 
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proper security policy, appropriate security controls and security awareness training is 

of paramount importance. 

 

 

3.14.7. Security training  

Having security does not mean to have security products and not be able to maintain, 

support or implement them properly. According to Yngström and Björck (1999), it is 

almost impossible to implement adequately secure system without having high quality 

education and training. As Karen Quagliata (2012) have stated, security awareness 

training is an important link in security chain. In addition, according to NIST well 

planned and coordinated security training improves behavior and attitude changes both 

at individual and organizational level.   

The result from Veseli (2011) thesis showed that the  an effective information security 

training improves and impacts the knowledge ,attitude and behavior of the participants 

and there is significant difference between who attended the training and who did not 

which shows that the information security program which has been designed was highly 

effective .Caldwell (2011) revealed that the security awareness training is of paramount 

importance as he has found out that in the organizations the internal VoIP traffic is not 

encrypted and it might be encrypted as they leave the boundaries of organization . 

However, just implementing security awareness training is not sufficient and it is 

needed to work on its effectiveness. According to Ilirjana Veseli (2011) effective 

security awareness training should be capable of influencing all three awareness 

dimensions in a positive way. 

 

3.14.8. Security policy 

Policies are established to introduce what is expected from the personnel when using 

organization assets and helps to recognize the security requirements that organizations 

must follow. Enterprises should have a documented security policy to address the 

telecommunications and VOIP services proper usage and create a secure network 

environment for VoIP systems (Thermos, 2009).This is needed for the enforcement of 

security requirements and suitable controls that an organization should follow. After the 

security policy has been deployed, the VoIP administrator should analyze the monitor 

logs, prevent connection such as Telnet, etc, prevent leakage of administrator password 

and so forth (Liu and Tu, 2011).According to the study’s findings done by Peter 

Thermos (2009) in 10 organizations in diverse sectors, only 2 out of 10 organizations 

had a security policy related to VoIP systems security. 
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According to one of the security specialist in paper done Kraemer and Carayon (2006) 

security policy development and deployment is one of the most important security 

issues. When there are no guidelines how the security of video conferencing systems 

should be created and kept, it will be difficult to enforce security or standardize it. 

Moreover, Information security body of knowledge should be based on national or 

international standards (COBIT, 2001; GMITS, 2001; ISO/IEC177799, 2000; IT 

Governance Institute, 2001a; IT Governance Institute, 2001b; National Institute of 

Standards and Technology, 2000) to make sure that all information security issues 

(technical and non-technical) are well considered (Kritzinger and Smith, 2008).That is 

to say, to make sure that the best security practices are implemented by the 

organizations and suitable level of security is in place, a set of benchmarks or standards 

should be used there are not any formulas to assure 100% of information security. In 

other words, a standard or a benchmark is needed to be followed to control governance 

over information security. Many standard bodies have been developed by private and 

government organizations to set standards and benchmarks to guarantee that legal 

regulations and best regulations are adopted in organizations (HeruSusanto et al., 2011). 

 

3.14.9. The Risk management, risk analysis  

The risk management is a tool to define the probable effect and cost of a special activity 

in an enterprise and that the impacts are at an acceptable cost. “Risk management 

provides rationale and justification for all information security activities (Domínguez, et 

al., 2010).Risk management addresses a tradeoff between security of systems and 

performance (Dabbebi et al., 2011). By the usage of suitable risk management, 

managers will be able to recognize the controls required to accomplish the missions of 

the organizations (Tohidi,  2011). For risk management to be done in VOIP networks 

the first step is the threats assessment intrusion detection systems and vulnerability 

assessment by using auditing tools. The second step is risk elimination by applying best 

practices, risk mitigation through protection systems deployment, risk transfer by 

signing an insurance contract and risk acceptance. Risk management involves a practice 

called “risk analysis”. 

 Risk analysis is a management tool, the standard for which are determined by whatever 

management decides it is willing to accept in terms of actual loss (Brouder and Tucker 

,2012).To conduct a risk analysis several tasks such as identifying the asset(s) and that 

should be protected, identifying the kind of risks that may have effects on the asset, 

determining the probability of the asset identified and determination of the impact or 

effect that the risk occurrence may have on the enterprise. The benefits of a thorough 

and comprehensive risk analysis are as follows: 

 It shows the real security profile of the organization. 
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 The areas with more or less security protection will be recognized  

 Security awareness will be increased by assessing and reporting the weaknesses 

of security to different level of users in the organization. 

The risk analysis should be done frequently. 

According to above definitions, risk analysis is one way to reduce the security risks and 

consequently the possible security breaches that they may cause and it should be 

considered in every organization. 

 

3.14.10. Compliance testing 

Policy is a set of rules defined to prevent unwanted situations such as system 

compromises to take place (Mirko et al, 2011).One of the necessary security 

requirement for infrastructure systems are policy compliance. Security compliance is 

conformance with the security requirements for using and configuring firewalls, 

penetration testing, virus scanners or other security mechanism. 

The main reason to IS security breaches is due to employees who do not comply with 

organizations security policies. To deal with the threats different technical protections, 

information management standards, security policies, secure system designs have been 

adopted. However, these are not sufficient and effective when the employees do not 

comply with theses security policies and procedures and thereby an efficient IS security 

demands not only the awareness of the employees but also compliance with security 

policies and procedures (Pahnila et al., 2007).According to (Steven, 2005) compliance 

testing can be defined as follows: 

“Security and Compliance testing are provided that can accommodate government 

regulations or private corporate security policies on disparate computing platform, 

network architectures, operating systems and applications by using centralized and 

universal vulnerabilities definitions mapped to a set of regulation. The mapping is 

applied to security screening results to determine what vulnerabilities if any exist with 

their corresponding regulations that are being violated”. 

 

3.14.11. Video conferencing system security protection 

Another best practice to have a secure unified communication system such as video 

conferencing systems is the implementation of VoIP -ready firewall which is capable of 

managing the latency-sensitive demands of voice traffic (Almeida and JustinoLourenço, 

2011), analyzing VOIP protocols and checking VOIP diagrams is required. 
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Firewall deployment is a fundamental step of securing network and prevents hackers 

and malicious softwares to gain access to the network. The method, in which the 

firewalls make decisions to allow a packet through based on address, port and message 

type ,is problematic for video conferencing and H.323applications.H.323 has got two 

parts a connection phase and a transmission phase .The connection phase is on well-

known port 1720 and is allowed through the firewall. Nevertheless, video conferencing 

units discuss the transmission ports and thereby the packets will be dropped when 

reached the firewall as firewall does not have the knowledge of this negotiation. There 

are some solutions to this problem. One solution is to open the network during video 

conferencing sessions by disabling the firewall on the RTP port range. Yet, security 

wise it is not a solution. Using GNU gatekeeper software is another solution to the 

problem. This software runs on dedicated server that enables the connections of video 

conferencing end-points. The video conferencing unit first connected to the gatekeeper 

and the gatekeeper is responsible for traffic forwarding through the firewall. The 

gatekeeper must have unlimited access to both the inside and outside of the network to 

bypass the firewall. The problem with the gatekeeper is that if compromised 

unrestricted access to the internal network will occur. Other solutions are using 

multipurpose firewalls such as Cisco pix firewall which capable of examining the body 

of H.323 packets and make decisions based on the contents. V2IU system which is a 

Polycom solution is another way which designed to allow h.323 through firewall by 

tunneling using H.460 protocol (Trueb et al, 2007). 

 

3.15. Security Awareness 

Security has got different dimensions. The solution to security issues includes physical, 

logical and procedural protection. The organization should make sure that the proper 

solution has been implemented. However; some security issues are not clear unless they 

happen and thereby there should be full understanding of what should be done to 

prevent the security incident to take place. In other words, security is a combined 

science which includes people’s psychology and behavior (Yoshikai et al., 2011). In 

order to have security, all the people in the organization from top management to end 

user should supportive and involved. The security policy cannot be efficient unless it is 

known and accepted by the staff (Furnell et al., 2002). However, security is not an 

interesting topic for a lot of people as they consider security time consuming, 

problematic and an interference to use the system they want to utilize and thereby it is 

not used willingly by the people. The exception is when they have suffered a security 

incident and they want to avoid it from happening again (Chipperfield and Furnell, 

2010). 

Human errors and lack of knowledge and information security lack of interest and 

ignorance are the main reasons of information security incidents and the security 
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incidents caused by people inside the organization is much damaging than the other 

reasons of security incidents occurrence. In other words, information security cannot be 

protected in an organization without the people involved understand their 

responsibilities in the organization understand the IT security policy and procedures and 

have sufficient knowledge of different management, operational and technical controls 

to protect the IT resources. Whiteman et al. (2001) assert that to make the security 

policy feasible, the user should understand and accept the needed safeguards. Insiders 

and users are the weakest links in an organization when it comes to information security 

(Siponen, 2002; Shaw et. al., 2009; Spitzner , 2010 and Micheal callanhan, 2008). This 

is due to the fact that the user is involved deeply in daily operation and humans wrong 

behavior are the cause to the most risk exposure and security breaches in an 

organization (Veseli, 2011) .Nonetheless, it is difficult to control the behavior of people 

in an organization and people are mostly unaware and under-trained of security 

requirements (Johnson, 2006). According to ISF (Information security forum), the most 

members do not committed enough time and resources to their activities and they don’t 

invest enough in this awareness. Users intentionally or unintentionally bypass the 

security processes and cause security breaches (Veseli, 2011 ).Information security is 

continuing to be ignored by top management, middle management and employees and 

cause the organizational systems to be less secure and the security breaches to be more 

frequent (Whiteman, 2003).  

 The above reasons as well as the constant changes in policies and procedures make the 

information security awareness significant. If we look up the word “awareness” in 

Oxford Dictionary of Current English, awareness is defined as “knowledge or 

understanding of particular subject or situation” “category”. Awareness is defined in 

NIST Special Publication 800-16 as follows: “Awareness is not training. The purpose of 

awareness presentations is simply to focus attention on security. Awareness 

presentations are intended to allow individuals to recognize IT security concerns and 

respond accordingly. “Siponen (2000 a) mentions that security awareness is a state for 

users in an organization to be aware and committed to  their security missions that has 

been mentioned in security recommendations and best practices or security policy. The 

aim of information security awareness is to change the employee’s behavior in a 

positive way in an organization (Veseli, 2011). 

Clearly, the security awareness is an essential part of security management which makes 

the people aware of security risks and concerns and respond based on that. Hansche 

(2001) and Everett (2006) put awareness after risk analysis, security policy and 

countermeasure design. Security awareness should be aligned with security vision and 

philosophy (Figure 8). 
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Figure 8. Security awareness as a part of security management (Solms, 1999). 

 

 

3.15.1. Security awareness from standards perspective 

Extracts from different security standards regarding security awareness state the major 

requirement of security awareness. 
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 ISO 13335 

Part three of ISO 13335 has outstanding guidance for information security including 

awareness. 

 

 BS 7799 

Section 8.2.2 of BS 7799 includes the following regarding security awareness: 

Information security awareness, education and training  

“all the employees and the organization and, where relevant ,contractors and third 

party users should receive appropriate awareness training and regular updates in 

organizational policies and procedures as relevant to their job function”. 

It has been also stated that the training should be ongoing and based on the roles and 

responsibilities of people who are involved. Based on the research conducted, this 

definition has been followed. 

 

 ISACA
13

/COBIT
14

 

Awareness is one of the six major guidelines of COBIT (which is from ISACA) control 

framework. 

 

 ISF
15

 

ISF which has member from big organizations across the world has published the SOFG 

(standard of good practice). The following is a part of it: 

“Awareness of information security should be maintained via effective awareness 

programs covering all individuals with access to information or systems within the 

enterprise employees (including contractors) should be provided with guidance to help 

them understand information security the importance of complying with 

policies/standards and to be aware of their own personal responsibilities.” 

The level of awareness should also be reassessed frequently.  

 

                                                 
13Information Systems Audit and Control Association 
14Control Objectives for IT 
15Information Security Forum 
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 OECD  

Nine principles have been published by the organization for economic Co-operation for 

information systems security which awareness is a part of it. 

 Awareness 

“Participants should be aware of the need for security of information systems and 

networks and what they can do to enhance security. 

Awareness of risks and available safeguards is the first line of defense for the security 

of information systems and networks. Information systems and networks can be affected 

by both internal and external risks. Participants should understand that security 

failures may significantly harm systems and networks under their control. 

They should also be aware of the potential harm to others arising from interconnectivity 

and interdependency. Participants should be aware of the configuration of, and 

availability updates for, their systems, its place within networks, Good practices that 

they can implement to enhance security and the needs of other participants”. 

 

Eight Other principles such as security management and risk assessment have been 

mentioned in this standard however, the emphasis on the awareness is strong. 

Understanding different information security threats and the vulnerability of these 

threats is awareness of information security. Nevertheless, just understanding the threats 

is not enough and what makes the people to be committed and try to prevent the threats 

is their perception that the security threat may occur. Without employee being aware of 

their responsibilities and their rights, a strong security architecture and development of 

security guidelines and policies is less effective (Tomas R., 2005). Furthermore, 

technical controls are not sufficient without the awareness of users regarding security 

concerns and the prevention methods. Straub and Welke (1998) indicate that lack of 

manager or user awareness can cause a great risk no matter how much has been invested 

in technical security and security planning. In other words, as it has been stated by many 

scholars lack of manager and user awareness is the major hindrance to have an efficient 

information security (Loch et al., 1992; Niederman et al., 1991; Siponen, 2000; Straub 

and Welke, 1998). 

The security awareness is based on three correspondent dimensions “knowledge” (what 

a person know), “attitude” (what they think), and “Behavior” (what they do) (Figure 9). 

These dimensions are based on three components affect, behavior and cognition. 
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Figure 9. Information security dimension, knowledge, attitude, and behavior 

(Veseli, 2011). 

                                  

Changing the knowledge needs thoughtful planning. It is the matter of giving 

information to the right time to appropriate people However, knowledge is not just 

enough according to Mcllwraith (2006) in terms of awareness and people should change 

their attitudes and behaviors too in order to act in a way that is appropriate to the value 

of the information they handle as part of their everyday work activities. Attitude is 

statistic relates to the quality of actions (Siponen, 2000a). Changing attitude is harder 

than knowledge .It needs producing the problem and encouraging the people to suspend 

their misbelieves. The good behavior must be built and is important for information 

security (Mathisen, 2004).Changing the behavior is the hardest part and needs the clear 

understand of desired behavior (lacy, 2009). Measuring three dimensions such as 

knowledge, attitude and behavior is not an easy job to be done. Some of the effective 

methods to measure the security awareness of the employees has been mentioned on the 

“Measuring the effectiveness of Information security awareness training “white paper 

by Davis (2008). To get the best result to measure theses three dimensions are to use the 

methods below which have been categorized based on the dimensions (Table 1). 

 

Table 2.Effective methods to measure awareness dimensions (Davis, 2008). 

 
 

Regardless of what level the user is, the security awareness and education should cover 

all the users in the organization including senior and executive management the staff 

and all the people who use and have access to information in the organization (Nellis, 
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2012).Making people (member of staffs at all level) aware of their roles, responsibilities 

and risks they are dealing with has an effective impact on information security (Pahnila, 

2007).As a case in point, in order for managers to comprehend the threats and follow 

the security practices is to identify their own vulnerability related to information 

systems (Hyeun-Suk Rhee et al., 2011). Furthermore, Security personnel should be well 

educated in security policy and best practices, System owners should be aware of 

security policy and security controls and security requirements relevant to the system 

used, System administrators need to be aware of technical knowledge in security 

practices and implementations and Operational managers and system users need to have 

security awareness on security controls (Virginia’s Community Colleges, 2007). 

According to the multi-dimensional Information security Retrieval and awareness 

model proposed by Kritzinger and Smith (2008) suited for industry, the level of 

information security of the stack holders which have been illustrated in the following 

figure should be measured in respect of a particular security issue to determine whether 

there is a lack of knowledge regarding that security issue or not (Figure 9). In this 

model, measuring and monitoring the current information security awareness status in 

the organization has been emphasized. The level of information security awareness of 

each stakeholder relent to the IT authority level of that stakeholder should be measured. 

Such level of awareness should be measured on a scale ranging from 0 to 100% based 

on the information security test consisting of multiple choice questions related to a 

specific information security issue. The questions should be based on information 

security documents which are based on NIST, COBIT, ISO 17799 and so forth .Each 

stakeholder should be tested regularly to ensure that human-related information security 

breaches are minimized as far as possible. 
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Figure 10. Stakeholders (Kritzinger and Smith, 2008). 

 

According to Thomson and Von Solms, (1998), security awareness and training should 

involve three different groups of people: top management, IT personnel and end –users. 

The importance of studying IT personnel as a separate occupational group has been said 

by a lot of researchers such as Orlikowski and Baroudi (1989), Myers (1991) and Kling 

(2003). Previous studies looked at the importance of the role of IT personnel in 

deployment of advanced IT applications in organizations. In terms of security, one of 

the ideal situations is that there should be facilities for the staff with major responsibility 

such as IT administrator to have specialist security training courses (Furnell et al., 

2002). 

IT personnel have the responsibility of identification, implementation and management 

of the controls which ensure that the information security policy in the organization is 

followed (Mark Thomson, 2011).In addition, IT personal is responsible for the technical 

side of information technology resources  and technical implementation of  security 
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controls  and demands highly technical knowledge about controls and thereby cannot be 

classified as end users (Johaness fredrik van, 2005). All the IT roles selected in this 

thesis has been mentioned in NIST 800-100. 
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4. Methodology 

In this chapter, research purpose, research approach, data collection methods as well as 

data analysis methods has been presented. 

 

4.1. Research purpose 

Researches seek different purposes. The most common research purposes which many 

studies are based on are descriptive, exploratory and explanatory research (Yin, 1994) 

which will be described briefly. 

 

4.1.1. Descriptive research 

The precise explanation of events, situations or persons is a descriptive research which 

shows the characteristic of something or somebody by answering who, what, where and 

how questions. 

It is also used when building up empirical generalization. By explaining and describing 

this generalization the theory is built (Saunders et al., 2007).Based on the definition 

above, the method of research is descriptive as the awareness of IT managers and IT 

staff has been evaluated and described. 

 

 

4.1.2. Exploratory 

This research is used when the problem is not well known or there is not enough 

knowledge accessible. It can be used for better understanding of the problem. The 

researchers should be ready to alter their research direction as new information is found 

(Saunders et al., 2007). The best technique used in this research is interviews with 

experts in the field (Yin, 1994). 

 

4.1.3. Explanatory 

This research focuses on studying a situation or a problem in order to explain the 

relationship between variables. Hypothesis is needed in this research. By explanation 

the complex thing become comprehensible by showing how different parts are related to 

each other and that is the definition of theory (Mogimi, 2006). 
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As we don’t know the level of awareness of IT personnel regarding video conferencing 

system, the research is exploratory in nature. 

 

4.2.Research approach 

In this section, the chosen approaches in this research will be presented and described. 

 

4.2.1. Inductive 

In an inductive approach, the theory will be developed at the end of the research from 

observations or ideas. Sunders et al. (2003) asserts that in inductive research (building a 

theory), the researcher collects data to develop a theory .The qualitative research is 

related to inductive research in which a lot of methods are utilized to collect data and 

discover the problems in different perceptions (Gray, 2004 ).According to the 

definitions above, our research is an inductive research. 

 

4.2.2. Deductive 

In this research, the literature will be used to identify theories and ideas that will be 

tested .In other words, you test the theoretical framework you develop .In other words, 

based on theories, the information are selected and the result are related to theories 

(Jonsson and Sanders,2000).In other words, based on what Saunders et al.(2003) 

believes, in deductive research which is known as testing a theory, researcher defines a 

theory or hypotheses and designs a research strategy to test the formulated. 

 

4.2.3. Qualitative versus Quantitative research 

Glafshani (2003) states that “Qualitative research uses a naturalistic approach that seeks 

to understand phenomena in context-specific settings such as “real world setting 

[where] the researcher does not attempt to manipulate the phenomenon of interest" 

(Patton, 2001, p. 39)”. 

In other words, qualitative research is a methodical gathering, organization and analysis 

of written material resulting from talk and observation (Malterud, 2001). According to 

Patton (1990) the researchers are able to study chosen matters in details and in depth by 

using qualitative methods. 

In this research approach various claims to knowledge is investigated. In qualitative 

research, the researcher has this chance to investigate a subject in its true style and have 
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a better understanding the complexity of a phenomenon. Moreover, it defines how 

people think in a specific way and why (sunders et al, 2007).Another reason for using a 

qualitative research design is the fact that the research allows the researcher to adopt an 

exploratory (Kraemer and Carayon, 2007).Nevertheless, in quantitative research, the 

data is utilized to objectively measure the reality. In this kind of research a problem is 

defined, hypothesis and literature review are formed and data will be analyzed 

quantitatively. Data collection is numeric and the researchers use mathematical models 

to analyze data (Sunders et al., 2007).Based on above definitions, both the qualitative 

and qualitative approach has been used in this research due to the fact that in order to 

use the Microsoft excel pivot table qualitative data has been coded to quantitative data . 

 

4.3.Research strategy 

Hence, to study the awareness of the IT personnel regarding security requirements in 

video conferencing systems, the questionnaire will be used which will be  based on 

three correspondent dimensions “knowledge” (what a person know), “attitude” (what 

they think and believe), and “Behavior” (what they do) mentioned in theory. The 

questions are formulated and categorized based on awareness dimensions using various 

sources including  video conferencing systems risk assessment established by Watzlaf et 

al. (2010), VoIP systems enterprises security recommendation (Liu and Tu, 2011), 

SANs video conferencing recommendations along with our background on the topic 

studied. Awareness level among respondents based on data gathered from the 

questionnaire will be presented and discussed. 

 

4.4.Data collection method 

According to Patton (1990), data collection in qualitative method describes meaning and 

provides rich and profound description. 

Different ways of data collection exist. The most common one is questionnaire which 

needs a lot of effort and thought to be designed. With the usage of questionnaire data 

will be collected to answer the research objective. In this study the primary data has 

been elicited from a web-based questionnaire .The population for this study IT 

personnel of different firms and enterprises. The questionnaire is structured and 

containing an open-ended question, scale questions, category questions and close 

questions which have been distributed via internet. As a part of qualitative approach, 

structured questionnaire (Kvale & Brinkman, 2008) which is based on the principles of 

survey and questionnaire design has been used (Oppenheim, 1992).The following figure 

shows the method utilized to design the questionnaire. The method used for the 

awareness measurement is adopted from Kruger & Kearney (2006) prototype. The 
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questionnaire then was pilot tested with two people as according to Lacys (2009) 

recommendation in his book “managing human factors in information security” the 

questionnaire should be tested to make sure that it is not vague and is not interpreted in 

different ways. The people involved in pilot testing were specialist in the field of VOIP 

and unified communications and after making some changes the link was distributed by 

email. The questionnaire studies the awareness level of personnel from different 

organizations both in public and in private sector. 

The questionnaire is based on the three dimensions below (Figure 11): 

 Knowledge (what the respondent know regarding video conferencing guidelines 

and recommendations), 

 Attitude (what the respondent believe and think regarding video conferencing 

guidelines and recommendations), 

 Behavior (what the respondent do regarding video conferencing guidelines and 

recommendations). 

However, owning to the fact that a questionnaire or survey based on knowledge has 

many benefits and gives a clear idea regarding the knowledge of people with regards to 

information security (Khan et al. , 2011) and the actual behavior may not be measured 

accurately by the questionnaire itself and the respondents may not be honest regarding 

their behavior in terms of security in video conferencing systems, (Kruger & Kearney, 

2006), our questionnaire is more focused on questions which test the knowledge of the 

selected group for this study with regards to video conferencing recommendations.  

Yet, it is accepted that not all the respondents will lie and the questions testing behavior 

will at least give the indication of people’s behavior (Kruger & Kearney, 2006). 

 

 
Figure 11. Example questions for awareness assessment (Kruger & Kearney, 

2006). 
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Choosing a group in which the people have the same chance of being selected is 

sampling which has done for data collection in this thesis.  

There are three ways of sampling : 

Purposive sampling inthis sapling the group is selected based on the criteria related to 

research question  

Quota sampling In this type of sampling the number of people as well as the desired 

charactristics of the chosen group is decided . 

Snowball sampling In this type of sampling which is also called chain referral 

sampling which is a type of purposive sampling the participants whom has been 

contacted  use their social network  to refer the researcher to other people  who can 

participate or contribute in the study 

Based on the definition above snowball sampling has been used as the researchers have 

contacted who were available then asked them others to suggest and distribute the 

questionnaire to. 

 

 
Figure 12. Sampling techniques (Peoplelearn, 2012). 

 

A total of 100 questioners were distributed and responses were gathered over a period of 

one month.  The questionnaire is targeted at experts in IT field working in well-known 

companies. It was really difficult to get answers from these selected groups as they were 

really busy. At the end of this time, however, we managed to get 40 usable responses. 

We eliminated 6 responses due to the fact that 6 people skipped a lot of questions and in 

our opinion partially completed questions were useless (Table 3). 

 

Table 3.  

Sent questionnaire requests 100 

Completed questionnaire 40 

Elimination due to incomplete answers 6 
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 All the data gathered has been illustrated, summarized and analyzed by frequency 

diagrams drawn by Microsoft EXCEL.Cross tabulation (pivot table in Excel) has also 

been used as an analytical tool. Cross tabulation is a process made with two or more 

variables that are tabulating the results of one against the other .It shows the 

interrelation of two varaiables and the interactions between them .For this purpose 

,pivot tables are useful for creating unweighted cross tabulations (wikipedia, 2012). The 

chi square statistic is also used for testing the statistical significant of cross tabulation. 

The chi-square statistic along with the related probability of chance observation may be 

computed for any table and shows whether two variables have any relations or not. The 

following shows how the observed differences between variables are significant or not 

(Veseli, 2011): 

1. If probability >0.1, the observed difference is “not significant” 

2. If probability <=0.1, the observed difference is “marginally significant” 

3. If probability <=0.05 ,the observed difference is “significant“ 

4. If probability <=0.01 ,the observed difference is “highly significant” 

To perform the analysis ,the questions have been categorized based on awareness 

dimensions .In our questionnaire, questions 9, 13, 18, and 20 are to test  attitude 

dimension, Questions 10, 23, and 26 are to test behavior dimension and rest of the 

questions are related to knowledge dimensions . 

 

4.5.Quality standards 

In both qualitative and quantitative research, the researcher should be able to show that 

their studies are trustable.  In quantitative research; the believability of the research 

depends on the instrument construction. On the other hand, in qualitative research, it 

depends on researcher capability and strength  (Golafshani, 2003) and the researcher is 

the instrument (Patton, 2002) and their data collection is based on their personal 

contribution such as interviews and observations (Leedy and Ormrod, 2009). To 

guarantee the quality standards, relevant data has been selected and feasible precautions 

were considered. The questions in the questionnaire was designed using literature and 

risk analysis done for video conferencing systems security, checked with the supervisor 

and then pilot tested by two experts in VOIP field. The anonymity of the respondents 

was promised and they participated willingly. Based on all the factors mentioned, we 

assume that the questionnaire is valid and trustworthy. 
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4.5.1. Validity 

“An account is valid or true if it is represents accurately those features of the 

phenomena” (Hammersley, 1987; Leedy and Ormrod, 2009) indicated that “ The 

validity of measurement is the extent to which the instrument measures what is actually 

intended to measure”. 

In other word, validity is the correctness; meaningfulness and trustworthiness of the 

research. In terms of our research, all the questions used in the questionnaire are related 

to the research aim and objectives and covers the important aspects of video 

conferencing systems security. Data was also analyzed with high level of accuracy. 

 

4.5.2. Reliability 

“The reliability of the measurement is the extent to which the instrument yields 

consistent results when the characteristic being measured has not changed “(Leedy and 

Ormrod, 2009).In other words, reliability is the extent the research findings can be 

reproduced if the same research method is utilized (Ritchie and Lewis, 

2003).Nonetheless, it is difficult to reproduce the qualitative study as they show the 

realities at the time they were collected and the situation which can be changed 

(Marshal and Rossman, 1999; Seale, 1999). Accordingly, a good reliability can be 

developed by showing the readers as much as the possible the actions taken which have 

caused the particular conclusions (Seale, 1999).The research has been done without any 

interference from us to cause any biased responses. 
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5. Data gathering 

According to Polkinghome (2005) “The purpose of data gathering in qualitative 

research is to provide evidence for the experience it is investigating. The questions have 

been categorized based on awareness three dimensions. 

The protections of the participants have been assured by allowing them to respond the 

questions anonymously. 

In data gathering the primary data has been elicited from the web-based questionnaire. 

One of the advantages of online questionnaire is being cost effective in compared to a 

mailed questionnaire. In addition (Gosling et al., 2004) affirmed that the online 

questionnaires can produce data similar to data gained through face-to-face contact and 

interview (Leedy and Ormrod, 2009). The participant protection was assured by 

allowing them to response the questionnaire anonymously. 

We put all the questions on survey monkey website which is an online survey hosting 

service and is a widely used commercial website for online surveys and questionnaires 

and we asked people to answer the web-based questionnaire through the link send to 

them. The questions are formulated based on various sources, including: the video 

conferencing systems risk assessment established by (Watzlaf et al., 2010), VoIP 

systems enterprises security recommendation (Liu and Tu, 2011) along with our 

background on the topic studied. 
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6. Data analysis and discussion of findings 

In this section the descriptive analysis of each questions and possible explanations for 

that has been presented. Furthermore, the findings have been compared with video 

conferencing security recommendations which have been stated in literature. 

The population for this study is IT personnel working in different organizations around 

the globe. Base on the study, majority of the respondents (N=34) are from Asia 

(N=17).The other respondents are from Europe (N=12), America (N=3) and Australia 

(N=2). 

 

6.1.The result based on size of organization and role 

As it is presented in the Figure 13, most of the respondents are representative of 

enterprises and medium firms. It was almost an equal number of participant belong to 

large firm (11.8%) and small firm (8.8%) in the questionnaire. 

 

 
Figure 13. 

 

The figures below (Figure 14) illustrate respondents by their job functions. As it comes 

into view from the above figure, IT specialists, IT support specialists and network 

administrators comprises the majority of the people studied. All the IT roles here have 

been mentioned in NIST special publication 800-16. 
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Figure 14. 

 

6.2.Types of technology used 

Video conferencing system users were asked to indicate the technology they use. Based 

on the results collected, 32 respondents have answered the questions and two have 

skipped. The majority of the respondents use CISCO unified communication systems 

with Telepresense (53.12%).The other solutions including Tandberg (12.5%), Microsoft 

Lynch (9.37%), Avaya and Webex (6.25%) have been mentioned. Four respondents 

have indicated open source as the technology used. Solutions such as Alcatel, Siemens, 

Aastra, Skype enterprise (one small firm), Polycom, are also used in organizations 

based on the data collected. What this finding tells us is that the majority of the 

organizations invest on high quality video conferencing systems. 

Four respondents have indicated open source as the technology use. According to SANS 

(2003), due to the risks involved using open source if the people don’t be concerned 

regarding security and organization does not have a proper security policy on the usage 

of open source.  

According to the study, three out of four organizations (small firms and medium firms) 

using open source, three does not have proper security policy regarding the usage of 

their video conferencing system for business meetings and strategic data and sensitive 

data which needs attention. 

 

6.3.Use of video conferencing technologies 

The majority of the respondents are using video conferencing systems for business 

meetings and board meetings which show that the high level of security is required for 

these organizations (Figures 15). 
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Figure 15. 

 

 

6.4.The results based on the information exchanged 

As the Figures 16 illustrate, as the board meeting (internal meeting) is the most common 

usage of video conferencing systems, the most information exchange is the internal 

business communication. External data, Strategic data and sensitive data is also 

exchanged with 66.7%, 60.6% and 39.4%, respectively. The least amount of data 

exchanged is financial data which is 27.3%.The figures indicate that on the whole the 

video conferencing systems are used to exchange critical data which shows again the 

necessity of high-level security. 

 

 
Figure 16. 

 

 



56 

 

6.5.Awareness level -knowledge 

 

6.5.1. Encryption 

As users of video conferencing systems are related to government agencies, defense 

agencies and industrial companies, the contents of video conference includes business 

secrets and private information (Yah and Jing, 2010) and video should be encrypted. 

Encryption technology has become so important that manufacturers are considering 

securing the video conferencing systems by applying encryption technologies in their 

codec designs (Trueb, 2007).  

From the observation of the result it was found out that almost 60% of respondents have 

encryption on Audio and Video while transferring internal external, strategic, sensitive 

and financial. According to one of the IT managers in an enterprise using Cisco 

telepresense “Audio and video and whiteboard and IM are encrypted using native 

encryption standards”. However, the majority of respondent did not use encryption for 

white boarding and IM. The study reveals that 20.6% are not using encryption while 

using video conferencing systems for mostly for board meetings and business meetings 

transferring internal and external communications and strategic data which is something 

to be concerned of. Two out of three small companies as well as two medium firm 

which are all using open sources as the video conferencing system technology are 

among the companies which don’t use encryption at all .As the rest of the participants 

who does not use encryption video conferencing systems such as Alcatel-Lucent, 

Polycom and Cisco, which mostly have built-in security, the possible explanation for 

this finding is that they have been set up without paying attention to security. An IT 

specialist has confirm this with “the video conferencing systems such as Tandberg and 

Cisco which they use in their enterprise have built in encryption; however, they use 

basic level encryption as they think that they don’t require the high- level of encryption 

and it is safe and no problem is going to happen as they have got different branches 

with different bandwidths and using voice and video on their intranet”. Moreover, 

according to one of the IT specialist in a medium firm which uses Polycom video 

conferencing systems “I don’t know whether Polycom encrypt the components” this 

states that the revision of video conferencing system websites for security features and 

policies is also overlooked. With regards to whiteboard and IM, it can be said that it 

should be secured based on the security level required and as the respondent are using it 

for board meetings and critical data encryption on whiteboard and IM can be used. The 

result can confirms the fact the media stream encryption as well as signaling does not 

occur in the organizations (Thermos, 2009) and the internal VoIP is not encrypted and it 

might be encrypted as they leave the boundaries of organization (Tracy Caldwell, 2011) 

(Figure 17). 
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Figure 17. 

 

 

6.5.2. Video and Audio recording 

As video conferences are recorded for later-on usage, due to the fact that the 

information discussed in these conferences may contains sensitive data, the data storage 

should be secured and isolated the information discussed in these video conferencing 

could be sensitive data storage should be secured and separated from other network. 

Using hard drives and standard computers are not recommended to be used as they are 

suitable to external and internal intrusion (Wainhouse, 2010). According to SANs, all 

the sensitive video conferencing data should be stored in a secure offline and off-site 

place (Figures 18 and 19). 

 

 

Figure 18. 
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Figure 19. 

 

All the people storing their video conferencing on external storage belive that they 

shouls also be kept in off-site facilities in different goegraphical locations (Figure 20). 

 

 
Figure 20. 

 

The finding that stood out in this study is that the majority of the respondents (76.5%) 

record their video conferencing systems and 61.5% encrypt the recorded 

communications. Based on the findings, there are three groups involved which needs 

attention: The first group record encrypts the recordings but keep the on the same 

system. Owning to the fact that they mostly use video conferencing for transferring 

strategic, sensitive data, it is kind of alarming as based on theory it is vulnerable to 

losing the data. The second group records the conferences but keep it on the same 

system without encrypting them which is more alarming this group transfers mostly 

internal and external communications and in two cases strategic data and sensitive data. 

The third group records the conferences and save them on external storage without 

encrypting them. As they transfer sensitive, strategic and in one case sensitive if they 
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are using services to keep the recordings off-site, they should be aware whether a third 

party can have an access to them or not. 

According to one of the IT managers in an enterprise “they record important and 

sensitive communications and they are protected. Based on the nature of the 

requirement, they save some on local and some on external storage “one of the system 

administrators in a large firm using video conferencing for interviews and business 

meetings and transfer internal communications has indicated that there is no need for 

recording to be encrypted. 

 

6.5.3. Training 

That security awareness training is an important link in security chain is something 

undeniable.  According to Yngström and Björck (1999), it is almost impossible to 

implement adequately secure system without having high quality education and 

training.The results fro the study (Figures 21 and 22) reveals that half of the respondents 

don’t have any training in terms of video conferencing systems and the study shows that 

none of the small firms under study have any training regarding security in video 

conferencing systems security.All the respondents have confirmed that the training 

sessions enhance their skills. 

 

 
Figure 21. 
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Figure 22. 

 

6.5.4. Risk analysis and risk management 

The high proportion of respondents (76%) is of opinion that risk assessment is “very 

important” or “Moderately important”. This pattern present that the respondents are 

aware of the importance of risk assessment for VoIP systems and network. In terms of 

“slightly importance” and” optional”, the result shows that 5 out of 8 respondents did 

not have any trainings regarding video conferencing systems security in their 

organizations and they were representative of medium  and small firms. Depending on 

the policy and criticality of the data, it is chosen whether once a year or twice a year is 

sufficient to perform risk analysis and penetration testing. Nonetheless, once a year is a 

must. An IT manager stated that “Twice a year is mandatory it depends on how much 

systems carrying sensitive information” and “Remedial action plan is needed”. The 

respondents in two small firms which use video conferencing for internal 

communication as well as sensitive data does not perform any penetration testing or risk 

analysis and they don’t have any remedial action plan to pursue. Similarly three 

respondents representative of medium firm also indicated that they do not perform risk 

analysis and they don’t have any action plans to pursue. On the whole, most of the 

organizations do the risk analysis and penetration testing and have an action plan due to 

using video conferencing system to transfer strategic, sensitive and in some cases 

financial data (Figures 23 to 26). 
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Figure 23. 

 

 
Figure 24. 

 

 
Figure 25. 
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Figure 26. 

 

6.5.5. Video conferencing system and security policy 

Enterprises should have a standard security policy to address the telecommunications 

and VOIP services proper usage and create a secure network environment for VoIP 

systems (peter thermos, 2009). Moreover, Information security body of knowledge 

should be based on national or international standards (COBIT, 2001; GMITS, 2001; 

ISO/IEC177799, 2000; IT Governance Institute, 2001a; IT Governance Institute, 2001b; 

National Institute of Standards and Technology, 2000) to make sure that all information 

security issues (technical and non-technical) are well considered (Smith, 2008). Figures 

27 to 28. 

 

 
Figure 27. 

 



63 

 

 
Figure 28. 

 

 

According to the findings, most of the respondents (66.7%) have proper security 

policies regarding video conferencing systems. In addition, 17 out of 32 respondents 

state that their security policy follows national and international standards. According to 

one of the IT managers “All the big enterprise level organizations have security policies 

and it is confidential”. Among the respondents answered the question exchanging 

sensitive data, three were unaware of whether they have any security policies regarding 

video conferencing systems or not. According to the findings, 8 respondents said that 

they don’t have any proper security policies regarding video conferencing systems. In 

two small companies, five medium firms and one enterprise, which use the video 

conferencing systems for business and external meetings and to transfers strategic data 

the respondents, indicated that they do not have security policies regarding video 

conferencing systems. With regard to following any specific security standards, 10 out 

of 34 do not know whether their security policy follows any national or international 

security standard or not. In four enterprises, the IT support specialist, network 

administrator and system owners does not know whether their policies follow any 

international or national standard. Similarly, it is true for network administrator in 

medium firm and a small firm. 

 

 

6.5.6. Security technologies used to secure video conferencing systems 

According to Waklawsky (2006), P2P applications such as instant messaging, video 

conferencing and open source sharing are vulnerable to threats in an enterprise. Hence, 

strengthening VOIP systems security is essential.  To protect the VoIP services from 

security threats different VoIP aware solution should be deployed to avoid degradation 

of VoIP service quality and consistency. Usage of security devices such as VoIP Host 
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and network IPSs, network IDSs, VOIP anti-virus and firewall, encryption engines is 

recommended. Liu and Chunxia (2011) state that to guard the operation of VOIP 

systems, some main technologies and measures are needed. 

 

 Video conferencing security protection 

 

 
Figure 29. 

 

 

 

 VOIP firewall  

To have a secure unified communication system such as video conferencing systems is 

the implementation of VoIP -ready firewall which is capable of managing the latency-

sensitive demands of voice traffic and analyzing VOIP protocols (Almeida and 

Lourenço, 2011).In other words, firewall deployment is a fundamental step of securing 

network and prevents hackers and malicious softwares to gain access to the network. 

The study shows (Figure 29) that 79.4% of people which means 6 (medium firm (N=4) 

and small firms (N=2)) asserted that they are not using VOIP firewalls. These people 

use video conferencing systems for business and external meetings and to exchange 

internal, external and in 3 cases strategic data. 

The possible explanation is that a traditional firewall maybe used and during video 

conferencing sessions the firewall is disabled on the ports required for communication 

which is not a solution security wise .It also can indicate that respondents are not 

security conscious and avoid complex firewall configurations which are hard to make 

secure and convenient to use. 
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 IPS /IDS 

IPS/IDS, the last defense of the systems behind firewalls, are a popular notion in IP and 

VOIP based networks (jura Matejka, 2010). According to the questionnaire,24 people 

are using IPS.As a result number of respondents (N=10)are not using IPS and just two 

are using IDS instead of IPS .For system security, Anti-virus and Anti-malware 

deployment is another way of mitigating risks of unified communications which has 

been used by all the users in different firms. As security controls such as Anti-malware 

have a negative effect on the ability to process video conferencing data both sending 

and receiving (Nefsis, 2012) and thereby affect the performance, the control should be 

based on their operational requirements. However, as most of the respondents use the 

video for important meetings as well as exchanging critical data, the security controls 

are needed and this means that this area needs attention. According to one IT manager 

in an enterprise “The organization may not leverage to deploy IDS/IPS” 

 

6.5.7. Compliance testing 

According to the study findings, most of the respondents agree with the fact that policy 

compliance and its testing to determine whether the respondents stick to the security 

policies defines or not. The respondents for whom the compliance testing was slightly 

important or not at all important were network administrator (N=2), IT managers (N=1), 

IT specialist (N=1) and IT support specialist (N=2). 

Interestingly, all the respondents representative of these organizations did not have a 

proper security policy regarding video conferencing in their organizations (Figure 30). 

 

 
Figure 30. 
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6.5.8. Video conferencing and security guidelines 

According to the findings ,most of the participants are aware of the video conferencing 

guidelines. Nevertheless, totally 11 people were slightly aware or completely unaware. 

What the study revealed was that the respondent representative (IT managers (N=1), 

system administrator N=1, Network administrator N=2, IT support specialist N= 3) of 

medium firm and large firm who are unaware or slightly aware of the video 

conferencing guidelines did not have any training for video conferencing systems in 

their organizations. Just Two respondents (system owner and IT manager) had training 

in their organizations and are slightly aware of the security guidelines. Two out of three 

respondents in small firms are also completely unaware or slightly unaware of the video 

security guidelines did not have any trainigs (Figure 31). 

 

 
Figure 31. 

 

6.5.9. Video conferencing physical security 

SANS has a check list to secure videoconferencing endpoints (J.S. Christianson, 2003). 

Endpoints and videoconferencing rooms should be secured physically. 

According to the findings, most people have security for video conferencing rooms and 

end points; however, 8 responses indicated that they don’t secure the rooms. One of the 

IT support specialist commented that “the servers are locked but there is no need to 

secure the rooms”. The system administrator who has indicated he does not know 

whether the servers or video conferencing rooms are secured or not indicated “The 

video conferencing system is hosted in Webex” (Figure 32). 
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Figure 32. 

 

 

6.5.10. Video conferencing security attacks 

The 73.5% of respondents stated that no security attacked has occurred in their 

organizations. The feasible explanation is that, the experts may not reveal the attacks in 

most of the cases or they may don’t know whether are have been attacked. The latter is 

true for 7 respondents in this study (Figure 33). 

 

 
Figure 33. 

 

With regard to awareness of security attacks countermeasures, approximately (22 out of 

34) respondents are “completely aware” and “moderately aware” and the remainders are 

“slightly aware” and in two cases “completely unaware”. This area needs attention as 

being aware of security attacks and countermeasures means better quality level in 

security of video conferencing systems and better security standard in organizations. 

According to the data collected respondents with different job descriptions mostly in 

medium, small companies and in two cases large companies are slightly unaware or 

completely unaware (Figure 34). 
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Figure 34. 

 

 

6.5.11. Video conferencing privacy regulation 

The security and privacy of data during transmission, storage and release to internal and 

outside entities should be taken in to consideration to avoid eavesdropping and theft of 

information (Kuhn et al., 2005). As a results, the privacy regulations when the video 

conferencing systems are used between different countries for important meetings and 

exchanging critical data is of myriad importance (Figure 35). 

 

 
Figure 35. 

 

Another result is that for 14.7% of the respondents the change of privacy regulation is 

not important at all,for 20.6%,it is slightly important and for 11.8% is neutral  which in 

terms of security is alarming. As most of these respondentsuse video conferencing for 

overseas meetings and mostly exchange strategic data, they should be concerned about 

the regulation changes which may enable a third party to listen to their conversations. 
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The respondents in two small firms are also not concerend regarding the privacy 

regulation changes. 

 

6.5.12. Video conferencing and auto-answer feature 

SANS has a check list to secure videoconferencing endpoints (Christianson, 2003). 

Auto-answer should be turned off. Almost 80% of respondents consider auto –

answering features risk.20.6% of the selected group mostly system integrators in 

medium firms asserts that this feature is not risky. They mostly had awareness training 

regarding video conferencing systems. As auto answering features being enabled has 

been used by hackers, this area also needs attention as even a small percentage can 

cause destructive consequences for the enterprises when using video conferencing 

systems for important meetings and critical data (Figure 36). 

 

 
Figure 36. 

 

 

6.5.13. Being able to listen to conversations 

According to the findings, most of the respondents said that a third party will not be 

able to listen to their video or watch their video conferencing communications. The 

respondents who believe the third parties may be able to listen to their conversations 

were system administrators and IT specialists in medium and large firms (Figure 37). 
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Figure 37. 

 

 

 

6.6.Awareness level -attitude 

 

 

6.6.1. Video conferencing and recording 

According to literature, all the sensitive video conferencing data should be stored in a 

secure off-site place (Video conferencing security standard, 2008). 

With regard to recording storage, 20 respondents are of opinion that the video 

conferencing data should be secured in an offsite place.14 people believe that when 

enough security in place, there is no need to achieve the data in an offsite place. The 

study reveals that the respondents are mostly from medium firms. As they use video 

conferencing system for important meetings such as board meeting and business 

meeting and they exchange critical data too, they should save the recordings in different 

geographical and not doing so is potentially a security risk. 

According to the study, all the people who save the video conferencing data on external 

storage believe that they should be also kept the in a secure off-site location.10 

respondents, totally, encrypt the recording data; store them in external storage and off-

site locations (figure 38). 
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Figure 38. 

 

 

6.6.2. VoIP software systems (Skype and Oovoo) 

Businesses are under pressure to let staff, clients and customers, communicate through 

video conferencing tools such as Skype (Hartman, 2011).Skype is not suitable or secure 

enough to be implemented in a firm environment (Bergstrom, 2007).If Skype is going to 

be used it should be managed by policy (figure 39). 

 

 
Figure 39. 

 

70.6% of respondents believe that it is not ok to accept VOIP software systems risk. 

According to one IT manager in an enterprise “the VoIP software systems should not be 

allowed at enterprise and it is blocked at proxy and firewall”. A system owner in an 

enterprise stated that “the data is secure with encryption what about confidentiality in 

terms of third-party privacy act”. 

What the study reveals is that for 20.6% of the respondents, considering risk of VOIP 

software systems as acceptable. It was interesting that five out of seven of the 

respondents did not have a proper video conferencing policy in their firm. Only one 

respondent have claimed that they are using Skype enterprise and don’t know whether 
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they have any security policies regarding video conferencing systems. The Skype 

enterprise is used for board meetings, overseas meetings to exchange internal and 

sensitive data. 

 

6.6.3. VPN 

To guarantee the security of VOIP, the VPN is utilized (Liu and Tu, 2011).There are 

different VPN solutions. The encryption which is built-in in VPN offers secure 

connectivity with business partners (Almeida and Lourenço, 2011).Nevertheless, using 

mechanisms such as IPsec VPN has negative result on current bandwidth and lessen 

quality of service (latency, jitter as well as packet loss) ( WafaaBouDiab et al.,2012) 

(Figure 40). 

 

 
Figure 40. 

 

According to an IT manager in an enterprise “There should be enough bandwidth to use 

VPN”. The results show that, although in reality the bandwidth required for VPN may 

have been calculated beforehand and lack of bandwidth may not be a problem for many 

organizations specially enterprises nowadays, it shows the quality of service and 

bandwidth is more important than the threat which may occur due to not using VPN to 

have a secure connectivity. The respondents (9 out of 16) who believe in the fact that 

bandwidth is more important are network administrators and IT support specialists in 

medium firms. 

 

6.6.4. Switched segment 

SANS has a check list to secure videoconferencing endpoints (Christianson, 2003).All 

videoconferencing units should be set up on switched segments to avoid password 

sniffing, hacking, DDOS attack, DNS attack, DHCP attack and so forth (Figure 41). 
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Figure 41. 

 

Almost 70% of the respondents are in this belief that that the video conferencing system 

should be setup on switched segments. However, 10 respondents think that there is no 

need to put the video conferencing system on switched segments. 

 

6.7.Awareness level –behavior 

 

6.7.1. Video conferencing and awareness training 

The study reveals that 58.8% are of opinion that it is not ok to skip the training 

programs when they are busy or they need to go on a business trip. According to a 

system owner in a medium firm “If schedule conflicts, I prefer recording webinars”. A 

newtwork administrator indicated that “it is not ok but sometimes we need to skip”. 

According to an IT manager, “it depends on the training and if it adds value, will try to 

reschedule the meeting” (Figure 42). 
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Figure 42. 

 

In addition,according to a system administrator in an enterprise “he will retake if he 

miss it”. A system owner in an enterprise also said that “if possible, he will reschedule 

it”. 

One the other hand, 41.2%  of respondents indicate that  that it is OK to skip the training 

programing. They are the representative of enterprises and medium firms . The possible 

explanation is that due to the importance of the training programs,as it has been said by 

a number of respondents ,they need to have the trainings and if a conflict occures it 

should be rescheduled or it should be recorded. 

 

 

6.7.2. Video conferencing and password sharing 

An interesting result which stood out (Figure 43) was the fact that 35.3% of the 

respondents share their administrative password with their peers and board. What this 

tell us is that this figure has a substantial weight and it is a serious security risk as if the 

password is gained by a person with malicious intentions the whole system network and 

the company is at risk. The majority of people who responded incorrectly did not have a 

proper awareness training (8 out of 12). 
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Figure 43. 

 

 

6.7.3. Video conferencing and open ports 

Another result is the fact that the 52.9% participants ready to take risks and get the job 

done when it comes to performance. Nevertheless, 32.4% are against this. All the 

respondents in small firms assert that performance is more important. 10 out of 18 

respondents who claimed that performance is more important did not have a proper 

awareness training (Figure 45). 

 

 
Figure 44. 

 

6.7.4. Open question 

An open question was also asked to see the opinion of the respondents in terms of the 

factors, implications and problems involved in causing video conferencing systems 

breaches. We managed to get 21 answers from the respondents in terms of security 

breaches. 

The main factors which are involved are: 
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Design problem, poor implementation, lack of knowledge, lack of training, lack of 

encryption, authentication and authorization, lack of  security policy and guidelines 

regarding video conferencing, lack of administrators training, lack of penetration testing 

(security testing), lack of secure architecture, fixing open source, integration problems, 

poor management, lack of technical capabilities, misconfiguration , Overhead and Large 

data transfer, lack of security guidelines for implementation, lack of  technical skill and  

security awareness, employees and staff carelessness and unintentional mistakes  such 

as leaving the system unlocked and be abused by other employees, outdated software 

due to not applying security patches and poor configuration. 

The overall responses confirms  that the respondents agree with the fact that  lack of 

knowledge, training, technical skills, employee and staff carelessness and mistakes are 

main reasons behind security threats in organizations. 

 

6.8.The Summary of frequency diagrams used for level of awareness 

The summaries of frequency diagrams have been used for level of awareness (Figure 

45) have been illustrated below. The diagrams regarding informative questions have 

been eliminated. The statistical mean of frequency diagrams is 65.70526 % which in our 

point of view, this result (awareness level) cannot be interpreted as being high ,average 

or poor  (e.g. using  an awareness scale (kulgar , 2006 )) as factors such as importance 

of information security in organizations ,criticality of data  ,organizations management  

view on awareness performance  can be involved  to interpret and explain the level of 

awareness . 
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Figure 45. 

 

6.9. Statistical Analysis 

6.9.1. Training effect on participants awareness 

17 out of 34 had video conferencing awareness training in the organizations which 

shows that half of the participants in the questionnaire did not have any awareness 

training. The result shows that 12 out of 17 who had training used encryption for audio 

video (N=6), and video audio whiteboard (N=5).This shows that the training was 

effective on the encryption of components. When it comes to video conferencing 

guidelines, 13 out of 17 who were aware of the video conferencing guidelines had 

awareness training in their organizations. On the whole, based on the data gathered and 

the cross analysis done ( Table 4 ) the awareness training was effective on the way the 

respondents responded the questions based on knowledge .However, in terms of 

behavior and attitude the result shows that the training did not have positive effect on 

the attitude and behavior of different IT roles who participated in the questionnaire .The 

result has also been proved with statistical analysis that the training had effect on the 

way the selected group answered most of the questions related to knowledge but not 

questions which were based on attitude and behavior. 
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The possible explanation can be that obviously the training was not effective enough to 

change the behavior and attitude of selected group and thereby the video conferencing 

training program as one of the factors having effect on security dimensions should be 

intensive and effective enough to encourage the respondents to suspend their 

misbelieves and desired behavior. Other factors including organizational culture, 

regional culture (Colwill, 2009), individual differences, character traits and cognitive 

abilities (Parsons et al, 2010) which also have impact on behavior and attitude may also 

be involved in this  awareness weaknesses in terms of attitude and behavior ;However, 

they are not the focus of this study. 

 

Table 4. Analysis Results for training using Microsoft Excel pivot table 

Question or Parameter chi square df Probability Remark (Relationship) 

Encryption on all 

components 

4.902 3 0.087 significant  

Data recording encryption 5.846 1 0.016 significant 

Saved recordings 15.835 3 0.001 Highly significant 

Secure offsite site(Q-9) 3.611 2 0.164 Not significant 

Training program 

participation (Q-10) 

1.943 1 0.163 Not significant 

Risk assessment 7.630 4 0.100 Marginally significant 

Risk analysis penetration 

testing 

10.936 2 0.004 Highly significant 

Action plan 6.051 2 0.049 significant 

Action plan pursued 2.667 2 0.100 Marginally significant 

VOIP acceptance risk(Q-

13) 

6.964 2 0.031 Highly significant 

Video conferencing 

guidelines 

9.852 3 0.020 Significant 

Compliance testing 4.170 3 0.082 Not significant 

VPN(Q-18) 2.000 2 0.368 Not significant 

Physical security 3.371 2 0.185 Not significant 

Switched segment(Q-20) 3.687 2 0.158 Not significant 

Security countermeasure 

awareness 

8.210 4 0.084 Highly significant 

Open ports(Q-23) 4.495 3 0.213 Not significant 

Privacy regulations 3.088 4 0.543 Not significant 

Password sharing(Q-26) 2.061 1 0.151 Not significant 

Auto answer 0.000 1 1.000 Not significant 

Training sessions  

usefulness 

4.914 2 0.086 Marginally significant 

  

 

6.9.2. Role effect on participants awareness 
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Based on the result obtained from statistical analysis (Table 5) between role of the 

selected group as an independent parameter and different questions asked from selected 

group, it can be concluded that the role of respondents has an effect on the way most of 

the questions have been answered in terms of knowledge. Nevertheless, the role does 

not have any effect questions they answered regarding attitude and behavior. 

 

 

Table 5. Analysis Results for role using Microsoft Excel pivot table. 

Question or Parameter chi square df Probability Remark (Relationship) 

Encryption on all 

components 

27.104 15 0.028 Highly significant 

Data recording encryption 4.487 5 0.482 Not significant 

Saved recordings 34.975 15 0.002 Highly significant 

Secure offsite site (Q-9) 9.870 10 0.452 Not significant 

Training program 

participation(Q-10) 

5.323 5 0.378 Not significant 

Risk assessment 57.647 20 0.000 Highly significant 

Risk analysis penetration 

testing 

23.880 10 0.008 Highly significant 

Action plan 14.956 10 0.100 Marginally significant 

Action plan pursued 16.611 10 0.083 Marginally significant 

VOIP acceptance risk(Q-

13) 

22.551 10 0.013 significant 

Video conferencing 

guidelines 

27.790 15 0.023 Significant 

Compliance testing 45.369 15 0.000 Highly significant 

VPN(Q-18) 9.890 10 0.450 Not significant 

Physical security 13.053 10 0.221 Not significant 

Switched segment(Q-20) 7.554 10 0.672 Not significant 

Security countermeasure 

awareness 

59.171 20 0.000 Highly significant 

Open ports(Q-23) 20.070 15 0.169 Not significant 

Privacy regulations 26.897 20 0.138 Not significant 

Password sharing(Q-26) 2.890 5 0.717 Not significant 

Auto answer 2.981 5 0.703 Not significant 

Training sessions  

usefulness 

24.912 10 0.006 Not significant 

 

   

        

6.9.3. Size effect on participants awareness 
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Interestingly, the results obtained from statistical analysis ( Table 6) between size of the 

organizations the selected group work in  and  different questions reveals that the 

respondents who worked in enterprise and large firms  were better in terms of all 

awareness dimensions (knowledge, attitude and behavior ).  

 

Table 6. Analysis Results for size using Microsoft Excel pivot table. 

Question or Parameter chi square df Probability Remark (Relationship) 

Encryption on all 

components 

23.564 9 0.005 Highly significant  

Data recording encryption 5.877 3 0.118 Not significant 

Saved recordings 24.213 9 0.004 Highly significant 

Secure offsite site(Q-9) 34.876 6 0.000 Highly significant  

Training program 

participation(Q-10) 

30.215 3 0.000 Highly significant 

Risk assessment 19.611 12 0.075 Marginally significant  

Risk analysis penetration 

testing 

40.312 6 0.000 Highly significant 

Action plan 10.070 6 0.096 Marginally significant 

Action plan pursued 6.698 6 0.350 Not significant 

VOIP acceptance risk(Q-

13) 

15.340 6 0.018 Significant 

Video conferencing 

guidelines 

12.665 9 0.100 Marginally significant 

Compliance testing 25.942 9 0.002 Highly significant 

VPN(Q-18) 11.546 6 0.073 Marginally significant 

Physical security 9.815 6 0.133 Not significant 

Switched segment(Q-20) 15.169 6 0.019 Significant 

Security countermeasure 

awareness 

24.667 12 0.016 Significant 

Open ports(Q-23) 9.801 9 0.367 Not significant 

Privacy regulations 45.718 12 0.000 Highly significant 

Password sharing(Q-26) 6.341 3 0.096 Marginally significant 

Auto answer 2.004 3 0.572 Not significant 

Training sessions  

usefulness 

8.479 6 0.205 Not significant 

 

 

 

6.10. Cross analysis  

Based on amounts defined for probability in data analysis section, the relation between 

role and training and role and size as parameters have been calculated as follows: 
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6.10.1. Cross analysis based on training, role and size of the organization  

The results of cross analysis have been presented in Table 7 and 8. 

 

 

 

Table 7.Cross Analysis Results between Role and Training for different questions. 

Question or Parameter chi square df Probability Remark (Relationship) 

Encryption on all 

components 

16.126 5 0.006 Highly Significant 

Data recording 

encryption  

9.097 5 0.105 Marginally significant 

Saved recordings  14.876 5 0.011 Significant  

Secure offsite site (Q-9) 8.775 5 0.118 Not significant 

Training program 

participation (Q-10) 

6.596 5 0.252 Not significant  

Risk assessment  18.612 5 0.002 Highly Significant 

Risk analysis penetration 

testing  

14.239 5 0.014 Significant 

Action plan  6.276 5 0.280 Not significant 

Action plan pursued  3.668 5 0.598 Not significant 

VOIP acceptance risk 

(Q-13) 

13000 5 0.023 Significant 

Video conferencing 

guidelines  

10.415 5 0.064 Marginally Significant 

Compliance testing  19.866 5 0.001  Highly Significant 

VPN (Q-18) 12.222 5 0.032 Significant 

Physical security  9.315 5 0.097  Marginally Significant 

Switched segment(Q-20)  6.428 5 0.267 Not significant 

Security countermeasure 

awareness  

14.175 5 0.015 Significant 

Open ports (Q-23) 8.148 5 0.148 Not significant  

Privacy regulations  26.835 5 0.000 Highly Significant 

Password sharing (Q-26) 5.250 5 0.386 Not significant 

Auto answer  3.619 5 0.605 Not significant 

Training sessions  

usefulness 

9.522 5 0.090 Marginally significant 
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Table 8.Cross Analysis Results between Size and Role for different questions. 

Question or Parameter chi square df Probability Remark (Relationship) 

Encryption on all 

components  

35.853 15 0.002  Highly Significant  

Data recording 

encryption  

24.750 15 0.053 Marginally significant 

Saved recordings  41.539 15 0.000 Highly Significant  

Secure offsite site (Q-9) 12.257 15 0.659 Not significant  

Training program 

participation (Q-10) 

3.309 15 0.999 Not significant 

Risk assessment  69.338 15 0.000 Highly Significant 

Risk analysis penetration 

testing  

44.611 15 0.000 Highly Significant 

Action plan  18.020 15 0.262 Not significant  

Action plan pursued  16.599 15 0.343 Not significant  

VOIP acceptance risk(Q-

13)  

22.131 15 0.104 Marginally Significant  

Video conferencing 

guidelines 

38.348 15 0.001 Highly Significant  

Compliance testing 65.491 15 0.000 Highly Significant 

VPN(Q-18) 19.150 15 0.207 Not significant  

Physical security 10.221 15 0.806 Not significant 

Switched segment(Q-20) 6.175 15 0.977 Not significant  

Security countermeasure 

awareness 

39.607 15 0.001  Highly Significant 

Open ports (Q-23) 9.977 15 0.821 Not significant  

Privacy regulations 30.240 15 0.011 Significant 

Password sharing (Q-26) 13.857 15 0.536 Not significant 

Auto answer 14.194 15 0.511 Not significant 

Training sessions 

usefulness 

12.846 15 0.614 Not significant  

 

 

6.10.2. Possible explanation  

Based on the result obtained from cross analysis between size and role for different 

questions asked from selected group, it can be concluded that there is an interaction 

between these two independent parameters (role and size) and their interaction has an 

effect on the way most of the questions have been answered in terms of knowledge 

.Nevertheless, there is no interaction between role and size to effect on the questions 

they answered regarding attitude and behavior. 
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Interestingly, in similar vein, the results obtained from cross analysis between role and 

training for different questions from IT personnel reveals that the respondents with 

different roles who had training were better in responding the questions based on 

knowledge .Nonetheless, the interaction of training and roles of people do not have any 

effects on the way the selected group answered most of the questions based on attitude 

and behavior. 
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7. Conclusions 

As high security levels are needed for video conferencing systems according to the 

importance of the conference, lack of awareness could cause security vulnerabilities in 

IT infrastructure of organizations. In a nut shell, it can be said that some computer-

literate and experts overlook the security in video conferencing systems and thereby this 

may be one of major causes of security breaches in video conferencing regardless of all 

the investments made for the high quality technologies and security controls. To answer 

the research question which intends to show the awareness level of IT personnel in 

terms of video conferencing security recommendations and to reveal the possible 

weaknesses, a questionnaire was designed and distributed. Similar to the result from (S. 

M. FURNELL et al., 1996) revealing some weaknesses in staff attitude and awareness 

in terms of information security, our findings also indicated that the awareness level of 

IT personnel in terms of knowledge dimension needs attention in some parts such as 

encryption on components, video conferencing data recording and privacy regulations 

in small and medium firms. 

In terms of attitude and behavior, when it comes to performance, convenience and 

overhead in video conferencing systems, some respondents will ready to take risks to 

get the job done and reach the business objectives .The statistical mean for frequency 

diagrams is 65.70526 %. In our point of view, this percentage cannot be interpreted as 

being high ,average or poor  (e.g. using  an awareness scale (kulgar , 2006 )) as factors 

such as importance of information security in organizations ,criticality of data  

,organizations management  view on awareness performance can be involved  in 

interpretation  and explanation of the average . 

 

The results obtained from statistical analysis between size of the organizations and 

different questions answered by the selected group made known that the respondents 

who worked in enterprise and large firms were better in terms of all awareness 

dimensions (knowledge, attitude and behavior).  

 

The statistical analysis also showed that the role of the selected group had influence on 

the way most of the questions have been answered in terms of knowledge .Nevertheless; 

the role did not have effect on questions they answered regarding attitude and behavior. 

 

 In addition, the cross tabulation analysis revealed that the interaction between the role 

of selected group and the size of the organizations and the interaction between the role 

and the training had effect on the way the selected group answered the questions 

regarding knowledge but not on the questions based on attitude and behavior.  

The last but not the least, the result proved by statistical analysis indicates that the 

awareness training had positive influence on the way the selected group answered most 
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of the questions related to knowledge but not questions which were based on attitude 

and behavior. In other words, the selected group who had training was better in 

answering the questions based on knowledge; nonetheless, the training did not have 

effect on answering the questions in terms of attitude and behavior. Based on the 

statistical results and the fact that effective security awareness training should be 

capable of influencing all three awareness dimensions in a positive way (Ilirjana Veseli, 

2011), it can be stated that the security awareness training in organizations was not 

effective and this ineffectiveness can be a reason behind the awareness weaknesses in 

terms of behavior and attitude. 

 

7.1.Recommendations 

Based on the results obtained from the research, in our opinion, there is a need for an 

effective awareness program which should address the vulnerabilities mentioned in 

terms of knowledge as well focusing on changing the attitude and behavior of the 

selected group. 

 

7.2.Future work 

In this research we tried to establish as much as we can about the current situation in 

terms of video conferencing system security awareness level and to identify the issues 

which exist and to have a perception of the existing security controls for video 

conferencing system. In our opinion, an effective awareness program can be designed 

based on the issues recognized. The research can also be done in a wider population and 

more focused on other important questions regarding video conferencing best practices 

and recommendations.  
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9. Appendices 

 

9.1.Appendix I: Questionnaire 

 

1- Please specify the country (All others are Optional) 

Name:  

Company:   

Address 1:  

Address 2:  

City/Town:  

State/Province:   

ZIP/Postal Code:   

Country:  

Email Address:   

Phone Number:   

 

2- What type of video conferencing system is used? Please indicate each type of video 

conferencing system available at your enterprise. 

 

3- Please indicate the size of your organization. 

Small firm  

Medium firm 
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Large firm  

Enterprise 

Other (please specify) 

 

4- Which of the following best describes your role in the organization? 

 

System Administrator 

IT Specialist 

System Owners 

IT Managers 

IT support specialist 

Network administrator 

Other (please specify) 

 

5- In what ways is videoconferencing technologies used at your enterprise (Tick all that 

apply ) 

 

� Board meeting (internal meeting) 

� Interview 

� External meeting 

� overseas meeting 

� Business meeting 

� internal training 

Other (please specify) 
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6- What kind of information do you exchange with video conferencing system? (Tick 

all that apply). 

 

� internal business communication 

� External business communication 

� Strategic data 

� Sensitive data (confidential, restricted) 

� financial data 

Other (please specify) 

 

 

 

 

7- On what components you are using encryption? (Tick all that apply) 

 

� Audio 

� Video 

� White Board 

� Instant Messaging 

� None of above 

Other (please specify) 

 

8- Are video and audio conversations recorded? 

Yes 

No 
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I don’t know 

 

8-1 Are the video and audio recordings encrypted? 

Yes 

No 

Comment 

 

8-2 Where are the recordings saved? 

Same system 

External Storage 

Other (please specify) 

 

9. There is no special need to store video conferencing data in secure off-site facilities in 

different geographical locations when the archived video conferencing data are secured 

on computers and hard drives. 

True 

False 

Other (please specify) 

 

10. I am aware that I should participate in the training programs. However, in a case of 

being busy or on a business trip, it is ok to skip the training programs. 

True 

False 

Please provide details 
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11. To what extent the risk assessment is important? 

Not at all important NeutralSlightly important moderately important Very 

important 

 

 

12. How often is Risk analysis, Penetration testing performed? 

 Never 

 Once a year 

 Two times a year 

Other (please specify) 

 

12-1 Does an action plan result from each assessment? 

 

 Yes 

 No 

Other (please specify) 

 

12-2 Is action plan pursued and managed? 

Yes 

No 

Other (please specify) 

 

13- As VoIP software systems (e.g. skype or oovoo) have a lot of advantages for the 

business communication 

It is ok to accept the risks. 
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  True 

 False 

I don't know 

 

 

14- Does your organization have proper security policies and procedures regarding 

video conferencing systems? 

  Yes 

 No 

 I do not know 

Comment 

 

14-1 Are these policies and procedures following any National or International security 

standards?  

 Yes 

 No 

 I do not know 

Please provide details 

 

15- To what extent are you aware of the video conferencing guidelines defined by the 

information security department of you organization? 

Completely Unaware  Slightly aware moderately aware completely aware 

 

 

16-To what extent compliance testing is essential? 
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Not at all important Neutral  Slightly important Moderately important Very 

important 

 

 

 

17- What security protection your company is using to prevent security breaches in 

videoconferencing systems? (Tick all that apply)  

� VoIP firewalls 

� Anti-virus 

� Anti malware 

� Anti spyware 

� IDS (network-host) 

� IPS (network -host) 

Other (please specify) 

 

18- When facing bandwidth problems it is ok not to use VPN for video conferencing. 

 

 True 

 False 

 I don't know 

Other (please specify) 

 

19-Are servers and video conferencing rooms secured physically? 

 

 

 Yes 
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 No 

 I do not know 

 

20- When enough security is in place there is no special need to put video conferencing 

units on switched segments. 

 

 True 

 False 

 

21- Has your organization experienced any recent security attacks related to video 

conferencing systems?  

 Yes 

 No 

 I do not know 

Comment 

 

 

22 - To what extent are you aware of the countermeasures of the video conferencing 

systems security attacks? 

 Completely Unaware Slightly aware moderately aware completely aware 

 

 

23- I am aware that opening some ports may give access to malicious users however, 

the video and audio performance is more important.  

 I do not know 

 Yes 

 No 
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24- As video conferencing reduces travel costs, in your opinion, to what extent the 

change in privacy regulations when the video conferencing system is used between 

different countries are important? 

Not at all important   important moderately important Very important 

 

 

25- Will third parties be able be able to listen or watch video conferencing 

communications?  

 Yes 

 No 

Comment 

 

 

26- I am aware that login information to access the system should not be given to 

anyone  

Else. However, I share my password with my team (as I trust them). 

 

 True 

 False 

 

27- Is enabling auto-answer feature on the video conferencing equipment risky?  

 Yes 

 No 

Comment 
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28- Does your organization educate and train the IT personnel regarding the awareness 

of video conferencing systems guidelines? 

  Yes 

 No 

Comment 

 

 

29-1 Do you feel these training sessions enhance and develop your skills?  

 Yes 

 No 

 

30- What other factors, implications or problems in your opinion are involved which 

causes video conferencing system security breaches in the enterprises? 

 

 


