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Abstract 
Security of Knowledge is of extreme importance for any organization. The organizations 

across the world are facing many problems now a days regarding the security of knowledge 

due to the fact that the employees and the internal management has less or no knowledge of 

security issues. This case study has been based on the issue of security of knowledge and the 

main focus is on providing proper security awareness and training to the Employees in order 

to enhance Security measures for organizational knowledge. The knowledge and knowledge 

assets of every organization have different kinds of threats from different perspectives which 

can include the staff members of the organization (the insider threat) employees who disclose 

sensitive business matters in public places or job interviews with competing organizations, 

the loss of sensitive customer data both intentionally and unintentionally, intellectual property 

theft by business partners, and the loss of mission-critical data during crises. Some of the 

threats include fire, unauthorized access, or natural disasters, the failure to secure the 

premises of organization and its physical properties etc. The aim of this research was to 

explore how different organizations consider the security threats against organizational 

knowledge in order to improve the security measures by different techniques. We focussed 

mainly on the importance of Security awareness and training programs for the organizational 

staff in order to improve the level of security. The organizations contacted for the case study 

were agreed on the issue that complete enforcement of a fully worked out security policy can 

make the operations of the organization smooth but still there are many threats and risks 

associated to the organizational knowledge which cannot be reduced until the employees who 

are the main participants in the actual business of the organization are provided with Security 

Awareness and training programs on regular basis. The organization can suffer greatly due to 

the ineligibility of staff members to handle the organizational knowledge properly due to lack 

of proper training and awareness. 
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1. Introduction 

This chapter will provide introduction of the Organizational knowledge security along-with 

its background followed by the problem discussion (perceived threats & security awareness) 

and ends by the description of the Research Purpose and Questions.   

Knowledge is the individual capability to draw distinctions, within a domain of action, based 

on an appreciation of context or theory, or both. Organizational knowledge is the capability 

members of an organization have developed to draw distinctions in the process of carrying 

out their work, in particular concrete contexts, by enacting sets of generalizations whose 

application depends on historically evolved collective understandings (Wikipedia). The 

knowledge management is a very interesting and debatable topic and a lot of work is required 

to be done in this field yet. The theory of Knowledge management appeared in the late 19th 

century. The main purpose of this theory was to look up how we can generate, use and share 

the knowledge individually as well as with-in organizations with other colleagues. 

Security is about protecting something while information system, IS, security is all about 

protecting the information system assets, networks, databases, computers and applications. 

Security of the company assets is more complex as knowledge becomes a key organizational 

resource. When more than one company join hands to launch a combine product or services 

package they need to share their information, data and knowledge. When the knowledge of 

different organizations is shared then a question of security of knowledge and data arises 

between the organizations which is a matter of great importance. We all believe that the 

knowledge is an asset of an organization through which they keep their own identity in the 

business market. Therefore, it is very necessary to improve the internal security of the 

knowledge of an organization. Many companies invest heavily in preventing outside 

information security breaches; a 2006 study found that 68% of organizations had suffered 

financial losses from breaches of internal information security during the preceding year 

(Gordon et al. 2006). 

The knowledge and the knowledge assets of the organizations have different kinds of threats 

from different sources which can include the staff members of organization who disclose the 

organizational information so easily in public gatherings and also the failure to secure the 

premises of an organization and its physical properties is a big threat. Security must be 

sufficient to protect an organizations knowledgebase but not to restrict the process. A secure 
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environment is necessary to create knowledge but knowledge of security is necessary for the 

provision of a secure environment (Knowledge & Security, 2003).  

1.1 General background for the study 
The knowledge security is a part of Knowledge Management process which has not been 

given much attention in literature. Security of knowledge is of extreme importance for any 

organization. Many different awareness programs are being run and policies implemented for 

the security of information and data of organizations but the most valuable thing for any 

organization is its knowledge that is produced with great effort and is not managed in an 

organized manner. “knowledge is a complex resource, “knowledge is a fluid mix of framed 

experience, values, contextual information, and expert insight” in organizations it often 

becomes embedded not only in documents or repositories but also in organizational routines, 

processes, practices and norms (Knowledge & Security, 2003). (Not much material has been 

written on the awareness & training of knowledge security. The increasing adoption of 

dynamic knowledge management capabilities has endowed many organizations with the 

ability to share their knowledge resources and expertise with business partners in response to 

changing demands, and there through to build collective value chain-based intellectual 

capital. As these inter organizational knowledge sharing relationships proliferate, however, so 

too does the potential for knowledge-sharing breaches (Garg et al. 2003; Majchrzak 2004). 

This case study is based on the issue of security of knowledge. It will help us to understand in 

more details how different organizations think about security of the knowledge and how it 

can be improved. We are living in a faster and advanced world in the era of information 

technology we need to enhance the security measures for the protection of valuable 

knowledge of the organizations. Knowledge management plays a key role in this complex 

and rapidly evolving business environment (Sharda et al. 1999).  

The increasing adoption of Service Oriented Architecture (SOA) is allowing more and more 

companies to integrate themselves in inter-organizational net chain environments wherein 

knowledge assets can be electronically shared with selected business partners. The dynamic 

nature of these environments implies a need for organizations to protect and monitor the flow 

of their valuable knowledge assets throughout the net-chain if they hope to maintain their 

long-term competitive positions (Daniel S. Soper & Haluk Demirkan & Michael Goul). This 

case study will deal with how to improve the security of knowledge from these unavoidable 

threats and what measure can be taken to avoid these situations. We will discuss the 
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importance of awareness and training programs on security of knowledge in order to secure 

the most valuable asset of an organization.   In this case study we will focus on the Security 

matters related to organizational Knowledge and how different organizations look on 

improving security measures against threats towards their organizational knowledge and what 

role the security awareness and training programs can perform in this regard. 

1.2  Problem Discussion 
According to Chen Ting, I.M.Y Woon & Atreyi Kankanhalli  Knowledge management has 

been recognized as a critical management strategy in generating competitive advantage for 

the organization . They further argue that for the purpose of security the Information security 

controls should be incorporated into the Knowledge management systems of the 

organizations which are used to store transfer and process organizational knowledge. The 

capabilities of the knowledge management systems in the organizations are increased due to 

the larger amount of the resources made available to organizational employees by the recent 

web based technologies. Where there are many benefits of the online knowledge availability 

the chances of the unauthorized access and abuse from the insiders (employees) and the 

outsiders (may be hackers or crackers etc.) are also increased.  

According to Michael E. Whitman., and Herbert J. Mattord in today’s Global markets, 

business operations are enabled by technology. Information technology plays central role in 

every matter of routine tasks from boardroom to mailroom, business deals, ship goods, track 

client accounts, and inventory matters of company’s assets. It is the information technology 

that is making possible the transportation and storage of valuable asset of organization; 

information which is in other terms a part of knowledge. The valuable knowledge that is 

contained in information stored in the digital media and shared within the internal 

management of organization and with the clients need to be protected against a number of 

unavoidable threats. The business managers realized the importance of security of 

information as a vehicle to secure the assets of an organization. 

  

1.3  Perceived Threats 
The first step in securing knowledge is to examine potential threats from the internal and 

external environment. When the threats are being identified you need resources to fight with 

them, risk management and evaluation, though a successful security policy needs to be 

proactive. 
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1.3.1 Threats from Outsiders 
There are many threats to the knowledge that include the failure to secure the physical site or 

sites, employees who disclose sensitive business matters in public places or job interviews 

with competing organizations, the loss of sensitive customer data both intentionally and 

unintentionally, intellectual property theft by business partners, and the loss of mission-

critical data during crises. Some of the threats include fire, unauthorized access, or natural 

disasters. There are different kinds of threats to the knowledge security database of an 

organization as the major potential threats discussed by researchers (Management of 

Information Security, 2004) are potential dangers including accidental or intentional 

destruction, theft, unintended or unauthorized modification, or other misuses from human or 

other threats. 

1.3.2 Threats from insiders 
There are many threats from the internal management of the organization towards its 

organizational knowledge and resources from different perspectives which may include 

Information technology related and non technical. The Carnegie Mellon University has been 

conducting a variety of research projects on insider threats and their findings show that 

insider / employee attacks took place across all organizational sectors, which sometimes 

caused significant damages to the organizations. The acts of damage range from low-tech 

attacks to technically sophisticated crimes which include fraud or theft or proprietary 

information and disrupt the organization’s data, network or the systems. The researchers 

argue that the insiders have a significant advantage over others who might want to harm an 

organization because they can bypass physical and technical security measures designed to 

prevent unauthorized access. They further argue that the mechanisms like firewalls, intrustion 

detection systems (IDS) and electronic building access systems are implemented with the 

primary purpose to defend against external threats. The insiders are aware of the policies, 

procedures and technology used in their organization, and they are also aware of their 

vulnerabilities about loosely enforced policies and procedures or exploitable technical flaws 

in networks or systems (Dawn Cappelli, Andrew Moore, Timothy J. Shimeall & Randall 

Trzeciak). There are many other threats which include opening the official emails in the 

internet clubs or home computers which are not secured as the company intranet, saving the 

important information of customers or other knowledgeable data at many places in the 

network etc. these are the acts that are unintentionally performed by the employees because 

of lack of proper security awareness and training.  



10 

 
1.3.3 Protection 
Mark Ciampa argues about the security as a state achieved by application of different 

strategies applied together. He relates the security from different angles with different nature 

of strategies which cover physical security, operations security, communications security and 

network security. This contrast of different areas contributes towards the information security 

program as “Information security is the protection of information (the organizational 

knowledge asset) and its critical elements including the systems and hardware that use, store 

and transmit that information through the application of policy, training and awareness 

programs, and technology”. William Hubbard comments that implementing a successful 

security awareness program is an essential step in enhancing security within any 

organization.  He argues that the employee should learn to behave securely in order to 

comply with security program and this could be provided by security awareness and 

knowledge (GSEC PRACTICAL Assignment, 2002). According to some SANS practical 

papers have indicated what kind of educational tools can be used in the security awareness 

program. They could be “newsletters, tutorials, reminders, mouse pads, etc.  To understand 

security we need to know that security is about risk management.  

Thus we see that there is a great interest in the field of knowledge security, the most valuable 

asset of an organization. It must be of great concern to ponder how different organizations 

perceive risks against the organizational knowledge and how they think to improve the 

security measures according to the increasing likelihood of the breaches both from internal 

trusted employees to the outside world. In view of the above discussion which highlights the 

importance of securing organizational knowledge has become the motive for us to conduct 

this research study. 

 

1.4  Purpose of the study 
The purpose of this study is to get the understanding that the knowledge of an organization is 

an important asset and is needed to be secured in an appropriate way through proper 

awareness & training of the organizational staff. The security of knowledge has to be 

considered very strictly and should be given top priority.   

The aim of the study is to research and explore that how different organizations consider the 

security threats against valuable organizational knowledge in order to improve the security 
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measures by different techniques. We will focus on the importance of awareness and training 

programs for the security of knowledge. 

1.5 Research question 
The question is arranged according to the General and common aspects related to knowledge 

management from knowhow of the issue towards a strong area where it becomes essential to 

understand the true meanings of knowledge security. The question will help in digging down 

the point of view and opinion of different organizations on securing their valuable 

knowledge, explaining how they consider knowledge security and this will help us build a 

strong understanding of the issue in question by comparing it with different literature 

reviews.  Following is the question: - 

1. How can the security of the Organizational knowledge be improved to deal with 

different threats? “The Organizational Perspective” 

1.6 Limitations 
We are studying the issues related to the organizational knowledge security. As the study is 

being conducted in Lulea, Sweden, we have selected organizations in Lulea city for the 

purpose of interview. We will limit our study to the issue of securing the organizational 

knowledge by planning methods in order to deal with different threats and will also focus on 

employees motivational factors to encourage them to increase their knowledge of security. 

We will target the managerial level people to get a broad overview of the issue under 

consideration. The study is a single case study. The data collection will be done by interviews 

physically or telephonically depending on the availability of the respondents.    
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2. Methodology 
This chapter will start with the research purpose, followed by the research approach, research 

strategy, data collection and data analysis.  At the end of this chapter issues related to the 

quality standard i.e. Validity and Reliability will be described. 

2.1 Research Purpose 

2.1.1  Descriptive Research. 
Descriptive research is most commonly used and the basic reason for carrying out 

descriptive research is to identify the cause of something that is happening.  For 

instance, this research could be used in order to find out what age group is buying 

a particular brand of cola, whether a company’s market share differs between 

geographical regions or to discover how many competitors a company has in their 

marketplace. According to Saunders et al the descriptive research is conducted 

with the objective to portray an accurate description of events, situations or 

persons (Saunders et al, 2003). The major task of descriptive research is to 

describe the characteristics of something or somebody by answering the who, 

what, when, where and how questions.  

2.1.2 Exploratory Research. 
Exploratory research is carried out in the initial stages of the research process and 

initial activities carried out to refine the problem into a researchable one need not 

be formal or precise.(IBID). The major purpose of any research study is to explore 

some particular phenomenon during the research process. This genre of research 

simply allows the marketer to gain a greater understanding of something that s/he 

doesn’t know enough about. For example just because we know that 3G phones 

exist, it doesn’t necessarily mean that we understand how they work. Exploratory 

research can help in this instance by differing mainly in design from descriptive 

research; exploratory research is used principally to gain a deeper understanding 

of something. According to Saunders, Lewis and Thornhill (2003) the most 

commonly used classification of purpose of research is; exploratory, descriptive 

and explanatory. They argue that exploratory research is just like the activities of a 

traveller without a set itinerary pr in the sense that during the process traveller can 
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adapt the new changes in his / her way. During the research process especially 

when its exploratory researcher should be ready to adjust new changes according 

to new findings in the course of action. Our study was exploratory research 

study in order to get the deeper understanding of the issue under 

consideration.  

2.2 Research Approach 

2.2.1 Quantitative Research. 
There are different methods of research accordingly such as qualitative research and the 

quantitative research. Regarding the Quantitative research, it is the systematic scientific 

investigation of properties and phenomena and their relationships. The objective of 

quantitative research is to develop and employ mathematical models, theories and/or 

hypotheses pertaining to natural phenomena. The process of measurement is central to 

quantitative research because it provides the fundamental connection between empirical 

observation and mathematical expression of quantitative relationships. 

2.2.2 Qualitative Research. 
Qualitative research is a field of inquiry that crosscuts disciplines and subject matters. It 

involves an in-depth understanding of human behaviour and the reasons that govern human 

behaviour. Unlike quantitative research, qualitative research relies on reasons behind various 

aspects of behaviour. The qualitative research investigates the why and how of decision 

making, as compared to what, where, and when of quantitative research. Qualitative research 

offers an insight into questions that address the way people think about a certain subject but it 

doesn’t answer questions like how many people share a certain opinion ( Ruyter & Scholl, 

1998). Qualitative researchers typically rely on four methods for gathering information: (1) 

participation in the setting, (2) direct observation, (3) in depth interviews, and (4) analysis of 

documents and materials Malhotra (1996) says qualitative research is an unstructured 

research methodology based on small sample that provides insights and understanding of the 

problem settings. According to Ruyter & Scholl (1998) qualitative research does not measure, 

it provides insight. Malhotra (1996) argue that it is often seen that more than one research 

types (exploratory, descriptive and explanatory) are employed in a single study to achieve 

different objectives.   E.g. hypothesis developed through exploratory study are statistically 

tested using descriptive or explanatory research.  
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We have used the Qualitative research method for this study as this study has explored a 

specific subject area of knowledge security. According to Saunders et al., 2003, qualitative 

data is characterized by its richness and fullness based on the researcher’s opportunity to 

explore a subject in its real manner. Backlund & Holmkvist (2006) describe the qualitative 

process as “how people think in a certain way and why. We have therefore, used the 

qualitative research method in order to get a better understanding of the specific issue of 

security of knowledge by obtaining purposeful and rich data.   

2.3 Research Strategy  

2.3.1  case study 
The case study is defined as a strategy for doing research which involves an empirical 

investigation of a particular contemporary phenomenon within its real life context 

using multiple source of evidence (Saunders et al. 2003).  According to the Paul 

D.Leedy & Jaenne Ellis Ormrod the purpose of the case study is to understand a 

single person or a situation in depth. They further explain that the focus of the case 

study is that one case or a few cases are studied in their natural settings. We have 

conducted a single case study in order to get in depth knowledge and qualitative data 

for the suggested research subject.   

2.3.2 Data Collection Method  
According to the Paul D.Leedy & Jaenne Ellis Ormrod (Practical Research Planning 

and Design p-135) during the case study the researcher collects extensive data on the 

individuals, programs, or events by observations, interviews, documents which 

contain newspapers articles, past records, and audiovisual materials which may 

contain photographs, videotapes, audiotapes etc. we used the interview method for the 

collection of data which was supposed to be conducted telephonically or face to face 

depending on the availability of the interviewee. According to Malhotra (1996, p-30) 

two kinds of data can be utilized for the research purpose one is primary and other is 

secondary. Primary data is fresh generated data as we collected it by interviewing the 

selected companies. The secondary data is the already published material for some 

other purposes. We have focused on the primary data according to our requirement in 

order to gain an in-depth knowledge of the issue in the practical environment. For the 

purpose we have developed a semi structured interview questionnaire beforehand as 

according to the Denscombe (2000) the semi structured interviews help to let the 
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interviewee speak freely and provide detailed information on the topic. Another major 

benefit of the semi structured approach is that it allows the interviewer to change the 

questions during the course of interview accordingly.  

2.3.3 Analysis of Data 
According to Paul D Leedy & Jeanne Ellis Ormrod data analysis in a case study 

involves Organization of details about the case, categorization of data, interpretation 

of single instances, identification of patterns and synthesis and generalization. In a 

case study researcher often begins to analyse the data during the data collection 

process, preliminary conclusions are likely to influence the kind of data he or she 

seeks out and collects in later parts of the study. As we have conducted single case 

study during analysis we have reduced and displayed only the important data that is 

relevant to our study. We have categorized data framing the answers from the 

respondents into the factors that we described in our framework. The categorization 

has been performed on the basis of type and relevance of data. From the very start of 

the data collection process the patterns we identified were similar to the variables we 

defined and explored, while they were scrutinized for clear interpretation of the 

underlying theme of our research study. We tried to portray the actual theme of 

improving the security measures for knowledge by planning methods by considering 

the variables that can affect the security measures. During analysis we have tried to 

compare the views of both respondents with each other under the same categories of 

data and also related them to the theories studied in our own words on the basis of our 

own understanding of the issue.  Finally, we draw Findings and Conclusions. 

2.4 Quality standards.   
We used two quality standards validity and reliability which are mostly concerned with the 

qualitative research approach.  

2.4.1  Validity. 
Validity is defined as the degree of correlation between the test and a criterion. This 

shows that reliability involves being free from random errors and random errors do 

not correlate with one another. A test cannot have a higher validity unless it has a high 

reliability. There is a classical relationship between validity and reliability and both 

depends on each other. As described by the Denscombe the validity criteria is whether 

the research tools are neutral measurements, and will they give the same results in 
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other occasions, applied on the same object (Denscombe 2003). Saunders et al (2003) 

Argues that the validity of research depends on the issue that the findings are really 

about that they appear to be about?  

We have considered the approach described by the Saunders that contains history, 

testing, instrumentation, and we had make sure that no interviewee was forced to 

participate and was contacted prior then conducting the interview in order to make 

them feel comfortable and relaxed. The respondents were assured of the fact that this 

case study will not have any negative effect on them in any condition. To increase the 

degree of validity we have chosen different organizations operating in different 

industry. 

2.4.2 Reliability 
Reliability is precision while validity is accuracy. The experimental science describes 

the reliability as the extent to which the measurement of a test remains consistent over 

repeated tests of the same subject under identical conditions. It is very consistent with 

the explanation of reliability by Saunders et al, as they explain reliability of research 

as whether will the measures yield the same on other occasions or not, whether will 

the similar observation be reached by other observers or not, is there transparency in 

how sense was made from the raw data or not? (Saunders et al., 2003).  

We had make sure that for reliability purpose we conducted the steps like data 

collection from conducting the actual interview to literature review in order and 

accurate. We have already mentioned that these interviews could be telephonic or in 

person face to face depending on the availability of the interviewee and we had 

designed a semi structure questionnaire to make it more reliable, we intended to 

inform the respondents prior about the questions so that they also feel comfortable 

and cannot hesitate during answering the questions. Still being the human beings the 

biases can occur as the same observation or study could be performed by another 

person too producing a bit different result but we have tried to get in depth 

knowledgeable answers of the issue by using the single case study method.  
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3.  Theoretical Framework. 
This chapter represents the information Technology based Secured Knowledge Management 

system of organization and the Theoretical Framework to proceed with our research topic. 

The Theoretical Framework is adapted from the SKMS Framework. The chapter ends with 

the perceived potential effects of the Secured Knowledge Management system that are 

dependent on the implication of the Theoretical Framework of this study. Both the framework 

and the potential effects are represented in the form of diagrams. 

3.1  Security Knowledge Management Systems 
Current thoughts on security view this as a function that incorporates technical, managerial, 

and organizational issues into a plan that manages organizational risk. Security includes 

technical, administrative, and managerial controls. It includes a formal plan that contains 

policies stating how the organization intends to implement security. It involves education and 

awareness. Even though organizations have developed and implemented a number of security 

countermeasures, computer abuse continues to be a problem, and information systems in 

organizations today remain in jeopardy. Researchers recommend security awareness 

programs as a means to increase security interest and knowledge, but this has not provided 

satisfactory results. Despite the fact that organizations have developed and implemented a 

number of security countermeasures, computer abuse has continued to be a problem (Meyer, 

1995; Straub and Welke, 1998; Timothy and John, 999). 

Moreover, the frequency of computer abuse and its amount of loss are expected to grow as 

computer abuse occurs at the hands of highly sophisticated and educated criminals armed 

with the latest information technology (Baskerville, 1993; Straub and Nance, 1990). 

Computer abuse can be defined as “any intentional act associated in any way with computers 

where a victim suffered, or could have suffered, a loss, and a perpetrator made, or could have 

made again"(Parker, 1981:333). It includes all crimes against hardware, programs, data, and 

computer services (Kling, 1980; Hoffer and Straub, 1989; Lee, et al., 1986; Straub, 1990). 

 

After considering several frameworks from the theory relevant to our research proposal 

including a framework for characterizing knowledge management methods, practices and 

technologies (Brian Newman, Kurt W. Conrad), The controlled event framework for 

information security (Chris Cronin) and Security Knowledge Management Systems 
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(Younghwa Lee, Sid Davis, Zoonky Lee) we have selected Security knowledge management 

systems framework as the theoretical framework due to the factors such as knowledge 

acquisition, security knowledge storage, security knowledge sharing and specially due to the 

potential effects of the SKMS framework. The framework has its foundations on three 

important factors which include organizational members(including users and IT security 

managers etc), outside sources and Networks of organization. The potential effects are 

relevant to the requirement of conducting the study to promote security awareness and 

training to the employees by creating a learning atmosphere. Due to these reasons we have 

selected the SKMS framework to proceed with our research study.  

3.2  The Framework of SKMS. 
We have adapted the framework of SKMS as the Theoretical framework to proceed with our 

research topic related to the security of organizational knowledge as it is well suited to the 

requirements of the subject thesis.  

The Concept of SKMS (security knowledge management systems) was introduced and it was 

supposed that these systems will overcome time and place limitations by considering 

different levels of security knowledge among users in order to promote voluntary 

participation and providing a positive framework for learning security knowledge (Younghwa 

Lee, Sid Davis & Zoonky Lee). SKMS provides users with the abilities to acquire better 

security knowledge,  to search the knowledge more quickly and accurately, to store the 

knowledge more securely, to share it expediently and to maintain it cost effectively in order 

to provide the organization a cost effective way of reducing computer abuse. 

 

According to a report of computer security institute (1999) it is reported that 51% of 

organizations responded on a survey experienced financial loss by computer abuse that 

approximate $124 million in 1999, and the figure is continuously rising. And the studies 

suggest three main causes due to which the computer abuse cannot be reduced these are 

inappropriate enforcement and operations of a security policy, ill-suited security standards in 

system development / purchasing and operations, and a relatively low level of interest and 

awareness of organizational members in computer abuse.  
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The Framework of SKMS 

Derived from Security Knowledge Management Systems. 

 

The SKMS Framework in this figure depicts four things knowledge acquisition, knowledge 

search, knowledge storage and knowledge sharing. We have added the hierarchical structure 

of the factors encompassed by strategic planning of every organization that we will explore 

during this study. The effect of these factors will bring a positive change to improve the 

security of knowledge. This model is based on a levelled escalation path of security managers 

which uses the secured web server within the intranet of organization. The SKMS model 

basically has its basis on three sources 1. Organizational members which include users, IT 

experts, and security managers etc., 2. Outside sources e.g. security consulting co, secure 

system vendors, or research organizations, and content based search engines. The model 

debates about the involvement of users in the generation of security knowledge as the users 

are the key persons who have to deal with the systems in daily routine matters so they need to 

increase their knowledge about security using their internal tacit knowledge.  

Considering this Framework as a frame of reference for this study we believe that the internal 

network of the organization the Intranet that contains the important knowledge of the 

organization saved in the secure databases needs to be protected against different internet 

abuses from outside world when the customer data or other important information is 

transmitted over the network. The framework contains the idea of “security knowledge base” 

six different kinds of security knowledge are stored in this security knowledge base which 

consist of security problem solution documents, levelled security educational materials, 

general security solutions, knowledge map, organizational security policy, and the 

 Organizational Knowledge 

 Perceived threats 

 Security Plan 

 Security Infrastructure / Policies 

 Security Improvement Measures 

 Employees Security Awareness & 
Training 

 Employees Motivation factors 

Strategic 
Planning 
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information about current security systems. It is depicted in the figure to protect intranet from 

the internet abuse by use of firewalls. While according to the researchers the IT department is 

not considered to have much information about computer abuse in real operational world as 

compared to the daily routine users of the system. Security Managers in the organization 

should play a key role in creating security knowledge using their own expert knowledge that 

they have received from other security experts which may include security counsellor, 

security product vendors and specialized security organizations such as CERT and many 

other sources which may include the articles from journals and hacker’s websites on internet.  

3.3  The Potential Effects of SKMS Model 
 

 
The Potential Effects of SKMS 

Derived from Security Knowledge Management Systems. 

The SKMS model has the motivational factors that the traditional awareness programs lack 

such as positive Attitude, subjective Norm, intentions and behaviour along with traditional 

factors like incentives, bonus or fame and fast promotion etc. These motivational factors 

encourage members of organization to play a more active role towards securing the 

organizational assets. We seek these motivational factors as ideal and necessary elements of 

motivation for the employees / users of the actual system as they are the final players to 

perform security functions during different operational tasks. The need to emphasize on the 

security awareness and training program for the employees that includes these potential 

benefits is increasing for a make it more attractive and acceptable.  
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On the basis of above mentioned Theoretical framework and the potential effects of this 

procedure on the employees / users we have developed following factors for further 

investigation in the matter as the reference of theoretical framework e.g. Organizational 

knowledge, perceived threats, security plan, employee’s security awareness and training, 

security infrastructure / Policies, security improvement measures, employees motivation 

factor and strategic planning. The further research work will be carried out by digging out 

these factors. We will explore that what action these factors can perform to secure the 

knowledge and knowledge assets of the organization in addition to the idea presented in the 

SKMS framework.  

The research will be carried out exploring the above mentioned issues in order to explore that 

how much importance the organizations giving to the factors like security plan and security 

infrastructure and policies of an organization that directly affects the process of security of 

organizational knowledge. The other factors like employees training and awareness policies 

and employees motivational factors will add positive value to the pace of the process of 

securing the knowledge. SKMS is a type of hybrid system that combines the concept of an 

escalation path of human security experts with that of knowledge management systems. The 

human factor that is the most important issue as described in the SKMS framework also will 

be explored on the basis of these factors that how much security knowledge they have and 

how much they need in order to cope up with their jobs and secure the organizational 

knowledge. The issue of strategic planning is encompassing all these factors to completely 

make the security plans and policies a long term part of the organization’s security 

procedures in the light of mission and vision statement of an organization. By introducing 

these factors the current framework can support organizational members through more 

efficient acquisition, searching and sharing of security information in order to improve the 

security of organizational knowledge.   
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4.  Literature Review 
4.1  Knowledge 
Knowledge is what is known. Like the related concepts truth, belief, and wisdom, there is no 

single definition of knowledge on which scholars agree, but rather numerous theories and 

continued debate about the nature of knowledge (Wikipedia) 

Knowledge is part of the hierarchy made up of data, information and knowledge. Data are 

raw facts. Information is data with context and perspective. Knowledge is information with 

guidance for action based upon insight and experience (service desk). 

4.2 Organizational knowledge 
Knowledge is the individual capability to draw distinctions, within a domain of action, based 

on an appreciation of context or theory, or both. Organizational knowledge is the capability 

members of an organization have developed to draw distinctions in the process of carrying 

out their work, in particular concrete contexts, by enacting sets of generalizations whose 

application depends on historically evolved collective understandings. (Tsoukas, 

Haridimos, Vladimirou, Efi, Journal of Management Studies, Volume 38, Number 7, 

November 2001) 

4.2.1 The relationship between data, information and knowledge 

There has always been an ambiguity about the clear definition of information and knowledge 

as they are closely related to each other in many contexts. We will have a look at the closer 

relationship of data, information and knowledge in order to give the reader an insight of 

association of knowledge and information. Not many would question the fact that 

information can be made tangible and represented as objects outside of the human mind. 

Knowledge, on the other hand, is a much more elusive entity. Add data, and we have a both 

intricate and challenging situation of intertwined and interrelated concepts. It has often been 

pointed out that data, information, and knowledge are not the same, but despite efforts to 

define them, many researchers use the terms very casually. In particular, the terms knowledge 

and information are often used interchangeably, even though the two entities are far from 

identical. 
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According to Dick Stenmark, some researchers define information as "knowledge which can 

be transmitted without loss of integrity", thus implying that information is a form of 

knowledge. This is typical of early texts on knowledge management, which did not 

sufficiently separate information from knowledge. Dick (2001) states that Nonaka correctly 

argues that knowledge and information are both about meaning in the sense that both are 

context-specific and relational. Knowledge and information are thus similar in some aspects, 

but different in some: while information is more factual, knowledge is about beliefs and 

commitment. Further, knowledge is always about action - the knowledge must be used to 

some end. Some examples of data/information/knowledge definitions are displayed in table 

below. 

 

Table : Some definitions of data, information, and knowledge. 

Not only are the definitions of the three entities vague and imprecise: the relationships 

between them, although non-trivial, are not sufficiently dealt with. It is unwise trying to 

define these entities in terms of each other since such definitions seem to further confuse the 

picture. The distance between data and information is the same as the distance between 

information and knowledge, implying that the effort required moving from one entity to 

another is the same. Though it may not be possible to correctly state the true relationship 

between these entities, we can state that data could be converted into information and 

information could be converted into knowledge at some stage when it is useful and 

meaningful and is able to draw some conclusions. This assumption can be noticed also in 

Table mentioned above, where several commentators define information in terms of data and 
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knowledge in terms of information. Appearently, it seems to be wrong, since we all on 

several occasions have used our knowledge to derive information, and create data out of 

information. Knowledge, embedded in our minds, is thus a prerequisite. We can instantiate 

some of this knowledge as information, which is explicit and processable. By examining the 

structure of this information, we may finally codify it into pure data, which, from an IS/IT 

perspective, is the most valuable of the three. Since only data can effectively be processed by 

computers, the value hierarchy should thus be turned around and have data on top. A system 

orientated study views information as an objective entity independent of social structures and 

with a content -based reality of its own, while a user orientated study views information as a 

subjective construction created primarily in the mind of the user. Further, a task-directed 

study is concerned with the activities that constitute the information-seeking process itself, 

such as identification of sources or analysis of different information-sharing modes, while an 

integrative study includes understanding of situations and context, and what the user does 

with the information once it has been obtained. The analysis shows that information studies 

have moved from an orientation that was primarily task and system centred to an orientation 

that is more integrative and user focused. 

According to some researchers when we interpret the information in the light of a user’s past 

experience and knowledge, when new facts inform us, it does not become knowledge but it 

alters the existing knowledge by increasing the individual’s knowledge state, thereby opening 

new possibilities to act. (Dick Stenmark, 2001).  

When looking at the knowledge literature, two separate tracks can be identified: the 

commodity view and the community view. The commodity view of knowledge as some 

absolute and universal truth has since long been the dominating view within scienceIn this 

objectivistic approach, knowledge is a thing for which we can gain evidence, and knowledge 

as such is separated from the knower. Metaphors such as drilling, mining, and harvesting are 

used to describe how knowledge is being managed. There is also a shorter tradition that can 

be labelled the community view or the constructivist approach. This tradition is rooted in the 

critique of the established quantitative approach to science that emerged primarily amongst 

social scientists. According to this tradition, it is impossible to define knowledge universally; 

it can only be defined in practice, in the activities of and interactions between individuals 

(Dick Stenmark, 2001). 

 

 



25 

 
We have selected Impact of Security Measures on the Usefulness of Knowledge 

Management Systems to be included in the literature review as a reference from theory due 

to the reason that it contains the necessary elements which discuss and describe the scope and 

benefit of our main theme of this study i.e. “Security awareness and training”. KMS model 

examines the impact of the security measures on perceived usefulness of KMS. The 

researchers (I.M.Y Woon, Atreyi Kankanhalli, & Chen Ting) have tried to explain the 

impact of security training, security policy and technology on the perceived usefulness of 

knowledge management system. They have used security self-efficacy, perceived personal 

responsibility, content quality, and perceived ease of use as mediating factors. The results of 

this research have shown that security training impacts perceived personal responsibility 

directly and through security self-efficacy of the user. The content quality of the system and 

perceived ease of use are affected by security level of KMS. 

4.3  Impact of Security Measures on the Usefulness of Knowledge Management 
Systems 

Some researchers view Knowledge Management systems as a basic competitive advantage 

for the business and they consider the information technology the most important enabler in 

the process of implementation of Knowledge Management initiatives.  They further state that 

the Knowledge Management systems based on the support of Information Technology 

comprises of Data base, Repository, BBS, Forum, and groupware and the plateform for this 

technology is provided by the Intranet of the organization. While the technical security 

solution for the Knowledge contained in the systems databases, repositories etc and shared 

between the groups of workers inside the organization is protected by access control ( 

Authetication, Authorization), Encryption and issue specific policies which are implemented 

on the intranet of the organization in the form of firewall, SSH, VPN, and IDS. According to 

Thuraisingham, (2004) the systems that incorporate such security mechanisms are are the 

actual Secured Knowledge Management Systems.  

Researchers argue that the implementation of firewalls and anti-virus software alone as the 

security technology is insufficient to manage the challenges of internet age (Dhillon and 

Backhouse, 2001). Whitman & Mattord, emphasises on the use of the security policies as 

they consider the humans as inherent source of security threats and vulnerabilities (Whitman 

& Mattord, 2003). Liebeskind, presents a different view by stating that policies and 

technology solutions if used as security mechanisms can provide better protection for 

knowledge assets of the organization but if they cannot applied properly these solutions then 



26 

 
can be restrictive in nature and conflict with open sharing culture required to promote 

Knowledge Management initiatives.   

4.3.1  Training and awareness 
The personal characteristics and the behaviours of the employees working in an organization 

and using the resources of the organization also effect the security measures to a great extent. 

Their behaviours and skills might affect the user acceptance and resistance to security 

measures and secured information systems. Frank et al. (1991) discussed that the 

responsibility, informal norms, personal computer knowledge and experience might have a 

greater effect on the security measures of the organization. Adams & Sasse (1999) has also 

similar views as he suggests that the awareness of security threats and security issues has 

great impact on their perception of usefulness of security mechanisms and the overall secured 

system. 

 

The KMS Research Model 
(I.M.Y, Atreyi, & Chen)   

The Secured KMS model in the above figure developed by I.M.Y Woon, Atreyi Kankanhalli 

and Chen Ting has the following characteristics described by them: - 

H1. KMS security level is negatively related to the perceived ease of use of the secured KMS. 

H2. KMS security level is positively related to the content quality of the secured KMS. 

H3. Content quality is positively related to the perceived ease of use of the secured KMS. 



27 

 
H4. Perceived ease of use is positively related to the perceived usefulness of the secured 

KMS. 

H5. Security Training/Awareness Effort is positively related to user’s perceived personal 

responsibility. 

H6. Security Training/Awareness Effort is positively related to security self-efficacy. 

H7. Security self-efficacy is positively related to perceived personal responsibility. 

H8. Perceived personal responsibility is positively related to the perceived usefulness of the 

secured KMS. 

I.M.Y Woon, Atreyi Kankanhalli and Chen Ting have proposed the above research model on 

their hypotheses that discusses the levels of security with regards to the perceived ease of use 

of secured KMS both directly and mediated through content quality, security training and 

awareness effort.  According to Whitman & Mattord the security controls consist of technical 

security solutions and security policies to be enforced together. While the Security level in 

the KMS security Model is related to the clarity, comprehensiveness and intensity of the 

security controls implemented in the secured KMS. Davis (1989) has stated the ease of use as 

the elements which include ease of learning, ease of control and understand-ability. 

Whereas some researchers have another point of view too such as Nelson, states that the strict 

policies imposed on the system restrict users from accessing the content when needed 

(Nelson, 2003). Furthermore, the encryption methods and complex authentication models 

which are not known to the users of the system make it difficult for the user to operate and 

understand them (Johansson, 2001). Whitman & Mattord looks at this situation by another 

way and explains that the protection of integrity, availability and confidentiality of the 

content (knowledge) saved in the systems, could be helpful to safeguard the content quality 

of the system (Whitman & Mattord, 2003). 

The quality of work can be enhanced by using some specific system and achieving the 

minimum skill level to successfully operate the system. Davis argues that the less one will 

make effort to use the system the more it may be used to increase job performance and the 

effort that was saved due to the enhanced ease of use can be redistributed that can help a 

person to perform more tasks with the same effort (Davis, 1989). The effort of the 

organization deployed for the Security training / Awareness purpose of the Employees is 
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related to the organizations effort in developing in-depth security knowledge and improving 

the understanding requirements of the users. It also depends on how users of the system 

perceives the awareness and how much knowledge they build by proper training and 

awareness program provided by the Organization in order to secure the Organizational 

knowledge assets. The users can better understand the purpose of the security and be 

acquainted with their responsibilities in order to preserve the security of the system. 

The individual workers will look for a responsibility to be assigned when they face and 

unknown situation during performing a task (Morrison and Robinson 1997). This way the 

users can recognize their respective responsibilities in different situations and when they are 

able to recognize their responsibilities how to use a secured Knowledge Management System 

their observation regarding the usefulness of the technology will be improved (Ozag & 

Duguma, 2004).    

 

We have included a brief overview of the Security Policy, Risk Analysis and the process of 

threat and risk assessment in the literature review from theory studied to actually describe the 

process of formulating the security policy which is a necessary part of security of 

organizational knowledge, networks, databases etc.   

4.4 Security Policy 
Risk analysis is the first step in formulating a Security Policy. Security policy speaks about 

the defences to be configured to block unauthorized access that how organization will 

respond to attacks and how employees should handle the resources of organization in order to 

lessen the loss of data or damage to files. The Process of Security Formulation starts with the 

assessment of risk towards the employees, the Network of Organization and databases of 

customer, job related and Personnel information. The purpose of Security policy is to manage 

the risk in a reasonable way not to reduce it to Zero (Mark Ciampa, Security Policy Design, 

2005). 

4.4.1 Risk Analysis 
According to the Thomas R. Peltier, CISSP, CISM, (Implementing an information security 

awareness program) organizations use risk analysis as a technique to identify and assess 

factors which can endanger success of a project. According to the Mark Ciampa Risk is the 

possibility of damage or loss and risk analysis is the study of likelihood of damage or loss in 
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a specific situation or environment. He argues risk analysis determines what resources are at 

risk against which threats. The process of risk analysis can be well understood by the figure 

below: - 

 

 

The process of Risk Analysis 

 

Mark Ciampa has discussed the six fundamental factors into creating a Risk Analysis which 

are described as Assets, Threats, Probabilities, Vulnerabilities, Consequences and Safeguards. 

In this regard he argues that to conduct a risk analysis of a network of Computers connected 

to the wider internet the computer hardware and software in the organization alongwith its 

data warehouses, the store houses of valuable customer, job related and personnel 

information should all be involved in the process for complete protection.  

4.4.2 Threat and Risk Assessment  
Risk assessment is used by the organizations in order to determine the threats against specific 

assets and it measures the associated risk level of that threat. Then the process of assigning 

priority is performed which provides the related information where and what kind of proper 

control measures to be provided against that threat. According to Mark Ciampa there are four 

major steps of TRA (Threat and Risk Assessment) which comprises of: - 
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Asset Definition. In this process software hardware and info that needs to be protected is 

identified.  

Threat assessment. Threat assessment aims to find out different kinds of threats towards the 

assets. They may comprise of vandalism, fire, natural disasters including floods, and attacks 

from the internet.  

Risk assessment. The assets are evaluated to find out existing safeguards, the severity of 

threats and risk towards assets and consequences of threat or risk if it’s actually taking place. 

The actual risk assessment is created by combining these factors.  

Recommendations. This is the concluding step which is used to produce the 

recommendations on the basis of risks and existing safeguards in order to improve security 

and reduce risk. These recommendations should then be included in the Security Policy. 

As the process of threat and risk assessment is finished the threats found can be rated for 

example according to the Australian Communications – Electronic Security Instruction 33 

(ACSI33) Threats can be rated by terms instead of numeric values e.g. Negligible, very low, 

low medium, high, very high and Extreme. The same way according to ACSI 33 you can 

assign terms to describe the consequences after rating the severity of threats. The 

consequences can be determined by terms such as Catastrophic, Major, Moderate, Minor or 

Insignificant. 
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5. Empirical Data 
This chapter presents the data collected by responses from the interviewees as 

individual cases. We have recorded the data by note taking and voice recording 

techniques during the in-depth face to face and telephonic interviews. 

5.1 Case 1. Lulea University Of Technology. 
We have interviewed the Chief Information Officer of the Lulea University of Technology, 

Lulea, Sweden.  

5.1.1 General Back Ground of the Lulea University Of Technology 
This is the northernmost University of Technology in Scandinavia offering world class 

research and education facilities to the local as well as international Students. The Lulea 

University has 70 Research subjects in 13 Departments. The research is carried out in close 

coordination of university’s Departments with the trade, industry and society. The university 

has almost 12, 159 students enrolled. The university has staff numbering to 1473. 

According to our topic “How the security of Organizational Knowledge can be improved 

against different threats”, the questions were designed according to the problem discussion 

and with reference to the Framework of the study. Following is a summary of the interview 

with Lulea University Representative.   

Summary 

The Lulea University Representative was of the opinion that the organizational knowledge 

has three phases you have a phase in which you are in movement and meet something new 

and then you may change and after that you learn for the travel for the changes. He said that 

every organization passes through this period of changes which enables the organization to 

bring changes in the quality of work with the involvement of experience. He considered the 

organizational knowledge as the knowledge that we use to learn what we have done good and 

what we have not done good so far and that builds the knowledge in the organization. 

According to the Representative of Lulea University of Technology, the first major threat 

towards the Institute is the higher management in the organization because if you have 

persons in higher management that cannot see the need for strategic knowledge in the 

organization that is a threat to the organization itself. Another is of course the capability of 



32 

 
organization to understand knowledge and changes and how much information is worth in 

organization to be protected. The people who leave the organization and take the knowledge 

with them is also a threat but it is a low threat according to the rating. The Lulea University 

representative said that we have security network in university we have an organization both 

for dealing with information of personnel and assets and infrastructure. We are focussing 

mainly to develop strong policies which can assure the security of organizational assets 

including knowledge. We have security policies that describes our organization and we have 

plans for security work but what we are missing today we got no security policies designed 

we have rules and framework but not complete policies. We have PUL and both ISO 

standards in use and we follow the frameworks that are used by Swedish govt. The 

representative mentioned that no doubt no training or awareness programs are available for 

the employees for security of organizational knowledge. We have some fire training and 

training using with crisis for infrastructure security but not for network and data. LTU 

representative said education is a very important thing which will help the employees 

understand sensitivity of security matters and will be beneficial for organizational interest. 

LTU Representative was of the opinion that University have a good security infrastructure in 

this organization to really take care of loss of data. The representative added an example that 

how in 2004 or 2005 they deployed a very complex hard infrastructure from security point of 

view to keep the bad guys (hackers, crackers) out of their business. LTU representative 

emphasized that the education and training for awareness of employees is very necessary to 

improve the security infrastructure in organization along with good Security Policies to be 

developed and implemented. The LTU representative added that we see very often that 

People are afraid of changes. We know for example some of our teachers and researchers 

don’t use Fronter (Portal System of University) and technical support for students and that 

should be used for support of students. Regarding employees motivation LTU representative 

said that I believe that every time you bring some changes you have to be very clear and you 

have to be sure how much it cost for that change so when you are doing a change you have all 

the resources in hand. People can be motivated by offering some kinds of bonuses and 

benefits. Regarding vision, mission statement, and strategic planning LTU representative 

explained that we have 2 years plans but we have just put organizational plan for 2 years and 

the next plan we working is 5 years plan and we are almost close to achieve it. we have a 

vision what we are doing in 5 years and mission is how we will do it. Of course I have to say 

we have a vision for university break down towards our departments at departmental level. 
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The role of vision and mission statement for every org is if we are good strategic 

management then we also know how to break down and how we should work with 

organizational infrastructure to achieve targets and ambitions. If we say we are going to have 

6, 000 students in LTU, then we know how to achieve it by using our resources, by using 

Information technology and other resources.  

 

5.2 Case 2. Capgemini 

5.2.1 General Background of Capgemini 

The Capgemini is a worldwide organization. The main business of Capgemini is “Consulting 

Services, Technology services and Outsourcing services”. “Capgemini är en av världens 

främsta leverantörer av konsult-, teknik- och outsourcing-tjänster”. Capgemini has its 

branches in Goteborg, Kalmar, Karlskrona, Linkoping, Lulea, Malmo, Stockholm, Sundsvall, 

Vasteras and Vaxjo. The organization has almost 83,000 employees to provide professional 

services with its headquarter in Paris. Capgemini’s regional operations include North 

America, Northern Europe, & Asia pacific and central and southern Europe. The main 

industry focus of Capgemini is on Consumer products, energy, utilities and chemicals, 

financial services, health, life sciences, manufacturing, Government and public Sector, Retail, 

Telecom, Media & Entertainment and Transportation. 

We have interviewed the company representative in Capgemini, Lulea, Sweden, and she has 

given following Responses. Following is the summary of the interview with the Capgemini 

representative. 

Summary 

The Capgemini representative was of the view that organizational knowledge is the 

individual’s knowledge that when used and reused along with others knowledge becomes 

organizational knowledge but the difference between individual knowledge and 

organizational knowledge is that you have methods and systems to capture organizational 

knowledge to share it with other employees. She explained about the risk factor that one of 

the major threats is the people who stop working at our company and they take so much 

knowledge with them. We try to capture that knowledge also by using different methods. The 

complicated systems that are not easy to use are also a threat towards organizational 
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knowledge. Hackers and crackers are also in the major threats who are trying to cheat the 

systems for personal benefits. Then there are employees spreading valuable information 

without special purpose. Another threat is the Communication process, our customers 

information could be steal during the communication process. The Capgemini representative 

told that they try to save the customers information by different methods. They have a written 

document (official guidelines) that tells employees to refrain from speaking about customer 

information and to be careful in its use. The Capgemini representative added that we are not 

using ordinary passwords instead we are using symbol passwords between computers and 

systems. We are using firewalls for security purposes. It is a process in which u have to sign 

in at several places. We don’t print customer’s information for safety purpose. The 

Capgemini representative told that Sekretess agreement is used in Capgemini. It explains to 

the employees of organization what you are allowed to do and what not to do and how to 

handle different kind of work.  

Regarding the employees knowledge of security issues the Capgemini representative said that 

it is very hard to say if the employees have enough knowledge about Security. They are quite 

aware on the security issues. We are on a certain level of security awareness. We don’t have 

the training and awareness programs specially. We just have introduction to the company for 

2 days (for a General introduction to things and duties). The Capgemini representative 

emphasized that the Training and Awareness programs are absolutely very good and will be 

helpful to improve our knowledge of security. It could be a good idea to have awareness 

programs to educate the employees about the security matters. The company has a routine 

Policy to backup data on daily, weekly, monthly and yearly basis. She said that I am not sure 

about IR, Disaster and BCP plans that we have them internationally or not but locally we 

don’t have such plans yet but we have good security plan for internet usage also by 

implementing special passwords and firewall systems etc. she further said that I think the idea 

of bringing Security awareness and proper training for organizational staff for security 

matters could be a good improvement plan for security purposes. She was agreed to the issue 

that Some people don’t like changes and don’t see the real meaning of this change. They can 

be motivated by offering some special benefit programs and also motivating them that they 

can work more accurately with the new techniques. 

Regarding the cooperative working of the three communities of interest in an organization i.e. 

IT community, Business managers community and Information security community 
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Capgemini representative was of the view that the infrastructure and network people should 

work together. They could make a big effort in this security awareness procedures and 

security implementation by working in coordination with each other. Regarding strategic 

planning Capgemini representative said that locally we don’t have strategic plans but on 

international and national level we have strategic plans and policies. She further explained 

that the vision and mission statement work to make people aware of what is the main goal of 

the organization and how organization seeks to accomplish these goals. 
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6. Analysis 
This chapter contains the analysis of data which is performed by comparing the data collected 

by interviews with the theoretical framework and literature in order to draw the final 

conclusions. The data has been organized into the categories depending on the type and 

relevance of the data. The data collected by interviews is first compared to the theoretical 

framework and the theories reviewed in the literature review by collective case responses. 

6.1 Organizational Knowledge 
The organizations mutually consider the knowledge everything including traditional ways 

and techniques already existing in organizations to perform tasks mixed with what is learnt 

with the experience achieved during period of working which is quite similar to the definition 

found in literature “knowledge is what is known like the related concepts truth, belief, and 

wisdom” (Wikipedia). The difference that organizations found between individual knowledge 

and organizational knowledge is that individual knowledge is personal knowledge while 

organizational knowledge is what is utilized by whole organization. 

6.2 Perceived threats 
The empirical findings show that the organizations perceive many threats against their 

valuable knowledge which include the higher management, difficult procedures and routines 

of organizational working, people who try to take knowledge with them when the resign, the 

poor communication process, hackers & crackers etc. Accordingly we find that the 

organizations have many threats from insiders which resembles to the statement by 

researchers of Carnegie Mellon University which says that “there are many threats from the 

internal management of the organization towards its organizational knowledge and resources 

from different perspectives which may include information technology related and non 

technical”. The threats are divided into minor and major threats depending on the intensity of 

harm that can happen to organization. Some organizations are trying to reduce the human 

threat of taking knowledge away by capturing it with their system and procedures and forcing 

them to share it with other colleagues.  

6.3 Security plan 
The organizations claim to have very good security plan so far and some organizations have 

different departments to handle different security matters like separate department handles 

the security of infrastructure and networks etc. Some organizations are using PUL (Swedish 

law for personal data protection “The 24th of October 1998 Sweden got a new law on 
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personal data, "PUL", which is based on EU legislation. The law makes it illegal to give 

names public on the net, without the mentioned persons "unmistakable consent") and ISO 

Standards and are also following some Governmental frameworks from Swedish 

Government. Others have special guidelines in the form of a document (Sekretess 

Agreement) that explains to the employees to abstain from spreading valuable information 

and how to handle data and information carefully. The analysis shows that the organizations 

still accept that they have not complete security policies worked out as they should be and 

their security plans still need improvement.   

6.4 Employee’s security awareness and training 
The analysis shows that the organizations doesn’t give much attention to the employee’s 

security awareness and training. The main focus of the organizations is on the infrastructure 

security and other matters but not on the real people who have to work out the procedures and 

routines. Few organizations provide their employees with training related to the fire fighting 

and other things but not related to knowledge security or how to use the procedures securely. 

This situation shows that the organizations lack the programs of employees’ security 

awareness and training. These views of the respondents closely resemble with the researchers 

who have discussed that a strong IT security program cannot be implemented without proper 

attention given to training agency IT users on security policy, procedures and techniques as 

well as the various management, operational and technical controls necessary and available to 

secure IT resources (SP-800-50). The situation also indicates that the organizations are only 

providing their employees with limited knowledge relevant to their job functions only not 

encouraging them to share their knowledge with other colleagues or to learn more about 

security matters. 

6.5 Security infrastructure / Policies 
The analysis shows that the organization holds the crisis group management for the 

emergency situations or they have other temporary safety options. This has been noticed that 

organizations don’t have all the factors of Contingency Planning as explained in the text 

books and by different researchers i.e. Incident response, Disaster Recover and Business 

Continuity but they are relying on their half baked crisis management programs.  

6.6 Security Improvement measures 
The organizations are always seeking for the improvement in their security methods but 

analysis shows that some organizations sometimes implement very complex methods for 
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internet usage and other things in order to keep the hackers and crackers out of their business. 

But in this way they put a lot of limitations on the actual users of the system which also 

makes the system complicated and difficulties arise for the employees and in turn give birth 

to high level of mistakes. Some senior employees also take limitations and enforcement of 

strict security policies negatively and personally which is a hurdle in the security 

improvement measures. It also reflects towards the lack of proper training to deal with 

security matters, people can be educated to understand complex systems and security matters 

more deeply as a measure of security improvement.  

6.7 Employees Motivation Factors 
The analysis shows that in many organizations people are afraid of changes specially some 

employees are afraid only because they are reluctant to adopt the changes. The employees 

behave negatively towards the changes in systems that increase their work load. The 

organizations are of the view that to motivate the employees it is necessary to bring the 

motivation factors in the culture of the organization with the full support of the higher 

management. Some people can be motivated by offering some extra bonuses and benefits to 

adopt new changes and learn new skills regarding the increase in their existing duties. 

Organizations need to invest money and resources to bring the changes. This issue regarding 

the motivational factors have been also discussed in chapter-3 in the Potential effects of 

Security Knowledge Management systems in which it is explained that The SKMS model has 

the motivational factors that the traditional awareness programs lack such as positive 

Attitude, subjective Norm, intentions and behaviour along with traditional factors like 

incentives, bonus or fame and fast promotion etc. These motivational factors encourage 

members of organization to play a more active role towards securing the organizational 

assets.  

6.8 Strategic Planning 
The analysis shows that the organizations are not following completely worked out strategic 

plans but they are somewhere in the middle of the process of strategic planning. The 

organizations showed great interest in involvement of all the three communities of interest 

(IT community, IT security Community and General Business Community) for the planning 

process.  

 We have analysed overall from the empirical data collected by the responses of the 

representatives from Lulea University of Technology, and Capgemini that the organizations 
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focus mainly on the security of infrastructure and issues related to the security of structure 

and premises. The organizations are relying mostly on the convenience of different kinds of 

security software, firewalls etc for the protection of valuable information and knowledge 

related to customer and to the company’s on employees data and procedures. The 

organizations do not give as much attention to the human factor as it should be. Organizations 

consider different kinds of threats as low level and high level against their valuable company 

knowledge depending on the nature and intensity of the threat e.g. for an organization the 

employees who do not share their knowledge with other employees and colleagues and when 

they leave the organization they take their knowledge with them are actually giving a loss to 

the organization and are a kind of high level threat and on the other hand the other 

organization consider it a low level threat. Some organizations are adopting some methods by 

which they can force the employees to share their knowledge so they can capture it in some 

way and save it.  

The analysis also shows that the organizations have developed very good knowledge 

management systems in order to protect the knowledge, store and transmit over the networks. 

But they have not given much attention to the flexibility of the system e.g. sometimes 

systems are so much complex that the user cannot handle them easily and thus cannot get the 

actual output. This situation also indicates towards the limited knowledge of the employees 

related to the security of knowledge. The employees seem less informed about their job to 

secure the organizational knowledge.    

The analysis of the empirical data also shows that the organizations on a larger scale are not 

following the major principles of security to protect the valuable knowledge e.g. the 

organizations are still lacking to develop the strategic plans and formal security policies in 

their true form which is a huge drawback. The organizations are not having the Incident 

response, Disaster recovery or Business continuity planning ready to cope up with sudden 

security breaches. The security policies encapsulate the security plans and if the security 

policies are not present in their actual form and are not worked out there will always be loop 

holes open for the bad guys to break in to the systems and destroy / manipulate the 

company’s knowledge by different methods. 
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7. Discussion, Findings & Conclusions 
 

7.1 Discussion 
The first purpose of conducting this study was to research on the issue of knowledge security 

what different organizations perceive as threats towards their organizational knowledge and 

how they try to protect it. The second part was to determine how much the organizations 

believe that the Security awareness and training programs for the employees to create 

security knowledge can bring difference in improving the measures of security for 

organizational knowledge. The large organizations were targeted in order to have a clear 

picture of the issue. The chief information officer and managers were targeted in order to 

explore the key issues related to security.  

The enforcement of the complete security plan containing a good security policy and the 

implication of vision and mission statement were discussed. The respondents were agreed to 

most of the security measures as described by different authors and researchers in the 

literature. All The respondents agreed strictly to one thing that a complete and good security 

infrastructure was necessary but in addition to this they agreed on the need of the awareness 

and training programs for the employees which were almost not present in their organizations 

and were considered to be the major cause of un-intentional loss of data and misuse of 

important information. The security of organizational knowledge and knowledge assets was 

discussed from different perspectives including the mistakes made by the employees, the 

attacks of hackers and crackers, the lack of proper strategic planning and security policies and 

enforcement of operational use of important procedures.  The research was conducted by 

using two different atmospheres and cultures in private and public sector organizations in 

order to get the rich empirical data.  
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7.2 Findings 
The findings of this case study are presented below. The findings are based on the research 

question and the theory that make the foundations of framework which in turn lead to the 

collection of the empirical data. 

R.Q. How can the security of the Organizational knowledge be improved to deal with 

different threats? 

The literature review provided many factors to be considered to explore the issue under 

consideration but we selected 7 most important factors which lead to further investigation in 

the study. These factors were consisted of (Organizational knowledge, perceived threats, 

security plan, employee’s security awareness and training, security infrastructure / Policies, 

security improvement measures, employees motivation factor and strategic planning).  

The first priority of every business organization is to secure their assets and infrastructure 

from danger and risk of theft or unauthorized access and misuse. Every organization has 

some kind of security policies laid down for security purposes. These security policies 

explain the methods and procedures of securing the two most important assets of the 

organizations i.e. Organizational knowledge and organizational infrastructure including its 

hardware etc. These security policies provide the guidelines about handling the data and 

information stored in the databases of organizations. These security policies also define 

security instructions about the security of internal network of organization from hackers and 

crackers who can break through the Internet for the intention of theft.  

According to the respondents of the organizations who were contacted in order to complete 

this case study a complete enforcement of a fully worked out security policy can make the 

operations of the organization smooth but still there are many threats and risks associated to 

the organizational knowledge which cannot be reduced until the employees who are the main 

participants in the actual business of the organization are provided with Security Awareness 

and training programs on regular basis. If the employees don’t have enough security 

knowledge they are unable to secure the organizational knowledge from different threats. 

According to the respondents the threat from employees have different categories which 

consist of poor control by higher management, employees who are reluctant to welcome new 

changes & learn new techniques and the employees who leave the organization. For some 

employees it is very difficult to use some systems if they are very complicated and they don’t 
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have proper training for it and it can lead towards the misuse and ultimately towards the 

damage or loss. Some people have the habits to talk about their job matters in the public and 

this way they disclose important information sometimes which is a loss of organizational 

knowledge. A lot of employees when they leave the job according to the employers they take 

a lot of organizational knowledge with them and it cannot be retrieved because they don’t 

want to share it with their colleagues or the organization has no such methods or techniques 

by which they can capture that important knowledge of those employees. A lot of employees 

are used to open the official mails at their home computers or in some internet cafe’s that is 

really an alarming situation for the organizational knowledge of every organization.  

The respondents from different organizations agreed to the idea presented in chapter-3 that 

the security measures can be improved to a larger scale by educating the employees and 

providing them with security awareness and training. The employees can be motivated by 

including some kind of benefits and they can be motivated also by using education and 

techniques which can enhance their learning capabilities and in long term can change their 

behaviours and intentions. 
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7.3 Conclusion 
This segment describes the outcome of the research on the problem described in the problem 

discussion area.  

The aim of the study was to get the understanding that the knowledge of an organization is an 

important asset and is needed to be secured in a proper way through proper awareness & 

training of the organizational staff. The issue was raised in order to research on how different 

organizations consider organizational knowledge and how much importance they give to 

secure it from different kinds of threats. The study explored different threats towards the 

organizational knowledge as perceived by the large organizations and what measures they 

think can improve the security of knowledge against these threats. If an organization is not 

aware of the value and worth of their valuable organizational knowledge and they fail to train 

their employees to secure their valuable assets and information which collectively produce 

organizational knowledge they can be an easy prey of the cheaters which may be hackers 

crackers from the IT point of view and from many other different aspects. The organization 

can suffer greatly due to the ineligibility of staff members to handle the organizational 

knowledge properly due to lack of proper training and awareness. A complete security plan 

must contain the security of infrastructure, security of the data stored in the databases of the 

organization and the tacit and explicit knowledge that the employees of the organization has 

learned by their experience within the organization. Most of the organizations have good 

security plan and resources at hand but they do not provide the proper security training and 

awareness to their employees, which is a huge drawback and a lot of un-intentional loss to the 

organizational knowledge is happening due to this reason. The employees must know details 

about the systems they are using and they must be provided with the routine scheduled 

security awareness and training programs in order to improve their knowledge about security. 

As it has been reflected from theory considered during this study it is suggested that the 

managers must ponder about preparing a complete awareness and training program for the 

whole organization including the higher management and the low level users. The program 

must address their job related issues. The awareness and training material must be prepared 

according to the job descriptions in the organization according to the job responsibility of 

every user / worker in order to increase the effectiveness of the program.  
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Our research about this issue has shown that the factors (Organizational knowledge, 

perceived threats, security plan, employee’s security awareness and training, security 

infrastructure / Policies, security improvement measures, employees motivation factor and 

strategic planning) that we considered on the basis of theoretical framework has vital role in 

the security planning and implementation. All the respondents agreed to this approach that 

mostly the organizations don’t hold the employee’s Security Awareness and training program 

due to which the employees have a limited or no knowledge of the security and they don’t 

know how to protect the valuable information and knowledge of organization from being 

misused or theft. The research explored that according to the literature review it’s true that for 

a complete security plan the organization needs to gather information about their important 

assets and after analysing it they need to perform a complete risk analysis to measure the 

threats against their organizational knowledge and knowledge producing assets. On the basis 

of the analysis they can fix priorities to the threats by labelling them high, medium or low and 

then they can start to make a security Policy. The successful deployment of Security Policy 

and the Strategic Planning is a must thing for every organization to be able to completely 

secure their interests. The research explored that many organizations don’t have complete 

Contingency planning (Incident Response, Disaster Recovery and Business Continuity 

Planning) which speaks about how to perform in conditions of an emergency situation to 

resume the business activities normally in short time. According to the researchers “managers 

of the organization must be ready to act when an attack occurs. Plans for handling attacks, 

disasters, or other types of incidents go by various names: business continuity plans, disaster 

recovery plans, incident response plans, or just contingency plans. In large, complex 

organizations, each of these named plans may represent separate but related planning 

functions, differing in scope, applicability, and design. Contingency planning (CP) is the 

entire planning conducted by the organization to prepare for, react to, and recover from 

events that threaten the security of information assets in the organization and to provide for 

the subsequent restoration to normal business operations”(Michael E. Whitman, Herbert J. 

Mattord). 

Considering different factors we have concluded that every organization needs to enforce an 

appropriate Security policy and they need to develop a security system in order to reduce the 

threats towards organizational knowledge and Assets. But by installing a good security plan 

using security policies is not enough to secure the organizational knowledge from theft or 

misuse. The security training and awareness programs are vital things for the organizations in 
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order to increase the security knowledge among the actual users of the systems. They can be 

educated how to keep company secrets secure and how to perform in worst conditions. It’s 

very important to create a learning atmosphere in the organization by also considering the 

potential effects of secure Knowledge management systems as described in the chapter 3. The 

users participating in these programs of awareness and training will have positive attitude 

towards learning new skills and techniques to increase security and their behaviour with other 

colleagues will also become sophisticated, cooperative and mature. The term Perceived 

behaviour control as explained in theoretical framework will have its full effect on the 

intentions and behaviour of employees and they will take active role in learning the security 

knowledge and sharing it with other colleagues in order to be more protective and secure.  

 

7.4 Implications & Recommendations 
After finalizing the findings and the conclusion drawing process we have now come to a 

point where we can explain the implication of our study. We will describe the implications 

for theory, implications for Practitioners and will finish with the recommendations for future 

research in this area. 

7.5 Implications for Theory 
The theories that we have used in this research study in order to highlight the issue of security 

of valuable knowledge by providing awareness and training programs to the staff of the 

organization have been relevant to explore the subject in detail. We started by exploring the 

already available literature from different researchers and authors and moved on to the 

secondary data gathered by in depth interviews with organizations from public and private 

sector. The respondents show different risks perceptions related to internal management of 

the organization including higher and lower level staff from different perspectives. The 

responses from the interviewees helped building good understanding of the issue related to 

the security from different point of views. We hope that the study will add to the existing 

theory some new methods and expectations regarding the ways that can be really helpful to 

improve the security of organizational knowledge. 

7.6 Implications for Practitioners  
On the basis of the discussion of the issue, findings and conclusion we suggest that the higher 

management including CIO’S and the Security Managers need to consider following things 

when designing a complete security plan: - 
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1. A complete risk analysis should be performed to detect the vulnerabilities and 

threats against the systems containing valuable organizational knowledge. 

2. A complete security plan should include the security Awareness and training 

programs for the whole organizational staff. 

3. The awareness and training should be a must thing to be repeated periodically 

depending on the changes in the infrastructure, procedures and policy of the 

organization. 

4. The higher management should understand the need for continuously updating 

the security measures according to the change in the business matters. 

5. The Awareness and training material should be prepared according to the needs 

of every job in the organization and it should be disseminated in a proper way. 

6. The managers from all the three communities of interest which include the 

Information security community, Information Technology Community and the 

General business community should work closely in coordination with each 

other in order to fully understand problems associated with the knowledge 

security. Their cooperation will help them in generating useful security plans in 

the best interest of the organization without any clash of responsibilities. 

7. The organizations should include the contingency planning in their security 

plans in order to quickly react to the incident or disaster and start the business 

activities in short duration of time. 

8. The managers should set the targets of the organizations according to the vision 

and mission statements and should prepare complete strategic plans to 

accomplish those targets and those plans should be break up into the 

departments so they can set the targets of individual departments in order to 

make an internal net-chain of the working strategy in organization.   
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8.2 Appendix 
 

Interview Guide 
 

Semi Structured Questionnaire about the Master’s Thesis subject “How to improve 

security of Organizational Knowledge” 

1. What do you consider as organizational knowledge for your organization? 

2. What are the possible threats towards your organizational knowledge and knowledge 

handling assets? 

3. How are you dealing with the security matters of the important information (which 

may include customer data, important official records, etc)? 

4. What kind of security policies your organization has implemented? 

5. Do you think your employees who are operating the system and are the actual users of 

the system have enough security knowledge? 

6. Do you provide them any kind of training and awareness programs? 

7. Do you think training and awareness programs are helpful to enhance the security 

knowledge among the users of the system? 

8. What other measures can be taken to improve the security of knowledge and 

knowledge assets in your opinion from the organizational point of view? 

9. Does your organization have any kind of policies related to the security matters? 

10. A complete security plan for the information security in any organization requires 

proper back up. What kind of backup policies / procedures are being implemented in 

your organization?  

11. Does the organization holds IR, DR, and BCP Plans ready in case of an emergency 

situation for the protection of valuable organizational assets and knowledge? 

12. How do you protect your intranet from outside world threats such as hackers and 

crackers? 

13. What kind of improvements should be brought into the security infrastructure in order 

to improve the security of organizational knowledge? 

14. How do you think employees can be motivated to learn new techniques in order to 

enhance their security skills and experience? 
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15. Do you agree that the three communities of interest (Information security community 

- Information security managers and professionals. Information technology 

community - Information security technology managers and professionals. General 

business community - Non technical managers and professionals) should work in 

close coordination in order to formulate a complete security Plan for organization? 

16.  Are there any Strategic plans for Security measures? 

17. What is the role of vision and mission statements in the organizational Infrastructure? 




