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Abstract

This thesis work was done for isMobile, which is a Luleå based company with the business idea 
of helping companies with a mobile workforce to schedule and utilize their resources to the 
fullest. The goal with the work was to investigate what usages isMobile might have for the 
synchronization protocol SyncML. The workload was split up into three areas of investigation:

1. Investigation of the possibilities to make a software SyncML solution similar to isMobile’s Blå 
Pocket but used mainly on cellular phones instead of handheld computers and if so would be the 
case, make a prototype.
2. Investigation of the possibilities of device management with SyncML.
3. Investigation about solutions for handling report delivering from phones if point number one
proved successful.

With the workload distributed in the same order. 

We chose to use a software called Funambol for the two first areas. 

For the first one we used the Funambol data synchronization server to which we constructed and 
added our own plugin to make it work together with isMobile's software. We ran into some 
troubles though, the biggest one being that our solution did not work with as many different 
phone models as we had hoped for. There were two causes of this problem, one being that 
Funambol did not work well with some models and the second being that software of different 
phone models worked differently. Because of these problems we felt that our solution was not 
good enough in its current state but we offered some suggestions on how it might be improved.

For the second one we investigated the possibilities with the Funambol device management 
server, being the only open source alternative that we could find. We never managed to get it to 
work fully though. Because of this we had to settle with the conclusion that the SyncML device 
management protocol itself seemed to be a good option for device management, based on its 
capabilities. However we can not say if there are satisfactory solutions implementing it today.  

For the report delivering part of the thesis work we made two theoretical suggestions on
solutions, one using the SyncML synchronization and the other using a JSP-page, with the second 
one being our recommendation at the current time.
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Sammanfattning

Detta examensarbete utfördes åt isMobile, som är ett Luleåbaserat företag vars affärsidé är att 
hjälpa företag med mobila arbetsstyrkor att schemalägga och utnyttja sina resurser till fullo. Målet 
med arbetet var att utreda vilken nytta isMobile kunde ha för synkroniseringsprotkollet SyncML. 
Arbetsmängden delades upp i tre områden att undersöka:

1. Att undersöka om det var möjligt att göra en mjukvaru-SyncML lösning liknande isMobiles 
Blå Pocket klient för handhållna datorer, men använd främst på mobiltelefoner istället och om så 
var fallet, göra en prototyp.
2. Att undersöka möjligheterna rörande device management med SyncML.
3. Att undersöka lösningar för hur rapportlevererandet från telefoner ska hanteras om punkt 
nummer ett kan genomföras.

Med arbetsbördan fördelad i samma ordning.

Vi valde att använda ett program kallat Funambol för de två första områdena. 

För den första använde vi Funambols data synkroniserings server, till vilken vi konstruerade och 
lade till vår egen plugin för att sammanföra den med isMobiles mjukvara. Vi stötte på en del 
problem dock, varav det största var att vår lösning inte fungerade med så många olika 
telefonmodeller som vi hade önskat. Det fanns två orsaker till detta problem, den ena var att 
Funambol inte fungerade bra med en del modeller och den andra var att mjukvaran på olika 
telefonmodeller fungerade olika. På grund av dessa problem kände vi att vår lösning inte är bra 
nog i sitt nuvarande skick men vi erbjöd några förslag på hur den skulle kunna förbättras.

För den andra undersökte vi möjligheterna med Funambols device management server, som var 
det enda open source alternativet vi kunde hitta, men vi lyckades aldrig att få den att fungera helt 
och hållet. På grund av detta så fick vi nöja oss med slutsatsen att protokollet SyncML device 
management verkade vara ett bra alternativ för device management baserat på dess egenskaper, 
men vi kunde inte säga om det fanns en fullgod lösning som implementerar det idag.

För rapport-inlämningsdelen av examensarbetet så lade vi fram två teoretiska förslag på 
lösningar, en som använder SyncML synkronisering och en som använder en JSP-sida, där den 
andra lösningen är den vi rekommenderar vid nuvarande tidpunkt.
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1 Introduction

1.1 Background and purpose

The goal of our thesis work was to investigate what possible usages the Luleå based company 
isMobile could have for the OMA maintained SyncML synchronization protocol. What made this
project appealing to us was the growing importance of mobile technology and SyncML’s part in 
it together with the challenge of working with a technology not yet widely used.

isMobile is a company specializing in selling solutions used to help companies organize and 
synchronize field personnel. With their Blå Coordinator tool, work force administrators can send 
out work-assignments to personnel whom in turn can accept them and send in progress reports 
using one of the two clients Blå Pocket, for handheld computers, or Blå Dashboard, for laptop 
computers.

Together with Peter Jonsson and Mikael Bäckman from isMobile, we decided on three main areas 
of investigation:

1. Investigation of if it was possible to make a software SyncML solution similar to 
isMobile’s Blå Pocket but used mainly on cellular phones instead of handheld computers 
and if so would be the case, make a prototype.

2. Investigation of the possibilities of device management with SyncML.
3. Investigation of solutions for how to handle report delivering from phones if point 

number 1 was successful.

One of the difficulties with this project is that it touches relatively new areas of technology. 
Because of this, documentation and information was hard to find.

1.1.1 Limitations and scope

To make the work fit into the time-limit of the thesis work we decided that we would put the 
main part of the workload on making the SyncML data synchronization solution using Blå 
Coordinator together with cellular phones. This meant that we would try to make this solution as 
close to a finished product as possible. After, we would focus on investigating device 
management using SyncML, with the practical amount of work depending on the possibilities 
found. For the last part of the work, the report delivering from cellular phones, we agreed that we 
would only make a theoretical suggestion on how this could be solved.

1.1.2 Making a SyncML solution using Blå Coordinator and a phone to 
synchronize data

This was chosen as the main part of the thesis work. The purpose behind making a solution using 
phones instead of handheld computers is cost issues, as displayed in the scenario below.
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If we assume the following: 

We have an example company with 1.000 employees doing field work.

The price of a handheld computer is around 5.000 Swedish crowns.

If the company has to buy handheld computers for all their employees it will cost them 1.000 * 
5.000 = 5.000.000 Swedish crowns.
If we instead consider that they could use any cellular phone with SyncML support the price per 
device could be around 2.000 Swedish crowns instead, which would lower the total cost to 1.000 
* 2.000 = 2.000.000 Swedish crowns.

As seen above the cost would be lowered drastically and then we have not yet considered the fact
that many companies already equip their employees with work phones. With SyncML support 
becoming more and more common, there is a possibility that they might already have phones that 
can be used, which would remove the device cost completely for such companies. 

1.1.3 Device management using SyncML

Device management is also an area concerning cost reduction. It deals with remote configuration, 
software installation and updating of devices. Being able to do this remotely, and at a large scale,
would reduce both time, that otherwise would be needed to bring devices in and perform the 
needed tasks manually, and the administrating personnel cost. This is why we were given the 
assignment to investigate cheap and functional solutions for device management on handheld 
computers, using SyncML. 

1.1.4 Enabling report delivery with the data synchronization SyncML 
solution

If a solution regarding synchronization between phones and Blå Coordinator is found, there 
would also be need for a way to let the user submit status reports from the phone, as possible with 
Blå Pocket. 

1.2 Pre-study

The pre-study face was mostly focused on the data synchronization part of the thesis work. Since 
this was the area where the main part of the work would be done. We went through the following 
steps:

 Study of SyncML
 Study of isMobile’s products, foremost Blå Coordinator and Blå Pocket.
 Evaluating minimum requirements.
 Studying existing solutions to decide if we should make our own SyncML server 

application or use an already existing solution.
 Deciding if we should make our own client or use software already present on the phone.
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1.2.1 Minimum requirements for data synchronization

After we had gotten familiar with SyncML and Blå Coordinator we were able to understand what 
isMobile wanted, and we put up some requirements.

 The data synchronization solution should work with as many kinds of SyncML 
supporting phones as possible. If a company can let their employees use their current 
work phones instead of having to buy new ones it reduce expenses. 

 The client used must be able to handle the amount of data needed to express an 
assignment. 

 The client should be easy both to configure and use. 
 The server part must be able to work under heavy strain from trafficload.

1.3 isMobile

Here we will talk about isMobile, which is the company that we did our thesis work at. 

1.3.1 Company background

isMobile is a Luleå based company founded in May 2000, the main shareholder is TeliaSonera, 
but shares are also held by IBM, the founders and the staff. Specializing in helping companies to 
utilize their resources in the most efficient way possible. The company finds its customers both 
within Sweden and internationally [1]. 

1.3.2 Customers

Among the customers of isMobile, companies active in communications, field service and health 
care, can be found. The common factor between these areas of business is the large amount of 
mobile personnel working out in the field. Thus they are faced with the problems of keeping their 
workforces’ schedules updated and synchronized. If an employee has to return to the office 
between each task he performs, to update his schedule, it is a waste of both traveling costs and 
working time compared to a scenario where he/she could get the update directly while still out in 
the field and immediately proceed to his next assignment location. The second case is the kind of 
alternative isMobile wants to offer their customers [1]. 

1.3.3 Solutions

isMobile mainly offers their customers two products as solutions of the problem with 
underutilization of resources, these are Blå Coordinator and Blå Optimizer [1]. 



                                                                                                           

4

1.3.3.1 Blå Coordinator

Blå Coordinator is a tool for helping a mobile workforce to work more efficiently. By using 
optimization algorithms it helps the work leader, whom dispatches the assignments, to choose 
which resource that is most appropriate for a task, based on things such as distance, competence 
and availability. This way the resources can be put to maximum usage and costs are lowered as 
the effectiveness is increased. The field personnel will communicate back to the dispatcher by 
using either the handheld computer client Blå Pocket or the PC-client Blå Dashboard. Both 
clients allow the employee to receive information about service objects, accept or decline work-
assignments, make progress reports and status reports. With this kind of communication the 
employee will be informed directly while still out on the field if changes in his/her schedule 
would occur, just as the dispatcher will know if an assignment takes more time than expected to 
finish. So in the end work will be made easier for both the field personnel as well as for the one 
dispatching the assignments, and increased efficiency in the scheduling means better utilization of 
resources [1]. 

1.3.3.2 Blå Optimizer

Blå Optimizer is the plugin scheduling engine used with Blå Coordinator. As earlier mentioned it 
works with different parameters such as where a resource is currently located, how long it would 
take the resource to reach the assignment location and how well the resource’s skill profile fits the 
assignment. Based on the priority of each aspect, algorithms will make suggestions of effective 
scheduling that are presented to the dispatcher. If unexpected changes would occur, the engine 
supports real-time adopting of the schedules to maintain high effectiveness [1]. 

1.4 Open Mobile Alliance (OMA)

The Open Mobile Alliance (OMA) is a standardization organization for mobile services, formed 
in 2002. The start of the OMA was when the Open Mobile Architecture initiative was merged 
together with the WAP Forum. Since then, several other organizations have been included into 
the OMA. A common factor for these is that they should all be based on open protocols that are 
standard globally [2]. Among the over 300 members and sponsors of the OMA, many of the 
largest companies within mobile technology can be found, such as Nokia, IBM, Ericsson, 
Microsoft, Motorola and Hewlett Packard [3]. 

1.5 SyncML

SyncML is a synchronization protocol maintained by the OMA. The real name today is actually 
not SyncML but Open Mobile Alliance Data Synchronization & Device Management (OMA DS 
& DM) [8]. We will continue to refer to it by the name SyncML in this report though, since that 
still seems to be most commonly used name. In this chapter we will talk about the background of 
SyncML, why a synchronization protocol is needed and how SyncML works.



                                                                                                           

5

1.5.1 Background

In 2000, Ericsson, IBM, Lotus, Motorola, Nokia, Palm Inc., Psion and Starfish Software started a 
project called the SyncML initiative. This project dealt with the need that people have to be able 
to keep the data on their mobile devices synchronized with their other network connected devices. 
The problem, as they saw it, was that the synchronization of different kinds of data and devices 
was spread over many different synchronization techniques and protocols, at that time. But the 
vision of the SyncML initiative was that any mobile device should support synchronization with 
any kind of networked data and the other way around. Making this possible would mean 
advantages in costs, compatibility and simplicity for users, device manufacturers, service 
providers and application developers alike. I.e. the user would be able to synchronize his/her
laptop and calendar in the same way as his/her handheld computer and cellular phone, the device 
manufacturers would gain a much wider compatibility for their devices, and so on. For this vision 
to become possible there would need to be a synchronization protocol that was standard and 
could handle all kinds of mobile devices and data types. This was the intention behind developing 
the synchronization protocol SyncML. But before we talk about SyncML in specific we will talk 
about what a synchronization protocol is in general and why it is needed in the synchronization 
process [4]. 
      

1.5.2 Synchronization protocols

Since mobile devices are not continuously connected to a network, due to high cost and 
limitations in the coverage of wireless networks, data that is shared between the network and the 
mobile device will have to be copied and stored locally on the device. This local version of the 
data can then be synchronized with the corresponding data on the network at the next connection. 
The synchronization will consist of updates taking place in the data on the mobile device, the 
network or both, depending on which changes that has occurred during the device’s period of 
disconnection. If changes has been made that affects the same portions of data on both the device 
and the network there will be a need of conflict resolving, deciding which of the updates that 
should apply and then the data on both sides will be made consistent to each other. The 
synchronization protocol is the protocol responsible for making sure that updates are done in the 
right way, that conflicts are resolved so the data stays consistent between the mobile device and 
the network each time the device is connected to the network [4]. 

1.5.3 A general synchronization protocol

To make a synchronization protocol able to realize the vision of one protocol used for all kinds of 
networked data and device types, there are demands that must be fulfilled, besides supporting any 
type of networked data and mobile device:

 For it to work with different kinds of applications it can not rely on specific programming 
languages but should be language independent. 

 It would have to be a protocol that works well over both wired and wireless networks. 
Wireless networks have a lot of limitations concerning bandwidth, high latency and 
unstable connections, which needs to be handled in an effective way. A failed connection 
can’t be allowed to ruin data that was in the process of synchronizing when the 
connection was lost. 
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 It would have to work over several common transport protocols.
 It would have to be able to tackle the limited amount of resources on mobile devices. 

[4]

1.5.4 The SyncML protocol

With the previous mentioned demands in mind, SyncML (Synchronization Markup Language) 
was created. It is XML (Extensible Mark-up Language) based and works with several transport 
protocols such as HTTP, OBEX and WSP/WAP. And it also follows the other demands such as 
supporting arbitrary types of networked data and takes into consideration the limited amount of 
resources for mobile devices [5]. 

1.5.5 Data synchronization with SyncML

The architecture of the SyncML protocol used for data synchronization can be seen in the picture 
below (Figure 1.1). 

Figure 1.1: The SyncML protocol architecture [4]. 



                                                                                                           

7

The sync client application and agent is usually located on a cellular phone, hand held computer 
or a PC. At synchronization the modifications made to the data copy which is stored locally on 
the client device will be sent to the server first. The server which holds the sync server engine and 
agent will then analyse the changes and resolve conflicts to then return the data with server 
modifications made to the device. Even if the client is usually the one initializing the 
synchronization the server can also, in cases where it is allowed, do a so called “server alerted 
sync” and send a synchronization request to the client [7].  

Figure 1.2: Client – server synchronization [7]. 

This picture above (Figure 1.2) shows the basic form of synchronization called a two-way-sync 
where both client and server exchange their updated data. But there are also a couple of other 
synchronisation types:

1. Slow sync, which is a two-way-sync but instead of just sending the modifications the 
client will send all the data to the server, which will then analyse changes and send back 
its modifications. This can be used the very first time synchronization between two 
sources takes place.

2.  One-way sync, where only one of the server or the client will send its modifications to 
the other.

3. Refresh sync, where either the server or the client will send all its data to the other and 
the receiver will replace all its current data with the one received. 

[7]

1.5.6 Device management with SyncML

Another feature of SyncML is device management support. With mobile devices becoming more 
powerful and advanced, the configuration of different client applications will also become harder 
for the user. Using device management, settings and configurations can be done by a professional 
and then transmitted to the device. This kind of device management is useful in several cases:

 The user has bought a new device and it needs configuring.
 A company has a large number of devices that needs configuring, instead of preparing 
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each device manually the settings can be done once and then remotely synchronized to all 
the devices. 

 Used by customer support. 
 Used to restore setting that has become faulty.
 Used to install software.

[6]

1.5.6.1 A typical device management scenario

Figure 1.3: A device management scenario [6].
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There are two different ways to initiate the device management procedure depending on if it is 
client or server initiated. In the first scenario the user will send a management request from his 
device to a web server, whom in turn will forward the request and activate the management 
server. In the second scenario the management server will instead send a message to the client 
initiating the device management. After one of these scenarios the client will send an operation 
request back to the management server. The management server will then return the chosen 
management operation. When finished, the client will send the result of the management to the 
management server.
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1.6 Results of the pre-study

1.6.1 Making our own SyncML sync server or using an already existing 
solution

Based on our requirements we started to look at a couple of already existing solutions to see if 
any of them lived up to our demands or if we would have to do our own server application from 
scratch. The existing solutions that we found interesting were one named Funambol and the other 
one a PHP implementation made by Nicolas Bougues. The PHP solution was not adapted for 
industrial use though, so we focused on Funambol. After some more testing we decided that 
Funambol seemed to fit our purpose with both data synchronization and device management 
support, together with the possibility to create our own plugins to integrate it with other software. 
We decided to make a Blå Coordinator plugin for Funambol and then investigate the device 
management possibilities further afterwards.

1.6.2 Making our own sync-client or using software already present on 
the phone

On the client side we were given the choice to either make our own software client or to use some 
of the software already present on the phone. The two choices each had their advantages and 
disadvantages, below follows a list for each, where advantages are marked with a plus sign (+) 
and disadvantages with a  minus sign (-).

Making our own client:
+ We would be able to design it exactly according to our needs.
- The software would have to be downloaded to the phone.
- There might be compatibility issues resulting in that the software have to be custom made for 
different models and devices.

Using already present software:
+ The software would already be on the phone.
- The software might not contain all the features that are needed.
- The software on different models and devices might work differently.

We chose to go with the alternative of using already present software on the phones because that 
fit best with our goal of compatibility with as many models and devices as possible and also to 
avoid the problem of getting the software to the phone. Except for the phone’s synchronization 
software, we chose to use the calendar of the phone for storing the assignments.
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2 Technologies

This chapter talks briefly about technologies that we came across during our work and will 
mention later in the report.

2.1 Funambol

Here comes some information about the company Funambol followed by a description of the two 
services they provide concerning data synchronization and device management.

2.1.1 The company 

Funambol is a company that provides open source Java applications that uses SyncML, both for 
data synchronization and device management. Their Funambol SyncML implementation, which 
was originally named Sync4j, is the most widely used among open source SyncML 
implementations [9].

2.1.2 Funambol data synchronization server

The Funambol data synchronization server is used to synchronize data between the server and 
mobile devices. It works with cellular phones that have SyncML support and it is possible to 
synchronize contacts, calendar entries, emails, notes and bookmarks, using the phone’s inbuilt 
client. There are also various clients to download, for instance working with SmartPhone, 
PocketPC, Outlook and iPod. It is also possible to create your own plugins for the server, so 
called connectors. These connectors are used to make Funambol interact with other software and 
data sources [9]. 

2.1.3 Funambol device management server

To enable device management using SyncML, Funambol offers device management server 
software [10]. When it comes to managing, for example, cellular phones;  there are phones that 
contain client software for device management which can be used together with the server [11]. 

2.2 Java

Java is an object oriented, platform independent programming language developed by SUN 
Microsystems. Today there are three major configurations of Java: Java Enterprise Edition (Java 
EE) which is targeted towards multi-tier enterprise applications, Java Standard Edition (Java SE) 
which is the version that all the others are built on and the even smaller version made for portable 
devices, Java Micro Edition (Java ME) [12]. There are two different implementations of Java that 
we have come across: Servlets and Java Server Pages.
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2.2.1 Servlets

Servlets help extending a web server. It has the whole Java API to work with including the JDBC 
API. Servlets can also access information about HTTP calls that are being made [13]. 

2.2.2 Java Server Pages (JSP)

Java Server Page (JSP) is an extension to the Java Servlets and is written directly into a HTML 
document. JSP separates the graphical interface from the underlying functions and operations 
which makes it easy and fast to change the layout of the web page [14]. 

2.3 Extensible Markup Language (XML)

The Extensible Markup Language (XML) is used to structure data in a way that makes it easy to
handle. It is platform independent and written in a tag based way which is similar to the one of 
HTML. Because it is written in plain text, an XML-document can be opened in an ordinary text 
editor and be read and understood easily. The textual format makes XML-documents larger than 
they would be if a binary format was used, but on the other hand debugging, for instance, is made 
easier when the files can be interpreted directly by human eyes. Space problems can also be 
solved by letting the documents be compressed afterwards by compressing programs or leaving 
the compressing to some communications protocol such as HTTP/1.1 which has inbuilt functions 
for that [16].

2.3.1 WAP Binary XML (WBXML)

When it comes to sending XML over the Wireless Application Protocol (WAP) the Open Mobile 
Alliance (OMA) has designed the WAP Binary XML (WBXML) format to allow XML-
documents to be sent effectively over wireless networks. The documents can be compressed to 
smaller size while still retaining their structure and semantics [15].

2.4 SOAP 

SOAP is a protocol that allows client applications to access information and functions on a 
remote web service [17]. 

SOAP has existed since 1998 and is a protocol that uses XML-based messages to send and 
receive information. It is designed to work with a variety of programming languages and is also 
designed to work over many underlying protocols where HTTP/HTTPS and SMTP are the most 
common ones. Letting it work over other underlying protocols, especially HTTP, has the 
advantage of allowing the messages to travel through network firewalls without problems [17].
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Figure 2.1: A common SOAP procedure [3].

2.5 Web services

A Web service is a software based system which helps machines to interact with each other over 
a network. The communication between the Web service and other machines are made through 
SOAP messages, commonly sent over HTTP. The actual message handling must be taken care of 
by some sort of hardware or software agents both on the provider side and the requester side [18].

2.5.1 Web Service Description (WSD)

For the message passing between the provider agent and the requester agent to be successful 
some agreements must be made. Because of this each Web service has a Web service description 
(WSD), which dictates the rules for the message session regarding things such as formats, data 
types and protocols to be used for transport [18]. It also tells the user where the server can be 
located and what functions and operations the server has [19]. The WSD is written in the Web 
Services Description Language (WSDL) [18].

WSDL is an XML based language for describing a web service. The WSDL is written abstractly 
and is only describing the operations, not containing the functions itself. An example of a WSDL 
document could be the Google search WSDL [19].
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Figure 2.2: WSD and SOAP web services

2.6 AXIS

AXIS is developed by Apache and is an implementation of the SOAP protocol; it is both a SOAP 
server and a SOAP client. You can feed AXIS a WSDL and let it construct Java classes from it. 
On the client side the generated classes contains stubs of the operations and functions on the 
server, while on the server side it will construct something called a facade. The facade is the 
interface towards the web service itself. When the client makes a function call over SOAP it will 
contact the facade which in turn contacts the web-service intended and finally returns the result 
back to the client. The application is then able to use the functions on the server as if they were 
part of the application itself. It is also possible to feed AXIS Java classes and let AXIS construct 
the WSDL [20]. 

2.7 Application servers

An application server is a computer program dedicated to run certain applications and to deliver 
results from these applications to the clients requesting it. Application servers make it easier for 
the developer since it reduces the size and complexity of the programs by letting the programs 
share resources and capabilities efficiently [21]. 

 It is usually divided up into three parts:

1. First tier, GUI. A graphical user interface that the client sees and works against.
2. Middle tier, applications. This is where the developed applications reside.
3. Third tier, data storage. Databases, files and other stored information reside in the third 
tier.

[22]
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There are a lot of application servers to choose from, for example JBoss, WebSphere (IBM), 
Tomcat (Apache), WebLogic (BEA) and many more. Those we came across were WebSphere, 
which is a commercial application server from IBM, JBoss and Tomcat. The latter two being
popular open source application servers [21].

2.7.1 WebSphere Application Server (WAS)

The WebSphere application server (WAS) is a commercial application server developed by IBM
[23].

2.7.2 Apache Tomcat

Tomcat is an open source application server developed by the Apache Software Foundation. It 
enables the use of Java Servlets and JSP pages on web servers. Tomcat contains a web server of 
its own but it can also be used together with a number of other web servers [24].

2.7.3 JBoss

JBoss application server is the most used one on the market. It is developed by a community and 
maintained by the JBoss Inc. It is a J2EE certified application server that is able to deploy 
servlets, enterprise Java applications and enterprise Java beans [25]. JBoss uses the Tomcat 
servlet engine and is distributed as a deployable service [26].

2.8 Naming services and Directory services

Naming services provide means to bind objects to names. That is, for instance, a file is bound to a 
filename, the actual file, which is the object in this scenario, can then be searched for and found 
by this name. Another example of objects bound to names is IP addresses of Internet pages bound 
to host names. The syntax rules for how a name should be constructed varies between different 
naming services, for example the naming conventions for a file system will not look the same as a 
web page name following the Internet Domain Name System's (DNS) convention [28].

A directory service not only sees the binding between an object and its name but also enables the 
possibility to add attributes to the object. This widens the possibilities of searching since one or 
more objects can be found based on their attributes. If the objects would be users, an attribute 
holding their registration date could be added and then a search could be made to find only new 
users registered during the last week for example [29].

2. 9 Java Naming and Directory Interface (JNDI)

The Java Naming and Directory Interface (JNDI) is a Java API to be used for implementing 
naming services and directory services in Java applications [27].



                                                                                                           

16

2.10 Structured Query Language (SQL)

SQL is an abbreviation of Structured Query Language and it is a language used for managing 
databases. By writing so called SQL-queries the user can access, delete, add and manipulate data 
in database tables. There are different variants of SQL but they all share the basic operation 
keywords [30].

2.11 Prepared Statements

Prepared Statements are a special kind of statements that can save time in the execution process 
when a statement object will be used several times. Unlike the ordinary statement objects, the 
Prepared Statement object is given an SQL statement at the creation [31].

2.11.1 Security advantages when using prepared statements

Like every other technology SQL can be exposed to malicious users. When ”hacking” SQL the 
hacker usually uses SQL-injection which is a way of fooling the SQL-server. It works like this: 
Let say you have a form on a web page which asks you to enter you name, but instead of your 
name you enter a SQL-statement. It will then not only try to interpret the first statement but the 
second one also. What differs the standard statements from prepared statements is that prepared 
statements do not interpret the contents of a variable thus making it immune against SQL-
injections [32].

2.11.2 Example of a prepared statement

Here is a little example on how it can look in the code. The b is a database table while a, c and d 
are columns in the database.  The variables str1 and str2 are the Strings that will be inserted in 
place of the question marks. 

PreparedStatement stmt = connection.prepareStatement("SELECT a
FROM b WHERE c = ? AND d = ?"); 
stmt.setString(1, str1);
stmt.setString(2, str2);

2.12 Java Database Connectivity (JDBC)

Java Database Connectivity is an API describing how an application may access a database. It lets 
you interact with any SQL-compliant database and holds functions for connecting to, and 
manipulating the data in the database. You could say that the JDBC driver lets you:

1. Establish a connection to the data source.
2. Send queries and update-statements to the data source.
3. Process the results.

[33]
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JDBC can allow databases to be accessed via data source objects which hold information about 
the database. The application accesses the database through a connection returned from a data 
source object. The data source object can be viewed as a factory for connections. It  can also 
support pooling which can be thought of as a pool of connections. When an application closes a 
connection the connection is returned to the pool. In this way it avoids creating new physical 
connections every time one is requested and makes the application faster [34].

2.13 vCalendar

The vCalendar specification is a specification on how the format of a device's calendar entry 
should look. The specification holds many entries; here is an example [35]: 

BEGIN:VCALENDAR
BEGIN:VEVENT
CATEGORIES:<CATEGORY>
DESCRIPTION;CHARSET=UTF-8:<DESCRIPTION>
LOCATION;CHARSET=UTF-8:<LOCATION>
SUMMARY;CHARSET=UTF-8:<SUMMARY>
UID:<UID>
DTEND:<YYYYMMDDTHHMMSSZ>
DTSTART:<YYYYMMDDTHHMMSSZ>
PRIORITY:<PRIORITY>
URL;CHARSET=UTF-8:<URL>
GEO:<GEOGRAPHICAL COORDINATES>
END:VEVENT
END:VCALENDAR

[35]

2.14 Wireless Application Protocol (WAP)

Wireless Application Protocol (WAP) is a set of standardized (by OMA) communication 
protocols for wireless devices. It allows for wireless devices to access Internet services. Wireless 
applications usually have less powerful CPUs, less memory, smaller displays etc. and because of 
these limitations the wireless devices have a more constrained communication environment. This 
is why WAP was developed. WAP tries, wherever it is possible, to use existing standards but 
optimizations and changes have been made to conform to the wireless environment. Since the 
wireless connection in most cases are slower than on a desktop computer , WAP uses binary 
transmissions which allows for better compression of the data being sent and received [36].

2.15 General Packet Radio Service (GPRS)

General Packet Radio Service (GPRS) is a mobile data service for users of GSM and IS-136 
mobile phones. GPRS is a packet switched service which means that many users share the same 
transmission channel and only transmit when they have to. This increases the available bandwidth 
and since you only pay per megabyte of transferred data, web browsing, reading e-mails and 
instant messaging is cheap compared to the traditional circuit switched communication where you 
pay per minute [37]. 
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2.16 SMS Gateway

An SMS Gateway handles the connection, between the mobile phones and the GSM/GPRS 
modems, for SMS sending. The application that wants to send the text message does not need to 
know the specific commands to send to the phones, only how to communicate with the SMS 
Gateway, the gateway handles the rest [38]. 

Figure 2.3: Gateway used for sending SMS [38].

2.17 Development environment

Our development environment can be divided into three parts. First we have the graphical IDE 
which we write the code in, then we have the compile tool and last we have the revision control 
system which works like a backup for our source code.
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2.17.1 Integrated Development Environment (IDE)

An IDE is a tool that helps programmers to build their programs. It usually consists of a source 
code editor, a compiler/interpreter and a debugger [39]. We used the Eclipse IDE since it is a 
powerful tool and it has a plugin for our revision control system which makes it easier to submit 
the source code.

2.17.2 Compile tool

To compile our application we used the Apache Maven tool. With Maven you can easily tell the 
program what dependencies you need and it will download the correct versions from a repository. 
You can also tell Maven what kind of output you want, if you want it in a jar-file or as in our case 
an s4j-file. The compile-process is scripted and can be configured in detail.

2.17.3 Revision control system

Revision control system (RCS) or Source Code Management (SCM) is a system for taking 
backups of your code in such a way that you can easily go back to a certain date and recover that 
version of the project [40]. We used Perforce as SCM since isMobile already were using that 
system.
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3 Data synchronization implementation

As earlier mentioned we chose to work with the Funambol data synchronization server. This 
meant that we could leave the handling of SyncML messages to Funambol while we focused on 
developing a plugin, a so called ”connector”, to integrate Funambol with Blå Coordinator. We 
named our connector Blå Sync and will refer to it by that name from now on.

3.1 The Funambol data synchronization server

First we will talk some about how the Funambol provided part of the solution was implemented 
and what it does.

3.1.1 Funambol Version

We used the Funambol data synchronization server version 3.5 which was the most current stable 
version when we started our thesis work, since then new versions have arrived. We thought about 
changing for a newer version but due to time constraints we were not able because that would 
have meant adapting our connector to all the changes made in APIs and such.

3.1.2 Database

The data synchronization server requires that a database is available. In this database, tables will 
be created to handle things like users and devices. We used an Oracle database for this, the main 
reason for that choice being that it was the wish of isMobile since Oracle is the database their 
customers usually are running.

3.1.3 Application server

As choice for application server to run our data synchronization server on, we considered 
WebSphere and JBoss, with JBoss being free and WebSphere not being common anymore among 
isMobile’s customers the choice fell on JBoss. The version we are running is JBoss 4.0.5.

3.1.4 Components of the Funambol data synchronization server

The Funambol data synchronization server consists of six parts mainly, each with a different role 
in the synchronization process. Here follows first a picture of the Funambol data synchronization 
server structure (Figure 3.1) and then a short explanation of each part [41]. 
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Figure 3.1: The Funambol DS server architecture [41]. 

The sync adaptor:

The synchronization messages that go back and forth are in an XML-based format. XML in turn 
can be either simple plain XML, readable to the eye, or WBXML, which is a binary form of 
XML. What the Sync Adaptor does is to translate incoming and outgoing messages to the desired 
form [41]. 

Pipeline manager:

There are two pipeline managers, one for incoming messages and one for outgoing messages. 
They can do some processing of the SyncML messages such as adjusting bugs that some devices 
might cause, keep track of device capabilities and block unwanted messages [41]. 

Sync Engine:

This is the core of Funambol data synchronization. The Sync Engine handles the three phases: 
initialization, data exchange and finalization. Functions like authorization, change detection, 
conflict resolution and id-mapping is found here [41]. 

Authorization:

Username and password are compared against a database. Funambol has built in support for 
storing users and passwords but can be configured to work with an already existing database [41].
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Conflict resolution:

Conflict resolution is needed when data that should be synchronized, for instance between a 
database and a mobile device, has been changed on both. How this resolution is done is 
determined by the Sync Strategy interface and can be configured to fit the desired policy [41].

The SyncSource:

A SyncSource is the access to a source of data, a so called data store, that the mobile device will 
be synchronized towards. It is possible to have more than one SyncSource for each sync engine as 
well as more than one SyncSource for each source of data. [41].

3.2 The assignment calendar entry

This is a chapter about how we used the vCalendar calendar entries to store assignments. We will 
go through which fields, existing in the vCalendar specification, we stored which information in:   

CATEGORIES:

Different kinds of categories can be chosen in the CATEGORIES field, but we decided to use the 
"appointment" one for our assignments.

DESCRIPTION:

In the DESCRIPTION field we store what the assignment is about. 

LOCATION:

In LOCATION we store the location of the assignment.

UID:

UID is the place where we store the unique identifier of the assignment.

DTEND and DTSTART:

Here we store the start and stop time of the assignment. 20070402T033000Z is interpreted as 
2007-04-02 at 03:30:00 where the T separates the time and date and the Z stands for Zulu time 
which is time offset UTC (+0).

3.3 Blå Sync

Blå Sync is our Funambol connector which we wrote working in Java using the Eclipse IDE. We 
started out from a so called ”dummy connector” that we found through the Funambol web page. 
The dummy connector is a skeleton class of a module that contains only the very basics of a 
connector and is meant to be expanded.
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3.3.1 Integrating Blå Sync with Blå Coordinator

To get a hold of the information we’re interested in, namely the assignments, we connected to a 
web service called pocketfacade which is an AXIS web service that works against Blå 
Coordinator.

3.3.2 Obtaining the WSDL

To be able to connect to the pocketfacade service we first had to get a hold of the WSDL file 
which is a Web Service Descriptor describing the pocketfacade service, its functions and its 
location. When we obtained the file, we used the AXIS wsdl2java tool. Wsdl2java is a tool for 
converting a WSDL file to Java classes and Java stubs which holds the return type and parameters 
of the methods on the server, but not the methods itself. To use one of the methods described in 
the WSDL it is simply to make a call to it as if it were part of the application itself, AXIS takes 
care of the rest, it controls the communication between the pocketfacade and our client
application, the protocol being used is SOAP. 

3.3.3 Using the facade

To start using the facade it is just to login in by calling the login() function. After that's been done
the other functions can be used. When a synchronization is made we would like to get all the new 
assignments for the user, but we also want to see which assignments that have been changed and 
which that have been deleted, if any. To do this, all of the assignments belonging to this user are 
fetched and compared towards our previously stored assignments in the database. New 
workorders are easy to recognize, the unique identifiers are compared towards the ones already 
located in the database, if it doesn't exist it means that it is a new assignment. If it already exists,
time and date have to be compared with the time and date the assignment was last created/edited, 
if the time and date is older than the stored one, the assignment has been changed and thus it is
updated. To see if an assignment has been deleted it is compared backwards, the unique 
identifiers from the database are compared with the ones fetched and if an assignment can not be 
mapped it is deleted. The information that is taken care of is the id of the assignment, subject, 
description, address, geographical coordinates, start and stop time and everything else that is 
included in a vCalendar format.

When all this is done we don't have to be logged in anymore so we log out and continue with our 
synchronization.
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Figure 3.2: An overview of our solution.

3.3.4 Classes

Here comes a short description of the classes that make up Blå Sync.

InitCoordinator:

In this class the authentication with Blå Coordinator takes place. There are also methods for 
fetching assignments. To not overpopulate the calendar in the phone, one has to give as 
parameters how many days back and how many days forward that the assignment should be 
located within. When already synced workorders located on the phone gets old, that is, they are 
outside the range of the given number of days given as parameter, they are deleted from the 
phone. The number of days is of course configurable in a property-file.

DbHandler:

DbHandler is the class that holds all of the database-related methods. Methods for select, insert, 
delete and update are of course located here. DbHandler uses the JNDI API to access the 
datasource object to connect to the database it represents. All of the statements here are prepared 
statements which are both for security and efficiency reasons.

DataSourceReader and PropertyReader:

The property file and data source are located in the JNDI and are fetched by the 
DataSource/Property-reader.

CalendarEntry:

A CalendarEntry object is just a holder for a calendar entry, that is, a subject string, body string, 
location, dates and other fields that follow the vCal specification.
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Formatter:

Formatter is a sort of translator, it looks at what language the phone supports and assembles a 
calendar entry based on that. Either a vCal entry or an XML-based calendar entry.

InitSync:

This is the main class where all types of synchronization modes start executing. Property-files are 
read into memory and authentication with Blå Coordinator is done. Then depending on what type 
of synchronization that is made, different methods are called. 

3.3.4.1 UML

Figure 3.3: UML diagram over our classes.
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3.4 Sending out synchronization settings over the air 

To make our solution more user-friendly we investigated the possibilities to send out the settings 
needed for synchronizing, over the air (OTA). In this case over the air means sending WAP 
binary XML (WBXML) messages, containing configuration information, by SMS to the phone,
using an SMS gateway. We managed to get it to work with a Nokia (6131) and a Sony Ericsson 
(P990i) but failed when trying on a Siemens (CX65). The Nokia and Sony Ericsson OTA 
messages differs some, the Sony Ericsson message worked somewhat on the Nokia but some 
information was lost such as the setting’s name which was received as ”Unknown”. The other 
way around did not work at all. Because of time constraints we could not put too much time into 
investigating the possibilities of making a more general message, working well for many models. 
Below, the differences between the Nokia and Sony Ericsson OTA messages can be seen, 
followed by an example how it looks on a phone which is a Sony Ericsson P990i in this example:

Nokia (6131) OTA synchronization setting message:

<wap-provisioningdoc>
<characteristic type="BOOTSTRAP">
<parm name="NAME" value="<SETTING NAME>" />
</characteristic>
<characteristic type="APPLICATION">
<parm name="APPID" value="w5" />
<parm name="TO-NAPID" value="INTERNET" />
<parm name="NAME" value="<SYNCHRONIZATION SETTING NAME>" />
<parm name="ADDR" value="<DATA SYNCHRONIZATION SERVER ADDRESS>"/>
<characteristic type="APPAUTH">
<parm name="AAUTHNAME" value="<USER NAME>" />
<parm name="AAUTHSECRET" value="<USER PASSWORD>" />
</characteristic>
<characteristic type="RESOURCE">
<parm name="URI" value="<CALENDAR ADDRESS>" />
<parm name="AACCEPT" value="text/x-vcalendar" />
</characteristic>
</characteristic>
</wap-provisioningdoc>

Sony Ericsson (P990i) OTA synchronization setting message :

<wap-provisioningdoc version="1.0">
<characteristic type="APPLICATION">
<parm name="APPID" value="w5"/>
<parm name="TO-NAPID" value="INTERNET" />
<parm name="ADDR" value="<DATA SYNCHRONIZATION SERVER ADDRESS>"/>
<characteristic type="PORT">
<parm name="PORTNBR" value="80"/>
</characteristic>
<parm name="NAME" value="<SYNCHRONIZATION SETTING NAME>"/>
<characteristic type="APPAUTH">
<parm name="AAUTHLEVEL" value="CLIENT" />
<parm name="AAUTHTYPE" value="BASIC" />
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<parm name="AAUTHNAME" value="<USER NAME>" />
<parm name="AAUTHSECRET" value="<USER PASSWORD>" />
</characteristic>
<characteristic type="RESOURCE">
<parm name="URI" value="<CALENDAR ADDRESS>"/>
<parm name="AACCEPT" value="text/x-vcalendar"/>
</characteristic>
</characteristic>
</wap-provisioningdoc>

3.4.1 How it looks on the phone

Here we will show how it looks on a Sony Ericsson P990i when the settings are received and 
what is required of the user. We will not show here how the settings actually look in the settings 
menu, that will be shown in the next chapter: ”The synchronization procedure”, our focus here is 
on the accepting of the received settings.

When the settings are sent to the phone a PIN 
code is also chosen and the user will need to 
know this code to be able to use the settings. 
This is a safety mechanism in case the settings 
would be sent to the wrong number.

When the correct PIN code has been entered 
the user needs to press the ”Accept” button and 
the settings will be stored on the phone.
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When the settings are stored they can be chosen by the user and then used for data 
synchronization.

3.5 The synchronization procedure

Here we will show a step-by-step guide on how the synchronization procedure looks, from an 
empty calendar to a synchronized calendar with calendar entries. For this guide we used a Sony 
Ericsson P990i.

We start with an empty calendar.

The settings as they look on the phone. With 
the name of the settings, the address of the data 
synchronization server, the user name and the 
password.
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The calendar with the time of the last update. 
”Calendar/Task” is checked and clicking it we 
get to enter the path to the database as seen in 
the picture below.

The path of the server database is entered.

When the ”Sync” button has been pressed the 
phone connects to the data synchronization 
server specified in the synchronization 
settings.
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The phone first sends initiation data to the 
server.

Then the phone receives calendar data back 
from the server.

When the synchronization is completed the 
time of the last completed synchronization is 
updated.
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And the calendar has now received entries 
synchronized from the server

As seen above only one button press is demanded from the user when the settings are in place. So 
if the setting configuration is handled over the air, not a lot of user interaction is required.

3.6 Testing

During the testing phase we tested our application with as many different kinds of phones as we 
could get our hands on. Since most of isMobile’s employees have handheld computers these were 
also tested, because they can be used to demonstrate how it would look like on a phone. We also 
did a stress test to make sure that it could handle heavy strain from several users at the same time. 
Then we tested how much data that is transferred during different operations and made a rough 
calculation on the transfer cost.

3.6.1 Model testing

In the model testing we tested how well different phone models worked with our application 
when synchronizing with different scenarios and also how well their inbuilt clients fit with our 
demands. On the handheld computers we installed clients provided by Funambol. For the last part 
of the report regarding report delivering we tested how hyperlinks were handled in received 
calendar entries, if they were clickable or not. Below follows a short explanation on each of the 
test steps and then a table showing the results (Table 3.1).

Model

The device tested.

Language

A test to see if the phone/handheld computer could understand the calendar entry that was 
synchronized to it, including the letters: ”ÅÄÖ”.



                                                                                                           

32

Timezone

We tested if the phone/handheld computer was able to handle timezones so that the assignment 
got the correct time when stored in the calendar.

SSL

A test to see if the phone/handheld computer could handle HTTPS. This would allow for safer 
transactions.

Reschedule

Tested rescheduling an assignment in the database to see if the phone/handheld computer would 
handle it well so that the assignment in the local calendar would match the one in the database 
after synchronization.

Deassign

Tested deassigning an assignment in the database to see if the phone/handheld computer would 
handle it well so that the assignment in the local calendar would be removed at synchronization.

New Assign

Tested to create a new assignment in the database to see if the phone/handheld computer would 
handle it well so that the assignment would be added in the local calendar at synchronization.

Nr. of letters

We tried to calculate how much text that could be put into the description field of the local 
calendar, since the description field is where we store the description details of the assignment.

Clickable links

A test to see if it was possible to click links that were sent to the phone/handheld computer by 
SMS.

Comments

Any additional comments about the device.
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As seen in the table (Table3.1) most Sony Ericsson devices and handheld computers that we tried 
worked quite well. We did not consider not being able to connect to the server with the Ericsson 
T68, as a major setback considering that it is a very old device. More worrying is the fact that 
apart from the Sony Ericsson devices and the handheld computers no tested device supported the 
use of the description field in the calendar, in the Siemens CX65’s case not the location field 
either. The Nokia 6131 and the Motorola RAZR also did not support timezones.

For the handheld computers we downloaded clients from Funambol’s website and it worked well 
on all of them except the Palm Tungsten which wanted to treat the entries as sCards, instead of 
vCalendars, which does not work with our connector.

3.6.2 Stress test

The purpose of the stress test was to see that our application and server could handle heavy strain 
from several users at the same time. We performed the test by using the Funambol GUI test client. 
After having started a couple of clients we logged on to them with different users that had 
between 7 and 10 assignments each in the database. We then synchronized them all at the same 
time over and over for a period of time. No problem was discovered.

3.6.3 Test on amount of data sent and received

Since the main purpose of the project was cost reduction we also saw it fit to make an
approximation on how much this service would cost. This test was carried out by doing different 
operations and then monitoring the traffic using the program TCP trace. We then calculated what 
such an operation would cost, using the price rate of 15 Swedish crowns per megabyte sent and
received. First each parameter considered in the test will be explained and a table (Table 3.2) of 
the results can be seen followed by some conclusions based on these results.  

Action

The kind of operation being performed.

# of sync items

The number of items in the device’s calendar that the operations are applied to.

IN

The amount of data in bytes that is received by the device.

OUT

The amount of data in bytes that is sent by the device.

TOTAL

The total amount of data both being received and sent, measured in bytes.
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Price

The price estimation in Swedish crowns calculated by the formula 15 Swedish crowns per
megabyte of data being handled (standard tarif according to telia.se).

Action # of sync items                IN                           OUT                   TOTAL        Price (sek)

Sync Add 0 4743 5179 9922 0,14

Delete 1 4891 5233 10124 0,14

Sync Add 5 6274 8189 14463 0,21

Delete 5 5484 5645 11129 0,16

Sync Add 10 7026 11018 18044 0,26

Delete 10 6230 6164 12394 0,18

Sync Add 1 5142 5865 11007 0,16

Sync Update 1 4892 5702 10594 0,15

Table 3.2: Data amount test.

There seems to be a static amount of data, just below 10 kilobytes, that is always exchanged and 
then it is the different kinds of operations and how many items that are processed that increases 
the amount. As seen here the amount of data used for an add operation is about the same as for an 
update operation. Delete operations cause very little extra data to be transferred in excess to the 
static amount of data. So if we once again assume a company with 1000 employees that are doing 
8 synchronizations per working day (one synchronization an  hour)  with 5 sync items every time 
it wouldn’t amount to more than  1700 crowns a day which isn’t much for a company of that size.

3.7 Known problems

Here we will mention some problems that we have encountered and were not able to solve fully.

Synchronization initiation

One issue with the data synchronization is how it should be initiated. The current solution 
requires the user to do manual synchronizations. The ideal would be a scenario where the server 
initiates the synchronization immediately when an update occurs, without involving the user in 
the process. We haven’t been able to figure out a way to do this though and it seems that from a 
security point of view, being able to make the device do things without the user’s authorization, 
might be risky. Sending a notification SMS, telling the user he needs to synchronize, is also an 
alternative, but this involves the user noticing the SMS and doing a synchronization manually. A 
less instant solution would be to configure the device to do scheduled synchronizations following 
certain time intervals, on models where this is supported. These two solutions could also be 
combined, with scheduled synchronizations at longer intervals but SMS notification used when 
urgent updates occurs. 

A calendar entry accidentally removed on the phone
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At first we noticed that if a user would accidentally delete an assignment from his calendar it 
would never be synchronized back from the server again. We tried to fix this but the closest we 
came to a solution was to make it so that if an assignment is missing on the phone, two 
synchronizations will be needed to restore it. The reason being that at the first synchronization the 
missing assignment will be noticed at the end of the process and then it will be synchronized back 
at the beginning of the second one. 

More than one device using the same username

If a user for instance would change his phone for a new one and then log in with the username he 
had on the old phone, assignments that were already synchronized to his old phone will not be 
synchronized to his new one. He would have to contact the administrator to get this fixed. It 
might be possible to fix this in the code by making an extra check if the device is the same as at 
the last synchronization, time constraints kept us from doing this though.

Phones reporting failure if no assignments were in the database

We noticed that on the Sony Ericsson P990i the synchronization will be reported as failed if the 
database was empty. We are not sure how many phones that are affected by this, the Nokia 6131 
for instance does not have this problem. We updated the firmware on the P990i but it did not help 
and we could not really think of anything else to do since the problem seems to be with the 
phone.

Some differences in different phone models’ calendars

The fields present in calendars can differ between different phone models, some do not have the 
description field for instance. A solution would be to store information about deviating calendars 
in a database and when a synchronization is made it is just to look up how the calendar behaves.
Then it would be possible to store the assignment description in some other field that could take 
enough information, if such a field exists, for example the summary field.

Funambol has its own username database

Funambol stores the user name and password entered by a device the first time it is used for 
synchronization. If the user would write an incorrect password the first time, it will be stored in 
the database connected to the username and the correct password will not be accepted afterwards. 
This is a bit of an unnecessary problem since a faulty user will not be able to get information out 
of the facade anyway, so we do not really need Funambol’s control. To solve this problem we did 
an ugly hack that fools Funambol that the user logging in is a default user and thus it does not 
store the password since the user already exists.

Some devices causes trouble with Funambol

Funambol demands certain device information to be sent from the connecting device when a 
synchronization is initialized. Some devices do not send this information though, which causes 
the synchronization to fail and in some cases “locks” the server for a period of time. The problem 
lies in the fact that Funambol does not allow a null value in this case. It is known to the Funambol 
community but has not been fixed yet. A solution would be to set the device information to a pre-
defined value in the Funambol data synchronization source code. We tried to do this but were not 
able to get it to run properly after compiling the code with our changes.
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Some devices can’t translate to the correct time zone

Blå Coordinator saves the date and time of a workorder in UTC time, that is, Greenwich time. Blå 
Sync in turn sends these workorders to the mobile phone also with UTC time. The phone is 
supposed to recognize this and change the time to local time. Most of the devices we have tried 
support this but not all. The Nokia 6131 which is a relatively new phone does not support this 
neither does the Motorola RAZR. One solution to all this could be to have a list containing 
information about what each model can handle and not. Knowing exactly what a mobile phone 
supports lets us prepare the information that is going to be sent in such a way that the phone will 
have no problems interpreting it. For example, if the phone has no description field, put all the 
information in the subject field and if it doesn't fit, alert and say that it has to be shorter. The same 
goes for time zones, if the phone doesn't support time zones the time in the workorder has to be 
changed before it is send to the mobile phone. The only trouble with having a list is that it has to 
be updated frequently.

3.8 The future

We believe that SyncML will be used more extensively in the future than it is today. Here is a 
couple of improvements that we predict will appear within the coming years and would increase 
the usability of our solution:

 More and more phones will be equipped with SyncML support.

 The clients on the phones will start to make use of more of the vCalendar fields such as 
the description and the geographical coordinates, which they often do accept already 
today, but not necessarily display for example in the calendar entries. 

 More memory in devices will allow for more information being stored in the calendar 
fields.

 More phones will have functions for scheduling synchronization, to let the phone itself do 
the synchronization periodically without the user’s interaction.

 Updates in Funambol removing our problems caused by some devices not sending in full 
device information at synchronization intialization.



                                                                                                           

38

4 Device management using SyncML

As we discovered when studying SyncML the protocol itself seems to support the features of 
device management that could be interesting to isMobile, foremost remote installation and update 
of software. To see how it could be implemented practically we studied the Funambol device 
management server, which was the only open source implementation that we found. We then 
tried to set up and try it ourselves. isMobile’s interest was in getting device management onto 
handheld computers but since we didn’t have access to a handheld computer with a SyncML 
device management client on it and we never found one to download, we used cellular phones to 
test out the server. We noticed that, among phones, SyncML device management support is not 
quite as common as SyncML data synchronization support. Some devices such as the Nokia 6131 
claims to support SyncML device management, but the device did not have a pre-installed client 
for the purpose. 

4.1 Funambol device management server

The Funambol device management server is a software used to manage mobile devices by using 
the SyncML device management protocol. We will talk some about which kinds of operations it 
supports and how it is done technically.

4.1.1 Operations

The operations that the Funambol device management server supports are functions for remote 
configuration and software management of mobile devices. Here follows a list of examples:

 Configuration and settings management.

 Installing of new software.

 Deploying of software.

 Updating of software.
 Deleting of software.

 Checking characteristics for a device.
[43]

4.1.2 Device management tree

The configuration data of a device, which is used in the above mentioned operations, is organized 
in a tree structure, the so called device management tree. Subtrees of a device management tree
are called device management nodes and the leaves of the tree are the actual manageable objects. 
These objects are divided into two groups, permanent and dynamical objects. The permanent 
objects being pre-installed on the device can not be deleted while the dynamical objects are 
possible to add or remove. Information stored about each object can be for instance: who is 
allowed to modify it, object name, object title, time of the last modification and version number. 
In the picture below (Figure 3.4) we can see an example of a device management tree, here we 
can get information about the model, manufacturer, language and so on, there are also vendor 
specific information stored there. The operations on the objects are done by sending SyncML 
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messages using the commands listed below [42].

 Add: For adding another object to the tree.
 Get: For retrieving the name of a node.

 Replace: For replacing an object.

 Delete: For deleting an object.

 Copy: For copying an object.

 Exec: For executing a command on an object.
[42]

Figure 3.4: A device management tree [42].
. 

4.1.3 Device management server architecture

This is a picture that shows the architecture of the device management server (Figure 3.5). Below 
the picture, an explanation of the different parts follows.
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Figure 3.5: The Funambol device management server architecture [42]. 

Notification engine:

The notification engine is responsible for telling a mobile device when a device management 
session is to be initiated [42]. 

The management engine:

The management engine is the interpreter of the SyncML device management protocol but it 
leaves the device management logic to a management processor which is chosen by the 
configurable process selector [42]. 

The management processor:

As mentioned above a management processor is chosen to handle the device management logic. 
The management processor is chosen based on different parameters which can be things such as 
the model of the current device or the state of the device management session. To help in the 
interaction with the management processor a management panel which implements the user 
interface can be added [42]. 

The device inventory:

The device inventory handles data about a device’s management tree [42]. 

The management console:

The management console is a console for server and device interaction [42].
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4.1.4 Setting up and trying the server ourselves

We downloaded the Funambol device management server version 3.5 and installed it. Getting it 
to run was a bit troublesome but finally we got it to run with JBoss 3.2.8 SP1 and a mySQL 
database. Using a web interface, the so called dmdemo, and the inbuilt device management 
software of the devices, we were able to add devices for managing. When we tried to perform 
operations it failed though. We tried different kinds of operations that were supposed to fetch 
information from the devices, on both a Sony Ericsson P990i and a Sony Ericsson K750i, but 
even if the devices claimed the operation to be successful the dmdemo never displayed the 
information and acted as it had not noticed the connection taking place. The reason for the failure 
stayed unknown to us and we did not find any information that helped us. We also contacted 
Funambol to get a trial version of the carrier version, which is the commercial version of their 
software, to see if it would work better, but they never replied. 

4.1.5 Problems with Funambol device management

Due to lack of documentation and support we found getting the device management running 
wasn’t the easiest of tasks and considering isMobile’s request there would also be need of a 
SyncML device management client for handheld computers and Funambol does not provide this.
These shortcomings give us the feeling that the Funambol open source device management 
project is still a project under construction. 
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5 Report delivering when using Blå Sync

For the Blå Sync solution to be really useful a way for the worker to turn in reports from the 
phone would be needed. This was the part of the thesis work with the lowest priority though, so 
because of time constraints we never did any practical solution for this. But in theory we saw two 
possible solutions that we will discuss briefly below.

Using the possibilities of synchronizing from the phone to the server:

In our SyncML data synchronization solution we do not take care of any data synchronized from 
the phone to the server but it would be possible to synchronize in that direction too. The problem 
here would be which client software to use and how to get the report specification for that 
particular assignment to the phone. The ordinary calendar for instance probably would not work 
because of its limited freedom in number of fields and such. So our conclusion here is that there 
would probably be a need for some other client software.

Using a JSP-page:

The second alternative would be to have a JSP-page generated for each assignment, the address of 
this page would be included in the calendar entry synchronized to the user’s phone. The user 
would be able to click the link in the entry and connect to the page through his phone’s browser. 
He would then log in and be able to fill in the report-form and submit it from the page. The 
drawback with this solution is that it would require more user interaction which goes against our 
goal of user-friendliness.
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6 Conclusions and discussion

6.1 The SyncML data synchronization solution 

The server side

On the server side of our solution we chose to work with the Funambol data synchronization 
software. In this way we left all the SyncML message handling to Funambol which saved us a lot 
of time compared to doing it all ourselves. What we focused our efforts on was to make a so 
called connector, a Funambol plugin, which we named Blå Sync. Blå Sync is the link between 
Funambol’s data synchronization server and isMobile’s Blå Coordinator. Using Funambol had 
both advantages and disadvantages. First of all the actual SyncML message handling worked 
well. The making and adding of our connector also went quite smooth with the help of the 
dummy connector skeleton class which they provided a link to on their website. On the negative 
side we ran into troubles with some devices not working well with the Funambol server and we 
felt that the support from Funambol’s side often was lacking, perhaps that is to be reckoned with 
when using free open source software, maybe in future releases of Funambol or the carrier 
version the problem will be solved

The client side 

On the client side we chose to go with using software already present on the phones instead of 
making our own. The software being the synchronization clients and the calendars. It saved us the 
trouble of making a software client of our own that would have to work well on many different 
phones and also the problem of getting the software out to the phones. The drawback with this 
choice was the lack of freedom since we could not affect how the clients should work. A problem 
connected to this is, as we discovered quite late in the work process, was that the description field 
in which we stored our assignment-descriptions is absent in all calendar clients we tried except 
for the Sony Ericsson phones and the handheld computers. On one phone the location field was 
also missing. This caused us a big dilemma, because the information needs to be stored 
somewhere. To solve it, a file holding model specific information would be needed, then some 
other field with enough size could be used to store the information on models not using the 
description field in their calendars. 

A client specially made for the purpose of storing and synchronizing assignments would have 
been very nice but it still seems like a big problem to make such a client that would be compatible 
with most phones supporting SyncML. Getting the software installed on the phone is also a big 
minus for that solution. So our conclusion about the client side is that neither of our options 
would have been optimal but our current one is still the better of the two even if it would have to 
be modified to rely on a model information list to choose where to store information depending 
on the model of the phone. 

Fulfillment of the minimum requirements 

The first of our requirements was that the solution should work with as many SyncML supporting 
phones as possible. This goal was not really reached since limitations on both the server side and 
the client side limits the number of different models that our solution works with. 
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Another requirement was that the client would have to be able to handle enough data. When we 
tested the amount of data that could be fit into the description field of calendars on different 
phones we found that it varied between either 128 characters or more than 256 characters. 256 is 
the maximum number of characters in the assignment description in Blå Coordinator so phones 
supporting a maximum of 128 characters will be a limitation. 

The next requirement concerned the user-friendliness of the client. When the synchronization 
settings are in place on the phone not a lot of user intervention will be needed, only a few button 
clicks. Entering the settings demands a bit more though, and to solve this problem we worked on 
sending out the settings over the air via SMS. We tried and got it to work with one Sony Ericsson 
phone and one Nokia phone but did not get it to work fully with a Siemens phone. With over the 
air settings the user will have to know a PIN code defined by the sender of the SMS, and on 
receiving the settings he will enter the code and then with a few additional clicks the settings will 
be saved. Our conclusion to this is that the user friendliness is quite good if the settings are sent 
out over the air, since the user will not have to do much more than opening the client software 
and push the synchronization button to make a synchronization.  

The last of our requirements was that the server must be able to handle heavy strain. We did a test 
on this using a couple of users on different clients with several assignments to synchronize and 
ran the synchronization process for them all simultaneous over and over. During this test we 
encountered no problem so based on that our conclusion is that the server side of our solution can 
handle heavy strain.

Conclusions on making a SyncML solution using Blå Coordinator and a phone to 
synchronize data

We feel that, considering the minimum requirements, our solution succeeds well enough on all 
points but one. The failing point is the requirement of as many different SyncML supporting 
phone models as possible being supported by our solution. Both the server and the client side are 
contributing to this problem making our solution not living up to what is needed for it to be an 
option for isMobile, in its current state. It could still work well if used together with a model that 
has the description field in the calendar and that works with Funambol, but this is not a very 
realistic scenario if we consider a large company being the customer and its employees probably 
having many different kinds of phones. 

6.2 Device management with SyncML

Device management is clearly an area where companies could save a lot of money. SyncML is 
supposed to be able to handle the important operations dealing with for instance software 
installation, software updates and device configuration. On the client side the SyncML device 
management is not yet as widely supported as the SyncML data synchronization and sometimes 
when supported the device still lacks a client. 

Funambol device management

For the server side, Funambol's solution sounds like it could provide what we need in theory. We 
felt that, at least the free version, lacked accompanying documentation and guidance though. 
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When it comes to the client side, Funambol does not supply a device management client to 
handheld computers. Based on these experiences with the Funambol open source device 
management we do not think it is a complete solution at this time and therefore not an alternative 
for isMobile.

Conclusion on using SyncML for device management

Based on the capabilities of the SyncML device management protocol we believe that it is a 
strong option for device management but since Funambol is the only SyncML device 
management server we had the opportunity to try we can not say if there is a satisfactory solution 
that implements the SyncML device management protocol today.

6.3 Report delivering when using Blå Sync

From the two solutions we presented, synchronization with SyncML or using a JSP-page, we 
found that the one using a JSP-page is probably the best one today, even though it requires more 
from the user. If the phones would start having more flexible clients in the future, synchronizing 
the report back to the server using SyncML would be a much smoother alternative, but this is not 
reality at this time.

6.4 Conclusion on SyncML

Based on our experiences with SyncML during this thesis work we think that the SyncML 
protocol itself has a lot of interesting features but the technology implementing it is not quite 
mature enough for our purposes at the present-time.
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