
2006:065 

M A S T E R ' S  T H E S I S

Using Extranets to Add Value
A B2B Perspective

 K. Vamsee Krishna

Luleå University of Technology

 Master's thesis
 Business Administration 

Department of Business Administration and Social Sciences
Division of Industrial marketing and e-commerce

2006:065  - ISSN: 1402-1552 - ISRN: LTU-DUPP--06/065--SE



ABSTRACT

ABSTRACT
Business-to-business (B2B) systems for electronic commerce are rapidly becoming an 
essential resource for competitive success. At the same time, the capabilities of such 
systems are continually evolving. Extranets for B2B information sharing and transaction 
handling are becoming increasingly common. The purpose of this thesis is to provide a 
better understanding on how extranets add value in B2B organizations. To reach this 
purpose, three research questions are stated, focusing on the types of extranets and their 
characteristics, the security issues of extranets, as well as the stakeholders served at this 
level.  In order to collect data to be able to answer these research questions, a case study 
strategy was used, focusing on Ericsson and Volvo in Sweden.  Interviews were used as 
the primary data collection tool. The findings indicate that the type of extranet used 
depends upon the business model and communication system of the organization. 
Regarding security issues, organizations are tying to create value by providing a secure 
environment, where issues like visibility of information are the main concern. In terms of 
the stakeholders being served at this level, government and community are considered the 
most important. The results also show that new information technology models like 
extranets are enabling the development of the advanced commerce capabilities.
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INTRODUCTION

This chapter will provide the reader with an insight into the research area. It will begin 
by briefly discussing the background that will then be followed by the problem 
discussion. The problem discussion ends with the overall purpose of the study and 
specific research questions.  The chapter ends with an overall disposition of the thesis.

1.1 BACKGROUND

The arrival of the Internet and web access has affected and revolutionised today’s world. 
The Internet has effectively linked all countries throughout the globe, and businesses are 
no longer limited to a certain region. Advancements in telecommunications and the 
flourishing of the Internet and e-commerce has helped foster an environment that 
promotes globalisation of markets. (Aljifri, Pons and Collins, 2003)

There are four general classes of e-commerce, namely B2B, B2C, C2B and C2C. The 
B2B area represents the largest proportion of e-commerce market and the majority of 
predicted future growth. B2C represents the public face of the e-commerce and also 
represents the majority of current growth with venture capitalist spawning a multitude of 
dot.com business. (Duffy and Dale, 2002) B2B and B2C are the major types of e-
commerce realization. B2B e-commerce holds the biggest portion in e-commerce and has 
been growing rapidly during the past years (Couzin 2000 and Murillo, 2001).  

According to Forrester Research, B2B e-commerce transactions in the US will total $2.7 
trillion by 2004. B2B e-commerce is seen as more lucrative than B2C e-commerce since 
the B2B market is ten times larger than the B2C market and business consumers are 
generally less fickle than retail customers (Orr, 2000). B2B e-commerce is currently the 
hot issue and being talked about everywhere. B2B e-commerce is the next level in e-
business revolution, the businesses put their processes online for increased control, rapid 
response, improved efficiency, global intelligence and unpredicted cost saving (Samtani, 
2002). B2B e-commerce is the umbrella term used to refer to the transactions between 
businesses conducted online, and the business networks and supply chains that make 
these transactions possible.  These B2B transactions have always taken place but the 
Internet brings forth a new B2B framework, while B2B companies no longer depend on 
traditional one-to-one model for business transactions (Haig, 2002).
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Figure 1.1: The Growth of B2B e-commerce transactions worldwide from 1998-2005
Source: www.illinoisbiz.biz  

The growth of communication technology represents a major challenge to business of all 
sizes and across industries. E-commerce is viewed as a significant opportunity and 
business expect online communications for greater efficiency, new sales and innovative 
products. (Vlosky, Fontenot and Blalock, 2000) Virtual private networks are data 
networks that allow users to perform secure and private transmissions over a public 
network such as the Internet. In the mean time it is also equipped with encryption, data 
tunnelling and firewalls to secure the data transmission (Chou, Yen and Chou, 2005).

According to Angeles (2001), extranets can be defined as any type network that is 
connected to another network for the purpose of sharing information and data. An 
extranet is created when two businesses connect for business communication and 
transactions. The most commonly used definition of extranet is a private network that 
links business partners to one another over the Internet, allowing the partners to access 
certain areas of this shared network. An Extranet is the electronic computer exchange of 
business information in a structured format that can occur within business trading 
partners and between various units within the organisation (Anandarajan, Anandarajan 
and Wen, 1998). Extranets are extended intranets connecting organisations that may 
include interpersonal, customer, supplier and strategic partners (Vlosky, Fontenot and 
Blalock, 2000).

Extranets make it possible to share data with partner companies and cooperate on projects 
such as product design and development. The extranets between manufacturer and its 
distributor also allow for an online ordering and gather sales data from distributors. The 
extranets between manufacturer and supplier also enables online purchasing and makes it 
possible for manufacturer to monitor the capabilities of supplier in meeting production 
schedule and to negotiate favourable prices. Dell Computer Company’s suppliers 

http://www.illinoisbiz.biz
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accessed Dell’s inventory and production plans via extranet links to receive continuous 
feedback on how well they are meeting shipping criteria. As a result Dell’s inventory 
turnover has been reduced to eight days versus Compaq’s 26 days (Karakaya and 
Charlton, 2001).

Going far beyond the Internet, e-mail, and conventional Intranets, extranets provide fast, 
reliable, secure, and low-cost computer-to-computer communication for a wide range of 
applications - everything from sales, marketing, fulfilments, on-line publishing, and 
customer service, to product development, directory and database services, employee 
communication, workgroup projects, and electronic commerce. Extranets are the next 
generation of Intranet, a dynamic wide area networks that link a company's employees, 
suppliers, customers, and other key business partners in a secure, electronic on-line 
environment for business communication. (Baker, 1997)

1.2 PROBLEM DISCUSSION

Firms seek products, processes, and technologies that add value to their offering in an 
effort to remain competitive. An extranet is one such technology. (Vlosky, Fontenot and 
Blalock, 2000). In the physical world value creation refers to a model that describes a 
series of value-adding activities that connect a company’s supply side (i.e. raw materials, 
inbound logistics and production processes) with its demand side (i.e. outbound logistics, 
marketing and sales” (Yakhlef, 1998).

Vlosky and Fontenot (1999) found that the primary advantage of an extranet is increased 
value to customers (Angeles, 2001). Value can be added in terms of exchanging the 
information through extranets, which costs less and is more effective than older 
traditional methods like fax, phone and voicemail. (Nakamoto, 1997). Extranet services 
create value and supply chain visibility, enabling continuous availability to information. 
Overall and extranet has the potential to provide the information in a way that is 
immediate, cost effective, easy to use, and rich in format and versatile (Kallioranta and 
Vlosky, 2004). A marketing relationship can be maintained with good communication 
and creating value between the companies. Looking for value and extranet specifically 
from a B2B perspective, it was found that the value will increase when the users of an 
extranet take a journey through various levels of extranet development (Foster, 2005).

Riggings and Rhee (1997) classified extranet applications along two different 
dimensions:

1. The user of information may be either inside the system firewall, as is the case 
with typical intranet applications, or outside the firewall, for example customer 
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who visits a company home page to gather information about firm’s product. This 
dimension determines the extent to which security issues are a concern and the 
degree to which the system may be used to alter the external relationships.

2. Internet technology can be used to enhance existing relationships, such as EDI 
linkages between suppliers and customers or facilitate the initiations of new 
relationships such as website targeting customers (Riggins and Rhee, 1997).

The very nature of the extranet is that, while promoting information sharing, it is 
exclusive in that the distribution is limited to certain privileged parties. The residents of 
gated community realize value due to exclusiveness of their community by controlling 
who may simply drive down the neighbourhood streets. Users of both types of extranets 
realize value because the information made available through the system is unique and 
reserved for members. (Riggins and Rhee, 1997)

The decision to implement an extranet should derive from rethinking business strategies, 
how services are delivered, and how the company is connected with its stakeholders 
(Chan and Davis, 2000). Stakeholders include those groups and individuals whose 
welfare is extricable linked with the activities of the organizations, whether it is a 
business organization or an educational institution. If the organizations action can have 
either a positive or negative impact on the quality of a group or individual’s life then the 
group or individual, is a stakeholder of that organization (Stähli, 2005). Stakeholder 
theory explains that there are varieties of publics that can affect an organization. Several 
organizational communication theories help explain the dynamics of organizational 
response to stakeholders in general and organizational responsiveness through the 
Internet and, more specifically the world wide (Shropshire, 2005). 

Foster (2005) shows that an extranet can be viewed as part of a series of levels that 
include the Internet and Intranet levels as well.  Together with the Extranet, this makes up 
what is known as the I-E-I Framework (see Figure 1.2).
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Figure 1.2: Creating digital value at the heart of I-E-I Framework
Source: Foster, 2005, p. 247

According to Foster (2005), the I-E-I framework can be investigated as a whole but, like 
an onion, can (and should) be peeled, by level by level and within each I-E-I level, layer-
by-layer, focusing on the value created for stakeholders across the entire supply/value 
chain. According to Hanfiled and Nicholas (2002), B2B landscape integration is always 
possible with the value chain on extranets, further more automation enables handling or 
tremendous volumes of e-business transaction and the most important is the benefits of 
symmetric e-business which a company can deal with the other rival companies (ibid).

A value chain is not just a linear flow of physical activities, they emphasize that the value 
chain includes all information that flows with in a company and between a company and 
its suppliers, its distributors, and its existing or potential customers (stakeholders) (Evans 
and Wurser, 1997). Furthermore, cost reduction can have a great impact on the firms 
value other than the profits increased by pricing, and it has long been recognized that cost 
management also aids in efforts to create value. (Groth and Kinney, 1994).  Not only 
does information define and constraint the relationship among the various players in a 
value chain, but in many business it also forms the basis for the competitive advantage
(Evans and Wurser, 1997).
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The use of extranets in supply chain management is a relatively recent phenomenon. 
There have been few, if any, studies done on the use of extranet in supply chain 
management. The principle literature support comes from the description of projects of 
companies, on how they have utilized the extranet in the management of their individual 
supply chains. (Lancioni, Smith and Oliva, 2000) To achieve the speed, accuracy and 
reliability of a value net, it is absolutely essential for supplier interaction to move beyond 
phone and fax to the Internet and extranets (Bovet and Martha, 2000). Extranets can 
extend key information to business partners throughout the supply and distribution 
chains, and can facilitate collaborative relationships with business partners widely 
separated geographically, given the significant trend towards internet application in 
business in general, companies that develop an internet based technology strategy will be 
better able to compete in market places (Vlosky, Fontenot and Blalock, 2000). 

Companies use extranets in order to share information, keep up with competition and 
speed communications between trading partners, establish better relationships with 
customers and suppliers and partners and reduce the expenditures (Franklin, 1997). The 
benefits from implementing extranets can be classified in to three areas namely strategic, 
tactical and operational. Extranets applications improve corporate efficiency by 
improving data flow and error reduction, it eliminates the need to re enter the data from 
paper documents and thus prevents clerical errors, it also reduces the need for personnel 
involved in orders and accounts processing (Anandarajan, Anandarajan and Wen, 1998).

It is easy to see why companies are so excited about the benefits of extranets. However a 
discussion of this technology would not be complete without a brief look at some of the 
problems that may be encountered by companies doing business over extranets (Nash, 
1997). An extranet typically uses the same infrastructure and the technologies as the 
public Internet but includes essential security measures to prevent unwanted access 
(Kehoe and Boughton, 2001). Angeles (2000) states that the current lack of standards 
interface in IT severely limits the ability to manufacturers, distributors, resellers and end 
users in leveraging the Internet for business-to-business transactions. Some organisations 
had successfully implemented extranets, whereas others have failed in their effort. 
Information technologies must be integrated into firms supply chain activities and 
business strategies before they can provide significant business value for organization
(Harper and Utley, 2001, Armstrong and Sambamurthy, 1999).

The biggest concern of extranet system concerns security. Any system that runs over the 
Internet is vulnerable to encroachment from unauthorized personnel. Sensitive 
information transmitted over extranets, including financial data and specifications for 
new products, can make extranets a target for hackers (Anderson, 1998). Ensuring secure 
transactions on the extranet site and security of corporate data are on the biggest technical 
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concerns companies have with extranets, the most common practice is to use firewalls 
around the corporate information system to protect the information. (Ling and Yen, 2001, 
Hamil, 2000, Chan and Davis, 2000). Bort and Felix (1997) say all partners must 
maintain Confidentiality. In addition, the host must verify that information is seen and 
accessed only by the intended recipients. The host company must ensure that data and 
server resources are available when needed. Unfortunately a great deal of hype surrounds 
extranets and it’s potential, it is therefore important to place current practices into context 
(Kohoe and Boughton, 2001).

 

1.3 PURPOSE AND RESEARCH QUESTIONS

Based on the problem discussion above, the purpose of this study is to provide a better 
understanding on how extranets add value to organizations.  In order to reach this 
purpose, the following research questions are stated:

1. How can the type of extranet be described?  
2. How can the layer of extranet be made more secure?
3. How can those (Stakeholders) with access to this layer be characterized? 

1.4 DISPOSITION OF THESIS

To provide overview to the reader regarding the remainder of the thesis, a brief 
presentation of the remaining chapters is provided:

Chapter 2. Literature review: Previous studies on the research areas outlined in the 
research questions above will be discussed.
Chapter 3. Conceptual Framework: Specific theories from the literature review chapter 
will be used will be conceptualised and developed into a frame of reference for this study.
Chapter 4. Methodology: The methodological path followed will be discussed
Chapter 5. Data Presentation: The empirical data collected from companies will be 
presented.
Chapter 6. Data Analysis: Within-case and cross-case analysis will be completed, in 
order to make sense (i.e. seek patterns) from the data.
Chapter 7. Findings and conclusions: Results are presented via findings and specific 
conclusions are drawn from the analysis; this final chapter ends with implications to 
theory, for practitioners, as well as recommendations for future research.
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2. LITERATURE REVIEW

In this chapter, the research questions stated in the previous chapter will guide the 
literature reviewed in this chapter. Initially the discussion starts with types of extranets 
followed by the theories regarding the security of extranets.  Finally, studies on the 
members who access extranets will be reviewed.

2.1 TYPES OF EXTRANETS

In particular, the distinction that an extranet can be part of a proprietary system where 
trading partners receive controlled access to certain portions of the firm’s intranet or a 
collaborative network linking multiple trading partners together to engage in cross-
application information messaging is an important one. Using this distinction, (Riggins 
and Rhee, 1997) define extranets as either Intronets or Supranets.

Figure 2.1: Types of extranet - Developing the Learning Network Using Extranets
Source: Riggins and Rhee, 1998, p. 3
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2.1.1 Supranets

Supranets are low-cost virtual networks - private to a group - that can be built on top of 
physical networks by any of their users. A supranet is a virtual network created by one of 
its users on top of a physical network. Note that, even if we ignored the “created by 
users” condition, not all virtual networks would be supranets (Rossi, Delgrossi and 
Ferrari, 1997). A supranet is a consortium sponsored and controlled, inter organizational 
network providing seamless communication services between member organizations 
across multiple types of applications. These networks are often referred to as virtual 
private networks (VPNs) where a dedicated network or a virtual network is reserved for 
consortium members only. “Supra-” means “above, on top of”, such that supranets are 
networks that sit on top of a given consortium of trading partners (Riggins, e-Valuation, 
Chapter 13).

The typical goals of these supranets are overall consortium efficiency and reduced time to 
market of business-to-business virtual team deliverables, such as new product designs. 
These extranets function as inter organizational groupware systems where information is 
electronically “pushed” to the next phase of the value-added process. The overall 
objective of the consortium’s supranet is to promote the overall competitiveness of the 
entire consortium versus other ecosystems (Riggins, e-Valuation, Chapter 13). The basic 
or the primary benefits of the supranets is to add a value to the whole process and it sends 
the product to the next partner and then add its part of value to the product, while using 
the supranets, supranets promises significant and efficiency in the improvement and 
better inter-organizational team co-ordination (Riggins and Rhee, 1997). An example of a 
Supranet is that of the electronic alliance between Ford, General Motors and Chrysler, 
who used to consider themselves competitors, but are now working on a common 
Extranet with their suppliers so they can move faster to compete with the Japanese in this 
environment (Payne and Lawrence, 1999). 

Supranets are usually established for a consortium of trading partners for one of two 
reasons. First, security requirements for highly sensitive data necessitate more 
encapsulation than regular Internet commerce. Second, time sensitive data to support 
mission critical applications such as just-in-time inventory systems require a higher level 
of reliability and availability than regular Internet commerce. To facilitate these special 
communications needs, the consortium may devise a virtual private network using the 
public Internet but with an extra level of data encryption called tunnelling or it may 
establish a completely dedicated Internet-like network (Riggins, e-Valuation, Chapter 
13).



 
Characteristics of Supranets

§ Membership is restricted; only “members” are allowed to access the network and 
to make use of the available services; admission of new members is controlled.

§ Network topology can be defined and controlled; the paths (consisting of nodes
and links) that connect members in the network may be explicitly designed and 
tailored to specific group needs.

§ Resource capacity can be defined and controlled; it is possible for the network 
designer to define the capacity of the resources involved in the communications.

§ Security mechanisms are available, e.g., to keep communications among members 
private.

§ Guarantee the identity or anonymity of the interlocutors, to ensure data integrity 
and non-denial of service, and so on.

§ Connectivity can be controlled: it is possible to forbid connections among some of 
the members; this allows the network authority to hide the presence of other 
members, e.g., for confidentiality reasons.

§ Secure multicast may be used to send messages to a subgroup of the members in a 
secure manner, so that the messages cannot reach a member that is not included in 
the subgroup. (Payne and Lawrence, 1999).

To fully exploit the Supranets functionality, it is necessary to upgrade or modify or 
redevelop the Supranets applications. In contrast to VSNs, the security mechanism of 
supranets are restricted to 

§ Access control to supranet
§ Cryptographically secured communication.  

A supranet is built on a transparent layer of virtual network (Rossi, Delgrossi and Ferrari, 
1997). 
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2.1.2 Intronets

Intronets are extranets where external trading partners receive controlled access behind 
the initiator’s firewall and into the initiator’s intranet. By definition, “intro-”means “to 
the inside”, such that intronets allow external entities to come inside the company’s 
boundary to access the firm’s internal systems. Indeed, the term “extranet” was originally 
coined because these types of applications are essentially external intranets (Riggins, e-
Valuation, Chapter 13). Intronets are inter-organizational decision support systems, 
where external entities use a standard web browser to drill down and pull the desired 
information into the client application. If the initiator is able to provide up-to-date, 
valuable information then partners in the extranet will be more likely to be locked into 
the intronet and become dependent on it (Payne and Lawrence, 1999).  Certain 
organizations within the business ecosystem may seek to use information technology to 
strengthen its position within the ecosystem relative to other ecosystem members by 
developing intronets. Intronets are constructed by these leaders to allow certain external 
trading partners controlled access to the firm’s internal intranet to gain access to certain 
proprietary information (Riggins and Rhee, 1997). Most of these intronets focus on the 
effectiveness column in the e-commerce value grid and may be inter organizational 
decision support systems or trading partner specific Web “sites” such as the Dell Premier 
pages (Riggins, e-Valuation, Chapter 13).

While supranets promise various improvements efficiently across ecosystem of a 
business, with the opportunity for a single dominant organization in gaining competitive 
advantage with in the ecosystem is greater while using intronets (Riggins and Rhee, 
1997). Clearly one of the most important issues in making use of intronets is adequate 
security. Intronets are usually constructed in a “demilitarized zone” or DMZ between the 
company’s actual intranet and the external public Internet. External parties must first pass 
through a firewall located at the border of the DMZ and the Internet. If adequate 
authorization is displayed the user can then make use of the intronet residing on the 
application server in the DMZ. Authorized company personnel attempting to access the 
company’s intranet from the public Internet must pass through a second firewall located 
at the border of the DMZ and the company’s internal network. External parties with 
access to the intronet, but not the actually internal network are stopped at this second 
firewall. The Wall Street Journal online is a form of intronet where only authorized 
subscribers receive access to the intronet content (Riggins, e-Valuation, Chapter 13).

Individual organizations who seek to dominate the industry or an ecosystem they may use 
the intronets to leverage the information that it has proprietary control over it, mostly it 
will depend on scarcity and value of information and encourages users to alter their 
internal process for creating the dependency on the information resources (Riggins and 
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Rhee, 1997). The ultimate goal of the intronet is to lock-in the user to become dependent 
upon the system. With this in mind, a second important strategic issue understands the 
information needs of the user in order to maximize personalization. For intronets targeted 
at downstream customers, understanding their information needs allows the system to 
provide better value- added services to increase reliance on the system. This can create 
lock-in and link the customer to the intronet initiator for future business. For upstream 
suppliers, understanding their information needs creates dependency that can be used to 
improve the company’s bargaining position and negotiation leverage (Riggins, e-
Valuation, Chapter 13). 

Two types of extranets can be compared along several other dimensions that highlight 
their differences and their relative place within a company’s overall extranet strategy.

Sponsorship - Intronets are sponsored, initiated, and promoted by the company that wants 
to provide a unique resource to trading partners. Supranets are typically sponsored and 
promoted by the entire consortium of trading partners.

Gateway Access - The intronet is a proprietary network application owned and operated 
by the initiator. Only partners with authorization are allowed access. A supranet is a 
semi-open network where consortium members have full access.

Relationships - An intronet is a one-to-many series of relationships where the initiator is 
at the centre. Supranets facilitate many-to-many relationships. 

Service Offered - In an intronet, the service offered is typically some information product 
or service such as proprietary information or an online decision support tool. Supranets 
offer the use of the communications medium itself - a secure, possibly fully dedicated 
network with a high degree of reliability.

Primary Justification - The primary justification of the intronet is to make available the 
unique information resource to those willing to pay for it or trading partners willing to 
surrender some relationship power. In this sense, intronets support the effectiveness 
portion of the E-Commerce Value Grid for the intronet user. Supranets normally are 
justified based on providing efficiency and timeliness benefits for the users. 

Primary Beneficiary - While the user benefits from the resource offered, the initiator of 
the intronet is the real beneficiary gaining leverage in the partner relationship. On the 
other hand, all consortium members benefit from the existence of the supranet. 
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Long-Term Objective - As discussed earlier, the long-term objective of the intronet is the 
lock-in the user. Therefore, while the user receives effectiveness benefits, the long-term 
benefit for the initiator should be strategic. The long-term objective of the supranet is to 
make the entire consortium more competitive vis-à-vis other competing consortia 
(Riggins, e-Valuation, Chapter 13).

 Figure 2.2: Two types of extranets -Changing Publishing Paradigms A Case Study
 of Extranets in Advertising.

Source: Payne and Lawrence, 1999, p. 727

2.2 SECURITY

No one individual, company, government agency, region, country, or association controls 
the Internet; therefore no one has authority to dictate policies or actions that would 
promote “Secure” usage of the Internet (Forcht and Fore, 1995). The more serious 
problem is the security of information on the Internet. Consumers are deeply concerned 
about the privacy and security of their personal information in Cyberspace and are 
looking for greater protections. According to a recent survey, a concern about the privacy 
of their personal information and communications is the top reason many consumers have 
stayed off the Internet (Attaran and VanLaar, 1999). There are two types of potential 
intruders: hackers and spies. Hackers’ intentions may be either curious or malicious. 
They may cause considerable damages that result in outages for the existing information 
system. Industrial espionage may include gathering product positioning information, 
obtaining customer information and lists, reviewing customer forums, and stealing 
company secrets. With the available level of public access, it is necessary to secure 
company data against further attack (Wen and Tarn, 1998).

Information security is often given a low priority because the business impact potential is 
not fully appreciated. If a business’s vital records become inaccessible, corrupted or 
available to unauthorized persons the consequences can be devastating, even to the point 



LITERATURE REVIEW

14

where the business fails. This low awareness of information security makes little sense 
when almost everything in commercial premises is covered by insurance, except the 
company’s information stored on computer systems (Doddrell, 1996). Data sent over the 
Internet run the risk of being changed by a hacker during transmission. Data alteration 
includes deleting data, adding a virus to destroy data or report data back to the hacker, 
and altering a business transaction (Wen and Tarn, 1998).  The data and information sent 
over the Internet can be read by almost anybody who is willing to interfere with the flow 
of information. On the way from the sender to the receiver the information has to pass 
several computers and might be read there. Cryptographic software can scramble the 
information and a specific key is required to decrypt it. Information security is based on 
three foundations:

Data integrity - A company must be sure that its data have not been changed.

Confidentiality of data - Companies have to be able to keep to themselves what you/they 
do not want others to know, such as their customer database, credit card numbers, etc.

Authenticity - Companies need to be sure that messages they receive from the Net are 
from the people they claim to be (Forcht and Wex, 1996).

Unauthorized use of a corporate network is the most common form of security breach. 
Performing user authentication and data encryption via a firewall generally can prevent 
this unauthorized access. Sometimes an intruder may attempt to bypass the firewall by 
pretending to be an authorized user (Wen and Tarn, 1998). Security requirements are 
very different for different types of businesses. Security requirements in a business-to-
business relationship are easy because the people doing business together know each 
other. They know whom they will be getting messages from and what types of messages 
they will be receiving. If one company receives a message from someone other than the 
usual sender, it will be “checked out” before it is processed. Retailers, on the other hand, 
have very little protection when open to the Internet because they are not designed to help 
people share information. Adding security to retail transactions is becoming a big 
challenge (Aldridge, White and Forcht, 1997).

If your job involves company proprietary information, sensitive data, or government 
classified information, however, the Internet can be a risky place for you. Your surfing on 
the Internet can give others a great deal of information about you or your company. The 
following are steps you can take to safeguard your privacy and protect both yourself and 
your company and ease your mind (Attaran and VanLaar, 1999).
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2.2.1 Tips for companies 

Systems protection (Operating systems security) - Some operating systems are more 
secure as platforms for Web servers than others. The more powerful and flexible the 
operating system, the more open it is for attack through its Web servers. UNIX systems 
are a good example of an insecure, open system. Servers that offer many features often 
contain more security holes than simple servers that only make static files available. 
Some servers can restrict browser access to documents or portions of documents by using 
IP addresses or passwords or providing data encryption (Aldridge, White and Forcht, 
1997).

Keep it private - Do not share your company's trade secrets or disclose personal 
information online such as your social security number, telephone number, and your 
address or e-mail unless you know who is collecting it, why it is being collected and how 
it is being used (Attaran and VanLaar, 1999).

Keep a low profile - Take steps to keep a low profile. When you actively post information 
on the Net, you make yourself ``stand out''. Do not give an opinion or a public statement 
that implies you have ``insider'' information or imply or state that you have access to 
proprietary or confidential information (Attaran and VanLaar, 1999).

User information and message protection - Users, their personal information, 
communications and messages are protected by educating users, by imposing restrictions 
on accessing individual files and accounts, and by authenticating sender identity and 
message integrity. There are several steps a company can take to help protect its clients. 
The easiest way is to have a clear site policy on Web usage and educate users on the risks 
associated with using the Web. Another way to help protect users is by summarizing logs 
and keeping only summarized usage statistics and delete any information that can be 
attributed to an individual.

Access restrictions 

There are three types of access restrictions available:

 IP address, subnet, domain
 User name and password
 Encryption using public key cryptography (Aldridge, White and Forcht, 1997).
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Using digital signatures can reduce risks. A digital signature contains a hash code derived 
from the data. Any data modification will cause a different hash code that will not match 
the digital signature (Wen and Tarn, 1998).

Watch what you download - Watch for the .exe files as you download files from the 
Internet. These files could ruin your hard drive, or collect information about you without 
your knowledge. These files could be sent to you in a form of virus, Trojan horse or a 
worm. Once you open the .exe file, that file expands into other executables, which place 
themselves into the windows subdirectory. Next time windows is started, these files could 
format your hard drive, determine what sites you have visited, gather other personal 
information, then encrypt that information into a DAT file. This file then could be e-
mailed to the destined e-mail address (Attaran and VanLaar, 1999).

Watch what you say in e-mail - E-mail leaves a trail that is very traceable, printable and 
anything but private. Do not put anything into an electronic message that you would not 
want to see posted on a neighbourhood bulletin board. The best safeguard is to encrypt 
your messages. All the top e-mail applications offer encryption. If you send personal 
messages through your company's system, you might consider getting a free Internet e-
mail account. Most companies have a policy that any e-mail passing through their system 
is company property (Attaran and VanLaar, 1999). Traditional cryptography is based on 
the sender and receiver of a message knowing and using the same secret key. The sender 
uses the secret key to encrypt the message, and the receiver uses the same key to decrypt 
the message. This method is known as secret-key cryptography (Forcht and Fore, 1995).

2.2.2 Tips to Customers and people using websites

Check companies' online privacy policy - Many companies post their privacy policies on 
their Web sites. A company's privacy policy discloses how a site uses the information it 
collects about you and whether it sells it to others. Disclosure should not be confused 
with actually safeguarding personal data. Policies often only tell you how much privacy 
you are losing. Check a company's privacy policy before you disclose personal 
information. The best policy is one that does not collect any of your personal information 
and the worst is one that does not tell users that information is being collected or how it 
will be used (Attaran and VanLaar, 1999).

Take steps to remove your personal information - Popular online directories, such as 
Switchboard, Bigfoot and Yahoo People Search, pick up the information from local 
phone books. Request to have your personal information removed from these directories, 
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that you do not want your information shared.  Check back to make sure that they do it 
(Attaran and VanLaar, 1999).

Do not get attached to attachments - Never open an e-mail attachment unless you are 
absolutely sure about what it is. Opening a file could expose your system to a virus. A 
virus is much more likely to show up in the file attachment than in the body of the e-mail, 
which is nothing but text. Install a virus protection program before you go online (Attaran 
and VanLaar, 1999).

Guard your password - Sophisticated crackers can modify the source location and routing 
information in the headers, as well as aliases and user IDs and bypass most firewalls and 
routers (Forcht and Fore, 1995). Protect your password, it is the key to your account. For 
experienced password ``crackers'' it is not very difficult to decipher passwords that 
include one's personal data. Do not give out your account password to anyone, including 
people from your online services. After exiting your account, make sure that you erase 
your username from the login screen, and always try to log in manually (Attaran and 
VanLaar, 1999). 

Learn to recognize junk e-mail - Check with your Internet service provider or online 
service for ways to reduce unsolicited commercial e-mail. Do not read junk e-mail. If the 
e-mail you receive looks questionable, simply delete it. Usually, junk e-mail does not 
contain the recipient's address on the ``To'' line of the e-mail. Instead, the addressee is 
anonymous, such as ``good@business.com'' (Attaran and VanLaar, 1999).

An important feature of extranets is that they are typically behind firewalls and the closed 
to the public. Security is the main concern in its infrastructure (Chou, Yen and Chou, 
2005). Troy Eid, Info Test’s chief operating officer, said security is a critical issue 
because extranets will be used to conduct important private transactions. The main issues 
associated with developing extranets are reliability, performance, and security. However, 
providing security is also the biggest challenge to deploying extranets. For extranets to be 
secure, unauthorized people must be kept off organizations’ internal networks, and users 
must be able to encrypt data they send over the Internet (Lawton, 1997). Setting up a 
secured network is a daunting task. It requires careful thought, adequate planning and the 
perspectives and recommendations of a team of IT staff. The Internet service provider 
network should be configured so that it is scalable and flexible to handle additional 
hardware and software as the network grows with combined Internet security 
technologies (Shoniregun, 2002). 

mailto:good@business.com
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Although there are several advantages for organizations to implement an extranet, such 
an interconnection can expose businesses to increased security risks. Use of extranets can 
pose the following risks (Diks, 2001).

§ By allowing extranet Web servers access to internal databases, businesses have to 
make an opening in their firewall. The more openings a company has in its 
firewall, the greater the possibility for the wrong people to get in and do damage 
to internal systems and data.

§ Too many extranet connections provide the potential entry points for computer 
viruses and other malicious code that can wreak havoc on information and 
information systems.

§ Extranet connection often allows access to the company’s proprietary data and 
therefore affords another avenue of access for unauthorized users to exploit 
sensitive or proprietary information.

§ Extranet increases the number of network connections, it increases the risk of 
networking penetration. Once one network is compromised, an entry point for 
compromise of systems and data exists for all the other networks connected to it.

§ Extranet crash or become compromised due to lack of adequate security, the 
extranet operator may be held liable for the loss of business operations at other 
companies.

§ Connecting partners to the extranet have inadequate access controls or have a lack 
of understanding of extranet security policies and requirements, they could expose 
the interconnected networks to penetration.

§ Connecting partners use modems to connect into the company, the potential exists 
for criminals to use war diallers or other means to dial into the network to access 
sensitive information or damage the network itself. (Ibid)

Currently there are two popular ways of solving such security problems. One is related to 
something most of us have, such as credit cards, physical keys, etc., and the other 
depends on something that we are familiar with, such as a password or PIN. Both 
methods give the authority to some media, such as password or keys, other than end 
users. If a user gets the password or other media, he will get the authority; otherwise he 
loses the authority (Lawson, 1999). 



LITERATURE REVIEW

19

A Number of vendors are trying to enhance security by incorporating encryption into the 
network firewalls and routers. However, until extranet security standards are developed, 
such approaches will raise compatibility issues (Lawton, 1997).

It becomes a question of awareness, since people have to become aware of the security 
loopholes, which exist on the Internet. Computer security specialists find it increasingly 
important to set up rules and guidelines for the correct use of computers on the Internet 
(Forcht and Wex, 1996). The following section identifies security measures that should 
be considered when planning, implementing and maintaining an extranet. These measures 
provide network and application security to protect data and resources from unauthorized 
access. Measures to Mitigate Risks Posed by Extranet Connections are (Diks, 2001).

§ Establish and Implement an Extranet Security Contract
§ Conduct a Risk Assessment
§ Provide Physical Access Controls to the Company’s Network
§ Securing the Network
§ Conduct Extranet Auditing (ibid)

Establish a Forum for Planning, Implementing and Maintaining the Extranet. To ensure 
that the interconnection via the extranet is protected, organizations that are parties to the 
connection should work together to develop a coordinated and comprehensive approach 
to planning, implementing and maintaining a secure connection. Responsibilities of the 
forum should include, identifying security controls that should be implemented by each 
organization to protect the interconnection and associated information assets. 
Establishing a forum can provide a channel for clear and regular communications 
between the parties involved in the extranet connection. Both managerial and technical 
staff should be members of the forum and involved in all aspects of the interconnection 
life cycle (Diks, 2001).

  
Develop and Implement An Extranet Security Policy. The forum established for planning, 
implementing and maintaining the extranet should develop the extranet security policy. 
The policy provides a common understanding and set of security standards for managing 
the risk associated with establishing and maintaining an extranet. The security policy 
must be agreed to and approved by all parties to the connection (Diks, 2001).

Establish and Implement an Extranet Security Contract. The forum created for 
establishing, implementing and maintaining the extranet should not only develop the 
extranet security policy, but also the extranet security contract. This contract is a security 
document that specifies the technical and security requirements throughout the life cycle 
of the extranet. The contract documents the security requirements for connecting the 
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information systems and identifies the security controls that will be used to protect the 
systems and their data (Diks, 2001).

Conduct a Risk Assessment. It is critical that all parties to an extranet connection 
understand their systems and the security risks posed by establishing an interconnection 
Understanding the network and identifying the threats and vulnerabilities associated with 
the interconnection helps to determine the level of risk associated with interconnecting to 
another system. Conducting a risk assessment of the network and system is a good way to 
learn the answers to these questions and to determine how secure the network is. The risk 
assessment can be carried out by a certified third party that examines the baseline security 
policy and the security architecture that it meets (Diks, 2001).

Provide Physical Access Controls to the Company’s Network. A company should 
centralize the connection points of its network in secure locations. These locations should 
provide protection for network assets against damage, loss, theft, or unauthorized 
physical access. Additionally, environmental controls should be put in place to protect 
against natural disasters and hazards such as fire, excessive humidity and flooding. Only 
those individuals with a need for access should be allowed to enter areas where the 
company’s computer hardware is located (Diks, 2001).

Securing the Network. Securing the network involves ensuring that all components 
connecting to the company network comply with the companies and the extranet security 
policy. A common and effective practice for securing the network when connecting an 
internal LAN to an external network, such as an extranet, is to install a network 
Demilitarized Zone (DMZ). The DMZ provides a tightly managed network buffer 
between the internal network and the external network. The DMZ provides a secure 
partition between the extranet and the provider’s Intranet. Securing the network also 
involves using additional security software and hardware that provide capabilities for 
intrusion detection, virus scanning, identification and authentication, and encryption 
(Diks, 2001).

Conduct Extranet Auditing. To help control risks, parties to the extranet should install 
auditing mechanisms to record activities occurring across the interconnection. To be 
effective, the security audit should be thorough in addressing vulnerabilities and it should 
be repeatable to provide a consistent perspective on the company’s security practice. 
Types of activities to be audited include event type, date and time of event, user 
identification, the success or failure of access attempts and security actions taken by the 
system administrators or security personnel (Diks, 2001).
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Secure communications do not eliminate all of an Internet user’s concerns. One must be 
willing to trust the server administrator with one’s credit card number before entering 
into a commercial transaction. Security technology does not protect one from 
disreputable or careless people with whom one might choose to do business. The 
situation is analogous to giving out a credit card number over the telephone. One may be 
secure in knowing that no one else has overheard a conversation (privacy) and that the 
person on the line works for the company that one wishes to buy from (authentication), 
but you must also be willing to trust the person and the company (Forcht and Fore, 1995).

2.3 THOSE WITH ACCESS TO THE EXTRANET LAYER 
(STAKEHOLDERS).

Stakeholders are groups of people who have an interest in a business organisation. They 
can be seen as being either external to the organisation or internal. But some may be both.

2.3.1 Types of Stakeholders 
 
§ Owners (Internal) 
§ Shareholders (Internal)
§ Managers (Internal)
§ Staff or employees (Internal)
§ Customers (External)
§ Suppliers (External)
§ Community (External)
§ Government (External) (www.bized.ac.uk) 

Internal Stakeholders can vary from organization to organization, depending upon the 
type(s) of programs and services provided and the administrative structure. Staff 
members and Board members, those individuals responsible for day-to-day operations 
and policies respectively, are always considered Internal Stakeholders. External 
Stakeholders can be considered those who may not play a central role in your 
organization's operations or policies, but are invested in the programs or services it 
provides (Tietelman). Internal Stakeholders are those who are ‘members’ of the business 
organisation. External stakeholders are not part of the firm. Some groups can be both 
internal and external stakeholders Such as staff or shareholders who are also local 
residents.
  
§ Owners and shareholders
§ Managers

http://www.bized.ac.uk
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§ Staff and employees  (www.bized.ac.uk) 

Internal stakeholders have the key role in implementing the corporate plan, as the most 
important thing is to implement the plan. Internal stakeholders can be roughly divided 
into councillors, senior management, middle management and frontline staff.  Each 
category has different perspectives on the process and different roles to play in 
implementation. Each internal stakeholder must understand what is required to 
successfully implement the corporate plan. External stakeholders, as service users, have 
expertise to contribute to the formation of the corporate plan. These external stakeholders 
can range from government itself through state agencies, ratepayers, community and 
voluntary organisations to local businesses.  Each stakeholder group may have conflicting 
interests that will have to be reconciled in the plan.  In order to achieve this successfully 
and to have a cohesive plan, clarity regarding the purpose of the plan is again necessary 
(Ledwidge, 2003).  

2.3.2 Characteristics of Stakeholders  

Owners and Shareholders 

The number of owners and the roles they carry out differ according to the size of the firm. 
In small businesses there may be only one owner (sole trader) or perhaps a small number 
of partners (partnership), in large firms there are often thousands of shareholders, who 
each own a small part of the business (www.bized.ac.uk). The board of directors forms an 
important "bridge" between external and internal stakeholders. Most mainstream studies 
do not consider issues from the point of view of the various stakeholder groups so their 
conclusions are seriously flawed, but little attention has been given to how the power of 
various stakeholders can influence board behaviour. Various stakeholder groups are 
assumed to have specific interests in the company and to play corresponding roles on the 
board (Huse, 1998).

Managers 

§ organise
§ make decisions
§ plan
§ control
§ Are accountable to the owner(s) (www.bized.ac.uk).

http://www.bized.ac.uk
http://www.bized.ac.uk
http://www.bized.ac.uk
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Managers should listen to and openly communicate with stakeholders about their 
respective concerns and contributions, and about the risks that they assume because of 
their involvement with the corporation. Managers of a corporation, however, may not 
accord all stakeholders the same level of importance. Dynamic theory of stakeholder 
relations argues that stakeholder identification and salience is a function of stakeholders_ 
possessing one or more relationship attributes. (Smith, Adhikari and Tondkar, 2005).

Employees or Staff 

§ A business needs staff or employees to carry out its activities
§ Employees agree to work a certain number of hours in return for a wage or 

salary
§ Pay levels vary with skills, qualifications, age, location, types of work and 

industry and other factors (www.bized.ac.uk). 

Employees are an important asset of an organisation that cannot be replaced even with 
the latest technological tools, equipment and methods. Employees are also indispensable 
and irreplaceable during the change process within an organisation, including refinement 
of the existing system or implementation of a new system. The international standards 
organisation (ISO) management system identifies “full employee involvement”, as a 
prerequisite for successful working and achievement of environmental and quality 
objectives. ”Good teamwork high levels of commitment, a well developed strategy, 
philosophy of continuous improvement, commitment from top management, are some of 
the basic key elements (Petts, 1998, p.715) have similar views on employee involvement. 
According to them as shop floor workers are close to activities and incidents in an 
organisation, they thus have a key role to play not only during implementation, but also 
in the development (Silos, 1999, p. 57) define employee involvement as a “system that 
encourages employees to participate in the improvement of the business by using their 
creative abilities to make improvement suggestions and by sharing the expert knowledge 
regarding their immediate work areas” (Zutshi and Sohal, 2004).

Brown (1994) caution managers of five commonly encountered obstacles when 
changing from the traditional to employee involvement/empowerment management 
style. The obstacles include:

§ Resistance to change (by employees)
§ Lack of trust by employees of management motives, due to sudden change 

in working styles.
§ Lack of clear expectations of the extent of involvement in the problem 

solving process

http://www.bized.ac.uk
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§ Lack of participative skills from the employees, as they may not have 
previously experienced such concepts, and 

§ Lack of on-going commitment from the top management, who after initial 
encouragement leave rest of the delegating and maintenance to the 
mangers.

Employee empowerment and breaking down of barriers between employees and 
managers, especially environmental coordinators is one of the strengths of ISO 14001 
standard (Zutshi and Sohal, 2004).

Customers 
 
§ Customers buy the goods or services produced by firms
§ They may be individuals or other businesses
§ Firms must understand and meet the needs of their customers, otherwise they 

will fail to make a profit or, indeed, survive (www.bized.ac.uk). 

Suppliers 
  
§ Firms get the resources they need to produce goods and services from 

suppliers
§ Businesses should have effective relationships with their suppliers in order to 

get quality resources at reasonable prices
§ This is a two-way process, as suppliers depend on the firms they supply 

(www.bized.ac.uk).  

Today more and more companies are pressurising their suppliers. Screening of 
suppliers for environmental performance has now become a key deciding factor in 
many organisations. Most of the government procurement policies now require their 
suppliers to be register with ISO 14001, especially in Europe and Asia. The 
significance of supplier’s adoption and registration to ISO 14001 became evident after 
the survey conducted by ISO 14000 Information Centre. The centre asked 
organisations to indicate whether or not it was important for their suppliers to be 
register to ISO 4001. In an overwhelming response, over 65% of the respondents 
“indicated that they will require or are considering requiring ISO 14001 certification of 
their supply chain” (Zutshi and Sohal, 2004).

Factors significant for supplier involvement in manufacturing organisations 
environment resulting from external forces (such as regulations, stakeholders or new 
technology) and expertise and experience of new suppliers in addressing and 

http://www.bized.ac.uk
http://www.bized.ac.uk
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responding to such forces. The importance of supplier involvement can be seen both in 
quality improvement and environmental arenas (Zutshi and Sohal, 2004).

Community 
 
§ Firms and the communities they exist in are also in a two-way relationship
§ The local community may often provide many of the firm’s staff and 

customers
§ The business often supplies goods and services vital to the local area
§ But at times the community can feel aggrieved by some aspects of what a firm 

does (www.bized.ac.uk). 

Government 

§ Economic policies affect firms’ costs (through taxation and interest rates)
§ Legislation regulates what business can do in areas such as the environment 

and occupational safety and health
§ Successful firms are good for governments as they create wealth and 

employment.  (www.bized.ac.uk) 

A study carried over a period of 11 years by Harvard researchers, John Knotter and 
James Heskett revealed that the “stakeholder balanced companies had four times the 
growth in sales and eight times the employment growth when compared with 
shareholder focused companies” (Zutshi and Sohal, 2004). Communication is at the 
heart of the management on relationships with stakeholders. Through the communication 
these stakeholders organise shapes and forms its relationships with them. Organisation 
communicates with various stakeholders such as employees, government, suppliers, 
intermediaries and investors in attempt to manage these relationships for benefits 
(Merve, Pitt and Abratt, 2005).

The stakeholders’ theory states that, for a firm to remain viable, it needs to satisfy the 
requirements of key stakeholders. Increased stakeholder involvement in times of 
technological turbulence, as the external environment of organizations changes shape and 
both interests and benefits of stakeholders need to be re-addressed. (Buhalis and Main, 
1998). The Extranet is a solution for improving information sharing and efficiency. The 
application is designed to evolve easily by adding new functions and business rules, and 
has the potential to achieve results in areas targeted to improve overall communication 
among stakeholders (Transportation Development Centre Safety and Security Transport 
Canada, 2000).

http://www.bized.ac.uk
http://www.bized.ac.uk
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Three key portals ‘stakeholders’ have been identified, each with different motivations and 
requirements are (Ward and Gardner, 1999).

2.3.3 Classification of stakeholders

§ Portal owners
§ Business clients 
§ End users

Portal Owners

Owners are usually managers of the portals. They build a long-lasting portal 
infrastructure to avoid continuous modifications and additions. To obtain this, an accurate 
design of the architecture, hardware and software is needed. The aim is to fulfil any 
demands in security, Internet connection speed and computing throughput. Revenue-
generation opportunities can include:

§ Selling their own portal-based services (for example, unified billing for 
services on the portal)

§ Getting a percentage commission on other transactions through the portal.

To achieve these objectives they must have 

§ Customers who buy their services.
§ Customers who buy at the portal business customers’ shops.

A portal owner may vet particular companies before providing advertising or access on 
the portal. Specific content deals can be struck with. In order to gain customers, portal 
owners have to ‘tempt’ them in some way. This could be by providing (sometimes 
without charge) interesting and attractive services which other portal owners. Portal 
owners seek to create a portal that maximises their own revenue, commands customer 
loyalty and integrates readily with other business processes (Ward and Gardner, 1999). 

Business clients

These are companies or professionals who use a portal as a means to create or improve 
their business. They use a portal: 

§ To improve visibility to potential customers.
§ To earn money trading with other businesses and consumers.
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§ To reduce costs and streamline business processes. 

The portal will direct an end user to the business client’s web site. The web site in turn 
must be attractive and easy to use. It must also interface with the companies’ processes 
such as ordering, provisioning, and updating customer information and billing. Much of 
this is done already by individual systems with varying degrees of integration and manual 
intervention. It is exactly this type of chain that portal and web sites can help to 
streamline. Customer loyalty depends very much on the ‘on-line customer experience’. 
Such loyalty is gained not only with a well-designed and attractive web site, but also with 
optimal logistical support (from raw material provision to goods shipment) and good 
supply chain management solutions. Consequently portal business clients must also 
invest in customer-relationship management and possibly use complementary call centres 
to support their business transactions (Ward and Gardner, 1999).

End users

These are the end users of the services offered by a portal site. In terms of usage pattern, 
a user can be:

§ A visitor (for example, a ‘surfer’) who occasionally comes across the site.
§ A subscriber (residential or business) who regularly connects to the portal.
§ A company employee who uses the portal on the intranet for information 

gathering and other work-related activities.

Ultimately the level of usage of any portal will be a measure of how well it meets a user’s 
needs for dissemination, communication, distribution and transaction. The more 
comfortable users are with a portal’s look, ease of use, range of services and cost then the 
more they will return to it, hence leading to ‘lock-in’ (that is, customers are so at ease 
with the portal that they are unlikely to change to another, even when very attractive 
incentives are made to them). The end-user demands in turn will have a knock-on effect 
on portal owners and portal business clients, forcing them to continuously improve the 
portals and the services offered (Ward and Gardner, 1999).

The more critical the resources controlled by a stakeholder group the more responsive the 
organization will be in meeting the expectations of that stakeholder group. However, 
power by itself does not guarantee salience in stakeholder-manager relationship. Unless 
the stakeholder group is aware of its power and is willing to exercise it, managers may 
not accord high salience to the stakeholder group (Smith, Adhikari and Tondkar, 2005). 
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3. CONCEPTUAL FRAMEWORK

In this chapter an explanation of those studies from the above literature review that will 
be relied on will be presented.  From this conceptualization of the research questions, an 
emerged frame of reference is developed and presented. An interview guide will be 
presented according to the frame of reference (see Appendix A).

A conceptual framework explains, either graphically or in a narrative form, the main 
things to be studied (Miles and Hubberman, 1994). The authors further state that this 
could be easily done after preparing your research questions, which has been done in the 
first two chapters.

3.1 RQ1. How can the type of extranet be described?  

The first research question explains what are the types of extranets and how extranet can 
be differentiated to people at different levels. When collecting the data an attempt is 
made to see how companies are using both these types of extranets and how are they 
characterised. Therefore, for this question the theory by Payne and Lawrence (1999) will 
be tested, although Riggins and Rhee (1998) differentiated the types of extranet, Payne 
and Lawrence characterised both of the types and classified the functions of both types of 
extranet. So I found the theory of Payne and Lawrence to be the most extensive one. This 
theory is further supported by Riggins and Rhee (1998)

Two types of extranet are 
1. Supranets
2. Intronets (Riggins and Rhee, 1998)

3.1.1 Characteristics of Supranets

§ Consortium sponsored
§ Semi opened network in access 
§ Many to Many Relationship
§ Service offered as Communication medium
§ Primarily Justified as Efficient and timeliness
§ Primary benefits for all consortium members
§ Long term Objective is competitiveness of consortium
§ Nature of application is Push application (Payne and Lawrence, 1999)



FRAME OF REFERENCE                   

29

3.1.2 Characteristics of Intronets

§ Owner sponsored network
§ Type of access is propriety
§ One to Many relationship
§ Service offered is information Product
§ Primarily Justified as to provide unique resource
§ Primary benefit is initiator with information
§ Long term objective is lock in partner
§ Nature of application is pull application (Payne and Lawrence, 1999)

3.2 RQ2. How can the layer of extranet be made more secure? 

This question aims to describe the security measures that the company should take in 
order to prevent unintended access to company’s data and privacy tips for the customers 
and other people who use company data and website for other purposes. Many other 
theories are discussed in the literature review but this study will mainly rely on the theory 
of Diks (2001) because it the latest (most recent) among all the theories which have been 
discussed and it looks at security from both a company and customer point of view.  
However, other theories will be partially used so as to provide a deeper and better 
understanding of security issues for customers and company point view. So this theory is 
further supported by Attaran and Vanlaar (1999), Forcht and Fore (1995) and Alridge, 
White and Forcht (1997), which have focussed on, some specific security issues of 
company and for the customers.

3.2.1 Security measures for extranet 

§ Establish a Forum for Planning, Implementing and Maintaining the 
Extranet.  

§ Develop and Implement An Extranet Security Policy.
§ Establish and Implement an Extranet Security Contract. 
§ Conduct a Risk Assessment. 
§ Provide Physical Access Controls to the Company’s Network. 
§ Securing the Network.
§ Conduct Extranet Auditing. (Diks 2001)
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3.2.2 Security Tips for companies 

§ Systems protection (Operating systems security) - (Aldridge, White and 
Forcht, 1997).

§ Keep it private (Attaran and VanLaar, 1999). 
§ Keep a low profile (Attaran and VanLaar, 1999).
§ User information and message protection 
§ Access restrictions (1.IP address, subnet, domain, 2.User name and password, 
§ Encryption using public key cryptography) (Aldridge, White and Forcht, 

1997).
§ Watch what you download - (Attaran and VanLaar, 1999).
§ Watch what you say in e-mail - (Forcht and Fore, 1995).

3.2.3 Tips to Customers and people using websites

§ Check companies' online privacy policy - (Attaran and VanLaar, 1999).
§ Take steps to remove your personal information - (Attaran and VanLaar, 

1999).
§ Do not get attached to attachments - (Attaran and VanLaar, 1999).
§ Guard your password - (Forcht and Fore 1995), (Attaran and VanLaar, 1999). 
§ Learn to recognize junk e-mail - (Attaran and VanLaar, 1999).

3.3 RQ3. How can those (Stakeholders) with access to this layer 
be characterised? 

This research question aims to explain the types of people who have access to extranets. 
For this research question, Gard and Wardner (1999) will be utilized because the theory 
is specifically discusses extranets and its stakeholders and they identified key portal 
‘stakeholders’, each with different motivations and requirements. This is further 
supported by general roles stakeholders from other theories. Theory of Gard and Wardner 
(1999) is studied for a better understanding of stakeholder’s functions in a portal.
 
 Portal owners
 Business clients 
 End users (Gard and Wardner, 1999)
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3.3.1 Portal Owners

Owners are usually managers of the portals. They build a long-lasting portal 
infrastructure to avoid continuous modifications and additions. Revenue-generation 
opportunities for owners can include:

§ Selling their own portal-based services (for example, unified billing for services 
on the portal)

§ Getting a percentage commission on other transactions through the portal.

To achieve these objectives they must have 

§ Customers who buy their services.
§ Customers who buy at the portal business customers’ shops (Ward and Gardner, 

1999). 

3.3.2 Business clients

These are companies or professionals who use a portal as a means to create or improve 
their business. They use a portal: 

§ To improve visibility to potential customers.
§ To earn money trading with other businesses and consumers.
§ To reduce costs and streamline business processes (Ward and Gardner, 1999).

3.3.3 End users

These are the end users of the services offered by a portal site. In terms of usage pattern, 
a user can be

§ A visitor (for example, a ‘surfer’) who occasionally comes across the site.
§ A subscriber (residential or business) who regularly connects to the portal.
§ A company employee who uses the portal on the intranet for information 

gathering and other work-related activities (Ward and Gardner, 1999).

Members who have access to Extranets
§ Owners (Internal) 
§ Shareholders (Internal)
§ Managers (Internal)
§ Staff or employees (Internal)
§ Customers (External)
§ Suppliers (External)
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§ Community (External)
§ Government (External (www.bized.ac.uk)

Internal StakeholderExternal Stakeholder
§ Owners
§ Customers
§ Manager
§ SuppliersStaff or Employees
§ Community
§ Shareholders
§ Government

The conceptualized research questions above thus evolve into this studies emerged frame 
of reference.

3.4 Frame of Reference

Figure 3.1: This study’s emerged frame of reference

http://www.bized.ac.uk
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4. METHODOLOGY

With the previous chapter ending with the conceptualization of the research questions, or 
WHAT we will collect data on, this chapter focuses on HOW that data will be collected., 
This will be done via the schematic presentation provide in Figure 4.1 below.

4.1 Research Purpose

According to (Dane, 1990) the ultimate goals of research are to formulate questions and 
to find answers to those questions. Research study can be exploratory, descriptive and 
explanatory. Research that aims to seek new insights into phenomenon, to ask questions, 
and to assess the phenomenon in a new light. (Saunders, Lewis and Thornhill, 2003). 
According to Sekaran (2000) exploratory study is undertaken when not much is known 
about the situation at hand, or when no information is available on how similar problems 
or research issues have been solved in the past.

Descriptive Research

Descriptive study is undertaken in order to ascertain and be able to describe the 
characteristics of the variables of interest in a situation (Sekaran, 2000). Descriptive 
research involves examining a phenomenon to more fully define it or to differentiate it 
from other phenomenon (Dane, 1990). Descriptive Research is a research designed to 
describe characteristics of a population or a phenomenon. Descriptive research seeks to 
determine the answers to who, what, when, where and how questions (Zikmund, 2000).
Descriptive research is the research for which the purpose is to produce and accurate 
representation of persons, events or situations (Saunders, Lewis and Thornhill, 2003).
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Explanatory Research

Explanatory Research involves examining a cost - effect relationship between two or 
more phenomenon. It is used to determine whether or not an explanation is valid or which 
of the two or more competing explanation is more valid (Dane, 1990). Explanatory study 
goes beyond description and attempts to explain the reason for the phenomenon that the 
descriptive study only observes (Cooper and Schindler, 1998). Research that focuses on 
studying the situation or a problem in order to explain the relationships between variables 
(Saunders, Lewis and Thornhill, 2003).

 
Based on the research purpose and research questions of this thesis, this study will be 
basically descriptive, minorly exploratory and explanatory to certain degree. This study is 
primarily descriptive because describing the research questions is the mainly done in this 
study, although this study is exploratory because since I am exploring the purpose of the 
value added by extranets and they are few studies that have been conducted on extranet, 
so this study explore some new findings. Finally at the end of the thesis, I began to 
explain the research question to some degree so this study is explanatory to some extent.

4.2 Research Approach

There are basically two types of research strategies namely Qualitative and Quantitative 
approaches. Quantitative Research determines the quantity or extent of an outcome in 
numbers. It provides an exact approach to measurement (Zikmund, 2000). Quantitative 
data represents numerical data or data that have been quantified, quantitative data is 
represented by values, which can be measured numerically as quantities (Saunders, Lewis 
and Thornhill, 2003). Quantitative Research is considered hard-nosed, data-driven, 
outcome-oriented and truly scientific. Quantitative Research can be soft because of 
inappropriate numbers; it may also be based on inadequate evidence (Yin, 2003).

Qualitative Approach

Qualitative studies may either describe events, or offer solutions as in a case study that 
follows. However, in the absence of hard empirical statistical results. There is an element 
of hit and miss (Sekaran, 2000). According to (Saunders, Lewis and Thornhill, 2003)
Qualitative data is a non-numerical data or data that have not been quantified. Qualitative 
Research is subjective in nature. It leaves much of the measurement process to the 
discretion of researcher this approach does not use rigorous mathematical analysis 
(Zikmund, 2000). Qualitative research analyses non numerical analysis concerning 
quality rather than quantity (Dane, 1990).
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Given these distinctions and definitions of a qualitative study, why does a person engage 
in such a rigorous design? To undertake qualitative research requires a strong 
commitment to study a problem and demands time and resources. Qualitative research 
shares good company with the most rigorous quantitative research, and it should not be 
viewed as an easy substitute for a "statistical" or quantitative study. Qualitative inquiry is 
for the researcher who is willing to do the following:

§ Commit to extensive time in the field.
§ Engage in the complex, time-consuming process of data analysis - the ambitious 

task of sorting through large amounts of data and reducing them to a few themes 
or categories.

§ Write long passages, because the evidence must substantiate claims and the writer 
needs to show multiple perspectives.

§ Participate in a form of social and human science research that does not have firm 
guidelines or specific procedures and is evolving and changing constantly 
(Source: University of Sheffield).

As the aim of the study is to gain a better understanding on how extranets adds value in 
B2B companies, I assume this study is a qualitative approach. This research requires 
studying the phenomenon in depth. In order to achieve my goal there is no need to draw 
conclusions or build tables in numerical forms instead I look deeper and more in detail at 
a few companies. Qualitative research approach suits my study than quantitative research 
approach. More over the data collected will be in the form of exhaustive answers, which 
are used to explain the phenomenon.

4.3 Research Strategy  

According to Yin (2003) case studies are a research strategy.  Case studies have been 
increasingly used in education. While law and medical schools have been using the 
technique for an extended period, the technique is being applied in a variety of 
instructional situations. Schools of business have been most aggressive in the 
implementation of case based learning, or "active learning" (Tellis, 1994). Case study 
research is a research strategy that involves the empirical investigation of a particular 
contemporary phenomenon within its real life context, using multiple sources of evidence 
(Saunders, Lewis and Thornhill, 2003). Case study method involves intensive study of a 
single participant over an extended period of time (Dane, 1990). The purpose of the case 
study is to obtain information from one or a few situations that are similar to the 
researcher’s problem situation. Case study method is an exploratory research technique 
that intensively investigates one or a few situations similar to the researcher’s problem 
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situation (Zikmund, 2000). Case studies involves in depth, contextual analysis of similar 
situations in other organizations, where the nature of the problem and the problem 
definition happened to be the same as the one experienced the current situation, the 
documented history of noteworthy events that have been taken place in a given institution 
is called case study method (Sekaran, 2000).  

A frequent criticism of case study methodology is the dependence on a single case 
renders a study incapable of providing a generalizing conclusion (Yin, 1993). (Hamel and 
Fortin, 1993) was careful to reject the criticisms of case study as poorly founded, made in 
the midst of methodological conflict. He asserted that the drawbacks of case study were 
not being attacked, rather the immaturity of sociology as a discipline was being 
displayed. As the use of quantitative methods advanced, the decline of the case study 
hastened. However, in the 1960s, researchers were becoming concerned about the 
limitations of quantitative methods. Hence there was a renewed interest in the use of case 
studies for this thesis.

4.4 Data Collection Methods

According to Yin (2004), there are six sources of evidence that can be utilized in case 
study research:

1. Documents
2. Archival Records
3. Interviews
4. Direct Observation
5. Participant Observation  
6. Physical Artifacts

Interviews

According to (Yin, 2003) one of the most important sources of information is the 
interview. The interviews may take several forms. Most commonly, they are three types 
of interviews.

§ Case study interviews are of an open ended nature in which you can ask key 
respondents fact of matter as well as the respondent’s opinion about the events. 

§ Second type of interview is a focused interview in which a respondent is 
interviewed for a short period of time.

§ Third type of interview entails more structured positions, along the lines of formal 
survey. Such a survey could be designed as part of a case study.
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The interview is one of the major sources of data collection, and it is also one of the most 
difficult ones to get right. In qualitative research the interview is a form of discourse. Its 
particular features reflect the distinctive structure and aims of interviewing, namely, that 
it is discourse shaped and organized by asking and answering questions. An interview is a 
joint product of what interviewees and interviewers talk about together and how they talk 
with each other. The record of an interview that we researchers make and then use in our 
work of analysis and interpretation is a representation of that talk (Source: University of 
Sheffield).

The data collection method, which is used for this study is interviews. Focused interviews 
are performed in order to get the correct and suitable data from the respondents. 
Interviews are done according to the interview guide designed earlier and which my 
supervisor approved.

4.5 Sample selection

Sampling techniques provide a range of methods that enable you to reduce the amount of 
data you need to collect by considering only data from sub-group rather than all possible 
cases of elements (Saunders and Thornhill, 2000). They are two methods of sampling, 
which is probability and non-probability sampling, the latter is also defined as judgmental 
sampling because this kind of sample selection depends upon human judgment instead of 
probability theory (Chinstal, 1997). 

According to Miles and Hubberman (1994) looking at contrasting case can help 
understand a single case finding, by specific how and where carries on as it does. 
Regarding how many cases should a multiple case study consist of, Miles and 
Hubberman  (1994) says it depends on how rich and complex the within case sample is-
The authors further continue that although contrasting cases are used, a sampling frame is 
needed guided by research questions and conceptual frame work. There fore while 
selecting the samples I therefore set sampling frame to companies who uses extranet. 
Two case studies will be conducted for this study the samples which we selected are 
Ericsson, leading supplier of telecommunication parts through out the world and Volvo, 
leading manufacturer in heavy machineries and automobiles through out the world. Both 
of the companies have their own extranet with which they communicate with their 
stakeholders.
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4.6 Data analysis

Data analysis involves examining, categorizing, tabulating or otherwise recombining the 
collected data. Every investigation should have a general analytical strategy in order to 
determine what to analyse and why. Two general strategies are suggested. The researcher 
can either follow the theoretical propositions that led to the case study or develop a 
descriptive framework to organize the case study. (Yin, 1994) When analysing the data 
collected from the interviews, the intentions were to find answers connecting to the 
earlier stated research questions. This research presents a multiple-case study, and 
therefore, the comparisons will be conducted within the different cases as well as 
between the cases, in a cross-case analysis. 

Miles and Hubberman (1994), state that a qualitative data analysis focuses on data in the 
form of words. The data analysis is believed to consist of “three concurrent flows of 
activity” (p. 10): 

Data reduction: The process of selecting, focusing, simplifying, abstracting, and 
transforming the data. The purpose is to organise the data so that final conclusions can be 
drawn and verified. 

Data display: Taking the reduced data and displaying it in an organised, compressed way,
So that conclusions can be more easily drawn. 

Conclusion drawing/verification: Deciding what things mean - noting regularities, 
patterns, explanations, possible configurations, causal flows, and propositions.

I Begin with the within-case analysis and followed by the cross-case analysis. The 
within-case analysis will be conducted by comparing the empirical date, which is 
collected with theories used in our frame of reference. Thereafter I will display the 
reduced data in a cross-case analysis, also according to each research question. What the 
cross-case does is that it allows data to be compared within the selection of the chosen 
companies. Organized and compressed ways of comparing the samples motivated the 
way discussions evolved regarding the existing differences and similarities. When I 
finally complete the within-case and cross-case analysis, the findings and conclusions of 
the research were drawn. To do this each research question will be re-stated and 
answered based on the findings of the study. As I will describe how the data was 
analysed. 
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4.7 Validity and Reliability 

Validity

The extent to which data collection method or methods accurately measure what they 
were intended to measure and the extent to which research findings are really about what 
they profess to be about (Saunders, Lewis and Thornhill, 2003).Validity refers to the 
extent to which a measure actually measures what it is supposed to measure for example, 
a questionnaire about the insanity plea really measures peoples attitude towards the 
insanity plea (Dane, 1990). Validity refers to the extent to which it test measures what we 
actually wish to measure. They are two major forms of validity, External Validity and 
Internal Validity. External validity of research findings refers to their ability to be 
generalised across persons, settings, and times. Internal validity is further limited in this 
discussion to the ability of research instrument to measure what is purported to measure. 
Validity is the extent to which differences found with measuring tool reflect true 
differences among respondents being tested (Cooper and Schindler, 1998). The purpose 
of measurement is to measure what we intended to measure. The ability of scale or 
measuring instrument to measure what is intended to be measured is known as Validity 
(Zikmund, 2000). Evidence that the instrument, technique, or process used to measure a 
concept does indeed measure the intended concept (Sekaran, 2000).  

The four tests are common to all social science methods, the tests have been summarized 
in numerous textbooks. The development of case study designs needs to maximize four 
conditions related to design quality (Yin, 1994).

(a) Construct validity
(b) Internal validity (for explanatory or causal case studies only)
(c) External validity
(d) Reliability. (Yin, 1994)

Construct Validity: Establishing correct operational measures for the concepts being 
studied.

Internal Validity: For exploratory or causal studies only, and not for descriptive or 
exploratory studies; establishing a causal relationship, whereby certain conditions are 
shown to lead to other conditions, as distinguished from spurious relationships.

External Validity: Establishing the domain to which a study’s findings can be 
generalized.
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Reliability: Demonstrating that the operations of a study such as the data collection 
procedures can be repeated, with the same results (Yin, 1994).

Construct Validity

According to Robert K Yin People who have been critical of case studies often point to 
the fact that a case study is investigator fails to develop sufficiently operational set of 
measures and that “subjective” judgments are used to collect the data. Certain urban
neighbourhoods have changed t́heir character over the years. Number of case studies 
have examined the types of changes and their consequences without prior change, a 
reader cannot tell whether the recorded changes in a case study genuinely reflected 
critical events in a neighbourhood or whether they happen to be based on investigators 
impressions only. Neighbourhood change can indeed cover a wide variety of 
phenomenon racial turnover, housing deterioration and abandonment, changes in pattern 
of urban services, shifts in neighbourhood’s economic institutions of the turn over from 
low-to middle-income residents in revitalizing neighbourhoods. To meet test of construct 
validity an investigator must be sure to cover two steps (Yin, 1994).

§ Select the specific type of changes that are to be studied and 
§ Demonstrate that the selected measures of these changes do indeed reflect the 

specific types of change that have been selected.  Three tactics are available to 
increase construct validity when doing case studies. 

§ Use of multiple source of evidence.
§ To establish a chain of evidence also relevant to data collection.
§ To have the draft case study report reviewed by key informants (Yin, 1994).

Internal Validity

Internal validity is only a concern for causal case studies in which an investigator is 
trying to determine whether event (x) led to event (y). If the investigator incorrectly 
concludes the relationship between x and y without knowing some third factor x may 
actually have caused y. This logic is inapplicable to descriptive or exploratory studies. 
Concern over internal validity for case study research, may be extended to the broader 
problem of making inferences. Basically a case study involves an inference every time an 
event cannot be directly observed. Investigator will infer a particular event resulted from 
some earlier occurrences based on interview and documentary evidence collected as part 
of case study. However the specific tactics for achieving this result are difficult to 
identify especially true in doing case studies. The three other tactics are (Yin, 1994)
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(a) Explanation building
(b) Addressing rival explanations 
(c) Using logic models.

External Validity

External validity is problem has been a major barrier in doing case studies. Critics 
typically state that single cases offer a poor basis for generalizing. However critics are 
implicitly contrasting the situation to survey research in which a sample (if selected 
correctly) readily generalizes to a larger universe. This analogy to samples and universes 
is incorrect when dealing with case studies Survey relies on statistical generalization, 
where as case studies as experiments rely on analytical generalization. Generalization is 
not automatic however a theory must be tested by replicating findings in a second or even 
a third neighbourhood, where the theory has specified that the same results should occur. 
Once direct replications has been made the result might be accepted as providing strong 
support for the theory, even though further replications had not been performed. The 
logic of replications is the same that underlies the use of experiments and allows 
scientists to cumulate knowledge across experiments (Yin, 1994).

Reliability

Most people are already familiar with the term reliability. The objective is to be sure that 
if the later investigator followed the same procedure as described by the earlier 
investigator conducted the same case study all over again. The later investigator should 
arrive at the same result or findings and conclusions. The goal of reliability is to 
minimize the errors and the biases in a case study. One prerequisite for allowing this 
other investigator to repeat an earlier case study is to document the procedure followed in 
the earlier case with out any discrimination you could not even repeat your own work . 
The general way of approaching the reliability problem is to make as many steps as 
operational as possible and to conduct research as if someone were always looking over 
your shoulder. In accounting and bookkeeping, one is always aware that any calculations 
must be capable of being audited. In the sense an author is also performing a reliability 
check and must be able to produce same results, if same procedures are followed a good 
guideline for doing case studies is therefore to conduct the research so that an author 
could repeat the procedures and arrive at the same results. At last four tests may be 
considered relevant in judging the quality of a research design. In designing and in case 
studies, various tactics comes to play to deal with these tests, though not all tactics occur 
at formal stage of designing a case study. Some occur during data collection, data 
analysis, or compositional phases of research (Yin, 1994).
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The degree to which data collection method or methods will yield consistent findings, 
similar observations would be made or conclusions reached by other researchers or there 
is transparency in how sense was made from the raw data (Saunders, Lewis and 
Thornhill, 2003). The reliability of a measure is established by testing for both 
consistency and stability. Consistency indicates how well the items measuring a concept 
hang together as a set (Sekaran, 2000). The degrees to which measures are free from error 
and therefore yield consistent results. Reliability applies to a measure when similar 
results are obtained over time and across situations (Zikmund, 2000). Reliability means 
many things to many people, but in most contexts the notion of consistency emerges. A 
measure is reliable to the degree that it supplies consistent results. Reliability is 
concerned with estimates of degree to which a measurement is free of random or unstable 
error (Cooper and Schindler, 1998). Knowing what level of measurement you are using is 
only part of the measurement process. Another part involves determining how reliable, or 
consistent, the measure is. A variety of different techniques are designed for such 
purposes, and all of them rely on the extent to which one version of the measure is related 
to another version of the measure (Dane, 1990). According to (Yin, 2003) the objective is 
to be sure that, if a latter investigator followed exactly the same procedures as described 
by an earlier investigator and conducted the same study all over again, the latter 
investigator should arrive at the same findings and conclusions. This indicates the 
reliability of the data.
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5. DATA COLLECTION

In this chapter the empirical data that is collected from the companies, which are 
selected will be presented. The order of presentation will be according to the research 
questions. First I will discuss briefly the overview of the companies and thereafter the 
data collected will be presented. Two case studies are conducted i.e. Ericsson and Volvo. 
In each case I discuss the types of extranet, security of extranet and stakeholders of 
extranet.

5.1 Case 1 Ericsson - Company Overview

In April 1876, Lars Magnus Ericsson opened an electro-mechanical workshop in a rented 
kitchen at Drottninggatan 15 in Stockholm. From the opening of his repair shop for 
telegraph equipment in 1876, Lars Magnus Ericsson envisioned the great potential of 
phones, and also saw the need to improve the technical quality. Ericsson is a world-
leading provider of telecommunications equipment and related services to mobile and 
fixed network operators globally. Over 1,000 networks in 140 countries utilize our 
network equipment and 40 percent of all mobile calls are made through our systems. 
Ericsson is one of the few companies worldwide that can offer end-to-end solutions for 
all major mobile communication standards. Ericsson supplies the network equipment and 
services that enable telecommunications. Ericsson also provides its customers with 
services for network operations and revenue generation. Through Sony Ericsson Mobile 
Communications joint venture they offer a range of mobile devices, including those 
supporting multimedia applications and other personal communication services. In 
addition, Ericsson has products for special applications within defence systems, 
enterprise, cables, mobile platforms and power modules. Leadership in this changing 
industry requires a clear understanding of operator and consumer needs in different 
markets," says Carl-Henric Svanberg, President and CEO. "The ability to support 
operators in their launch of new services, changing business models and high quality 
standards in end-to-end solutions is crucial. A prerequisite is operational excellence in all 
aspects of our business. Ericsson has all this, and our direction is clear. We are well 
positioned to capture new opportunities and are encouraged by our continued leading 
position in the market. 

Primary Business Offerings of Ericsson

§ Mobile systems
§ Wire line systems
§ Transmission and transport
§ Service layer
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§ Services
§ Mobile Phones

Two respondents from Ericsson are interviewed, one respondent is working for Ericsson 
from last five years and is a Strategic Product Manager for LI Solutions, Ericsson and is 
also aware of extranet communication of Ericsson. The other respondent is working in 
marketing department and deals with aspects of marketing communication. The 
respondents has given their views and opinions of Ericsson extranet i.e. the type of 
extranet it uses, security of extranet and about the stakeholders participation in extranet of 
Ericsson.

5.1 .1 Types of Extranet

Supranets

Ericsson states that they use extranet to allow selected customers, suppliers and mobile 
workers to access the company's private data and applications. They further state that 
they don’t specifically classify their extranet in to Supranets and Intronets, the 
respondents states that although Ericsson is having an major collaboration with Sony in 
the division of mobile phones and collaborations with other companies in joint projects 
they don’t maintain an consortium and they use traditional extranet (Intronet) for business 
communications. A question regarding why Ericsson doesn’t maintain consortium with 
other companies or within the divisions of Ericsson. She says that Ericsson has it own 
business units for each division at different locations and each division has its own 
department for its communication and regarding the important business communications 
between partner companies it uses traditional communication and she also states that it 
depends upon the sensitivity of the data and how much important it is, if the data is a 
common one and can be shared with everyone it uses extranet communication and 
regarding divisions of Ericsson also the above is applied the sharing of data on extranet 
depends upon the sensitivity of information. Ericsson states that the company does not 
use supranet so it does not sponsor the any consortium and the as their is no consortium 
the type of network access is not described. Ericsson supports many to many relationship 
and but it is doing with out supranet it says that it maintains many to many 
communication with its business units located at different regions. Ericsson offers 
services as communications medium with its extranet but not through supranet so the 
company thinks it is important. Further Ericsson states the idea behind maintaining 
extranets is efficient communication and time factor. She finally states that the main 
purpose of using extranet is to communicate with its suppliers and customers. But they 
don’t share any information in common as it is done in consortium. Regarding the type of 
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application Ericsson says that its does not use supranet but the company tries to push the 
technology further to make the business with its partners and suppliers easier.

Intronets

Ericsson agrees that it maintains intronet, and the main aim of it is to communicate with 
its customers, employees and other stakeholders who have access permission to extranet 
section. 

Sponsorship and gateway access

She further states that the company sponsors intronet and the gateway access are by 
providing a user id and password for every individual who has access to secured area. 
Ericsson states that they commonly call intronet as partner extranet and The Partner 
Extranet is the common place for joint collaboration, information sharing and reporting. 
The customer portal is opened for customers who have signed an agreement with 
Ericsson Mobile Platforms stating rules for using the customer portal. The main target 
audience is key personnel involved in joint projects between Ericsson Mobile Platforms 
and our customers. 

Relationship

Ericsson agrees that they maintain one to many information pattern, but in some cases of 
joint projects the communication becomes many to many if customers or any other 
members of extranet needs to have information then they can consult the specific 
department using their login and she also states that they don’t use intronet not only for 
information about products and services but also to share business information like inter 
departmental information of the company. An example is given regarding what type of 
information is shared in intronets. If a partner company or supplier company wants to 
know information regarding the stock positions the company then they can consult the 
concerned department through their intronet.

Communication Medium

Ericsson further states that it does not use intronet for only providing basic product 
information instead it uses them all types of departmental communication.

Primary justification, Beneficiary and long term objectives



DATA COLLECTION

46

Further Ericsson agrees that primary justification of its intronet is to provide unique 
resources for its client and customers. Ericsson strongly agrees that primary beneficiary 
of intronets is to initiate information for customers. Ericsson agrees that long term 
objective of its intronet is to lock in partners. Ericsson states the ultimate objective 
behind maintaining an intronet is creating and maintaining customer value for this they 
maintain efficient and timeliness communication. Ericsson describes intronet as pull 
application because intronet brings its partners, customers and suppliers at one place.

5.1.2 Security

Ericsson states that regarding security issues the company takes special interest, it has a 
internet privacy policy regarding the security issues. Ericsson also states that providing 
customer security is the most important thing. Regarding extranet security Ericsson states 
that Extranets provides customer-specific content and functions. To properly fulfil its 
obligation to Ericsson’s major customers, they must mutually agree on which personnel 
may access specific extranet content and use specific extranet functions. Ericsson uses 
cookies, together with additional security mechanisms, to identify and track the registered 
users who enter extranet or other restricted-access portions of its website and its related 
domains. 

Establishing Forum of Planning, Implementing and Maintaining Extranet

Further Ericsson states that it does not maintain any forum for planning implementing 
and maintaining extranet because it mentions its privacy policy of Internet and restricted 
access areas in the Internet privacy policy. If customers have any queries regarding 
security of extranet they can visit the forum of Questions and Comments, which is 
accessible from almost every page. Ericsson states that it uses customer’s personal 
information only to contact the customers but not for any other purposes. Ericsson also 
states that it is important to know the customer’s views and feedback in order to know 
about the quality of the services they offer online and also what customer thinks about the 
security of the site. 

Extranet Security Policy and Extranet Contract

Ericsson states that it does not have a specific extranet privacy policy because the privacy 
policy for Internet includes the extranet privacy issues also. Regarding extranet security 
contract Ericsson states they maintain certain security contracts with its major customers 
like whom to access the extranet and what information does they access frequently but 
these contracts are majorly between other partner or supplier companies, and they do not 
maintain contracts with individual customers but as mentioned earlier Ericsson uses 
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special cookies and additional security mechanisms to track the users who enters its 
extranet. It further states that Ericsson itself produces security software’s and supplies it 
to other firms and they have separate division of manufacturing security software’s. 
Conducting Risk Assessment

Ericsson conducts risk assessment in extranet in some special cases, they allow third 
party communication for assessing their security issues, Ericsson further states that it also 
gives personal information of the customers to third parties but it is only meant for risk 
assessment purpose and the party does not use the information of the customer for other 
purposes. 

Providing Ph0ysical Access Control to Companies Network

Regarding providing physical access controls it states that Ericsson has separate branch in 
its IT department, and they will look after the hardware and software issues of the 
extranet and not every one in the department is allowed to access the network but only 
few personnel have permission, Ericsson takes proper measures to protect its hardware of 
software from natural disasters, damage, theft etc. 

Securing the Network

Regarding securing the network Ericsson uses special software when sharing its 
information with external networks and regarding partition of extranet and companies 
intranet it considers that extranet is extended network of companies intranet but not in 
some cases when the company thinks the information is sensitive then it uses specific 
restrictions like DMZ.

Conducting Extranet Auditing

Talking about conducting extranet auditing Ericsson uses the auditing of extranet by 
tracking the activities which have been done on extranet, for this they use special security 
mechanisms. Further it states that auditing these activities helps them to know what is 
going on restricted areas of access. 

5.1.3 Stakeholders of Extranet

Owner and Portal Owner

Ericsson states that as the owner of the extranet it has complete access to the restricted 
area and it also states that it has the right to change the policies of privacy at any time so 
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it suggests its customers to keep checking the policy page frequently. Ericsson further 
states that as the owner of the extranet it has right to obtain the information of each and 
every member who has access to its extranet. Ericsson further states that it as an owner of 
extranet it forms link between its internal stakeholders and external stakeholders. As 
portal owners Ericsson does not offer any transaction related services from their side and 
as well as from its other partner companies side. It uses it extranet only for information 
processing, but it does not characterise its extranet as transaction based portal, because 
Ericsson feels that extranet can be used to know necessary information regarding the 
company like stock of the product and for supply chain Ericsson says that it uses SAP 
which is centralised by the company for every business unit so the transaction will be 
taken place in the same process. 

Staff, Employees and Managers

Ericsson states regarding staff and employees of the organisation, Ericsson offers 
permission to access its extranet to the employees at managerial level, every employee 
can access intranet but not all members have access to extranet except in some special 
cases like if the employee deals with extranet software or works in the department 
concerned to it then he will have the access to extranet. The respondents says that as an 
employee of Ericsson she has access to extranet, she states that employee at managerial 
level have permission to access extranet. And staff that deals with extranet will have the 
access permission. 

Customer and Suppliers

Ericsson states the characteristics of its customers and suppliers who have access to 
extranet, it characterises its customers as information seekers, Ericsson says that 
customers log in to extranet for product information and other information regarding the 
services and products Ericsson offers it mainly says that customers use their extranet 
login for latest news and product information. Regarding suppliers Ericsson states that 
suppliers use extranet for knowing about the stock of the products and other departmental 
information, Ericsson further says if any company wants to be supplier of Ericsson then it 
can contact them and give information about the products that it want to supply and the 
information about its company. Ericsson further characterises its customers and supplier 
who have access to extranet. Extranet is the common place for joint collaboration, 
information sharing and reporting. The customer portal is opened for customers who have 
signed an agreement with Ericsson Mobile Platforms stating rules for using the customer 
portal. The main target audience is key personnel involved in joint projects between 
Ericsson Mobile Platforms and its customers. 
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Community

Ericsson classifies community in to two types first is the general environment in which 
company exists i.e. in between the common people of the society and next is the business 
community in which various companies play the role of suppliers, partners etc. Ericsson 
feels that community plays an important role in their company’s extranet activities by 
exchanging information of joint collaboration projects and visitor from general 
community seeks employment information from their Extranet.

Government

Ericsson firmly believes that government plays an important role in its companies 
activities, and the companies has an important role in government organisations because 
works in collaboration with government agencies and contractors, Ericsson offers the 
industry solutions through commercial technology. As a valued and preferred partner in 
government projects, Ericsson delivers wireless products, services, and solutions in areas 
such as Homeland Security, Emergency Response, and Network Centric Warfare. 
Ericsson does not offer any special access to governmental organisations, unless and until 
if the government organisation is involved with the companies activities. Ericsson's 
government portfolio includes commercial off-the-shelf technologies (COTS) and self-
contained rapid response versions of Broadband Access, IP Telephony, Wireless LAN, 
GSM, GPRS, EDGE, WCDMA, and CDMA. Ericsson also provides a range of services 
that meet the communication needs of government departments, agencies, and 
contractors.  Ericsson believes that government policies have an effect on its company 
and other partner and supplier companies of Ericsson. And the company states that 
government is an important member of the company’s extranet. The respondents supports 
her statement by giving the above information about government’s role in the companies 
extranet.

5.2 Case 2 Volvo - Company Overview

Volvo Group is one of the world’s leading manufacturers of trucks, buses and 
construction equipment, drive systems for marine and industrial applications, aerospace 
components and services. The Group also provides complete solutions for financing and 
service. Our business areas are - Volvo Trucks, Mack, Renault Trucks, Volvo Buses, 
Volvo Construction Equipment, Volvo Penta, Volvo Aero and Volvo Financial Services. 
Several business units provide additional manufacturing development or logistical 
support. The largest business units are Volvo Power train, Volvo 3P, Volvo IT, Volvo 
Logistics, Volvo Parts and Volvo Technology. Founded in 1927, Volvo today has approx 
81,000 employees, production in 25 countries and operates on more than 185 markets. 
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The Volvo Group's net sales 2004 amounted to EURO bn 22. Volvo is one of the world's 
largest producers of trucks, buses and construction equipment and holds a leading 
position in the fields of marine and industrial power systems and aircraft engine 
components. From 1999, the Volvo Group focuses exclusively on transport equipment 
for commercial use, which creates the conditions for increased synergies and improved 
competitiveness. 

Volvo Penta

The origins of Volvo Penta go back as far as 1868 when Sköfde Gjuteri och Mekaniska 
Verkstad was founded. Manufacture included cast-iron goods and hardware such as 
boilers, pots and pans, ploughs and threshing machines. The Volvo Penta assembly plant 
in China is opened, major investments are made in the Swedish plant and new engines 
featuring new technologies are introduced for all market segments. Sales and profitability 
are increased and the company is the best performer in the entire Volvo Group. The 
company moves into e-commerce and powers all the yachts in the Volvo Ocean Race.  
Volvo Penta is a world-leading supplier of engines and complete power systems for 
marine and industrial applications. All its efforts strive to give its customers the right 
product, with the right qualities. Being a specialist company within such a strong 
organisation as the Volvo Group gives clear advantages. Volvo Penta has the flexibility 
of a small organisation together with the technical and financial support needed to 
constantly pioneer new developments. Volvo Penta has wholly owned plants in Vara, 
Sweden, for production of diesel engines and in Lexington, Tennessee, USA, for 
production of all gasoline engines. A major part of Volvo Penta´s diesel engines are 
manufactured at Volvo’s common engine plant in Skövde, Sweden. In Wuxi, China 
Volvo Penta has a final assembling factory for diesel engines together with its Chinese 
partner Wuxi Diesel Engine Works. Volvo Penta’s stern drives are manufactured at the 
Lexington plant and at Volvo’s common transmission plant in Köping, Sweden. Volvo 
Penta’s plant in Vara, Sweden is the worlds only engine factory specialized in volume 
production of marine diesel engines. Volvo Penta is in world leading position within the 
marine industry. 

Products
§ Marine leisure and Commercial Engines.
§ Industrial Engines
§ Parts and Services

The empirical data collected from Volvo is from two people first I had a telephonic 
interview with a manager in marketing of Volvo cars and then after with his reference we 
talked to the respondent who is responsible for extranet of Volvo Penta. Both the 
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respondents had given their views and characteristics of the extranet used by Volvo 
Penta.

5.2.1 Types of Extranet

Supranets

Volvo states that it maintains a consortium between the divisions of Volvo group like 
(Volvo Cars, Volvo Construction Equipment, and Volvo Aero), but Volvo does not have 
a consortium with other group of companies. Volvo further states that it uses the so-
called consortium for information exchange. 

Sponsorship

Volvo further states all the members who participate in it sponsor that consortium. 
Because no one division of Volvo likes to bear the total burden of maintaining the 
network. Access to the network is given by providing user id and passwords to specific 
departments of the division. 

Gateway Access and Relationship

Volvo agrees that the network is a semi open network to some extent. Volvo says that all 
consortium members are given access to the supranet but not all employees can access it 
so the nature of access is not semi open for some departments. Volvo states that the 
relationship between the members of consortium is many to many as the communication 
process. The information flow is from not specifically one to one but they can 
communicate with many divisions at once. Volvo states that main aim of maintaining a 
consortium between its divisions is information sharing, as they say communication is the 
most vital aspect in today’s business. So the idea behind maintaining a supranet is 
information serving. 

Primary Justification & Beneficiary

Volvo firmly believes that the primary justification on maintaining a supranet is 
efficiency and timeliness besides that it says more than cost efficiency we consider the 
time saving factor, its further states that this further leads to better understanding of 
business of various divisions at one place, it states the above three as primary benefits. 
Regarding long term objectives of Volvo Supranet, the respondents says it is not only the 
factor of consortium competitiveness but the main aim of it is creating value for 
themselves by maintaining an efficient communication system, he further states that 
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competitiveness infact is one of the long term objectives because by this network 
different group of companies of Volvo can come to know about each others businesses 
and strategies, by this way they try to be more competitive and try to have an edge over 
other group of companies. 

Long term Objective

But the major objective is to create value for the Volvo by maintaining an efficient 
communication system. Volvo finally states that they are some disadvantages by 
maintaining supranet, one main disadvantage is companies need to give their information 
to whole consortium members, sometimes it is uncomfortable for companies to share 
confidential or sensitive information to be shared in common. And their is a chance that 
other group of companies have a chance to follow and implement the plans given by 
initial company, this overall creates value for Volvo but companies feel that they are not 
been justified for their hard work. Further the respondents states Volvo will use the 
extranet to promote and educate franchises on the program. “We can talk about good 
ideas but continue to do business the same way, or we can start taking about Smart 
Equip”. Volvo states that the nature of application of supranets is push type, Volvo 
further says that at Volvo the companies always looks to push the technology forward, 
Volvo further supports its statement by saying that Volvo is one of the initiators who 
started extranets in Swedish market.

Intornet

Regarding Intronets we talked to the respondent who is responsible for Volvo penta 
extranet, she states that Volvo penta uses intronets in order to track deals with its dealers, 
she says Volvo penta states that the system is designed to encourage dealers to conduct 
business online, and if they can facilitate the dealers work they are confident that this will 
lead to a larger number of more profitable deals. Volvo penta further states that the 
extranet give dealer’s direct, user-friendly web access to host applications at Volvo's 
Distribution Centre in Gothenburg, Sweden. Volvo also seeks the help of Net manage 
company to enable Volvo to create a real-time solution that allows dealers to order parts 
online, check the status and progress of previous orders, and view warranty and service 
information. Volvo penta states that many dealers still preferred to place orders by phone 
or fax, to overcome this resistance, Volvo Information Technology wanted to provide an 
efficient, web-based information and electronic ordering facility that could be rolled out 
effortlessly to end users. 
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Sponsorship and Relationship and Gateway access

Regarding the sponsoring the extranet Volvo penta states that it the network is sponsored 
by Volvo penta only. And the means of communication is one to many because it deals 
with many dealers and customers worldwide so the process is one to many relationships, 
it does not allow any inter organisational communication between its dealers and 
supplier. Volvo Penta further states that the service offered is to provide information for 
dealers and customers. Gateway access is proprietary one, Volvo provides the users the 
entry permission by giving user ids.

Primary Justification and Beneficiary

Volvo Penta says that the primary justification and beneficiary of intronet is to provide 
dealer with correct product information and regarding the benefits Volvo says that it is 
not only becoming the initiator for information but it is creating awareness in dealers by 
their information technology, how to make a smooth, safe and quick transactions. Volvo 
Penta says that it is possible that with Extranet they will be able to update and store 
information in one place. Volvo Penta says that it is having a good web presence of 
extranet and thereby they will be able to link information between the Internet and 
extranet and share pictures and documents. They especially wish that documents could be 
updated at one place and hit the Internet and extranet.  Volvo firmly believes that the 
long-term objective of the company is to create value for their customers and retain their 
customers in long run. 

Long term Objective

Further Volvo states that objective behind the network to customers and other people is to 
provide accurate information and to make them know how it is implementing Internet in 
order to run the business effectively. Volvo Penta declared that the extranet is easier to 
understand and work with and all functions they need. However they forget how to use 
the system if they do not work with it regularly. In the future Volvo Penta wants more 
persons for extranet team so the different parts of the organization become more active. 
Today the co-workers mostly call extranet service for support, which has relieved 
pressure for them. Volvo Penta said that the new extranet encourages use since it is fun to 
work with Volvo Penta stated that Extranet Services give fast and good support but they 
are a bit frustrated over the fact every dealer and customer do not know everything about 
the functions of the extranet. Volvo Penta said that their North America business joining 
the platform made their work easy. The North America business pushes a lot and they 
said that the reason for that is that they have a person there now who understands the 
value of the extranets and this has spread across the organization. The respondent says 
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that Volvo Penta is one among the very few companies which had started using extranet 
from long time, she says that initially their was problem for its dealer when it was first 
implemented but now they came to know the advantages of using this network. Volvo 
says that the nature of application of intronet would be pull only, because it brings all of 
the members of extranet at one place.

5.2.2 Security

Volvo Penta states that internet security is burning issue in e-commerce, and the company 
take preventive steps for customer security on extranet and other restricted areas on its 
website.

Establish a Forum for Planning, Implementing and maintaining the Extranet 

Volvo Penta says that regarding establishing a forum for planning maintaining and 
implementing an extranet they don’t have any forum but they are thinking to make some 
web pages for members of its extranet to create awareness regarding extranet, Volvo 
penta states that still some dealers are finding some problems in using extranets so plans 
of establishing the forum will be implemented in the near future. 

Extranet Security Policy

Volvo Penta further states that they don’t have any separate extranet security policy but 
the companies private policy will cover the issues of Internet and extranet security 
policies, penta says that their company has a common privacy policy for all the functions 
and departments, and the policy says that at the Volvo penta we intend to give you as 
much control as possible over your personal information. To the company it is important 
that user feel comfortable in visiting the web site. There are times however when the 
company may need personal information from the customer. Any personal information 
that customer produces is used in the following purposes, If customer gives personal 
information in order to receive information like brochures, catalogues, the company 
collects and store that information. This information enables the company to fulfil 
customer information request. If the customer reviews or downloads information, then 
the visit is tracked. This is helpful to provide the customer with tailored information. 

Extranet Security Contract

Volvo Penta says that it maintains extranet security contracts with its dealers, since it has 
dealers from all over the world, they feel that maintaining security contract between the 
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dealers will be a safe issue, rather than facing complicated issues if their is any 
misunderstanding between the dealers and the company. 

Conducting Risk Assessment

For Volvo Penta Conducting risk assessment means the company itself measures the 
security of customer and other dealers but it does not allow third party in to its extranet 
and give permission for them to conduct risk assessment of their extranet, they conduct 
risk assessment by the means of survey and sending mails to their customers and dealers, 
Volvo penta thinks that it is safe to not to allow third party involvement in their extranet. 

Providing Physical Access to Companies Network

Volvo Penta talks regarding providing physical access network to their company’s 
network they say that they have no global roles, everybody that has access to the system 
can publish information directly. On marketing level they are allowed to publish what 
they want on their sites and that is what Volvo Penta considers as what makes the system 
effective. On the other hand there is one dedicated person on each market who decides 
who are suitable and what is suitable to publish. No one is receiving any rights to the 
extranet without having the education provided by extranet services. The education is 
given on demand and is also provided by the support organizations of Volvo group. 

Securing the Network

Finally talking about securing the network Volvo Penta takes preventive measures to 
protect its software’s and hardware’s from natural calamities like earth quake, floods etc, 
Volvo Penta further continues that it also takes safe measures like creating back up for 
their database and important documents, in case if their any break up in the system any 
other unexpected problems in the network. They say that they play safe instead of getting 
in to problematic situations when the damage occurs.

Conducting Extranet Auditing

Volvo Penta talking about its extranet auditing the company does not use any special 
software to track the users and to record the events on extranet, they further says that they 
have collaboration companies like Global Info Master who takes care of the security of 
their extranet layer.
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5.2.3 Stakeholders of Extranet

Portal Owner and Business Clients

Volvo Penta states that stakeholders and members of extranet are the vital players in the 
company’s extranet activities. As a portal owner Volvo penta states that it the company 
has every right to activate and deactivate the membership in case if they find any problem 
with their customers. Further speaking Volvo Penta says that it uses its extranet for 
transaction basis also, the dealers can make transactions on its extranets, talking about the 
marketing of information of its business clients, Volvo Penta has not done such activities 
until now but it depends upon the supplier or dealer and the type of information to be 
marketed on its extranet, the respondent says that Volvo penta does not have any 
restrictions to make its portal as a launch pad for its suppliers or dealers.

End Users

Talking regarding the end users of the portal Volvo Penta says a customer who visits the 
website for common information is an end user and Volvo Penta also considers the 
employees and staff who has accesses the intranet of the company are also end users of 
their portal. The respondent says that both type of end users use the portal for information 
purpose or departmental communication purpose. Volvo penta states that as owner of the 
portal it has access to every area of the companies extranet as well as restricted areas of 
website. 

Staff, Employees and Managers

Discussing about Staff and Employees as stakeholders it states that, every member who 
work in the organisation has access to the company intranet but only selected personnel 
from each department and the staff who deals with extranet department has access to the 
companies extranet, she further states that employees in higher designation also have 
access to the extranet area. Shareholders are treated as internal stakeholders in their 
company but the access permission will be given depending upon the requirement of the 
person. 

Customers and Suppliers

Volvo Penta strictly believes that its customers are the vital players in the company 
extranet. Volvo penta characterizes its customers as mainly the dealers who track the 
orders and make transactions on extranet. The respondent says that the company has 
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many loyal customers in mainly in Germany and other parts of Europe and satisfying the 
customer needs and wants and retaining them is the main objective behind the extranet of 
the penta. She further continues frequent visitors are the dealers from different parts of 
the world who book orders. Rather than the visitors who visit the site for information 
purpose. Volvo penta has an online survey for the visitors who visit its extranet, the main 
intention of this survey is to know who visits the extranet and for what purpose they visit 
this helps the company in serving better to their customer and dealer needs. Volvo penta 
says that as they have their own manufacturing units in North America and China, the 
suppliers for the company are very less, except the companies which supply spare parts, 
and mostly they use traditional way of communication, because the order range and the 
transaction size is small when compared to customers and dealers orders and transactions. 
The respondent says that though they are suppliers who use extranet for orders and 
transactions it is relatively small when compared to dealer’s participation. Finally penta 
says that it characterises customers and dealers as main and important stakeholders in 
their companies extranet. 

Community

Volvo Penta states that its characterises community as the common people and the main 
intention of the Volvo penta is to serve community with environmental friendly 
machines, Volvo penta further describes the role of community in its extranet, 
community plays an major part in recruitment’s in to the company. It further describes 
the better it serves the community, it can get best out of the community like example 
skilled personnel. The role of common community in the extranet of penta is relatively 
less, further she states that the participation of business community of Volvo group of 
companies in the extranet of penta is very high and the main purpose in using extranet is 
information sharing among Volvo group of companies. 

Government

Finally Volvo Penta talks about the role of government in the extranet of penta, Volvo 
penta firmly believes that government policies and regulation have a certain effect on 
companies extranet and other activities, since the dealers of the company are located 
world wide, government regulations have an effect on companies extranet, and talking 
about the participation of government in extranet of penta, penta does have collaborations 
with government agencies in USA. She further states that North American Company 
deals with the army department to supply marine engines for US Navy. Volvo penta has 
an collaboration with Indian government to supply its marine engines to Indian Navy, 
another government who has collaboration with Volvo penta is South Korea, it also has 
an agreement of supplying marine engines to government departments. Volvo penta 
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states that governments also play an important role in the companies extranet, she 
supports her statement by giving the following above examples of government agencies 
participation in the extranet of Volvo penta.
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6. DATA ANALYSIS

In the previous chapter raw, empirical data was presented. In this chapter analysis of 
that raw data is provided. Analysis is done by comparing the empirical data with the 
previous research used in the conceptual framework. For this, within-case analysis is 
followed by cross-case analysis, following the order of this study’s research questions. 
Pattern coding is used to present the analysed data. According to Miles and Hubberman 
(1994) pattern codes are explanatory or inferential codes that identify an emergent 
theme, configuration, or explanation. They pull together a lot of material into more 
meaningful and parsimonious units of analysis. 

Pattern codes are used to analyse the empirical data with suggested theory, as mentioned 
earlier pattern codes are used to shorten long data and make sense of the data in to a 
meaningful analysis (Miles and Huberman, 1994). Four types of pattern codes emerged 
from the data presented in the previous chapter.  In order to analyse the empirical data 
these codes are presented here at the beginning of the analysis chapter: 

§ +/+ Companies Considers Important and Uses it. 
(IMPORTANT / USE IT)   

§ +/- Company Considers important but doesn’t use it. 
(IMPORTANT / DOESNT USE IT)

§ -/+Company doesn’t Considers Important but still Uses it or follows a different 
method in attaining its objectives
(NOT IMPOTANT / USE IT)

§ -/- Company doesn’t consider Important and doesn’t use it.
(NOT IMPORTANT / DOESNT USE IT)

6.1 TYPES OF EXTRANET – RESEARCH QUESTION ONE

Table 6.1 will presents a summary of key findings regarding the types of extranet the 
companies’ use and the characteristics of their extranet.
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Table 6.1 : Type of Extranet

SUPRANET ERICSSON VOLVO
Consortium sponsored -/- +/+
Semi opened network in access -/- +/+
Many to Many Relationship +/- +/+
Service offered as Communication medium +/- +/+
Primarily Justified as Efficient and timeliness +/- +/+
Primary benefits for all consortium members -/- +/+
Long term Objective competitiveness of consortium -/- +/-
Nature of application is Push application +/- +/+

INTRONET
Owner sponsored network +/+ +/+
Type of access is propriety +/+ +/+
One to Many relationship  +/+ +/+
Service offered is information Product +/+ +/+
Primarily Justified as to provide unique resource +/+ +/+
Primary benefit is initiator with information +/+ +/-
Long term objective is lock in partner +/+ +/+
Nature of application is pull application +/+ +/+

Supranet

Payne and Lawrence (1999) state supranets are Consortium Sponsored. Ericsson doesn’t 
agree with suggested theory, one of the reasons is it does not use supranet and it 
maintains different type of communication through its business units to contact other 
companies. So Ericsson says that their is no consortium to be sponsored by them. Volvo 
is inline with suggested theory, it says that it maintains supranet but not with outside 
companies but the companies within the Volvo group, and the consortium is sponsored 
by all the companies within Volvo group.

According to Payne and Lawrence (1999) the Gateway Access for supranet is an semi 
opened network. Ericsson is not inline with suggested theory, as they do not maintain 
any supranet network the gateway access does not exist. Volvo supports the suggested 
theory, the members who use the supranet have an semi opened gateway access. it 
further says that all member companies of the supranet can access the supranet.



DATA ANALYSIS

61

Payne and Lawrence (1999) state that in a supranet the flow of communication is Many 
to Many Communication. Ericsson does not follow the theory and is not inline with the 
suggested theory, but the company thinks that it is important to maintain many to many 
communications in order to get a clear picture of the activities. On the other hand Volvo 
is inline with the suggested theory, they maintain many to many communication among 
the Volvo group of companies, they further say that information sharing is very vital, 
and many to many communication helps the company to share information between the 
members of supranet.

According to Payne and Lawrence (1999) a supranet offers Service as Communication 
medium. Ericsson agrees that communication is the most important factor of extranet, 
but they don’t maintain an supranet, they are not inline with the suggested theory, but 
they support the theory by accepting that communication between the members is very 
important. Volvo is inline with the suggested theory, it supports the theory by saying 
that main aim of Volvos supranet communication. They say the idea behind supranet is 
information serving and purpose of their supranet is to offer communication service.

Payne and Lawrence (1999) say a supranets is finally Justified as Efficient and 
Timeliness. Ericsson states that efficiency and timeliness are key factors for maintaining 
good communication, but as they do not maintain any consortium or a Supranet, they are 
not inline with the suggested theory, but they agree that it is important to be efficient and 
quick in time. Volvo is inline with the suggested theory and supports the theory by 
saying that they justify their supranet as efficient and timeliness, they further state that 
they primarily justify their supranet as time saving and their secondary justification is 
cost efficiency.

Payne and Lawrence (1999) suggest the Primary Benefits offered by supranet is to all 
the consortium members. Ericsson does not use supranet and they are not inline with the 
suggested theory, as they do not have any consortium members. Volvo is inline with the 
suggested theory and all the members of consortium enjoy them states that the benefits 
offered by supranet. 

Payne and Lawrence (1999) suggested Long-term objective is Competitiveness of 
Consortium. Ericsson is not inline with the suggested theory because they do not 
maintain any consortium so they do not have any objectives for it. Volvo states the 
purpose of maintaining an supranet is to create value for the entire Volvo group, it says 
that competitiveness of consortium is also an important factor but they think creating 
value is more important. it mentions some disadvantages of sharing sensitive 
information on supranets. Volvo says that some times companies doesn’t find interest in 
publishing or sharing important confidential data, it further says everything cannot be 
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shared. Volvo partially supports the theory but the main objective of its supranet is 
creating value for Volvo group.

According to Payne and Lawrence (1999) the Nature of Application is Push Type. 
Ericsson is not inline with the theory but it supports the theory that though Ericsson 
doesn’t maintain any consortium, the main aim of the companies extranet is to push the 
technology forward and serve its partners, suppliers and customers in a better way. 
Volvo is inline with the theory and supports the theory, Volvo says that at Volvo they 
always try to push the technology forward in order to serve its customers even better. 
Volvo says that it is one of the early starters who started using extranet in Swedish 
market.

Intronet

According to Payne and Lawrence (1999) Intronets are Owner Sponsored network. 
Ericsson is inline with the suggested theory, Ericsson sponsors the intronet, as it is the 
owner of it. Volvo supports the theory and is inline with the suggested theory, as an 
owner Volvo sponsors its intronet.

Payne and Lawrence (1999) says they type of access is Proprietary for intronet. Ericsson 
is inline with the suggested theory, it states that as the owner of extranet, it provides user 
ids and passwords for the users. Volvo is also inline with the theory and states that it 
provides the access permission to its users by giving them the user ids.

Payne and Lawrence (1999) state that One to Many type of communication pattern is 
maintained in intronet. Ericsson supports the theory and is inline with the suggested 
theory, Ericsson says in most of the cases it uses one to many but in some special cases 
like joint project collaborations it uses many to many. Volvo is inline with the theory 
suggested, it says that it deals with the dealers and customers worldwide regarding their 
questions and it does not allow cross-organisational communication so the mode of 
communication is one to many.

According to Payne and Lawrence (1999) the Service Offered is Information Product by 
Intronet. Ericsson is inline with the suggested theory and says that it not only offers 
information about the products through it intronet but it also uses intronet for 
departmental communication also. Volvo is firmly inline with the suggested theory it 
says that the service offered by intronet is mainly information about the products.

Payne and Lawrence (1999) state the purpose of intronet Primary Justification is to 
Provide Unique Resources. Ericsson is inline with the theory suggest, Ericsson says that 
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the primary justification of its intronet is to provide unique resources for its customers 
and clients. Volvo supports the suggest theory and is inline with theory, it states that its 
primary justification is provide correct information to its dealers.

Payne and Lawrence (1999) state that primary benefits from intronet are to become 
Initiator of Information. Ericsson follows the suggest theory and is inline with the theory, 
Ericsson states they strongly agree that the benefits from intronets comes when it 
becomes the initiator of information and provide its customer with good quality 
information. Volvo states that it the primary benefits from intronet is to create value to its 
customers by providing quality information, initiator of information is part of this 
process. Volvo partially supports the theory but it is not inline with suggested theory, 
they say that value creation is the main benefit they get from intronet.

According to Payne and Lawrence (1999) Long Term Objective of Intronet is to lock in 
partners. Ericsson firmly agrees with the suggested theory and is inline with the theory, 
Ericsson says that long term objective of intronet is to creating customer value and most 
importantly retaining the customers with efficient and effective service. Volvo agrees 
with the suggested theory and is inline with the theory. Volvo says that the objective 
behind the companies intronet is to make the customers and dealers aware of the 
technology they are using and make them know the benefits, by this way they can retain 
the customers in long run. 

According to Payne and Lawrence (1999) the Nature of Application of intronet is Pull 
type. Ericsson states their companies intronet brings their customers, suppliers and 
partners to one place, Ericsson agrees with the suggest theory and is inline with the 
theory. Volvo states that intronet brings its clients and dealers to a common platform, this 
makes their intronet application Pull in nature, Volvo is inline with the theory suggested 
and follows the theory.

6.2 SECURITY – RESEARCH QUESTION TWO

Table 6.2 presents a summary of the analysis for research question two regarding security 
issues of extranets.
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Table 6.2 : Security of Extranet

SECURITY ISSUES 
ERICSSON VOLVO

Establish Forum for Planning, Implementing and Maintaining 
Extranet 

-/- +/-

Develop and Implement An Extranet Security Policy -/- -/+
Establish and Implement an Extranet Security Contract +/+ +/+
Conduct a Risk Assessment +/+ -/-
Provide Physical Access Controls to the Company’s Network +/+ -/+
Securing the Network +/- +/+
Conduct Extranet Auditing +/+ -/+

Diks (2001) argues the first security measure that companies should implement is to 
establish a Forum for Planning, Implementing and Maintaining the Extranet. Ericsson 
not inline with the suggested theory, Ericsson states that in case of customer queries or 
comments, the customer has right to post in Questions and Comments forum, and the 
company replies to it. Ericsson states that customers can visit the forum for their doubts 
regarding their extranet and if they do not find their related information they can post 
their questions and the related department will answer to their doubts. Ericsson agrees 
that knowing customer views and feedback is very important to their company, but 
Ericsson does not support the suggested theory and it follows other way of achieving the 
same objective. Volvo agrees that establishing a forum for planning, implementing and 
maintaining the extranet, will be a good idea for getting their customers opinions and 
questions, but they are not inline with the theory, they say that presently they do not 
maintain any forum but they are planning to create some WebPages for creating 
awareness about their extranet and provide their extranet users with adequate 
information, they say that still some dealers are finding problems with extranet.

Diks (2001) state that developing Extranet Security Policy and Contract is one of the 
important security issues of extranet. Ericsson does not follow the theory and it is not 
inline with the suggested theory, Ericsson states they have a internet private policy and 
extranet private policy is also included in the same privacy policy, they say that they do 
not maintain a separate extranet privacy policy. Volvo is not inline with the suggested 
theory, Volvo says that it agrees that its is important to their customers to get a clear 
picture of the companies extranet policy, but Volvo only maintains a common privacy 
policy of the company for both internet related activities and its website, Volvo feels that 
it is important to maintain such privacy policy, in this case Volvo supports the theory but 
does not follow the suggested theory.
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According to Diks (2001) security of extranet includes Establishing and Implementing an 
Extranet Security Contract. Ericsson is inline with the theory and supports the suggested 
theory. Ericsson says that it signs certain security contracts with its partner companies, 
supply companies and buyer companies on issues of whom to access the extranet and 
what areas of information should be accessed on extranet, Ericsson states they sign this 
type of contracts with only the companies who have their extranet access, but with 
individual customers. Volvo supports the theory and follows it, it is inline with the 
suggested theory. Volvo states they maintain extranet security contracts with their 
dealers, Volvo feels that maintaining such contracts with their dealers is a safe issue, 
rather than facing problems with dealers when a problem or misunderstanding occurs. 
Volvo says that these contracts are important both for the company and the dealer. So 
they follow it.

Diks (2001) says one of the important factors to be considered in extranet security is to 
Conduct a Risk Assessment. Ericsson supports the suggested theory and is inline with the 
theory. Ericsson states they conduct risk assessment in some special cases, they allow 
third party involvement in assessing their security issues. In some cases it gives 
customers personal information but the party that participates in risk assessment only 
uses the information for that security issues purpose only. Volvo does not follow the 
suggested theory and is not inline with it. Volvo states for them risk assessment means 
measuring the customers security level and the company does it risk assessment itself by 
conducting online surveys and by sending e-mails to their customers and knowing their 
feedback. Volvo says that it does not encourage third party interference in its extranet, the 
company does not feel safe regarding the third party entrance in its extranet.

Diks (2001) argues that Providing Physical Access Controls to the Company’s Network is 
one of the main security issues of extranet. Ericsson strongly agrees with the theory 
suggested and is inline with the theory. Ericsson states that a specific department in its IT 
branch takes care of its extranets software and hardware issues, Ericsson further 
continues that not every personnel has to the right to access the area of software and 
hardware issues of extranet, finally Ericsson states preventive measures are taken by 
company to protect its extranets network from natural disaster, theft and damage. Volvo 
is not inline with the suggested theory but partially agrees with it. Volvo argues that 
providing physically access to their network means restricting their users to publish 
information on their site, Volvo further continues it gives permission to its extranet users 
to publish information on marketing level and one dedicated person from each market 
will decide who is eligible and what information is correct to be published, Volvo 
finishes stating that no one is receiving the right to extranet with this activity. Until and 
unless they give permission and educate the users. In this aspect Volvo partially agrees 
and majorly disagree with the suggested theory.
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According to Diks (2001) Securing the Network is considered important for extranet 
security. Ericsson is not inline with the suggested theory, but Ericsson partially agrees 
with the theory. Ericsson states they consider extranet and an extension to their 
companies intranet, so regarding the partition they do not separate them in most of the 
cases, but in special cases where the sensitivity of the information is high or if the 
information is to be confidential they use DMZ (Demilitarised Zone). In this case 
Ericsson is not inline with the suggested theory but partially supports the theory in special 
cases. Volvo states that securing the network from their point of view is to take 
preventive measures for protecting the related hardware and software of extranets, from 
natural calamities and damage. Volvo further states they maintain backup security for 
important files and information, so that to prevent to loss in case if the system broke 
down or any other problem occurs to their extranet. In this case Volvo agrees with the 
theory and is inline with the suggested theory.

Diks (2001) states Conducting Extranet Auditing is one of the vital issues of extranet 
security. Ericsson strongly agrees with the theory and is inline with the suggested theory. 
Ericsson states that it conducts extranet auditing and track the users activities, Ericsson 
further continues they use special software’s for auditing their customers activities on 
extranet, Ericsson states it is important to note what are the customer activities on its 
restricted area, they feel that this type of auditing helps the companies to improve their 
service and as well as it is like an customer indirect customer feed back. Volvo on the 
other hand doesn’t not agree with the suggested theory and is not inline with the theory. 
Volvo states that it does not conduct extranet auditing and does not maintain a record of 
their customer’s activities, they further state they do not use any specific software’s for 
tracking their customers. Finally Volvo says they have collaboration with companies like 
Global Info Master if they want to do so, the company will take care of the issues if 
needed in very special cases, because as mentioned earlier Volvo does not enter third 
party interference in its extranet, but if in special cases they need it they have a facility to 
contact Global Info Master which has collaborations with Volvo. In this case Volvo does 
not agree with the suggested theory.

6.3 STAKEHOLDERS IN EXTRANET – RESEARCH 
QUESTION THREE

Table 6.3 presents a summary of the analysis done regarding roles and characteristics of 
the stakeholders in the extranets of the companies investigated (or RQ3:
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STAKEHOLDERS             ERICSSON VOLVO

Portal Owner
Selling their own portal-based services -/- +/-
Getting a percentage commission on other transactions 
through the portal

-/- +/-

Customers who buy their services +/- +/+
Customers who buy at the portal business customers’ shops +/- +/+

Business Clients
To improve visibility to potential customers +/+ +/+
To earn money trading with other businesses and consumers +/- +/-
To reduce costs and streamline business processes +/+ +/+

End Users
A visitor (for example, a ‘surfer’) who occasionally comes 
across the site

+/+ +/+

A subscriber (residential or business) who regularly connects
to the portal

+/+ +/+

A company employee who uses intranet portal for information 
Gathering and other work related activities

+/+ +/+

Table 6.3: Stakeholders of Extranet
Portal owners or Owners

According to Ward and Gardner (1999) one of the key characteristics of portal owner is 
Selling their own portal-based services and Getting a percentage commission on other 
transactions through the portal. Ericsson does not follow the theory and is not inline with 
the suggested theory. Ericsson states that it uses its portal for only information purpose, 
but not for transactional basis. Ericsson further states that for supply chain it uses SAP so 
it uses its extranet for information purpose. Talking regarding getting percentage 
commission on other transactions Ericsson does not encourage such transactions. 
Ericsson states the idea of the extranet is to provide information related service but not 
transactional service. As an owner of the portal Ericsson says that it has total access to 
the network and it has right to discontinue or continue other users access. Ericsson further 
states as a portal owner it has right to get necessary information from the users. Volvo on 
the other hand is also not following the theory and is not inline with suggested theory, but 
Volvo agrees that there are advantages with the theory suggested. Volvo states they may 
think of implementing this idea and making the portal a platform for their dealers and 
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suppliers marketing purpose. In this case Volvo agrees with the advantages of the theory 
but it does not follow it. Further speaking Volvo as a portal owners says has every right 
to take action on their users access, if in case they find any problem with them. Finally 
Volvo states as owner it has access to every area of the portal.

Ward and Gardner (1999) further argues portal owners should maintain the following 
important characteristics of Customers who buy their services and Customers who buy at 
the portal business customers’ shops. Ericsson states they agree with the advantages of 
theory, but they are not implementing the theory. Ericsson is not inline with the suggested 
theory. As mentioned above Ericsson does not maintain transaction based portal, they do 
not show interest in making their website an transactional based. Ericsson further says 
that in future it may think of making the portal a transactional platform for its dealers and 
customers. In this case Ericsson does not follow the theory but agrees with the 
advantages of the theory. Volvo on the other hand agrees with the theory and says that is 
uses its portal for transaction basis. Volvo further continues the dealers and suppliers of 
the extranet can make transactions for deals and orders they make on the portal. In this 
case Volvo is inline with the suggested theory and supports the theory. 

Business Clients

Ward and Gardner (1999) characterizes portal owners as business client in the following 
way To improve visibility to potential customers, To earn money trading with other
businesses and consumers, To reduce costs and streamline business processes. Ericsson 
agrees with the theory suggested for improving the visibility to potential customer, and is 
inline with the theory. Ericsson states they always treat their customer as a key factor for 
their portal, and they try to make their customers more clear about their services. Talking 
regarding the second characteristic of earning money with trading with other business and 
customers, as mentioned earlier Ericsson does not use it portal for transaction based, but 
if the relations between the customer or supplier is good, then it considers of making 
business or trade in the future. In this case Ericsson does not follow the theory and not 
inline with suggested theory, but agrees with the advantages of theory. Regarding the 
third characteristic of business client i.e. to reduce costs and streamline business process, 
Ericsson strongly agrees with the suggested theory and is inline with it. Ericsson states 
the main purpose of the portal is to reduce the business activities and save costs for the 
company, which cannot be done in traditional activities. Volvo regarding the first 
characteristic agrees with the theory and follows the suggested theory and is inline with 
it. Volvo states that customers are the most important asset to their portal and the main 
aim of the company is to make their customers vision clear about their activities, Volvo 
further says they always find to better ways to serve their customers by giving quality and 
reliable information and service. Volvo talks about the second characteristic at Volvo 
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they never tried to trade with other businesses and consumers but if they support the 
theory by saying if they have good offers from trusted and potential dealers they think of 
considering the idea. In this case Volvo does not follow the suggested theory but supports 
the theory by stating that to implement in future. Volvo strongly agrees about the third 
characteristic of business clients. Volvo states it uses extranet to reduce the cost, which is 
done by traditional way of business. Volvo further states that extranet is used for 
effective business communication and cost efficiency. In this case Volvo strongly agrees 
and follows and is inline with suggested theory.

End users

Ward and Gardner (1999) states the characteristics of end users of the portals they are A 
visitor (for example, a ‘surfer’) who occasionally comes across the site, A subscriber 
(residential or business) who regularly connects to the portal, A company employee who 
uses the portal on the intranet for information gathering and other work-related 
activities. Ericsson strongly agrees with Ward and Gardner (1999) regarding the above 
characteristics of end users. Ericsson states that a visitor who visits the website for 
information purpose, and a subscriber who uses the portal for product information and 
other departmental information purpose are considered as end users of the companies 
portal. Talking regarding the employees who use the company intranet, Ericsson 
considers them as end users because they use the network for departmental information. 
In this case Ericsson is inline with the theory suggested. Volvo on the other hand agrees 
with the theory suggested and is inline. Volvo considers the customers who visit the 
portal for information purpose and the users of the portal who access the portal for 
company information such as products and offers, as end users. Regarding employees 
who use intranet network Volvo considers them as end-users because they does not 
proceed further in communicating with the portal users. 

Staff, Employees and Managers

Ericsson characterises its staff, employees and manager as stakeholders in the following 
way, Ericsson states they give extranet access permission to all employees at managerial 
level. Talking regarding the staff, Ericsson states that all the staff has permission to 
access intranet but not every one have permission to access extranet, except in some 
special cases where the staffs work in the department dealing with extranet. Volvo on the 
other hand states the characteristics they also stated the above the things, which have 
been discussed by Ericsson, Volvo gives, access permission to its staff who are in higher 
designation. And not every employee in the organisation is allowed to access extranet, 
but specific personnel from each department who are responsible for extranet 
communication will have the access.
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Customers and Suppliers

Ericsson characterises its Customers and Suppliers in its extranet in the following way, 
Ericsson states customers as information seekers. Ericsson says customer’s access 
extranet for product information and service related information. Ericsson also explains 
customers access the portal for latest news and if a customer wants to access the portal 
they should be signing an agreement with Ericsson Mobile Platform stating the rules of 
customer portal. Ericsson further describes Suppliers as those who access their extranet to 
know about their product overhead information and in some cases departmental 
information, Ericsson also describes the main target audience are the key personnel 
involved in joint projects of the company. Volvo considers customers’ play a key role in 
companies activities. Volvo states dealers are main customers of their extranet. Dealers, 
who track the order and make transactions on the extranet. Volvo says it has loyal 
customers through out the world mostly in Europe. Talking regarding suppliers Volvo 
mentions that it has its own supplying units in North America and China, Volvo states
though it has supplier companies who contact through extranet, its relatively very little 
compare to dealers of the company so Volvo considers dealers as it main customers.

Community

Ericsson characterises its community as two different type one is the general community 
in which common people exist and other is the business community where partner 
companies, companies with which joint collaborations are signed, supplier and buyer 
companies exist. The business community accesses extranet for information regarding 
their respective works like joint collaborations, tracking orders etc. General community 
takes part in extranet activities for information searching some time in cases its contains 
job seekers who get apply for jobs getting related information from extranet portal. Volvo 
characterises community as general community in which common people live, Volvo 
firmly believes that community plays an important role in the recruitment process of the 
company. Volvo states the better it serves the community, the best it can get out of it for 
example skilled personnel. Volvo says business community plays an important role in its 
extranet. Business community represents all the group of companies in Volvo group. 
General community has less impact on extranet when compared to business community 
this is stated by Volvo.

Government

Ericsson states that government plays an important role in companies extranet. Ericsson 
further states government and company both are interdependent on each other, Ericsson 
supplies communication tools for government projects and Ericsson has collaborations 
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with different government agencies and contractors. Ericsson firmly believes that 
government plays an important role in companies extranet by participating in extranet 
access. Further stating Ericsson feels Government regulations effects Ericssons and its 
other partner company’s strategies and approaches of business. Volvo states that 
government plays an important role in extranet of Volvo, because the company has 
dealer’s worldwide. Volvo further supports it statement by giving us the example of few 
government collaborations in different companies. North American division of Volvo has 
collaboration with US NAVY to supply some army boats and it has collaboration with 
Indian government for supplying boats to INDIAN NAVY, South Korean government 
also has an contract with Volvo. Stating the above examples Volvo mentions that 
governments play an important role in the companies extranet.
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7. FINDINGS AND CONCLUSIONS

This final chapter presents answers to the research question based on the analysis 
completed in the previous chapter.  Broader answers i.e. (findings) for each research 
question are presented followed by more specific conclusions.  Finally the discussion 
ends with implications for management, theory and further research.

7.1 How can the type of extranet be described?  

The findings of this study indicate that there are two types of extranet which companies 
utilize, namely supranets and intronets. However looking at these concepts in more detail, 
this study shows that companies consider the following activities as important:  
Proprietary access, one to many relationships, offering information product, provide 
unique resources, lock in partners, pushing the technology forward and become initiator 
of the information’s. All these activities seem to be important activities considered by 
companies. Companies who maintain consortium also consider activities like consortium 
sponsorship, many-to-many relations, offering communication medium, efficiency and 
timeliness factors, and benefits to consortium members as important for their business.

It was further discovered in this study say that there are many different activities that gain 
importance, but the level of importance is not always the same. Companies feel that they 
are comfortable without implementing such activities, and this differs from company to 
company, depending upon the strategies, approaches and most importantly the 
infrastructure of the company. Activities like offering communication medium, many-to-
many relationships, efficient communication and timeliness are important to the company 
but they are comfortable not using them. However, the usage of these type of activities 
depends upon the way the company approaches its business. 

I was further found that some activities at these companies are not considered important 
and are therefore not utilized. They pay a very little attention towards activities such as 
consortium sponsorships, semi-opened network access, benefits to consortium members 
and competitiveness of consortium. These activities are supported very little and 
companies find less interest in implementing such activities. However as mentioned 
earlier, the use of such activities primarily depends upon the companies approach and 
long-term plans. For instance the companies that do not want to use the consortium level 
of extranet (i.e. supranet) does not feel that the activities of supranet as important for their 
business.
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Other findings indicate that the type of extranet used by the companies differs from 
company to company in respect to their business activities and most importantly the level 
of the relationship maintained between their partner companies, suppliers, dealers and 
customers. Based on the relationships maintained and strategies of the respective 
companies, it is felt that companies implement the activities, which add value to their 
business areas. It was also found that companies use other technologies in place of the 
extranet, which they feel are easy to handle and best suited for their business. It was 
found that the companies use intronets more than the supranets had a primary reason for 
doing so: The main reason is not all companies maintain a consortium and participate in 
such communication. However, it was found that companies who use supranet reap some 
advantages from the activities of supranet.

From the above findings, it can be specifically concluded that:

Ø How the extranet is used depends upon the type of communication system 
maintained with partners, suppliers and dealers.

Ø The more the company depends on a consortium, the more it uses supranet type of 
extranet. 

Ø Importance of extranets increases when companies that have diversified business 
or maintain different group of companies, and are thus more likely to use both 
types of extranet.

Ø Companies mostly prefer the intronet type of extranet communication. This is 
because an intronet helps in maintaining relationships with other partner 
companies and also because not all company have a consortium with its partners 
or other competitors.

The factors that companies consider important by using both types of extranet include:

§ Providing services about product information
§ Providing unique resources
§ Becoming initiator of information
§ Locking in partners in long run
§ Efficiency and timeliness factors
§ Benefits to all consortium members
§ Pushing the technology forward
§ Pulling their stakeholders to an efficient communication system
§ Visibility of information by making their network semi opened
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§ Finds advantages in one to many relationship
§ Proprietary access for their customers and registered users

The factors in which companies are not maintaining a consortium and show little interest 
in using for their business are:

§ They do not want to make their network semi opened
§ They do not want to maintain many to many relationships
§ Benefits for consortium members do not apply as consortium does not exist
§ Consortium competitiveness doest not exist in the absence of consortium

Finally, companies find many advantages such as bringing their partners in to an efficient 
communication system, pushing the technology forward which enables the company to 
move forward are considered important in using both the types of extranets. 
Disadvantages only exist when a company does not use proper technology and type of 
extranet.  Such disadvantages include making a semi-open network and avoiding many-
to-many relationships. For instance, if a consortium is not maintained, companies do not 
have a chance to take advantage of the profits that a supranet offers to the business.  

7.2 How can the layer of extranet be made more secure?

Regarding the security issues of extranets, it was found that companies always try to 
make the layer of extranet stronger and more secure, but they use different methods for 
doing so. The main idea behind securing the extranet level is to make their users feel safe 
about the privacy of the data and other issues regarding transactions.

It was further found that some companies strongly implement the specific security 
measures, such as implementing and establishing an actual security contract. Companies 
are likely to maintain security contracts with their partners, suppliers and other users in 
order to prevent confusion in case any problems occur in the future (i.e. as a preventative 
measure). Other security measures like conducting risk assessment, providing physical 
access to a company’s network, conducting extranet auditing, and securing the network 
are also found to be important, but not at all times.

Some companies do not follow the above mentioned security measures at all. Instead, 
they use other alternatives or privacy policies. For instance, it was found that some 
companies are not interested in conducting risk assessment because they do not want any 
third party involvement in their company’s extranet activities. So they are bound to their 
privacy policy. 
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It was also found that companies focus on some security issues with less interest.  These 
secondary security measures include: Establishing a discussion forum for planning;  
implementing and maintaining extranet; developing an extranet security policy; and 
conducting risk assessment. As mentioned earlier, maintaining security issues differs 
from organization-to-organization, as some companies find the above issues to be 
important, but not all at the same level. It was further found that some issues are 
considered important but companies do not always follow them.  These issues include 
establishing a discussion forum for planning; implementing and maintaining an extranet; 
as well as securing the network are found important by the companies, but not 
implementing the issues. There is a chance that they may follow them in future.

The findings also indicate that some companies do not follow the security issues but they 
find alternatives or perform security measures in a different way. In some cases security 
issues such as developing an extranet privacy policy, as well as providing physical access 
to companies network and conducting extranet auditing, companies follow different 
methods. For instance, some companies have an extranet policy included in their 
companies privacy policy and therefore  do not have a separate policy for it.  Regarding 
providing physical access to companies network, some companies feel every employee 
should have access, while other companies are not interested in giving access permissions 
to all  the employees. Another example is in regards with conducting extranet auditing: 
Some companies perform auditing function on the website itself, by tracking the users 
access, while other companies do not feel ethical in doing such things, so they instead 
perform surveys and other forms of feedback functions with customers permission. 

From the above findings, the following conclusions are specifically drawn.

Ø Looking from the customer’s perspective, security is a tool to create awareness on 
extranet. Companies want to prove that their website is a safe place to make a 
transaction and to share sensitive information. Organizations try to assure users 
that their personal data is safely protected and not intended for any other 
purposes.

Ø The security issues like conducting risk assessment and extranet auditing differs 
from company-to-company, based on their privacy policy and most importantly to
what extend companies allow their users to look in to their private data and other 
restricted areas. 

Ø It is further concluded that companies’ approaches towards security issues when 
establishing extranet forums and maintaining extranet security policy may vary 
between the companies in respect to how they do their business.  However, the 
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ultimate goal of providing secure communication and transactions, is common for 
all. 

Ø Are the days of data secrecy over? The following question arises when security is 
treated as customer satisfaction factor. Companies are trying to end up data 
secrecy and trying to make them visible through a semi opened network.

Ø Security issues do not only mean for the customers and users privacy, but also 
used to on companies side too. Company use security issues for preventing 
unintended access in restricted area, which is only meant for selected users.

7.3 How can those with access to this layer be characterized? 

In the empirical findings about the stakeholders of extranet, it was found that some 
factors were considered very important for the companies.  The factors considered to be 
important are: Improving visibility to potential customer, and reducing the cost and 
streamline business process. 

In some cases companies support stakeholders as “portal owners” who have customers 
who buy their services and customer who buy at the portals business customer shop. 
However this depends upon the e-commerce strategy the company uses whether to make 
their portal transaction based. 

In regards of classifying stakeholders, those who visit the site for information, subscriber 
who subscribes for companies latest news and other product related information and 
employees who access the companies intranet network for information gathering and 
other work related activities are classified as end users.

It was also found that portal owners feel that factors like selling their own portal based 
service, getting a percentage commission on other transaction of portals, and earn trading 
with other business and customers can be important, but in most of the cases companies 
do not follow with the factors. 

It is further found that the portals who do not have customers to buy their services and 
who do not have customers who buy at portal business customer shop, these portals are 
looking forward to change their portals usage in to transaction purpose. 

It was also found, in some cases, that the following factors are shown very little interest 
or “weak”: Selling their own portal based services and getting a percentage commission 
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on other transaction.  Instead, companies have their own ways of transaction means with 
their partners, suppliers, dealers and customers.

From the above findings, the following specific conclusions are stated:

Ø Transaction based extranets have an edge over those that are only meant for 
information purposes. It is because of one stop shopping convenience. 

Ø Creating a transaction-based portal, allowing other partners to market on the 
portal and making trade using their website depends upon the e-commerce 
strategies of the organisation. Products and services offered by companies is also 
a factor to be considered for making transaction-based portal. Most importantly, 
method of transaction used with their customers, suppliers, dealers and other
customers decides whether to make the portal a business tool or not.

Ø The role played by stakeholders in the extranet include their business clients and 
the end users are extremely important

Ø The means of maintaining good healthy relationships with stakeholders is quality 
communication, as well as safe and smooth transactions.

7.4 Implications and Recommendations 

The following section includes implications and recommendations according to the 
findings and conclusions. Addressing the practitioners and managements starts the 
discussion and there after implications for theory and further research will be presented.

7.4.1 Implications for Practitioners and Management

Implications for practitioners and managers can be seen as suggestions for companies in 
order to improve their business area and serve their customers with quality services.

Firstly It is started with the selecting the type of extranet, when companies try to maintain 
an extranet, it should look at its area of business and structure of its business. For instance 
companies, who have lot of collaborations, should think of starting a consortium and 
develop a supranet. So that it can reap profits by implementing it. Because to be stable in 
present business world, communication with joint collaborated companies is must and by 
having a well-developed supranet, companies will enjoy the advantages of it.
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Further It is suggested that Practitioners and Managers should have a careful look at their 
long term objectives, and proceed in that route, because the main motive of maintaining 
an extranet is to create value for self as well as for the partner companies in long run.

Practitioners and Managements should posses the characteristics of visibility, maintaining 
an semi opened network and providing many to many communication channels, should 
be followed in order to show a clear picture of their activities to their partners, suppliers, 
dealers and other customers.

Practitioners and Managements should consider the point that extranet is a restricted area, 
with communication of sensitive information. So proper awareness should be given to the 
users of extranets, this can be done by maintaining an separate forum or discussion board 
for extranet, so that the users can post their questions, comments and further discuss 
about the usage of extranet. Companies can help them by answering their doubts by 
specialists.

Practitioners and Managements should also think of having a separate extranet privacy 
policy. As not all users of extranet will have complete information about the security 
issues of extranet and some users will be confused about such things, this may lead to 
misunderstanding of security issues. Providing an separate extranet privacy policy will 
make the picture clear about the security of issues of extranet.

Further in implications and recommendations to practitioners and managements, I 
suggest that activities like conducting risk assessment and performing extranet auditing 
should be extensively used. This type of activities provide feedback to their service and 
further, practitioners can improve their services in the fields where it users are not 
satisfied or if they look for a change.

Companies should further take care of their extranet networks, including hardware and 
software, with proper preventive measures. As the network and its related hardware’s and 
software’s are very important and handles may confidential information even within the 
company’s employees, only selected people should handle such operations.

Regarding stakeholders role in extranet. Practitioners and Management should look 
forward to make their portal a business platform. As portal owners the one of the 
important factors to be considered is making the portal transaction based. And further 
they should use portal as a platform of making money from their customers by marketing 
their information. Companies should proceed forward in this way to make their 
customers buy their services on portal and have a stop at their portal business shop.
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Practitioners and Managements should consider their customers, dealers and suppliers as 
key players in extranet, further practitioners and management should always have eye on 
government regulations and community activities. We feel that government regulations 
play an important role in business activities of companies, and community is considered 
very important because it out sources the human resources and It feels both business 
world and community are interdependent.

7.4.2 Implications for Theory

The purpose of the study is to provide a better understanding on Extranets and Value 
added in B2B organizations, the nature of the study is exploratory in that it focuses on 
providing a better understanding of how extranets add value in B2B organizations.  It is 
primarily descriptive in that it takes a deeper look at how the extranet level can be 
described, how this level can be made more secure, and finally how those with access to 
this level can be characterized.  

More specifically, this thesis has contributed to theory in terms of the types of extranet 
used in B2B settings. What type of extranet should be used should focus on the 
circumstances of the companies using them as well as the characteristics the various 
types of extranet posses. Furthermore, it contributed to the theory in regards to security 
issues, specifically on how security is plays such an important role in extranet use today. 
Security is not only used only for protection purposes, but it is becoming a factor of 
customer satisfaction and is used more proactively. Regarding the stakeholders with 
access to this level, this does not include only the person who may have stake in the 
organization, but the people who can guide, change and can have an affect on the 
organization’s activities in the future. These findings and observations have not only 
aided in answering the research questions stated in Chapter One, but they also serve as 
foundation for future research.

7.4.3 Recommendations for future research

Over the course of this thesis, issues that are relevant to the research area but were not 
included, should be considered for future research.  More specifically, the following is 
recommended:

Ø The study has focused on how extranets are used to add value in B2B companies, 
looking at this from the company’s point of view. However, it would be 
interesting to see in customer’s points view as well, be it in a B2B or B2C setting.
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Ø The study looked at two types of extranet, i.e. supranets and intronets, and the 
characteristics of only these two types.  It would of interest if a specific type of 
extranet is chosen and focused on in more detail.

Ø The study has focused on what security issues are followed to make the extranet 
layer more secure. It would be interesting to look at other security aspects than 
just those investigated here, e.g. how the security of extranets plays a role in 
customer satisfaction.

Ø In the study, a discussion about the stakeholders of extranets was completed. 
However, it would be interesting to see how each stakeholders role affects the 
extranet activities of the company or influences other stakeholders in the extranet.

Ø The focus of this study is only on Swedish companies and especially B2B 
manufacturing companies. Basically it became a study on western business 
culture. However, it would be interesting to conduct research on other business 
cultures around the world. It would be especially interesting to know the approach 
of eastern businesses use of extranets. This will create an idea how different 
business communities use extranets around the world.
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INTERVIEW GUIDE AND OBSERVATION CHECK 
LIST
General Information

Company Information

Company name:

Year of Establishment:

Location:

Product and Services Offered:

Turn Over:

Respondent Information

Name: 

Department:

Designation:

How long you have been with the company:

Types of Extranet

What are the characteristics of your company’s Supranet? What are the benefits 
enjoyed by your companies Supranet communication?

- Consortium Sponsored (Sponsorship)
- Semi open Network (Gateway Access)
- Many to Many (Relationships)
- Communication medium (Service Offered)
- Efficiency and Timeliness (Primary Justification)
- All Consortium Members (Primary Beneficiary)
- Consortium Competitiveness (Long term Objective)
- Push Application (Nature of Application)

What are the characteristics of your company’s Intronet? What are the benefits 
enjoyed by your companies Intronet communication?

- Owner Sponsored (Sponsorship)
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- Proprietary Network (Gateway Access)
- One to Many (Relationships)
- Information Product (Service Offered)
- Provide Unique Resource (Primary Justification)
- Initiator with information (Primary Beneficiary)
- Lock in Partners (Long term Objective)
- Pull Application (Nature of Application)

Security

What steps does your company take regarding security of extranets in the process of 
planning, implementing and maintaining extranet?

- Establish a Forum for Planning, Implementing and Maintaining the Extranet
- Develop and Implement An Extranet Security Policy
- Establish and Implement an Extranet Security Contract
- Conduct a Risk Assessment
- Provide Physical Access Controls to the Company’s Network
- Securing the Network
- Conduct Extranet Auditing

Security Measures taken by your company

- Systems protection (Operating systems security)
- Keep it private – (Companies Information)
- Keep a low profile
- User information and message protection
- Access restrictions 

§ IP address, subnet, domain
§ User name and password
§ Encryption using public key cryptography 

- Watch what you download
- Watch what you say in e-mail

Security Measures that your company suggests to your customers in order to 
protect their account and also explain about your extranet security?

- Check companies' online privacy policy 
- Take steps to remove your personal information 
- Do not get attached to attachments 
- Guard your password 
- Learn to recognize junk e-mail 
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Members of Extranet (Stakeholders)

How do you characterize yourself (your company) as portal owners

- Selling their own portal-based services (for example, unified billing for services 
on the portal)

- Getting a percentage commission on other transactions through the portal.

What are steps taken to achieve the objectives as portal owners? 

- Customers who buy their services.
- Customers who buy at the portal business customers’ shops.

What are the characteristics of your business clients? Give us your opinion for what 
purpose they use your portal

- To improve visibility to potential customers.
- To earn money trading with other businesses and consumers.
- To reduce costs and streamline business processes. 

How do you characterise and categorise end-users of your portal and their usage of 
portal

- A visitor (for example, a ‘surfer’) who occasionally comes across the site.
- A subscriber (residential or business) who regularly connects to the portal.
- A company employee who uses the portal on the intranet for information 

gathering and other work-related activities.

Who among the following members have access to your extranet and what are their 
roles and responsibilities in extranet?

Internal Members

- Owners (Internal) 
- Shareholders (Internal)
- Managers (Internal)
- Staff or employees (Internal)

External Members

- Customers (External)
- Suppliers (External)
- Community (External)
- Government (External)
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Internal Stakeholder External Stakeholder
Owners Customers
Manager Suppliers
Staff or Employees Community
Shareholders Government




