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 Problem definition 

Information security risk analysis is a process where the security risk is being identified within 

specific environment. It should be the beginning for the proper security setup. Information security 

has wide variety of possible countermeasures, functionalities, principles and more. All of these security 

features are maintaining the CIA triad. Risk analysis is one of the best forms for improved decision 

making. It allows managers invest money just for the necessary recommendations based on the risk 

and possible impact.  

Critical environment is known but risks and possibilities for attack are not. There are several 

methods for conducting this kind of analysis. Some of them are standardized some are not and some 

are built within the company context and needs. There exist automated tools or just manuals how to 

use them. Automated tools are usually the better choice for less knowledgeable users because they 

provide guidance on how to proceed with the analysis. Automated tools, applications are mostly 

developed according to some risk analysis methodology. They have their knowledge base and offer 

solutions. 

GBM-OA is a hybrid information security, risk assessment method used for identification of 

organization communication patterns, containers and identification of risk and mitigation strategies 

[1]. Method contains selected parts from OCTAVE Allegro enriched with Genre Based Approach. GBM 

is found especially useful in mapping company knowledge assets, while OCTAVE Allegro contributes 

with high quality documentation and easy-to-work with transparent worksheets. 

GBM-OA method was presented on 47th Hawaii International Conference in 2014. So far, there 

is only little knowledge about practical implementation of GBM-OA in organizations. Gap in practical 

evaluation of method was mentioned in paper by Padyab et al. [2]. We intend to fill this research gap 

by executing the method in the organization with developed IT artifact which would enable some kind 

of automation and we target to evaluate results and usefulness of GBM-OA. Padyab et al. stated that 

excel sheet, provided by teacher, for using in GBM greatly helped in conducting GBM - OA risk 

assessment. So from this we will create IT artifact for the rest of GBM-OA risk assessment process. 

During the Knowledge Management course we came into contact with GBM-OA for the first 

time and we had a chance to execute it in an organization environment. In our master thesis, we would 

like to follow up on this experience and create IT artifact suitable for the company. The development 

and design will be driven by gained experience, gained suggestions and relevant research. Therefore 

we will use the action design research. The goal in mind is to build IT artifact that would help the 

organization to repeat the method execution in a simpler manner.  
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IT artifact representing online web application could answer several opportunities that were 

identified during our project in Knowledge Management course: 

 Document management - GBM-OA produces considerable amount of worksheets, which can 

go with complicated analysis over one hundred. It is impractical to store worksheets in 

computer or to have them saved across multiple excel documents. Online representation of 

GBM-OA could help to store all worksheets in a transparent manner and offer a repository 

that would be organized and understandable for everybody.  

 

 Knowledge sharing - Being able to share knowledge within organization is key factor of 

success, Alavi et al. [3]. Having all worksheets available online would make it easier to 

distribute them among the team as well as have them stored on available location for future 

purposes. 

 

 Search functions - Ability to quickly find desired risk, threat scenario or mitigation approach is 

helpful in monitoring as well as during analysis conduction.   

 

 User experience - To motivate employees to actively participate in risk analysis, it requires 

management support, but also easily manageable tool. Moreover, participants may access the 

online tool wherever and whenever.  

 

Padyab et al. proposed these research questions which could be answered with the online web 

application: 

 Collaborative environment - Being able to cooperate in greater teams and within longer 

distance.  

 

 Genre prioritization - Genre based method can come up with a long list of genres which may 

be difficult to prioritize. Padyab et al. suggest some scoring system which could be 

implemented within the web application for easy usage.  

Action design research will allow us to create an IT-artifact / application based support for GBM 

- OA in company environment. This is suitable for the research as it will allow evaluation based to 

company needs. The reason is that there isn’t much of research in the area of risk analysis software 



6 
 

evaluation. On the other hand this can bring new knowledge to evaluation method of risk analysis. 

After brief description of research problem we formulate research question (goal) as: 

How can tool support help with appliance of information security risk assessment method GBM-OA? 

Research will be aligned with Action Design Research (ADR) methodology.  
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 Theoretical background 

 
This section will discuss and show information regarding the chosen research area. Main focus 

will be on showing how risk analysis is conducted and point out differences. Moreover it will show 

some of the most known risk analysis tools on the market or in non-commercial sphere. Furthermore 

we will slightly describe evaluation criteria, software application and action design research. Action 

design research will be summarized because we will proceed according to action design research. 

In literature review we will use ACM library and IEEE library. We won’t use google scholar as 

source because many of the papers are inaccessible without payment or some kind of membership at 

particular pages. On the other hand all the papers published at ACM or IEEE library were available 

thanks to LTU. 

 

Figure 1. Literature review scope 

2.1. Risk management 

As with every kind of work and surrounding environment we do not only have to do the 

necessary things but we also need to manage. We need to be able to improve, to monitor, to learn or 

to know where the obstacles are.  

This also applies to risk management which is also closely related to information security. 

When it comes to information security there are many standards which can be applied. The costs of 

implementing one of the security standard are often high. Even though there are also specific field 

Risk management

•ISO 27005

•Octave Allegro

•GBM-OA

Risk analysis

•Commercial

•Non-commercial

Risk analysis tools

Risk analysis evaluation

Action Design Research



8 
 

standards which are specialized, like PCI DSS or Sarbanes Oxley there is need for focus on special 

security requirements.  

From this need arises the need for risk management in information security. Knowing what are 

the threats and vulnerabilities makes the implementation of correct and suitable countermeasures 

easier. Moreover by identifying assets and its price the security needs will be more aligned with the 

business needs.  

First step in typical risk management program is the identification of risk, by some mean of 

checklists, questionnaires or brainstorming workshops. Further on is conduction of analysis and 

ranking of identified risks [6]. At the end is the risk monitoring its function is assurance that selected 

counter measures are implemented effectively.  

The study conducted by Ropponen and Lyytinen [1997] was not context-specific but was able 

to objectively assess the effectiveness of a risk management program. 

Risk management should be able to address not only negative but also positive dimensions of 

risk [7]. Managing risk during IT projects are becoming increasingly important [11]. These risks are 

quite often managed just by intuition of project managers due to their lack of knowledge and practical 

experience of risk management [12]. 

Multiple roles and therefore different experiences affects risk identification process [8]. More 

roles will bring more complete list of identified risks.   

Many devices have not addressed risks from being attached to the IT network during the design 

and manufacture of the device [9]. 

Risk management is a process of managing emerging risks in our case security risks. Here risk 

usually consists of valuable assets which are within some vulnerability. These vulnerabilities can be 

used by some circumstances by a threat. Overall the possibility that the threat will succeed and expose 

the asset to losses is called risk. By managing this risk we are able continuously improve the state of 

risk. [10] 

Risk management has these phases (Figure 2) (26] which can be tightly connected with the 

plan do check act cycle from quality assurance and improvement:   
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Figure 2 Risk management phases [26] 

There are different methodologies for conducting risk analysis. For example ISO 27005, COBIT, 

Octave Allegro, CRAMM and more.  All of these methodologies are approaching the risk identification 

and calculation from different angles. These differences will be explained more in detail and compared 

with applications where these methodologies are implemented.  

Risk management is still growing mainly in project creation. 

 

Figure 3 Risk management evaluation 

Qualitative evaluation survey was used for extracting information about organization and risk 

management. They suggest that any comments should be seen as observations not a casual relation.  
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2.2. Risk analysis 

We have many risk analysis methodologies. We will point out some of the most well-known 

which can be later used as comparison to researched area of GBM-OA. 

2.2.1. ISO 27005 

ISO/IEC 27005 [25] is a risk analysis standard for the ISO 27000 series. Because most of the risk 

analysis applications use the ISO 27001 knowledge base it will be explained more.  

The standard provides guidelines for Information Security Risk Management, supporting in 

particular the requirements according to ISO/IEC 27001. It is not specific in methodology and provides 

just basic guideline into the process (Figure 7). As the ISO 27001 can be applied to any kind of company 

or industry also the ISO 27005 is applicable.  

The standard is written in a way where it explains all the risk analysis parts and processes: 

 Context establishment 

 Information security risk assessment 

 Information security risk treatment 

 Information security risk acceptance 

 Information security risk communication 

 Information security risk monitoring and review 

It is clear how the steps are interacting with each other. However there is no guidance on how 

to use outputs from one step as input to the next. Octave Allegro is more intuitive and guided. 

From the context establishment should come risk evaluation criteria, risk acceptance criteria, 

scope and boundaries and organization for information security risk management.  

Risk assessment is divided into risk identification risk estimation and risk evaluation. Within 

the risk identification all the assets, threats, vulnerabilities and controls are identified. Annex B of the 

ISO/IEC 27005 document has some examples and questions on the assets identification. They divide 

assets into: 

 Business processes  
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 Information 

Then they recognize supporting assets  

 Hardware 

 Software 

 Network 

 Personnel 

 Site 

 Organization’s structure 

Here can be found quite differences between ISO/IEC 27005 and GBM-OA method. While 

GBM-OA have got an one way genre identification ISO/IEC 27005 suggest five questions which answer 

should help identify primary assets and few points on secondary assets. This way you shouldn’t miss 

the necessary assets on the other hand there is not mentioned the purpose of the supporting assets 

the impact on business the need what is located in it.  

Asset evaluation criteria and impact assessment are more or less the same. 

Annex C includes informative examples of threats (Figure 4). They suggest type and origin of 

threat. Origin can be accidental, environmental or deliberate. Types can be from technical failures, 

unauthorized actions to physical damage. 
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Figure 4 Example of Annex C [25] 

In ISO/IEC 27005 special attention is done to human threat sources (figure 5). 

 

Figure 5 Human treat sources [25] 

Examples of vulnerabilities and their assessment are in Annex D. Set of examples are given for 

each one supportive assets and these possibilities for assessment are suggested: 

 Automated vulnerability scanning tool 

 Security testing and evaluation 

 Penetration testing 
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 Code review 

 People interview 

 Questionnaires 

 Physical inspection 

 Document analysis 

 

Figure 6 ISO 27005 process overview [25] 

2.2.2. Octave Allegro 

Octave allegro is considered as a light version of the Octave method [23]. As we need more 

comprehensive detail of this method we will put below some details of the Octave Allegro risk analysis. 

Octave Allegro [24] risk assessment methodology (Figure 7) is good for small or middle sized 

organizations. It is conducted in workshops where should be included people from all interested areas 

of organization. Benefits of this method are easy to use and modularity to current needs.  
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Steps in Octave Allegro are:  

 

Figure 7 Octave Allegro steps [24] 

The methodology goes through four main areas. These areas are as defined in the figure 1 

Establishment of drivers, profile of assets, threats identification and identification and mitigation of 

risks.  

In the first step of driver establishment risk measurements criteria has to be defined as a set 

of qualitative measurements. There can be defined several impact areas and then a set of most 

significant impact areas has to be defined. 

Next step defines profiles of assets. These assets are then being assessed and analyzed 

according to the stated criteria. Assets should be stored at some containers and these containers are 

also part of the analysis.  

Another step which has to be processed is the threats identification. A threat can be identified 

through the containers at which are the assets stored or transmitted.  

Final stage is the identification and mitigation of risk. Risk is identified according the threat and 

vulnerability. Then the mitigation plan can be defined.  
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Carali et al [23] writes that Octave Allegro worksheets are designed in an understandable way 

and are defined so that they can help in every phase of the risk analysis process. They are designed to 

be easily transformed to other forms. Organizations are positive when it comes in pre filled as many 

as possible of the blanks forms of the worksheets so they could proceed with the risk analysis quicker.  

Carali et al [23] have defined these positives of OA method: 

 Reduced asset scope 

 Reduced requirements for risk analysis professionals 

 Reduced resources 

 Reduced technology view through containers 

 Improved guidance for data collection 

Suggested points for improvement are: 

 Padyab et al [23], Octave Allegro method needs a lot of resources when implemented  

 Padyab et al [23], conducting risk analysis in small group may lead to errors. 

2.2.3. GBM-OA 

Genre Based Method – Octave allegro was created as methodology (Figure 8) to address the 

deficiencies in risk assessment methods where several researches pointed out a gap. This gap was in 

area of identifying information assets. This gap should be mitigated by using the GBM method.  

OA was chosen as risk analysis tool because of the ease of use and time consumption. The OA 

is lightweight version of Octave methods. Moreover authors suggest that the concept of assets is quite 

well defined and could be easily replaced with Genre method. 

The main difference and change to the OA method is the first step of asset identification which 

was replaced by Genre method. The steps changed as follow:  
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Figure 8 GBM-OA steps and outputs [23] 

This method was introduced in knowledge management course at Lulea University of 

Technology. Moreover it was also tested by some of its experienced students which work as security 

professionals.  

Comments gained during research [23]: 

 Analysts found risk at non it assets which were considered as sensitive. 

 Genre terminology requires intellectual effort from security experts and suggests 

analyzing Data Flow Diagrams. 

 Other suggests avoiding concepts like data/ process mapping. 

 Pre-made excel spreadsheet for gathering required information was effectively 

helping to conduct GBM – asset identification. 

 The terminology of OA and genres has to be thoroughly understood. 
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2.3. Risk analysis tools 

2.3.1. Commercial risk analysis tools 

RiskPAC 

RiskPAC [28] is a risk analysis tool developed by Computer Security Consultants, Inc. (CSCI) 

(example Figure 9). It is expert system which does not have artificial intelligence within. However it is 

still classified as an expert system.   

All the relevant subjects of risk analysis are divided into security categories. For even higher 

granularity these security categories are then divided into risk categories. These categories are 

quantified on a scale from 1 to 5. 1 is means the lowest risk and 5 the highest. 

RiskPAC consist of 3 modules: 

 Questionnaire 

 Survey 

 Report 

Questionnaires hold the knowledge database which is divided into security categories like: 

Computer security, LAN security, WAN security or physical security. Questionnaires about organization 

manufacturing, insurance, federal government or state/local government. Furthermore they are even 

more structured into detail. For example computer security has in RiskPAC three layers: Surroundings 

of the computer, computer components and used applications.   

Fulfilled questionnaire is an input for risk profile in related security area. 

RiskPAC tries to create suitable reports for best identified risks for every subject. It will also 

according to Strnad [37] offer risk deterring possibilities. 
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Figure 9 Example of risk acceptance view 

COBRA 

Has similar modules as RiskPAC software, moreover it enables creating its own questionnaires. 

However these questionnaires are built just from predefined questions. After proper questionnaires 

self-assessment was done. It will generate risk report. This tool does not have knowledge base about 

possible risk mitigation techniques [37]. 

CRAMM 

Is a software tool based on CCTA Risk Analysis and Management Method which was built by 

Great Britain government [37]. The risk analysis is managed according ISO 27001. 

The output of the risk assessment is contingency plan, disaster recovery plan or risk mitigation 

plan. These are developed and chosen from standard BS 7799. According to Racak the tool advantages 

are:  

 Supports ISMS implementation 

 Offers countermeasures 

 Speed modes of risk analysis 

 Security documentation templates 

Disadvantages 
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 Price 

 Older design 

 Does not support collaboration 

The methodology consist of three phase’s identification and assessing of assets, threat and 

vulnerabilities identification together with risk assessment and list of counter measures.  

For the third phase CRAMM has module with database of more than 3000 countermeasures 

which can be implemented. The solution is chosen according to security level given to each security 

solution and the minimal risk level. This means that if the risk will be given 5 then CRAMM will choose 

just from countermeasures suitable for that risk. Maximal level of risk score can be 7 and minimal 1. 

2.3.2. Non-commercial online risk analysis tools 

This section introduces successful implementations of web tools dealing with risk 

management. These tools are not publicly available and have been developed mainly to address 

specific domain and to be used by selected users or within certain companies.  

FIRMS 

FIRMS (Fully Integrated Risk Management System) was developed to help companies battle 

with overseas construction projects which often tend to have a high possibility of loss/failure. It 

contributes with decision and risk analysis support to the project management. One of prerequisites 

of FIRMS was the ability to be accessible from anywhere in the world, anytime and with any device 

(example at Figure 10) [29]. 

 

Figure 10 Example of FIRMS views [29] 
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FIRMS is designed to address risk during whole project plan except maintenance phase by using 

three models: Bid Decision Model, Profit Prediction Model and Risk Scenario Analysis. At the time of 

article release it contained more than 120 overseas projects being access from all around the world. 

FIRMS architecture allowing users to cooperate with no place or time restriction provides an 

inspiration for GBM-OA web tool (example of risk overview at Figure 11).  

 

Figure 11 Risk overview [29] 

SpotRisk 

Another web tool used mainly by SME’s to engage with risk management practices is SpotRisk. 

It is designed for smaller companies and startups to assess and control risks of project and it has 

foundations in Risk Diagnosing Methodology [34]. SpotRisk aggregates data gathered from project 

team members generating graphics and charts of perceived risks and its attitude [30].  

Data gathering is based on delegation of adapted questioners to team members. Questioner 

consists of 35 goal oriented questions and each question is answered using three different parameters. 

Questions are composed in a way to be answered on a Liker five-point-scale.  

SpotRisk in contradiction to the previously assessed FIRMS is used within a single project team 

and its main functionality is to gather data from questioners. Attitudes and opinions of team members 

are gathered and the potential risks are evaluated. SpotRisk GUI is rich when it comes to graphical 

representations of risk analysis results. GBM-OA method could do well with expanding spreadsheets 

by adding graphical representations.  

 

Stoffenmanager Nano 

Online tools dealing with risk analysis are also present in the health industry. One of examples 

is Stoffenmanager Nano (Figure 12) that allows qualitative assessment of operational health risk 

connected with nanomaterials [31].    
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Preceding release of online tool was detailed literature review with model development 

enabling prioritization of health risk. To accomplish cooperation among employees located in different 

locations, tool was released online, tested and reviewed by number of companies [32].    

 

Figure 1 Stoffenmanager [29] 

Stoffenmanager Nano is available online and offers limited functionality for free. User can add 

new risk scenario, create risk assessment or view simple reports. Overall user experience if on good 

level and it may also serve as an inspiration for GBM-OA web tool implementation. 

2.4. Software evaluation criteria 

Information risk analysis methods are becoming more diversified so they can become more 

competitive. This makes it harder to decide which analysis is more suitable and how to evaluate such 

methods [21]. 

One of the first attempts to evaluate risk analysis methodologies was conducted by Eloff et al. 

[22]. They provided first level discussion about current risk assessment methodologies.  

Engineering community invested considerable effort in the movement towards ‘quality’ 

software and established methodologies and standards for software development and evaluation [13]. 

Hall et al. suggest that any systems developed for any area of science should be evaluated for three 

main reasons:  

 to demonstrate accountability 

 gain knowledge 
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 enhance development 

Evaluation is a keystone of research for our project it is also crucial to know how our application 

met our requirements. Many existing evaluation methodologies and frameworks are not built to be 

used by non-computer experts, because they are filled with terms and references well known to 

computer engineers [14]. There are many “neutral” non-specific science are evaluation criteria, but 

none specific for risk management applications.  

ISO/IEC 14598 (figure 13) [15] is recognized standard for software evaluation in terms of 

quality characteristics defined in ISO/IEC 9126.  

 

Figure 13 ISO model for software evaluation [15] 

Typical guidelines for choosing evaluation properties [16,17,18,19]: 

 Why - purpose of evaluation 

 Where - where was the evaluation done 

 What - what modules, parts or functionality was tested 

 When - in which stage of product life cycle 

 How often - frequency of evaluations or continuous monitoring, one time evaluation 

 Who - expertise of the evaluator  

 Viewpoint - evaluation role 

Kitchenham provides guidelines how to choose the most appropriate evaluation method. She 

provided number of methods and divided them into favoring conditions. There are also some 

suggestions for area of evaluation [20].  
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We found out that many papers proposed new risk analysis method but just few of them 

provided small comparison according to other methodologies.  

Vorster et al. [21] proposed a framework for comparing risk analysis methodologies within 

organizations (figure 14). Giving numerical scale to each of the assessment methodologies. 

 

Figure 14 Framework for risk analysis comparison [21] 

They used the comparison on five risk analysis methods: Octave, Coras, ISRAM, Cora, IS 

business model. Strengths of this method are: Can be applied to various risk assessment methods. 

Takes organization needs into account. Gives feedback on which people will be needed when 

conducting risk assessment. 

Weaknesses are: doesn’t take customization of the risk analysis methods into account (they 

are giving example of Octave). Not indicating the cost of the performed risk analysis.  

Al-Ahmad et al. [23] compared several automated risk analysis tools and stated these criteria 

that most of the tools had negative or even lacked these criteria were published in year 2012: 

 Ease of use 

 Multilanguage  

 Client - server architecture 

 Customization capabilities for built in inventories 

 Dashboards and intelligence summary 
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On the other side Macedo et al. [24] compared risk analysis methodologies more straight 

forward (Figure 15) and created criteria according to: documentation, last review, type of approach, 

tool support and origin.  

 

Figure 15 Macedo et al. risk analysis comparison [24] 

2.5. Software applications 

Before implementing a risk analysis tool we have to consider two main types of applications: 

desktop applications and web applications. Different approach of both paradigms can be seen by 

describing five parameters [35]: 

 Maintenance - It is easy to maintain one web application than maintaining many 

distributions of desktop application. No need for installation cost or often 

cumbersome updating process.  

 Ease of use - Users of desktop applications are constrained in sense that they can 

access application only when in touch with certain workstation with installation. This 

does not apply to web, since it is accessible from any place. 

 Security - Web based applications are exposed to more security risk than desktop ones.  

While desktop applications can be accessed by owners of workstation, web 

applications can be accessed by everyone, even a malicious robot.  

 Connectivity - Web applications relies heavily on internet connection and may become 

useless without proper connectivity. Desktop applications are on other side 

standalone in nature and hence may be operated even without connection to network.  
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 Cost factor - Developing and maintaining web application involves higher cost than 

desktop application. 

2.6. Action design research 

Design research methods are usually used with the intent to create Information system. These 

design research methods create information system by waterfall model where each phase has its own 

purpose. Design and development are done by the researchers and the evaluation is also done by 

researchers and traditionally in separate phase.  The problem arises when the area of research should 

solve emerging problem not only of researchers but also of practitioners.  

Action design research was proposed by Sein et al. [27] as a new design research method. This 

design research method should address problems regarding the relevance to organizational context. 

This means real world problems and moreover issues of practitioners.  

“Shaped by the interests, values, and assumptions of a wide variety of communities of developers, 

investors, users.” [22] 

Sein et al. suggests that building of innovative IT artifact should be built within organization 

and the learning should be done during interventions and by addressing problematic situations.   

The methodology consists of these stages (Figure 16). 

 Problem Formulation 

o Principle 1: Practice-Inspired Research 

o Principle 2: Theory-Ingrained Artifact 

 Building, Intervention, and Evaluation 

o Principle 3: Reciprocal Shaping 

o Principle 4: Mutually Influential Roles 

o Principle 5: Authentic and Concurrent Evaluation 

 Reflection and Learning 

o Principle 6: Guided Emergence 

 Formalization of Learning 

o Principle 7: Generalized Outcomes 
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Figure 16 ADR methodology 

ADR suggest to go through steps 1,2 and 3 as many times as needed. This is called BIE cycles. 

Moreover ADR offers two forms of BIE execution: 

 Organization-Dominant BIE 

 IT-Dominant BIE 

Organization-Dominant (Figure 17) BIE is suitable for ADR where the knowledge goal should 

be driven by organizational intervention.  

 

Figure 17 Organization-Dominant BIE 

IT-Dominant BIE (Figure 18) is on the other hand suitable where the effort is emphasized at 

crafting a new technological design.  
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Figure 18 IT-Dominant BIE 

Each stage has its steps which have to be fulfilled.  

Stage 1: Problem Formulation 

This task should be done by defining a problem which should be addressed with intention to 

generate knowledge for the whole class of this kind of problems.  

In the problem formulation stage are these tasks: 

1. Identify and conceptualize the research opportunity 

2. Formulate initial research question 

3. Cast the problem as an instance of a class of problems 

4. Identify contributing theoretical bases and prior technology advances 

5. Secure long-term organizational commitment 

6. Set up roles and responsibilities 

Stage 2: Building Intervention and Evaluation (BIE) 

Second stage represents active collaboration with organization and building of the IT artifact. 

It uses the defined problem and theoretical background gained in stage one. 

In the Building Intervention and Evaluation (BIE) stage are these tasks: 

1. Discover initial knowledge-creation target 

2. Select or customize BIE form 

3. Execute BIE cycle(s) 
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4. Assess need for additional cycles, repeat 

 

Stage 3: Reflection and Learning 

Reflection on chosen theories and built solution has to be undertaken in this part. 

In the Reflection and Learning stage are these tasks: 

1. Reflect on the design and redesign during the project 

2. Evaluate adherence to principles 

3. Analyze intervention results according to stated goals 

Stage 4: Formalization of learning 

Results should be then formalized and outcomes articulated so the method can be applied 

again. 

In the Formalization of Learning stage are these tasks: 

1. Abstract the learning into concepts for a class of field problems 

2. Share outcomes and assessment with practitioners 

3. Articulate outcomes as design principles 

4. Articulate learning in light of theories selected 

5. Formalize results for dissemination 
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 Research process 

This part shows how we proceeded with research according ADR. 

3.1. First iteration - Online worksheets 

In the first iteration we have planned to introduce first version of our GBM-OA web tool that should 

primarily focus on capturing existing worksheets and making them available online. Presentation and 

workshops with the target company (TO) brought ideas for improvement and laid foundation for 

second iteration.  

3.1.1. Problem formulation 

Identify and conceptualize the research opportunity 

During course Knowledge Management (KM) we gained hand-on experience with executing 

GBM-OA method in organization. While reflecting and evaluating results we identified several 

drawbacks when executing method using worksheets documents (defined in Problem formulation - 

Chapter 1).  

We were inspired by Padyab et al. stating that excel table provided by the teacher, highly 

improved the use of GBM part of the method. We were looking for similar solution to make the GBM-

OA method easier to execute, more manageable and above more accessible to every participant of 

project. Using feedback we gathered from target organization during KM course, we knew that 

participants were dealing with problems such as being able to access same worksheet from different 

places or getting oriented in pile of worksheets which got bigger throughout the project.   

The literature review enhanced our view on possible drawbacks and areas for improvement. 

There are already existing online tools associated with various risk analysis methods. Some of them we 

pointed out in theoretical background section. From discussion with members of TO we formulated an 

idea of creating online web tool also for GBM-OA method. Online web tool should address drawbacks 

of using worksheet and make the method available to a wider spectre of audience.  

Formulate initial research question 

Based on discussion with TO we formulated research questions:  

Q1: How can tool support help with appliance of information security risk assessment method GBM-

OA? 

Cast the problem as an instance of a class of problems 
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When executing GBM-OA method in our TO during KM course we worked closely with the 

team from TO. We used printed versions of worksheets as well as their electronic version (Google 

Spreadsheet). We guided each member of team (4-6 people) how GBM-OA method works and what 

their input to the method should be. After several project meetings TO team compiled more than 30 

worksheets. At this point it became evident that we are losing orientation and order in our Google 

Spreadsheet document.  

Some team members complained that each time they want to create a new a worksheet they 

need to copy and paste plus do a various formatting procedures to keep the format of worksheet nice. 

Update and delete operation also required some special effort. With this came also requirement to 

have some sort of summary of all sheets. This was eventually solved by creating additional sheet to 

keep track on all worksheets. But still it was not fully satisfying since the user now needed to keep 

track of main document and summary document.  

While executing GBM-OA we did not stay with just one area. Therefore we created additional 

Google spreadsheet documents to separate our work into subprojects based on problem area. 

However this caused confusion and TO team members wanted to have all just in one place. For team 

members that were not regularly attending meetings was easiest to create their own offline Excel 

spreadsheet and send it across the team. At the end of project it was apparent, that if GBM-OA is to 

be executed on a larger scale it will need a support of software solution.  

All of mentioned above relates to the class of problem of GBM-OA method appliance in 

business environment. 

Identify contributing theoretical bases and prior technology advances 

Our base knowledge gained from KM course and method execution in TO was complemented 

by a literature review focused on existing risk analysis methods and trends in risk management. 

Important source of knowledge were already existing and freely accessible online risk assessment tools 

from which we could take an example when designing GBM-OA web tool. 

Most of the reviewed applications were providing functionality for ISO 27001 methodology, 

which is quite different form the GBM-OA methodology. Nevertheless we still found then inspiring. 

Secure long-term organizational commitment 

We have agreed to cooperate with the organization in which we have conducted first security 

risk analysis during KM course. Based on previous experience we were granted a support from similar 

TO team as before.  
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Set up roles and responsibilities 

Altogether our team consisted of 7 members (Figure 19). Based on ADR methodology we 

divided into 3 groups: researchers, participants and end users. Members of target organization can be 

considered both as participants and end users. TO organization created a role of team leader / main 

contact person from their side for this project purposes. This role actively participated in shaping of 

GBM-OA web tool. Setup of ADR team is presented on a picture bellow.  

 

Figure 19 Research teams 

 

3.1.2. Building, Intervention and Evaluation 

Discover initial knowledge-creation target 

Before implementing a risk analysis tool we had to consider two main types of applications: 

desktop applications and web applications. With help of literature and available risk analysis 

applications online, we have quickly gathered pros & cons of each design view. Practitioners from TO 

were keen on using web application, because most of the company software is available through 

browser and they found it more convenient as having to install applications.  

Furthermore, we all agreed that there should be possibility to take part in risk analysis process 

from any device and at any time. This requirement could pass only a web application that abides 

constraints of different operational systems or environments.  

One of major concerns was security. If practitioners were to fill in data related with their 

business into online tool, they needed to be sure that data will remain secure. Security of application 

was not our main goal, our aim was to test and evaluate the benefits of using web application as 

supportive tool for conducting risk analysis. TO proposed a solution of having installed GBM-OA web 

application on one of their servers inaccessible from outside of organization (Figure 20). Development 

of application was done on our local server accessible to researchers. Changes were then promoted to 
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the company environment. We were granted a VPN access that was restricted to access a server inside 

TO network with GBM-OA installed so we were able to promote new changes and take a part in risk 

analysis.  

 

Figure 2 Development schema 

This security measurement can be applied also for any organization. Anybody who would like 

to use our GBM-OA web tool will need just download source code and install it locally within company 

network boundary. An advanced secure access to web server and confidential data can be achieved 

through terminal servers and highly secured web servers for example by using CIS benchmarks [25]. 

CIS benchmarks are standards for security configurations for many applications, servers and databases. 

Select or customize BIE form 

Our TO organization was interested in our project since they have not been using any risk 

analysis method before but initiative was mainly on our side. This made us choose an IT dominant BIE. 

We have delivered an IT artifact through alpha and beta version while TO contributed with feedback, 

evaluation and with creative ideas that helped with ongoing refinement of artifact.  

Execute BIE cycle(s) 

Our first contact with GBM-OA method during KM course gave us a good start in planning the 

BIE cycle. We gathered feedback and comments we have received and initiate planning session with 

TO. We have prepared simple design screens of GBM-OA tool Alpha version and presented it to TO. 

Together we have discussed what goals should be met within first iteration.  
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We have come to conclusion that GBM part of method shall stay in a Google spreadsheet 

document for the first cycle, since implementing Genre matrix or PUI list would be very time consuming 

and we were not sure if web application would bring any visible improvement compared to the existing 

spreadsheet. Regarding OA part of method, it was clear that moving all sheets to web application 

would be a contribution to the method execution. We planned to create the alpha version of 

application as much similar as possible to OA method. 

At the end we came up with these design goals for the alpha version of GBM-OA application: 

Design goal Name Description 

DG1 Client-server 
architecture 

Architecture of developed IT artifact should be client 
server. 

DG2 Available application Application should be accessible from all kinds of 
devices and available from any place as long as user 
is inside company network.  

DG3 Functional worksheets Application should provide all OA worksheets as 
defined in the method. Worksheets should be easily 
editable. 

DG4 Separate projects Application should enable user to choose project for 
which he wishes to conduct risk analysis. 
Administrator should be able to create project 
containers. 

DG5 User management Administrator should be able to create users and add 
them to projects. 

DG6 Ease of use Application should be easy to use for user without IT 
background and offer material about GBM-OA 
method. 

DG7 Collaboration The application should support collaboration within 
a team and be opened to multiple users working at 
the same time. 

 

In paragraphs bellow we would like to briefly describe how we proceeded with fulfillment of 

each formulated design goal.  

Client-Server architecture 

TO granted access for us to one of their test servers where Apache webserver was configured 

and PHP with MySQL installed. We were quickly able to begin development by designing database for 

storing all GBM-OA related data and creating first screen of application. 

Available application 

 Web application should be available all the time and across all devices. Availability of solution 

was fully in hands of TO since they were responsible for running the server. After Alpha version was 

developed we tested application with multiple devices including Android and iOS smartphones. We 
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have meet with compatibility issues when running application in IE browser. Some worksheet 

functionality such as updating cells or refresh needed to be implemented with mind on javascript 

constraints in IE.   

Functional worksheets 

Main design goal was to capture OA worksheets in the application (Figure 21). After discussion 

with TO we separated each OA step within GBM-OA method into separate sections as shown in the 

figure bellow. 

 

Figure 21 OA worksheets 

Each section contains table of worksheets that link to that particular step (example of one 

sheet at Figure 22). This view answered the need of previously used summary document. Now it is 

visible how many worksheets are in the projects and user can view them by few clicks without need of 

searching and extensive scrolling.  

 

Figure 22 Example of risk measurement criteria 

Worksheet management was made easier by requiring only one click to create or delete a 

worksheet. This was a considerable time-saving functionality comparing to using Google spreadsheet 

document. All worksheets are loaded by clicking on them without need of refreshing application. 

Updating cells of worksheet is similar to the classic Excel document, where user just makes focus on a 
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cell and can immediately edit content without need of saving (example at Figure 23). System shows 

notification of every update processed.  

 

Figure 3 Example of sheet update 

At the end of first iteration, all OA worksheets were designed and tested. ADR team have done 

a simple risk analysis case and populated several sheets in application. 

Separate projects  

Conducting several risk analysis projects required multiple spreadsheets and it was difficult to 

keep track of changes and having a clear overview of all work done (Figure 24). Therefore a design goal 

of “Separate projects” had its importance in first iteration. We have introduced a one layer above 

worksheets that made it possible to group all worksheets into projects as well as assign users to them, 

since not every participant is taking part in each risk analysis project. TO suggested that it would 

beneficial if user is presented directly after logging into application with screen of all projects he is part 

of.  

 

Figure 24 Separate projects 

This goal included also an option to be able to administrate users and assign them to a project 

(Figure 25). For this purpose we have built a section in Settings page that makes this possible. 
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Figure 25 GBM-OA separate projects 

User management 

Having GBM-OA web tool installed on premise narrowed set of users only to employees of 

organization. However TO wanted to restrict access to risk analysis projects only to chosen set of users. 

This represents a design goal of building authentication system with simple user management section 

(Figure 26). As we have mentioned earlier in document, security of application was not our goal, 

however we have built a simple authentication module in application that uses Blowfish algorithm to 

create the hash from password. 

 

Figure 26 GBM-OA user management 

Ease of use 

Many risk analysis applications available online lack user friendly design and what is even more 

important miss guidance for users who have not met with risk analysis before. By executing GBM-OA 

in alpha version of tool, practitioners came up with many ideas how to make tool more user friendly. 

As an example we mention container view (Figure 27). Each critical information asset can be linked 

with technical, physical or people container. We were having a difficulties how to position these 

containers into OA 2-3 step view that contains critical information asset profiles. After session of quick 

brainstorming, ADR team had come up with a sub view of small icons that would be greyed if there is 

no container or colored if there is a container linked to that particular asset.  
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Figure 27 GBM-OA container view 

To make even unexperienced users feeling comfortable with GBM-OA method, we added 

“About” section to menu that contains guide on how to begin with GBM and Octave Allegro methods.   

Collaboration 

With ADR team of size 7 we have from time to time met with situation when 2 users were 

editing same worksheet. Google spreadsheets enable many users to collaborate on same worksheet 

while users sees each other activity. Implement similar functionality in GBM-OA web tool would be too 

heavy for this project. However we have considered this requirements after discussions with 

practitioners and we have implemented a function that reloads a cell content each time it is edited. 

Which means that when user A is going to edit let us say “Owner” of container, he will click on the cell. 

If any other user B made a change while user A was viewing this worksheet, change will be loaded right 

after application will capture on focus event. This minimize the chance that users will overwrite each 

other’s action. 

Chosen technologies 

Based on our previous work experience we have chosen to implement GBM-OA web tool using 

PHP as a server scripting language and MySQL as a database engine. This technologies are free to use 

and make it possible for everybody interested to download, install or even edit GBM-OA tool in future. 

Assess need for additional cycles, repeat 

In the first iteration we have managed to move all OA worksheets from GBM-OA method to 

the online web-tool. Practitioners could execute the OA part of method using our tool and contributed 

with several ideas on how to make tool more user friendly. We have tried to react on all practitioners 

input before initiating another session with TO.  

During first iteration, the alpha version of IT artifact was created. This version enabled users to 

choose project they want to work with, create / update / delete worksheets with ease but also use 

collaboration when working on a one worksheet from 2 or more computers. Simple administration 

section was also built and added to the system. 
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However while iteration progressed we gathered also requirements that could not be executed 

within first cycle because of their complexity. TO practitioners would like to see a summary view with 

dashboards showing information such as which assets have highest severity or which risk management 

criteria are of major importance.  On one of ADR sessions we have also captured requirement for being 

able to export sheets to Excel spreadsheet.  

Then there were requirements we gathered from literature review and by analyzing other 

existing risk analysis tools. Option for user to choose a language could make it possible for method to 

be used also in non-english speaking countries or being able to search through all worksheets.  

These captured ideas and requirements proved a need for another iteration. 

3.1.3. Reflection and Learning 

Reflect on the design and redesign during the project 

 Because of our previous cooperation with TO during KM course we were able to smoothly 

begin the design of IT artifact. Practitioners were interested in risk analysis subject and their positive 

attitude and ideas did help to shape alpha version of artifact. However only rarely was whole ADR team 

available for session. This was due to their other project involvement inside TO. This has caused us 

problem in capturing the scope of first iteration. One practitioner could not make it to the first two 

ADR sessions and was unable to share his points with us in other way. During the third meeting he 

posed valid points on user-friendliness of application, but in current state of development, they were 

hard to incorporate to first iteration.  

During both iterations we were also receiving feedback from TO members that were not part 

of ADR team but were part of a project executed during KM course. This was also a source of good 

ideas for development. 

Evaluate adherence to principles 

According to ADR we will evaluate our research to ADR principles and how we conform to 

them. There are 7 principles in the ADR which should we conform to. 

Principle 1 - Practice inspired research 

The inspiration for this research idea came during the KM course during which we executed 

GBM-OA method in TO. Organization expressed difficulty working with worksheets stored in Google 

spreadsheets document. Introducing GBM-OA online tool should make execution of method easier 

and open it for potential use of also other organizations.   

Principle 2 - Theory-ingrained artifact 
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We went through risk analysis during KM course where we gained knowledge about how to 

use GBM-OA. Furthermore, we conducted literature review where we looked into several other risk 

analysis tools, evaluation and risk analysis methodologies. 

Principle 3 - Reciprocal shaping 

During first iteration we spent considerable amount of time exchanging ideas for implementing 

GBM-OA tool online across ADR team. TO practitioners brought new development ideas to the process 

and enhanced problem formulation.  

Principle 4 - Mutually influential roles 

ADR team consisted of researchers as well as practitioners. During workshops and meetings, 

we exchanged ideas which helped to capture the organizational as well as academic view.  

Principle 5 - Authentic and concurrent evaluation 

At every meeting we evaluated what has been done and planned following actions up to next 

team session. Moreover at the end of BIE cycle ADR team did a high level evaluation of an alpha version 

of the tool.  

Principle 6 - Guided emergence 

During BIE execution, several ideas for change emerged and were implemented as mentioned 

in text above. 

Principle 7- Generalized outcomes 

Visible progress 

We tried to present on each meeting with TO a new functionality or a new feature in the GBM-

OA web tool. While during KM course, progress in the project was visible only by a number of 

worksheets filled or assets identified, in this case, progress was really visible through working 

application that was regularly evolving. This had an impact on ADR team engagement. Participants 

were proposing their ideas and they could see them implemented on the next session. This can be 

taken as an outcome for any project, to make progress visible, to make participants aware that this 

project is moving forward and you can see it, touch it.   

Emerged design Principles 

Risk management criteria priority 

OA worksheet 7 (Impact Area Prioritization - Figure 28) is used to prioritize Risk management 

criteria and is irreplaceable in a standard implementation of method. However it has proved obsolete 

in online web tool. ADR team came up with idea of placing ordering functionality inside OA 1 step. By 
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doing a drag and drop action with RMC, tool automatically updates priority or RMC. Moreover this 

change is also promoted to OA 4-8 step where relative risk score calculation is updated.  

 

Figure 28 GBM-OA impact area prioritization 

Reflect on how the development and the implementation of the artifact were affected by 

espoused and/or unanticipated consequences. 

We had two kinds of meetings internal and external. Internal meetings were between 

researchers and external were together with the TO. 

Internal meetings were conducted through Skype or face to face. We were always trying to 

evaluate the same version of application which was uploaded to a web server. At the beginning of each 

meeting we had clear idea of what to evaluate which part was newly added or was interesting because 

we struggled in that area in previous meeting. We could clearly compare the results according to goals 

however there were cases when later presentation with ADR team showed bugs or missing 

functionality.  

External meetings were hold on site and sometimes through Skype as we move between 

Slovakia and Sweden. The main problems were to stick to the boundaries of that current session. The 

practitioners from the company held the final concept in mind. Nevertheless they came out some new 

ideas as export of the worksheets to a state as it was used in the knowledge management course. We 

added this goal to the second iteration.  

Analyze intervention results according to stated goals 

The goal for first iteration was to create web based application of GBM-OA method. The 

functionality should be minimal just to store data in a way as GBM-OA method does. 

Design goal Name Results 

DG1 Client-server 
architecture 

Application was released on TO server and is 
accessible from a web browser.  
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DG2 Available application Application is accessible from all kinds of devices and 

available from any place as long as user is inside 
company network.  

DG3 Functional worksheets Application provides all OA worksheets as defined in 
the method. Worksheets are easily editable.So far no 
worksheets for GBM are in place. This is planned for 
second iteration. 

DG4 Separate projects User is able to choose project for which he wishes to 
conduct risk analysis. Administrator is able to create 
project containers. 

DG5 User management Administrator is able to create users and add them 
to projects. 

DG6 Ease of use Application is easy to use for a user without IT 
background and offer material about GBM-OA 
method in “About” section. 

DG7 Collaboration The application supports collaboration within a team 
and is opened to multiple users working at the same 
time. 

 

3.2. Second iteration 

In the second iteration we have planned to implement gathered feedback from TO and ideas 

from literature review. At the end of the cycle we captured practitioners and end users reviews on 

using GBM-OA web tool compared to standard usage of method with worksheets placed in Google 

spreadsheets or Excel. 

3.2.1. Problem formulation 

During the first iteration we have managed to deploy alpha version of GBM-OA web tool that 

contained all OA worksheets together with small administration and help section. Practitioners were 

able to log into tool and try OA part of GBM analysis. From session to session we gathered emerging 

requirements from practitioners, and those which were easy to implement were added to the first 

iteration. Rest was kept for the second iteration together with ideas taken from literature and already 

existing risk analysis tools.  

Major goal in this iteration is to incorporate GBM part of method into the web tool. From 

practitioners input we have agreed to prioritize creating a Summary section in tool and if time will 

allow it, create a showcase of exporting worksheets back to Excel and having them compatible with 

standard implementation of method. Regarding input from literature we have prioritized ability to 

select a language within the tool.  
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Based on agreement with TO we had only limited time and could not afford to run a third round 

of iteration. Therefore we have planned one session in this iteration to capture practitioners and end 

users feedback on working with GBM-OA tool. Output of this session should answer our research 

question.  

3.2.2. Building, Intervention and Evaluation 

Execute BIE cycle(s) 

In the second iteration we have identified several design goals. In comparison with first round 

we have also put priority attribute to them, because we were aware that fulfillment of all goals would 

not be possible for a lack of time. At the end of iteration we have introduced working Beta version of 

application and received reviews on GBM-OA web tool.  

Design goal Name Description Priority 

DG1 Implement GBM 
part 

Application should include also Genre based 
method part.  

5 

DG2 Summary section Web tool should show summary information about 
risk analysis. 

4 

DG3 Compatible export Application should provide an export of 
worksheets for backward compatibility with 
standard implementation of method.  

3 

DG4 Multilanguage 
support 

Administrator should have an option to switch 
language for project.  

2 

DG5 Web tool review Practitioners and end users should compare 
standard implementation of GBM-OA method with 
Web tool implementation.  

5 

 
 

In paragraphs bellow we would like to briefly describe how we proceeded with goals defined 

for second iteration. 

Implement GBM part 

GBM part of method includes three worksheets: Stakeholders list, PUI list and Genre matrix. 

We were able to build first worksheet into application but we have hit the wall when we were trying 

to do the rest. For PUI list we could not think of / make better UI as in Goggle spreadsheets. Similar 

situation was with Genre matrix where we were able to build first version of worksheet but during ADR 

session that followed it was evident that our version cannot beat spreadsheet version when it comes 

to large matrixes.  

We were struggling to introduce solution for GBM part that could be possible to implement in 

a reasonable time. But during one of the internal sessions an idea emerged that we could actually keep 
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it as it is and integrate it into our application. In practice it meant that if user selects GBM step in the 

method an iframe will appear showing spreadsheet window as shown in the Figure 29.  

 

Figure 29 GBM part 

This allows users to fully leverage advantages of spreadsheets while still be working in GBM 

web tool inside a project container. We presented solution on a following TO session where it received 

positive feedback. Furthermore we have also introduced an option to set spreadsheet address per 

project container inside administration section (Figure 30). 

 

Figure 30 spreadsheet URL 

This spreadsheet however has to be first created and then sharing must be set in order for 

other users to access it and be able to make changes. 

Summary section 

One of the major drawbacks we identified in the standard implementation of method was lack 

of summarized output that would highlight interesting information from analysis. After we completed 

risk analysis with TO during KM we had to go through all worksheets and put data into tables and charts 

to present output in a structured way to the TO. Furthermore it was also required from TO, that during 
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analysis and not only afterwards they would like to see method outcomes. Therefore in the second 

iteration we have prioritized creating summary section and build some elementary dashboard widgets.  

First widget we built was for displaying severity of RMC criteria. Similarly to OA worksheet 7 

(Impact Area Prioritization), this widget priorities RMC criteria based on calculated score from OA 

worksheet 10 (Information Asset Risk Worksheet - Figure 31), where user input score for each RMC 

based on selected asset.  

 

Figure 314 Risk asset worksheet 

Relative risk score is then calculated and summed up across all IARW worksheets and put into 

Risk Management Criteria dashboard panel (Figure 32). 

 

Figure 52 Dashboard 1 

Similarly we created second dashboard panel: Impact Area Severity (Figure 33). 

 

Figure 33 Dashboard 2 
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Till the end of second iteration we have captured also other requirements for dashboards such 

as: displaying user activity/productivity, relation between owners and assets or a chart showing 

progress within project. However ADR team agreed to continue with other defined goals and keep all 

good ideas till end of iteration.  

Compatible export 

TO proposed situations where it might be useful to have worksheets also in offline version. 

That applies for example when TO wants to present captured information to somebody and does not 

intend to share access to the application. In this design goal we only had time to build a “proof of 

concept” solution and applied it on the very first step OA 1 (Figure 34). 

 

Figure 34 Export 

Process is simple, user just need to press on green download icon, and Excel file with worksheet 

will be downloaded to computer. 

Multilanguage support 

Already existing risk analysis tools have some ideas to offer. For example Stoffenmanager Nano 

tool, which access health risks, has multilanguage support. Ability to present GBM-OA methodology in 

different languages is beyond our goal, however we have made a good start by making web-tool 

available in German and Slovak language (Figure 35). This can bring a larger audience to the tool but 

on the other hand also break potential language barriers in small not international organizations. We 

included a “locale” directory to the folder structure of GBM-OA where anybody using a tool can add 

their own translation and then just set it up as main language in administration section. 

 

Figure 35 Multilanguage support 

GBM-OAWeb tool review 
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Last goal in second iteration was to compare risk analysis execution using standard 

implementation (as we did with TO during KM course) versus using our GBM-OA web tool. Excluding 

researchers, ADR team consisted of five practitioners/end users. It is a small set of participants but still 

it helps to answer our initial research question on whether tool support can help with appliance of 

information security risk assessment method GBM-OA.  

 We have gathered mostly positive reviews. Although TO does not consider security as an 

important matter, some participants expressed a will to do a risk analysis with GBM-OA tool also in a 

future.  

Team agreed that application is easy to use and was also positive on contribution of GBM-OA 

tool to the method itself.  

We have collected questioners, wrote down answers from interviews and include summary of 

it in appendix.  

3.2.3. Reflection and Learning 

Reflect on the design and redesign during the project 

 When we started second iteration we already had a working alpha version of GBM-OA tool and 

practitioners could test it. That made a difference in TO attitude towards the project. It is our 

perception that participants had become more active and engaged when there was a working version 

of IT artifact. 

Most of the time ADR team interaction was limited to ADR meetings. But still we had noticed 

some activity in the tool even outside the ADR sessions time window. At the beginning our progress 

was slower as expected because of emerging bugs and miss functionalities from first iteration. This 

was a lesson learned for us to always keep a time window for addressing issues from previous iteration.  

At the end of iteration we evaluated method by having interview with each participant. We 

gave preference to have interviews individually rather than have one shared interview. As project 

progressed we have noticed that some members of ADR team do not express themselves as much as 

others and rather support others opinions than pose their own. Interview consisted of questionnaire 

that had ten questions in addition with written reflection of every participant. This gave us opportunity 

to gather feedback not just on GBM-OA web tool but also on ADR and the way we were running this 

project.  
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Evaluate adherence to principles 

According to ADR we will evaluate our research to ADR principles and how we conform to them 

also in second iteration of ADR.  

Principle 1 - Practice inspired research 

We continued also in this iteration to adapt GBM-OA web tool based on discussions within 

ADR team. Identified requirements were prioritized and implemented according to organizational 

needs.  

Principle 2 - Theory-ingrained artifact 

We went through risk analysis during KM course where we gained knowledge about how to 

use GBM-OA. Furthermore, we conducted literature review where we looked into several other risk 

analysis tools, evaluation and risk analysis methodologies. 

Principle 3 - Reciprocal shaping& Principle 4 - Mutually influential roles 

Practitioners help to move project forward with their ideas of improvement and testing. 

Researchers kept implementing changes and proposing ideas discovered in literature review. IT artifact 

was therefore being shaped from both sizes: academic and organizational.  

Principle 5 - Authentic and concurrent evaluation 

We continued evaluation on each TO session after each new functionality was introduced. This 

helped us to catch and solve lot of issues before proceeding to the next step in design.  

Principle 6 - Guided emergence 

Second cycle was also accompanied with emerging ideas within ADR team. As an example we 

can mention dashboard widgets or ability to export sheets back to excel.  

Principle 7- Generalized outcomes 

Visualized results 

Second iteration was focused on working with results from analysis. We have perceived an 

increase of ADR team involvement in the project when we presented them results in form of charts 

and diagrams (some of them where later on implemented as dashboards widgets). It was motivation 

for practitioners to analyze new assets and see their effort reflected in the summary tab.  

Emerged design Principles 

Inline Frame integration 

At first we wanted to implement GBM part of method similarly to OA by designing worksheets 

and making then editable. In a reasonable time window we would not be able to replicate Google 
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spreadsheets functionality which is essential for Genre matrix or PUI lists. Integrating GBM part to web 

tool using inline frames remarkably saved development effort while enabling same functionality. 

Moreover in administration, a unique spreadsheet can be set per risk analysis project.  

Dashboard widgets 

Standard execution of GBM-OA method keeps all results in worksheets. Which means that all 

worksheets need to be properly analyzed before presenting results of analysis. GBM-OA makes it 

possible to visualize result or risk analysis continuously using dashboard widgets. Each widget can be 

constructed based on organization needs. In our case we designed widgets showing RMC and 

information assets severity. By adding widget to dashboard, risk analysis project becomes more visible 

and outputs can be presented to management from day one.  

Risk Management Criteria (RMC) severity 

OA worksheet 7 (Impact Area Prioritization) is used to prioritized Risk management criteria. 

Filled priority is then used for Relative risk score calculation in OA worksheet 10. Organization is 

focused on management criteria with highest priority. However risk analysis may show that severity 

order is different than order created by prioritizing. For such situation we have introduced RMC 

severity dashboard that display management criteria ordered based on severity and not by priority.  

Analyze intervention results according to stated goals 

The goal for first iteration was to create web based application of GBM-OA method. The 

functionality should be minimal just to store data in a way as GBM-OA method does. 

Design goal Name Results 

DG1 Implement GBM 
part 

Genre based method part was integrated using iFrame. 
Implementation would not be possible in a reasonable time 
window.  

DG2 Summary section Application contains 2 dashboard widgets that shows 
summarized view of risk analysis.  

DG3 Compatible export We have managed to build only proof of concept. Currently 
only sheets from OA step 1 have option to be exported. 

DG4 Multilanguage 
support 

Administrator has an option to switch language for project, if 
language translations of methodology are provided. 

DG5 Web tool review Practitioners and end users compared standard 
implementation of GBM-OA method with Web tool 
implementation. Output of comparison in included in Apendix 
I. 

 

  



49 
 

 

3.3. Formalization of learning  

3.3.1. Abstract the learning into concepts for a class of field problems 

At the start we had GBM-OA methodology with additional background and experience with 

real world risk analysis scenario. Our own experience showed that initial use supported by any kind of 

tool will noticeably increase the usability. This was also suggested by Padyab et al. [23]. This problem 

can be even more generalized to risk analysis methodologies without tool support or questionnaire 

based. Initial problems to solve were: 

 Knowledge sharing 

 Collaboration 

 Genre prioritization 

 Document management 

From this point we began to develop a solution in form of a web based application. This 

solution was created in two iterations during which we gathered any additional comment for 

improvement. The main solution was driven by ADR team and initial literature review. Within the two 

iterations the problem instance slightly changed. The primary thing to do was to develop basic 

application to a usable form and be able to provide the worksheet based application. Nevertheless it 

was necessary to capture all emerged requirements form the ADR team. Moreover the overall 

architecture and used technologies had to be chosen in a way that the final version of the application 

could provide and solve the initial problem. We call the first iteration outcome the alpha version of the 

application.  

The second iteration began with the working alpha version. We have also gathered many 

comments and requirements for the second iteration. Basically we could say that the problem instance 

slightly changed to a more specific problem where there was initial architecture created however 

functionality should be enhanced. At the end we have solution instance called beta version. Beta 

version is then the outcome of achieved design goals which were generated in the beginning of each 

iteration. 
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Figure 36 Project scheme 

Design principles are created from goals which were chosen at the beginning of each iteration. 

Some of the goals were also chosen as design principles or are closely related as these goals were so 

big that they had to be followed during the whole ADR execution. All of the design principles are related 

and researchers should always think how to proceed and be aligned with all of them. 

Gather comments through every stage 

From ADR methodology point of view this principle is crucial to capture TO needs and 

expectations. With this design principle in mind researchers are able to proceed to craft an artifact 

with the desired outcome which is not well known at the beginning. Moreover one iteration can be 

source for the next iteration and if needed even for next iterations. Another reason for this principle 

is the lack of previous analysis and comparison of risk analysis applications which could be used as 

input to the building process. We can state that when there is not enough knowledge and evidence on 

the needed outcome all suggestions should be gathered and considered. 

Problem instance

•Field of Risk analysis

•Risk analysis based on 
worksheets

•Lot of paperwork

•Non distributed knowledge

•No executive overview

Solution 
instance

•Apha

•Web based application enabling collaboration and 
knowledge share

•Document management

•OA worksheets implemented

•User and access management

•usability

•Beta

•Web based application enabling collaboration and 
knowledge share

•Supporting export back to excel based form

•Providing summary section

•Comments for additional improvement

Design principles

• Gather comments through every stage

• Create main first goal 

• Multilanguage

• Client server architecture

• Dashboards and intelligence summary

• Modify according to comments

• Prioritize
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Create main first goal 

This design principle is tight to the first design principle and makes the work easier. We came 

to the conclusion that when there was no clear goal on how the application should look like, we have 

to create what is known so far. In this case it was GBM-OA worksheets in a web based form. After this 

we were also able to fulfill the first design principle and proceed with the improvements. Our main 

first goal was alpha version of the application.  

Multilanguage & Client server architecture & Dashboards and Intelligence summaries  

These principles were chosen because, all the implementation work could be made from the 

programming point of view in many different ways. These three principles have narrowed the options. 

Moreover these principles are leading to fulfill the only source where were risk analysis application 

tools evaluated. The suggestion is that this is not a single goal which once it is done or implemented it 

is not an issue anymore.  

Modify according to comments 

Principle which assures that TO comments will be implemented and expectations achieved. 

Without prior expectations where there was almost none information about what is a good risk 

analysis application, this principle gave the feeling that the ADR output will be successful at least for 

the TO. 

Prioritize 

This principle was chosen because the master thesis research has limited time which can be 

used. All the comments went through prioritization and planning on how to implement the suggestions 

into the application. 

 

3.3.2. Share outcomes and assessment with practitioners 

The outcome of our research is developed application. This application can be assessed 

furthermore and revised. We would like to share this application with other students through KM 

course. It can be bring additional knowledge by using it. There can be more practitioners who can 

provide valuable feedback and comments. Moreover it can unhide flaws or even be upgraded or 

modified by other researchers. 
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Second outcome of the research is this thesis which could be read by other students. It has 

included the ADR methodology which we used. Initial knowledge and goals which were created and 

achieved. 

Thirdly we shared outcomes and of course the application with the TO. They were part of the 

ADR and they had knowledge about the stat of research during the whole process. TO is also aware of 

the outcomes and gained knowledge. 
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 Discussion 

During the whole master thesis writing and creating process we went into one issue. This issue 

was our time management and possibilities. Both of us worked at full time and our master thesis work 

has been considerably prolonged. Furthermore we did not even think of possible date of final 

submission because of never-ending occurrences of new issues. At one point we came out with the 

idea of prioritization of functionalities. After that, for some crucial functions, we created only pilots, 

that it is possible to create such functionality, how it is viewed by other people and what are theirs 

comments. 

From our point of view this work can create other possibilities for GBM-OA improvement and 

research. First of all, it would be nice to see how other people would rate this application and what 

would be their suggestions. It can be used in risk assessment processes. Knowledge can be gathered 

and application possibly improved or evaluated more deeply. What we found out was that it is a benefit 

during the risk analysis. But how could be this benefit even enhanced? 

Our suggestions for improvements are in area of providing clues. Even in the literature review 

was stated that risk analysis should provide possibilities and preferences for answer (for example like 

ISO does), but should be adaptable as GBM-OA is. This should increase the use and easiness of the 

application. During our meetings we were talking about few possibilities. One possibility was to create 

container owners according TO teams. These owners would be pre-defined and could be chosen. 

Second possibility was to take for example ISO or some other list of risks, technologies and work 

positions which would be embedded. This possibility was the less accepted from our point of view. 

Another possibility was to conduct first exhaustive risk analysis and this analysis should fill the 

application database.  

What we found during literature review was that there is very little or no information about 

risk analysis tools and their comparison. Lack of this information slowed our work. On the other hand 

it is research possibility. The only relevant article with some information was from Al-Ahmad et al. [23].  
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 Conclusion 

In the beginning of this master thesis we stated following research question:  

Q: How can tool support help with appliance of information security risk assessment method 

GBM-OA? 

To answer this question, we have contacted organization, in which we have executed GBM-OA 

method during Knowledge Management course. Feedback from this course gave us an idea of creating 

GBM-OA web tool to make execution of method easier and manageable.  

We have conducted a literature review focused on existing risk analysis methodologies and 

trends in risk management. On top of it we have analyzed freely accessible online risk analysis tools to 

support requirements gathering for GBM-OA web tool.  

As a research methodology we have chosen Action Design Research and run two iteration with 

our target organization using IT Dominant BIE. Result of first iteration was working alpha version of 

GBM-OA tool that contained all OA sheets of method and simple administration section. During second 

iteration we incorporated ideas gained from literature review and organization. Output from second 

iteration was a working online risk analysis tool that consist of:  

       Online manageable GBM-OA worksheets 

       Risk analysis project view 

       Summary section with dashboard widgets 

       Worksheet export functionality 

       Administration section  

Version of tool, which we have used in organization is accessible only from their private 

network. For presentation purposes we have registered domain www.gbm-oa.com, which is accessible 

to everybody who wants to try to GBM-OA tool or just to get familiar with method. 

 We asked members of organization who participated on this project for their reflections and 

reviews using questionnaire (included in Apendix I). Results of questionnaire combined with received 

feedback confirmed, that tool support can help apply and execute GBM-OA risk analysis method easier. 

  

http://www.google.com/url?q=http%3A%2F%2Fwww.gbm-oa.com%2F&sa=D&sntz=1&usg=AFQjCNEmmgI5afYDGBYWk78O_BldBKxl2A
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Appendix I - Questionnaire survey 

 

We have performed this survey with each member of TO team in person. Some questions required 

just selecting an option, others provided space for reflection. 

1. As a non IT security educated personnel. How hard it was to you to understand GBM-OA?   

a. 2 – easy; The genre concept was harder to understand. 

b. 2 – easy; 

c. 1 – very easy; 

d. 3 – moderate;  

e. 2 – easy;  

2. Do you think that this application will improve the use of GBM-OA risk analysis? 

a. 2 – agree; as one doesn’t need to prepare all the worksheets, the process of first time 

conducting can be speeded up. 

b. 2 – agree; The Genre Based Method needs better interconnection. 

c. 3 – moderate; 

d. 2 – agree; 

e. 2 – agree; 

3. How would you grade the common understanding of the whole team? 

a. 1 – very good; 

b. 1 – very good; 

c. 2 – good; English language was for everyone in the team second language 

d. 2 – good; 

e. 1 – very good; 

4. Is the application easily used? 

a. 1 – strongly agree; 

b. 1 – strongly agree; 

c. 1 – strongly agree; 

d. 2 – agree; Still the GBM-OA method knowledge is needed. 
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e. 1 – strongly agree; 

5. Do you think that this application will improve the collaboration? 

a. 2 – agree; 

b. 1 – strongly agree; 

c. 2 – agree; 

d. 2 – agree; future suggestion would be to create differentiation between users and 

their role in the GBM-OA team.  

e. 1 – strongly agree; The user management enabled users participation with different 

roles. 

6. What kind of other summaries would you include to the application? 

a. Risk assigned to me. Action for each risk and actual status of the risk. 

b. Status of the highest risks. Summary of assets at chosen container. 

c. Risk assigned to me. Mine assets and related risks. 

d. Summary of the threat actors and vulnerabilities. 

e. Summary of the changes made during period. 

7. Are there any other areas for the risk analysis evaluation which you would include? 

a. No. 

b. Time consumption.  

c. Modularity of risk analysis method. Time for conducting analysis. 

d. Time consumption. Knowledge bank. 

e. Type of application, architecture. 

8. Will you use this application in the future for the risk analysis? 

a. Yes. 

b. Yes. 

c. After some improvements. 

d. Yes. 

e. After fully tested with other employees. 

9. Do you find implementation of GBM part of the method suitable?  
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a. Yes, I do not see any problem with it. 

b. Would be interesting to see own implementation, similar to the OA part of method. 

c. Yes, completely fine.  

d. It is additional work for administrator to set up Google spreadsheet for every project. 

But on the other this had to be done before as well. 

e. Yes, we saved a lot of time.  

  

10. Additional comments regarding GBM-OA application or taken approach. 

a. I could not participate on every team session but I must say I am satisfied with a work 

that has been done. I definitely see an improvement in GBM-OA execution. I hope that 

there will be time and opportunity to use this application for risk analysis again in 

future. 

b. I am looking forward to use the application. It is a useful tool. 

c. Visual representation of risk analysis helped us to see emerging risks. I think that 3rd 

iteration would be good to finalize summary part of application and to further shape 

user interface improvements.   

d. GBM-OA tool is a helpful friend in a field of risk analysis. With another development 

cycles plus online support, it may be an interesting tool also for a wider audience. 

Comparing web tool to a previous excel worksheets, I see a distinct improvement in 

sense of time-saving and overall visibility of a project.  

e. I am satisfied with the work and the application. Currently we are not paying too much 

attention to the security and risk analysis as such. This initiative showed us that exist 

possible risk scenarios that could affect our business and our reputation in front of 

customer.  

I found it beneficial, that we were able to identify assets and corresponding containers. 

This way of thinking, points out their importance to our business and make us think 

about their security, which is unfortunately kept behind.  
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Appendix II - GBM-OA application manual 

Overview 

GBM-OA web tool was developed to enhance experience and to make the GBM-OA risk analysis 

easier. 

 Web tool with test data is located on: http://www.gbm-oa.com 

 Test account: Test, Password: Test123  

 Source code with DB export is available on http://gbm-oa.com/install/install.zip 

 Documentation on how to use GBM-OA risk analysis and Octave Allegro risk analysis is in 

About section.  

This manual consists of following sections: 

 User management  

 Project management 

 General rules 

o Contains basic rules and principles about how to use the application in general 

 Information about how to proceed through GBM-OA Risk analysis - can be found in paragraph 

four 

 

User management 

User management module in GBM-OA application has following functionality: 

 User creation, modification, deletion 

 Maintaining roles 

 Adding roles to users 

Users are created and managed within settings section 

 

Users are added through “New user” functionality. Each user can be assigned with role. 

There are two roles: 

 Risk analyst 

 Administrator (Only this role have an access to Settings) 

Users need to have login, password and functional email address.  

http://www.gbm-oa.com/
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Removing account is possible by pushing button right to the account. 

 

Project management settings 

Projects are created within settings section. 

Project is created by putting its name into column Project name: and by clicking button Add. After 

that, new project is created and can be seen on the first screen of application.  

New Project is added to List of projects. 

Adding Risk analysts to a project is possible only to created issuers. Pick up the selected user from 

dropdown list and add selected user by clicking + button.  

Delete user from project by clicking x button next to the username. 

 

 

To delete whole project click on the right side of the project. 

Adding GBM spreadsheet to the project (google spreadsheet):  
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Setting spreadsheet can be done on the bottom of Settings section.  By inserting selected web 

address into Url Address column.  

Language settings 

Language is set in the Settings section.  

 

GBM-OA Risk analysis 

User is guided through whole risk analysis step by step.  

Connect to GBM-OA application through web browser by typing web address and put login ID and 

password.  

 

Select project within Overview section.  

 

General principles for use  

These are the general principles which can be used in the application. 

To modify text in columns which are intended to be modified click twice on the selected field. It will 

became available for change. After finishing modification click elsewhere on the page and the field 

becomes read-only.  

To add something in the worksheet use + button:  

To delete line in the worksheet use - button:  
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In the next window choose part of the GBM-OA methodology which would you like to use. 

 

To modify GBM - excel choose GBM 1-3 section. Now you are allowed to use GBM spreadsheet.  

Within GBM spreadsheet you are allowed to use all the functionality provided by google. 

 

To modify risk measurement criteria choose OA 1. 
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Adding new Measurement criteria push the  button. It will create new criteria.  

 

 

The name of the measurement criteria can be renamed. 

 

You can add new measurement criteria by pushing  button. 

To order measurement criteria according to business needs. You can use drag and drop functionality. 

Drag selected criteria and drop on the chosen place. 

To modify critical information assets profiles and containers use OA 2-3. 

  

To modify asset profiles choose profile and use according to general principles.  
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To modify container click on one of the icons displayed bellow: 

 Technical containers:  

 Physical containers:   

 People container:  

If the container picture has no color, it means that there are no data inserted yet. 

To modify Information asset risk profiles and mitigation strategies use step OA 4-8. 
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To modify Information asset risk worksheet click on the desired risk. 

 

To modify mitigation strategy click on Mitigation. 
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If the Mitigation says Add Mitigation this means that the field is empty. 

To add containers and the strategy related to exact container click  button. 

Executive overview 

Executive overview can be found in Overview section. 
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