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Abstract 

This Master’s Thesis investigates the possibility to combine Web Services and 
mobile ad hoc networks (MANETs). Web Services provide methods on how to 
distribute services over the Internet in a standardized way. In order to distribute 
services in a decentralized manner the peer-to-peer (P2P) model was adopted. 
JXTA, an open network platform for P2P computing, was chosen as P2P 
platform. With JXTA as starting-point, three obstacles have been identified 
during the working process; how to distribute Web Services using JXTA, how to 
deploy JXTA in mobile ad hoc networks and how JXTA is deployed in devices 
with limited resources. Two approaches in how to distribute Web Services using 
JXTA are presented. Three main issues are identified and discussed 
concerning the deployment of JXTA in MANETs. JXTA’s own solution to 
devices with limited resources is presented and restrictions with this solution are 
identified. 

The conclusion reached is that it is possible to combine the Web Services 
technology with the P2P technology, in this case JXTA. The mobility aspect, on 
the other hand, is an issue in JXTA since it was originally developed for fixed 
networks. This issue must be dealt with by JXTA in order to combine Web 
Services with MANETs using JXTA. However, we reached the conclusion that 
JXTA will work in mobile environments in a near future, since JXTA is 
continuously improved. 



  

Sammanfattning 

Det här examensarbetet undersöker möjligheten att kombinera Web Services 
och mobila ad hoc-nätverk. Peer-to-peer (P2P) modellen har använts för att 
kunna sprida tjänster på ett decentraliserat sätt. JXTA, en öppen 
nätverksplattform för P2P, valdes som P2P plattform. Med JXTA som 
utgångspunkt har tre problem identifierats under arbetets gång. Dessa problem 
är: hur Web Services kan spridas i ett nätverk med hjälp av JXTA, hur man kan 
få JXTA att fungera i mobila ad hoc-nätverk och hur JXTA fungerar i enheter 
med begränsade resurser. Två alternativ till hur man kan sprida Web Services i 
ett JXTA nätverk presenteras. Tre problem beträffande JXTA i mobila ad hoc-
nätverk har identifieras och möjliga lösningar till dem diskuteras. JXTAs egna 
lösning för enheter med begränsade resurser presenteras och begränsningar 
med denna lösning har identifierats. 

Slutsatsen vi har kommit fram till är att det är möjligt att kombinera Web Service 
teknologin med P2P teknologin, i det här fallet med hjälp av JXTA. Däremot är 
det svårt att få JXTA att fungera tillfredsställande i mobila ad hoc-nätverk 
eftersom JXTA är utvecklat för nätverk med en fast infrastruktur. För att det ska 
vara möjligt att kombinera Web Services och mobila ad hoc-nätverk genom att 
använda JXTA måste problemen med mobiliteten lösas inom JXTA. Tack vare 
att JXTA ständigt utvecklas tror dock vi att JXTA inom en snar framtid kommer 
att fungera bra även i mobila nätverk. 
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1 Introduction 

1.1 Background and problem description 

This master’s thesis investigates the possibility to combine two emerging trends 
in computer networking. These two trends are Web Services and mobile ad hoc 
networks. 

Web Services are a set of standards and a programming method for sharing 
data between different software applications. In other words, Web Services is a 
standardized way to distribute services on the Internet. These standards were 
originally developed by major software manufacturers (for example Microsoft 
and IBM) and have then been widely adopted. The Web Service standards is 
now maintained and further developed by W3C1. Web Services simplifies for 
service providers thanks to their interoperability and extensibility and the fact 
that they can be combined in a loosely coupled way to achieve complex 
operations. Programs providing simple services can interact with each other in 
order to deliver sophisticated added-value services [29]. 

Thanks to the increasing range of applications and the distribution of new 
wireless communication technologies, cellular phones, Personal Digital 
Assistants (PDAs) and tablet PCs are becoming more common among users. 
These mobile units can be directly connected to each other in wireless 
networks, using for example Bluetooth2 or Wireless Local Area Network 
(WLAN). Ad hoc networks emerge when these mobile systems are connected in 
infrastructure-less environments. This means that these networks do not utilize 
any stationary infrastructure, instead they are restricted to use services 
provided by the participating units. Service providers could benefit from 
integrating Web Services with these kinds of networks.  

Why is it desirable to combine Web Services and mobile ad hoc networks? 

This thesis initially focused on a military aspect, where combining Web Services 
and mobile ad hoc networks could be useful to allow military units to 
communicate and share services in a hostile environment. In a hostile 
environment there is no available infrastructure and it is not possible to set up a 
permanent one. In such areas the military units rapidly need to establish 
network communication in order to access functional Web Services, such as 
map services in order to get an overview of the current area. This should be 
done without the enemies’ knowledge. The advantage of using Web Services is 
that existing services on Internet and internal networks can be used. However, 
there seems to be other application areas where combining Web Services and 
mobile ad hoc networks would be beneficial. One area could be an emergency 
site where it is crucial for rescue personnel to establish communication fast in 
order to save lives. An example of a Web Service that could be useful in these 
types of situations is one that makes it possible for resources to be delegated to 
where they are needed the most. Another area could be a business meeting, 
where the participants might need to exchange information with their personal 

                                                 
1 http://www.w3.org 
2 http://www.bluetooth.com 

http://www.w3.org
http://www.bluetooth.com
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computing devices. For example they can use Web Services that allows them to 
share diagrams, reports or to synchronize their calendars in order to book future 
meetings. It can also be assumed that leisure and entertainment will be 
potential usage areas for mobile ad hoc networks combined with Web Services. 

Is it possible to combine Web Services technology with infrastructure-less 
mobile ad hoc networks? 

Web Services are developed for fixed and stable client-server networks, while 
ad hoc networks are flexible due to node movement. Web Services are stored 
in servers and the services are published in central registries. Ad hoc networks 
are networks without any fixed network infrastructure. In mobile ad hoc 
networks nodes can join and leave at any time. This can result in problems 
keeping an up-to-date view of available services and which unit(s) that provides 
the service. If a central registry is used in mobile ad hoc networks, nodes 
containing such information, may not be available at all times. This would result 
in that if the node holding the registry were absent, the service could not be 
found. Moreover, if the node containing the service is not present, the service 
could obviously not be used. Therefore it is necessary to store and distribute 
services in a different manner. We believe that one way of utilizing the 
functionality of Web Services in mobile ad hoc networks could potentially be 
peer-to-peer technology. Peer-to-peer is a distributed computing model where 
neither client nor server status exist. Thus, the peer-to-peer architecture is 
decentralized. Information and services are directly exchanged between nodes 
in the network.  

This thesis focuses on: 

How can Web Services and mobile ad hoc networks be combined using peer-
to-peer technology?  

1.2 Scope 

This thesis focuses on peer-to-peer as a method to combine Web Servcies and 
mobile ad hoc networks and to use JXTA as peer-to-peer platform. These 
technologies were recommended by the supervisor at Ericsson. Despite these 
recommendations the use of peer-to-peer and JXTA will be justified later on. 
Even though multiple languages can be used to develop a Web Service, this 
thesis considers Web Services based on the Java 2 Platform, Enterprise Edition 
(J2EE). This was a requirement from Ericsson.   

In order to answer the last question in section 1.1 (written in Italic style) there 
are two areas concerning Web Services, mobile ad hoc networks and peer-to-
peer that must be looked into. These areas are: related technologies and issues 
to be dealt with. 

Related technologies 

• The Java 2 Platform, Enterprise Edition (J2EE) framework with 
home/remote interfaces, Enterprise JavaBeans (EJB) and 
Containers. In this thesis the Web Services are based on J2EE as 
framework, and can be implemented using EJB.   
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• The J2EE directory service interface, Java Naming and Directory 
Interface (JNDI), and naming service providers, for instance the 
Lightweight Directory Access Protocol (LDAP) directory back-end 
server. Since Web Services are based on J2EE the naming and 
accessing services used are JNDI and LDAP.  

• Ad hoc networks and multi-hop routing protocols such as Dynamic 
Source Routing (DSR) and Ad hoc On demand Distance Vector 
(AODV). In order to propose a suitable routing algorithm for mobile 
ad hoc networks such routing protocols must be investigated.  

• The J2EE Web Services (JSR-109) and how to define services 
using Web Service Description Language (WSDL). In order to 
understand how to distribute Web Services in mobile ad hoc 
networks it is necessary to understand how Web Services works in 
regular client-server networks.  

• Peer-to-peer technologies such as JXTA are looked into to see if 
they can be used to combine Web Services and mobile ad hoc 
networks. 

Issues to be dealt with 

• Look into how the directory service could be realized; for instance 
an Universal Description, Discovery and Integration (UDDI) 
registry using JNDI service look-up (JSR-109 specification) and an 
LDAP directory back-end server. These Web Service building 
blocks might need to be realized in a different manner in mobile ad 
hoc networks, since these technologies are server based. 

• Look into the message protocols Hypertext Transport 
Protocol/Hypertext Transport Protocol over Secure Socket Layer 
(HTTP/HTTPS) and Simple Object Access Protocol (SOAP), since 
SOAP let applications exchange information over HTTP. Web 
Services uses SOAP to communicate. 

• Identify problems combining Web Services with MANETs (Mobile 
Ad hoc Networks). 

1.3 Document outline 

Section 2 describes the working process for this master’s thesis. Section 3 
gives a short description to different technologies relevant for this thesis. After 
this introduction to the technologies section 4 investigates which problems that 
combining Web Services and MANETs could result in. Section 5, 6 and 7 will 
then discuss how these problems can be dealt with. Section 8 concludes the 
work. Finally section 9 presents some issues that have not been looked into in 
this thesis, but that might be of interest for future research.  
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2 Methodology 

This is a theoretical study that considers many different technologies. A great 
deal of research was required to understand and be able to suggest solutions. 
Neither an implementation nor any tests or simulations have been performed. 
The main sources of information have been: 

• Published papers. 

• Conference papers. 

• Working papers. 

• White papers. 

• Internet pages/sites. 

• Books. 

Analyzing the gathered information often lead to that new research had to be 
done and more information was gathered. The supervisor at Ericsson has 
continuously contributed with opinions. This work procedure resulted in 
proposals to the identified problems. This course of action is presented in figure 
2.1. 

Gathering information

Analyzing information

Problem

Input by Ericsson

Proposal  
Figure 2.1: Working procedure 

Though the working procedure has the form of a loop, the thesis is presented in 
a straightforward way. 
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3 Related technologies 

On the basis of the issues presented in section 1.2, this section provides an 
introduction to relevant technologies. This is done in order to understand basic 
concepts and to be able to later on motivate why some ideas were rejected and 
others embraced. The first section covers the Web Service technology and how 
they can be built using J2EE. Since Web Services originally were developed for 
client-server networks, these are described in section 3.2. Mobile ad hoc 
networks are covered in section 3.3. Since we will examine the peer-to-peer 
technology as a possible solution to distribute Web Services inside mobile ad 
hoc networks, these kinds of networks are described in section 3.4. JXTA, an 
open network platform for peer-to-peer computing, is covered in section 3.5 and 
3.6. Finally section 3.7 discusses routing protocols for ad hoc networks to be 
able to motivate which protocol that suits the network model in this thesis.    

3.1 Web Services and J2EE 

Web Services are services that are made available for web users or other web-
connected programs. These services can be found on business’ web servers. 
Web Services range from general services such as storage of streaming video 
down to more specific services such as geographic services, for example a map 
service.  Another example of a service, which potentially could be a Web 
Service, is a bank application where customers can check their accounts and 
make transactions. Thus, any service on the Internet could be a Web Service, 
even though users might not be aware of this.  

Web Services are application components that are designed to support 
interoperable machine-to-machine interaction over a network. Due to the use of 
XML-based (Extensible Markup Language) open standards, such as the Web 
Services Description Language (WSDL), Simple Object Access Protocol 
(SOAP), and Universal Description, Discovery and Integration (UDDI) this 
interoperability is gained. These standards provide a common and interoperable 
approach for defining, publishing, and using Web Services. To ensure 
interoperability the Basic Profile3 specifies how a set of core Web Services 
specifications should be used together. XML is similar to the Hypertext Markup 
Language (HTML). Both XML and HTML contain markup symbols to describe 
the contents of a page or file. XML is extensible because the markup symbols 
are unlimited and self-defining [19, 30].   

Web Services can be developed using any programming language and can be 
deployed on any platform. The J2EE platform provides XML APIs and tools 
needed to design, develop, test, and deploy Web Services and clients that fully 
interoperate with other Web Services and clients running on either Java-based 
or non-Java-based platforms. The service interfaces (represented as WSDL 
documents) are implemented with J2EE Enterprise Beans. JSR-109 (Java 
Specification Request) is a specification that defines Web Services for J2EE 
architecture. JSR-109 allows J2EE technologies to provide an industry standard 
for developing and deploying Web Services on the J2EE platform [13].  

                                                 
3 http://www.ws-i.org 

http://www.ws-i.org
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Web Service DiscoveryWeb Service Provider
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UDDI/LDAP Name ServerClient Workstation
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1. Publish service

2. Find service3. Communication

 
Figure 3.1: The Web Service technology 

The service provider describes the Web Services using WSDL, which forms the 
basis for Web Services. The WSDL document contains, besides the service 
description, information about where the service is located and how to invoke it. 
The service provider then publishes this document in a UDDI registry. UDDI 
enables business to list themselves and their services on the Internet. A service 
consumer can then use UDDI to search for a specific service. When the service 
consumer has discovered a service it uses the WSDL document to learn how to 
communicate with it. All communication including the one between the 
consumer and provider is performed with SOAP. SOAP allows one application 
to send an XML message to another application. Figure 3.1 illustrates a service 
provider publishing a service in an UDDI (step 1). A service consumer then 
searches and finds the service (step 2).  At last communication is established 
between the consumer and the provider (step 3) [26, 30].  

3.1.1 Enterprise JavaBeans 

Enterprise JavaBeans (EJB) technology is a server-side component 
architecture for the J2EE platform. EJB technology enables simplified 
development of distributed, transactional, secure and portable applications 
based on Java technology. An EJB application can be exposed as a Web 
Service using JAX-RPC (Java API for XML Remote Procedure Call). JAX-RPC 
uses the SOAP standard and HTTP, so client programs can make XML-based 
remote procedure calls over the Internet. JAX-RPC also supports WSDL [23]. 

Using the J2EE platform the Web Services’ interface could be implemented 
using EJBs. There are three kinds of beans; session beans, entity beans and 
message-driven beans. How to combine these different types of beans depends 
on the characteristics the provider of the service would like the Web Service to 
have. EJBs and their containers transparently manage transaction, security and 
concurrency [6]. 

3.1.2 Java Naming and Directory Interface 

Java Naming and Directory Interface (JNDI) is used to look up Web Services 
according to the JSR-109 specifications. JNDI supplies naming and directory 
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functionality, and provides a common interface to existing naming services. A 
naming service maintains a set of bindings, which relate names to objects. All 
objects in a naming system follow the same naming convention. The naming 
service maps the names of objects to references to their location in the network. 
A directory service provides a way to manage the storage and distribution of 
shared information. JNDI is independent of any specific implementation. In 
order to publish a service, the service provider creates a JNDI name that is 
used as a service reference. The service can then also be published in a UDDI 
registry, although it is not required. The publishing in the registry is done in 
order to make the service available on the Internet, since JNDI discovers 
objects and functions inside intranets. 

Applications can use JNDI to access multiple naming and directory services, 
such as Lightweight Directory Access Protocol (LDAP), Java RMI Registry 
(Remote Method Invocation), and Domain Name System (DNS). LDAP, for 
example, is a software protocol for enabling anyone to locate organizations, 
individuals, and other resources such as files and devices in a network, whether 
on the public Internet or on a corporate intranet. LDAP defines how clients 
should access data on the server, not how data is stored on the server.  

The possibility for JNDI to access multiple naming and directory services allows 
J2EE applications to coexist with legacy applications and systems [1, 16, 25, 
30]. 

3.2 Client-server networks 

Today’s Internet is mostly based on the client-server architecture. In a client-
server network the users are dependent of servers, thus it is a centralized 
network. The whole network relies on central servers, without them the network 
would be useless.  

Client-Server Network

Client

Client

Client

Client

Client

ServerServer

 
Figure 3.2: A client-server network 

Figure 3.2 depicts a client-server network. The basic idea is that clients request 
services and servers provide the requested services. If a server would fail, the 
clients connected to that server would not be able to access any services. 
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Some examples of servers in the Internet are Web servers, mail servers, FTP 
servers, etc.  

3.3 Mobile ad hoc networks 

An ad hoc network is a small network without any fixed network infrastructure. 
They often have wireless or temporary plug-in connections. In Latin, ad hoc 
literally means "for this", further meaning "for this purpose only". Ad hoc 
networks are formed when two or more units (hosts) are in proximity of each 
other. Two ad hoc networks may also merge to become one at any time, and 
one ad hoc network may partition into two. Ad hoc networks require multi-hop 
routing (using routing algorithms such as AODV or DSR, these algorithms are 
further described in section 3.7). Multi-hop routing is necessary since the 
participating devices in these networks have limited coverage areas and in 
order to reach a node (not in direct proximity) multiple network hops are 
required. In a mobile ad hoc network each unit acts as a router, forwarding 
packets to other units. No central administration is necessary to establish a 
working ad hoc network, since all participating units help one another. 

The characteristics of a mobile ad hoc network (MANET) are the lack of fixed 
and wired network infrastructure. Static IP addresses, used in the traditional 
client-server model, are inconvenient to use in a MANET because of the 
dynamic network topology. The mobile hosts in a MANET can dynamically join 
or leave the network at any time, and units can move from one network domain 
to another. The joining and leaving is both due to user control and/or to user 
movement outside the radio signal coverage. This means that the network 
connectivity can be suddenly and intermittently stopped. Examples of devices 
that can be used in a MANET are cellular phones, PDAs (Personal Digital 
Assistant) etc. Such devices have limited resources considering available main 
memory, mass memory, CPU speed and battery power, and therefore the 
resources need to be used as effectively as possible. Furthermore the 
bandwidth is typically smaller than the bandwidth available in fixed networks [4, 
30]. 

Mobile Unit

Tablet PC
PDA

PDA

PDA

 
Figure 3.3: A Mobile Ad hoc Network 



   
 Open 

MASTER'S THESIS REPORT 
Prepared (also subject responsible if other) No. 

EMW/FH Mia B Norberg, Terése Taaveniku EMW/FH-04:059 Uen 
Approved Checked Date Rev Reference 

  2005-04-29 A  
 

 10 
 

Figure 3.3 illustrates a MANET with four different nodes. Nodes inside each 
other’s radio coverage area are able to communicate. The participating devices 
can only use services provided by the other devices involved in the network. A 
MANET is specified on the network layer, which means that it is address driven. 
An address driven network is based on locations. This means that when a 
participant wants to connect to a specific unit, the network is searched for the 
address of that unit, utilizing routing protocols. This is in contrast to a content 
driven network where the participants want to connect to services instead of 
specific nodes (i.e. the node’s address) [21]. 

3.4 Peer-to-peer networks 

Like the client-server architecture, peer-to-peer (P2P) is also a distributed 
computing model, but there is an important difference between them. The P2P 
architecture is a decentralized architecture, where neither client nor server 
status exists in the network. Every unit in the network, referred to as a peer, has 
equal status. This means that a peer can either request a service or provide a 
service. Even though peers all have equal status in the network, they do not 
necessarily have equal physical capabilities. A P2P network might consist of 
peers with varying capabilities, from mobile devices to mainframes. A mobile 
peer might not be able to act as a server due to its limitations of resources, 
even though the network does not restrict it in any way. 

The benefit of P2P is the ability to share services without the expense involved 
in maintaining a centralized server, instead information can be directly 
exchanged between peers [15, 30]. 

Peer Peer

Peer

Peer

Peer

P2P Network

IP Network

 
Figure 3.4: A peer-to-peer network 
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The topology of a P2P network is continuously changing due to transient 
connections. This means that peers remains at the same physical location but 
disconnects or changes peer groups. In a P2P network the logical and physical 
structure are not the same. Figure 3.4 illustrates how P2P networks create a 
virtual network on top of the IP-layer. This means that the connections between 
peers in the virtual network seem to be direct, even though they are not 
connected directly on the physical layer. In this way peers can directly share 
files, send messages, or distribute other kind of content with each other [14, 21]. 

Well-known P2P applications are ICQ, Napster, Direct Connect and Gnutella. 
(Some of these applications are in fact server-based, but from the user’s view 
they appear to be P2P.) The protocols of these applications are often 
proprietary and incompatible. Therefore networks formed by these types of 
applications create closed communities. These communities are independent of 
each other and cannot benefit by each other’s services [6, 31]. 

3.5 JXTA 

To make it possible for devices in an arbitrary network to communicate and 
collaborate in a P2P manner, the JXTA technology can be applied to that 
network. JXTA is an open network platform for P2P computing. It is a set of 
open, generalized protocols that provides a platform with the basic functions 
necessary for a P2P network. JXTA is short for juxtapose, as in side by side. 
Project JXTA started as a research project incubated at Sun Microsystems to 
address the P2P space. The JXTA protocols are independent of any 
programming language (Java, C/C++, Perl etc.), and multiple implementations 
(called bindings in JXTA) exist for different environments. The JXTA protocols 
can be implemented on top of TCP/IP, HTTP, Bluetooth, HomePNA4 (Home 
Phoneline Network Alliance), or other transport protocols.  
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Figure 3.5: A JXTA network 
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The idea behind JXTA is that the JXTA peers create a virtual network, as shown 
in Figure 3.5. In this virtual network any peer can interact with other peers and 
resources directly, without knowing the technology and standards of the other 
peers. A physical node is not in fact connected directly to other physical nodes; 
instead the nodes are connected through the virtual peer that represents them 
[12]. 

The peers in JXTA are grouped into peergroups in order to share services or for 
security reasons. All the peers in a specific peergroup have the same services. 
There are four types of peers in the JXTA network; minimal edge peer, full-
featured edge peer, rendezvous peer and relay peer [2, 24]. 

A minimal edge peer can send and receive messages, but does not cache 
advertisements or route messages for other peers. A full-featured edge peer 
also sends and receives messages, but in contrast to the minimal edge peer it 
will typically cache advertisements. A rendezvous peer is like any other peer 
(except for minimal edge peers), and maintains a cache of advertisements. 
However, unlike edge peers, rendezvous peers forward discovery requests to 
help other peers discover resources. A relay peer maintains information about 
the routes to other peers and routes messages to peers. Relay peers also 
forward messages on the behalf of peers that cannot directly address another 
peer (e.g., NAT environments), bridging different physical and/or logical 
networks. Any peer can implement the services required to be a relay or 
rendezvous peer. One single peer can serve as both a relay and a rendezvous 
peer [24]. 

3.6 JXME - JXTA for Java 2 Micro Edition  

Applications for devices with limited capability, such as PDAs and cellular 
phones, can be implemented using Java 2 Platform, Micro Edition (J2ME). 
J2ME is a stripped-down version of Java, suitable for devices with limited CPU 
and memory. If such a device is to be used as a peer, it is not suitable to use 
JXTA in its original form, since it consumes too many resources. Therefore 
JXTA for J2ME (JXME) might be a more appropriate alternative. The purpose of 
JXME is to provide JXTA compatible functionalities on devices with limited 
resources that use the Connected Limited Device Configuration (CLDC) and the 
Mobile Information Device Profile (MIDP). Using JXME, any MIDP device is 
able to participate in P2P activities with other MIDP devices. A MIDP device is 
also able to participate, with some restrictions, in P2P activities with JXTA peers 
running on desktops, workstations, and servers [27].  

3.7 Routing protocols for ad hoc networks 

In mobile ad hoc networks, each node can communicate with the nodes within 
its proximity, i.e. nodes inside its radio coverage area. If two nodes are not 
directly inside each other’s coverage area, multi-hop communication must be 
managed. Routing algorithms for ad hoc networks are usually classified into two 
categories. These categories are proactive (table driven) and reactive (on 
demand) routing algorithms. There is an additional category that is a 
combination of proactive and reactive routing, namely hybrid routing [2, 8].  
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3.7.1 Proactive routing 

A node running a proactive routing algorithm has the full network view at every 
time, like a regular router in the Internet. The network view is saved in a table, 
which contains any path that can be used to reach all the nodes in the network. 
As soon as the network changes the topology updates are broadcasted to all 
nodes in the network. The route establishment can take place very fast, 
because the data of a path is simply extracted directly from the table for each 
peer. The disadvantage of these routing algorithms is the number of required 
topology updates within a time period. In case the number of nodes in the 
network rises over a certain threshold, these kinds of routing algorithms are not 
feasible anymore. This is because these algorithms require too many resources 
for the storage of the data and takes too much bandwidth to exchange the 
tables [2, 20]. 

3.7.2 Reactive routing 

Unlike proactive routing algorithms, reactive routing algorithms do not store 
paths; instead the route is discovered when needed. Nodes using a reactive 
routing algorithm do not send any kind of topology updates to its neighbors. 
Instead a node floods a Route Request (RREQ) through the network if it wants 
to set up a route to another node. The answer to that request is called a Route 
Reply (RREP), and contains the routing information. The reply is sent either 
from the destination node or an intermediate node, which knows the route to the 
destination. Figure 3.6 depicts the route discovery and reply of reactive routing. 
The advantages of these algorithms are the limited use of resources, as well as 
the limited use for the transmission bandwidth. The main disadvantages are the 
time needed to search for the path, as well as the risk of loops. Examples of 
reactive routing algorithms are the Ad hoc On Demand Distance Vector (AODV) 
[20] and the Dynamic Source Routing (DSR) [20] algorithms [2].  

Source Destination

Node

Node

1. RREQ

1. RREQ

2. RREQ

4. RREP
3. RREP

 
Figure 3.6: Reactive routing 
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AODV  

The Ad hoc On Demand Distance Vector (AODV) routing algorithm is a routing 
protocol designed for mobile ad hoc networks. Since AODV is a reactive routing 
algorithm it only builds routes between nodes when a source node requests it. 
AODV only keeps track of next hop of a route instead of the entire route.  

When a source node wants to send data to a node with a route not in its routing 
table it broadcasts a Route Request (RREQ). Every node that receives this 
RREQ creates a route to the source node. If the receiving node is not the 
destination, and does not have a route to it, the RREQ is broadcasted again. If 
the recipient is the destination, or have a route to it, it sends a Route Reply 
(RREP), which is unicasted back to the source. Every node on the route back to 
the source updates their tables with the route to the destination. If a node 
receives the same RREQ more than once, it discards it and does not forward it. 
When the source node receives a route to the destination it can begin to send 
data. The route with the fewest hops is always chosen if multiple RREPs are 
received, even if transmission of data has begun.  

As long as a route is active, every node along the route maintains it in its routing 
table. A node removes a route from its table if the route has been inactive for a 
certain period of time. If a link breaks under data transmission a Route Error 
(RERR) is sent to the source node. Every node along the way then invalidates 
this route. This is done in the source node as well. If it wants to continue with 
the transmission it has to send a new RREQ [5, 18].  

DSR 

Dynamic Source Routing (DSR) is also a reactive routing algorithm. Unlike 
AODV, DSR uses source routing, that is, the sender knows the complete hop-
by-hop route to the destination. These routes are stored in a route cache. The 
data packets carry the source route in the packet header.  

To send data to an unknown destination the source node floods the network 
with a Route Request (RREQ). Every node that receives the RREQ, checks its 
own route cache for the destination. If the route is not to be found in the route 
cache, the RREQ rebroadcasted. If the node receiving the RREQ either is the 
destination or possesses the route to the destination, it replies with a Route 
Reply (RREP). Both the RREQ packet and the RREP packet are source routed. 
The RREQ builds up the path traversed across the network. The RREP routes 
itself back to the source by traveling this path backwards, assuming that the 
links in the network are bidirectional.   

If a link failure is detected, the node that tried to use that link sends a Route 
Error (RERR) packet to the source node. The RERR contains the addresses of 
the nodes at both ends of the link in error. When a RERR is received the hop in 
error is removed from this node’s route cache, and all routes that contain this 
hop must be truncated at that point [10, 18].   
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3.7.3 Hybrid routing  

Hybrid routing is a combination of proactive and reactive routing. A hybrid 
routing protocol initiates the route determination procedure on-demand. The 
Zone Routing Protocol (ZRP) is an example of a hybrid routing protocol. ZRP 
uses a proactive protocol to maintain up-to-date routing information to all nodes 
within its routing zone. A routing zone is a collection of nodes within a 
predefined number of hops from the source node. If the destination does not 
appear in the source node’s routing zone, the routing is based on a reactive 
global route discovery. The source node bordercasts the query to its peripheral 
nodes. Bordercasting is a packet delivery service that allows a node to 
efficiently send a message to its peripheral nodes. If the destination is a 
member of the peripheral node’s routing zone, a route reply is sent back to the 
source node. A node will discard any route query packet that it has previously 
received. If the peripheral node does not find the destination in its routing zone, 
the message is bordercasted to its peripheral nodes in turn [8].  
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4 Combining Web Services and MANETs 

As mentioned in section 1.1 it is desirable to combine the Web Service 
technology with MANETs. In section 1.1 we also stated that the P2P technology 
could be a possible solution.  

Web Service Provider

Data
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Mobile Unit

PDA

PDAPDA

Tablet PC

Link

WLAN

Link
J2EE Application Server

LAN

Mobile Unit

PDA PDA

PDATablet PC

WLAN

Link

Consumed Services:
* Order Service
* Streaming Video Storage
* Map Repository
Produced Services:
* PDA Status
* Web Cam

 
Figure 4.1: Possible network scenario 

Figure 4.1 illustrates a scenario with a Web Service provider and potential Web 
Service consumers that resides in two different mobile units. The Web Service 
provider has radio-based links (for example Mini-link or Link-16) that connects it 
with the mobile units. The provider is also connected to a Local Area Network 
(LAN) where it can communicate with ordinary Web Service consumers, and 
access UDDI. The mobile units are MANETs and therefore they function even if 
the link that connects them to the Web Service provider is down. This means 
that the two mobile units in the scenario can work as separate MANETs where 
users can communicate and make use of each other’s services. The mobile 
units can also communicate with other mobile units in their proximity. The 
mobile units may partition into smaller MANETs or merge to create a larger 
network.  

Examples of devices in the mobile units are PDAs, Tablet PCs and more 
powerful devices such as laptops. The more powerful devices could provide the 
radio link connection to the provider in the LAN. The PDAs and the Tablet PCs 
are connected to each other on a WLAN.  

The following sections will discuss problems that arise combining Web Services 
and MANETs.    
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4.1 Combining Web Services and MANETs using JXTA 

All Web Service-related technologies and major implementations depend on the 
client-server model. However, it is not desirable for the mobile units in this 
scenario to be centralized. That is, they should not rely on a central server but 
be as autonomous as possible. If the mobile networks depend on a server and 
that server becomes unreachable, the communication between the remaining 
nodes in that network would be ruined. Besides this, the majority of the devices 
in the mobile networks are relatively small and therefore do not possess the 
resources to act as servers. In order for the mobile units to be able to make use 
of the Web Services available at the service provider, without depending on a 
central server, it might be possible to distribute the services within the mobile 
network using P2P.  

In a P2P network every node can serve as both client and server (see section 
3.4). P2P systems are decentralized, self-organizing and distributed and 
therefore provides good fault resistance and network resilience. Benefits from 
adopting the idea of distribution is good scaling possibilities and that resources 
and processes can be moved closer to the access point.  

However, as described in the scenario the mobile units are considered to be 
MANETs, since they do not have a fixed network infrastructure. MANETs and 
P2P networks are similar in many ways but they also have some important 
differences. 

One important difference between P2P and MANETs is that a P2P network is 
specified on the application layer, while a MANET is specified on the network 
layer. Thus, a P2P network is content driven while a MANET is address driven. 
This mean that in a P2P network a participant searches to find a service, and 
after finding it, inquires which address that has that service. In a MANET a 
participant wants to connect to a certain address and utilizes routing protocols 
to find it. Both P2P networks and MANETs are temporary networks; however in 
a MANET the nodes are mobile. The topologies are continuously changing in 
both P2P networks and MANETs. In a MANET the change is due to node 
movement while in a P2P network it is due to transient connections. A more 
detailed description of MANETs and P2P networks are presented in section 3.3 
and 3.4 respectively [21, 22]. 

The fact that P2P is content driven makes it possible to locate specific services 
instead of specific nodes, as in MANETs. This makes the P2P model more 
suitable when services are a central part in the network, as Web Services are in 
this thesis. That is why we want to combine the P2P model with MANETs. 

As mentioned in section 3.4 there are many different P2P applications available. 
However, P2P applications such as ICQ, Gnutella and Napster tend to use 
protocols that are proprietary and incompatible in nature. The networks formed 
by these types of applications create closed communities. Such communities 
are independent of each other and cannot benefit from each other’s services. 
JXTA was developed to deal with these disadvantages. JXTA provides a solid 
and well-defined base in order to provide a solution to serve all P2P 
applications. JXTA addresses a need for a common P2P language. As 
described in section 3.5 JXTA is not a programming language; it provides a set 
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of protocols that support interoperability among peers in a P2P environment. 
Since JXTA employs XML it makes communication between peers language 
and platform independent. Besides this, the fact that JXTA has a modular 
architecture allows developers to extend the functionality of the modules to 
meet specific needs [4, 6, 31].  

Since JXTA seems to be a well-developed and mature P2P technique it has 
been used as a foundation trying to combine Web Services with MANETs.  

4.2 Routing in JXTA   

In section 3.7 different types of routing algorithms were presented. The purpose 
of this was originally to motivate which algorithm that is the most appropriate to 
use in a MANET. However, as JXTA was chosen as the P2P technology it is no 
longer necessary to recommend a routing algorithm, since JXTA solves the 
routing issue by using its own routing protocol, Endpoint Routing Protocol 
(ERP). JXTA’s way to deal with routing is further discussed here, even though it 
is not completely investigated.  

The JXTA environment uses an adaptive source-based routing, ERP, which is a 
compromise between proactive routing and reactive routing (i.e. hybrid routing, 
for example ZRP described in section 3.7.3). The ERP is used by peers to find 
routes to destination ports on other peers. Route information includes the peer 
ID of the source and the destination, a time-to-live (TTL) for the route, and an 
ordered sequence of Relay peer IDs. A peer ID is a unique identity that every 
peer connected to a JXTA network has. The peer ID will be dynamically bound 
to that peer’s physical address by the JXTA network [22, 24].  

Relay peers are specific peers in JXTA that provide a connection service to the 
nodes of the network that cannot see each other. Edge peers are peers with 
ordinary features and resources. The various types of peers in JXTA are further 
described in section 7. In JXTA the relay peers use a proactive routing 
algorithm. They store some tables with a detailed vision of the network, and 
keep them available to edge peers. If an edge peer needs the path to reach a 
peer, and cannot find it in its local cache, it sends a Route Request. If the 
requesting node can reach at least one relay peer this request is directly sent to 
that relay peer, which sends the desired path to the requesting node. 
Otherwise, the request for the path is spread to all nodes in its proximity. These 
nodes pass on the request until the recipient is reached. Thus, the edge peers 
use the reactive routing algorithm (similar to AODV or DSR). Once a reply is 
received, the routing information is stored as an advertisement (advertisements 
are further described in sections 5.1 and 6.1). In this way the routing information 
can be used again if needed [2, 24].  

4.3 Obstacles to overcome  

We have found three obstacles to overcome combining Web Services and 
MANETs with JXTA:  

• Distributing Web Services using JXTA. 



   
 Open 

MASTER'S THESIS REPORT 
Prepared (also subject responsible if other) No. 

EMW/FH Mia B Norberg, Terése Taaveniku EMW/FH-04:059 Uen 
Approved Checked Date Rev Reference 

  2005-04-29 A  
 

 19 
 

P2P networks do not rely on servers, while Web Services are based on the 
client-server model. Furthermore, it is not specified how services are invoked in 
JXTA. 

• Deploying JXTA in MANETs. 

JXTA relies on fixed and stable connections, while nodes in a MANET are 
mobile and can leave the network, move, and reconnect to the network in a 
different domain.  

• Deploying JXTA in devices with limited resources.  

JXTA in its original form requires too many resources for devices with limited 
memory and CPU.  

These three obstacles will be further discussed in the three following sections. 
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5 Distributing Web Services using JXTA  

When trying to combine Web Services with JXTA we have found two things that 
must be considered: 

• P2P does not rely on servers. 

• How can Web Services be invoked and distributed in JXTA? 

These issues will be discussed in the following sections.  

5.1 P2P not server based 

One problem that arises trying to combine Web Services with JXTA is the fact 
that Web Services are developed for client-server networks, while the JXTA 
network (since it is based on the P2P model) does not rely on servers. Web 
Services are advertised and queried from a centralized registry, such as 
Universal Description, Discovery and Integration (UDDI), which makes it 
possible for providers and consumers of services to connect and communicate. 
In a JXTA network all peers are meant to have the same responsibilities and 
status, and therefore a centralized registry does not agree with the basic idea of 
P2P. In a P2P network broadcast techniques might be required to discover 
services, while Web Services are stored in UDDI registries that are available at 
well-known locations.  

In a P2P network the failure of a single node does not affect the whole network 
since the network is decentralized and self-organized. In order to gain from 
these advantages, it is desirable to distribute the Web Services in a P2P 
manner rather than using a centralized registry. 

Theoretically, a JXTA network can be completely centralized if wanted and 
services can be stored in UDDI registries. However, since the objective in this 
thesis is to distribute Web Services in a MANET, the network needs to be 
somewhat decentralized to provide good fault resistance and network 
resilience. In the JXTA network the decentralization is achieved by spreading 
JXTA Services in the network using advertisements.  

A JXTA advertisement is a structured XML document that contains information 
about resources, such as peers and services.  A peer that wants to advertise 
itself announces an advertisement on the JXTA network. If a specific resource 
(for example a specific service) is wanted, the peer first looks in its local cache, 
since earlier discovered advertisements may have been stored there. If there is 
no advertisement corresponding to that specific resource in the local cache, the 
JXTA network is queried for an advertisement that describes the desired 
resource [6].  

For Web Services to be visible inside the JXTA network, they need to be 
distributed as advertisements (in some way). JXTA modules are an abstraction 
used to represent any piece of code used to implement a behavior in the JXTA 
world. The JXTA module advertisements provide a way for publishing services 
in a peer group and also give the specifics about where to find the service 
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implementation. This module is divided into three types; the Module Class 
Advertisement, the Module Specification Advertisement and the Module 
Implementation Advertisement. 

The Module Class Advertisement is primarily used to advertise the existence of 
a module class. Each module in JXTA has a unique Module Class 
Advertisement to identify its Module Class (the service).  

The Module Specification Advertisement’s main purpose is to provide 
references to the documentation needed in order to create conforming 
implementations of that specification. 

The Module Implementation Advertisement defines an implementation of a 
given module specification. It includes name, associated module ID, as well as 
code, package, and parameter fields, which enable a peer to retrieve data 
necessary to execute the implementation. 

These three modules together represent a combination of UDDI (in the sense of 
publishing and finding service descriptions) and the Web Services Description 
Language (WSDL) (in the sense of defining transport bindings to the services). 
Thus these advertisement modules need to be used, in one way or another, to 
make Web Services visible inside of the JXTA network [9, 24]. 

The next section will further discuss how Web Services can be advertised and 
invoked in a JXTA network. 

5.2 Service invocation from a JXTA network 

The use of Web Services in a JXTA network involves some complications since 
JXTA does not consider how services, other than core services, are invoked. 
Any service invocation is possible, including opening direct socket connections 
to the service, performing Remote Method Invocation (RMI) on a remote service 
object or simply sending messages to the target peer formatted in accord with 
the Simple Object Access Protocol (SOAP) document model. The Module 
Specification Advertisement, mentioned in section 5.1, exposes the information 
on how to communicate with the service, but no standard for service invocation 
has been adopted by JXTA. Web Services, however have a standard for how 
services are invoked. The WSDL document describes the service and also 
contains the information about where and how to invoke the service. As said 
earlier, the WSDL document can be found in a UDDI registry, where it has been 
published by a service provider [6, 9, 31].  

To support flexible service invocation, some services might specify a proxy 
object. A proxy is an object that represents the service on the JXTA network, 
and has the capability to communicate with other network resources, some of 
which might not be accessible via JXTA communication mechanisms [6].  

In the following sections two suggestions on how to distribute and invoke Web 
Services inside a JXTA network are presented. Section 5.2.2 discusses the 
differences between these two and which one that is preferable to use for the 
scenario in this thesis. 
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5.2.1 Two alternative solutions 

Proxy generated from the WSDL document  

One way to solve the problem with service invocation in JXTA is to use the 
Proxy Model described in [9], where a reachable Web Service can be invoked 
from inside a JXTA Group. Peers with common interests forms peer groups 
(JXTA Groups). Any peer is free to be part of as many peer groups, as it wants. 
Using the Proxy Model the user is unaware of if the particular service is a Web 
Service or JXTA Group Service. This means that the Web Service could be 
discovered, located, and invoked similar to any other JXTA Service. A JXTA 
Group Service is a service that does not belong to a single peer, but to a whole 
peer group. JXTA Group Services are implemented by several peers and these 
implementations are equivalent. A peer requesting this kind of service can use 
any of those service implementations [6, 9]. 
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Figure 5.1: The Proxy Model architecture 

The current JXTA model uses a service class that invokes methods on the local 
class implementation. In the Proxy Model, depicted in figure 5.1, the WSDL 
document is used to dynamically generate a proxy class. This proxy class 
makes it possible to invoke the remote Web Service from the JXTA network. A 
WSDL compiler translates the WSDL definition of a Web Service’s interface into 
java source files. The generated interface and the associated files are used by 
the proxy class implementation to access the Web service. That is, the proxy 
class becomes the JXTA Service that in its turn will be advertised inside the 
JXTA network. This seamlessly integrates the Web Service invocation into the 
JXTA model and creates an interface to access the Web Service using Web 
Service protocols in an implementation independent manner.  

In this way the JXTA client would not require prior knowledge of the Web 
Service. The implementation of the JXTA Service relies on "just-in-time" 
creation of dynamic proxy classes generated from WSDL documents. The proxy 
class uses SOAP to communicate with the Web Service, but the client does not 
need to understand SOAP. The proxy class should be implemented as part of a 
JXTA Service. This can be done without any change to JXTA’s module 
advertisement framework and allows a peer in the JXTA network to access a 
Web Service through a JXTA Service.  
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The local class is not necessary in order for the Proxy Model to work, but the 
Web Service can be implemented as a true JXTA Service if wanted. As long as 
the proxy class and the JXTA Service implementation implement the same 
interface, they can be used as replacements for each other. In order to create a 
JXTA Service that corresponds to the Web Service, the Web Service and its 
methods must be made visible. The local class should implement the method(s) 
similar to the method(s) of the Web Service. That is, the local class implements 
the interface of the Web Service. The local class provides the functionality to a 
JXTA Service. The proxy class that delegates the client request to the Web 
Service also implements the interface implemented by the local class. 

When a JXTA peer makes a request for a service, a factory will use either the 
local class (if one exists) or the proxy class to try to load the Web Service 
interface. Which of the classes that will be chosen should be specified in a 
service description. This service description describes how a remote Web 
Service should be implemented as a JXTA Service. All this should be hidden 
from the client peer accessing the service. The service description is to be set 
by the peer who creates the service that it wants to publish in the JXTA network 
[9].  

SOAP-over-P2P 

Another way to make Web Services work over a P2P infrastructure is to use 
SOAP over P2P. Most present SOAP deployment works over HTTP (Hypertext 
Transfer Protocol). This means the XML payload of SOAP requests and 
responses travel over HTTP. Using JXTA the transport of SOAP messages is 
accomplished through JXTA pipes. A JXTA peer is connected to the JXTA 
network through a pipe service. The pipes are capable of receiving any type of 
data payload. For example, for a SOAP request the pipe will be used to carry 
XML payloads. 
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Figure 5.2: The SOAP-over-P2P architecture 

The SOAP-over-P2P Model is described in [6]. This model is illustrated in figure 
5.2. The application has two modules; one JXTA peer implementation module 
and one SOAP client implementation module. The SOAP client implementation 
is responsible for the interaction with SOAP servers (both local and remote 
servers). Any application that a peer would like to have on its own machine can 
be hosted on the local SOAP server. The JXTA peer implementation module 
provides all JXTA functionality. Due to the JXTA peer implementation module, 
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the application does not need neither an HTTP URL (Uniform Resource 
Locator) nor a static IP address and can still host its Web Services and expose 
them to the outside world. All peers are responsible to manage their own 
content and respond to queries from other peers. As usual in JXTA, services 
must be described using the JXTA module advertisements. Due to this it is not 
necessary to have central registries, search engines, and web servers using 
this SOAP-over-P2P Model.  

The service provider that wants to advertise a Web Service over the JXTA 
network will ask the SOAP-over-P2P application to advertise it. The application 
asks for the name and the description of the Web Service and receives this 
information from the service provider. Then the application creates an 
advertisement according to the provided data, and publishes it at all known 
JXTA rendezvous points. The SOAP-over-P2P application also creates an input 
pipe and starts listening for service invocation requests. 

The remote SOAP server can be any SOAP server over the Internet. The 
SOAP-over-P2P application can invoke this remote server through regular 
client-server interaction. Other JXTA peers are not aware of whether the 
exposed Web Service is located in the local or the remote server. The remote 
SOAP server is not necessary for this model to work. However, as in the 
network scenario in figure 4.1, if a peer wants to use a service unavailable in 
the mobile unit, but available at the Web Service provider’s server, that server 
acts as a remote SOAP server.   

Both the provider and the client peers must be instances of the SOAP-over-P2P 
application in order to make the Web Service invocation over the JXTA network 
possible. In addition to this, the client must know the name of the Web Service 
in order to invoke the service. The name of the Web Service can be retrieved 
from JXTA advertisements. Since peers in JXTA networks are supposed to 
manage their own data, it can be useful to extend the SOAP-over-P2P Model 
with client-side UDDI features. These features simplify the management of data. 
That is, the client-side UDDI could keep track on both local services as well as 
information about other services found via advertisements. The client does not 
need to know the location of the service; this is taken care of by the JXTA 
network [6].    

The SOAP-over-P2P Model is implemented in the Java programming language, 
and all code needed can be downloaded from Java P2P Unleashed’s 
homepage [6]. 

5.2.2 Which model is preferable?  

To decide which model that is the most suitable for the scenario in this thesis 
we have made a comparison between the two proposals in this section, along 
with a discussion of their pros and cons.  

In the Proxy Model, two different implementations of the service can be made, if 
wanted. One is the original Web Service implementation and the other one is a 
true JXTA Group Service implementation. If both implementations are wanted it 
results in additional work for the service provider. The SOAP-over-P2P Model 
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does not implement the Web Service as a JXTA Group Service; it only 
advertises the Web Service as a regular JXTA Service.  

The WSDL document contains a description of the Web Service. In the Proxy 
Model this document is used to generate a runtime representation of the 
interface of the Web Service. It is a good idea to make use of the WSDL 
document, however this requires the use of a specific tool (a WSDL compiler). 
The SOAP-over-P2P Model does not depend on any specific tool. This model 
only requires knowledge of the Java programming language, since all modules 
are based on this. Therefore we believe that the SOAP-over-P2P Model is more 
flexible. Unfortunately, there is no available API since the SOAP-over-P2P 
Model is not a generally known concept.  

Both the Proxy Model and the SOAP-over-P2P Model use SOAP for 
communication, but in the Proxy Model this is hidden from the user. In the 
SOAP-over-P2P Model, both the service provider and the client have to agree 
on the use of SOAP. However, we do not consider this to be a too extensive 
limitation, since all peers still have to agree on the use of JXTA.  

The Proxy Model’s application consists of several parts (factory, WSDL 
compiler, proxy class etc.). The SOAP-over-P2P Model only requires two parts 
(JXTA peer implementation and SOAP client implementation). These two parts 
are added to the peer without any changes in the “core”. The SOAP-over-P2P 
Model does not require that the peer is neither a complete JXTA peer, nor a 
complete SOAP client. This makes this model flexible in the way that it works 
both over JXTA networks as well as over the Internet. In the Proxy Model the 
peer is a JXTA peer, and therefore this model is limited to JXTA networks.  

In the SOAP-over-P2P Model all the code needed can be downloaded from 
Java P2P Unleashed’s homepage [6]. This allows the service provider to add 
additional features to the application. As mentioned earlier, the requesting peer 
must know the exact name of the service in order to invoke it. Thanks to the 
open source code, a client-side UDDI can be added. This client-side UDDI 
would allow users to search for services (and thus the name of the service) over 
UDDI registries. The ability to add UDDI features makes the SOAP-over-P2P 
Model more alike the original Web Service architecture.  

The conclusion we have reached is that, although both models has their 
advantages and disadvantages, the SOAP-over-P2P Model seems to be more 
suitable for this thesis, due to its flexibility and straightforward approach.  
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6 Deploying JXTA in a MANET 

JXTA, in its current version, was developed for a fixed infrastructure. That is, 
JXTA does not consider highly dynamic environments where peers leave the 
network, move to another location, and reconnect to the network in a different 
domain. Therefore some issues problems arise trying to use JXTA in a MANET: 

• Updates of advertisements. 

• Updates of endpoints. 

• Multiple interfaces. 

The following sections will describe why these topics are problems and discuss 
possible solutions.  

6.1 Updates of advertisements 

In a JXTA network all resources such as peers, peer groups, pipes, and 
services, are represented by advertisements. These advertisements are 
language-neutral metadata structures represented as XML documents, and are 
used by the JXTA protocols to describe and publish the existence of resources. 
Peers discover resources by searching, using the JXTA Discovery Service, for 
the advertisement corresponding to that resource. The discovered 
advertisements may be cached locally. The Peer Advertisement hold specific 
information about the peer such as its name, peer ID, and available endpoints.  

Each advertisement is published with a lifetime and an expiration time. The 
lifetime specifies the maximum amount of time that the advertisement will 
remain valid. After this time the creator will need to republish the advertisement. 
The expiration time is the amount of time that advertisements will live in a peer’s 
cache. After this time the advertisement should be refreshed from the source. 
Lifetimes enable the deletion of obsolete resources without requiring any 
centralized control [12, 24]. 

Since JXTA relies on fixed and stable connections the lifetime is set to a high 
value (approximately 10 years!) and there is no way for a user application to 
configure it. Ad hoc networks are often temporary and therefore there is no 
need for advertisements to have an extremely long lifetime. The expiration time 
is also a bit extreme for these types of networks (20 hours). Both the lifetime 
and the expiration time concern the platform, not specific advertisements. We 
believe that it is unnecessary to keep the advertisement in the cache longer 
than necessary, especially since most devices in MANETs have limited 
resources. For example an advertisement could remain in the cache even 
though the resource represented by it no longer is accessible. In JXTA peers 
cannot expect a response on a query message since a reply is generated only 
when a query is successful. Therefore, a peer trying to access a resource that is 
absent does not get an error message [12, 31].  

During the initialization of JXTA in a MANET we believe that the network 
administrator should reduce the default value of the lifetime for all 
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advertisements. It would also be desirable for the service provider to be able to 
set the lifetime for service advertisements. A service provider probably knows 
approximately how long its service will be valid, and could therefore set the 
lifetime to an appropriate value. According to [4] it would be valuable if the user 
application could configure the peer advertisement lifetime. If the peer knows 
that it will remain in the same area for some time, the lifetime can be larger than 
if the peer moves a lot. Furthermore it would also be useful for the user 
application to be able to change the expiration time. The expiration time could 
be set depending on different parameters, for example available storing 
capabilities [4]. 

The local cache will handle advertisements that have expired, but it is also 
possible to remove an advertisement before it has expired, using a flush 
method in JXTA’s Discovery Service. One might want to use this method if the 
peer that originally published the advertisement cannot be reached although the 
expiration time has not been reached [7].   

6.2 Updates of endpoints 

A peer endpoint encapsulates all of the available network interface addresses 
for the peer. A peer endpoint is a Uniform Resource Identifier (URI) that 
uniquely identifies a peer network interface (e.g. a TCP port and associated IP 
address). Endpoints can be illustrated as business cards where the different 
ways to contact a person are listed (phone, email address, fax etc.). The 
endpoint corresponds to a network address and is set during the initialization 
phase of the platform, but JXTA does not provide any mean to modify that 
address at runtime. This means that if a peer loose contact with the network 
while communicating with another peer, and then tries to reconnect to the 
network through another access point, it will not be able to join the peer 
community again. The reason for this is that there is no way to update the 
peer’s endpoint and the other peers can therefore not see it. In JXTA’s current 
version, the only way to rejoin the same peer community from a different access 
point is to reinitialize the JXTA platform to make the new address visible. This is 
a crucial limitation when trying to use JXTA in highly dynamic environments 
where peers frequently log off, move and log on again (i.e. environments of a 
MANET) [4, 24, 28].  

If JXTA has the ambition to work well in mobile environments the problems 
concerning endpoints must be dealt with, to enable peers to leave the 
community and rejoin it to another access point, while keep granting 
connectivity. Every peer should be able to update its endpoint (i.e. the network 
address). This should be handled transparently so that the peers in the 
community do not realize that the peer in fact is attached to another access 
point [3, 4].  

We believe that the identification of peers should be realized in a way where the 
peer ID is completely detached from the physical IP address. This would make 
it possible to rejoin the same peer community from a different access point 
without needing to reinitialize the JXTA platform.  

We have looked at two different approaches: the Host Identity Protocol (HIP) 
and Mobile IP. Both solutions hide the IP address from the upper layers.  
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Mobile IP uses two addresses, one home address and one care-of address. 
The home address is the IP address that the node is assigned by its home 
network. The current access point (outside the mobile node’s home network) 
assigns the care-of address to the mobile node. Mobile IP requires a router that 
resides on the home subnet. This router forwards packets sent to the home 
address to the care-of address. In this way continuity is maintained throughout 
the session, since home address does not change [17].   

Although Mobile IP hides the change of address from the nodes, the solution is 
still dependent of the IP address. Therefore we believe that HIP is a more 
suitable solution.  

HIP is under development at Ericsson Research, Finland and at the Internet 
Engineering Task Force (IETF). The purpose with this protocol is to separate 
the location and host identity roles of IP addresses by introducing a new name-
space, Host Identity. The Host Identity is a public cryptographic key of a public-
private key-pair. The host receiving a packet identifies the sender by first getting 
the correct key and then decrypting the packet. The upper-layer protocols are 
bound to the Host Identity and not to the IP address and port number. Hence, 
changes to the address will not affect an ongoing session. Further information 
about HIP is available at IETF’s homepage (http://www.ietf.org) [11].   

6.3 Multiple interfaces 

Even though a JXTA peer can support multiple network interfaces, it only allows 
one interface to be active at a time. This causes a problem if there is a node 
between a wired LAN network and a wireless network, as in figure 6.1. This 
intermediate node can only communicate over one network at a time, i.e. the 
node cannot serve as a bridge between the two networks [4]. 

Wired Network

PC

LAN

Intermediate Node

Mobile Network

PDA

PDAPDA

Tablet PC

WLAN

 
Figure 6.1: Multiple interfaces 

To cope with this limitation a possible solution could be to implement a new 
module in JXTA. This module should, according to [4], monitor every new peer’s 
network interface that turn active at anytime and then notify JXTA’s Endpoint 
Service about the new interfaces. The Endpoint Service provides an access 
point to all the endpoint protocol implementations installed on a peer, allowing a 
programmer to send a message using these endpoint protocol implementations. 
Each new interface should then be made available to the application as new 
endpoints. This would make it possible for an intermediate node to 
communicate with different interfaces simultaneously [3, 24]. 

http://www.ietf.org
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7 Deploying JXTA in devices with limited resources 

JXTA for J2ME (JXME) was developed to provide a JXTA compliant framework 
for portable devices with limited resources, such as PDAs and cellular phones. 
Java 2 Platform, Micro Edition (J2ME) is a stripped-down version of Java, 
suitable for small devices with limited CPU and memory. JXTA in its original 
form is not suitable on small devices, since JXTA consumes too many 
resources. The purpose of JXME is to transfer the features of JXTA to portable 
devices equipped with J2ME using the Connected Limited Device Configuration 
(CLDC) and the Mobile Information Device Profile (MIDP). MIDP combined with 
CLDC, provides a standard Java runtime environment for compact mobile 
information devices, such as cell phones and mainstream PDAs. Using JXME, a 
MIDP device is able to participate, with some restrictions, in P2P activities with 
JXTA peers running on desktops, workstations, and servers. Peers on such 
devices with limited resources would likely be minimal edge peers [2, 23, 24, 
27]. 

One limitation with JXME is that it does not support XML, therefore a JXME 
peer implements binary messages instead of XML messages. A JXME peer 
uses the HTTP transport. However, J2ME only has an HTTP client and does 
not have an HTTP server. This means that a J2ME device can only send HTTP 
requests but cannot open ports to listen for and receive incoming HTTP 
requests [22]. 

JXME peers have the function of minimal edge peers because of their lack in 
resources. Due to this JXME peers cannot play complex roles in the network, 
and they cannot provide any service to the other members of the peergroup. 
For this reason, the functions that require a wider use of resources have to be 
moved to the JXTA relay peers [2]. 

When a JXME peer is activated, it requests to connect to a relay peer. If this 
connection is not available, it does not activate. Once the connection is made, 
the relay peer maintains the state of the JXME peer, and makes it visible to the 
rest of the JXTA network. Figure 7.1 illustrates JXME peers connected to the 
JXTA network via a relay peer. Should the connection with the relay peer fail, 
the peer remains idle until it can connect to the same or another available relay 
peer. Thus the JXME peer takes the function of a client, while the relay peer 
takes the function of a server. Each JXME peer regularly polls the relay peer, 
checking whether it contains some new messages. This does not correspond to 
the P2P model where all participants have the same rights and duties.  
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Figure 7.1: The relations between JXME peers and the relay peer 

We consider the use of the relay peer the biggest constraint with JXME, 
because if the relay peer disappears the JXME peers disconnects from the 
network. Even though two mobile devices are in range of each other, they 
cannot communicate if no JXTA relay peer is present in their scope. This is a 
significant limitation in the creation of a pure P2P structure in mobile 
environments, especially when considering MANET-like architectures. The 
collapse of any peer should not affect the stability and effectiveness of the 
network.  

Since JXME peers do not support XML, and JXTA use XML advertisements, it 
would be convenient to have a service that converts the XML advertisements 
into binary format and vice versa. One way to deal with this would be that the 
XML advertisements are converted to binary format while they are received; this 
solution is presented in [2]. The advertisements can then be stored in the peer. 
If an advertisement is to be sent from a JXME peer it should be converted into 
XML format during transmission.   

A solution to the problems related to the dependency on relay peers is also 
presented in [2]. The solution is for the JXME peer to regularly broadcast a 
message containing its address (peer ID). This is done once the peer is 
activated. If another peer within scope receives this message it should store the 
information and then reply to the sender by using the address received. The 
reply should contain the address of the receiver so that the receiver becomes 
known to the original sender. Now it is possible for the two peers to 
communicate directly. Once connection is made the messages should be 
broadcasted less frequent, in order to optimize the use of the bandwidth. If the 
peers are disconnected the broadcast messages is sent with closer intervals 
again [2].  
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8 Conclusions 

To be able to combine Web Services and mobile ad hoc networks (MANETs) 
we suggest that a peer-to-peer (P2P) architecture is used. This decision is 
based on the fact that many P2P networks are content driven and therefore 
participants in these kinds of networks search for services instead of addresses 
as in MANETs. We considered JXTA to be the most appropriate choice of P2P 
networking platform since it is language and platform independent and has a 
modular architecture, which makes it simpler for developers to extend the 
functionality of JXTA. For Web Service providers and consumers to be able to 
share services in a decentralized manner, all participating nodes in the network 
have to agree on using JXTA. 

In the beginning of the work of this thesis we investigated routing algorithms in 
order to propose a suitable algorithm for MANETs. None of the described 
algorithms were chosen since JXTA has its own solution to routing.    

Three main obstacles to overcome to achieve the goal of this thesis were 
identified, namely: how to distribute Web Services using JXTA, how to deploy 
JXTA in MANETs, and how to deploy JXTA in devices with limited resources. 
Possible solutions to these problems have been proposed. Other problems 
have just been identified and are left for future researchers to deal with. These 
problems are presented in section 9.  

To overcome the first obstacle, the distribution of Web Services using JXTA, we 
stated that the services needed to be distributed in the JXTA network as JXTA 
advertisements. Web Services are originally searched for in centralized servers. 
The use of advertisements allows Web Services to be searched for and found 
inside the JXTA network. However, JXTA does not provide any standard for 
service invocation. We looked at two alternative solutions that provide a way to 
both advertise and invoke Web Services in a JXTA network. These solutions 
are presented in section 5. Of the two solutions we preferred the SOAP-over-
P2P Model, since we believe that this it is a more straightforward and plain 
solution that easily can be extended in order to add new features.  

The second obstacle, the deployment of JXTA in MANETs, arise from the fact 
that JXTA was developed for fixed networks. In JXTA each advertisement is 
related to a lifetime and an expiration time that says how long a resource is 
valid and how long the advertisement should be stored in a peer’s cache. 
Because of JXTA’s fixed nature the values of these two variables are set too 
high considering MANETs. We stated that the network administrator should 
reduce the lifetime and the expiration time, but also that the user should be able 
to adjust them. This would prevent unnecessary storage in cache and obsolete 
advertisements. To grant connectivity during movement it is essential to 
separate IP addresses and peer IDs, so that peers are not bound to a specific 
location. This separation can be accomplished using the Host Identity Protocol 
(HIP). We also presented Mobile IP as a possible solution, but since this 
solution still is dependent on IP addresses we preferred HIP. JXTA does not 
support the use of multiple interfaces simultaneously. Inside a pure mobile 
network this is not a problem. However, if a node wants to communicate both a 
mobile node and a wired node simultaneously it is a problem. According to [4] a 
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new module that monitors every new peer’s network interface must be added in 
JXTA. The interfaces would then be made available as new endpoints; and this 
would make it possible for a peer to communicate over multiple interfaces. 

The third obstacle was to deploy JXTA in devices with limited resources. Such 
devices do not provide the resources needed for JXTA to be deployed on them. 
We described JXME as a possible solution to make these sorts of devices able 
to be part of the JXTA network. Still, JXME has many restrictions, where the 
most devastating limitation is the dependency on relay peers. A suggestion on 
how to overcome the dependency of relay peers was discussed. In this solution 
the JXME peers regularly broadcast a message to make the surroundings 
aware of their existence. Even though bandwidth optimization was considered 
in this solution, the traffic in the network might be a problem if many users try to 
connect simultaneously. However, we assume that small devices such as PDAs 
will continue to develop resulting in devices with more CPU and memory. 
Hence, the need for JXME will disappear since the devices will manage to make 
use of regular JXTA. 

Extensive research is continuously done considering JXTA, to improve its 
functionality and add new features. Thanks to this, we believe that many of the 
problems identified in this thesis will probably be solved in the future. 

Our final conclusion is that Web Services and peer-to-peer technologies, in this 
case JXTA, are possible to combine. However, the problem lies in the mobility 
aspect, since both Web Services and JXTA, are developed for fixed networks. 
To apply Web Services in mobile ad hoc networks using JXTA, JXTA has to 
overcome some limitations (see section 9). Theoretically it is possible to 
combine Web Services and mobile ad hoc networks, even though the solution 
with JXTA does not work satisfactory at the moment. We believe that JXME is a 
step in the right direction since it allows mobile devices to participate in the 
JXTA network. If JXTA worked well in mobile networks it would have a wider 
field of application since one can assume that networks becomes more and 
more mobile. Finally, we believe that it is a good idea to use peer-to-peer in 
order to distribute Web Services in mobile ad hoc networks. 
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9 Future work 

This thesis has focused on how Web Services and mobile ad hoc networks can 
be combined using peer-to-peer. However, we have not considered the security 
aspect at all. Security in JXTA is basically based on trust. XML messages 
provide the ability to add metadata such as certificates and public keys to JXTA 
messages, enabling basic security. In order to increase security one possibility 
could be to use the Host Identity Protocol (HIP) mentioned in section 6.2. HIP 
can also be interesting for the developers of JXTA to investigate further 
considering transaction failure due to movement.  

Another issue that should be explored further is how JXTA manages SOAP 
messages with attachments, for example streaming video. 

The load on the network can be an issue if the network gets too extensive, 
since every peer produces traffic by sending out advertisements, requests etc. 
As we have not made any simulations in this work, it is hard to estimate how an 
extensive network is defined (number of nodes, types of links and resources of 
the participating devices). Due to this, it is difficult to predict how this will affect 
the communication.  

We also believe that JXTA needs to address the problem with updates of 
endpoints and multiple interfaces described in section 6.2 and 6.3 respectively. 
These problems are crucial limitations when considering JXTA in mobile 
environments.  
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Glossary 

 
• Ad hoc In Latin, ad hoc literally means "for this," further 

meaning "for this purpose only," and thus usually 
temporary.  

 
• Ad hoc networks A "Spontaneous" network. A local area network or 

other small networks, in which some of the 
network devices are part of the network only for 
the duration of a communications session or, in 
the case of mobile or portable devices, while in 
proximity to the rest of the network. 

 
• AODV The Ad hoc On Demand Distance Vector.  

 
• Bluetooth Interconnects for example mobile phones, 

computers, and PDAs using short-range wireless 
connection. 

 
• CLDC Connected Limited Device Configuration. 
 
• CPU Central Processing Unit. 
 
• DNS Domain Name System. The Internet’s naming 

service that maps people-friendly names into 
computer-friendly IP-addresses.   

 
• DSR Dynamic Source Routing. 
 
• EJB Enterprise JavaBeans. 
 
• ERP Endpoint Routing Protocol. 

 
• Gnutella A system in which individuals can exchange files 

over the Internet without going to a Web site. Any 
type of files can be downloaded.  

 
• HIP Host Identity Protocol. 
 
• HomePNA Home Phoneline Network Alliance.  
 
• HTTP Hypertext Transport Protocol. 

 
• ICQ A program that enables individuals to send 

messages, files and URLs directly to other 
individuals. Chat sessions or voice and voice-
video connections can be initiated.  
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• IETF The Internet Engineering Task Force. 
 

• IP Internet Protocol. 
 
• J2EE Java 2 Platform, Enterprise Edition. 
 
• J2ME Java 2 Platform, Micro Edition. 
 
• JAX-RPC A Java API for XML-based Remote Procedure 

Calls. 
 
• JNDI Java Naming and Directory Interface. 
 
• JSR Java Specification Request. 
 
• JSR-109 Implementing Enterprise Web Services. 
 
• JXTA The name JXTA is derived from the word 

juxtapose, meaning to place two entities side by 
side or in proximity. 

 
• LAN Local Area Network. 
 
• LDAP Lightweight Directory Access Protocol. 

 
• Link 16 An inter-service data link system serving large 

numbers of users on one single network. It 
provides secure communications, navigation, 
identification, and data exchange. 

 
• MANET Mobile Ad hoc Network. 
 
• MIDP Mobile Information Device Profile. 

 
• Mini-link Uses microwave transmission to transport services 

in wireless and wire line networks, for operator as 
well as enterprise use.  

 
• Napster A system in which individuals can share music 

files (MP3) over the Internet. 
 
• NAT Network Address Translation. An Internet standard 

that enables a local area network to use one set of 
IP addresses for internal traffic and a second set 
of addresses for external traffic.  

 
• P2P Peer-to-peer.  
 
• PDA Personal Digital Assistant. 
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• RMI Remote Method Invocation.  
 
• SOAP Simple Object Access Protocol. 
 
• TCP/IP Transmission Control Protocol/Internet Protocol. 
 
• UDDI Universal Description, Discovery and Integration. 

 
• URI Uniform Resource Identifier. 
 
• URL Uniform Resource Locator. 
 
• WLAN Wireless Local Area Network. 
 
• WSDL Web Services Description Language. 
 
• XML Extensible Markup Language. 




