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Abstract 
Information and protection of information is vital to organizations to protect organizational 

competence. CAD data in form of 2D and 3D models consists of almost all intellectual 

property in research and development organizations. One way of protecting the information in 

the 2D and 3D models is to classify the information in the models. By classifying the 

information security measures can be taken dependent of the classification. It is important for 

organization to make it the culture to classify information, and to use an information 

classification model with shared terms that is understood by all. The information classification 

models should also be aligned with business strategies and processes in the organization to be 

utilized to full extent.
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1 Problem Area 
 

1.1 Introduction 

CAD data in form of 2D and 3D models consist of all from the design of the organizations 

products to prototypes and assembly instructions. It is vital to organizations to protect the 

intellectual property that is saved in the 2D and 3D models. The models are often also shared 

with collaboration partners. It is then vital to protect the 2D and 3D models when sharing with 

external parts (Wang et al., 2006). 

Information is a vital part for organizations. Through information important decisions are 

taken. Information is used by the organization to understand the outside world and 

information is used in organizations to create new knowledge (Choo, 1996). To create 

security controls to protect the information in an organization is vital. Misused organizational 

information can have major implications on the organization. Organization must assess the 

risk of information being misused and the damage this could cause the organization (Fowler, 

2003). In organizations it is not only vital to protect the information created in databases, but 

also the written information kept in documents and files. The damage that written information 

in documents can do to an organization is at least as high as if database transaction 

information is misused. To keep the information in documents and files secure organizations 

has to classify the information, to make it clear for everyone when and how information can 

be shared (Eloff et al., 1996). 

People in organizations of today do often find it difficult to understand security terms and 

why security measures have to be taken. In order to avoid future misunderstanding and to be 

able to share information efficiently in IT security ontology is needed to describe the concepts 

(Donner, 2003).  New technology will constantly evolve and has to be customized to fit the 

business requirements and the business processes to get full value from the IT Investments. 

To get full value from IT investments the strategic alignment method is an effective tool, 

where focus is set on having alignment between IT strategy and Business strategy (Luftman et 

al., 1993). In IT security solutions there also have to be alignment between IT strategies and 

Business strategies to get full value of solutions (Kotulic & Clark, 2004).  Historically 

information security solutions have been implemented, with focus on the technology solutions 

to keep data safe for an organization. It has shown that only technology solutions will not 

solve the security issue. To gain full information security it has to be built in to the culture of 

the organization for individuals to work according to the organizations security models and 

policies, technology cannot solve all (Von Solms, 2000). 

In this thesis it is studied how two information classification models used for 2D and 3D CAD 

models should be aligned. Alignment is studied from a process perspective, how information 

classification models are aligned with processes in an organization and how the information 

classification models are aligned with business strategies. It is also studied how the two 

information classification models could be aligned to one model. This is studied from 

information classification theory, ontology and organizational culture perspective. To study 

this problem area I have chosen a real case in an organization, where the problem with two 
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information classification models that were not aligned did exist. The result from this study 

has not been generalized, and should be seen as an example of how the problem area works in 

the studied organization. 

1.2 Problem 

“Without ontologies, or the conceptualizations that underlie knowledge, there cannot be a 

vocabulary for representing knowledge”, (Chandrasekaran et al., 1999). 

 

To be able to share knowledge and to understand models there has to be a shared terminology. 

If the terminology is not shared the receiver will not be able to interpret the information 

correctly. By having shared ontologies, information and knowledge can be used by different 

parts of the organization which has interest in the knowledge or information (Chandrasekaran 

et al., 1999). One problem in information systems is the use of different terminology to 

describe different domains; this makes it difficult to share information between information 

systems (Swartout & Tate, 1999). 

 

Organizations have to share and manage the information owned by the organization. It is 

important to have effective processes for sharing the information. The organization also has to 

take steps to protect the information from being misused; one step for protection is 

classification of the information (Eloff et al., 1996). Fowler (2003) states that in many 

organizations the technology department builds technical solutions for information 

classification. Information classification is then not done by the business that has the most 

knowledge of the value of the information. 

 

Von Solms & Von Solms (2004) states that for an information security policy or model to be 

used efficiently, it has to be supported by management in the organization and be part of the 

working culture. 

 

Creation of security requirements shall be done according to both internal and external 

business requirements. This since information security threats comes both from inside the 

organization and outside the organization (Calder & Watkins, 2003). 

Luftman (2003) writes that alignment is a top issue for organizations to work with - to be 

successful with IT alignment is a cost saver for organizations. Luftman & Bier (1999) have 

also created a process for how to implement strategic alignment within an organization. 

Luftman (2003) also states that IT alignment is a continuous process. Since the environment is 

continuously shifting for an organization, strategies and technologies must be updated 

accordingly. 

According to Henderson & Venkatraman (1993) one of the problems of IT systems and 

models not being utilized to full extent is because of the lack of alignment between business 

and IT strategies. Henderson & Venkatraman (1993) have created a strategic alignment model 

to show the relationships between IT strategy and Business strategy alignment both from an 

organizational internal and external view. Kotulic & Clark (2004) describes the problem of 

not having alignment of information security requirements and models to business strategies, 

this because there is a relationship between business risk and information security risk. If 

information security processes is not aligned with business processes, the effect of the 

information security processes to protect information can be lost. 
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Information classification theories and models will be used and discussed in the thesis for 

how to align two information classification models, and for how models should be created in 

order to be easy to use and to support security requirements. The reason for studying how to 

align two information security models is based on the problem description by Swartout & 

Tate (1999). Without a shared ontology between models, the models cannot be used 

efficiently by all in an organization. I will also study it-strategy, business strategy and process 

alignment   theories in order to show how an information classification model should be 

aligned with business processes. I will base this discussion on the strategic alignment model 

by Henderson & Venkatraman (1993) and also by the problem description by Kotulic & Clark 

(2004). They are using the strategic alignment model to show that there has to be alignment 

between security models and business processes in order to get full value from information 

security solutions. 

1.3 Purpose 

The purpose of the thesis is to show an example of how information classification models can 

be aligned in an organization, and how it could be aligned with a business strategy and 

process.  

This thesis is created to help organizations that are in the process of creating such a model. 

1.4 Research Question 

How could two different information classification models be aligned? 

How could the information classification models be aligned with business strategies and 

processes? 

1.5 Delimitations 

This thesis will study information classification for 2D and 3D models. How to classify any 

other type of information will not be studied. 

1.7 Outline of the thesis 

This thesis is consisting of six chapters as described below: 

1. Introduction – Background and problem description of the study is presented. 

2. Literature Review – The theory for the study is presented 

3. Conceptual Framework – Use of the theories from the literature review. 

4. Methodology – The choice of scientific methodology is presented 

5. Empirical Data – The result of the empiric investigation is presented 

6. Analysis – Analysis of how the models can be aligned from the empiric investigation 

and literature review results. 

7. Conclusion and discussion – Conclusions about the result is discussed and a 

discussion about the research work and how it could be improved 
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2 Theoretical foundation 

In this chapter theories for alignment will be documented, both from a business-IT 

perspective and from an information security perspective. Ontology theories, theories for how 

information classification models should be created and security awareness theories are also 

documented. The theories will be used in the empirical interviews and in the analysis of how 

to align information classification models. 

2.1 Strategic Alignment 

“Alignment is about a process to ensure that the organizational strategies adapt 

harmoniously” (Luftman, 2003). 

In a mature alignment organization both business and IT are working together to create the 

strategies, and the IT strategy and the business strategy goes hand in hand (Luftman, 2003). A 

study by Kearns & Sabherwal (2006) shows that organizations where there are a strategic 

alignment between business and IT have had experienced better quality in the IT and project 

planning process (Kearns & Sabherwal, 2006).  In order for an organization to be successful 

there has to be alignment between not only the business strategy and the IT strategy, but also 

between the business structure and the IT structure (Bergeron et. al., 2003) 

Luftman & Bier (1999) have created a six step process for how to implement strategic 

alignment in an organization. These six steps are: 

1. Set the goals and establish a team 

2. Understand the business-IT linkage 

3. Analyze and prioritize gaps 

4. Specify the actions 

5. Choose and evaluate success criteria 

6. Sustain alignment 

 

The team is first set with members from different areas of the organization with a clear and 

common goal that is supported by management. The business strategy shall then be analyzed 

and related to the current IT architecture. Where there are gaps they shall be prioritized for 

how important they are to the organization. In the next step the actions for how to solve the 

gaps in business-IT shall be created. Output shall be an action plan specifying activities to 

close the gaps.  The success criteria are then set for each action to be able to measure when 

the gap has been closed and the delivery are approved. Finally the activity to sustain 

alignment is executed. In this step the routines and behavior is created in the organization to 

keep working for alignment between IT and business. It is important that the whole 

organization is continuously working with a culture to keep the thigh alignment between IT 

and business (Luftman & Bier, 1999).  When creating the alignment between business and IT, 

it is also important to do this as an iterative process. Alignment shall be created over time and 

reviewed on a regular basis and enhancements shall be implemented after review comments. 

This will create non-static processes and models that will support business processes and 

strategies when changed and will support continuous improvement (Van Der Zee & De Jong, 

1999). 
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2.3 Strategic Alignment Model 

Strategic alignment is based on two concepts, strategic fit and functional integration. The 

functional integration consists of an internal domain and an external domain. The external 

domain is describing how the organization is handling strategies for all external parties such 

as how to act against other organizations or how to sell the products. The internal domain is 

handling the organizations processes and how the processes should be created, documented 

and how to handle knowledge in the organization (Henderson & Venkatraman, 1993). To 

describe the relationships and integration between strategy, business and IT Henderson & 

Henderson & Ventrakaman (1993) has created the strategic alignment model: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 1: Strategic Alignment Model (Henderson & Ventrakaman, (1993) 
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organization. What is important though is to take into consideration what the affects will be 

on other areas, and to work for alignment between the areas. Even though one area is the 

driver it still has to be aligned with the strategies of the other areas.  (Henderson & 

Venkatraman, 1993) 

2.5 Information Security Classification Models 

Organizations that focus on teaching users, that they will be punished if they are not following 

the company policies will be more effective in implementing security. One way of 

implementing controls to check if policies are followed, is to implement information 

classification, which can be monitored to discover user abuse and prevent user abuse (Straub, 

1990). When creating information security policies and models it is important to know, that 

this is not primarily a technical problem but more a business problem that should be initiated 

by the business. All information security work shall also be based on a corporate policy. It 

must be clear that security models or actions are supported by upper management (Von Solms 

& Von Solms, 2004). The models and policies also have to be taught to the employees in the 

organization, and set to be a part of the culture in order to work (Von Solms & Von Solms, 

2004. 

“Having defined a series of company policies does not ensure that all employees will 

necessarily obey these policies. Ideally these policies must manifest in some company culture 

to ensure appropriate behavior” (Von Solms & Von Solms, 2004). 

Doherty & Fulford (2005) stress the importance of aligning the security policy strategy 

documents with the strategic information strategy plan. This will benefit the security work in 

the organization with examples like; create less chance for high risk security technology to be 

implemented, a more tight alignment to business requirements, more attention to security 

from managers and a culture to work proactive with security solutions. 

Classification of each document individually would demand a lot of work in large 

organizations.  Eloff et al. (1996), has created a model for how to, from the type of document 

created and the content of the document, have the document system automatically set the 

classification. This is done by creating a generic document structure that allows documents to 

inherit the security classification based on the type of document (for example internal or 

external document type). 

According to Fowler (2003), a data classification model shall have the purpose of being user-

friendly and be maintenance friendly. The model shall be categorizing information according 

to availability, confidentiality and integrity. One approach for how to work with classification 

in an organization is to first document all information that should be classified. Then an 

assessment for how to protect the information shall be executed, and then the terms for the 

information classes shall be set. The terms shall be set so they are understandable and clear to 

all users. To each term it shall then be set what shall be done to protect the information for the 

classification. For example if one term is internal, it shall be set which actions that has to be 

taken to protect internal information. Internal documents shall for example be password 

protected. Next step is to start with set classes to the information, and finally this shall be 

done as an iterative process (Fowler, 2003). 
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Eloff et al. (1996), has created a matrix for how to set security classification for a document 

during the creation of a document. The document is classified when in draft mode and when 

in released mode, where “6” is secret and “1” is public.  “0” can be use for a draft document 

to show that classification is not yet necessary. All documents shall also individually be 

classified according to: 

- Confidentiality 

- Integrity 

- Availability 

- Obligations 

- Possibility to change content 

The table below is an example of document classification matrix by Eloff et al. (1996), where 

for example the value “5” for data confidentiality show what measures that should be taken to 

keep the confidentiality. The numbers are graded where “6” implies that high measures for 

protection should be taken and “0” that no measures should be taken. 

Document “XYZ” Processing states  

Security Criteria Draft Released 

Data Confidentiality 5 1 

Data Integrity 0 4 

Data availability 1 3 

Authenticity of communication partners 5 1 

Acceptance of obligations 0 5 

Authenticity of communication content 0 5 

Goal-conform usage 6 1 

Table 1: Example Documentation Classification Matrix 
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2.6 Ontologies in information security 

Information security ontologies can be used to make it easier for people and computer 

systems to interpret information saved in for example documentation classes or policies 

(Tsoumas et al., 2005). An ontology shall also be reusable - as many people and organizations 

as possible should be able to use the ontologies in communication (Uschold & Tate, 1998). 

Tsoumas et al. (2005), has created a definition for generic security ontology as “an ontology 

that elaborates on the security aspects of a system”. Raskin et al.  (2001), does define an 

ontology as “a highly structured system of concepts covering the processes, objects and 

attributes of a domain in all of their pertinent complex relations”. 

In order to create usable ontologies, it is important to do an analysis of the domain. The 

analysis shall include a study for how data relates to each other, what sub categories the 

ontology has, and how the concepts and relations can be described as knowledge. When 

ontologies can be described as knowledge, it can be understood by others and also be shared 

(Chandrasekaran et al., 1999). Tsoumas et al. (2005) has created as security ontology that 

should be iteratively created. For development of security ontology a seven step method has 

been created. The steps consist of activities like creating a common vocabulary for security, 

and the creation of a common security ontology from the IS security concepts and data in an 

organization. 

Uschold et al. (1998) have created enterprise ontology. The purpose of the ontology is to help 

communication, integration, flexibility and support in an organization. The enterprise 

ontology shall act as help in communication between people and IT systems in organizations 

and build of enterprise knowledge databases. The use of shared enterprise ontology can also 

be used by system developers when creating system requirements - as help to understand the 

organization and to use in enterprise business models by the use of shared terms and 

definitions. The ontology has 5 different sections, the “Meta-Ontology and Time” which 

describes the terms. “Activity, Plan, Capability and Resource” section which describes 

process and planning. “Organization” section which describes the enterprise organizational 

setup. “Strategy” section which describes the general strategies and objectives for the 

enterprise. “Marketing” section describes the all marketing activities from sales to promotion. 
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3 Theoretical Framework 
In this chapter I present my interpretation and how I will use the theories presented in the 

literature review. They will be used in the empiric study to define the interview questions 

from the theories. In the analysis part I will use the theories as presented and interpreted in the 

chapter as basis for analysis of the empiric result. I will also use the theories in the discussion 

and conclusion of the result of the study. The theories discussed in the chapter are strategic 

alignment, information classification models and culture and ontologies. 

3.1 Strategic Alignment 
Alignment of business strategies with IT strategies is described by Kearns & Sabherval 

(2006), as being important for success when implementing IT solutions. Bergeron et al. 

(2003) also explain the importance of alignment between business structure and IT structure 

for an organization to be successful with IT implementations. Kotulic & Clark (2004) states 

that security solutions also have alignment between business strategies and security 

requirements. Based on this discussion I decided to use the alignment theories in my analysis 

for how to align the information classification models. This because I see an information 

classification model as a security model, and in my opinion it is therefore important when 

aligning the models to take into consideration how the models are aligned with business 

strategies and processes. 

I have in my analysis of how to align the models used the first three steps, of the six step 

process, for how to implement strategic alignment in an organization by Luftman & Brier 

(1999). 

The first three steps in the Luftman & Brier (1999) model are: 

1. Set the goals and establish a team 

2. Understand the business-IT linkage 

3. Analyze and prioritize gaps 

The reason for not using the last three steps, is because I do think that those steps are 

redundant in the scope of this thesis. How to create the aligned model was instead based on 

the information classification, culture and alignment theories. The six step model from 

Luftman & Brier (1999) was not according to my interpretation intended for use of align 

information classification models, but for how to implement strategic alignment. I also think 

the model can be used successfully for how to align information classification models, though 

I think the steps and the output of the model is very relevant when analyzing how to align the 

information classification models. Using the Luftman & Brier (1999) model does in my 

opinion also improve the structure for the analysis of how to align the information 

classification models. 
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The strategic model created by Henderson & Ventrakaman (1993)  is used to show who the 

driver for the business process studied is. From the empiric result I will analyze who is the 

driver of business process, business strategy, IT strategy or IT technology and thereby 

alignment to business processes. 

3.2 Information classification models and culture 
Von Solms & Von Solms (2004) state that in order to implement security policies 

successfully, the policies should be part of the working culture and not forced on to the 

employees. The policies should also be initiated by the business and be part of the corporate 

policies (Von Solms & Von Solms, 2004). Doherty & Fulford (2005) also state that security 

policies should be implemented in alignment with business processes. 

 In order to successfully align the information classification models and get the models to be 

used in the organization, they have to be part of the working culture. I will in my analysis and 

conclusion use the term working culture, as being something that an individual does in his 

daily work without reflecting. 

I do not approve of the theory of Straub (1990) with monitoring of individuals, and with 

punishment for individuals that does not work according to security policies. In my opinion it 

is much more efficient as described by, Von Solms & Von Solms (2004), to get individuals to 

act according to free will than to act in fear of punishment. Having individuals doing things 

out of fear of punishment, I think will make individuals less innovative and will affect the 

working climate negatively. 

The theories by Fowler (2003) are used to be able to analyze whether the information 

classification models are user friendly, and the terms are understandable to everyone and 

measures exists for protecting the information for each security class. The description by 

Eloff et al. (1996) of an information classification model is used in analysis and theory. I will 

analyze if information classification is done with classification set to a number from 1-6 as 

described by Eloff et al. (1996), even though I do not agree that this is a good example of how 

to classify information. I do not think it is very user friendly as described by Fowler (2003). 

Having the information class set from 1-6, will in my opinion not make it easy for any 

individual to know if information class “1” is secret or public. The information class should in 

my opinion have a name that is easy to understand for all individuals. 

3.3 Ontologies 
Ontology theory is used to be able to analyze if the organization uses the same terminology 

for information classification. Tsoumas et al. (2005) states that shared terminology makes it 

easier for individuals in an organization to interpret information. 

I will use these theories in my analysis and conclusion as a basis, because if a model is to be 

used within different parts of an organization, the individuals must have a shared terminology.  

It would not be successful to use an information classification model if the terminology is not 

shared. As for example in the model created by Eloff et al. (1996), where information class 

“6” is set for secret information, then everyone in the organization has to have  knowledge 

that information class “6” is secret. This, I think, also is supported by Tsoumas et al. (2005), 
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where they state that a security vocabulary should be created for security solutions to avoid 

misunderstandings of the policies. The enterprise ontology by Uschold et al. (1998) also has 

been used as an example for how to help communication and integration of IT solutions. The 

enterprise ontology by Uschold et al. (1998) does not cover the security area, but can in my 

opinion be used as an example for how to create shared enterprise ontology also for security.   

It also shows the positive effects to an organization of having shared enterprise security 

ontology, and security terms by everyone in the organization. 

 

3.4 Summary of theoretical framework 
In the theories studied, I have focused on how to align the information classification models 

from the view of business strategy and processes, working culture, shared terminology and 

information classification theory. I base my theoretical study on the hypothesis that an 

information classification model to be successfully implemented, the model must be aligned 

with business strategies and processes as described by Kotulic & Clark (2004). The model 

must be user friendly and easy to use, as described by Fowler (2003).  If the model is user 

friendly and easy to use, there must be a shared terminology for the security terms as 

described by Tsoumas et al. (2005) and Eloff et al. (1996). If terminology is not shared 

individuals will not know how to handle the information and the model will not become a part 

of the working culture as explained by Von Solms & Von Solms (2004). When analyzing how 

to align the models and how to align the models with the business process, I will use these 

theories as a base for my analysis and conclusion. The model below describes my view of 

how an information classification model has dependencies to business strategies and 

processes, a shared terminology and becoming part of the working culture of an organization. 
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4 Method 

“To answer some research questions, we cannot skim across the surface. We must dig deep to 

get a complete understanding of the phenomenon we are studying. In qualitative research, we 

do indeed dig deep:  We collect numerous forms of data and examine them from various 

angles to construct a rich and meaningful picture of a complex multifaced situation” (Leedy 

& Ormrod, 2005). 

4.1 Qualitative Study 

Within qualitative research the researcher can use five different designs as methodology. A 

Case study where an in-depth study of a few persons or events is used. An Ethnography study 

where the behavior of a small group is studied. Furthermore there is phenomenological study 

where the experience of the members in study are studied, and grounded theory study where 

the theory is created while the data is gathered and content analysis where conclusions are 

made from for example interviews or recordings (Leedy & Ormrod, 2005). Scientific 

conclusions can be divided into two different methods, deduction and induction.  Both are 

methods for how to create a conclusion from assumption. In the deduction method the 

conclusion is the derived from the assumption, for example the assumption that a table knife 

is sharp.  The general assumption is applied to individual objects. In induction the individual 

assumption is applied to the general assumption. A table knife is sharp can under certain 

circumstances give the conclusion that all knifes are sharp. The two methods can be combined 

in research but induction is the method that creates new knowledge by comparing differences 

from social and historical views (Brante, 1984). 

In this study I have used the qualitative research approach. Its approach is used because of the 

nature of the study, which has been made for a small group of people that will also be the 

individuals of the result. In this study in-depth interviews are made with individuals in the 

organization that has a deep knowledge of information classification models and their 

practical use. Internal organizational documentation of the two classification models also has 

been studied. When forming the conclusion, the result of the theory study made of the 

alignment research area, has been used. With this design and the detailed and the isolated 

nature of the problem  the definition from Leedy & Ormrod (2005) also supports the use of 

qualitative research by not trying to simplify observation. But instead of studying all 

dimensions of the problem, in all different angles, the qualitative approach is suitable for this 

study. 

I also used the deductive method for the conclusion as described by Brante  (1984).  From the 

result of a selective number of interviews, and a literature study of alignment and security 

information classification theories draw conclusions for how to align the models. The 

conclusion and the research were based on existing theories. To see if the empiric result was 

matching the theories studied. 

4.2 Case Study 

Case studies are most often used in research when the problem or research question is asked 

as why or how.  Characteristic for a case study is that two types of empirical methods can be 

used in interviews and direct observation. The strengths of a case study are that many types of 
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sources can be handled, for example documents, artifacts, interviews and observations (Yin, 

2006). 

Planning and designing of data collection in a case study is a very important part for the result 

of the research. Since data collection is not built on routines, and that the interviews can 

change direction, it is important for the researcher to put much effort into the questions, to be 

a good listener and to not interpret answers according to his own preferences. The strength of 

a case study is also to use several different sources of information, thus comparing results 

from different sources to make the result more trustable (Yin, 2006). 

I executed the study as a case study. This based on the criteria for the research question to be 

how or why as described by Yin (2006), and that the question in this study is how the two 

models can be aligned. Yin (2006) states that the strength of a case study is the use of 

different sources of information, which I think supports the case study approach in this study 

where both alignment literature will be studied. Interviews were used as well as the study of 

the documentation of the two classification models. 

4.3 Scania Case 

In the Scania organization a problem existed for how to align two information classification 

models used for 2D and 3D models. To analyze how the information classification models 

could be aligned with business strategies and processes, the Scania process for collaboration 

with external parts were chosen. Since these problems match the research questions, the study 

and all interviews were executed in the Scania organization. 

4.3.1 Scania Problem description 

2D and 3D models are used by for example manufacturing organizations to show two and 

three dimensional surfaces of constructions. The models are built as a small scale 

representation of a larger object. The model can then be used for different purposes like 

manufacturing or marketing. In the model all tolerances and measures of the constructions are 

stored. This makes 2D and 3D models very important to organizations in for example the 

manufacturing area since a lot of organization knowledge is saved in the model, and that the 

model can be used to manufacture an exact replica of the constructions. It is therefore crucial 

for these organizations to protect the models from being spread into the wrong hands. Models 

can be differently important to keep hidden to others depending on the construction and its 

use, for this a classification system can be used.  Depending on the classification different 

user groups can have access to the model. 
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3D model example: 

 

Figure 3:  3D Model of Gearbox 

In the Scania organization two classification models are currently used to classify 2D and 3D 

models used in development and production of vehicles, one older model and a new model. 

 

4.4 Data Collection 

For data collection I used interviews to find out how the models are used today, study of 

Scania Internal documents of the classification models and study of alignment theory 

literature, ontology theory, information classification theory and security awareness theory. 

Using above three sources of information will make the result more trustable as described by 

Yin (2006). 

4.4.1 Data required 

Data required is information about the classification models, and how the models are used. I 

did also require data from individuals in the organization, who are working with security 

classification of models and how they use and apply the two models. To have theory support 

for how to align the models and how the models are aligned with business strategies I also 

studied alignment literature and theory, ontology theory, information classification theory and 

security awareness theory. 

4.4.2 How data was gathered 

Data about the classification models was gathered from the standard internal documents in 

Scania describing the models. To find out how the models are used I interviewed a group of 

people working with 2D and 3D models. As for the collaboration process of sharing 2D and 
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3D models with external parts, an expert in the area was interviewed.  I wrote questions for 

the interviews and used the method of a focused interview where as describes by,Yin (2006). 

The questions are written so the interviewed person thinks that I do not know the subject. This 

to try, to get as a good picture as possible of how the classification models are used. Yin 

(2006) does recommend this method to get certain facts confirmed. In this case that the 

models are used as described in the documentation. The interviews were open and the 

interview subjects did get the chance to speak about both facts and their opinions. The 

objective was to be able to use the interview subjects as informants. The questions were 

written as a guide, to follow the track during the interview, and to work as reminders for the 

purpose of the interview (Yin (2006). I was also using level 1 of the question levels on case 

studies described by Yin (2006), to ask questions to individual interview persons. 

Alignment theory was gathered from literature and journals in the research area. Alignment 

theory was studied from strategy alignment, business and IT alignment and IT alignment. 

When choosing references I used the most referenced papers and literature in the area of 

alignment theory. Documentation for the classification models was gathered from Scania 

Internal documents. 

4.5 Validity and Reliability 

Validity can be divided into areas construct validity, Internal and external validity. Construct 

validity is how to show that objectivity of the researcher in the data collection process. The 

researcher must show which changes that will be studied, and that the specific measures does 

reflect the changes selected to reach construct validity .Internal validity in a case study can be 

gained from using several different sources like interviews and documents. From interviews 

and documents the researcher can look for patterns that are coexistent and support the same 

result. It is also important to try to make sure that as many conflicting theories as possible are 

studied. External validity is hard to accomplish in case studies. External validity is when the 

theory in the case study is generalized to a general theory. This is hard in case studies because 

of the one case study. How can a result from one case prove a general theory (Yin, 2006)? 

Reliability is to show that if another researcher would do the same study, that researcher 

would present the same result. To show this, it is important to document the research and 

work process so that another researcher can repeat the process. To accomplish this in a case 

all procedures should be documented as if the researcher had an outside reviewer that 

continuously was checking the results (Yin, 2006). 

To show that construct validity has been gained in my research, I was using the method 

described by Yin (2006) using several numbers of empirical sources to get a continuous 

research. I will use both the study of the Scania Internal documentation of classification 

models interviews with several individuals in the organization. 

For internal validity I was, as described by Yin (2006), using individuals from different parts 

of the organization and with different roles. That is both individuals who are using the old 

model to get their view, and individuals who are using the new model for their view 

(conflicting theories). I will also on data analysis look for “pattern matching”, to find out if 

results are consistent. 
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For reliability I have, as described by Yin (2006), documenting all activities in my research, 

and explained why the activities have been done, such as for example interview questions and 

method for the result. The research work was as also going through the review process of the 

course with opponents and from review meetings with my Scania mentor. 

4.6 Analysis and Interpretation 
“Analysis essentially means taking something apart. We take out impressions, our 

observations apart” (Stake, 1995). 

Analysis is a continuous activity in case studies. There is no point when the analysis can be 

said to be started (Stake, 1995).  Analysis and interpretation is an iterative process for the 

researcher. Data will be interpreted from the experiences and views of the researcher. How 

data is interpreted and analyzed will differ from researcher to researcher, since the 

interpretations are personal. (Simons, 2009) Case Study analysis is usually difficult. This 

because there are no clear given rules for how to do the analysis. What is important is to 

create a general strategy for the analysis and the reasons for the strategy. (Yin, 2006) 

There are three methods for how to do the analysis: Theoretical hypothesis, creation of a 

framework that includes contra dictionary theories or development of a descriptive case study.  

In the theoretical hypothesis method the analysis is built from the hypothesis created in the 

case study based on the literature studied. In the theoretical hypothesis method it is 

recommended to let the questions how and why guide the analysis. In the contra dictionary 

theories method the result is also compared to contra dictionary theories. This method shows 

that the researcher has tried to find other explanations to the result from other theories. The 

third method is the descriptive case study, which has the aim to create a descriptive 

framework for the completion of the study. (Yin, 2006) 

The analysis part in this thesis has been based on the theoretical hypothesis as explained by 

Yin (2006). The analysis is based on the hypothesis from the research questions which is 

based on a literature study. 

5 Empirical Data 

In this chapter the result of the empirical investigation is presented, as well as the interview 

persons and the method for the interviews. First the two information classification models are 

described. 

5.1 Case 

In order to get a full picture of the problem area I did chose to interview following members 

in the Scania organization: 

Ronald Skoog (Corporate IT). Ronald has a long experience in working with security 

strategies in Scania and has been involved in creation of both the new and the old information 

classification model. 
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Marika Taavo (Corporate IT). Marika is responsible for the new information classification 

model and the implementation of the model. 

Magnus Lidström (Corporate IT). Magnus is responsible for the 2D and 3D architecture in 

Scania and has knowledge in how security classification is carried out today. 

Michael Thel (R&D Enterprise Architecture). Michael has knowledge in business strategies, 

and business requirements for information classification. 

Marko Starborkovic (Data Exchange). Marko has knowledge in the collaboration process and 

how data is shared with external parts. 

The questions of the interviews are designed to get answers to the questions in Luftman and 

Briers (1999) six step method for business and IT alignment, linkage between IT and 

business, what gaps there are and what actions that has to be taken to close the gaps. 

First I will describe to two information classification models. The information for the two 

models has been gathered from Scania internal documents. 

5.2 Classification models 

5.2.1 New Classification model 

According to the new model information can be classified as Public, Internal, Confidential or 

Secret. 

The information owner who in most cases is the same person that creates the information is 

responsible to set the classification. 

The classification is defined as described in below table for what the effect would be if 

information would not be properly handled: 

Classification Description 

Public No effect or positive effect for Scania 

Internal No effect or minor damage for Scania/Employee/Partner or 

Customer 

Confidential In worst case serious damage for Scania/Employee/Partner or 

Customer 

Secret In worst case very serious damage 

Table 2: Information classification in new model 

Different measures shall be taken to protect the information when classified; the measures are 

documented in an internal guide for classification of information. Examples of measures are 

that for example only an information owner can approve copying confidential information, 



21 
 

secret information that is sent by fax has to be encrypted or that confidential shared files must 

use access control. 

Questions that an individual should ask/discuss to pinpoint Scania confidential/secret 

information. 

1. Competitive disadvantage 

How damaging would it be if information is disclosed to a competitor? 

How interesting is this information if it should be owned by a competitor? 

2. Direct loss of business 

Could business be lost if information is disclosed? 

 

3. Public confidence 

If information is disclosed, what damage could there be to customer confidence; 

public image; or shareholder or supplier loyalty? 

4. Additional costs 

Could extra costs be incurred if information is disclosed? 

5. Legal liability 

Could disclosure of information result in a breach of legal, regulatory or contractual 

obligations? 

 Privacy legislation 

6. Staff morale 

Could there be a damaging effect on staff morale or motivation? 

7. Fraud 

If information is disclosed could goods or funds be improperly diverted? 

 

Overall rating 

In summary, taking into account the consequences above, what is the business 

impact/most serious damage for the information classified. 

 

5.2.2 Old Classification model 

According to the new model information can be classified as 1, 2, 3 or 4. 

The classification is defined as described in below table for who can access the information: 

Classification Description 

1 Can only be viewed by the system administrator and a group of selected 

individuals. 

2 Open for all creators of documents, design engineers 

3 Open for resources in R&D development projects. 

4 Open for all in Scania 

Table 3: Information classification in old model 

The classification models are then used in systems to set authentification and access rules to 

data like for example 3D models and engineering change orders. The same classification 
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model is used by the engineering change order (ECO) system 3D model archive system 

(Modarc). The classification levels are not only used to set who can see which data but is also 

used to set role base access levels, like for example if a person works with engine design that 

person can only view engine data when data is in classification 2. The authorization for who 

can view a 3D model is then set from classification = „2‟, this will make the 3D model only 

available for all design engineers. The 3D models are always set to classification 2 when a 

project or other activity is started and gets classification „4‟ when the 3D model has been 

reviewed and approved for production. If information class „1‟ or „3‟ shall be set on a model, 

this has to be done in the application by the design engineer working with the model. 

Information class „3‟ is set when the design engineer is ready to share the model with other 

units working in the same project (e.g. purchasing or after market). 

The process for how the information classification is set for a product development project is 

described in the figure below: 

 

 

 

 

 

 

 

 
 

Figure 4: Old model information classification process 

 

5.3 Interviews 

5.3.1 Interview with Ronald Skoog and Marika Taavo 

The interview with Marika and Ronald was made at the same time, Ronald and Marika had 

the opinion that they have similar roles and views and therefore recommended to do the 

interview with them both at the same time. 

Both Ronald and Marika are working for Corporate IT which has the global and strategic 

responsibility for information security within Scania. Ronald is working as a senior advisor in 

information security and Marika is working as an Information Security Coordinator and is 

responsible for information classification. Both have been working with information security 

and classification for years. 
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Marika and Ronald have been involved in creating the new information classification model. 

Their opinion is that the primary purpose of the model is to assess how much damage misuse 

of data would do to Scania. The model is also the official information classification model at 

Scania and shall be used in the whole organization.  The model and the instruction are made 

to be easy to use. In the information classification model confidentiality, integrity and 

availability parameters is not set for the information. Confidentiality, integrity and availability 

is not the responsibility of the individual employee to set, parameters are set by information 

owner in the business information assessment (BIA) on a general level. 

Marika and Ronald had not before seen the old model that is used by the change engineering 

order system and the CAD systems. Their opinion of the old model is that it is not an 

information classification model, but that it is a system implementation of an information 

classification model. The old model is setting access to models and does not assess how much 

damage the information would do if misused. A risk assessment is never done in the model 

either. The model can in a sense been seen more as a system implementation of the new 

information model, where the classification categories are implemented according to system 

pre-requirements. 

The gap that was discussed in the interview was the differences in classification terms in the 

models. In the old model with the classification terms 1,2,3,4 it is hard for an individual to 

define if classification 4 would be secret or public. A suggestion was to create a translation 

table for the models. It was also discussed if the models actually should be aligned. A solution 

could be that the models should be a compliment to each other instead of having the new 

model used in the R&D organization and the old model to be the implementation of the new 

model. Where the assessment for damage of misused information would be made in the new 

model and the classification then set in the system with the terms of the old model. A plan 

should then be made for how to get the new model to be used in the R&D organization. 

Marika and Ronald are of the opinion that the information classification model is well aligned 

with the overall business and IT strategies. The strategy for information communicated by top 

management is that it is important for information to be shared in the organization. 

Information must be protected when necessary, but the general strategy is that information 

should be available to as many as possible. Information of 3D models should also only be 

kept internal until release of products. When a product is released the information is public. 

5.3.3 Interview with Magnus Lidström 

Magnus Lidström is working as a technical PLM advisor at Corporate IT. Magnus has been 

working with the architecture of the Scania PLM platform for years. 

The new information classification model is not used in the systems for 2D and 3D models 

because of historical reasons. When creating the classification and authorization functionality 

for the 2D and 3D model system, it was dependent to align to current functionality in the 

engineering change order system, this because the systems has the same users and access 

functionality. The engineering change order system is a mainframe system that has been used 
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at Scania for many years. The reason for not using the new classification model is not that the 

model is insufficient, but that the system had to be compatible with other systems at R&D. 

A disadvantage with the old model used, is that it does not export classifications together with 

the 2D and 3D models when extracted from the system. If for example a 3D model is 

exported to a file, it will not be possible to view in the file what classification the model has. 

When printed it is not possible to view classification either. One problem is also that 

information classification level 4 is defined as the model available for everyone in Scania. No 

classification level does exist for when models can be public outside the Scania organization. 

No definition or business strategy for when a model can be public does exists for this either. It 

is up to the information owner to decide if a model can be made public outside the Scania 

organization. 

Apart from information classes 1,2,3,4 one extra information class also exists. That class was 

created for models that should not be possible to view for all design engineers. Since 

information class „2‟ is by default set by the system for a model, and all design engineers can 

view models with information class „2‟, it was necessary to create an extra class for extra 

secret projects that all design engineers should not be able to view. The business strategy is 

that all design engineers shall be able to view all models, but in some cases it is necessary to 

hide models in early stages of project. The information class for this is called „hidden design‟, 

and was created in a later stage than the other information classes. This information class has 

almost the same characteristics as the confidential class in the new model. 

5.3.4 Interview with Michael Thel 

Michael is responsible for the enterprise architecture with Scania R&D, and is also group 

manager for the team responsible for maintaining the design structure and engineering change 

order system. 

The new classification model is mostly used for word documents within R&D, where the 

information class has to be set by the user when opening a new document. No classification as 

specified by the new model is done for 3D data, structure data and other information. For 

those areas the old classification model is used. The problems with the new model according 

to Michael are the granularity. To use the model effectively there should be more levels of 

classification. For example the confidential level and the measures that have to be taken to 

protect the information by the user are at times consuming and complicated. This make 

projects in many cases to set information class to internal, to not increase overhead in the 

project. Michael thinks there should be an information class between confidential and 

internal. That is not as administrative as confidential but is more access restrictive than 

internal. 

The general strategy within Scania R&D is, that it is important for design engineers to be able 

to view each other‟s models as early as possible in the product development cycle. The earlier 

information of a model can be spread to other design engineers, the earlier errors can be 

corrected. For example changes in the engine might affect the gearbox. If changes are made in 

the design of the engine, it is important for the gearbox engineers to be aware of the change, 
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to check that the change is compatible with current design. In the old classification model the 

classification level is set to „2‟ by default when a new model is started. This means that in the 

case above only the design engineers will be able to view the model and not other members. 

This does not fully support the current business strategy where information should be 

available to all affected units. The conclusion of this according to Michael is, that in the old 

model it might be good for the organization of a model would be set to information class „3‟ 

as early as possible. 

The classification level was suggested to be at project level, and that the information 

classification would be project. Access level for the information should then be that all 

individuals within a project would be able to view the models. In this case the security 

protection measures should not have to be as high as confidential, since the information is 

only shared within the project. The problem with this model would be that members outside a 

project could benefit from viewing the information though, and in this case they would not get 

access. One solution as suggested by Michael for this could be that they should, from getting 

information of changes on a model from the engineering, change order system could apply for 

access to the models, which would be granted by the project. 

The general business strategy is that as many as possible in Scania that requires the 

information for a model should get access to the model as early as possible. The problem is 

often though that design engineers do not want to share the information in early stages. They 

want to share information only when they are a 100% finished/satisfied with the model. This 

is a problem that the organization is working on to solve, and it is as much as a technical 

problem as a cultural problem. What does not exist is a clear business strategy for how to 

classify information when collaborating with partners. In product development projects design 

engineers are not always a part of the Scania organization. Sometimes it is companies not 

located on Scania sites that create models. In those cases no clear strategy defines how to 

classify when and what information should be shared in those cases. 
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5.3.5 Interview with Marko Starborkovic 

Marko is working as an application engineer with data exchange and collaboration as 

specialty. Marko has been working in the area for several years for different companies. 

Marko did explain the main process for collaboration at Scania. The process starts when a 

design engineer or a purchaser has to share data in for of 2D or 3D models with an external 

part. The purpose can be for example a quotation process where the purchaser has to send the 

2D or 3D model as base for quotation. It can be a design engineer who sends 2D or 3D 

models to an external consultant. Before data is sent, the sender has to choose method. 

Methods are satellite office, engdat or FTP. If the method satellite office is chosen, the 

external part gets access to the 2D or 3D models in the Scania environment for download. In 

the FTP and Engdat methods the 2D or 3D models are sent to the external part. The process is 

documented in figure below: 

 

 

 

 

 

Figure 5: Collaboration Process 

According to Marko the information security class of a 2D or 3D model is not visible for the 

user when sending or receiving a file. The information security class is visible only to the user 

when extracting the 2D or 3D model from the CAD repository. It is not possible to select that 

for example only files with a certain security class can be sent. The business strategy is that 

external parts should only be able to view as much data as they possibly need for their work. 

Security requirements on information classification and the solution are according to Marko 

almost always initiated from IT. Marko thinks this case would be a utopia, trying to have the 

business to be the driver for security requirements. IT has the technical knowledge and does 

inform the business of the risks with different solutions. It is the business who takes the 

decision what to implement and not. 

Not many requirements on security or information classification come from the external parts 

Marko says. The knowledge of information security differs much between the external parts. 

According to Marko there is also a gap between then Business and the IT strategy and the 

solution for security requirements. A strategy does exist but is not well communicated. Most 

people working with the collaboration process are not aware of the strategy. They do 

according to Marko not know that the new information classification model exists and shall 

be used. 

2D or 3D model 

to send to 
external part 

 Satellite Office  

       Engdat 

           FTP  

Chose 

Method 

Send file  

File received  

at external part  

Download        

file  



27 
 

Regarding terms and shared terms in the organization Marko thinks that shared terms have 

been created in the information security area, and it is the terms in the new information 

classification model that should be used. The problem is that the terms are not well 

communicated though and therefore not used. Marko thinks that if the same terms would be 

used for information classification this would help communication, and it would also help 

employees to know which information to share and not. 

6 Data Analysis 

I have divided my Data analysis in two parts to compare the empiric result to the theory of my 

two research question. One part to analyze how two different information classification 

models can be aligned, and one part to analyze how the information classification models can 

be aligned with business strategies and processes. 

During the interviews it also became clear that the naming of the models as the new and the 

old classification model is not good. As suggested by Marika and Ronald the new model 

should be named the global Scania information classification model. The model used for 3D 

and 2D models should be called the PDM information classification model. This because the 

result of the interviews shows that it is not a new classification model that shall replace an old 

classification model. There are two current models that will continue to exist but will be 

aligned. Therefore I have in the analysis part named the new information classification model 

as the Scania global classification model and the old information classification model as the 

PDM information classification model. 

6.1 Alignment with business strategies and processes 

During the interview with Marko on the collaboration process and how security requirements 

were created I think it was clear that it is IT who most often creates the requirements. The 

decision to implement the requirement is taken by the business though. I will start the analysis 

by comparing how security requirements are created at Scania, and how this is related to the 

strategic alignment model by Henderson & Ventrakaman (1993). The analysis is also based 

on the statement by Kotulic & Clark (2004) that security models and requirements has to be 

aligned with business strategies as well as any other IT functionality. 

I would according to Marko Starborkovic answers state that it is IT that drives the security 

requirements for the collaboration process set the Scania requirements process to the area of 

having I/T strategy as the enabler as described by Henderson & Ventrakaman (1993). It is in 

the case of security solutions for the collaboration process new technology and solutions 

which is the enabler for new solutions and does affect how the business can work with the 

solution. The business strategy is as describes by Henderson & Ventrakaman (1993) affected 

by I/T technology. This is also supported by Marko Starbarkovic statement that the security 

solution for the collaboration process is dependent on what security technology that exists. It 

would not be possible for the business to have knowledge of IT technology security solutions. 
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My interpretation of IT being the driver in the collaboration I think would match the below 

figure by Henderson & Ventrakaman (1993): 

 

 

 

 

 

 

 

Figure 6: Competitive potential alignment perspective (Henderson & Ventrakaman, 1993) 

With IT as the catalyst and in this case not as described by Henderson  & Ventrakaman (1993) 

top management or I/S management as driver but by application engineers and business 

specialists as the drivers. 

Regarding the business strategy I do interpret the answer from Marko Starbarkovic that the 

strategy is clear: in the collaboration process case users at external parts are to view 

information in 2D and 3D models only as much as they need. And in the case of the work that 

Michael Thel and Magnus Lidström do for Scania internal users, the strategy is that all Scania 

internal users should be able to view as much information in 2D and 3D models as possible. 

This is well in line with theories if Henderson & Venkatraman (1993) and Kearns & 

Sabherwal (2006) that if the business strategy is clear it make the strategy more efficient for 

IT to implement models and solutions. 

6.2 Alignment of information classification models 

Luftman & Brier (1999) specifies that the team selected in the first step shall be setting the 

gaps and also shall prioritize the gaps in the order that they should be implemented. This 

should be done for the whole organization and the projects in the organization. 

 

I have in my analysis used this method customized for my problem, not used as specified by 

Luftman & Brier (1999) to cover the whole organization. The gaps are created from the 

interview material. I have not prioritized the gaps since I think that is out of scope for this 

thesis. The reason for using the method by Luftman and Brier (1999) is to be able to have a 

structured analysis of the gaps between the models. After the gap analysis I will analyze each 

gap individually and compare the gap with what the theories states. 
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Gap Description 

No common view of 

information classification 

models 

There is not a shared and 

common view of how 

information should work in 

the Scania organization. 

Different individuals do not 

have the same view how 

information classification is 

currently done. 

Terminology not the same. For example the use of term 

„confidential‟ in the global 

Scania model and the term 

„hidden design‟ in the PDM 

model. 

Classification for internal 

does not match. 

Classification „2‟, „3‟ and „4‟ 

in the PDM model could be 

compared with classification 

internal in the Scania model. 

Classification for 

confidential does not match. 

„Hidden design‟ in the PDM 

model would be the 

classification most close to 

match the „confidential‟ 

classification in the Scania 

Model. 

Information classification of 

2D and 3D models not 

visible. 

When extracting or printing 

2D and 3D models from the 

systems it is not possible to 

view information 

classification. Without the 

information alignment to the 

Scania global information 

classification model is not 

possible. 

No business strategy for 

public in PDM model. 

No classification exists that 

is linked to a business 

strategy for how to classify 

public information that can 

be shared outside Scania in 

the PDM model. 

No common governance 

model exists. 

Decisions and maintenance 

of the information 



30 
 

classification model is done 

by different groups. 

No classification between 

„internal‟ and „confidential‟ 

in Scania model. 

There are business 

requirements to have a 

classification that is not as 

strict as confidential and not 

as open as internal. The 

„confidential‟ class takes too 

much administration to 

handle in projects. 

Measures for how to protect 

the information does not 

exists in both the models, 

No measures for how to 

protect the information exist 

in the Scania PDM model. 

Table 4: Gap analysis 

The gaps identified as no common view of information classification models and the 

terminology is not the same. I think both come from the same problem. As described by 

Tsoumas et al ( 2005) a shared ontology and a shared terminology in an organization will 

make communication between both systems and people easier. I interpret that in the Scania 

case no shared terminology or ontology does exist. The Scania global information 

classification model I think could in some sense be compared to enterprise ontology as 

described by Uschold et al. (1998). The Scania global information classification model is 

created at enterprise level and should be used by everybody in the company with the same 

terms for information classification. The model is not created as an ontology as described by 

Raskin et al.  (2001) or does not according to my interpretation map into any of the enterprise 

ontologies created by Uschold et al. (1998).  Neither the Scania PDM information 

classification model nor the Scania global information classification model has according to 

interview results become a part of the culture in the organization to use as described by Von 

Solms & Von Solms (2004). 

 

Classification for internal does not match, and Classification for confidential is not done 

according to Tsoumas et al. (2005) with the creation of one vocabulary and terminology to be 

able to create a security ontology. The terms of using numbers as classification identifier as 

used in the Scania PDM model does match the method used by Eloff et al. (1996), except for 

the fact the information classification “6” is set as secret in the model created by Eloff et al. 

(1996), and that information class “1” is secret in the Scania PDM model. The use of numbers 

as information class identifier is therefore not in line with the description by Fowler (2003), 

that the information class model should be easy to understand for all users. In the Scania PDM 

model and the Scania global model information is not differently classed dependent of the 

state of a document as described by Eloff et al. (1996), where the information is classed 

dependent if it is draft or released. From my interpretation of the interviews and the Scania 

internal documentation all information is classified as described by both Eloff et al. (1996) 

and Fowler (2003), from integrity, confidentiality and availability perspective. I have not 

found any information that classification also should be done according to Authenticity of 
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communication partners, Acceptance of obligations, Authenticity of communication content 

and Goal-conform usage as described by Eloff et al. (1996). 

 

The problem with Information classification of 2D and 3D models not visible when extracting 

models was described by both Marko Starborkovic and Magnus Lidström during the 

interviews. The problem for the user is that without the information classification the user will 

not be able to decide which individuals that the document can be shared with. This is a case 

where the problem is that security requirements are not implemented according to the 

business requirements as described by Doherty & Fulford (2005). The current solution is not 

coherent with the description by Fowler (2003), that the information classification should be 

available and understandable to all users. 

 

Luftman (2003) writes that IT and business should work together to create strategies for a 

mature alignment. I do interpret that in the case of the missing business strategy for public. In 

the PDM model this has not been done. A public class has been created by IT without any 

alignment or cooperation with business strategies. 

 

I think it is important for a maintenance and governance group to work for a common 

definition and also with continuous awareness activities in the organization. This is described 

by Doherty & Fulford (2005).  The security policies should be aligned with the business plan 

which will make the security work more efficient. To sustain alignment there should be an 

iterative and continuous process as described by Van Der Zee & De Jong (1999). The models 

should continuously be reviewed and changed to reflect the latest changes in business 

requirements. As the strategic alignment model create,  Henderson & Venkatraman (1993) 

also show that it is important when maintaining the models and the information classification 

work, to be aware of both external and internal changes that can affect the model. When 

solving the gaps it is important as Fowler (2003) describes to do the model as user friendly as 

possible. The Scania PDM information classification model has been created as Fowler 

(2003) describes that a model should not be created, that is from system requirements and not 

from user requirements. It is therefore important in order to , when working with changes to 

the Scania PDM model,  to base the changes on business requirements and not system 

requirements. 

The problem with no classification between „internal‟ and „confidential‟ in Scania model I 

think also is connected to security requirements not being implemented according to the 

business requirements as described by Doherty & Fulford (2005). I think this problem also is 

connected to the description by Henderson & Ventrakaman (1993) that business processes has 

to be aligned with the IT infrastructure. In this case the business works according to a process 

where there is requirements to share information on a project basis, but no IT infrastructure 

process or solution exists to solve the problem. 

 

Fowler (2003) does describe the importance of having measures for how to protect the 

information by information class. Measures for how to protect the information is described in 



32 
 

the Scania global information classification model but not in the Scania PDM information 

classification model. 

7 Conclusion and discussion 

7.1 Result Discussion 

Since all empiric data was gathered from one organization I have based my result discussion 

specifically on this case. The result discussion should not be seen as discussing a generalized 

theory for how models should be aligned, but be seen as discussion regarding the empiric 

result this organization. Because of this, it is my opinion that the result cannot be generalized 

as to how alignment of information classification models should be aligned in other 

organizations. 

I think that from the result of interviews and the alignment of the two current models to the 

business strategy, the models are quite well aligned to the business strategy. There is support 

in both models for as many as possible in the studied organization to be able to have access to 

the information. Both the internal information class and the „2‟, „3‟ and „4‟ information 

classes are made to support sharing of information. What I think should be changed in the 

Global Information Classification model is to add a class named „Project‟, where information 

that should be shared within a project can be classified. The security procedures in the 

„project‟ classification would not then have to be as administrative as in the confidential class. 

Currently information are most often classified as internal because the projects do not want 

the administrative increase of the „confidential‟ class, although the information actually does 

require more security measures than for „internal‟ because of the damage it could do the 

organization if misused. The „project‟ information class would also map to the information 

class „3‟ in the PDM information classification model. I do also think that it is important to 

take effort into creating or defining a public class for the PDM information classification 

model. Since information class „4‟ only states that the model can be viewed internally there 

should be a business definition for when the information class can be viewed in public. Then 

this should be applied to either information class „4‟ or a new class should be created. 

It is also my recommendation that a new common model not shall be created. Each model 

shall continue to exist. The models shall instead be aligned from a governance, mapping and 

business strategy perspective. It is important to map the information in order for the users to 

know, when viewing 2D and 3D models to know the information class. To create one 

common model and thereby also having to change the 2D and 3D model system, I think 

would be too expensive in perspective to the effects of the change. What I would recommend 

to create though is shared security ontology in the organization for all to share the same terms 

and vocabulary. 
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For the alignment of the two models the following mapping model is proposed: 

Global information class 

model 

PDM information class 

model 

Description 

Secret 1 Secret and 1 classes has the 

same definition 

Confidential 2 and „hidden design‟ 2 and „hidden design‟ has 

similar access restrictions as 

confidential. 

Internal 3,4 Security classes 3 and 4 are 

viewed only internally. 

Security class 3 cannot be 

viewed by all, but can be 

viewed internally in different 

departments and have 

therefore been mapped to the 

internal class. 

Public No match There is no information class 

in the PDM information class 

model that matches the 

public information class. 

Table 5: Information Classification Alignment 

It can also be discussed if both models actually are information classification models. In the 

PDM information classification model the user does not by default do any assessment for 

what damage the information could do if misused. The system does instead by default set the 

class. It can be discussed if this is more of system implemented access functionality than an 

information classification model. According to Fowler (2003) all users shall do a risk 

assessment for all information, and then classify the information according to the risk. 

I also recommend for future work of enhancing and implementing security information 

classification models, to base the work on the strategic alignment model by Henderson & 

Venkatraman (1999). As described in the model there has to be alignment between processes 

and strategies in the business with IT strategies and processes both from an external point of 

view and internal. In the case as it is today I think that alignment is not fully met. When for 

example the internal information classification class is used by most projects, because the 

projects do think that the confidential class requires much administration, is showing that the 

information classes is not aligned with business requirements. To get alignment there should 

be a project information class, the projects could then use a class with applied security 

measures and access rights, without increasing the administration too much. External 

requirements and its alignment with internal processes and requirements is an area I think 

must improve as well. There are external requirements to get hold of 2D and 3D models but 

no strategy or policy exists internally to set when a 2D or 3D model can be set to public. 



34 
 

Regarding my two research questions: How two different information classification models 

can be aligned and how the information classification models can be aligned with business 

strategies and processes, I would conclude that it is not enough to just create an information 

classification model or align two information classification models. 

When creating an information classification model it is important that the model is aligned 

with business strategies and processes, and that a shared terminology is created, and that to 

use the model is part of the working culture. As shown in model below: 

 

 

 

 

 

Figure 7: Information Classification Model Dependencies 

In order for an information classification model to be efficiently used and shared in an 

organization, as described by Uschold et al. (1998), it has to have terms and definitions that 

are understood by all. One example for this, I think, is shown in the study by the example of 

the “public” information class being defined differently between the models. When using 

different terms makes it not possible to align the models, without first defining a shared term 

for the “public” class.  

Fowler (2003) describes that an information classification model must be user friendly and 

easy to use. I think the problems by not having an easy to use and understandable model are 

shown in this case in the PDM information classification model, where the information 

classes are set as numbers. It is then not easy for a user to know if information class “1” is 

secret or public. The PDM model is much easier to understand by using classification terms as 

“confidential” and “Internal”.   

The information classification model must support business strategies and processes: Without 

support from the business way of working the model will not be used. Luftman (2003) states 

that that business and IT must work together in order to create efficient solutions. This  is 

shown in the study by referencing to the “Public” class used. There is no business strategy 

defined for when a 2D or 3D model should be defined as “Public” and be shared with others 

not working in the organization. I think this is causing problems for users in daily work, not 

being certain if information can be shared. I think this would also create problems in future IT 

solutions for sending data. There would be no general rule to implement. 

It must also be a part of the working culture to use the model of Von Solms & Von Solms 

(2004). In my opinion the study shows the importance for security models being used as  a 

part of the working culture. The users will not start to classify information just because a new 

information classification model is used. I think the model must be introduced with an 

Information Classification           

Model 

Business Strategies & 

Processes 

Working Culture 

Shared 

Terminology 
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awareness program. The users must know why it is important to classify the information, and 

why it is important to know the information classification when sharing information. 

 

7.2 Method Discussion 

Using interviews and study of Scania Internal documentation as empiric method was an 

effective method to gain results of the current situation. Since the result from the interviews in 

some parts did differ from the interview objects I could use the Scania internal documents as 

support for my theories. I think from the result of the difference in answers from the 

interviews it did show that I had chosen the right persons to interview. This did show that the 

main problem might not be the alignment of the models, but more to create a common view 

and definition of information security classification in the organization. What would also have 

been interesting to have, which I did not, would have been to have a person from the IT 

delivery organization in the interviews, to get a technology view of the problem. The people 

in the interviews came from IT strategy and from business requirement areas. I tried to be as 

objective as possible when documenting the interviews, not to have my own interpretation 

reflect the interview documentation. I did not sent the interview summary to the interview 

persons for correction after the interviews. This not having them alter any comments or 

thoughts after the interview they might have found impropriate. 

I based my literature review on studying IT and business strategy alignment, information 

security classification, and how to implement security policies in an organization and get 

them to be used. I think that especially the theory for how to align IT and business strategy 

alignment was useful for the study, since I think alignment with strategies and policies is 

more the problem than aligning the models. However I could have been studying more 

awareness literature and how to implement security policies to be able to draw more 

conclusions from that area, I think would have benefited the thesis. Awareness of the two 

models and how they are used is one of the problems to solve. 

More work should also have been put on the problem description. It did not fully match the 

problem that was given from the interviews. To align the models and create one new model 

was not the solution. To name the models the new classification model and the old 

classification model was also confusing, because it was not a question of one new and one old 

model, but of two models that should be used in compliance. On the other hand it was maybe 

getting to that conclusion that was the benefit of the research - to find out that the two models 

shall continue to exist but be changed to comply with each other, and to have a common 

governance model for the information classification models. 

The study was only carried out in one organization.  It would have been interesting to also be 

able to study how information classification models should be aligned, and how they are 

aligned to business strategies and processes in other organizations. If the scope would have 

been to do the empiric study in several organizations, it might have been possible to draw a 

more general conclusion. In this case the result should be used as a reflection for how it works 

at Scania, and should not be generalized. 
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7.3 Future Research 

Future research in the Scania area, I think, should be to further study information and 

information classification in structure. As currently all parts that have a 2D or 3D model are 

classified, but parts are also parts of a module or a product in a product structure. For example 

a gearbox consists of several parts where each part is a 2D or 3D model. The problem is what 

the information classification should be for the gearbox. When can the gearbox have 

information class „public‟ and be shared outside the Scania organization? Should it be when 

all including parts in the gearbox has been classed as „public‟, or should it be possible for an 

information owner to set information class „public‟ on a gearbox? 
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Appendixes 

Appendix 1 Interview Questions for Information Classification 

 

Background 

1. What is your position at Scania? 

2. For how long have you been working with information classification? 

New Information Classification Model 

3. Have you been using the new classification model? 

4. What are the strengths and weaknesses with the new model? 

5. What do you see as the problem for getting the new model widely used? 

Old Information Classification Model 

6. Have you been using the old classification model? 

7. What are the strengths and weaknesses with the old model? 

8. What do you see as the reason for that the old model is still used? 

Alignment of New and Old Model 

9. What are the major gaps between the models? 

10. What actions do see has to be taken to align the models? 

Business, IT and Information Security Strategy Alignment 

11. How are the models aligned with general business policy and strategy? 

12. How are the models aligned with the general IT strategy? 

13. How the models are aligned with general information security policies? 

New Model for Information Classification 

14. What actions do you see that has to be taken to create a common model for Scania? 

15. What actions do you see that has to be taken to make sure the model is aligned with 

IT, Business and Information security strategies and policies? 
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Appendix 2 Interview Questions for collaboration process 

Background 

1. What is your position at Scania? 

2. For how long have you been working with the collaboration process? 

Collaboration Process 

3. Describe the collaboration process 

4. What are the weaknesses from a security perspective? 

5. Who in the process decides which 2D or 3D models that can be sent? 

External Requirements 

6. What major external requirements exist on the process? 

7. Is information of the classification of the 2D and 3D models available for the external 

part? 

8. Does the internal IS infrastructure support external requirements? 

Internal Requirements 

9. What major internal requirements exist on the process? 

10. Is information of the classification of the 2D and 3D models available for the internal 

part? 

11. Are there any business strategies for how information should be handled? 

Diver 

12. What is the driver for the development of the process? External or Internal? 

Ontology 

13. Are the same terms for collaboration used between external parts, business and IT? 

14. If not is this causing any problems? 

15. If not would shared definitions of domains help communication? 

 

 

 


