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Abstract 
Researchers and information security professionals share an understanding of information security 
policies as the foundation of organizational information security. A major concern for information 
security professionals is that only seldom do these policies bring about the expected outcomes. In 
efforts  to  understand  this  problem,  researchers  have  concentrated  on  different  approaches  for 
motivating end-users to comply with the information security policies but left the differences in 
organizational  groups  and  their  expectations  of  these  policies  for  little  attention.  This  thesis 
analyzes the impact of key organizational groups' perceptions of information security policies to the 
implementation and use of these policies in the light of a theoretical framework that draws on the 
literature on frames of reference and on information security policies. We propose a concept of 
Information Security Policy Frames of Reference (ISPFOR) as a means for understanding these 
perceptions  and  their  consequences.  Our  empirical  findings  from  an  interpretive  case  study 
highlight that organizational groups' perceptions of information security policies deserve attention 
in regard to formulating and implementing information security policies in organizations. The thesis 
concludes by arguing that frames of reference perspective, a perspective prominent in information 
systems  research  but  not  yet  applied  in  the  context  of  information  security  policies,  offers  a 
compelling explanation for problems around information security policy implementation and use in 
organizations and provides new insight into employees' perceptions of information security policies.

Keywords: IS security, information security policies, information security management, frames of 
reference, interpretive research 
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1 Introduction
The winds of change are blowing in the field of information security. The field has shifted from 
technology centric, where information security was characterized as being a technical issue, into 
what  we see  now;  information  security  is  not  so  much about  technology as  it  is  about  secure 
management  of  information  assets (Straub,  Goodman  &  Baskerville  2008a).  The  secure 
management of information assets focuses on the organizational structures, processes, procedures, 
and  people.  The  foundation  for  these  efforts,  as  agreed  by  scholars  and  practitioners (e.g., 
Baskerville & Siponen 2002; Siponen & Iivari 2006; Doherty, Anastasakis & Fulford 2009), and a 
prerequisite  for  effective  information  security (Fulford  &  Doherty  2003) in  an  organizational 
context is an information security policy. Building this foundation, however, is a challenge for any 
organization (Höne & Eloff 2002a). Indeed, even though organizations devote significant resources 
to formulate and implement information security policies, these policies seldom produce the desired 
results (Karyda, Kiountouzis & Kokolakis 2005).  The main issue is that employees seldom apply 
the information security policies in the expected way (Siponen 2000).

While  practitioners  seek  advice for  formulating and implementing information security policies 
from  international  information  security  standards  and  best  practices,  researchers  criticize  this 
approach  for  leaving  the  organization’s  unique  requirements  aside (Siponen  &  Willison  2009; 
Anttila & Kajava 2010), focusing on the existence of information security policies rather than their 
content, and failing to provide guidance on how information security policies can be formulated in 
practice (Siponen 2006). A 'cut and paste' approach, is not likely to result into something employees 
can  relate  to  or  something  that  reflects  the  organization's  overall  approach  to  information 
security (Höne & Eloff 2002a). While the content and structure of information security policies are 
important, they are merely 'architectural factors' and trying to define them in an universal manner 
does not ensure that information security policies are successful in any particular setting (Whitman 
2008).  As  information  security  becomes  more  and  more  a  people  and  a  business  issue,  the 
information security policies must be adapted accordingly to genuinely consider the employees and 
their needs (Höne & Eloff 2002a).

The purpose of information security policies (hereafter ISPs) is to influence employee perceptions 
about information security towards a shared understanding throughout the organization (Oscarson 
2007) and to guide them towards information security aware behavior (Whitman 2008). The ISPs 
are a part of social reality in a given organization and are thus subject to different perceptions. If 
employees perceive the ISPs differently from what the organization expects, ISPs cannot deliver the 
goods (Höne & Eloff 2002a). How can the ISPs reflect the perceptions of different stakeholder 
groups (Dhillon  2007),  if  those  perceptions  are  not  known?  Therefore,  understanding  these 
perceptions is imperative as, in the long run, it is the employees who determine the success or 
failure of the ISP (Höne & Eloff 2002a). Reflecting this view, Siponen and Willison (2009) have 
pointed out the need for studies examining the employee perceptions on different methods used to 
improve organizational information security.

How employee perceives depends on the frames of reference held by that individual. Individual's 
frame of reference from a particular artifact or phenomenon acts as a filter  through which one 
perceives the artifact  or phenomenon and informs one's  interaction with it (Gash & Orlikowski 
1991).  The  frame  of  reference  consists  of  organized  knowledge  regarding  an  information 
domain (Walsh 1995). Consequently, it can be expected that employee's frame of reference, related 
to the ISPs, contains organized knowledge about the organization's ISPs; knowledge that employee 
has build upon familiarizing with ISP documents, participating to information security trainings, 
listening  to  others'  opinions  and  observing  their  behavior  related  to  the  ISPs.  In  the  field  of 
information systems (IS), frames of reference concerning technology have been proposed to explain 
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issues pertaining technology acceptance,  use and change (Orlikowski  & Gash 1994) as  well  as 
understanding employee non-compliance with information systems (Sobreperez 2008). Misaligned 
frames of reference have been found to lead to such issues as misaligned expectations, contradictory 
actions,  resistance,  and skepticism (Davidson 2006),  which  may,  in  turn,  lead  to  organizational 
ineffectiveness (Orlikowski  &  Gash  1994).  In  spite  of  the  wide  application  on  IS 
research (Davidson 2006), frames of reference have not been widely used to analyze phenomena in 
the field of information security.  In particular,  it  would be important  to articulate the frame of 
reference  that  relates  to  employee  perceptions  about  the  ISPs  as  ISPs  have  a  central  role  in 
organizations'  information  security.  Moreover,  many  of  the  issues  associated  with  ISPs  in 
organizational context – employee resistance, skepticism, non-compliance (Höne & Eloff 2002a) – 
are largely similar to ones IS research has identified in relation to technology and claimed that many 
of the issues originate in the differences in central groups' frames of reference.

To fill this gap in the literature, we see that there is  a need to systematically analyze the  employee 
perceptions  of  ISPs and possible  consequences  through articulating the  frame of reference that 
concerns organizational ISPs. 

1.1 Aim of the Study and Research Questions
Building on the identified gap in the literature,  as discussed above,  the aim of this  study is  to 
achieve a better understanding of the impact of organizational groups' perceptions of information 
security  policies  on  information  security  policy  implementation  and  use  in  an  organizational 
context. To guide our endeavor we framed the following research questions:

RQ1: How do different organizational groups perceive organization's information security 
policies? 

RQ2: What  are  the  consequences  of  organizational  groups'  perceptions  of  information 
security policies?

Guided by the aim of the study and our research questions, we conduct an interpretive case study. 
The theoretical framework we propose and use for the analysis of the case study draws on the 
literature on frames of reference and on organizational information security policies. The theoretical 
framework  brings  forward  a  new  concept  of  'Information  Security  Policy  Frames  of 
Reference' (ISPFOR)  that  works  as  our  lens  to  study and  attain  a  better  understanding  of  the 
perceptions of ISPs and their consequences. We believe that frames of reference that have been used 
widely in information systems (IS) research, can provide valuable insights for information security 
research  and  in  particular  provide  a  systematic  means  to  analyze  the  organizational  groups' 
perceptions and their possible consequences.

1.2 Delimitations
The aim of the study and research questions discussed in Section 1.1 Aim of the Study and Research
Questions indicate  the most important  delimitations  for the study.  A detailed description of the 
delimitations and underlying decisions for them follows.

Perceptions
The  study  is  not  concerned  exactly  how  organizational  ISPs  are  formulated,  structured,  or 
disseminated (i.e.,  policy  application  process)  in  organizations,  but  is  concerned  with  the 
organizational groups' perceptions of these ISPs and related activities in one organization.

Frames of reference
The study is not concerned how the organizational groups have come to have a frame of reference, 
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i.e., the origins of the frame of reference. The study is instead concerned of articulating the frame of 
reference (i.e.,  its  structure  and  content)  that  concerns  organizational  ISPs  and  the  possible 
consequences of that frame of reference to ISP implementation and use.

1.3 Central Concepts
Some central concepts used in this thesis are described below. The purpose is not to provide exact 
or comprehensive definitions but to bring forward our understanding of the concepts.

Frames of reference/Frames
A frame of reference includes individual's understanding of, assumptions about, and expectations of 
a  certain  phenomenon  or  artifact (i.e.,  organizational  ISPs).  An  individual  uses  the  frame  of 
reference to make sense of and assign meaning to the phenomenon or the artifact.

Organizational information security policy/Information security policy
An organizational information security policy (ISP) refers to a set of documents that an organization 
uses  to  describe  established  rules  that  provide  guidance  in  the  protection  of  the  organization's 
information assets. The organizational information security policy is concerned with organizational 
rather than technical level of information security and forms a part of organization's information 
security management.

Perceptions 
Perception  is  a  mental  image,  impression,  or  understanding  of  a  phenomenon  or  artifact (i.e., 
organizational ISP) formed through experiences.

1.4 Structure of the Thesis
The rest of this thesis is organized as follows. The second chapter presents an overview of literature 
with regard to the importance and role of the information security policies,  issues pertaining the 
application  of  those  policies  in  an  organizational  context  and  background  to  how  different 
organizational groups may perceive them. The third chapter provides a theoretical foundation for 
the study by discussing selected research contributions in regard to frames of reference. The fourth 
chapter builds on and extends the ideas presented in chapters two and three to form the theoretical 
framework of the study. The fifth chapter presents the methodological approach of the study: our 
rationale for selecting a single interpretive case study, data collection and analysis methods of the 
study and criteria for conducting and evaluating it. The sixth chapter describes our case study: the 
context of the study and empirical data. The seventh chapter provides the analysis in regard to the 
research questions and in the light of the theoretical framework of the study. Finally, the study’s 
findings are discussed in chapter eight, after which, in chapter nine, conclusions, some reflective 
thoughts about the research process and study's limitations as well as routes for future research are 
discussed. 
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2 Literature Review on Information Security Policies
This  chapter  presents  a  discussion  of  the  literature  with  regard  to  the  importance  and role  of 
information security policies and issues pertaining the application of information security policies in 
organizational context as well as a background to how different organizational groups may perceive 
them. Literature review is later on used as a basis for the theoretical framework of the study and to 
discuss study's findings.

2.1 Introduction to Information Security Policies
Technology-orientation  has  traditionally  dominated  information  security  literature (Dhillon  & 
Backhouse 2001; Siponen & Oinas-Kukkonen 2007), even to such an extent that Straub, Goodman 
and Baskerville (2008b) argue '[t]he management of information security is in its infancy, whereas 
the development of security technologies has reached a much more advanced state of maturity'  (p. 
5). Technology alone, however, will not solve serious information security issues as major failures 
are considered with the proper management of information assets (Straub et al. 2008a). Information 
security  policies (ISPs)  establish  the  foundation  for  organization's  efforts  to  protect  those 
information assets (Warkentin & Johnston 2008). As Higgins (1999) suggests '[w]ithout a policy, 
security practices will be developed without clear demarcation of objectives and responsibility' (p. 
217).  Therefore,  ISPs  'set  out  the  organisation's  approach  to  managing  information 
security' (ISO/IEC 2005, p. 7).

The term 'information security policy'  varies in meaning depending on the context of its usage. 
Often the same term is used to denote different levels of ISPs. As such Höne and Eloff (2002b) 
consider ISP  as 'a direction-giving document for information security within an organization' (p. 
402)  and  Baskerville  and  Siponen  (2002) as  'a  high-level  overall  plan  embracing  the  general 
security goals and acceptable procedures' (p. 338). An  ISP further highlights the roles, rights and 
responsibilities of individual employees in  regard to achieving organization's information security 
objectives (Höne & Eloff 2002b). More precisely, it includes instructions to employees as to what 
they are expected to do when they interact with organization's information assets (Whitman 2008). 
In the context of this thesis, the term 'information security policy (ISP)' denotes a set of documents 
that an organization uses to describe established rules that provide guidance in the protection of the 
organization's information assets.  The ISPs are considered on organizational rather than technical 
level and as a part of information security management.

Organizations use ISPs as a basis for their information security efforts aimed at protecting their 
information assets (Warkentin & Johnston 2008). There is, indeed, a growing agreement among 
researchers  and  practitioners  that  information  security  policy  is  the  foundation  of  information 
security in an organizational context (e.g.,  Baskerville & Siponen 2002; Siponen & Iivari 2006; 
Doherty,  Anastasakis & Fulford 2009). The deployment of the ISPs is seen as one of the most 
important  information  security  controls (Höne  &  Eloff  2002b) and  as  an  integrated  part  of 
information  security  governance (von  Solms  2005) as  well  as  strategic  information 
security (Lindström & Hägerfors 2009). Indeed, the ISPs should be directly linked to organization's 
objectives and strategic planning (Doherty & Fulford 2006). The purpose of the ISPs is to influence 
employee  perceptions  about  information security towards  shared  understandings  throughout  the 
organization (Oscarson  2007) and  finally  to  influence  and  dictate  appropriate  behavior  among 
employees (von  Solms  &  von  Solms  2004).  Despite  the  recognized  significance  of  ISPs  and 
scholarly contributions and in spite of the fact that organizations devote significant resources for 
information security management and formulate information security policies, these policies seldom 
produce the intended results (Karyda et al. 2005).

4



2.2 Application of Information Security Policies
The application of ISPs in an organizational context can be divided into processes of formulation, 
implementation, and use as well as a feedback mechanism that provides input for the reformulation 
of the ISPs (Karyda et al.  2005).  Information security policy formulation is a challenge for any 
organization (Höne  &  Eloff  2002a).  While  practitioners  seek  advice  for  the  formulation  from 
international  information  security  management  standards  and  best  practices,  researchers  have 
criticized this approach for leaving organization’s unique requirements aside (Siponen & Willison 
2009; Anttila & Kajava 2010) and for mainly focusing on the existence of ISPs rather than their 
content (Siponen 2006). A 'cut and paste' approach to ISP formulation, is not likely to result into 
something  employees  can  relate  to  or  something  that  truly  reflects  the  organization's  overall 
approach to information security (Höne & Eloff 2002a). Needless to say, successful application of 
ISPs is not only about the content and structure of the ISPs as they are merely 'architectural factors' 
and trying to define them in an universal manner does not ensure successful application at any 
particular setting (Whitman 2008).  This view reflects  a wider concern of ISP contextualization; 
as Karyda et al. (2005) have noted, ISPs should be aligned with the requirements of the particular 
organization and its context. In their empirical study, they identified that organizational structure 
and  culture,  management  support,  existence  of  security  personnel,  training  and  education  to 
employees, employee participation to the formulation of ISPs, and alignment of ISPs and employee 
work goals were contextual factors that affected the successful implementation and adoption of the 
ISPs.

It is not reasonable to expect that simply formulating the ISPs would be enough; they must be also 
implemented and finally adopted by the employees. ISPs should be disseminated throughout the 
organization and employees provided with adequate training as if they are not, employees are likely 
not aware of them (Höne & Eloff 2002a), and chances are that they will end up to be forgotten on 
the shelf. In order to achieve the anticipated benefits, ISPs must indeed be used appropriately by all 
employees (von Solms & von Solms 2004). ISPs need to be translated into actions (Warkentin & 
Johnston 2008). Unfortunately, in practice there is often a conflict in espoused theory and theory-in-
use, i.e., what is mandated in the ISPs is not translated into practice (Dhillon 2007). Indeed, the 
issue of employee non-compliant behavior has received a lot of researchers' attention and different 
approaches have been proposed for influencing employee behavior. This research takes a stance that 
employees (as end-users) constitute a threat to organization’s information security and, therefore, 
one of the most important questions information security management must consider is how to best 
ensure employees adhere to the ISPs. Therefore, it is worthwhile to shortly describe what may be 
the factors affecting employee compliance as it is further related to how employees may perceive 
the ISPs. According to  Siponen (2000), the concept of information security awareness refers to 'a 
state  where  users  in  an  organization  are  aware  of  –  ideally  committed  to  –  their  security 
mission' (p. 31).  Bulgurcu,  Cavusoglu and Benbasat  (2010) suggest  that  employees'  information 
security  awareness  has  an  impact  on  their  attitude  towards  ISP  compliance.  In  their  study, 
information  security  awareness  contained  both  general  information  security  awareness  and  ISP 
awareness.  Findings  from empirical  research,  which  drew on the  Theory of  Planned Behavior, 
suggest that employees'  attitude,  normative beliefs, and self-efficacy influence their  intention to 
comply  with  the  ISPs,  while  attitude  is  influenced  by  employees'  overall  assessment  of  the 
consequences  of  compliance  or  non-compliance (ibid.).  Herath  and  Rao  (2009) found  that 
normative beliefs related to expectations from others have an impact on employee behavior and that 
how employees perceive the behavior of others influences their intention to comply with the ISPs. 
An empirical  survey by  Pahnila,  Siponen  and Mahmood  (2007) further  found  that  employees' 
perception of the quality and usefulness of information within ISPs influences ISP compliance. In 
practice this means that information in ISP documents should be adequate, relevant, and up-to-date 
for employees' work functions and that employees should be able to easily find the information they 
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need from the ISP documents (ibid.). Their findings have also implications for the language used in 
ISP documents as they argue that the message of ISP documents should be readily understandable 
for the employees. Siponen, Pahnila and Mahmood (2010) do not only argue for clear language in 
ISP documents but also for overall visibility of information security that, based on their empirical 
study, influences employees' intention to adhere to the ISPs. Hence, the message of the importance 
of compliance should be visible throughout the organization (ibid.). Furthermore,  a quantitative 
survey by Herath and Rao (2009) found that employees' positive perception of effectiveness of their 
actions  to  organization's  information  security  motivate  them  to  comply  with  the  ISPs.  For 
Information  Security  Professionals  these  results  suggest  that  it  is  important  to  communicate  to 
employees that information security has an important role for the organization and that employees' 
behavior can in fact make a difference in successful organizational information security. In fact, 
Siponen and Vance (2010) argue that compliance to the ISPs should be seen as a part of employees' 
work and a failure to comply should be seen as negligence of employees' work responsibilities. At 
the end of the day, it is employee's own choice to violate or adhere to the ISPs (ibid.).

2.3 Perceptions of Information Security Policies
As management intent is commonly manifested in the information security policies, the ISPs may 
rather  reflect  the  worldview of  the  information  security  management  than  other  organizational 
groups'  and approach information security from information security management's  perspective. 
Indeed, support for this assumption is provided by Doherty et al. (2009) who found that information 
security policies of various universities reflected the underlying techno-centric view of information 
security management. This may have far reaching consequences in the ISP implementation and use. 
Even though researchers acknowledge that employees can in fact help organizations in securing 
their information and technology resources (e.g.,  Bulgurcu et al.  2010), traditionally information 
security  management  has  seen  employees  from a  rather  authoritarian  perspective  as  an  enemy 
within (Adams & Blandford 2005; Albrechtsen & Hovden 2009) and protecting the organization 
from  so  called  insider  threat  has  been  high  on  the  managements'  agenda (e.g.,  Theoharidou, 
Kokolakis, Karyda & Kiountouzis 2005; Willison & Siponen 2009). This perspective suggests the 
roots of a potentially adversarial relationship between information security management and other 
organizational groups.

Previous  studies suggest  that  a  divide  exists  between  employees'  and  Information  Security 
Professionals' views on and experiences of information security practices (Albrechtsen & Hovden 
2009) and that employees may have a totally different mindset from that of Information Security 
Professionals (Albrechtsen 2007). Nevertheless, these professionals should be able formulate ISPs 
that  are  acceptable  for  and  not  infringe  with  the  basic  assumptions  or  beliefs  of  different 
organizational groups (von Solms & von Solms 2004), keeping in mind the tension that may arise 
between  formal  rules  set  by  the  organization  and  informal  norms  of  different  organizational 
groups (Dhillon 2007).  In practice Information Security Professionals often fail to listen to how 
different employee groups perceive information security and merely rely on their own assumptions 
of how those groups may perceive it (Ashenden 2008). Information Security Professionals should, 
however,  consider  the others'  perceptions  of  information security as they are a prerequisite  for 
following up and taking actions in terms or information security measures (Oscarson 2007).

Whilst  researchers  and  practitioners  have  acknowledged  the  importance  and  role  of  ISPs,  and 
different  approaches  to  enhance  employee  policy  compliant  behavior  have  been  proposed, 
employees'  perceptions  of  ISPs  have  received  much  less  attention.  Despite  the  lack  of  studies 
concentrating  on  perceptions  of  ISPs,  a  few  studies  have  briefly  touched,  mainly  end-users' 
perceptions as a part of some other topic, often as a part of employee compliance with information 
security  measures.  Albrechtsen  (2007) argues  that  employees'  view  on  information  security  is 
formed by interwoven organizational, technological, and individual factors.  According to Herath 
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and  Rao  (2009) employees  are  likely  to  have  a  reluctant  view  towards  ISPs  if  they  see  that 
adherence to ISPs constitutes an impediment to their daily work activities. Employees may perceive 
adherence as burdensome and as hindering their daily work by taking time and effort (Bulgurcu et 
al.  2010).  For  example,  as Puhakainen  (2006) reported  based  on  his  qualitative  interviews, 
employees  may perceive policies  as  'a  hindrance to  a fluent  business  communication'  (p.  100). 
When  employees  have  conflicting  demands  -  for  work  efficiency and  for  information  security 
procedures, business may be prioritized over information security (Albrechtsen 2007). In the same 
vein,  Karyda et al. (2005) argue that employees are more likely to have a positive view of ISPs 
when the ISPs are aligned with their work goals and contribute to completing those in an effective 
manner.  If  employees  perceive  that  their  actions  and  behavior  can  have  a  positive  impact  on 
organization  or  benefit  the  organization,  chances  are  that  their  attitudes  towards  ISPs  are 
positive (Herath & Rao 2009). Finally, the level of employee's information security awareness may 
influence these perceptions (Bulgurcu et al. 2010).

In  conclusion,  the  application  of  ISPs  continues  to  be  a  challenge  for  information  security 
management. As a part of the complexity, Information Security Professionals and employees may 
view information security practices differently and Information Security Professionals may have 
unrealistic assumptions about the means they use for information security management.  Indeed, 
Information  Security  Professionals  often  fail  to  listen  to  employees,  tending  to  guess  how 
employees  perceive  information  security  practices.  In  the  same  vein,  while  researchers  have 
proposed a multitude of factors that may influence employee behavior towards ISP compliance, 
employees' perceptions of ISPs have not received much research attention. 
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3 Theoretical Foundation
This chapter presents the theoretical foundation of the study - frames of reference. Chapter begins 
with  a  discussion  about  selection  of  theory.  Frames  of  reference  are  then  discussed  from four 
perspectives: (1) how individuals make use of them; (2) their structure and content; (3) how they 
can become shared; and (4) their organizational consequences. We later draw on the theoretical 
foundation to form a theoretical framework for the study and to discuss study's findings. 

3.1 Selection of the Theory
The selection of a theoretical foundation for the study was a relatively long process and took several 
months to develop into a final form in which we felt it could enrich and explain what was found at 
the empirical site of the case study described in Chapter 6 Case Study. Walsham (2006) argues that 
'the  choice  of  theory  is  essentially  subjective'  (p.  324)  and,  indeed,  so  was  it  in  this  study. 
Nevertheless, it was a conscious subjective choice that we believe fitted well to the phenomenon 
under study.  Walsham (2006) further notes how different studies are missing an ingredient;  the 
studies do not state  why did the authors choose the theories they chose. Therefore, we will next 
discuss why did we choose the theory we chose. 

During the course of this  study,  our knowledge of different theories widened through intensive 
studying and our understanding of the empirical site deepened. We believe both of these factors 
affected  to  the  selection  of  the  theory. At  the  early  stages  of  our  study  such  theories  as 
contextualism (Pettigrew  1990) influenced  our  thinking,  but  were  later  discarded.  Although 
contextualism might have deepened our knowledge about the organizational change, brought about 
the organizational ISPs, we felt that it always requires a longitudinal study, which was not possible, 
given the limited time at the empirical site. Furthermore, as our understanding of the empirical 
context increased, the theory was discarded as it was felt not to be suitable anymore. During the 
study, our interest in human cognition increased, and indeed, through familiarizing ourselves with 
the Gestalt psychology, and the schema theory as stated by Bartlett (1995) we got dragged into a 
trip down the memory lane (Walsh 1995). At a later phase of our study, we became familiar with the 
theory of Technological Frames of Reference (TFR) (Orlikowski & Gash 1994) that influenced us 
and led us to the path of gaining more knowledge about frames of reference. As such, the selection 
of theory was guided by our increasing interest in socio-cognitive processes and the part they might 
play in information security management. Furthermore, our subjective selection got further support 
from the literature; Siponen and Oinas-Kukkonen (2007) suggest that more empirical studies related 
to  information  security  management  that  use  reference  theories  from  psychology,  sociology, 
semiotics, or philosophy are necessary. Quoting Gash and Orlikowski (1991), '[i]n general, frames 
[of reference] direct perceptions and interpretations of organizational phenomena' (p. 3) and as such 
the  frames  were  assumed  to  provide  a  theoretically  informed  framework  for  analyzing  the 
perceptions organizational groups have in regard to the ISPs. Therefore, we felt that literature on 
frames of  reference provided us  the needed theoretical  foundation that  was well  suited for  the 
phenomenon under study, and furthermore, it spoke to us. As follows, theory was used in this study 
in two ways: (1) as an initial guide to design the data collection; and (2) as a part of an iterative  
process of data collection and analysis (Walsham 1995a), thus functioning as a sensitizing device 
for making sense of the world (Klein & Myers 1999).

3.2 Frames of Reference 
The knowledge individuals' posses affects how they understand and make sense of the world around 
them. Indeed, the existing knowledge has a central role in how we as humans cognitively process 
information. The information processing, utilizing the existing knowledge, is commonly referred as 
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top-down or  theory driven information processing.  In  the  heart  of  the  top-down processing lie 
knowledge  structures (Walsh  1995),  known  in  the  past  literature  as  'cognitive  maps',  'mental 
models',  'frames',  'schema' (Orlikowski  &  Gash  1994),  'frames  of  reference',  or  'causal  maps', 
etc. (Walsh 1995). Indeed, the terminology used to refer to the knowledge structures is rich and 
colorful (literature review of  Walsh (1995) on the use of knowledge structures in organizational 
cognition  identified  over  70  used  terms).  Although  Walsh  (1995) suggests  more  consistent 
terminology and uses the terms 'knowledge structure' and 'schema', the terms 'frames' and 'frames of 
reference'  will  be  adopted  throughout  this  study  to  be  consistent  with  the  past  information 
systems (IS)  literature,  as  will  be discussed later.  These  terms will  be used to  broadly refer  to 
knowledge structures utilizing top-down information processing.

A frame is formed through experiences and concerns a certain information domain. As each frame is 
related to a certain information domain, it can be well assumed that each individual, through living 
in the world has millions of frames used in the information processing (Groome 2006). Naturally, 
individual who does not have any experience from a certain information domain, does not have a 
frame of  reference  from that  specific  information  domain  neither (Walsh  1995).  Therefore,  the 
experience  of  a  specific  information  domain  is  necessary  for  a  frame  to  be  formed.  Those 
individuals with more experience and competence (e.g., experts) should have more detailed and 
complete  frames  than those with  less  experience (Lurigio  & Carroll  1985).  Therefore,  different 
individuals  will  perceive  the  same  information  domain  differently,  depending  on  their  unique 
history and experiences (Groome 2006). 

In an organizational context, frames consider organizational members' expectations and knowledge 
of and assumptions about the nature and role of an organizational phenomenon or artifact (Hsu 
2009) and 'how organizational members make sense of and assign meaning to their environment, 
organization,  and tasks' (Orlikowski  & Gash 1994, p.176).  Frames not only allow individual to 
interpret the information domain but also 'provide a basis for taking action' (Lin & Silva 2005, p. 
50). Indeed, the frames, as organized knowledge about an information domain, enable action in that 
domain (Walsh 1995). While, as argued by Orlikowski and Gash (1994), these interpretations are 
rarely brought up as they become taken-for-granted, they significantly influence how individuals act 
towards an information domain, such as technology, as in their example.

The frames order an information domain, i.e., some phenomenon, into organized knowledge that 
allows  subsequent  interpretations  and  action (Walsh  1995).  Therefore,  frames,  as  organized 
knowledge about an information domain, consists of structure and content; the structure refers to 
categories of knowledge and content to a specific knowledge within a specific category (Orlikowski 
& Gash 1994). Frames are always situated in the context of particular time and space and thus 
should be examined in the context (in situ) rather than be assumed ahead of time (a priori) (ibid.). 
Indeed, much information systems (IS) research has been done to uncover the frames that relate to 
technology, their context specific structure and content. However, it is argued by Davidson (2006) 
that too much focus has been placed on frame content  that is  always context  specific.  Instead, 
according  to  her,  the  structure  of  frames,  concerning  specific  information  domain,  should  be 
conceptualized and investigated in ways that enable comparative analysis across different cases. 
However, as such, there is an underlying assumption that we need to know the frames (structure and 
content), before such conceptualizing and investigation is possible. As Walsh (1995) argues, '[f]irst, 
they [researchers]… / …need to uncover the attributes of a particular knowledge structure that a 
manager might use (i.e., its content and structure)' (p. 282).

Walsh (1995) notes there is a paradox in frame driven information processing; the processing can be 
enabling  and  crippling  at  the  same  time.  The  use  of  frames  in  information  processing  may 
encourage stereotypic thinking, fill  data gaps with information that fits in to the existing frame, 
discourage  questioning  the  existing,  already  formed  knowledge  structures  and  inhibit  creative 
problem solving.  The frames function as attention directing and problem-solving templates that 
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guide our search for, acquisition of, and processing of information (Harris 1994), and as such the 
frames  do  not  only enable  us  to  make sense  of  information,  but  also  filter  out  or  adjust  new 
information conflicting with our existing frames. Information that conflicts with our previous frame 
will  be  ignored,  modified  to  fit  existing,  current  frame  or  either  cause  frame  modification  or 
addition of a subcategory (Lord and Foti (1986) in Harris (1994)). However, due to the very nature 
of  frames,  conflicting  information  is  rarely  uncovered (Harris  1994).  Frames  ensure  that 
information that drastically challenges the validity of frames rarely occurs, instead, as the frames 
direct search for and acquisition of information, it is more likely that information uncovered will 
only reinforce  already existing  frames (ibid.).  To summarize,  the  frames  not  only enable  us  to 
understand  an  information  domain  but  also  limits  our  ability  to  understand  it,  leading  us  to 
impoverished views of the world.

It is not only the frame structure and content that affect to information processing as such. The 
different  frames  individual  possesses  differ  in  salience,  i.e.,  in  the  relative  importance.  When 
individuals  encounter  certain  phenomenon  that  they  have  prior  experiences  from,  a  frame  is 
activated to make sense of the phenomenon. However, different situations, or contexts, can affect to 
the activation of a frame. One frame might be more salient than another; the frames shift in salience 
over time and context (Davidson 2006). Harris (1994) discusses the relation between frame salience 
and  activation  in  three  different  situations.  Firstly, currently  activated  frames  can  increase  the 
likelihood of other frames being salient or activated, e.g., individual's organizational frame is likely 
to make salient (or activate) other frames related to the central concerns of the organization (e.g., 
quality,  customers,  information  security).  Secondly,  verbal  artifacts,  such  as  signs,  slogans,  or 
written rules (e.g., awareness material, published information security policies) to which individual 
is exposed to are likely to increase the frame salience. Thirdly, individual's motives and goals shape 
the frame salience. For example, individuals in an organization that rewards information security 
compliant behavior are more likely to focus on information security related behavior.

The frames,  held by individuals,  can become shared on a group, organization or even industry 
levels (Walsh 1995). These shared frames, or 'supra-individual frames'  (Walsh 1995), can become 
shared through the course of socialization (Hsu 2009), or through shared experiences and shared 
exposure to social cues about other members' reality (Harris 1994). Through day-to-day activities 
and interaction in an organization, members of an organizational subgroup are likely to share more 
experiences  and receive more social  cues with members of the same subgroup than with other 
members of the organization. The frames that emerge in such subgroups tend to be more specific, 
well-defined  and  more  generally  shared  than  those  frames  shared  throughout  the 
organization (ibid.). In addition, individuals shape their frames by observing other organizational 
members'  responses  to  different  encountered  situations (ibid.).  As such,  it  can  be  assumed that 
individual's observations how other organizational members behave towards information security, 
influence  the  frame held  by the  observer,  shaping the  frame to  become more  similar  as  those 
possessed  by the  observed.  These  group-level,  shared  frames  function  in  a  similar  manner  as 
individual  knowledge structures,  despite  that  the cognition occurs  at  individual  level (Davidson 
2002). However, the sharing of frames or the existence of supra-individual frames is not without its 
critique. The idea of supra-individual frames has been seen as 'repugnant' and it has been claimed 
that individuals' actions are guided by the institutional thinking, that squeezes group members' ideas 
into a common form (Douglas (1986) in  Walsh (1995)). In spite of such critique, scholars have 
continued to study the frames at group, organization, and industry levels of analysis (Walsh 1995).

Frames of reference can have organizational cross-level consequences (i.e., group, organization, or 
industry). As the frames of reference are formed through individual experiences and shared through, 
for  example socialization,  it  is  likely that  different  organizational  groups form differing frames 
concerning the same phenomenon. Misaligned content of frames between different  organizational 
groups, i.e., incongruent frames (Orlikowski & Gash 1994), may have substantive organizational 
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consequences. These consequences can manifest themselves in the form misaligned expectations, 
contradictory actions, resistance, and skepticism (Davidson 2006) which may affect organizational 
effectiveness (Orlikowski & Gash 1994).  Orlikowski and Gash (1994) open the consequences of 
frame incongruence with an example: 'a frame incongruence is apparent when managers expect a 
technology to transform the way their company does business, but users believe the technology is 
intended to merely speed up and control their work.' (p. 180). On the other hand, according to Gash 
and Orlikowski (1991), some theorists argue that the elements of frames that are shared across 
different organizational groups,  i.e.,  congruent frames (Orlikowski & Gash 1994), constitute the 
elements of an organizational culture.

3.3 Frames of Reference in Information Systems Research
Information systems (IS) research has widely utilized the frames of reference. Already in the late 
1970, Bostrom and Heinen (1977) found that bad design of management information systems was 
attributed to the frames of reference held by the designers. Building on this idea,  Orlikowski and 
Gash (1994) articulated the Technological Frames of Reference (TFR) to study the role that frames 
of reference have in systems development and use.  They stated that the Technological Frames of 
Reference  are  'that  subset  of  members’ organizational  frames  that  concern  the  assumptions, 
expectations, and knowledge they use to understand technology in organizations' (p. 178). Later, a 
wide range of publications have taken advantage of the TFR studying information technology in 
organizational  contexts.  These  studies  in  the IS discipline  have  included analysis  of  meanings, 
assumptions, and expectations held by different stakeholders of the development on national IS in 
India (Puri  2006); understanding  non-compliance  with  information  systems (Sobreperez  2008); 
'how  frames  and  shifts  in  frame  salience  influence  sensemaking  during  [information  systems 
delivery] requirements determination' (Davidson 2002, p. 329); investigating and understanding the 
effect of technological frames of reference on end-user satisfaction (Shaw, Lee-Partridge & Ang 
1997); understanding the social phenomena of technology adoption  (Lin & Silva 2005); and how 
differing interpretations of various organizational stakeholders resulted in outcomes that deviated 
from those expected (Orlikowski & Gash 1994) to mention but a few. However, from all this rich 
literature in IS discipline utilizing frames of reference, only study focusing on the part that frames 
of reference have on information security is from Hsu (2009). Using frames analysis and TFR as the 
theoretical lens, the study, through interpretive case study, focused on 'people’s interpretations and 
perceptions of IS security certification in a specific organizational context' (Hsu 2009, p. 143). The 
findings  of the study provide a  rich insight  into different  meanings the stakeholders  developed 
around IS security management certification and how they used those to make decisions on how to 
implement  the  certification  related  practices.  All  in  all,  the  aforementioned  studies  have 
demonstrated the value of analyzing the frames of reference different organizational groups have 
developed and their consequences. 
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4 Theoretical Framework
This chapter builds on the literature review and the theoretical foundation presented in chapters two 
and  three  and  extends  the  ideas  of  existing  literature  on  frames  of  reference  and  information 
security policies to form a concept of Information Security Policy Frames of Reference (ISPFOR). 
Further,  a discussion concerning the possible consequences of the ISPFOR in an organizational 
context is provided. Later in this study, we draw on the theoretical framework to guide the data 
collection and to analyze and interpret the data. 

4.1 Introduction 
Frames  have  been  argued  to  afford  an  analytical  tool  for  understanding  employee  perceptions 
around introduction of an information security management standard in an organization (Hsu 2009). 
While the role of frames of reference related to technology has been articulated and significant 
consequences of Technological Frames of Reference (TFR) have been found, we take the view that 
organizational ISPs cannot be regard as a technological artifact and thus TFR on its own cannot be 
used to study organizational ISPs. Organizational ISPs are formulated, implemented and applied by 
employees  and during these processes  employees  form perceptions  about  the ISPs.  Underlying 
these perceptions, they are expected to form a frame of reference that concerns ISPs consisting of 
the understandings, assumptions and expectations they become to have around the ISPs. In this 
section, we argue that this frame of reference is likely to have an impact on ISP implementation and 
use  in an  organizational  context.  We  call  this  frame  'Information  Security  Policy  Frame  of 
Reference' (ISPFOR)  and  argue  that  ISPFOR  provide  a  systematic  means  for  analyzing 
organizational groups' perceptions of organizational ISPs. 

According to Walsh (1995), researchers seeking to relate the top-down information processing into 
practice need to consider at least four issues. First, they need to uncover the structure and content of  
a particular frame of reference that represents a certain information domain. Second, the use of this 
frame of reference must be related to consequences of substantive organizational importance. This 
may involve analysis of cross-level (i.e., group, organization, or industry) consequences of the use 
of the frame of reference. Third, when shown to have substantive organizational consequences, the 
developmental  origins  of  the  frame of  reference  must  be  uncovered  to  guide  remedial  change 
efforts.  Finally,  the  researchers  should  consider  the  organizational  consequences  at  individual, 
group, organization, and even industry levels. The Figure 1 illustrates these four issues as a general 
organizing framework for research into frames of reference. 

Relating this study to the organizing framework in  Figure 1, the study focuses on the two first 
issues: the structure and content of a frame of reference that concerns organizational ISPs  as an 
information domain and its possible consequences. As further depicted in the Figure 1, this study 
does not focus on studying the information domain itself, i.e., the information security policies or 
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the related activities. The research questions RQ1 and RQ2 are used respectively to address these 
issues. The rest  of this chapter presents the theoretical framework for this  study.  First,  we will 
discuss about a frame of reference that takes organizational ISPs as an information domain building 
a theoretical lens for RQ1. Secondly, we will discuss about possible consequences of this frame 
building the theoretical lens for the RQ2.

4.2 Information Security Policy Frames of Reference - ISPFOR
To  understand  'Information  Security  Policy  Frames of  Reference' (ISPFOR)  and  its  possible 
consequences,  it  is  worth  speculating  how  the  ISPFOR  may  be  formed.  From  organizational 
perspective, the goal of the ISPs is to influence employee perceptions about information security 
towards a shared understanding throughout the organization (Oscarson 2007) and, in so doing, to 
dictate appropriate behavior among them (von Solms & von Solms 2004). To achieve this, ISPs 
need to be formulated, implemented and adopted throughout the organization (Karyda et al. 2005). 
During these processes, employees are expected to form their ISPFORs (though some of them may 
already  have  an  ISPFOR  from  some  other  context)  through  gaining  experiences  from  the 
organizational  ISPs.  Both  explicit  cues  such  as  information  security  policy  documents  and 
organization's information security awareness campaigns and implicit cues such as those embedded 
in organizational culture and interaction between people can act as inputs for the formation of the 
ISPFOR. In other words, the ISPFOR emerges from and is transformed by interactions between 
employees,  ISP documents and the context.  Therefore,  ISPFOR does not only consider the ISP 
documents per se but contains knowledge about all experiences employee has related to the ISPs, 
their use and their contextual consequences.  As  Lurigio and Carroll (1985) have identified, only 
individuals with experience in an information domain, have a frame of reference for that domain. 
Consequently, not do all employees necessary posses an ISPFOR as not everyone has experience 
from organizational ISPs. This may be the case in organizations that do not have ISPs or when the 
employee is not aware of them. On the other hand, building on Lurigio and Carroll (1985), the more 
employee is exposed to experiences with the ISPs, the better structured ISPFOR becomes.

A frame of reference represents an information domain and has a structure and content (Walsh 
1995). The information domain of interest here is organizational ISPs. The content of ISPFOR, 
structured into  categories,  is  deemed to  be a  set  of  employee's  understandings  of,  assumptions 
about, and expectations of organizational ISPs. Naturally, as frames of reference are situated in time 
and space (Orlikowski & Gash 1994), her experiences around ISPs can evolve and the structure and 
content change accordingly. Therefore, as with frames of reference in general, the ISPFOR should 
be analyzed in situ, rather than be assumed a priori. This contextual dimension is important as ISPs 
only have a meaning and function the employees give them in a specific context; the meaning of the 
ISPs does not reside in the ISP documents themselves. Extending the ideas of Lin and Silva (2005), 
reflecting her frame, what she perceives as 'usefulness' or 'ease of use' of ISPs may depend not only 
on intrinsic qualities of the ISP documents but also on the context in which the documents are 
evaluated. 

Through the course of socialization (Hsu 2009) or through shared experiences and shared exposure 
to others' social cues (Harris 1994), frames of reference, held by individuals, can become shared on 
a group, organization or even industry level (Walsh 1995). Frames that are shared on a group level 
tend  to  be  more  specific,  well-defined  and  more  generally  shared  than  frames  shared  on  an 
organizational level (Harris 1994). In other words, frames can be shared on the level of categories 
and when more specific, well-defined and more generally shared, on the level of category content. 
When employees, for example, share similar organizational roles in regard to organization's ISPs or 
work closely together in questions related to the ISPs, they are likely to share similar experiences 
and receive more social cues from each other, gradually shaping their ISPFORs making them more 
similar and eventually shared. However, 'shared', here, does not imply the frames would be identical 
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between the employees. 

4.3 Consequences of the ISPFOR
The frames of reference may have substantive consequences for organizations.  In regard to the 
frames  of  reference  that  concerns  organizational  ISPs,  the  consequences  may  prove  to  be 
multifaceted. Firstly, building on Lin and Silva (2005), the ISPFOR affects how employees perceive 
organizational ISPs and shapes their actions. In this process, ISPFOR fills missing information with 
information  that  fits  to  the  existing  ISPFOR,  inhibits  novel  problem  solving  around  ISPs  by 
encouraging conventional  thinking,  guides  the  acquisition  of  new ISP related  information  and, 
finally, tends to reinforce already formed assumptions about and expectations of ISPs. The very 
nature  of  frames  ensures  that  drastic  alterations  to  them  seldom  occur (Harris  1994).  Further 
consequences, which are of particular interest here, are likely to be found related to the differences 
in the ISPFORs across organizational groups.

Many  of  the  issues  associated  with  ISPs  in  organizational  contexts;  employee  resistance, 
skepticism,  non-compliance (Höne  &  Eloff  2002a);  are  largely  similar  to  ones  information 
systems (IS) research has identified in relation to technology and argued that many of the issues 
originate in the differences in central groups' frames of reference.  As discussed earlier, ISPFORs 
can  become  shared  among  an  organizational  group.  Borrowing  the  concept  of  'congruence' 
from Orlikowski and Gash (1994), we posit that ISPFOR congruence is the extent of similarities in 
the category content  among organizational  groups.  In other  words,  when the ISPFOR category 
content  shares  similarities  across  organizational  groups,  those  parts  of  ISPFORs  approach 
congruence.  As follows, 'incongruence' is the extent of differences in the category content among 
organizational groups.  Previous research on IS has indicated frame incongruence in  employees' 
frames of reference that concern technology may lead to such issues as  misaligned expectations, 
contradictory actions, resistance, and skepticism (Davidson 2006).  Building on this research, we 
suggest  that  congruence  and incongruence  in  the  organizational  groups'  ISPFORs are  likely to 
influence organizational ISP implementation and use. What the consequences of congruence and 
incongruence would be in practice are discussed through the following four examples.  

Firstly, incongruence is apparent when Information Security Professionals assume a responsibility 
of  formulating  the  ISPs  from  an  authoritarian  perspective (Adams  &  Blandford  2005) and 
independently from other organizational groups, whereas the other organizational groups expect to 
participate  into  ISP  formulation.  For  example,  they  may  assume  their  involvement  in  ISP 
formulation  is  an  effective  means  to  improve  their  information  security  knowledge  and 
awareness (Albrechtsen  2007).  Congruence,  in  turn,  would  imply  shared  understandings  of 
preferred approach to ISP formulation. Secondly, incongruence is visible when Information Security 
Professionals assume that disseminating ISPs through organization's intranet is sufficient to turn 
ISPs into actions. In such a case, they may expect other organizational groups to read, comprehend 
and take ISPs into use largely on their own. Other organizational groups, however, may expect the 
ISPs to be brought to them. ISPs are thus left unnoticed. In such a case, ISPs were disseminated 
reflecting  the  Information  Security  Professionals'  ISPFOR  while  employees,  possessing  an 
incongruent ISPFOR, perceived that no dissemination took place. The very nature of frames may, in 
turn, inhibit Information Security Professionals from acknowledging the misaligned expectations, 
thus no corrective actions are taken. Congruence in a similar situation would have implied shared 
expectations  of  how  ISPs  should  be  disseminated  in  order  to  turn  ISPs  into  actions.  Thirdly, 
expectations of specific uses of ISPs and their consequences in a given setting may be multifarious. 
Information Security Professionals may have unrealistic assumptions about the means they use for 
information security management, ending up with approaches that are inadequately aligned with 
employees' everyday work (Albrechtsen & Hovden 2009); Information Security Professionals may 
assume  other  organizational  groups  have  time  and  are  willing  to  put  an  effort  to  acting  in 
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accordance with ISPs. Others may, however, understand compliance with ISPs as burdensome and 
as hindering their daily work by taking time and effort (Bulgurcu et al. 2010) and might be reluctant 
for taking any actions (Herath & Rao 2009). In such a case, Information Security Professionals' 
efforts are in vain (ibid.).  Finally, on a more general level, ISPFOR incongruence is evident when 
Information Security Professionals understand the purpose of the ISPs as laying the foundation for 
protecting  organization's  information (Warkentin  &  Johnston  2008) while  other  organizational 
groups merely understand the purpose of the ISPs as to hinder their work activities and to increase 
their  workload.  In  such a  case,  the  goal  of  the  ISPs,  to  influence  employee  perceptions  about  
information security towards a shared understanding throughout the organization (Oscarson 2007), 
is clearly not met. 

Theoretical  framework  of  the  study,  as  discussed  above,  is  summarized  in  Figure  2.  ISPFOR 
emerges from and is transformed by interaction between employees, ISP documents and the context 
where ISPs are embedded in. Therefore, ISPFOR does not only consider the ISP documents per se. 
The frame has a structure consisting of frame categories and content in those categories; the content 
is represented by understandings of, assumptions about, and expectations of organizational ISPs. As 
the ISPFOR is time and context dependent, the frame categories X, Y, Z, depicted in Figure 2, are 
merely  for  illustration.  Employee  draws  on  the  frame  to  make-sense  of  and  to  perceive  new 
information related to the ISPs. Individuals' frames can become shared and different organizational 
groups may have different frames. The differences and similarities in the groups' frames manifest 
themselves as frame congruence and incongruence in a given context. The frame congruence and 
incongruence  impact  the  ISP implementation  and use in  a  given context.  We argue that  frame 
categories  and  their  content  provide  a  systematic  means  to  analyze  employee  perceptions  of 
organizational ISPs and the consequences of those perceptions to ISP implementation and use in the 
given context.
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Figure 2: Theoretical framework: ISPFOR and its consequences
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5 Methodology
This chapter describes the research methodology adopted in this study to select a case, collect and 
analyze data as well as the choices made that led to the selected research methodology. First, some 
philosophical assumptions underlying the study are discussed. Second, the rationale for selecting an 
interpretive case study as the research approach, site for the case study, and researchers' role in the 
study is provided. Then, the used data collection and data analysis methods are described both from 
theoretical and empirical points of view. Finally, criteria for conducting and evaluating the study is 
presented. Table 1 summarizes the research methodology adopted in this study.   

Table 1: Summary of the research methodology

Activity Description

Aim of the study The aim of this study is to achieve a better understanding of the impact of 
organizational groups' perceptions of information security policies on 
information security policy implementation and use in an organizational 
context. 

Research method Single case study 2010/08 - 2011/02

Underlying philosophy (hermeneutic) interpretivism

Studied phenomenon Organizational groups' perceptions of organizational information security 
policies and the consequences of those perceptions.

Unit of analysis Organizational groups' ISP Frames of Reference

Perspective Theoretical framework building on the theory of frames of reference and 
literature on information security policies.

Site selection The studied site was selected based on their willingness to participate.

Researchers' role In a continuum of involvement (Walsham 2006), our role was closer to that 
of 'neutral observer' than 'full action researcher'.

Data sources Literature review
Semi-structured interviews
Informal discussions
Field notes
Internal and external documentation

Data analysis Hermeneutic understanding of the interplay between the parts and the whole 
forms the basis for our interpretations. Iterative data analysis drawing on the 
theoretical framework of the study, during and after data collection. 
Coding, pattern coding, and data visualization in a matrix as specific data 
analysis techniques.

Criteria for conducting and evaluation 
the study

Seven principles for conducting and evaluating interpretive field 
studies (Klein & Myers 1999).

5.1 Some Philosophical Considerations
Each individual has underlying philosophical assumptions that are formed through life experiences. 
When conducting research, these underlying philosophical assumptions 'delineate a way of seeing 
and researching the world' (Chua 1986, p.  604),  fundamentally guiding the epistemological and 
ontological beliefs (Guba & Lincoln 1994). While epistemological assumptions concern the criteria 
by which valid knowledge can be constructed and evaluated (Orlikowski  & Baroudi  1991),  the 
ontological beliefs concern the nature of reality (Walsham 1995a). In the information systems (IS) 
discipline, three main philosophical stances dominate: positivist, critical and interpretive (Mingers 
& Willcocks 2004). In this study, the researchers take an interpretive stance and thus we focus only 
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on discussing about interpretive approach. Interpretivism, as one of the worldviews, takes a position 
that reality,  and our knowledge thereof, is a social  construction by human actors (including the 
researchers)  and  as  such  value-free (i.e.,  objective)  data  cannot  be  obtained (Walsham 1995b). 
Following  from  this  view,  the  same  phenomenon  can  have  different  meaning  for  different 
individuals, as well as for different (social) researchers (Lee 1991). The researcher must interpret 
the  reality  in  terms  of  the  meanings  people  assign  to  it,  i.e.,  the  researcher  accepts  that  data 
available for the researcher are subjective meanings of the informants and attempts to understand 
the meanings from their perspective (Orlikowski & Baroudi 1991). As stated by  Orlikowski and 
Baroudi (1991) '[u]nlike the premises of the positivist perspective where researchers are presumed 
to "discover" an objective social reality, interpretive researchers believe that social reality can only 
be interpreted' (p. 14). 

The interpretivism is  not  only a  one  philosophical  tradition  but  a  collection  of  many (such as 
hermeneutics, postmodernism, and deconstructionism) (Klein & Myers 1999). Following Klein and 
Myers  (1999),  researchers  should  make  their  historical  intellectual  basis  (i.e.,  the  fundamental 
philosophical assumptions) as transparent as possible to the reader of their study and to themselves. 
As  such,  the  stance  of  declaring  interpretivism  as  underlying  philosophy  requires  further 
elaboration.  Our interpretive stance follows the tradition of hermeneutics.  Although a positivist 
stance would perhaps reflect better our former education and work experience (being in engineering 
and IT), during past years through further education and intensive self-reflection our worldviews 
have shifted; the technologists have transformed to humanists. 

Hermeneutics has been traditionally associated to the interpretation of texts of various kinds  in 
order to obtain common and valid understanding of the meaning of a text (Kvale 1996). However, 
the hermeneutics was imported by Dilthey, according to  Benton and Craib (2001), to investigate 
intentional  human behavior  or by Ricouer,  according to  Kvale  (1996),  to  interpret  meaningful  
social  action  and thus  the  concept  of  'text'  was  extended  to  include  discourse  or  even  action. 
According  to  hermeneutics,  understanding  is  obtained  through  a  process  of  interpretation,  the 
hermeneutic circle, in which interpretation moves constantly from precursory understanding of parts 
to the whole and then from the whole back again to an improved understanding of the parts (Klein 
& Myers 1999). However, as noted by Benton and Craib (2001), this process of interpretation to 
achieve understanding, involving the hermeneutic circle, is paradoxical: 'we cannot know the part 
without understanding the whole of which it is a part, and at the same time we cannot understand 
the whole without understanding the parts that make it up' (p. 104).  However, only through the 
hermeneutic process can understanding be complete; 'the harmony of all the details with the whole 
is the criterion of correct understanding' (Gadamer 1976 in Klein & Myers 1999, p. 71). The terms 
'parts'  and  'whole'  should  be  given  a  wide  interpretation.  The  'parts'  can  be  researchers'  and 
informants'  preliminary  understandings  in  the  study,  and  the  'whole'  the  shared  meanings  that 
emerge from the interaction between them (Klein & Myers 1999). Hence,  through a number of 
iterations of the hermeneutic circle, a complex whole of shared meanings emerge (ibid.) between 
the informants and the researchers. In this study, the hermeneutic understanding of the interplay 
between parts and the whole underlines our interpretations. 

5.2 Case Study Research
When selecting the methods for the empirical inquiry, researchers have to make multiple decisions. 
As discussed earlier, our philosophical assumptions delineate the way we research the world. These 
assumptions fundamentally guide the selection of research approach and the choices of method 
thereof (Orlikowski & Baroudi 1991; Guba & Lincoln 1994).  Furthermore, the research questions 
and the type of phenomenon under study can guide and shed light during the selection process. 
Indeed,  these  factors  guided  us  through  the  selection  of  methods.  Reflecting  the  underlying 
philosophical  assumptions,  we  believe  study  that  is  interpretive  in  nature,  can  only  rely  on 
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qualitative methods. According  to  Baskerville  and  Wood-Harper  (1998) the  typical  research 
approaches in  qualitative information systems (IS) research are ethnography, action research and 
case study. In this study, case study approach was deemed to be the most suitable approach as 
discussed below.

Ethnographic studies aim to study a certain phenomenon in a considerable depth and as such the 
researcher must study the phenomenon in its natural setting for lengthy period of time, ranging from 
several months to years. Considering the nature of this study and the imposed research questions, 
the idea was to uncover certain organizational groups' perceptions and not to, for example, follow 
the development of frames of reference (i.e., the framing process). As the frames of reference are 
sensitive to context and time it was indeed our choice to collect the data for our study during a short 
time frame. Therefore, ethnographic approach was deemed unsuitable. Action research, on the other 
hand,  has  a  strong  orientation  toward  change (Baskerville  &  Myers  2004).  Indeed,  in  action 
research a 'certain action is taken in a social setting and the social setting changes state' (Baskerville 
& Wood-Harper 1998, p. 91). Reflecting the aim of this study, no change to the empirical setting 
was intended, thus action research was not suitable for the study. Finally, the case study approach 
was chosen for this study. 

Case study can be categorized as positivist, critical, or interpretive depending on the underlying 
philosophical assumptions the researchers have (Klein & Myers 1999). Reflecting our philosophical 
assumptions,  as  discussed  earlier,  this  case  study can  be  categorized  as  interpretive  in  nature. 
Interpretive research, on the contrast to positivist counterpart, does not predefine independent or 
dependent variables or propositions (Klein & Myers 1999), but it is 'explicitly designed to capture 
complex,  dynamic,  social  phenomena that  are  both context  and time dependent' (Orlikowski  & 
Baroudi 1991, p. 18). This is, indeed, the case in this study; we accept that the data available to us 
are  subjective  meanings  of  informants  and we attempt  to  understand these  meanings  from the 
informants'  perspective.  However,  by  not  defining  dependent  and  independent  variables  or 
propositions, it does not follow that we, as interpretive researchers, would aimlessly and without 
any guidance go to the empirical site; our theoretical lens guides the design of the case study and 
data collection and is a part of iterative process of data collection and analysis.  The underlying 
philosophical assumptions, the hermeneutics, guides our way of interpreting and researching the 
perceptions.  As  understanding  can  be  only gained  through  a  cyclic,  iterative  process  of  going 
between the parts and the whole, it guides our data analysis drawing on our theoretical lens and 
resulting into findings of this study, creating a dialogical process between data and the theory (Klein 
& Myers 1999). Lastly, considering our 'how' research questions, the interpretive case study was felt 
to be well suited for this study (Walsham 1995a).

Central  component  to  case  studies  is  a  case.  Miles  and  Huberman  (1994) define  a  case  as  'a 
phenomenon of some sort occurring in a bounded context' (p. 25). In practice, the case is the unit of 
analysis of the study  (ibid.). According to Patton (2002), the unit of analysis can be a person, a 
program, an organization, a critical incident or a community to name but a few. One or more groups 
can be selected as a unit of analysis when there is some important common characteristic (ibid.). We 
wanted to  study organizational  groups'  perceptions  of ISPs.  However,  instead of separating the 
study into multiple cases (i.e., each group would present a case) we wanted to study the groups as  
one  case.  The  important  common  characteristic  for  the  organizational  groups  were  the 
organizational groups' frames of reference. Therefore, in this study the case is the organizational 
groups'  ISP Frames of Reference. In practice,  this  means that we focus on uncovering the ISP 
Frames of Reference for selected organizational groups in one organization. This is in-line with our 
choice  of  conducting  an  interpretive  study,  as  interpretive  studies  in  general  seek  for  deeper 
understanding of the phenomenon under study and thus they often study one or a few cases in detail  
rather than surveying several ones (Maxwell 2008).
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5.3 Site Selection and Researchers' Role
The site for this study was selected based on the site's willingness to participate into information 
security research. The organization, Beta, had concerns regarding their information security policies 
and  had  made  a  public  announcement,  seeking  for  a  better  understanding  through  scholarly 
contribution. Through a formal application process and following interviews, the site selected us. 
Prior the research, we did not have any established relation to the site or to any of the informants. 
Approaching the site through their own request, was felt to be beneficial, as they were willing to 
hand  access to relevant documentation and free access to the empirical site, excluding some highly 
sensitive  areas,  and documents  that  were  not  legal  to  disclose.  Owing to  Beta's  high  level  of 
information security,  they expressed their concern related to the public nature of this study and 
wanted to ensure they can review the study before publishing in order to ensure no business critical 
information would leak. Furthermore, as an exchange for the possibility to study the phenomenon 
and to access to the empirical site, we promised to present our findings to the informants, giving 
feedback to the empirical site in the form of presentations (Walsham 2006). 

Initial understanding of the research setting led us to identify four distinct organizational groups 
whose perceptions were studied.  Three of the groups were selected based on their responsibility 
areas; they all are responsible for IT systems that are of high importance for Beta. These groups 
were assumed to have experiences from organization’s ISPs as the security of the IT systems was a 
part of their responsibilities. Members of the groups were all located in either Finland or Sweden. 
The  groups  represent  three  different  hierarchical  levels  of  the  organization:  IT  Solution 
Managers (ISM), IT Solution Owners (ISO) and Senior Managers (see Figure 3). Later on, as our 
understanding grew, a fourth group, Information Security Professionals, was included as it was seen 
to enrich our study by providing further insight in a form of ISP document creators' perceptions. As 
the members of the three previously selected groups were located in either Finland or Sweden, the 
group of Information Security Professionals was also selected so that members were located in 
Finland and Sweden.  

When conducting and reporting interpretive studies, researchers should be aware of and explicitly 
describe their  role  in regard to the phenomenon under study (Walsham 2006).  Walsham (2006) 
argues researchers' involvement in interpretive studies can be viewed as a spectrum from a 'neutral 
observer'  to a 'full action researcher'.  It should be noted that even though the term 'neutral'  can 
convey an idea of researchers being completely isolated observers, in a dialogical process between 
researchers and informants, the researchers always influence the informants' understanding and vice 
versa. In this study, we are close to the 'neutral observer' end of the spectrum. However, as 'neutral  
observer'  is  someone  who  the  empirical  site  does  not  align  with  any  specific  individual  or 
group (ibid.), we cannot see ourselves as 'neutral observers'. Given our background in information 
security  and  as  the  request  for  the  study  was  initiated  by  a  group  of  Information  Security 
Professionals,  the  informants  aligned  us  with  the  Information  Security  Professionals  of  the 
organization. Nevertheless, we were not seen as employees of the organization, which, we believe, 
afforded us more frank and direct answers during the interviews. 

5.4 Data Collection
Walsham (1995a) argues that interviews are the primary data source for interpretive case studies. 
Accordingly, interviews were the primary data source for this study and, building on the principle of 
multiple  interpretations  and  principle  of  suspicion (Klein  &  Myers  1999),  other  data  sources 
included informal discussions, field notes, and a review of internal and external documentation at 
the  studied  organization.  Observations  are  also  suitable  method  for  data  collection  in  case 
studies (Walsham 1995a). However, observations were deemed to be unsuitable for this study. We 
wanted to understand the perceptions informants had about ISPs and thus the observations were 
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seen unsuitable. In regards to our RQ2, we could have observed informants' actions around ISPs but 
instead  we  wanted  to  understand  how  the  informants  viewed  their  actions.  Furthermore,  the 
informants of the study were physically located in distant locations and it would have, therefore, 
required multiple  flights to  different physical locations in order  to observe them. This was not 
feasible given the time and the resources. Table 2 summarizes the data collection of this study. 

Table 2: Data sources and time lines

Activity Description Time line

Literature review Review of literature on information 
security policies and on frames of 
reference. Evolutionary and iterative 
process completed simultaneously 
with the case study.

2010/08 - 2011/04

Semi-structured interviews Senior Manager interviews
IT Solution Owner interviews
IT Solution Manager interviews
Information Security Professional 
interviews

2010/10-2010/12

Informal discussions Informal discussions with informants 2010/08 - 2011/02

Field notes Collection of field notes from the 
events and interviews as we 
interpreted them. 

2010/08 - 2010/12

Internal and external documentation Complete review of the information 
security policies in the beginning of 
the study and subsequent reviews 
throughout the research when 
necessary.

External documentation (annual 
reports, public website, intranet) 
reviewed most intensively in the 
beginning of the study. Later when 
constructing the historical and social 
context of the information security 
policies, further reviews were made.

2010/08-2011/02

Qualitative interviews are particularly suitable for studies attempting to understand the world from 
the informants' point of view and to unfold the meaning of their experiences (Kvale 1996). In this 
study  we  attempted  to  interpret  the  different  organizational  groups'  perceptions  of  ISPs,  thus 
interviews appeared as inviting to us.  Accordingly, data were collected through a series of semi-
structured  interviews. A semi-structured  interview  is  neither  a  free  conversation  nor  a  highly 
structured questionnaire with standardized questions and is conducted according to an interview 
guide (Kvale 1996).  It  affords  flexibility and holds  the  possibility for  asking further  questions, 
interpreting, and following new directions (Myers & Newman 2007; Kvale & Brinkmann 2009) that 
may arise during the interviews. At the same time, it provides a basic structure, an outline of the 
themes  to  be  covered  during  the  interviews,  enhancing  the  possibility  of  more  consistent  data 
among the interviews. The semi-structured approach appeared suitable for our study since it, on the 
one hand, allowed us to follow interesting paths during the interviews and, on the other hand, as 
relatively inexperienced interviewers, we felt that complete lack of interview structure could have 
led to  inconsistent  data  among the interviews.  In semi-structured interview,  knowledge evolves 
through  social  interaction  with  the  informant  by  collecting  and  interpreting  the  informants' 
perceptions of the world (Kvale 1996). Hence, the interviews in the study were expected to provide 
a deep understanding of informants' perceptions of ISPs.

20



An interview guide concentrates on certain themes and may contain suggested questions to be asked 
during the interviews (Kvale 1996). Keeping in mind the theoretical framework and the literature 
review on information  security policies,  we structured  an interview guide  to  three  themes:  (1) 
information security policies and their relation to interviewee's work and responsibilities; (2) the 
value of information security policies for the interviewee; and (3) the future of information security 
policies.  Each theme included suggested questions,  from which certain questions  were selected 
during the course of the interview. During the course of the interviews, changes were made to the 
suggested questions, reflecting our increased understanding of the empirical setting. Final interview 
guide for this study is represented in Appendix A: Interview Guide.

The choice of the informants in the study was guided by conceptual questions, not by a concern of  
'representativeness' (Miles & Huberman 1994). The sheer size of the organization made it infeasible 
for independent selection of the informants, thus the selection was done in accordance with two 
informants  from the  organization.  Keeping  in  mind  the  research  questions  and  the  theoretical 
framework of the study, informants were selected so that they represent four organizational groups 
and so that they could be assumed to have experiences from their organization's ISPs. Furthermore, 
as the frames of reference are assumed to become shared through shared experiences and through 
social cues, informants for each group were selected from the same branch of the main organization 
and based on their role in relation to organization's ISPs. The number of informants was decided as 
we proceeded with the data collection and was driven by the two conditions (Kvale 1996): (1) the 
aim of the study was not to make statistical generalizations, but to interpret informants' perceptions 
of information security policies, thus a too extensive number of interviews would have made careful 
interpretation practically impossible; and (2) interview as many persons as is needed to arrive to an 
understanding of the phenomenon. We feel that the number of interviews was sufficient as careful 
interpretation was still possible and at the later phase of the interviews certain themes were found 
repeatedly, confirming our emerged understanding.

Throughout  the  study,  several  informal  discussions  with  two  informants  from  the  studied 
organization were held. Informal discussions and organization's internal and external documentation 
provided background information about the organization, its current ISPs and how they had evolved 
over  time.  The  organization's  official  documents,  such  as  financial  reports  and  company 
presentations,  were  used  to  increase  our  knowledge  and  to  find  some  key  figures  of  the 
organization.  Through these  informal  discussions  and analysis  of  the  documents,  we sought  to 
understand the historical and social context  (Klein & Myers 1999) of the ISPs. However, it was 
only through the  interviews,  we came to  understand the  whole;  informants  elaborated on their 
understanding of the historical and social context of the ISPs.

To increase our competence in interviewing, we engaged in obtaining required foreknowledge of 
the  subject  matter  by  reviewing  the  related  literature,  and  acquired  knowledge  of  different 
interviewing techniques. Furthermore, one pilot interview and two interviews with informants that 
we were already familiar with were conducted in order to practice our interviewing technique and to 
assess the interview guide. Nineteen semi-structured interviews, lasting approximately one hour, 
were conducted between late October and the first half of December 2010, giving us a possibility to  
enter the empirical site several times. As frames of reference are situated in time and space, the 
interviews were scheduled as close to each other as possible. Therefore, the frames should represent 
the same time frame, providing a basis  for analysis  of similarities and differences between the 
individual and group frames. In accordance with the interview guide, interviews were conducted in 
a funnel shaped form (Kvale & Brinkmann 2009), i.e., indirect questions were used and the topic 
was approached in an indirect way. We see this approach as beneficial to our study as it opened up 
room for interpretations of the informants' expressions and revealed some of the deeper meanings 
and understandings that the informants had about the ISPs. Due to our limited skills in Swedish, 
most of the interviews were conducted in Finnish or in English. To alleviate annoyance for the 
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informant  and to  allow for  more  colorful  expressions,  all  informants  who preferred  expressing 
themselves in Swedish were given a possibility for doing so.  Both researchers were present at all 
interviews and both collected independent field notes. All interviews, except two, were conducted 
via a high-definition video-conferencing system at the organization's premises; the remaining two 
were conducted via phone. All interviews were recorded. Despite the recording and the medium 
used to conduct the interviews, we feel that most informants were relaxed and most interviews were 
rather discussions than formal interviews which was, indeed, our aim. Furthermore, at the beginning 
of each interview, each informant was informed that the data would be collected anonymously and 
confidentiality of the data would be preserved such that the interview recordings or scripts as such 
would not be given to third parties. Indeed, preserving the anonymity of the informants seems to be 
a common practice in IS research  (Myers & Newman 2007). Reflecting the hermeneutic circle, 
through social interaction between the informant and us, a whole of shared understanding emerged 
during the interview. Each interview was felt to be complete when both of us perceived that we had 
came to an understanding of the whole, after which, a summary of our interpretations was given to 
the informant to comment on. Informant's comments were noted down for later interpretations of 
the data. After each interview, the first interpretations were written down and discussed between the 
researchers.  For our surprise,  the interpretations were mainly in-line with each other.  However, 
when  interpretations  differed,  both  interpretations  were  considered  and  taken  to  further  data 
analysis.  Interview recordings  were  transcribed as  soon after  the  interview as  possible,  mostly 
during the same day.

5.5 Data Analysis Strategy
Data  collection  provided  us  with  the  interview  transcripts  and  field  notes  that  include  our 
interpretations noted down during and soon after each interview. Hermeneutic understanding of the 
interplay between the parts and the whole together with the iterative nature of the analysis drawing 
on the theoretical framework of the study, during and after data collection, and frequent discussions 
between the two researchers were central to our data analysis. Furthermore, coding, pattern coding, 
and data visualization in a matrix were techniques used to analyze the data (Miles & Huberman 
1994).  Coding is a process where researcher's interpretations of units of meanings in the data are 
labeled.  That is,  in effect,  segments of data are summarized.  Pattern coding, then, is a way for 
grouping  those  summaries  into  emerging  themes  that  are  explanatory  or  inferential  in  nature. 
Finally, a matrix can be used for data visualization. During the data analysis we tried to question our 
conclusions and redefine them when data showed a need for it or when we came to understand the 
whole. Throughout the data collection and data analysis, our discussions provided us a basis for 
shared understandings to emerge. 

With regard to the theoretical framework of the study,  ISPFOR is taken to include individual's 
understandings of, assumptions about, and expectations of organizational ISPs. As soon as possible 
after each interview, no later than three days, interview transcript was examined for statements that 
reflected informant's understandings of, assumptions about, or expectations of organizational ISPs 
and coded accordingly. Pattern coding was then used to examine the coded data to find categories 
for each informant. Within each studied organizational group, categories for each informant were 
compared to other informants' dittos to uncover categories shared across all group members. Data 
from each informant within a group was then reexamined, to validate whether the newly emerged 
categories would represent each informant's coded data and our interpretations that had emerged 
during the course of the interviews. Finally,  validated categories from all  organizational groups 
were compared for more abstract analytical categories that would be shared across the groups. The 
data were reexamined using the proposed analytical categories. This cyclic, iterative process led to 
three  analytical  categories  that  were  proposed  to  represent  the  categories  of  the  informants' 
ISPFORs. The categories emerged from the dialogical process between theory and data (Klein & 
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Myers 1999).

A group of employees is  posited to become to share ISPFOR when they, for example,  share a 
similar organizational role in regard to organization's ISPs. Therefore, content of each of the three 
categories  within each group was examined for  the parts  that  were shared.  When the common 
categories and shared frames were uncovered, we crafted a narrative of the case, reflecting our 
interpretations of the social and historical context of the ISPs and the informants' perceptions of the 
ISPs.  A  summarizing  matrix  (see  Appendix  B:  A  Summary  of  ISPFOR  Category  Content) 
containing the emerged three categories and their respective content for each group was then crafted 
to visualize the data. Analysis of the matrix revealed that, compared to the frames shared on a group 
level,  frames shared across  the  groups were less  similar  to  each other.  The categories  and our 
interpretations of respective content were presented to a group of informants with the purpose of 
verifying our interpretations, fulfilling the hermeneutic circle (Klein & Myers 1999). Finally, we 
drew on our  theoretical  framework to  analyze  frame congruence  and incongruence  among the 
studied groups. Here, different matrices were used to visualize the data and content in each three 
analytical  categories  was  compared  and  contrasted  across  the  four  organizational  groups.  The 
consequences of congruence and incongruence were then interpreted in the light of our theoretical 
framework.

5.6 Criteria for Conducting and Evaluating the Study
Researchers have suggested a multitude of ways for conducting and evaluating case study research. 
One of the key contributions in the field of information systems (IS)  has been the formulation of a 
set of methodological principles for  case studies as brought forward by  Benbasat, Goldstein and 
Mead (1987) (Klein & Myers 1999). Although these principles have become de facto standard to 
evaluate the quality of case studies, the principles are meant for case studies conducted according to 
the natural science model of social science, i.e.,  according to the positivist model, and are thus 
inappropriate for interpretive research (Klein & Myers 1999). They, as positivist criteria in general, 
assume that there is an objective truth to be discovered and assume replication and validation of the 
research findings (Benbasat et  al.  1987).  As such the  'validity and reliability of identifying  and 
measuring instruments are crucial, as are researcher detachment from the research process, random 
assignment of subjects, and control over confounding influences' (Orlikowski & Baroudi 1991, p. 
10).  However, the studies of interpretive nature do not aim for objectivity in the sense of natural 
sciences. Indeed, it results from the interpretive nature of this study that the findings will be our 
interpretations and hence subjective. Although some level of subjectivity is always introduced by 
the researcher, even in the most positivist studies, perhaps one of the focal points of interpretive 
research  is  that  the  researchers'  subjectivity  is  not  seen  as  'biases',  but  rather  as  prejudices  or 
preconceptions in a positive way (Benton & Craib 2001). This makes reproducing the findings hard, 
to say the least.  Using 'reliability'  and 'validity'  as evaluation criteria  in their positivist  sense is 
therefore inappropriate. Unlike positivist research, where '[s]ignificant effort is expended trying to 
improve  the  reliability  and  validity  of  the  findings',  in  (hermeneutic)  interpretive  research 
'[s]ignificant effort is expended in becoming aware of one’s own preconceptions so that the meaning 
of the object can become clear' (Myers 2004, p. 116).

This study and its findings should be evaluated through different criteria. While some may claim 
that  using  criteria  to  evaluate  interpretive  research  violates  'the emergent  nature of  interpretive 
research' (Klein & Myers 1999, p.68), we take the stance that interpretive research can and should 
be conducted and evaluated against some principles, a view in-line with Walsham (2006) and Klein 
and  Myers  (1999).  Otherwise,  as  argued  by  Klein  and  Myers  (1999),  'absence  of  any criteria 
increases the risk that interpretive work will continue to be judged inappropriately' (p. 68). Scholars 
have used different criteria for interpretive studies, such as the criteria suggested by Lincoln and 
Guba  (1985) (see  for  example  Oscarson  2007),  by  Golden-Biddle  and  Locke  (1993) (see  for 
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example Walsham and Sahay 1999) and by Klein and Myers (1999) (see for example Backhouse, 
Hsu and Silva 2006). Although any or all of the aforementioned criteria could have been used also 
in this study, we took the advantage of the principles suggested by Klein and Myers (1999). The 
criteria, being more comprehensive than the one suggested by Golden-Biddle and Locke (1993), as 
noted by Walsham (2006), are, in addition, well-suited and especially composed, for conducting and 
evaluating case studies of interpretive (hermeneutic) nature (Klein & Myers 1999). To elaborate on 
the selection of the criteria,  the principles suggested by  Golden-Biddle and Locke (1993) were 
excluded, as they were originally brought up to evaluate how well ethnographic texts 'convey the 
vitality of everyday life encountered by the researchers in the field settings' (Walsham & Sahay 
1999, p.58). The same arguments why we excluded the ethnography as a methodology for the study 
apply  here  as  well.  Furthermore,  as  we  felt  the  ethnographic  studies  in  general  require  the 
researcher to live in the research site for long periods of time and even to participate in the life of 
those studied, such criteria was felt to be unsuitable for this specific study; our role as being close to 
neutral observer was seen to be too far from that of ethnographic nature. 

Klein and Myers (1999) suggest seven principles for conducting and evaluating interpretive field 
studies, namely those of hermeneutic nature. The seven principles are: (1) the fundamental principle 
of  the  hermeneutic  circle;  (2) the  principle  of  contextualization;  (3) the  principle  of  interaction 
between the researchers and the subjects; (4) the principle of abstraction and generalization; (5) the 
principle of dialogical reasoning; (6) the principle of multiple interpretations; and (7) the principle 
of suspicion. The principles, as the term suggests, are not to be taken as bureaucratic rules, but it is 
up to the authors (and reviewers thereafter) to use their discretion to decide which principles and 
how those selected principles should be applied for a certain study. However, excluding arbitrarily 
any of the principles should be avoided as the principles are to some extent interdependent (Klein & 
Myers 1999). Next the seven principles will be discussed briefly, as to provide grounds for later 
evaluation of the study in Section 9.1 Reflections on the Research Process and Limitations.

The first of the seven principles, the fundamental principle of the hermeneutic circle, is a meta-
principle that lays the foundation on which the other six principles build on. The basic idea of the 
hermeneutics  is  discussed  in  Section  5.1 Some  Philosophical  Considerations.  The  next  two 
principles  emphasize  the  characteristics  that  are  unique  to  the  particular  research  setting.  The 
principle  of  contextualization  requires  that  the  subject  matter  is  set  in  its  social  and historical 
context in order for the intended audience of the study to see how the current situation emerged. 
Organizations are not static and the relationships between employees, organization and technology 
are not fixed but constantly changing; each study is a unique historical occurrence. The researcher is 
therefore 'seeking a  meaning in  context' (Klein  & Myers  1999,  p.  73).  The third principle,  the 
principle of interaction between the researchers and the subjects, requires the researcher to place her 
and the informants into historical perspective. The data in interpretive research are not just 'data' 
that are waiting to be collected. Instead 'data' are produced as part and parcel of social interaction 
between  the  researcher  and  the  participants (ibid.).  Therefore,  the  principle  requires  critical 
reflection  on  'how  the  research  materials  (or  "data")  were  socially  constructed  through  the 
interaction between the researchers and participants' (ibid., p. 72). The fourth principle, the principle 
of  abstraction  and  generalization,  is  closely  related  to  the  generalization  of  study's  findings. 
Interpretive research is  idiographic (Klein & Myers 1999) (i.e.,  aims to understand some social 
phenomenon that is context and time dependent), as opposite to the positivist which is nomothetic 
(i.e, aims for law-like generalizations that are independent from the time or context) (Orlikowski & 
Baroudi 1991).  The idiographic nature of interpretive research has sometimes lead to a mistaken 
conclusion that interpretive research cannot be generalized (Klein & Myers 1999). However, Klein 
and Myers (1999) argue that there exists a philosophical basis for abstraction and generalization 
from interpretive field studies. The inferences drawn from one or more case studies do not depend 
on  the  statistical  representativeness,  as  expected  if  one  adopts  positivist  stance,  'but  on  the 
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plausibility and cogency of the logical reasoning used in describing the results from the cases, and 
in drawing conclusions from them' (Walsham 1993, p. 15). As such, the fourth principle requires 
that the idiographic details, uncovered through the data analysis by applying the principles one and 
two, are related to theoretical, general concepts that describe the nature of human understanding and 
social action. The fifth principle, the principle of dialogical reasoning, is related to the hermeneutic 
understanding that prejudice, prejudgment, and prior knowledge all play an important part in our 
understanding. Therefore, the researcher should confront her prejudices and, as a minimum, make 
the study's fundamental philosophical assumptions transparent for the reader of the study and for 
herself. The principle further suggests that the researcher should be aware of possible contradictions 
between  the  theoretical  framework  of  the  study  and  actual  findings.  The  sixth  principle,  the 
principle  of  multiple  interpretations,  requires  taking  into  account  informants'  multiple 
interpretations of the same event (even if they all tell it as they saw it) and documenting the reasons 
for  them.  The  last  principle,  the  principle  of  suspicion,  is  related  to  the  discovery  of  'false 
preconceptions',  whereas  the  previous  principles  are  more  concerned  with  the  interpretation  of 
meaning. The principle requires the researchers to uncover the distortions created by the political, 
social and historical context of the informants (Backhouse et al. 2006).
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6 Case Study
This  chapter  describes  the  empirical  part  of  this  study.  Following  the  principle  of 
contextualization (Klein & Myers 1999), chapter first portrays the context of the study by providing 
a description of the organization and its information security policies. By describing this context, 
we seek to provide the reader an understanding of how the current situation has emerged and how 
the organization has implemented the current ISPs. This chapter continues with a description of 
studied  four  organizational  groups,  their  responsibilities  and  their  relation  to  organization's 
information  security  policies.  In  addition, a  summary  of  the  empirical  data  for  each  group  is 
provided.

6.1 Beta
The case study presented in this study is concerned with four organizational groups' perceptions of 
the  organization's  information  security  policies  in  one  large,  multinational,  internet  and 
telecommunications  service  provider.  Beta (a  pseudonym)  is  a  publicly traded company,  which 
operates  in  20  markets,  in  Nordics,  Baltic  countries  and  in  the  emerging  markets  of  Eurasia, 
employing  approximately  30  000  persons.  It  provides  network  access  and  telecommunication 
services both to business and private customers. During the past years, Beta has gone through large 
mergers and acquisitions.  Due to the type of data processed and stored and due to the type of 
services provided, Beta's business operations are highly regulated. One of Beta's core values is the 
high  quality  of  its  networks  and  security  is  seen  closely  related  to  the  quality.  Indeed,  risk 
management and security are seen as parts of corporate governance. Information security is defined 
as 'the sum of all protective measures to insure that correct information is made available when 
needed to  people  authorized  by Beta  only'  and IT security  is  seen  as  a  subset  of  information 
security.  Beta  has  a  separate,  centralized  security  organization  for  the  whole  corporation, 
responsible  for  overseeing  security,  and  a  set  of  supporting  country  organizations  that  are 
responsible for different areas within security. 

6.2 Information Security Policies at Beta
Beta's information security policies are organized according to a hierarchical structure. A top level 
document  states  that  security  is  considered  as  an  integral  part  of  corporate  governance,  and 
describes drivers, general objectives and requirements for security. The role of information security 
is emphasized. The document is two pages long and has been approved by the board of directors of 
the organization.  On the next level,  eleven areas such as information security,  security incident 
handling, access control, and specific instructions for end-users are covered in separated documents 
called 'instructions'. According to one Information Security Professional, instructions elaborate the 
top  level  document  and  all  requirements  set  in  the  top  level  document  are  reflected  to  the 
instructions. Interestingly, according to him the top level document is meant only for Information 
Security Professionals while instructions are meant for everybody in the organization. The length of 
these documents ranges from few pages to several dozens of pages. Content style and language used 
are rather complicated, full of technical and information security related terms, thus placing high 
demands on readers'  technical and information security knowledge. This holds true also for the 
instruction  for  end-users.  ISPs  are  issued  by  a  centralized  security  organization.  There  is  a 
responsible  person  for  each  instruction,  but  the  person  does  not  necessary  formulate  the 
'instructions' by her/himself. All current instructions have been in place for one year and are all in 
version 1.0. There are no common guidelines for meeting the requirements set by the instructions. 
Adherence to the top level document and instructions is mandated by the top level document. In this 
study,  we have  considered  both the  information  security  policy and instructions  and call  them 
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collectively as 'ISPs'. 

Organization's motivation to create these policies (i.e.,  top-level information security policy and 
instructions) is to provide a basis for organization's efforts 'to steer information security'. There is no 
defined policy process, but policies are rather a result of an evolutionary process. This means that 
the adopted approach has not been systematically considered. Some guidance has been, however, 
sought  from international  standards  and  best  practices,  by conducting  unofficial  benchmarking 
against competitors and by analyzing possible external threats. The ISPs are disseminated through a 
dedicated section on the intranet where the document hierarchy is illustrated with a figure and each 
document  named,  for  example  'Group Security  Instruction  for  End-Users'  and  'Group  Security 
Instruction  -  Information  Security'.  The  naming  of  the  documents  is  not  self-exploratory  and 
documents may include requirements that could perhaps be intuitively expected to be in some other 
document. In addition, e-mails are used to notify some selected groups of the organization when 
there are larger changes in the policies. No clear or defined process exists what constitutes as larger 
change.  It  is  worth  noticing  that  other  documents  that  could  be  mistakenly  interpreted  as 
information security policies or instructions can be found from other sections of the organization's 
intranet and from its public website. This is intended as different organizational groups may have 
intermediate  persons interpreting the ISP documents and creating documentation based on their 
interpretations.  However,  the  intention  is  to  derive  all  the  requirements  from  the  actual  ISP 
documents  and  thus  maintain  the  documents  sufficiently  synchronized.  While  compliance  is 
mandated by the top level document, no systematic measures have been taken to direct employee 
behavior  towards  ISP compliance.  The  security  state  of  key IT systems  is,  however,  reviewed 
periodically through checklists that document a range of high level requirements for the systems, 
their  maintenance,  and  development.  The  checklists  refer  to  ISP documents  for  more  detailed 
requirements, which can range from high level requirements to very specific ones. These periodic 
controls are referred as 'periodic IT system controls' and the related checklists as 'IT system control 
checklists' throughout the rest of the study. After each periodic IT system control, the state of the 
system is reported using the colors of traffic lights (green, yellow, red) to signal the outcome of the 
controls. 

6.3 Organizational Groups
Our understanding of  the research setting  led  us  to  identify four  distinct  organizational  groups 
whose perceptions were studied.  Three of the groups were selected based on their responsibility 
areas; they all are responsible for IT systems that are of high importance to Beta. These groups were 
assumed to have experience from organization’s ISPs as the security of the IT systems was a part of 
their responsibilities. These groups represent three hierarchical levels of the organization. Here, we 
adopt  the  terms  IT Solution  Managers (ISM),  IT Solution  Owners (ISO)  and Senior  Managers. 
These are also the role names used at  Beta to describe the roles'  relation to the IT system and  
therefore to  organization's  ISPs.  The fourth group represents Information Security Professionals 
who have participated to the formulation of the ISPs and who are responsible for implementing and 
supporting them. All group members physically reside either in Finland or in Sweden.  Figure 3 
depicts the hierarchical structure of the different roles. 
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Information Security Professionals are not part of the same organizational branch as three other 
groups. By selecting these groups, we sought to gain an understanding of the ISPFOR from four 
different perspectives. Alternative approaches could have been selected. However, as the idea was 
to uncover groups' ISPFORs, it was necessary that the members of the groups have experience from 
the ISP documents or have related some other experiences to the ISPs. This might not have been the 
case for, for instance, business managers. On the other hand, the group 'end-users' would have been 
too wide considering that frames are assumed to be shared through communication and through 
similar role in regard to the ISPs. 

Following sections describe the four groups' responsibilities and groups' relation to Beta's ISPs in 
more detail and presents empirical data and our interpretations for each of the groups. We have used 
plenty of quotations to keep the views and statements expressed by the informants as vivid and 
authentic as possible. When seen beneficial,  we have further provided multiple quotations from 
different informants, even if they all tell the same story (Klein & Myers 1999). We believe that the 
selected  quotations  are  representative.  All  quotations  that  were  not  originally  in  English  are 
idiomatic translations by us. Furthermore, the organization's real name was changed to 'Beta' in the 
quotations. 

6.3.1 IT Solution Managers
IT  Solution  Managers (ISMs)  were  responsible  for  coordinating  IT  system  maintenance  and 
development. They gathered requirements for IT system changes, ran negotiations with IT system 
vendors and oversaw production environments, but did not do actual system configurations. Since 
they were responsible  for reporting the security state of their  IT systems on periodic intervals, 
mostly every half a year, they understood information security from IT system perspective. As a 
result from the periodic IT system controls, the ISMs clearly had more insight into the ISPs than IT 
Solution Owners or Senior Managers. They expected ISPs to bring them personal value, as they 
hoped  ISPs  to  help  them  to  demonstrate  they  had  taken  care  of  their  information  security 
responsibilities. They read ISP documents only when there was a need to report the security state of 
their IT systems.

For the IT Solution Managers (ISMs) the importance of the ISPs stemmed from a wish that ISPs 
should provide them with a way of ensuring that information in their IT systems is protected, thus  
having fewer worries on their own shoulders. Reflecting their personal interests and their role in the 
organization, ISMs saw ISPs more related to the IT systems, they were responsible for, than to the 
organization as a whole. The ISPs were perceived to be a way of controlling the information that is 
processed within the IT systems.

I know information is safe, it goes my way, it doesn't flow all over the place, it doesn't go  
where it shouldn't go... I mean we need to have very extremely good control of our systems...  
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they are in good shape and they do what they are supposed to do. So... yea... vital.
Indeed, ISMs had a clear picture of the value of the information their IT systems processed. They 
linked the importance of ISPs to the protection of organizational information and therefore to the 
protection of the organization's brand.

I mean for one of my system if they would leak anything but listed customers it would be  
huge impact in media... I mean you can't really... it will be hundreds of millions you spend in  
just compensating customers and also lost in image for Beta and also legal damage you  
would have to pay.

There was more to it than just the protection of information, as one of the ISMs expressed:

I think I personally have more secure feeling that everything is in order and well... I don't  
have so many things on my own shoulders... I can trust that we have like in overall level sort  
of information security and other... other things that are related to it so that things are taken  
care of properly.

The importance of the ISPs for the ISMs seemed to stem from the feeling of being secure. ISPs  
were perceived as a way of showing that ISMs' information security responsibilities are taken care 
of.  As  long  as  their  IT  systems  complied  with  the  ISPs,  they  assumed,  the  responsibility  of 
information security lies on the shoulders of those who have formulated the ISPs. Therefore, they 
expected the ISPs to describe as precisely as possible their  information security responsibilities 
when protecting their IT systems.

It's good when they are practical so that I know precisely what I have to check and then  
based on that I can decide if it is in order or not.

Indeed, for them, the value of the ISPs was proportional to the level of details, directly applicable to 
their IT systems. How detailed and applicable though, the value of the ISPs was at the end of the 
day dependent on the support received to apply the ISPs into practice. 

I think it would be great if [Information Security Professionals], whoever get us all together  
and went through it. And say ”this is what you have to do” and “check check check” and go  
through the list.

The way ISPs were introduced to the IT Solution Managers (ISMs), was a central concern for them. 
ISMs'  expectations  and the way they had perceived the ISPs had been introduced to them had 
affected their understanding of how convenient it is to use the ISPs. The introduction had been done 
by disseminating the ISPs through organization's dedicated intranet page. The used dissemination 
channel was clearly not in-line with most ISMs' expectations. 

We have some group IT policy or some page like that somewhere in our intranet, where we  
are  apparently  supposed  to  go  by  ourselves  and check  how these  policies  [ISPs]  have  
changed, always. 

According to the ISMs' understanding, the ISPs were only disseminated through the organization's 
intranet and this required each employee to proactively monitor and fetch the information from the 
intranet.  It was, like one of the ISMs expressed,  left  for the ISMs to guess when the ISPs had 
changed:

Like  that  the  informing  of  changes  in  such  things  and  then  this  sort  of  
training/implementation is what would be utterly important... no one can guess that now the  
policies have changed so that, hey let's go through the whole folder of policies again!

One ISM, however, expressed a contrasting view. She assumed information is readily available on 
the intranet page if only each employee proactively monitors the page.
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But well the information comes... you can of course be a bit active yourself too and follow  
this intranet, but mostly this information just almost jumps to your eyes if there's something  
[that has changed].

Perceived issues  in  the  dissemination  of  the  ISPs  were  further  related  to  poorly managed  ISP 
implementation process. ISMs had expected not only different kind of dissemination but a different 
kind of ISP implementation; the ISPs should have been brought to them and constantly supported 
by the Information Security Professionals. 

What I feel that is really bad  is that they just suddenly appear to somewhere and no one  
informs about it or then there's just that one e-mail saying like “go and read those [ISPs]  
from here”, then you will not do it so. So that the implementation is the problem in my  
opinion. 
Yes, I think those [ISPs] are very important, but then it's the thing that I already briefly  
mentioned. If the instructions are many hundreds of pages thick folder, then no one will read  
those and no one will know those, so sort of the implementation/training and going through  
it... this sort of activities would be like extremely important related to this matter. 

The ISP implementation was not only about the ISP documents themselves, but included, in ISMs' 
view,  supporting activities for the ISPs.  By supporting activities they meant activities  aimed at 
complementing the ISP documents: training, presentations, close relationship to and interaction with 
the Information Security Professionals. 

Cause you see... that's how we're missing information from the security guys... they should  
keep everyone on track, make us burn for it!

Furthermore, they expected that proper implementation process would clarify and point directly 
their information security responsibilities and thus increase the value of the ISPs for them. The 
proper implementation was expected to be a responsibility of those who they assumed to be more 
knowledgeable in regard to information security, meaning the Information Security Professionals.

I know that security department are all good in all these things, but what I lack is promotion  
really from their side saying. “Hey guys we have done this. You as ISMs are responsible for  
doing this” and I would like them to have sort of introduction to us.

Hence, it was clearly visible that ISMs perceived that the ISP documents were not sufficient but 
required support from the Information Security Professionals. Currently, support for the ISPs was 
assumed to be closely related to personal relationships that employees had established throughout 
the  organization.  Those  ISMs who had close relation  to  the Information  Security Professionals 
expected to receive support when directly contacting them, others were left on their own.

It is very much related to your own activeness that will you get any answer to these things or  
not. It is like that there's no clear channel where that sort of information could be directly  
asked. 

Past negative experiences had shaped the perceptions of those ISMs who had been left on their own. 
Some ISMs had tried to find someone to support them, but had merely been turned back to the ISP 
documents, the very same documents that had been the reason for requesting support in the first 
place. 

They might tell us that there's 30 pages long, huge document that's written in English so go  
there and read from it what you should do!

In addition to the implementation process, the perceived structure of the ISP documents affected 
how ISMs perceived how convenient it  was to use the ISPs. ISMs' understanding was that the 
structure of the ISP documents was unclear and that it  was difficult  to know which documents 
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exactly concerned them and even what different ISP documents contained.

Yes, they are many. They are several instructions [ISPs] and I'm not sure if I have read the  
right one or all of them.

In addition, ISMs generally perceived the ISP documents as long or even huge. However, the length 
of  the documents was not  in itself  perceived to  be a  deficiency,  rather  they perceived that  the 
documents contain more information than what is feasible to read and to digest at once. 

They're huge. They're really huge. I don't know how many hundreds of documents.
Well,  yes it is probably the length [of the ISP documents] since there's so awfully lot to  
digest at once...

Furthermore,  the  perceived ambiguities  in  the  ISP documents  made  digesting  them even  more 
laborious.  The  ambiguities  forced  ISMs  to  interpret  the  requirements  themselves,  which  was 
assumed to lead to colorful interpretations. 

Well you can find quite,  well sort of,  ambiguous instructions or well rules that you can  
interpret one way or another if you want so... or that they are so complicatedly written that  
you don't always understand.
When you have something that's unclear then you should know always where to find the  
unambiguous answers and well... when you then find the right place then you should be able  
to also understand what you have read from the instructions [ISPs].

Indeed, the ambiguous ISP documents were conflicting to what ISMs were expecting. The ISPs 
were  expected  to  provide  clear  step-by-step,  unambiguous  instructions  on  what  must  be  done 
without requiring interpretations from the ISMs.

...so that we wouldn't have to think ourselves but those would be so clear, those instructions  
[ISPs], that we wouldn't have to think if something must be done like this or that way.

As a prime example of preferred ISP document content style, ISMs often pointed out ISP document 
that covered access control requirements for IT systems. In general, this encapsulated the expected 
ISP content style: very detailed, exact, and leaves little room for interpretations. 

A very good type of instruction [ISP] is just related to something like password form, that  
password must be this long, cannot be longer than this, and must contain these characters.

ISMs related the language that was used in the ISP documents, to how convenient it was to use 
them.  The ISPs were felt to reflect their creators' frame of reference and were considered to be 
closer to a style of legal text than something comprehensible.

At the moment at least those instructions that are there, those are more or less close to some  
legal text which is quite annoying to read. Really!
It's fact... fact... how do you say... fackspråk [jargon].

Furthermore, not only the language style and the wording used but the use of English language was 
one of the factors that were inconsistent with their expectations. Although ISMs knew English was 
the  official  language used throughout  the organization,  it  made interpreting the  ISP documents 
laborious, or even, in some cases, rendered the ISP documents incomprehensible. 

I would like them to be written in Swedish. It's... you don't read... read them if you don't  
must.
Not always easy to understand... it's written in English and it... and you have to read it many  
times to understand it because of...  how good you are in English but when you read in  
Swedish you can understand it in the first time. But when you read it in English it takes more  
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time to... to get the rules and understand.
However, ISMs did not expect that every ISP document would be translated and localized. Instead, 
one of the ISMs captured the essence of their concern:

When the ISPs are introduced, then it should be done in Finnish even though the actual  
[ISP] documents would be in English.

In overall, the perceived issues in the ISP implementation had affected negatively to ISMs' overall 
perceptions of the ISPs. Unfilled expectations in regard to dissemination, content and structure of 
the ISP documents and most importantly the shortcomings in the ISP implementation process had 
caused frustration and annoyance.

When discussing their understanding of how ISPs were used at Beta, ISMs admitted that they did 
not actively read or apply the ISP documents, other than before the periodic IT system controls. 
Indeed, they acknowledged that the occasions when they read the ISP documents were related to the 
periodic IT system controls, they must periodically review and report compliance to. They, further, 
assumed the periodic IT system controls had shaped their actions by encouraging them to read and 
apply the ISPs. 

It's because I have to do the controls and I must be sure that my systems are according to  
them. But I... it's a... every half year and I'm going to refresh my mind when I'm between  
these controls. That's why I'm reading it.
These are kind of things that can be easily left aside and not done if there's no for example  
control to those or like sort of, well if it is only up to the employees' own choice.

Reflecting their responsibilities for reviewing and reporting compliance to the periodic IT system 
controls, most ISMs were able to tell where the ISP documents could be found and were able to 
name  some  of  the  requirements  in  the  ISP documents  that  were  directly  referenced  from the 
periodic IT system control checklists. Many of them were even able to name such details (although 
not being asked) as the exact name and number of a certain requirement in the checklist.

Yes,  well  my systems are not,  they are just  in  regard to  passwords under this  so called  
control 4.7C so that I don't have any of those larger controls.

As such the ISPs were visible in ISMs' work only through the periodic IT system control checklists 
related to their IT systems. The ISMs, however, felt that ISPs had shaped their actions as employees 
even beyond what was required by the controls. They gave colorful examples of how this was 
visible in their daily work, though they were not certain whether the given examples were in-line 
with the ISP documents. 

I mean when it comes to this secret information we handle... I mean if I have, I know have  
something quite sensitive I have to talk, I actually leave my actual office space and go in  
closed room somewhere.  It's  not  good in an open office space.  If  you talk  about  it,  so  
everyone can hear, really. That's just one thing. When it comes to e-mail, for instance, I  
handle... some secure information... we have confidential documents, we have to think about  
that. And if I print something which is confidential, I move.. I go directly to the printer and I  
just stand by until it comes, I don't just leave it in the printing room. I mean you have to  
think about these things all the time.

The ISMs could not name how they had come to have the understanding of those requirements 
beyond the periodic IT system control checklists. It was as if they had picked them up from the 
environment, from the context where they worked.

We have gotten used to it so... it is like in the spinal cord that you don't really think about it,  
it is like self-evident. It is part of the work. I don't see it as a separate thing, it is just there  
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with us.
Indeed, beyond the checklists, ISMs felt that the ISPs are just common sense and a part of normal,  
everyday routines and as routines ISPs were not  of extra work.  However,  the routine behavior 
seemed to have little to do with the actual ISP documents as those were not read  per se. Indeed, 
ISMs had consciously accepted there were parts in the ISPs that were unknown to them. 

There [in the ISPs] must be a lot of such things that I have never ever even seen.
Although ISMs perceived that their opinions about the ISPs would be welcomed and heard by the 
Information Security Professionals, they perceived the ISPs as more of law like, relatively static 
instructions, exposed by some higher authority; either in the sense of higher hierarchical position or 
in the level of the possessed knowledge and therefore expressed no real interest in influencing the 
contents or participating to the formulation of the ISPs. Instead,  there was a heavy trust  in the 
Information Security Professionals and their knowledge of information security.

But in overall it is a little bit hard to give any feedback or development ideas to information  
security  related  things  directly  since  those  are  mostly  based  on  some  law  or  to  some  
corporate policy to which you cannot like influence yourself. 

6.3.2 IT Solution Owners
IT Solution Owners (ISOs) were responsible for a team of IT Solution Managers. As positioned 
between the IT Solution Managers and Senior Managers, they were involved with decision making 
in regard to systems maintenance and development and tried to 'get things done'. They described 
their  daily work as busy.  Their  understanding of information security can be summarized as 'a 
quality to ascertain that organization's information is accessible for legitimate users only'.  They 
delved into the ISP documents only rarely and had limited experience from the ISP documents. 
They did not assume direct responsibility for IT systems security, as it was felt to be more on the 
shoulders of the IT Solution Managers, although on paper the responsibility was theirs. Information 
security questions competed with other topics on their agenda and finally disappeared in the hectic 
of the everyday work. 

For the IT Solution Owners (ISOs), the importance and benefits of the ISPs for the organization and 
for ISOs themselves was rather unclear. This was apparent in the way they hesitated and expressed 
their thoughts when discussing about the importance and benefits. Nevertheless, they associated the 
possible importance and benefits to the assumed business benefits. Some assumed ISPs to protect 
organization's  information  from competitors,  whereas  others  assumed  ISPs  were,  in  particular, 
meant to protect the integrity of organization's financial information.

In a very competitive market where you have a lot of com... other companies interesting in  
what you do and how you do it and so on... it's necessary... to, to be sure about what you are  
doing and... that you keep that inside your company so competitors cannot take advantage  
of knowing things about you and also... I mean, around financial information.

On  a  more  practical  level,  they  expected  ISPs  to  bring  about  unity  and  control  to  how  the 
organization works by defining organizational practices.

Well it is of course, or let's say that Information Security Policies are like the way... to like  
tell  about  what  our  practices  are  and  I  guess  these  practices  then  maybe  benefit  our  
business... or well, surely they bring some benefits. We wouldn't have to follow them from  
most of the parts otherwise.
Well, if we wouldn't have those [ISPs] it would surely get quite wild in here...

From personal, role related perspective, the ISOs expected the ISPs to support them when making 
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information security related decisions, but perceived the current ISPs did not meet this expectation. 

The ISPs were distant for them, and they had limited experiences of the ISP documents; they did 
not have a clear image of the actual structure or content of the ISPs. However,  they felt that the 
requirements  in  the  ISPs  were  ambiguous  and  that  resulted  in  confusion,  wasted  time  and  a 
multitude of interpretations. 

The application of those is hard. Those are quite general, sort of universal that... I'm not  
really familiar with legal text, but it's like so that you first read and then someone has to sort  
of  interpret it  to understand what does this  actually mean and how to use this  in some  
situation... or other things like that.

For some ISOs, the ISPs were formulated by someone who did not have a clear understanding of 
the IT Solution Owners' reality. According to their understanding, the requirements set in the ISPs 
were distant from what could be done in practice. 

They [ISPs] are not related to the reality and to actual how we are forced to work and as I  
said, I have requirements on me to keep time, budget and a lot of things... and in some areas  
if I should follow the policies fully I wouldn't be able to deliver the... it would take me a lot  
of extra time.

Their understanding was that the usability of the ISPs was closely related to the support received 
from the Information Security Professionals. Indeed, a constant theme during the interviews was the 
perceived lack of support and visibility of the ISPs. 

Security department if I may call them so... they could be more active and be more out in...  
in among the system owners and... have more sort of follow ups and discussions with us.

They  expected  ISPs  to  be  brought  to  them and  to  be  constantly  present  in  a  form of  living 
communication and discussion,  trainings,  example use cases,  Q&As and even in  the form of a 
service desk that would be dedicated answering to information security related questions. Their 
expectations of support and visibility and what they perceived had been done in  practice were 
conflicting. This is evident in a frustrated comment from one of the ISOs:  

Getting answer to questions is the thing. I have sort of feeling that getting those answers is  
really difficult, that there's no such instance that would sort of take responsibility over the  
answer... they just claim that somewhere is some document just about to come or is about to  
be approved or so... and then it gets bandied around and that takes time.  

Their understanding of how ISPs had been implemented in practice was that the ISPs were place to 
some distant place on the intranet, without the much needed and expected support and visibility.

A couple years ago when we were asking from information security department they say  
“look at the intranet” and then you cannot be at all sure, so... / ...unfortunately, so we are  
looking huge organization like Beta, then if you say that it's on the intranet then it's like you  
would say that it's in a sea.

ISOs  assumed  the  lack  of  visibility  from the  Information  Security  Professionals'  side  in  their 
everyday work might be one of the reasons why ISPs were not connected to what could be done in 
practice.

Their instructions will be... sort of worse and worse. And they will sort of loose the contact  
with the reality or what should I call it. In the same way the security department or people  
they... they can do a better work if they are participating and are in more in contact with the  
different system areas or... the business actually.

In  IT Solution  Owners' (ISOs)  everyday work,  learned routines  substituted  the  ISP documents. 
Having the view that normal routine behavior was in-line with the ISPs, they were unmotivated to 
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study those; why read the ISP documents if one's actions already adhere to them? They assumed 
that if ISPs are a part of normal routines, those will not increase their workload. Regardless whether 
the requirements set in the ISP documents were actually translated into their routines or not, they 
seemed to be happy with their limited ISP related workload. Indeed, increased workload would 
have interfered with their other responsibility areas.

This sort of information security if it increases workload then it is sort of perhaps not the  
first in priority in the systems if you have to take care of systems or something. If you have  
like hands full of other things and then they just say that now you need to do this or that,  
then it... like allocating sort of like time or something or like it costs something to take care  
of this. Then these sort of things are always left away. They just say that this needs to be  
taken care of and then, then they don't think at all the workload or other things like... they  
will  just  push those in addition to all  other old work. So...  can they always expect that  
people have extra time to...?

They did not assume any proactive responsibility to read the ISP documents and, indeed, reading 
them was only necessary when bigger issues or wider uncertainty was encountered. They perceived 
that their work does not require them to actively keep up with the changes in ISP documents; they 
expected to be kept updated if necessary.  

At least I don't personally have any such task that I would like go myself and check like  
every month or so if the instructions [ISPs] have been updated. It goes quite much so that  
when I receive a notice from somewhere that something has now significantly changed and  
now you should update your information regarding these new things. And by the way, these  
sort of things come quite rarely, which raises the question here that do they pay enough  
attention to these updates and to the advertisement of those.

The  periodic  IT  system  controls  were  perceived  to  be  an  effective  way  of  increasing  ISP 
compliance, a way for enforcing other employees to read and comply with the ISPs. Indeed, many 
ISOs expected that through the periodic IT system controls the ISPs could be translated into actions.

Well,  the  instructions  of  course,  all  the  companies  could  produce  several  documents,  
instructions, but they are not read and they are not, no one is following them, but with these  
[periodic IT system] controls then, the important issue is that if some kind of document is  
changed then you need to change the system and follow them as well. That is good.

Some of them, however, assumed that the periodic IT system controls are counterproductive for 
organization's overall information security as they believed that such controls have a tendency to 
steal employee attention, in practice hiding all other areas covered in the ISPs. 

Because that is actually very much focus, that is where the job is done [on the controls]. All  
the other things, well all the other documents are read, well, sometimes, or not.

Regardless of the periodic IT system controls, actual actions taken were assumed to be dependent 
on individual's own choice, motivation, and interpretation of the ISP requirements. They related this 
to  the ambiguities  in  the ISP documents and limited available  support  that  made the ISPs less 
convenient to use. 

Let's say that some of those controls are better and some of those are worse, so that it is  
much up to  the ISMs to decide how it...  how she wants to  implement  the things in  the  
instructions, some controls and others... you can pass some controls more easily than others.  
Every ISM surely does the same things in different ways. Like it [ISPs] was implemented or  
taken into use, so that these sort of higher level instructions and then from there downwards,  
all ISMs decided themselves that how these should be done and things like that. Maybe it is  
this way even nowadays...
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ISOs  perceived  the  resulting  multitude  of  interpretations  of  ISP requirements  to  be  a  risk  for 
information security and to cause inefficient use of organization's resources. 

Unnecessary idling around it...  so that no one really knows what to do and that sort of  
things.  That  uncertainty  always then...  if  you  think  for  example  that  something is  done  
wrongly, not on purpose, but in error, that something would have been done correctly other  
way. This kind of things are related to it [to multiple interpretations] and then of course...  
then in the end I would be quite worried that there will be some information security hole or  
vulnerability.

Finally, they had perceived the ISPs as something handed from the top to down, almost as law-like 
rules. As such, ISOs did not perceive it important to influence the ISPs and did not recall making or 
requesting changes to those. 

These information security things are handled somewhere there in corporation’s top levels  
and then they flow down from there. So when they come they are sort of found to be so good  
and such that I don't remember any occasion when I would have affected anything.

6.3.3 Senior Managers
Senior Managers viewed information security from business, managerial and technical perspectives 
and were somewhat worried about the current state of organization's information security.  They 
were distant from the ISPs and did not perceive that ISPs would affect them much. They seldom 
encountered the ISP documents in their work and the questions that demanded them to read the ISPs 
mostly concerned the information security direction of the organization. There were no measures 
taken to direct their behavior or decisions towards ISP compliance. They, however, emphasized the 
importance of the ISPs for the organization and its business and assumed that the ISPs are necessary 
to cultivate organization-wide information security culture.

For the Senior Managers ISPs were of high importance. During the interviews they expressed the 
importance of the ISPs in various statements and went back to elaborate it in different occasions. 
They viewed the importance of the ISPs from both business and organizational perspectives. The 
ISPs should support business, as, quite naturally, without business there would be no need for the 
ISPs. 

If we don't do any business we don't need any security rules anyway. So... then they need to  
stick together.

From a business perspective, they expected the ISPs to ensure organization's trustworthiness in the 
eyes of its current and potential customers and to protect organization's brand. 

It's a matter of trust... that's the most important for me. The trust for our customers. That we  
can handle their information in a good way.

They further  saw that  ISPs could  help the organization to limit  its  liability should there be an 
information security incident.  In such a case,  if  ISPs are properly implemented throughout  the 
organization,  they  assumed,  the  incident  could  be  regard  as  a  'human  error'  and  this  way 
organization's liability would be limited. Due to this, not only was a comprehensive ISP document 
content but also proper ISP implementation of high importance to them.  

One thing is for the company to make sure that there is no... no possibility for an external  
party that could have suffered from a... from the deficiencies within Beta to be able to say  
that that's because Beta has poor internal information security work. But when we have  
these [ISPs] and we can show that it's well communicated and known. Then we come down  
to human errors and that's another thing. That's impossible to guard yourself against. I  
mean there are always the risk that somebody do something they shouldn't done. But if we  
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have a clear documentation and... statements on this, then from company perspective the  
company is protected anyway. 

Within the organization, ISPs were expected to provide guidance for the employees. More precisely, 
the  ISPs were perceived to  be a  tool  to  protect  the organization  by defining  clear  and precise 
responsibilities  for  the  employees  that  they  are  to  follow.  As  such,  for  Senior  Managers,  the 
importance of clear responsibilities was related to limiting the organization's liability. 

Security instructions [ISPs] are of course very important to make sure everybody knows  
what to do and not to do.
It's also tool for the company to make sure that the responsibility and clarity what's OK and  
what's not OK is very clear.

ISPs were further  understood to be of  importance by providing organization-wide direction for 
organization's  information  security.  Providing  the  direction  was  not  assumed  to  be  sufficient, 
though, but the underlying purpose of the ISPs was to bring about organization-wide routines in 
which information security would be a natural and integral part. Although, not all Senior Managers 
used the term 'culture',  the underlying assumption was that ISPs should cultivate organizational 
information security aware culture.  

General culture of being aware of security and information security. That's sort of the most  
important part... / ...all the work done with information security internally helps to sort of  
support that kind of culture that it's a natural part that it's not something extra, but it's... it's  
very natural for everybody who works in this area.

Compared to the IT Solution Owners and IT Solution Managers, Senior Managers viewed the ISP 
documents  from a  more  abstract  level,  from management  perspective.  They acknowledged  the 
difficulties in formulating policies or guidelines that would cover everything in detail. While they 
assumed that checklists and best practices improve the usability of the ISPs on a practical level, 
they were concerned that  such detailed lists  would inhibit  creativity and use of common sense 
amongst the employees. 

There is always a balance on how, how detailed instructions you should have, so compared  
to the amount of creativity you want to have in people as well.

They, further, assumed that they and other employees were well informed about the ISPs and that 
the implementation and dissemination of the ISPs had been sufficient. 

Corporate security have made sort of information initiatives so to distribute and spread  
information.
If  I  come across  with  some more rare problem then from the intranet  I  can find  those  
information security pages where I can always find the necessary [ISP] document.

Their overall understanding of the ISPs was that ISP documents are good and sufficient. Indeed, 
well-structured, up-to-date and unambiguous ISP documents were assumed to be a prerequisite for 
encouraging the employees to follow them.  

Yes, those [ISPs] are important at... that when those are consistent and up to date then those  
will be followed but if it goes to it that those are lagging behind in time or if those are very  
unclear so that everyone starts to like sort of make interpretations own way so then the  
significance of policies will be gone and then we are soon in some sort of chaos situation.

Yet some of them had a shallow assumption that employees 'that actually have to follow the ISPs'  
had hard time interpreting them, leading to colorful applications in practice.

The interpretation of it [ISPs] is left for the system specialist or to the IT Solution Managers  
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and those interpretations can be sometimes different from the same thing.
This was not the whole truth as they also assumed that strategic information security management 
was  insufficiently  covered  in  the  ISPs.  In  particular,  ISPs  failed  to  provide  organization-wide 
direction in managerial questions, closely related to their work tasks.

Senior Managers seldom used the ISP documents. Instead, in their everyday work, they relied on 
work routines that they assumed to be in-line with the ISPs. As a part of normal work routines, ISPs  
constituted only minor extra workload to them.

I wouldn't say that I use the security instructions sort of in a large scale, not sort of directly  
like that... it's not something that I see as a sort of weekly or monthly basis... / ...I would say  
in general I don't think it [ISPs] adds much. I think it's sort of... something that the... we  
regard as normal and nothing sort of extra.

Reading and studying the ISP documents competed with other topics on their agendas and from this 
perspective regarding the ISPs as routines that do not impose extra workload was beneficial. 

Problem is that this has to compete with all  information how to handle employees...  all  
strategy about new services, I mean there are so many things that... that has to fit in the  
agenda.

The periodic IT system controls were felt to be closely related to how ISPs were mostly used at  
Beta. They assumed that those improved information security, but were worried about the logical 
holes that could be left without notice if information security was too tightly based on different 
checklists and controls.

It could be perhaps negative to have too detailed checklists, because then they don't think  
themselves... then they perhaps made a huge logical hole that they didn't realize.

The importance of the ISPs in cultivating information security aware culture was also reflected to 
their expectation of how the ISPs should be implemented in practice. Their understanding was that, 
to  achieve  the  anticipated  benefits  of  the  ISPs,  to  protect  Beta,  the  ISPs  should  translate  into 
information security aware culture. Actually using or following the ISPs was not that important if 
the culture is right.

The most important part is to have this culture established. So that everybody is aware of,  
and... sort of takes information security into consideration when they do their work.

However, this is not to imply the ISP documents would be irrelevant; the ISP documents were still 
of high importance in limiting organization's liability and demonstrating the 'human error'. Senior 
Managers perceived the ISPs as documents handed down from the top, but were confident that they 
can influence the ISPs if necessary. This was related to their personal relationships rather than any 
defined processes or channels. However, they did not explicitly express any occasions where such 
influencing would have taken place, signaling their overall satisfaction with the ISPs.

6.3.4 Information Security Professionals
Information Security Professionals were all experienced and had a wide and deep knowledge of 
information security and information security management. While their backgrounds differed, their 
understanding was not limited to information security but they also had a great deal of business 
understanding.  Clearly,  they  were  more  involved  with  organization's  ISPs  than  other  studied 
organizational groups and most had participated into the formulation of parts of the ISP documents.

Information Security Professionals were keen on explaining at  great  length the importance and 
benefits of the ISPs. They emphasized the importance of the ISPs in ensuring overall information 
security at Beta and also explained possible benefits of having ISPs for Beta's business. Indeed, the 
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ISPs  were  perceived  to  be  fundamental  for  the  organization.  ISPs  were  not  only  to  meet  the 
legislative  requirements  but  also  to  meet  the  requirements  customers  place  for  Beta  and to  its 
information security; they expected ISPs to be a business enabler.

To ruin my day... no... why, yes... ultimately it is to... to reduce or to get the grip on the risks  
we are handling. So ultimately it is to.. to... to bring down the risk to reduce the risk in to  
acceptable  level.  That's  what  text  book  says  I  suppose...  but  also  because  we  have  
requirements on us. We have requirements from our customers of course and security or the  
security  property  is  a  very  important  part  of  our  image  and  our  products.  So...  those  
instructions [ISPs] are there to please our customers. Likewise those instructions [ISPs]  
work  our  security  efforts  as  large  obviously  seek  to...  to  do  that  we  meet  legislative  
requirement and such. And then thirdly we are... what it is called... responsible... oh, we are,  
we would like to show responsible person of society. There's a certain term for that and a...  
in depth we should preserve privacy and we should provide services to both rich and poor  
and to strong and weak.

The ISPs were especially important in enabling Beta to conduct business with large companies and 
the public sector. 

Yea, the larger companies they are very keen on... on that we have good security. They place  
explicit demands and they sometimes audit us. So... yes it is, it is. Sometimes we talk about  
hygiene,  hygiene  factors.  Things  that  must  be  in  place.  So  certainly  security  
instructions [ISPs] is a hygiene factor, but then it is an unique selling point. That you use  
sometimes  in  Beta.  USP,  Unique  Selling  Point,  that's  what  differentiate  us  from  other  
competitors. And once again security is such a Unique Selling Point. We are perceived... I  
think we are perceived as secure and reliable vendor.

Their understanding was that inside Beta, ISPs provide a means for communicating a common way, 
one voice for information security by defining common practices.

Yes, if they are... you could in those push for like more common way of doing things, so that  
they should add... feel sort of... promoting the... so working as a group... / ...just to have one  
voice, one way of doing security. So in that sense.. that of course create foundation for doing  
things cross-border. You operate services in one country and sell them in many countries. So  
you don't have any different requirements for different countries.

In regard to their role as Information Security Professionals, ISPs provided them a way to set the 
information security requirements for other employees. As such Information Security Professionals 
perceived the ISPs as a tool. This tool was required when there was a need to demonstrate other 
employees they had not complied with the ISPs. 

But then there's this other role that I have, which is more negative role, so that when our  
employees do something wrong then I have good arguments in hearings to show what they  
have  done  wrong  and  in  what  part  they  have  done  wrong  when  we  have  this  sort  of  
instructions [ISPs].
Like I said, we have nothing if we don't have instructions [ISPs] to say that now you have  
done something wrong. 

Information Security Professionals assumed that employees find the ISP documents long and the 
document content hard to comprehend. The poor comprehension among the employees was, as they 
perceived, due to requirements in the ISPs were not concrete enough and did not explain on a 
practical level how the requirements should be fulfilled. Finding the needed information from the 
documents  was further  assumed to affect  to  how convenient  it  is  to  use the ISPs.  To alleviate 
assumed issues, they were confident that current ISPs should be complemented with more detailed 
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guidelines suggested by international standards or with new software solution that would better 
integrate the ISPs to the organization. The fact that detailed requirements were wished for reflected 
the existing policy hierarchy that included a high level information security policy and a set of  
rather high level instructions. Guidelines explaining how the requirements set in the instructions 
could be converted into practice were missing. They assumed that this was what the employees 
were  looking  for  from  the  ISPs;  clear,  detailed  requirements  that  are  readily  accessible  and 
applicable to any situation at hand.  

I think they [ISPs] are in most case incomprehensible. It's too much, it's like close to 100  
pages. It's not you can expect anyone to read. It must be much more specific. 

They acknowledged that certain requirements in the ISPs call for interpretation and assumed that to 
avoid  confusion  the  interpretation  should  be  done  by  them.  In  their  understanding,  providing 
support to make these interpretations was a part of their work. 

Well,  sometimes  you  need  interpretation,  it's  not  always  that  clear  in  our  current  
documentation. But we are here to interpret them and how it is applicable to some specific  
situation. And, well, we are here to support exception handling. Telling when you should  
apply for exception and so on. That interpretation is not always easy. But we are here to  
advice. Advice and help.  

Nevertheless, if the ISPs could be made clear and unambiguous enough, not much support for the 
ISPs  or  communication  about  them  would  be  needed  and  it  would  be  sufficient  to  have  the 
documents only on the intranet; the ISP documents would be mostly sufficient of themselves. The 
ISP document  structure and content  style  were  their  main concerns  over  providing support  for 
employees applying the ISPs. As one Information Security Professional expressed, their limited 
resources forced them to choose between formulating ISP documents and providing support. 

We have limited resources, if we think about our staff, then it's easier for us to produce  
documentation, easy to comprehend documentation, that we can then push to the business,  
advice them that the documentation is available on our intranet page and if they obey it  
everything is fine.

Giving support was perceived to be more laborious and time consuming, considering the given 
resources, than merely producing documents; support was thus offered mainly when there was an 
explicit, proactive request from the employees. 

And like I said, we receive queries by e-mail and to those we always answer by providing  
the link to our intranet page so that you can find the current instructions [ISPs] from there  
and if you still have questions then contact us again. This is our message.

What such limited support and communication would mean for the employees, for their work and 
for their understanding of information security was not explicitly articulated and was clearly not a 
central concern for the Information Security Professionals. 

In overall, they perceived that ISPs were not integrated, but left aside from the actual business. 
They  saw  ISPs  as  a  product  of  what  they  called  a  'star-function',  i.e.,  information  security 
organization placed aside from the actual business organization. They assumed the ISPs would be 
improved if the business organization was more active in the ISP formulation and expected it to take 
more responsibility over the ISPs in overall. What this signaled was an underlying assumption that 
the employees (mainly the ISMs and ISOs) should understand information security to some extent. 

[ISPs are to] offload, offload security thinking from those who are not very good in that. I  
mean, it's very hard to be good at everything. If you are a programmer or if you are system  
maintainer there are thousand things you have to attend to and be aware of and perhaps...  
perhaps I say, you should be able to develop in this area and then could do security with  
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help of those instructions. But no... that's not constructive. That's not my feeling really. I  
think people should understand security...

However, their understanding was that what the business organization was really requesting was 
clear, detailed requirements handed down by the Information Security Professionals. They further 
assumed that  employees  are  keen on providing feedback and influencing the ISPs if  given the 
possibility for doing so. This assumption was, however, rather conflicting with their assumption that 
employees avoid responsibility and seek to place all responsibility over information security to the 
Information Security Professionals.

They [the business] would probably feel that “tell us what to do” is the thing that we hear  
quite often. “Tell us what to do”. I guess you will hear that in some occasion. 

When discussing of how the Information Security Professionals themselves used the ISPs, they 
emphasized their role as an ambassador or as a prime example for information security and living 
according to  the ISPs was seen as  a  fundamental  part  of  their  work.  They assumed their  own 
compliance with the ISPs was of high importance in giving a good example for others to imitate. 
They  further  assumed  this  was  a  way  to  increase  others'  compliance  with  the  ISPs,  or  more 
precisely it was assumed to be a prerequisite for expecting others to follow them. 

Well, I have always told to my organization that we are the face for information security.  
Because we have written the instructions [ISPs], we have to follow those 100 per cent. We  
can't...  of course we are humans and each and everyone of us makes mistakes,  but our  
intention is to follow those. And, and well...  and by doing it we are sort of like positive  
imago and prime example for our employees because otherwise they will quite easily say  
that “well, even you don't follow your own rules so why should we?”. So we are security  
ambassadors, this is what I have always said. So that's our role.

Besides the aforementioned, Information Security Professionals assumed the ISPs were not related 
to them as employees at Beta. Indeed, it was felt that the ISPs were more related to those who 
maintain IT systems or work at the operative level in general.

I as an Beta employee though...  I'm rarely affected or not affected at all [by the ISPs].  
Because, the instructions [ISPs]... I think when you, if you work... if you are maintaining a  
system, or if  you are...  if  you are developing some service then you are affected by the  
instructions. But me in my role as an employee here, I never come across them, except when  
I try to interpret and help others to understand what they say.

A closer look would thus indicate a conflict. On the one hand, they perceived that it is important 
that all employees follow and comply with the ISPs but, on the other hand, they did not expect 
employees  to  follow them fully.  As the  ISPs  were  used  as  a  tool  to  demonstrate  for  the  non-
compliant employee what was expected from her, employees faced a dilemma; how to know what 
requirements  are  to  be followed,  especially,  as  non-compliance  may lead to  termination  of  the 
employment or even in the minor cases to admonition. 

If you actually run them by the book. Then it will be a problem. Like “don't do that”. Well,  
for  example,  you're  not  actually  allowed  to  install  application  to  your  computer,  but  
everyone does that. If you did follow that then that would be problem. Then that would be  
problem for you. But, people don't need to do that, then it's not a problem.

Information Security Professionals assumed the ISPs could support the business more than what 
they currently did. The ISPs should be integrated into business tightly and thus make security part 
of  organizational  routines,  instead  of  being  on  the  side.  As  one  of  the  Information  Security 
Professionals put it, information security should be build into the processes:

So...  and...  and...  people work processes, we are process driven company...  we look into  
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those  processes...  and...  the  security  should  be  in  those  processes,  not  in  a  specific  
document. 

This was seen as a way to increase ISP compliance, and indeed this had been witnessed through 
experience as one of the Information Security Professionals described: 

...because...  then  if  we  would  be  forced  to  influence  the  process  instead  of  creating  
documents. I think that perhaps could be advantage of having real changes. We did that for  
product development. There are now progress in security. Now there... there weren't any. We  
influenced the product development process. There are to be risk management process, there  
is  to  be assessment of security in the development  process.  That was written into those  
processes, not into us. 
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7 Analysis and Findings
In this study four groups' perceptions of ISPs are analyzed through a theoretical framework that 
builds on literature on frames of reference and organizational ISPs. The analysis is based on data 
presented  in  Chapter  6 Case  Study.  As  frames  of  reference  are  time  and  context 
dependent (Orlikowski & Gash 1994), they should be analyzed  in situ, rather than be assumed  a 
priori. Therefore, in Section 7.1 Towards ISPFOR Categories and Content, the Information Security 
Policy Frames of Reference (ISPFOR) structure is interpreted from the empirical data; goal being to 
find frame categories suggested by the data rather than being imposed from outside. In Section 7.2
Analyzing  ISPFOR  Categories  and  Content,  organizational  groups'  perceptions  of  ISPs,  as 
structured  into  ISPFOR  categories,  are  analyzed.  Lastly,  in  Section  7.3 Analyzing  ISPFOR
Congruence  and  Incongruence,  ISPFOR  congruence  and  incongruence  manifested  in  groups' 
perceptions and their consequences for the ISPs are analyzed.  

7.1 Towards ISPFOR Categories and Content
A frame  of  reference  concerns  a  certain  information  domain  and  consists  of  a  structure  and 
content (Walsh 1995). According to the theoretical framework of the study, the Information Security 
Policy Frame of Reference (ISPFOR), structured into categories and content, consists of employee's 
understandings of, assumptions about and expectations of organizational ISPs. In order for the time 
and  context  dependent  categories  and  their  respective  content  to  emerge,  data  was  iteratively 
analyzed as described in Section  5.5 Data Analysis Strategy. Following the data analysis strategy 
and the theoretical framework, each interview script was analyzed for statements and expressions 
that we interpreted to reflect informant's understandings of, assumptions about or expectations of 
Beta's ISPs. Table 3 provides examples of our interpretations of various statements and expressions. 

Table 3: Coding of data: assumptions, expectations and understandings

Expression Code Interpretation

I think they [ISPs] are in most case  
incomprehensible. It's too much, it's  
like close to 100 pages.  

Understanding The statement reflects informant's way of understanding 
the ISPs as incomprehensible, complemented with the 
description of 'why' those were perceived 
incomprehensible.

The interpretation of it [ISPs] is left  
for the system specialist or to the IT 
Solution Managers and those  
interpretations can be sometimes  
different from the same thing.

Assumption The statement reflects uncertainty whether there really 
are differing interpretations. The informant is assuming 
that what requires interpretation for him requires 
interpretation for others as well.

A very good type of instruction [ISP]  
is just related to something like  
password form, that password must be  
this long, cannot be longer than this,  
and must contain these characters.

Expectation The statement reflects informant's expectation of the ISP 
content style through a concrete example. 

The coding of the data using the aforementioned codes was done rather intuitively as it was not  
necessary to make clear distinctions between the three codes. However, it was important to find all 
statements that reflected those three codes.  The understandings, assumptions and expectations for 
each individual informant seemed to form patterns. We took advantage of pattern coding (Miles & 
Huberman 1994) to find inferential patterns from each informant's coded data. Examples of data 
patterns are provided in Table 4. 
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Table 4: Emerged data patterns

Understandings, assumptions,  
expectations

Pattern Interpretation

No... it just has to be done. All work  
can't be joy all the time, I mean...  
somethings just has to be done.

Motivation to comply The statement reflects informant's motivation for 
complying with the ISPs. 

I can't really say that I do this on 
daily basis unless I really bump in to  
something that need... hmm... urgent  
action on it.

Relation to work The statement reflects informant's perception of how 
ISPs relate to her daily work.

I know information is safe, it goes my 
way, it doesn't flow all over the place,  
it doesn't go where it shouldn't go... I  
mean we need to have very extremely  
good control of our systems, they are  
in good shape and they do what they  
are supposed to do. So... yea... vital

Value of ISPs The statement reflects the ISPs value for the 
informant. 

The patterns were compared to our initial understanding that had emerged during the interview and 
that was documented in our field notes. The patterns were then discussed between us to find a 
consensus on the patterns that would reflect the coded data. The coded data was then structured 
under the patterns. This process provided us patterns for each individual informant. 

According to the theoretical framework of the study, the ISPFORs can become shared between 
individuals. Therefore, our aim was to find ISPFOR categories that would be shared across the 
groups.  The data  were separated into four  groups:  IT Solution  Managers,  IT Solution  Owners, 
Senior  Managers  and Information  Security  Professionals.  Within  each  group  the  patterns  were 
compared and contrasted in order to find more abstract categories, shared within the group. Each 
informant's  coded  data  was  then  reexamined  using  the  proposed  shared  categories.  Shared 
categories for, for example, IT Solution Managers included 'Relation to work', 'Purpose of ISPs', 
'Structure of ISPs' and 'Motivation to follow'. Finally, the categories from each group were analyzed 
for more abstract, analytical categories that would be shared across the four groups: the goal being 
to find that set  of categories that covered as much of the data as possible (Orlikowski & Gash 
1994). Table 5 shows the group level categories and how they were interpreted into more abstract, 
analytical categories.  

Table 5: Three analytical categories

Group level category Analytical category Interpretation

Purpose of ISPs
Value of ISPs
ISPs and Business

Usefulness of ISPs The three group level categories reflect the informants' 
perceptions of how useful the ISPs are. 

Structure of ISPs
Image of the ISPs
ISP supporting activities
Future direction of ISPs

Usability of ISPs The four group level categories reflect the informants' 
perceptions of how convenient ISPs are to use.  

Motivation to comply
Level of knowledge
Compliance to ISPs
Relation to work

ISPs in Use The four group level categories reflect the informants' 
perceptions of how ISPs are used. 

After interpreting the three analytical categories, each individual's coded data were placed under the 
newly emerged categories in order to validate the categories. Following our data analysis strategy 
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and reflecting our theoretical framework, the three analytical categories in Table 5 are deemed to be 
the ISPFOR categories for the four groups at Beta, captured  in situ, during autumn 2010. These 
three analytical categories and their respective content characterize the perceptions that informants 
had  about  organizational  ISPs  as  structured  into  ISPFOR  categories  and  content.  Different 
categories  and content  are  likely to  be  found in  different  organizations,  and even in  the  same 
organization at different times (Orlikowski & Gash 1994).

7.2 Analyzing ISPFOR Categories and Content
The three analytical categories that characterize the perceptions that four organizational groups had 
about organizational ISPs are:

Usefulness of ISPs:  The 'Usefulness of ISPs' category represents the part of groups' frame 
that refers to groups' understanding of why their organization formulates and implements the 
ISPs.  It  concerns  their  understandings  of  the  value  and  importance  of  the  ISPs  and 
assumptions about and expectations of what can be achieved by having the ISPs.   

Usability of ISPs: The 'Usability of ISPs' category represents the part of groups' frame that 
refers to groups' understanding of how convenient it is to use the ISPs. It includes their 
understandings and expectations of the ISP document structure, content and content style as 
well as of the ISP implementation and supporting activities provided to complement the ISP 
documents. 

ISPs in Use:  The 'ISPs in Use' category represents the part of groups' frame that refers to 
groups'  understanding  of  how  ISPs  are  applied  in  their  everyday  work  and  in  the 
organization in general.  It concerns their understandings of when the ISP documents are 
used  and  understandings  of  and  assumptions  about  ISPs  compliant  behavior  and  its 
contextual consequences. It further concerns their assumptions about and expectations of 
their possibilities to influence the ISPs. 

For  analytical  purposes,  it  was  useful  to  identify  the  categories  as  it  made  it  possible  to 
systematically  analyze  the  perceptions  and  the  relevant  similarities  and  differences (Davidson 
2002), not only within each groups' ISPFOR, but also across the four groups' ISPFORs. To visualize 
the  category content  across  the  groups  a  matrix  was  crafted  (see  Appendix  B:  A Summary of
ISPFOR Category Content). In reference to the theoretical framework of the study, it was claimed 
that the frames can become shared among a group of employees through socialization and shared 
experiences.  Indeed,  ISPFOR content  within  each group was similar  though not  identical.  The 
analysis of the matrix revealed that, compared to the frames shared on a group level, frames shared 
across the groups were less similar to each other. Indeed, the frames were mostly shared across the 
groups only on the level  of abstract  categories,  and the category content  largely differed.  This 
finding is in-line with Harris (1994) who argued that group level frames are often more generally 
shared than those shared on the organizational  level.  In  other  words,  the organizational  groups 
perceived the ISPs rather  similarly within the group whereas larger differences  could be found 
across  the  groups.  Furthermore,  comparing  and  contrasting  the  four  groups'  category  content 
revealed larger differences between Information Security Professionals and others, than across the 
three hierarchically related groups (ISMs, ISOs, and Senior Managers as illustrated in  Figure 3). 
This finding is in-line with the findings of  Orlikowski and Gash (1994) who found technological 
frames of reference to be more similar between different hierarchical levels than between users and 
what they called 'technologists'. Juxtaposing technologists and Information Security Professionals is 
reasonable  as  in  both  cases  these  groups  were  responsible  of  implementing  the  artifact  in 
question (here the ISPs) and were separated in the organizational structure from the other groups.

ISPFOR content included more than what can be found from the ISP documents; frame reflects 
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previous  experiences (Walsh  1995) employee  has  related  to  the  ISPs.  Indeed,  some may have 
formed an image of the ISPs even though they have no experiences from the ISP documents per se. 
Many ISOs and Senior Managers had not interacted with the actual ISP documents. Instead they 
had 'picked up them from the environment' and mostly did not  have a clear image of the actual 
structure or content of the ISP documents. Furthermore, how the organizational groups perceived 
the ISPs was also related to the context; how the ISPs had been introduced, how they were visible in 
their daily work, etc. Therefore, the perceived usefulness of the ISPs or the perceived usability of 
the ISPs are not only attributes of the ISP documents themselves but are dependent on the context in 
which the ISPs are embedded in. 

Clearly, each groups' role in relation to the ISPs and their interaction with the ISPs had affected the 
content of their ISPFOR; the frame content differed between groups and partly even within each 
group. The differences in group members'  frames can be attributed to the lack of close contact 
between the group members as,  as argued,  the ISPFORs become shared through the course of 
socialization.  In  particular,  the  ISMs  that  were  located  in  physically  distant  offices  and  rarely 
interacted with other ISMs had differing frame content from those ISMs who were in closer contact 
with each other. However, even in such cases the ISPFORs were largely similar. Their common role 
in regard to the ISPs seemed to shape their frame content through introducing similar experiences 
about the ISPs. The periodic IT system controls, that formed a part of ISMs' role, engaged them into 
similar situations where they tried to read, interpret and apply the ISPs. Furthermore, according to 
the  theoretical  framework  of  the  study,  ISPFOR becomes  better  structured  when  an  employee 
engages in close interaction with the ISPs. Indeed, our empirical findings seem to support this. 
Information  Security  Professionals,  who clearly had the  closest  relation  to  the  ISPs,  had  more 
structured frame content than those with less interaction. This was also evident amongst the ISMs. 
As the ISMs had to report the status of their systems through periodic IT system controls, they had 
more interaction with the ISPs. As a result, most ISMs could name exact details of some of the 
requirements in the periodic IT system controls, such as the exact name and number of a certain 
requirement that was included the ISPs. 

The found three categories are interrelated; content in one category reflects the content of another.  
ISMs'  dissatisfaction with the ISP implementation process  was reflected to the content  of their 
'Usability of ISPs' category and this was further reflected to their 'ISPs in Use' – the ISMs did not 
actively  read  the  ISP documents.  The  content  of  ISOs'  'Usability  of  ISPs'  category,  that  ISP 
documents  include  ambiguities,  but  only  limited  support  on  how  to  apply  them  is  available, 
reflected  their  'ISPs  in  Use'  category –  how ISPs  were  used  was  assumed  to  depend  on each 
individual's own choice, motivation and interpretation of the ISP requirements. 

As a summary, our analysis suggests how organizational groups perceived the organizational ISPs 
are characterized by three analytical categories: 'Usefulness of ISPs', 'Usability of ISPs' and 'ISP in 
Use'. Organizational group's role in regard to the ISPs, the context in which ISPs were embedded in  
and the interaction the group had with the ISPs; all influenced how group perceived the ISPs.  

7.3 Analyzing ISPFOR Congruence and Incongruence
The three analytical categories (Usefulness of ISPs, Usability of ISPs, and ISPs in Use) and their  
respective  content  enable  analyzing  the  frame  congruence  and  incongruence  among  the  four 
organizational groups. Content in each three categories is compared and contrasted across the four 
organizational groups. 

Usefulness of ISPs
Four  organizational  groups  shared  an  understanding  of  why their  organization  formulated  and 
implemented information security policies - to protect the organization and its  information. Their 
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expectations for  a means to an end, however, differed: while ISMs expected ISPs to protect the 
organization and its information by defining requirements for IT systems and their configuration; 
ISOs by bringing unity to the organization, mainly by imposing IT system requirements for ISMs to 
implement;  Senior  Managers  by  stating  clear  responsibilities  for  employees;  and  Information 
Security  Professionals  by  their  mere  existence.  Apart  from  the  shared  understanding  of 
organizational importance, the purpose of the ISPs was viewed from a more role related, personal 
perspectives. Indeed, reflecting the responsibility pressure introduced by the group's organizational 
role,  the  expected  personal  benefits  mostly overshadowed assumed organizational  benefits  (see 
Table 6). 

Table 6: Differences in the perception of the usefulness of the ISPs among the four organizational groups 

Group Example data Interpretation

ISMs I think I personally have more secure feeling  
that everything is in order and well... I don't  
have so many things on my own shoulders... I  
can trust that we have like in overall level sort  
of information security and other... other things  
that are related to it so that things are taken  
care of properly.

ISMs viewed the ISPs from a narrower, 
task-specific point of view and expected 
ISPs to provide them a tool to demonstrate 
that information security in their IT 
systems was taken care of.

ISOs Well it is of course, or let's say that Information  
Security Policies are like the way... to like tell  
about what our practices are and I guess these  
practices then maybe benefit our business... or  
well, surely they bring some benefits. We  
wouldn't have to follow them from most of the  
parts otherwise.

ISOs view of the ISPs was more 
unstructured, but clearly reflected more 
wider usefulness of ISPs than just 
immediate, personal, work related view. 
ISOs expected the ISPs to support them 
when making information security related 
decisions, but perceived the current ISPs 
did not meet this expectation. 

Senior Managers It's also tool for the company to make sure that  
the responsibility and clarity what's OK and 
what's not OK is very clear.

Senior Managers had a more strategic 
understanding of the ISPs and expected 
them to be a tool to limit organization’s 
liability through clearly defining 
responsibilities for employees.

Information Security 
Professionals

But then there's this other role that I have,  
which is more negative role, so that when our  
employees do something wrong then I have good 
arguments in hearings to show what they have  
done wrong and in what part they have done 
wrong when we have this sort of  
instructions [ISPs].

Information Security Professionals 
expected ISPs to provide them a tool to 
demonstrate that they had imposed 
information security requirements that are 
obligatory for every employee to follow.

Synthesis: ISPFOR incongruence reflects the fact that each group has its own unique background, responsibilities and 
concerns. Their background, responsibilities and concerns affect their expectations of the ISPs. The expected personal 
benefits mostly overshadowed assumed organizational benefits and reflected the responsibility pressure introduced by 
the different roles the studied organizational groups had.

ISMs mostly viewed the ISPs from a narrower, task-specific point of view and expected ISPs to 
provide them a tool to demonstrate that information security in their IT systems was taken care of. 
ISOs had, on the other hand, more unstructured view of the usefulness of the ISPs that reflected 
benefits for the Beta in overall and their concern whether the ISPs were sufficient for the ISMs. As 
they were  the  managers  of  the ISMs,  the ISOs view also reflected their  responsibilities;  ISMs 
should use the ISPs to protect the IT systems, from which they were accountable. Senior Managers 
had  a  more  strategic  understanding  of  the  ISPs  and  expected  them  to  be  a  tool  to  limit 
organization’s liability through clearly defining responsibilities for employees. Information Security 
Professionals, then, expected ISPs to provide them a tool to demonstrate that they had imposed 

47



information security requirements that are obligatory for every employee to follow. Incongruent 
expectations of the purpose of the ISPs lead to misaligned expectations of usability of the ISPs 
among the four groups:  how groups' perceived the purpose of ISPs influenced their expectations of 
the level of detail, available support, visibility and ISPs content. Underlying these expectations was 
a  shared  concern  of  accountability  should  an  information  security  incident  occur.  Indeed, 
information security was perceived to be visible at Beta only after information security incidents. 

Usability of ISPs
Usability of current ISPs was a concern for ISMs, ISOs, and Information Security Professionals. 
They had an understanding of ISPs as overly long documents that needed interpretation before they 
could be applied into practice.  Although ISMs and ISOs perceived that  current  ISP documents 
should be complemented with more detailed guidelines, detailed guidelines were not expected to 
substitute constant and much needed support from Information Security Professionals' side. ISMs 
and ISOs were frustrated as they had previously been guided back to the ISP documents when they 
had asked for  support  for  applying the  ISPs.  Indeed,  Information  Security  Professionals  had  a 
document centered approach to the ISPs and requests for support were perceived to be merely a  
deficiency in  the  ISP documents  and  complementing  them with  more  detailed  guidelines  was 
assumed to be in-line with ISMs' and ISOs' frames. Although previous research has suggested that 
document centered approach is one of the least  effective information security measures (Hagen, 
Albrechtsen & Hovden 2008), the approach was not actively questioned by the Information Security 
Professionals. Reflecting frames'  tendency to encourage conventional thinking and inhibit novel 
problem  solving (Walsh  1995),  Information  Security  Professionals  expected  that  a  means  for 
reducing  the  amount  of  requests  for  support  was  to  be  found  from  more  specific,  detailed 
documents as suggested by international standards and best practices or from software solutions. 
They did not actively seek to improve the usability of the ISPs through seeking to understand other 
groups'  expectations  of  how  the  usability  should  be  improved.  ISMs  and  ISOs  frames  were 
incongruent with Information Security Professionals and this incongruence was apparent in ISMs' 
and ISOs' frustration and how ISMs and ISOs used the ISPs (see Table 7). 

Table 7: Differences in the perception of the means to improve the usability of the ISPs

Group Example data Interpretation

ISMs, ISOs A very good type of instruction [ISP]  
is just related to something like  
password form, that password must be  
this long, cannot be longer than this,  
and must contain these characters.
(ISM)
...so that we wouldn't have to think  
ourselves but those would be so clear,  
those instructions [ISPs], that we 
wouldn't have to think if something  
must be done like this or that way.  
(ISM)
Cause you see... that's how we're  
missing information from the security  
guys... they should keep everyone on 
track, make us burn for it! (ISM)
Security department if I may call them 
so... they could be more active and be  
more out in... in among the system 
owners and... have more sort of follow 
ups and discussions with us. (ISO)

ISMs and ISOs perceived that current 
ISP documents should be complement 
with more detailed guidelines, but 
more detailed guidelines were not 
expected to substitute constant and 
much needed support from 
Information Security Professionals' 
side.
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Information Security Professionals We have limited resources, if we think  
about our staff, then it's easier for us  
to produce documentation, easy to  
comprehend documentation, that we 
can then push to the business, advice  
them that the documentation is  
available on our intranet page and if  
they obey it everything is fine.

Information Security Professionals 
had a document centered approach to 
ISPs. The assumed need for detailed 
guidelines was seen as a means to 
complement the perceived lack of 
resources to support employees in 
applying the ISP. 

Synthesis: ISPFOR incongruence was apparent in groups' expectations of how the usability of ISPs should be 
improved. Difference in the expectations led to frustration among ISMs and ISOs. 

Associated  with  the  usability  of  the  ISPs,  having  ISPs  and information  security  visible  in  the 
organization  was  important  for  each  of  the  groups  (see  Table  8).  The  groups'  ISPFORs were, 
however,  incongruent  on  what  was  seen  to  be  sufficient  visibility.  Information  Security 
Professionals, reflecting their document centered approach, appreciated the intranet as a means to 
disseminate  and  educate  employees  about  the  ISPs;  the  self-motivated  employees  should 
proactively go, read and adopt the information in the ISP documents. However, this approach was 
not appreciated by the ISMs or ISOs. Indeed, the intranet was seen by most, especially the ISOs, as 
a place where the ISPs were lost, as if they were 'in a sea' as one the ISOs metaphorically expressed 
her concern. Accordingly, ISMs and ISOs, who shared similar view on the matter, assumed that 
sufficient visibility could be achieved through presentations,  awareness campaigns,  and through 
Information Security Professionals' participation to the day-to-day work of the employees. They 
hoped  information  security  would  be  constantly present  in  the  organization  and  not  only after 
incidents. Their understanding of the visibility reflects what  Siponen et al. (2010) call persuasive 
messages; the messages should be persuasive rather than fear inducing. Senior Managers, however, 
were comfortable with how the ISPs were visible in the organization. The intranet was perceived to  
be an appropriate channel to  disseminate and communicate  the ISPs and other materials  to the 
employees in general. They assumed that this view was shared by the other employees, which was 
indeed important to them as they understood only ISPs that are communicated to the employees, 
can be used to limit organization's liability in an unpleasant event of information security incident. 
For the purpose, having the ISPs available on the intranet was sufficient to declare the possible 
incident as 'human error', as one of the Senior Managers put it. 

Table 8: Differences in the perception of the usability of the ISPs among the four organizational groups 

Group Example data Interpretation

ISMs, ISOs Yes, I think those [ISPs] are very  
important, but then it's the thing that I  
already briefly mentioned. If the  
instructions are many hundreds of pages  
thick folder, then no one will read those  
and no one will know those, so sort of the  
implementation/training and going 
through it... this sort of activities would be  
like extremely important related to this  
matter. (ISM)
Their instructions will be... sort of worse  
and worse. And they will sort of loose the  
contact with the reality or what should I  
call it. In the same way the security  
department or people they... they can do a 
better work if they are participating and 
are in more in contact with the different  
system areas or... the business actually.  
(ISO)

ISMs and ISOs assumed that sufficient visibility 
could be achieved through presentations, 
awareness campaigns, and through Information 
Security Professionals' participation to the ISMs' 
and ISOs' day-to-day work – not through 
disseminating ISPs through intranet.
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Senior Managers Corporate security have made sort of  
information initiatives so to distribute and  
spread information.
If I come across with some more rare  
problem then from the intranet I can find 
those information security pages where I  
can always find the necessary [ISP]  
document.

Senior Managers were comfortable with the 
perceived level of ISP visibility.

Information Security 
Professionals

And like I said, we receive queries by e-
mail and to those we always answer by  
providing the link to our intranet page so 
that you can find the current instructions  
[ISPs] from there and if you still have  
questions then contact us again. This is  
our message.

Information Security Professionals appreciated the 
intranet as a way to disseminate and educate 
employees about the ISPs.

Synthesis: ISPFOR incongruence reflects how groups' differing work tasks guide their ISP use. Their interaction 
affected their understandings of how convenient it is to use the ISPs. Based on their interaction with ISPs, each group 
forms its own interpretation and expectations of the usability of the ISPs. 

ISPFOR incongruence in regard to how the groups perceived the ISP usability reflected the groups' 
work tasks and their past interaction with the ISPs. Resulting from ISPFOR incongruence, what 
Information Security Professionals  thought  to  be a successful  ISP implementation was seen by 
ISMs and ISOs as something that never had taken place. According to their understanding, ISP 
documents had been formulated and published, but were never properly introduced or implemented 
to  the  organization.  Indeed,  the  incomplete  ISP implementation  process  was  not  only a  major 
concern for the ISMs and ISOs, but also caused resistance among them towards the ISPs. The frame 
incongruence  reflects  each  group's  responsibilities  such  that  they  perceive  the  implementation 
through what most helps them in accomplishing their responsibilities. Indeed, expected personal 
benefits  assumed  from  having  the  ISPs  mostly  overshadowed  the  assumed  benefits  for  the 
organization (see Table 6). 

Furthermore,  ISPFOR incongruence  was  clear  on  the  part  of  ISPFORs  that  concerns  the  ISP 
content. Even though, Beta's official language was English, the informants' native language was 
either  Finnish  or  Swedish.  The  language  of  the  ISP documents (English)  was  not  consciously 
questioned  by  the  Information  Security  Professionals  or  the  Senior  Managers.  As  the  official 
language  was  English,  they  assumed  that  employees  possessed  the  required  English  skills  to 
comprehend the English written ISP requirements. However, as admitted by some of the ISMs, this 
was clearly not  the case.  Furthermore,  as  the ISP content  included information security jargon 
which was incomprehensible for most of the ISMs, they perceived that the ISP content reflected the 
frame of reference of those who had formulated the ISPs. Indeed, already decades ago, Bostrom and 
Heinen (1977) argued many of the problems associated with information systems can be attributed 
to  the  frames  of  reference,  held  by the  system designers  that  are  reflected  to  the  information 
systems. At Beta, the Information Security Professionals' frames of reference, that were reflected to 
the  ISPs,  not  only  caused  ISMs  problems  in  comprehending  the  stated  requirements,  but  also 
inefficient time use as ISMs had to spend time interpreting the ISP requirements. However, it was 
not only the frames of reference held by the Information Security Professionals that were reflected 
to the ISP document content, but rather the incongruence between the ISMs' and the Information 
Security  Professionals'  'Usability  of  ISPs'  category  that  had  negatively  impacted  the  ISMs' 
willingness to engage themselves in reading the ISP documents as will be further elaborated next. 

ISP in Use
Information Security Professionals assumed that ISP documents, when clear enough, are proactively 
used by employees to adopt ISP compliant behavior largely on their own. Their assumptions had 
shaped their actions; Information Security Professionals focused on producing the documentation, 
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published on the intranet. However, their assumptions were incongruent with other three groups. 
Senior Managers, ISOs and ISMs assumed their normal work routines were in-line with the ISPs. 
Indeed,  they  expected  that  appropriate  routines  could  be  simply  picked  up  by  living  in  the 
organization as they had done in the past, thus ISP documents were left mostly untouched. Their 
expectation of picking up routines by living in the organization was in-line with their expectations 
of ISP supporting activities: the ISPs were expected to be visible in their daily work, and indeed 
they expected ISPs to be brought to them. The evident ISPFOR incongruence had lead to colorful 
routines among different groups and even between individuals. The incongruence influenced ISP 
compliance (see  Table 9) as, on the one hand, ISMs, ISOs and Senior Managers assumed their 
routines were in-line with the ISPs and did not question whether their routines indeed were in-line 
with the ISPs.  On the other  hand, Information Security Professionals,  due to  their  assumptions 
about self-guided employees, did not actively seek to influence other groups' assumptions about the 
ISP compliant behavior.   

Table 9: Differences in the perception of how ISPs should be used among the four organizational groups 

Group Example data Interpretation

ISMs, ISOs, Senior Managers We have gotten used to it so... it is  
like in the spinal cord that you don't  
really think about it, it is like self-
evident. It is part of the work. I don't  
see it as a separate thing, it is just  
there with us. (ISM)
At least I don't personally have any  
such task that I would like go myself  
and check like every month or so if  
the instructions [ISPs] have been  
updated. It goes quite much so that  
when I receive a notice from 
somewhere that something has now 
significantly changed and now you 
should update your information  
regarding these new things. (ISO)
I wouldn't say that I use the security  
instructions sort of in a large scale,  
not sort of directly like that... it's not  
something that I see as a sort of  
weekly or monthly basis... / ...I would  
say in general I don't think it [ISPs]  
adds much. I think it's sort of...  
something that the... we regard as  
normal and nothing sort of extra.  
(Senior Manager)

ISMs, ISOs and Senior Managers assumed 
their normal work routines were in-line 
with the ISP. Indeed, they expected that 
correct routines could be picked up by 
living in the organization, thus ISP 
documents were left untouched.

Information Security 
Professionals

We have limited resources, if we think  
about our staff, then it's easier for us  
to produce documentation, easy to  
comprehend documentation, that we 
can then push to the business, advice  
them that the documentation is  
available on our intranet page and if  
they obey it everything is fine.

Information Security Professionals 
expected, when ISP documents are clear 
enough, employees adopt ISP compliant 
behavior largely on their own. 

Synthesis: Influence of ISPFOR incongruence to ISP compliance was apparent as ISMs, ISOs and Senior Managers 
assumed their routines were in-line with the ISPs and Information Security Professionals' assumptions inhibited them 
from actively seeking to influence other groups' assumptions.

Even when ISMs and ISOs encountered novel or problematic situations, they rather resorted to their 
own common sense  reasoning or  to  colleagues  than  searched for  answers  from the  actual  ISP 
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documents. Their 'Usability of ISPs' category – that ISPs are overly long, ambiguous and poorly 
introduced – had caused resistance toward ISPs among the ISMs and ISOs. Resistance was reflected 
to their actions. Previously, Harris (1994) has argued that frames guide information search. Indeed, 
the formed ISPFORs guided ISMs' and ISOs' information search and instead of resorting to ISP 
documents,  the  ISMs and the  ISOs resorted  to  colleagues  and other,  less  resisted,  information 
sources. 

For the periodic IT system controls, things were different. The top management's strong emphasis 
on the importance of the periodic IT system controls and close monitoring of the control results had 
shaped the ISMs' frame. They saw the usefulness of the ISPs directly related to their IT systems and 
the pressure induced by their responsibility of protecting those. The parts of the ISPs associated 
with the IT system controls were periodically read (though mostly just before the periodic IT system 
control) and efforts were made to adhere to the ISP requirements. Indeed, as the ISOs had also 
noted, the importance of reporting a 'green light' from IT system controls had taken a major share of 
the ISMs' attention, attenuating other parts of information security to the background. Although the 
Information  Security  Professionals  saw  the  IT  system  controls  as  important  for  the  overall 
information security, they expected adherence to other parts of ISP documents as well.

To conclude,  our  analysis  suggests  that  each  four  groups  had formed  differing  ISPFOR.  Each 
groups'  role in  relation  to  the  ISPs  and  their  prior  interaction  with  the  ISPs  had  shaped  their  
perceptions. Their differing roles led to differing ISPFORs leading to incongruence amongst the 
four  groups.  This  incongruence  among  the  four  groups  manifested  itself  in  ISMs  and  ISOs 
frustration and resistance towards the ISPs and had led Information Security Professionals to make 
choices in the ISP implementation that were assumed to be in-line with other groups' frames, but 
that, in fact, were not. Even though ISMs, ISOs, and Senior Managers preferred 'picking up' the 
correct  routines  from the  environment  rather  than  reading and interpreting  the  ISP documents, 
Information  Security  Professionals  assumed  the  perceived  issues  can  be  addressed  through 
complementing the current ISP documents with more detailed guidelines or with software solutions. 
The  frame incongruence  had  led  the  groups  to  adopt  colorful  routines.  However,  as  the  more 
detailed  guidelines  and  software  solutions  were  more  in-line  with  the  Information  Security 
Professionals' ISPFOR, they did not actively question their approach; they were guided by their 
already  formed  ISPFOR.  Organizational  groups'  perceptions  had  consequences  for  the  ISP 
implementation and use at Beta. Although Beta had dedicated resources to implement the ISPs, our 
analysis suggest that, from frames of reference perspective, Beta's implementation efforts had gone 
partly in vain.

The ISPFORs and the incongruence between the four groups was a snapshot of how the groups 
perceived ISPs and as such represents the ISPFORs in a specific time and place. It can be expected 
that the perceptions are altered by new experiences through time. However, due to the very nature 
of frames (Harris 1994), the already formed ISPFORs can be persistent or, at least, hard to change. 
The ISPFOR ensures that information that drastically challenges the validity of the already existing 
ISPFOR is rarely uncovered, instead, as the frames direct search for and acquisition of information, 
it  is  more  likely  that  the  information  uncovered  will  only  reinforce  already existing  ISPFOR. 
Therefore, the apparent incongruence between the groups' ISPFORs that has already been formed 
may continue to be problematic in the future. 
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8 Discussion
This  study  focused  on  the  impacts  of  organizational  groups'  perceptions  of  ISPs  to  ISP 
implementation and use in an organizational context. To this end, we have articulated and analyzed 
the  frame of  reference  that  concerns  ISPs (ISPFOR) for  four  organizational  groups.  Our  study 
began  with  a  premise  that  ISPs  are  a  foundation  of  organizations'  information  security (e.g., 
Baskerville & Siponen 2002; Siponen & Iivari 2006; Doherty et al. 2009). While problems related 
to ISP application process in organizations have received some research attention, few researchers 
have studied how employees' perceptions of ISPs influence ISP implementation and use. To date, 
literature  has  had  a  tendency to  view all  employees  as  'end-users'  and  has  primarily  proposed 
approaches for motivating them to comply with the ISPs. Such approaches lack the sensitivity for 
appreciating  the  impact  of  different  organizational  groups'  roles  on  information  security 
management. 

Walsh (1995) argued that researchers interested in frames should, firstly, uncover the structure and 
content of the frame individuals use for a particular information domain, and, secondly, relate the 
use of this frame to consequences of significant organizational importance. We have contributed to 
the literature on information security,  and in particular to literature on ISPs,  by articulating the 
frame of reference that concerns ISPs and by illustrating that it has substantive consequences for 
ISP  implementation  and  use  and,  therefore,  to  information  security  management  in  an 
organizational context. Previously, Orlikowski and Gash (1994) argued that technological frames of 
reference afford a systematic way for explaining issues pertaining technology acceptance, use and 
change. In this study, we have build on theories on frames of reference and extended Orlikowski's 
and Gash's (1994) ideas from the field of information systems, to the field of information security 
and,  more  specifically,  to  ISP implementation  and  use.  By articulating  the  ISPFOR,  we  have 
furthered  the  understanding of  the  problems around ISPs that  go beyond mere  employee  non-
compliance.  The incongruence in  organizational  groups'  ISPFORs provides  one explanation  for 
adversities and unanticipated outcomes around ISP implementation and use in an organizational 
context.   

This  study  further  contributes  to  literature  on  ISPs  by  providing  empirical  evidence  on  how 
organizational  groups  perceive  them.  Existing  studies  have  often  overlooked  employees' 
perceptions of ISPs and in particular the impacts of organizational groups' differing and possibly 
conflicting  perceptions.  Indeed,  the  frames  of  reference  perspective  of  this  study differs  from 
existing  studies  that  have  primarily  focused  on  explaining  end-user  non-compliance  and  on 
suggesting  approaches  for  motivating  them to  comply  with  the  ISPs.  The  frames  of  reference 
perspective affords a deeper understanding of the perceptions and their consequences by attending 
to differing expectations and interpretations across organizational groups. Our study illustrates that 
employees' perceptions of ISPs do not only reflect the intrinsic qualities of ISP documents. For 
instance, what the studied groups perceived as 'usefulness' or 'ease of use'  of ISPs did not only 
reflect organization's ISP documents. Therefore, our findings seem to support Whitman's (2008) 
claim that the structure and content of ISP documents are merely architectural factors. This  may 
have been missed if our analysis had focused solely on the ISP documents, leaving the employees'  
perceptions aside.  Indeed, as our study shows, to understand how different organizational groups 
perceive the organizational ISPs, we have to understand the group's role in regard to the ISPs, the 
interaction the group has with the ISPs and the context in which ISPs are embedded in. Therefore, 
the adversities and unanticipated outcomes around ISP implementation and use are neither reducible 
to intrinsic qualities of ISP documents nor to actions taken by end-users. To date, however, research 
on ISPs has largely considered all employees as 'end-users' (e.g., Bulgurcu et al. 2010; Johnston & 
Warkentin 2010). We argue that research would benefit from considering organizational roles as a 
level of analysis rather than deducing all employees to mere 'end-users'. It is not surprising that ISPs 
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are exposed to a number of stakeholders with differing interests in, and concerns relative to, the 
ISPs in an organizational context. By concentrating on organizational groups, instead of 'end-users', 
our study provides new insights to how organizational role affects employees' expectations of and 
interactions with the ISPs.  

Previous  research  in  the  field  of  information  systems  has  suggested  frame  incongruence  in 
employees' technological frames of reference may lead to such issues as  misaligned expectations, 
contradictory  actions,  resistance,  and  skepticism  around  technology (Davidson  2006).  ISPFOR 
incongruence among organizational groups in our study appeared as frustration, resistance, false 
assumptions, and conflicting expectations  of ISPs, their implementation and use. It, furthermore, 
accounted  for  some  of  the  decisions  leading  to  ineffective  information  security  management 
practices.  A  frames  of  reference  perspective,  thus,  affords  a  richer  understanding  of  ISP 
implementation and use in organizations as it directs us towards understanding of organizational 
groups'  differing perceptions and their  consequences. By proposing the concept of ISPFOR, we 
have brought forward a systematic means for analyzing the organizational groups' perceptions of 
ISPs and their consequences. The study's results suggest that the perceptions organizational groups 
had formed around ISPs are characterized by three analytical frame categories that in simple terms 
reflect why ISPs exist (Usefulness of ISPs), how convenient ISPs are for use (Usability of ISPs), 
and how ISPs are indeed used (ISPs in Use). Although different categories are likely to be found in 
different  empirical  settings  and  even  in  the  same  empirical  setting  in  different  times,  these 
categories  pave  the  way for  understanding  how organizational  groups'  perceptions  of  ISPs  are 
structured.  Through  understanding  the  structure,  we  can  go  beyond  the  mere  identification  of 
different categories and begin to understand the interrelated aspects of the categories. Indeed, the 
study's  findings  suggest  the  categories  are  interrelated  such  that,  for  example,  the  perceived 
usefulness of ISPs is reflected to how the organizational groups perceive the usability of the ISPs. 
Therefore, analytical categories afford a better understanding of groups' perceptions of ISPs. 

Lin and Silva (2005) argued that 'successful adoption of an information system is to a great extent 
dependent on the users' perceptions of the information system' (p. 49). In the same vein, in the light 
of our findings and the above discussion, we argue that successful adoption of ISPs is to a great  
extent  dependent  on  the  organizational  groups'  perceptions  of  the  ISPs.  To  this  end,  as  how 
employees perceive the ISPs does not only depend on the intrinsic qualities of the ISP documents,  
more emphasis should be placed not on the ISP documents but on the ISP implementation, support 
for applying the ISP documents, visibility of the ISPs in employees' everyday work and influencing 
employees' routines to account for ISP aware behavior. Approaches focusing on the sheer existence 
of the ISP documents, such as the international standards  (Siponen 2006), fail to consider these 
crucial aspects. 

One  of  the  practical  implications,  raised  by  frames  of  reference  perspective  to  ISPs,  is  that 
practitioners should become more aware of employees' frames of reference to understand how ISPs 
should be formulated and implemented in order to avoid unexpected consequences and to achieve 
expected ones. Recognizing the existence of ISPFOR provides practitioners a possible means for 
analyzing organizational groups'  perceptions and expectations of ISPs and their implementation. 
Assessing the different groups' ISPFOR before and after, for example, implementation of new ISP 
documents may prove to be a valuable way for appreciating organizational groups' expectations and 
for  attending  to  a  possible  ISPFOR incongruence.  Acknowledging  that  different  organizational 
groups have differing perceptions and expectations paves a way for fruitful interactions between 
Information  Security  Professionals  and  other  organizational  groups  and  finally  for  beneficial 
changes to the ISP documents and their implementation methods. The empirical investigation of this 
study further  highlighted  that  ISPFOR incongruence  can  be  a  useful  indicator  of  the  possible 
deficiencies in the current ISP documents, their implementation and adoption – and therefore in 
organization's  information  security  management  practices.  Indeed,  the  issues  arising  from  the 
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ISPFOR  incongruence  do  not  need  to  be  deemed  only  as  negative.  Acknowledging  frame 
incongruence  may  lead  to  new,  improved  information  security  management  practices  if  the 
organizational  groups  are  willing  to  asses  and  revise  the  current  practices  in  the  light  of  new 
knowledge about the motivations behind issues arising from ISPFOR incongruence.

Encouraging employees to follow ISPs is one of the most difficult aspects of information security 
management (Bulgurcu et al. 2010). The main issue is that employees seldom apply the ISPs in the 
expected way (Siponen 2000). Another practical implication of this study is that  the reasons why 
ISPs are not translated into actions should not be dismissed as employee resistance, but should be 
further analyzed and appreciated by those who formulate and implement the ISPs, possibly leading 
to  an  accommodation  of  differing  expectations  of  ISPs.  Considering  employees'  ISPFOR may, 
however, prove to be a challenge for Information Security Professionals as, what our findings show, 
there can be potentially critically conflicting views between the Information Security Professionals 
and  other  organizational  groups  –  a  finding  in-line  with  Albrechtsen  (2007).  This  should  not, 
however,  be  used  as  an  excuse  for  ignoring  organizational  groups'  perceptions.  Too  often  do 
Information  Security  Professionals  fail  to  engage  with  employees  to  listen  to  their  views  on 
information  security practices (Ashenden 2008). Indeed,  Information  Security  Professionals  had 
previously relied on their assumptions about employees' views on ISPs. Similar to the study made 
by  Albrechtsen  and Hovden  (2009),  employees  had little  interaction  with  Information  Security 
Professionals and they regarded information security as remote and invisible to their daily work. 
Engaging the employees in information security has, however,  been claimed to have a positive 
impact on organization's information security culture and organization's efforts in establishing high 
level of information security awareness throughout the organization (Karyda et al. 2005). Siponen 
et al. (2010) have further argued that a persuasive message about the importance of adherence to 
ISPs should be constantly visibility throughout the organization. In regard to a frames of reference 
perspective presented in this study, as frames of reference become supra-individual through shared 
experiences  and  social  cues,  engaging  with  employees  may  provide  Information  Security 
Professionals a means to approach frame congruence with them. 

In their conceptual paper, Höne and Eloff (2002a) argued that when employees do not comprehend 
the ISP documents perceiving them as overly technical or long, do not find a connection between 
them and their work or responsibilities or find them as annoyance or simply ignore them, ISPs 
appear as ineffective. In the present study most employees indeed perceived the ISP documents as 
long and obscure but, what was more interesting, was that the perceived issues in the documents 
were  not  perceived  as  significant  as  limited  available  support  for  ISPs  and  the  invisibility  of 
information security and Information Security Professionals. Clearly, the lack of interaction was one 
of  the  reasons  why  employees  did  not  appreciate  organization's  ISPs  and  methods  used  to 
implement them. Another, related one was that the ISP documents and surrounding activities were 
not contextualized keeping in mind the organizational groups' expectations.  Karyda et al. (2005) 
emphasize  the  importance  of  contextualization  of  ISP documents  and their  implementation  for 
successful adoption of the ISPs. It can be, therefore, speculated that frames of reference may have 
yet another consequence for organizations' information security management; if ISPs are formulated 
solely  by  Information  Security  Professionals  chances  are  that  their  frame  filters  and  modifies 
information that should,  in fact,  be carefully considered.  In other words, the frame held by the 
Information Security Professionals becomes embedded in ISP documents and activities intended to 
implement them. This may be visible in the ISP documents as information security vocabulary and 
as requirements that are hard to implement in practice; ISPs are not contextualized in accordance 
with  organizational  groups'  expectations.  These  documents  and  how  they  are  implemented 
throughout the organization then shape employees' ISPFORs. Employees' frames may then turn into 
routines and taken-for-granted mental and behavioral habits (Orlikowski & Gash 1994), which are 
likely difficult to change. Indeed, as frames resist change, new experiences and information is likely 
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to only reinforce already existing frames (Harris 1994).
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9 Conclusions
This study aimed at a better understanding of the impact of key organizational groups' perceptions 
of information security policies (ISPs) on information security policy implementation and use in an 
organizational context. To this end, we have extended the existing literature on frames of reference 
and information security policies by proposing the concept of Information Security Policy Frames 
of  Reference (ISPFOR)  and  by  suggesting  that  it  provides  a  means  for  analyzing  employees' 
perceptions of ISPs. We have further posited that ISPFOR congruence and incongruence among 
organizational  groups  afford  an  understanding  of  the  consequences  of  those  perceptions  to 
organization's information security management.  The study was conducted as an interpretive case 
study and was guided by two research questions and a theoretical framework that builds on and 
extends the literature on frames of reference and on ISPs. In regard to the first research question of 
the  study:  'How do different  organizational  groups  perceive  organization's  information  security 
policies?', our study illustrates that organizational groups' perceptions of ISPs do not only reflect the 
intrinsic qualities of the ISP documents. Indeed, to understand how different organizational groups 
perceive the organizational ISPs, we have to understand the group's role in regard to the ISPs, the 
interaction the group has with the ISPs and the context in which ISPs are embedded in. Therefore, 
emphasizing  the  structure  or  content  of  the  ISP documents  is  not  sufficient  but  needs  to  be 
augmented with an understanding of organizational groups' expectations and interpretations of ISPs. 
Concerning the  study's  second research  question:  'What  are  the consequences  of  organizational 
groups' perceptions of information security policies?', in this study,  ISPFOR incongruence among 
organizational  groups  appeared  as  frustration,  resistance,  false  assumptions,  and  conflicting 
expectations of the ISPs, their implementation and use. It, furthermore, accounted for some of the 
decisions  leading  to  ineffective  information  security  management  practices.  Consequently,  the 
incongruence  in  organizational  groups'  ISPFORs  provides  one  explanation  for  adversities  and 
unanticipated outcomes around ISP implementation and use in an organizational context. 

Understanding why successful implementation and use of the ISPs are so difficult in organizations 
and developing ways to improve the policy application process and its outcomes is a persistent 
concern for researchers and practitioners alike. It is not surprising that, in an organizational context, 
ISP are exposed to a number of stakeholders, that is, organizational groups, with differing interests 
in, and concerns relative to, the ISPs. However, much of the research on ISPs has concentrated on 
end-users and on proposing approaches for motivating them to comply with the ISPs. In the light of 
our  empirical  findings,  we argue  that  organizational  groups'  perceptions  of  ISPs  deserve  more 
attention  in  regard  with  formulating  and  implementing  ISPs  in  organizations.  The  frames  of 
reference perspective, a perspective prominent in information systems research but not yet applied 
in the context of information security policies, provides a means for analyzing and appreciating 
these perceptions. Incongruence among the organizational groups is likely an inherent part of any 
organization's ISP implementation and use and provides a compelling explanation for the related 
problems. This observation may be intriguing not only for researchers but also for practitioners 
interested in understanding how ISPs should be formulated and implemented in  order to avoid 
unexpected outcomes and to achieve expected ones. For practitioners, recognizing the existence of 
ISPFOR provides a possible means not only for analyzing organizational groups' perceptions and 
expectations of ISPs and their implementation but also for analyzing deficiencies in the utilized 
information security management practices.

9.1 Reflections on the Research Process and Limitations
This research was conducted as an interpretive case study and we used qualitative data collection 
and analysis techniques. Interpretive approach is accepted in IS research (Walsham 1995a) and was 
well-suited for our aim of understanding the organizational groups' perceptions of ISPs and their 
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consequences on ISP implementation and use. Reflecting this aim, our aspiration was to understand 
the phenomenon from our informants' perspective and thus we accepted that the data we collected 
are informants' subjective meanings (Orlikowski & Baroudi 1991). The data collection and analysis 
methods we chose are widely used in IS research. Interpretive case study research uses multiple 
data sources and interviews as the primary data source (Walsham 1995a). Although we have used 
general terminology derived from the literature on information security policies when describing the 
phenomenon,  the  data  we  collected  were  jointly  constructed  as  'part  and  parcel  of  the  social 
interaction of the researchers with the participants' (Klein & Myers 1999, p. 74). We analyzed the 
phenomenon through the theoretical lens we have discussed in Chapter 4 Theoretical Framework. 
The selection of theory reflected our increasing interest in the cognitive knowledge structures (i.e., 
frames). We believe, the theoretical lens was suitable for the study and guided the data collection as 
well as assisted us on sensitizing about the phenomenon when drawing our interpretations.  The 
interpretations we have drawn from the data are subjective and are 'really our own constructions of 
other people’s constructions of what they and their compatriots are up to' (Geertz 1973 in Walsham 
2006, p. 320), which reflect our background and theoretical interest in frames of reference. 

For interpretive research, 'it is incumbent on the researcher to outline those criteria by which he or 
she believes the research project should be judged' (Davidson 2002, p. 357). To provide criteria for 
evaluating our study and to increase its quality, we have brought forward the principles advanced 
by Klein and Myers (1999) for conducting and evaluating interpretive case studies. The criteria we 
chose has been applied to evaluate interpretive field studies published in high-quality IS journals 
(see for example Davidson 2002; Backhouse et al. 2006). Throughout the study, we have referred to 
the principles or to Klein and Myers (1999) in places where we have seen them to guide us the 
most. During the study the seven principles became well known to us and as such turned into more 
implicit, internalized guidelines. We felt that the seven principles assisted us, as novice researchers, 
in becoming aware of our preconceptions (Myers 2004). Our reflections on the seven principles are 
detailed  in  Table  10.  In  addition,  during  the  study  we  intensively  studied  articles  covering 
interpretive research, especially in IS discipline, which has further contributed to our understanding 
of  how to  conduct  interpretive  research.  In  this  respect,  the  most  influential  scholar  has  been 
Walsham (1993,  1995a,  2006).  We have sought  for  further  understanding from Orlikowski  and 
Baroudi (1991) and Myers (2004). Although we have not used them as explicit guidelines, they 
have certainly intervened to shape our study (Orlikowski & Baroudi 1991).

Table 10: The seven principles: evaluation of the study

Principle Our study

The Fundamental Principle of the 
Hermeneutic Circle

The fundamental principle of hermeneutic circle was an underlying 
principle and guided our interpretations. During interviews, the complex 
whole of shared meanings emerged through the interaction between us and 
the informants. At the end of each interview, when both of us felt we have 
reached a shared understanding, our understanding of the informant's 
perceptions was presented to the informant to comment our interpretation. 
Where there was disagreement, we incorporated the informant's view into 
our interpretation. Interview transcripts, field notes and some interview 
recordings were interpreted through multiple iterations to achieve 
understanding of the parts and the whole they make up and iterated 
between informant, group and the whole until precursory understanding of 
the whole was reached. Lastly, with the purpose of fulfilling the 
hermeneutic circle, the key findings of the study were presented to a larger 
group at Beta and the manuscript was sent to two of our informants for 
comments.

The Principle of Contextualization Historical and social context of the ISPs were constructed and a description 
is provided in the Chapter 6 Case Study. The construction of the historical 
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and social context of the ISPs relied heavily on the principles of suspicion 
and multiple interpretations, as we did not have the possibility to observe 
the historical development first hand. Informants were asked to recollect 
the facts related to the historical development of the ISPs and express their 
understanding of the social context of the ISPs. Furthermore, multiple data 
sources were used where possible.

The Principle of Interaction Between the 
Researchers and the Subjects

The interviews were conducted as semi-structured interviews in which we 
approached the topic in a funnel shaped form. This enabled discussion 
between us and the informants and allowed them to express themselves 
freely to elaborate on their perceptions of the organizational ISPs. At the 
end of each interview our interpretations were discussed with the 
informants. The findings of the study were presented to a larger group at 
Beta and manuscript was sent to two of our informants. In addition, 
periodic discussions were held with two informants to increase the 
interaction between the researchers and the informants.

The Principle of Abstraction and 
Generalization

The idiographic details uncovered at the empirical site using the 
fundamental principle of hermeneutic circle and the principle of 
contextualization were related to general concepts derived from our 
theoretical framework. As such, the idiographic details are related to a 
wider theory by discussing the findings in relation to the theory of frames 
of reference and the uncovered concepts related to information security 
management to general concepts found from previous literature on ISPs. 

The Principle of Dialogical Reasoning As a minimum requirement for the principle of dialogical reasoning, 
Section 5.1 Some Philosophical Considerations discusses fundamental 
philosophical assumptions of the study with the purpose of making them 
transparent for the reader. 

The Principle of Multiple Interpretations The study focused on uncovering the perceptions different groups had 
around the organizational ISPs and brought forward these multiple 
perceptions as part of its findings. When presenting the data, multiple 
quotations from multiple informants were used when seen appropriate and 
differing views between informants were brought forward. In addition, in 
Chapter 7 Analysis and Findings we have brought forward examples of 
data we have used to reach understanding. 
In each interview, both of us were present and made own field notes and 
interpretations that were later discussed. Where there was disagreement, 
our interpretations were further discussed to reach a shared understanding. 
Further, periodic discussions with two of our informants were held where 
disagreements and misaligned interpretations could be discussed with the 
informants in order to reach a shared understanding. With the purpose of 
constructing the historical and social context, multiple informants were 
asked to elaborate on their view of the historical development of the ISPs 
and express their understanding of the social context of the ISPs.

The Principle of Suspicion The manuscript was presented to two of our informants and the key 
findings were presented to a larger group at Beta. In addition, we collected 
information security related documentation to validate some factual 
information, mainly to construct the historical and social context of the 
organizational ISPs.

As the  Table 10: The seven principles: evaluation of the study indicates, in this study, we have 
considered all of the seven principles. As argued by Klein and Myers (1999), some of the principles 
are interrelated and, at least in this particular study, it was important to consider all of them. In the 
hermeneutic process of coming to understand, the semi-structured interviews that formed parts of 
the whole, significantly affected to our findings as they formed the basis for our understanding. 
Next we will critically reflect how the data were socially constructed through interaction between us 
and the informants (Klein & Myers 1999), mostly focusing on the primary data collection method; 
on the interviews.

59



The possibility for collecting empirical data for the research, as we have discussed earlier,  was 
initiated by Beta. As an exchange for the access to the empirical setting, we promised to present our 
findings at the organization. From this perspective, what Walsham (2006) means when discussing 
about ethical tension became evident for us as well. Reporting back what the organization or our 
informants  might  view  as  negative  raised  concerns  and  discussion  between  us.  Could  such 
information affect to our future careers or to our credibility in the eyes of the informants? As our  
study progressed and we became closer with two of the informants, we also became more self-
confident in reporting as honestly as we could. Indeed, as we perceived it, this was even encouraged 
by our informants who expressed their genuine interest over the study. The use of pseudonym was 
at first agreed with the informants to provide some secrecy for the organization. At the end of the 
study,  the  informants  agreed  the  organization's  name  could  be  revealed  in  the  form  of 
acknowledgments. However, as a further request from our informants, the name in the case study 
was left to Beta (the pseudonym). According to Walsham (2006), some scholars, advocating the full 
disclosure of the empirical site's details, argue that disclosing the real name enables the readers to 
validate the findings against their own knowledge of the organizational context. By revealing the 
real name of organization, we have provided that possibility. For those who are unaware of the 
organization, we have provided the same possibility through constructing the historical and social 
context of the organization in Chapter 6 Case Study. In addition, the informants were promised to 
enjoy full confidentiality and to be identified only as a part of the groups' perceptions, a choice that 
may  have  led  to  higher  level  of  honesty  and  made  the  informants  more  relaxed  during  the 
interviews (Walsham 2006). By not disclosing the names of the informants and by not identifying 
each individual informant (for example, using numbering such as ISM1, ISM2...), we have been 
able to guarantee the level of promised confidentiality.  As a negative side effect,  readers might 
question whether the data  we have used is  truly from multiple informants or whether we have 
constructed the perceptions only based on single (or few) informant's opinions. However, we hope 
the quotes we have provided are lengthy and personal enough, so that the readers would agree they 
represent the perceptions of many. Furthermore,  multiple quotes from different informants have 
been provided in places where seen appropriate.

All but two of the interviews, were conducted through a high-definition video conferencing system. 
The same media was further used when having meetings with the two of our informants and when 
presenting our findings to a larger group of informants. Even though we felt 'there was something 
missing' compared to face-to-face meetings, the state-of-the-art video conferencing system provided 
us a detailed and smooth video connection to the remote location where the informant was. In spite 
of the used medium, we feel we succeeded in making the interview situations comfortable for the 
interviewees and, indeed, we feel most of the interviews were closer to informal discussions than 
formal interviews. We see this as beneficial for our study as informants' openly elaborated on their 
perceptions  of  ISPs  –  using  colorful  expressions  and  examples  when  doing  so.  For  the  two 
interviews that were conducted through phone meetings things were more complicated. The absent 
of visual cues changed the interview situation and may have affected our interpretation. Both of the 
interviews were conducted quite late in the study and thus more or less confirmed our precursory 
understanding. Therefore, as the interviews conducted over the phone were very limited in number, 
they had no significant effect on the understanding of the whole. 

Our choice of recording all the interviews for later analysis may have further affected our findings. 
Indeed,  Walsham (2006) names two disadvantages for recording: (1) the informants may be less 
open or less truthful; and (2) the audio recorder does not capture the non-verbal elements of the 
interviews. As discussed above, we felt the informants discussed openly on the topic and used rich 
expressions in doing so. Whether the informants did not discuss truthfully can be harder to identify. 
As we sought to understand the organizational groups' perceptions of ISPs, individual interviews 
were  used  as  parts  of  the  whole  groups'  perceptions.  Untruthful  expressions  would  not  have 
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therefore fitted into our understanding of the whole. When transcribing the interviews, the mere 
audio recordings of the interviews were found to be greatly impoverished from the actual interview 
situations. We made individual field notes that could be used to complement the recordings when 
they were later analyzed. In addition, our first interpretation of the informant's perceptions of ISPs 
was  included  in  the  recording  (including  the  informants  comments  on  our  interpretations)  and 
worked as a memory cue to recall our first impressions. 

In the beginning of each interview, the purpose of the interview and benefits of the interviews for 
Beta  were  described  for  the  informant  to  guide  the  informant  into  the  topic  and  to  make  the 
informant  more  relaxed  (Walsham 2006).  As  our  interview guide  may intuitively  suggest,  the 
outline of the guide was constructed so that it supports our aspiration of approaching the topic of 
ISPs in a funnel shaped form. Indeed, during most of the interviews the first broad questions were 
enough to start the conversation to flow between us and the informant and enabled us to follow 
directions the informant's answers suggested. The more interviews we had conducted, the less we 
were guided by the interview guide and more by the flow of conversation, enabling us to 'explore 
interesting lines of research, and look for surprises' (Myers & Newman 2007).  

We had reserved one hour for each interview and we wanted to ensure we would not exceed the 
agreed time, to avoid irritating the informants (Walsham 2006). The one hour time for most of the 
interviews was felt to be enough. In some occasions, we could finish the interview already after  
approximately 45 minutes. As discussed earlier, the interviews were finished when both of us felt 
that we have reached an understanding (or when the one hour time was used). In practice, this 
meant that  the interview was finished when we felt  that the information we received from the 
informant was more or less repetition of what he or she had told earlier. However, this was not the 
case for the Information Security Professionals who, due to their high professional competence, 
could have discussed about ISPs (and information security in general) for much longer than the one 
hour. Our understanding of the Information Security Professionals' perceptions of ISPs was further 
improved through the periodic meetings we had with some of them.

Understanding our informants' perceptions of ISPs required a common language, as Myers (2004) 
accurately argues  '[w]e cannot  even begin  to  understand the facts  if  we cannot  understand the 
language in which they are spoken or created' (p. 117). In approximately half of the interviews we 
did not share a common native language with the informants; our native language being Finnish, 
their Swedish. Most suitable common language between us and them was deemed to be English. 
Through years of extensive use of English we felt that we have the required proficiency to conduct 
the interviews in English without it affecting to our interpretations. However, this cannot be said 
from all our informants, as we came to realize as the interviews progressed. To minimize the effects 
of this language barrier, we asked the informants to express themselves in Swedish, in case they felt 
it was difficult to express themselves in English. This is also visible in some of the quotes we have 
provided in Chapter 6 Case Study. Although we are less qualified in Swedish, our understanding of 
the Swedish language was sufficient to understand the meanings of the informants' expressions and 
thus the language was not felt to be a significant barrier or to alter our understanding of the whole.  
Indeed,  leaning on the  fundamental  principle  of  hermeneutic,  as  Gadamer  (2004) argued,  'if  a 
person fails to hear what the other person is really saying, he will not be able to fit what he has  
misunderstood  into  the  range  of  his  own  various  expectations  of  meaning'  and  thus  '[t]he 
hermeneutical task becomes of itself  a questioning of things'  (p. 271). Furthermore, we tried to 
situate ourselves to the context (Myers & Newman 2007). Most visibly, this meant that we tried to 
use idiographic terminology during the interviews, as the quotes we have provided in Chapter  6
Case Study indicate.  These idiographic details  we uncovered from the empirical site were then 
related to more general concepts derived from our theoretical framework (Klein & Myers 1999).

The most central  limitation for the study is probably the generalizability of the findings, as we 
concentrated only on four groups in one organization. This is, indeed, a common criticism for single 
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case studies. Our intention never has been to make statistical generalizations, neither it has been to 
uncover nomothetic theories, as those from positivist tradition would expect (Lee & Baskerville 
2003), and we have made no claims that this case represents an organizational population. Instead, 
we have focused on the plausibility and cogency of our logical reasoning when presenting our 
findings  and  drawing  conclusions  from  them  (Walsham  1993).  Following  the  principle  of 
abstraction  and  generalization (Klein  &  Myers  1999),  we  have  related  the  idiographic  details 
uncovered from the empirical site to general concepts derived from our theoretical framework and 
such related them to a more general, wider theory – to the frames of reference. Furthermore, the 
uncovered idiographic details related to the information security management at Beta have been 
related to general concepts found from previous literature. As such, the findings of this study 'may 
be meaningful beyond the confines of the one research site' (Orlikowski & Baroudi 1991, p. 17). 

A more specific limitation of this study is the relatively short time we spent at the empirical site, or  
more specifically, the time when the data were collected through interviews. First, this did not allow 
us  to  observe how the  ISPs have evolved over  time.  Instead,  we had to  rely on the  story our 
informants  told  and  on  the  organization's  documents  to  construct  the  historical  view  of  the 
organization's  ISPs.  Building  on  the  principle  of  suspicion,  the  principle  of  multiple 
interpretations (Klein & Myers 1999) and using multiple data sources, the possible effects of this 
limitation were minimized. Secondly, we remained quite distant from the empirical site compared to 
a longitudinal study. This has certainly limited our view to the organization and affected to our 
overall  understanding of the organizational context and to  our understanding of the informants' 
perceptions of ISPs. Considering that our intention was to take  'snapshot' of the four organizational 
groups'  perceptions,  through  fulfilling  the  hermeneutic  circle,  we  feel  we  have  reached  an 
understanding. Furthermore, distance we were able to keep enabled us to get more frank and direct 
answers from the informants and thus what we lost by not being involved we gained in the form of  
richer data. 

Lastly, the researchers' lack of experience in research can be seen as a limitation of the study. When 
evaluating the study, the lack of experience should be seen as a part of our subjectivity, as part of  
our preconceptions. To complement the lack of experience, we studied intensively different material 
on scientific research and had discussions with our supervisor in order to verify that we were on the 
'right track'. Furthermore, before the interviews, we conducted a pilot interview and two interviews 
with informants that we had become familiar with. These were conducted in order to increase our 
skills in interviewing and to test the themes and guiding questions in the initial interview guide. 

9.2 Future Research
Research  often  uncovers  more  questions  than  what  it  answered.  Indeed,  as  our  understanding 
evolved, many new questions came to our minds. The positive aspect is that it gives new ideas for 
further research. We will address some of these new routes for future research that we consider to  
be worthwhile to address and that are the most closely related to the topic of this study. This is to 
say that many of the questions that rose during the study were quite widely related to the field of  
information security management. Firstly, research on information security policies should take a 
closer look into the ways different groups' expectations can be brought closer to each other. This 
could be achieved, for example,  by studying how the different organizational groups'  ISPFORs 
could  approach  congruence.  Secondly,  the  frames  do  not  only  change  in  content,  but  also  in 
structure.  Therefore,  it  can be assumed that  different  categories are not  only found in different 
context,  but  also  in  the  same  organizational  context  during  different  times.  Building  on  the 
suggestions of Walsh (1995) and Davidson (2006) more research efforts are needed to increase our 
understanding of how frames are structured into categories. As our understanding of the categories 
increases,  the  categories  could  be  conceptualized  and  the  shifts  in  categories  analyzed  more 
systematically.  The  frame  categories  are  likely  to  be  different  in  the  different  phases  of  ISP 
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application  process  and  therefore  conceptualizing  the  categories  could  further  increase  our 
understanding of what part do the frames play during different phases of that process. Finally, as we 
argued, the ISPFOR incongruence can be an indicator of deficiencies in the current organizational 
information  security  management  practices.  However,  having  only  the  indicator  without  the 
required knowledge of remedies does not lead us far. Therefore, we suggest that future research 
should study how this  indicator could be turned into new and better  organizational information 
security practices.  Research never stays still and, indeed, in parallel with us,  Sedlack and Tejay 
(2011) developed a conceptual model,  or 'research instrument'  (p. 156),  based on the theory of 
technological frames of reference for improving organizational information security effectiveness. 
They discuss the use of their research instrument through a discussion of their view of healthcare 
sector which shares certain similarities with the results of our empirical research. They do not go 
into suggesting any paths for future research.  However,  what is  clear is  that understanding the 
perceptions and the incongruence across organizational groups clearly deserves further research as 
the consequences,  whether  organizational  information security ineffectiveness or frustration and 
resistance, hinder information security management.
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Appendix A: Interview Guide
Ideas for the interview guide were adopted from (Kvale 1996).

Possible questions to be discussed about. 

Background information 

– Role in the organization, work responsibilities.

– What do you understand by “information security”?

– How do you see Beta's information security at the moment? (attitude)

– How do you see the role or relevance of information security to your work?

– How do see the role and relevance of security instructions to Beta's information 
security?

Theme 1: Security instructions and day-to-day work

– Can you describe, what are the first things that come to your mind when you 
think about Beta's security instructions?

– Can you describe, how and why did you last time came across with the security 
instructions? 

− NO: do you feel that you have experiences with security instructions?

− How do you see security instructions' relation to your work/tasks/position?

− How do you feel the security instructions affect you (as an employee)? 

− How do you see the workload related to instructions?

 Theme 2: Value of the security instructions

− Why do you think Beta has these security instructions?

− Do you think it is important to have security instructions? Why/why not?

− Do security instructions have value to your work? How they have value? 

− How do you see their value to Beta's business? 

− How do you see the role of the security instructions for Beta?

− How do security instructions affect the organization's atmosphere? Do they 
have some consequences to… 

− How do security instructions affect the organization externally (business)?

− What influences your information security related decisions? 

− Do you feel that security instructions affect your actions/decisions?

− Is it in overall important to follow security instructions meaning that those would 
affect your actions/decisions?

− Do you believe following them would have positive or negative effect on your 
work performance? Can you give an example? 

− Do you feel it is in overall possible to follow the instructions?
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− What is your overall feeling, how are the security instructions at the moment? 

− What are the biggest issues in current security instructions?

− How do see, what are the results of these issues? To your work? To Beta?

− How do you get information about the security instructions?

− Do you feel that you know what is in the security instructions?

− Do you feel that you can influence the security instructions? 

− NO: Do you feel it would be important for you?

− YES: How? Do you feel that it is important?

− Do you feel that your opinions and actions around security instructions influence 
others?

− What kind of influence do you feel that you have given?

− What do you think your peers/supervisor think about security instructions?

Theme 3: The future of the security instructions

− How  would  you  improve  them  in  overall  (more  training,  awareness,  better 
dissemination, access, etc.)?

− What could be the results/outcome of those improvements?

− How could security instructions benefit your work and goals and Beta's business 
more?

− Can  you  imagine  a  better  way  to  convey  the  meaning/spirit  of  the  security 
instructions? 

− Do you see alternatives for security instructions? How could we achieve their 
purpose in another way?

− What  kind  of  security  instruction  would  be  an  effective/good  security 
instruction? 

− If security instructions were likely you described, where would that lead to?

Debriefing

− Mention some of the main points covered during the interview

− Let the interviewee comment the interview/main points just mentioned
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Appendix B: A Summary of ISPFOR Category Content
Category Group Interpretation of Category Content

Usefulness of ISPs ISMs - Are to protect IT systems processed information
- Are to transfer information security responsibilities to others
- Should be a detailed guide for work

ISOs - Are to protect organizational information
- Are to bring control and unity to organization
- Should be a tool to supports decision making

Senior Managers - Are to protect business
- Are to define information security responsibilities
- Are to limit organizations liability
- Should point organization-wide direction

Information Security 
Professionals

- Are to avoid surprises
- Are for regulatory requirements
- Are to improve imago of secure organization
- Are business enabler
- Tool to distribute requirements and to demonstrate non-
compliance

Usability of ISPs ISMs - Should be tied together with supporting activities
- Should be complemented with interaction between ISMs and 
Information Security Professionals
- Should be step-by-step instructions and clear, unambiguous 
checklists that can be easily complied with
- Should be directly applicable to their day-to-day work

ISOs - Are ambiguous requiring interpretations
- Should be more visible in day-to-day work
- Should be complemented with supporting activities
- Should be “down to earth”

Senior Managers - Should leave room for creativity and require use of common 
sense
- Are sufficiently communicated and clear
- Should provide organization-wide direction

Information Security 
Professionals

- Are long and hard to comprehend 
- Should be complemented with detailed guidelines
- Should be clear to minimize the demand for supporting 
activities
- Should be tightly integrated into business

ISPs in Use ISMs - Are used for IT systems for parts that are controlled when 
controlled
- Are part of normal routines that employees have learned from 
the context, not from the ISP documents
- Should be handed by those who posses the know-how

ISOs - Are part of normal work routines
- Are not proactively used
- Use is related to IT systems and ISPs are therefore more related 
to ISMs
- Multiple interpretations cause inefficient use of resources and 
information security issues
- Are handed from top to down as law-like rules

Senior Managers - Are part of normal work routines
- Checklists in use may lead to information security issues
- Should be molded as part of organization-wide culture

71



- Can be influenced through personal relationships

Information Security 
Professionals

- Are part of work as security ambassadors and as creators of 
ISPs
- Are made alive by the Information Security Professionals
- Are more related to other employees
- Are not possible and not necessary to follow by the book
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