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Abstract 

There is ever increasing growth of information systems and technology in terms 

pervasiveness and capacity and it has brought opportunity for students to have access to 

information to aid their studies and personal growth in their profession. It is true that 

academic institutions prepare students for their professional career but training and 

awareness on information security is not the priority of academic institutions as they 

perceive that employers will do that. Thus this study found it important to investigate the 

underlying factors that drive students to practice safe security behaviour. With this 

knowledge in mind, the study uses health belief model which has been used extensively 

in the health domain. A measurement instrument was developed based on health and 

information security research. Data was collected from 258 students from two public 

universities in Ghana and was analysed using Structural Equation model (SEM) analysis. 

Results show that, perceived severity, perceived benefits, cues to action and self-efficacy 

are determinants of information security behaviour with respect to downloading files from 

the internet. However when perceived susceptibility is moderated by security experience, 

it became significant. Self-efficacy was also significant when moderated with security 

experience. Theoretical and practical implications of the research were discussed. 

Keywords: Information security, Information security awareness, Health Belief Model, file 

downloading, virus 
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1.1 Background 

There is ever increasing growth of information systems and technology in terms 

pervasiveness and capacity and it has brought opportunity for students to have access to 

information to aid their studies and personal growth in their profession. Accessing student 

records, online payment, files download, online meetings, accessing for information for 

research purposes, etc. are part of numerous benefits that information systems bring to 

user’s life. This accessibility can be regulated or unregulated as defined by the school’s 

regulations and policies.  

Even though information systems provide these benefits to students, it has also provided 

means for characters with bad intentions to perpetuate their criminal activities. The 

activities of these criminals include online fraud (“sakawa”), identity theft, hacking of public 

installations, personal information, etc. 

It is true that academic institutions prepare students for their professional career but 

training and awareness on information security is not a priority of academic institutions as 

they percieve that employers will do that (Mensch & Wilkie, 2011). This approach of 

security has not been effective hence the numerous breaches in the employing 

organizations. No matter the training and the vocation of the student, universities and 

CHAPTER 1 

For peace is not mere absence of war, but is a virtue that 

springs from, a state of mind, a disposition for 

benevolence, confidence, and justice. - Baruch Spinoza 
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colleges must be forward thinking enough to incorporate education on potential risks that 

are associated with information systems use and management of security.  

As posited by (Simon, 2005), protection of organizational information is the work of all 

and it inludes those who are not even working with computers. He went on to posit that 

all employees are vulnerable to security threats like social engineering but the most 

special entity in this case is the new employee. (Bidgoli, 2003 p. 965) is also of the view 

that it is important to get “new employees read and sign the security policies upon hiring” 

From observation, the kind of behaviours that new employees (i.e. fresh graduates) put 

up at work place needs to be looked at from the perspective of what kind of behaviour 

that they are allowed to put up whilst they are in school. This access of information system 

shapes the life of students in their behaviour when they are employed and apparently 

their awareness level of security behaviours determines putting up behaviours that will 

not raise the risk levels of their organizations.  

Most at times organizations and for that matter academic institutions in finding solutions 

often resort to technology. More often than not technology has not been able to deal 

properly with user behaviours. (Fagnot, 2008) is of the opinion that the critical part of 

security that organizations neglect is the consequence of user behaviour. Blocking and 

banning websites is also not a policy that academic institution can effectively enforce as 

they exchange a lot of information and students are also directed to websites to look for 

information and academic materials. Proliferation of computing devices has also made 

these policies near impossible. 
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(Fagnot, 2008) also posited that recognition of the human factors to information security 

is key to finding solution to organizational security needs. And to be able to do that there 

should be the need to identify the factors that has influence on users when they are 

making information security decision.  

So therefore the main objective of this research is to study the factors that will influence 

a student or students to adopt certain security behaviour or behaviours in an academic 

environment. Therefore the two research sub-objectives are: 

I. Explore the link between behavioural factors and adoption and usage of security 

by users on their academic computers. 

II. Extend the knowledge base of adoption of framework based on the Health Belief 

Model in the information security domain 

1.2 Problem Statement 

The problem is that from experience and observation as a result of working as public 

officer, fresh graduates that are employed and integrated into working environment tends 

to exhibit behaviours that may not be coherent with the organizational culture (e.g. 

accessing sites that are not allowed, accessing organization information installation 

without approval, downloading from torrent sites that can compromise the security of the 

organization, etc) and reasons for these behaviours are not well explained.  

1.3 Research Motivation 

The purpose of this research is to find out the factors that influence security behaviour of 

students. Literature found does not adequately deal with behaviour adoption by students 

in the academic environment. Current models in information security research on the 
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usage and acceptance of technology does not adequately addresses the factors that 

influences the adoption of behaviour by students. The most influential IS models tends to 

focus on technologies that shows positive results and derives some satisfaction. However 

though these technical solutions have their advantages, studies have shown that 

technology alone cannot guarantee organizational information security needs. Humans 

(Users) has been the weakest link in information security (Mitnick & Simon, 2003) 

In an effort to contribute in the adoption of models for IS, the study will try to point out how 

effective the adoption of constructs from Health Belief Model, a health related model to 

the IS environment. The usage of the Health Belief Model can help facilitate the better 

understanding of determinants of behaviour that influences the students.  

1.4 Conceptual Framework 

The theoretical framework been used to study user security behaviour in academia is the 

Health Belief Model (HBM). Health Belief Model is a behavioural model which examines 

the protective plans and is one of the base model for many conceptual frameworks that 

has been used in studies extensively related to healthcare. The Health Belief Model 

shows factors that are not found in information security research but this research deems 

important to the information security domain. It is also worth to note that these constructs 

(perceived susceptibility, perceived severity, and cues to action) are also not present in 

models that has be used extensively in information systems and security research e.g. 

theory of planned behaviour, theory of reasoned action etc. 
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1.5 Overview of Thesis 

The thesis is divided into five (5) chapters. This chapter which is the introduction gives 

the general overview of the research topic, problem statement, motivation, research 

question and objective and the conceptual framework. 

Chapter 2 reviews literature that relates to the subject area. The chapter reviewed the 

theoretical model in relation to security and security behaviour and researches related to 

health care behaviour. The research model and specific hypotheses were developed and 

defined. 

In chapter 3 the research methodology was defined and expanded. In the process why a 

particular methodology was chosen over others was justified. In that process the research 

procedure was defined to highlight the various methods employed to collect data. Ethical 

consideration of the method chosen was explained and the limitation of the methodology 

highlighted. And finally conclusion was drawn  

Chapter 4 was devoted to data analysis. The relationship of the research and the theory 

chosen was established. The hypotheses tested and their significance was confirmed to 

the research question. 

And in Chapter 5, implication, conclusions were drawn about the research and a summary 

was derived. After the derivation of the summary, recommendations were proposed and 

research limitations were stated. 
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2.1 Introduction 

Information technology has affected businesses in positive way coupled with the rapid 

development of technology, the capability of educational institutions to process, store, 

retrieve and transmit data has increased (Dhillon & Backhouse, 2000). Due to the 

pervasiveness of IT, educational institutions have been adopting it to aid in the delivery 

of education.  

This collaboration of IT and business even though has given some form of competitive 

advantage, the indiscriminate adoption of technology can have serious consequence for 

these educational institutions. This perceived risk from IT usage if not managed well can 

derail the fortunes of the adopting educational institution. 

Incidents relating to information security breaches comes in diverse forms. These forms 

could be phishing, spamming, malicious codes etc. Whilst phishing and spamming rides 

on email systems, the other incidents relies on infection on a host computer. Most of these 

malicious codes enter computers through downloads from the internet. These computer 

viruses are created to cause destruction to computers, disruption of internet services of 

organizations, defacing of websites etc. 

CHAPTER 2: REVIEW OF INFORMATION SECURITY AND AWARENESS 

DOMAIN LITERATURE 

The primary cause of security breaches – human error – is not being adequately 
addressed. The person behind the PC continues to be primary area where 
weaknesses are exposed.  

-Brian McCarthy, CompTIA COO 
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Academic institutions are not spared of these attacks. The Hampshire security breach in 

2011 (Staff, 2011) left it trail cost of destruction. For cyber criminals any computer system 

is not safe.  

Even though there has been efforts by practitioners and organizations in trying to fashion 

out means to deal with this menace, the cyber criminals continues to change their mode 

of operation to remain undetected.  

According to (Dhillon & Torkzadeh, 2006), information security still poses challenges to 

managers of institutions. Even though information security is socio-technical problem 

(Hussein et al, 2011), more often than not the social aspect is neglected. The primary 

responsibility of being able to guarantee a secured information system working is to 

identify and eliminate the weakest link (Anderson & Agarwal, 2010; Sasse, Brostoff, & 

Weirich, 2001). (Arce, 2003) went on to identify the human behaviour as the weakest link 

in security of information system.  

(Whitman & Mattord, 2010 p. 12-15) defines Information systems security as “protection 

of information to guarantee availability, ensure accuracy and authenticity and making sure 

that information received was confidential and its integrity is not compromised”. In the 

process of guaranteeing this attributes of information, user behaviour is of utmost 

importance. 

2.2 Theoretical Background 

The theoretical background for this research is based on the works of  (Claar, 2011) and 

(Ng, Kankanhalli, & Xu, 2009) using the Health Belief Model. Both of them tried to show 
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the effectiveness in employing this model which is a health related model in researching 

and predicting factors of behaviour in the information security domain. 

(Hussein, Lambesa & Anom, 2011) contended that the requirement of information 

security is the understanding of both the technology aspect and the human aspect of 

security. Within the academic environment, practitioners put technology security artefacts 

in place to help student avoid practicing unsafe computing.  

(Claar, 2011) showed that perceived vulnerability (susceptibility), perceived barriers and 

self-efficacy had significant effect on the way a user will exhibit security behaviour.  He 

further opined that modifying variables such as prior experience of user has a modifying 

effect on these independent variables. 

(Ng, Kankanhalli, & Xu, 2009) modified the main Health Belief Model and added general 

security orientation. They also used perceived severity, one of the main construct of the 

model as a modifying variable. They also showed  that the determinants of a user putting 

up a security behaviour is dependent on “perceived susceptibility, perceived benefits and 

self-efficacy when applied to exercising care with email attachments”. They showed that 

perceived susceptibility, perceived benefits and self-efficacy are determinants of security 

behaviour.  

Security behaviour can be affected by the belief system within an institution. As shown by 

(Kabay, 2002), when contradictory information on behaviour is show to a user. He further 

contend that in the process of designing security infrastructure, institutions must 

incorporate how the users belief.  
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As has been shown earlier, belief affects behaviour and behaviour formed during training 

and education life of a user can have effect on the behaviour exhibited by the user during 

working life after school. (Hussein, Lambesa & Anom, 2011) showed that there are factors 

which affect students in putting up security behaviour. They posited that attitude, self-

efficacy and perceived importance or benefit has significant effect on user behaviour. 

The behaviour learnt during formation years have lasting imprints on the user.  (McQuade, 

2007) is of the opinion that young adults are falling victims to information security scams 

and also perpetuators of cybercrime. He is of the opinion that young adults (students) 

needs to be taught the best way to protect themselves and also not to engage in cyber 

vices themselves.  

(Mensch & Wilkie, 2011) echoed the need to make students aware on the need to behave 

responsibly. They opined that students are at risk of cyber security issues and they 

recommended about attitudes, behaviours and tools that will help students improve their 

awareness levels. Even though the research was about awareness and awareness tools, 

it generated some interesting results. They concluded that installing and enabling 

firewalls, regular computer scanning, browser enabled pop-ups etc. are good tools for 

preventing cyber threats, and it has been long held opinion that technology alone is not 

the answer to security. This research was also not grounded in theory. 

The work of (Antwi-Bekoe & Nimako, 2012), shows that the respondents from academia 

feel less vulnerable to cyber attacks when they store the password in the browser, 

shoulder surfing, sharing password, malware attacks, pirated operating system, access 

control, enabling sharing and sharing computer use. What the research also found out 

was that even though users have antivirus installed on their machines, all that they are 
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aware of was when massages pops out from the antirust software. Even though it was 

such an interesting research it lacked theoretical grounding.   

(Mohlabeng, Mokwena, & Osunmakinde, 2012) were also of the opinion that there is 

sophistication related to information security threats and there is also corresponding ever 

increasing regulation in respect to information security strategies in higher education. 

They proposed a technical framework to secure information of higher education 

institutions. This research focused extensively on using technology to solve security 

issues. 

(Chan & Mubarak, 2012) also opined that one of the best contributing factor in ensuring 

successful information security plan is to have awareness incorporated into it. Their 

research generated some interesting insight. Their research showed that there is lack of 

knowledge of the concepts within information security, policies on awareness not existing 

affect the way users behave towards organizational plans and effect of lack of awareness. 

It also showed that there is a relationship between security concepts and behaviour. Even 

though this research showed some interesting results and conclusion, it was not 

grounded in theory.  

2.3 The Health Belief Model 
As various studies have shown, information security behaviour is more than just putting 

up technology (antivirus and firewall) on information systems. Even though the use of 

these technologies is critical, security is also inclusive of scanning of email attachments, 

choosing strong passwords, regular data backup etc. Some or all of these behaviours 

may require the user to perform these actions with the aim of preventing unfortunate 

situations such as data loss or intrussion from occuring. To put up such behaviour many 
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theories have been used as stated above, but this research will rely on Health Belief 

Model (HBM). This model has been applied deeply in health related issues such as diet  

(Campbell et al., 1994) smoking  (McLeroy, Bibeau, Steckler, & Glanz, 1988; Janz & 

Becker, 1984a), use of contraceptive (Eisen, Zellman, & McAlister, 1985) and excercise 

(Greenhalgh, Helman, & Chowdhury, 1998).  

This is not abnormal as some IS research has adopted theoris from other domains such 

as health care and psychology e.g. Theory of Planned Behaviour (TPB) (Pavlou & 

Fygenson, 2006 Shih & Fang, 2004; Pavlou, 2002; Siponen, 2000); Theory of Reasoned 

Action (TRA) (Bada, 2014; Gundu & Flowerday, 2013; Khan, Alghathbar, Nabi, & Khan, 

2011); Social Cognitive Theory (SCT) (Pfleeger & Caputo, 2012). 

According to (Redding, Rossi, Rossi, Velicer, & Prochaska, 2000) prevention of a 

condition is dependent on the individual’s perception that (i) they are personally 

vulnerable to the condition; (ii) the consequences of the condition would be serious; (iii) 

the precautionary behaviour effectively prevents condition; and (iv) the benefits of 

reducing the threat of the condition exceed the costs of taking action.  

Most of the following definitions were adopted from (Champion & Skinner, 2008) 

2.3.1 Perceived Susceptibility 

This is the belief about a likelihood of contracting a condition or a disease. For example 

a person must believe that after age 35, there is possibility of getting diabetes before he 

will be interested in diabetes testing. 
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2.3.2 Perceived Severity 

This is the feeling about the seriousness of contracting a disease or a condition or leaving 

the condition untreated which includes clinical and medical consequences such as death, 

disability, pain etc., and social consequence such as effects on work, family, life or social 

relations. When combined with perceived susceptibility within the HBM it is called 

perceived threat. 

2.3.3 Perceived benefit 

Even though a person may feel susceptible to the seriousness of a condition, the influence 

to have behavioural change may be dependent on perceived benefits of available actions 

for the threat reduction. No health related issues such as financial, or pleasing a social 

group or family may influence decision. Therefore it is believed that a person may not 

only change behaviour just because of perceived threat only but also how beneficial will 

the action to be? 

2.3.4 Perceived barriers 

Belief about the tangible and psychological costs of the advised action or how difficult the 

advised action can be implemented. At this stage a kind of non-conscious cost-benefit 

analysis is done as the person weighs the benefit of the expected action against the 

barriers.  

2.3.5 Cues to action 

In HBM, cues to action are things or artifacts that move people to change their behaviour. 

This involves stimuli that act as motivation to the person to perform an action on behaviour 

(Redding et al., 2000; Rosenstock, Strecher, & Becker, 1988).  
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2.3.6 Self-efficacy  

 Self-efficacy is related to the belief in one’s capability to to be able to complete or succeed 

in doing a task (Bandura, 2006; Pajares & Urdan, 2006; Bandura, Barbaranelli, Caprara, 

& Pastorelli, 1996). According to studies, individuals with high level of self-efficacy are 

more likely to succed in dealing with challenging task such as positive healthy life style 

(Albright & Park, 2009; Stajkovic & Luthans, 1998; Wood & Bandura, 1989).  

 

2.3.7 Modifying variables 

In HBM, demographic, socio-psychology and structural variables may have influence on 

perception which may not directly affect behaviour. For example experience may have 

impact on the way a person views a health condition and thus affect perceptions on threat, 

benefits and barriers.  

HEALTH BELIEF MODEL CONSTRUCTS 
Concept Definition 

Perceived 

susceptibility 

Belief about the chances of experiencing a risk or getting a 
condition or disease 

Perceived severity Belief about how serious a condition is, its treatment and its 
consequences would be. 

Perceived benefits Belief in efficacy of the advised action to reduce risk or 
seriousness of impact 

Perceived barriers Belief about the tangible and psychological costs of the advised 

action or how difficult the advised action can be implemented. 

Cues to action Strategies to activate “readiness” or increases motivation 

Self-efficacy Confidence in one’s ability to take action 

Table 1: Key Concepts and definition of Health Belief Model. (Source:  Champion & Skinner, 2008; Redding et al, 2000) 
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Figure 1 below is the theoretical model of this research 

 

Individual 

Perceptions Modifying Factors Likelihood of Action

Age, Gender, 

Ethnicity, 

Personality, 

Socioeconomic, 

Knowledge

Perceived Benefit 

minus Perceived 

Barriers

Perceived Threat

Perceived 

Susceptibility/ 

Perceived Severity

Cues to 

Action

Likelihood of 

Behavior

 

Figure 1: Health Belief Model (HBM).(Glanz, Lewis, & Rimer, 2002) 

 

2.4 Research model and constructs 

Security Behaviour (SB) – this refers to the reaction from a user in response to a 

recommended or defined behaviour. In this research this variable is the dependent 

variable. 

Percieved susceptibility (PSUS) 

In HBM, this situation is refered to as ”one’s subjective perception to risk of contracting a 

condition” (Janz & Becker, 1984 p.2). An individual vary generally in his or her feelings of 

vulnerability. For instance, an individual may be in denial as to contracting a status 
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whereas another may think there is a probability. Another individual may also think of 

being in danger of contracting the condition. If you bring the same situation in information 

security domain, if one has information about percieved threat, he may or may not 

disregard it. So in this instance percieved suscetibility is user’s perception about a 

likelihood of incident happening or not (Ng, Kankanhalli, & Xu, 2009). Given the above 

scenario, the greater the susceptibility to security incident, the greater the likely computer 

security behaviour hence this hypothesis. 

H1. Percieved susceptibility to information security incident is possitively related to 

information security behaviour.  

Percieved severity (PSEV) 

In HBM, percieved severity to the perception that one has concerning the seriousness of 

a condition and also if that seriousness can force a change in behaviour. In health it can 

include death, deformity and pain (Janz & Becker, 1984). In the field of information 

security, the perception about the seriousness of an incident occuring and if it occurs how 

serious it will be can force a behaviour change and it includes evaluation of incident 

consequence. Within education institutional contest, information security breach can 

result in loss in confidentilty, integrity and availabilty which can result in cost. To the 

individual if security behaviour is not adhered to, it can result in loss of accedemic data, 

accouts etc which can disrupt acedemic activity. In this regard, percieved severity is 

defined as the perception about the seriousness of a incident occuring which if it occurs 

can lead to a greater change on information security behaviour. Hence it is hypothesized: 
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H2. Percieved severity of security incidents are possitively related to information 

security behaviour 

Percieved benefits (PBEN) 

Even though percieved susceptibility to  a condition may be strong in defining one’s 

perception about a behaviour, it may not be able to define the direction that one needs to 

take to be able to force a behavioural change. In HBM percieved benefits refers to ones 

belief in percieved effectiveness to be derived if a behaviour is practised  (Janz & Becker, 

1984). If its refered to information security, it could be the percieced effectiveness of 

practicing a security behaviour, and if the percieved benefit is higher, the likelihood 

conciousness to undertake a positive information security behaviour could be greater  

(Ng, Kankanhalli, & Xu, 2009). It is hypothesized that: 

H3. Percieved benefits of practicing information security are positively related to 

information security behaviour  

Percieved barriers (PBAR) 

Change does not come naturally to most people and at this stage of HBM, consideration 

is given to address issues related to percieved  barriers to change. Within the HBM 

construct, a kind of cost benefit analysis is done to be able to derive the percieved 

solution’s effectiveness. This is intended to address issues that will inconvinience the 

change agent  (Janz & Becker, 1984).  

In IS, inconvenience is created if additional controls are put in place such as scanning of 

downloads before opening. These percieved barriers could be time and financial 
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constriants. So in this instance percieved barriers to change is defined as users 

perception about the cost that will be incured during information security practice and 

which is also likely to cause a reduction in performance of information security behaviour 

(Ng, Kankanhalli, & Xu, 2009). Due to this it is hypothesized as: 

H4. Percieved barriers of practicing information security are negatively related to 

information security behaviour 

Self-efficacy (SE) 

Self-efficacy is related to the belief in one’s capability to to be able to complete or succeed 

in doing a task (Bandura, 2006; Pajares & Urdan, 2006; Bandura, Barbaranelli, Caprara, 

& Pastorelli, 1996). According to studies, individuals with high level of self-efficacy are 

more likely to succeed in dealing with challenging task such as positive healthy life style 

(Stajkovic & Luthans, 1998; Wood & Bandura, 1989). In the area information security 

behavioural change application, inividuals  “belief in his/her capability to protect 

information and information systems from unauthorized disclosure, modification, loss, 

destruction, and lack of availability” (Rhee, Kim, & Ryu, 2009). In this research, self-

efficacy in relation to information security is the individual’s perceived ability/skills to 

perform a security behaviour which is jeered towards practicing a positive security 

conscious behaviour. In this instance it is hypothesized that: 

H5. Self-efficacy is positively related to information security behaviour  
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Cues to action (CUA) 

In HBM, cues to action are things or artifacts that move people to change their behaviour. 

For example (Graham, Liggons, & Hypolite, 2002) is of the view that illness to close 

associate like a family member can change a behaviour towards that condition. In the 

context of IS as posited by (Ng, Kankanhalli, & Xu, 2009)  , experiences that could move 

an individual to practice positive information security behaviour is cues to action. The 

exposure to information may come from awareness programs like campaigns, social 

influences, etc. In this context it can be assumed that institution’s efforts to make students 

aware of security behaviour can endanger expectations from management and with this, 

greater cues can generate increased information security behaviour hence this 

hypothesis. 

H6. Cues to action are positively related to information security 

Moderating Variable 

Within the HBM, the relationship between the dependent variable and four major 

constructs are moderated by demographic factors. For this research demographic factors 

such as age and security experience are used as moderators to determine their level of 

influence on the relationship between the independent variables (PSU, PSEV, PBEN, 

PBAR and SEF) and the dependent variable SB.  

Age (AGE) 

H7a Age significantly moderates the relationship between Perceived 

Susceptibility and Security behaviour. 
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H7b Age significantly moderates the relationship between Perceived 

Severity and Security behaviour. 

H7c Age significantly moderates the relationship between Perceived Benefit and 

Security behaviour. 

H7d Age significantly moderates the relationship between Perceived Barriers and 

Security behaviour. 

H7e Age significantly moderates the relationship between Self-efficacy and 

Security behaviour. 

Security Experience (SE) 

H8a Security Experience significantly moderates the relationship between 

Perceived Susceptibility and Security behaviour. 

H8b Security Experience significantly moderates the relationship between 

Perceived Severity and Security behaviour. 

H8c Security Experience significantly moderates the relationship between 

Perceived Benefit and Security behaviour. 

H8d Security Experience significantly moderates the relationship between 

Perceived Barriers and Security behaviour. 

H8e Security Experience significantly moderates the relationship between Self-

efficacy and Security behaviour. 
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Figure 2: Research Model 

 

To add up to the above constructs, measurement is conducted using gender as a control 

variable. 

2.5 Summary 

This chapter captured the literature review of information security, security behaviour and 

promoting behavioural change. It started by showing how diverse information security 

breaches can be and the intention of people who create malicious codes. The literature 

also showed that even though technology has been used in security breach prevention, 

but to be able to have a holistic approach to security, then behavioural security should be 

encouraged. The next face touched on the means of promoting information security 

behaviour through awareness creation. 
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This chapter also introduced the proposed theory and the justification for choosing a 

theory outside the main information security domain. The research model was introduced 

and the various variables (dependent, independent, modifying and control) were defined.  
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3.1 Introduction 

This chapter is the presentation of method used in conducting this research and the 

design used to address the research question “what are factors that influence a user to 

undertake certain security behaviour in an academic environment”. Security behaviour is 

determined by underlying perceptions or beliefs of the user about a security condition and 

the steps that are available to decrease the threat occurrence. User’s perception is 

influenced by a lot of personal factors that affect putting up security behaviour. The 

implementation of the research procedure is through a quantitative research 

methodology. 

Initial pre-testing and testing of the survey instruments were done to generate validity. In 

the pre-testing and testing stage, the purpose was to validate the constructs and 

questionnaire scale. This aided in the necessary adjustments if any and increased the 

potency of the constructs. Additionally this process provided opportunities to learn new 

ideas, new enhancement items for the research model and the measurement constructs 

and scale. 

The experience learnt in the pre-testing and testing was used to modify the measurement 

scale before finally administering. The scale consist of 8 components and 28 items. 

Research is what I'm doing when I don't know what I'm 

doing. 

-Wernher von Braun 

CHAPTER 3: RESEARCH METHODOLOGY 
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Security behaviour, Perceived barriers, Cues to action and Self-efficacy has 4 

measurement items each and Perceived susceptibility, Perceived benefits and Security 

Experience Perceived severity also had three (3) measurement items each. The scale 

used was Likert scale and with regards to the survey administration, data was collected 

using convenience sampling method as respondents were closer and easy to access. 

The sample size was approximately 258. 

This chapter also shows the analysis procedure of the data collected. The process 

includes test of Cronbach’s alpha, coefficient of reliability and EFA, CFA and SEM test 

using SPPS and AMOS software respectively. 

3.2 Research strategy 

The structure of this study will be implemented using quantitative research methodology. 

The constructs were designed using the strategy that was proposed by (Churchill, 1979). 

The plan is shown in figure 2 below 
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Literature review
 Information security in 

acedamia

 ISETA
 IS behavior compliance

EFA
 Exploratory factor 

analysis test
 Total variance 

extracted test

Cronbach Alpha

 Cronbach alpha test

 Item –total correlation test

 SEM

 Theoretical model test

 Hypothesis test

CFA
 Confirmatory factor 

analysis
 Composite reliability, 

variance extracted, 
etc

 Convergent validity 
and discriminant 
validity test

Main research
(n=258 ) Final measurement 

scale design

Pretesting and Testing
(n=10) 

Initial measurement 
scale design

 

Figure 3: Research Strategy (source: unknown) 

3.3 Content analysis of Information Security and Awareness literature 

The literature that was used for this research was concentrated on related areas such as 

information security, information security awareness, awareness strategy, and 

behavioural information security. Several sources were used to find out relevant literature, 

e.g. LTU e-library, CiteSeer, ACM Digital library, Springerlink, Science Direct, etc. 

Relevant websites and publications reports from security organizations were also sourced 

not forgetting search engines like Google books and scholar. Sourced information also 

includes information systems, behavioural security, health and psychology. 
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From the literature it was realized that few theories existed as has been used in 

information security awareness (Puhakainen, 2006). It was also realized that a lot of IT 

and IS related research have adopted theories from other fields (Pahnila, Siponen, & 

Mahmood, 2007). However empirical data exist to some extent. The whole methodology 

of this research hinged on previous findings in literature. 

3.4 Quantitative research design 

3.4.1 Measurement scale development 

Constructs within the HBM has seen implementation in various platforms and some of 

them has had issues raised against them ( e.g Tanner-Smith & Brown, 2010; Janz & 

Baker, 1984). Some of the issues was the fact that HBM has weak predictive power of 

behaviour but it has been proved to be caused by weak construction of the constructs of 

measurement (Taylor et al., 2006). 

Another difficult area is measurement of one’s behaviour during information security 

behaviour practice. To be able to apply safe computing behaviours comprises of various 

factors to achieve that. For this research, measurement is done only on one practice 

representing security behaviour which is been conscious about downloading of files. 

Academic institutions permit students to download files (books, pamphlets, journals, 

software, etc). In so doing care should be taken during these downloads as malware 

spread through these activities. As posited by (Fovino, Masera, Guidi, & Carpi, 2010), 

malware is a cause of information system malfunction. Even though security software can 

detect some of these suspicious files, some of them can also slip through so if not sure 

about the source don’t download it. 
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At the initial questionnaire design stage, response variables refer to the distinct constructs 

that were defined in chapter 2. The item response refers to respondent’s response to 

issues relating to security behaviour that were derived from the literature review. The 

questionnaire elicits respondent’s views about particular security behaviour. 

Special attention was paid in formulating the questions and administering the 

questionnaires by following rules stated in (Miller, Bishop, Epstein, & Keitner, 1985). 

Having short, concise and meaningful questions were taken into consideration and also 

avoided abbreviations, open ended questions and ambiguity. The questions were 

carefully created to elicit answers from participants from their sincere part not from the 

expected answers point of view. 

There were many steps that needed to be followed according to (Bryman, 2008) the 

following general rules were adhered to: 

 Consider the meaning of words or expressions in the question statement 

 Consider the kind of information needed in other to answer the questions 

 The level of answers that the participants are supposed to give. 

These rules were followed in order to avoid long response time, high rate of drop-outs 

and misunderstandings. 

Most of the constructs were adopted from (Ng, Kankanhalli, & Xu, 2009) and (Claar, 

2011). The scale have five (5)-point Likert type from 1 – strongly disagree to 5 – strongly 

agree,  1 – not very familiar to 5 – very familiar and 1 – never to 5 – always, - never to 5 

– less than a week, 1 – very low impact to 5 – very high impact. The constructs are shown 

in the table 1 below. 
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Construct Item Source 

Security 

Behaviour 

(SB) 

SB1: Before downloading any file, I will check if the 

subject make sense (Agree/Disagree) 

SB2: Before opening downloaded file, I will first 

check if the filename of the attachment make sense 

(Agree/Disagree) 

SB3: I exercise caution when I am downloading a 

file  as it may contain virus  (Agree/Disagree) 

SB4: I do not send downloaded file to colleagues if 

the content of the file looks suspicious 

(Agree/disagree) 

Rogers, 2002 ref. in 

(Ng et al., 2009) 

Rogers 2002. Ref. in 

(Ng et al., 2009) 

(Ng et al., 2009) 

Perceived 

susceptibility 

(PSU) 

PSUS1: The chances of downloading a file with 

virus are high (agree/disagree) 

PSUS2: There is a good possibility of that I will 

download a file with virus(agree/disagree) 

PSUS3:  I am likely to download a virus as a result 

of downloading a file(agree/disagree) 

Champion, 1984 

(ref. in Ng et al, 2009 

Champion, 1984 

(ref. in Ng et al, 

2009) 

Self-developed 

Perceived 

Severity 

(PSEV) 

PSEV1: Having my computer infected with virus as 

a result of opening suspicious downloaded file is a 

serious problem for me(Agree/Disagree) 

Woon et al, 2005 ref. 

in (Ng et al., 2009) 

Woon et al, 2005 ref. 

in (Ng et al., 2009) 
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PSEVS2: Losing academic data as a result of 

opening suspicious downloaded file is a serious 

problem for me(Agree/Disagree) 

PSEV3: If my computer is infected by a virus as 

result of opening suspicious downloaded file, my 

daily academic work will be 

disrupted(Agree/Disagree) 

Champion, 1984 ref. 

in (Ng et al., 2009) 

Perceived 

benefits 

(PBEN) 

PBEN1: Checking if sender and subject make sense 

is effective in preventing virus from infecting my 

computer (Agree/Disagree) 

PBEN2: Checking if filename of downloaded file 

make sense is effective in preventing virus from 

infecting my computer (Agree/Disagree) 

PBEN3: Exercising care before opening  

downloaded file is effective in preventing virus from 

infecting my computer (Agree/Disagree) 

(Ng et al., 2009) 

 

 

(Ng et al., 2009) 

 

 

(Ng et al., 2009) 

Perceived 

barriers 

(PBAR) 

PBAR1: Exercising care when opening a 

downloaded file is inconvenient (agree/ disagree) 

PBAR2: Exercising care when opening downloaded 

file is time-consuming 

(Ng et al., 2009) 

Woon et al, 2005 ref. 

in (Ng et al., 2009) 

Champion, 1984 ref. 

in (Ng et al., 2009) 
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PBAR3: Exercising care when opening downloaded 

file would require considerable investment of effort 

other than time 

PBAR4: Exercising care when opening downloaded 

file would require starting a new habit which is 

difficult 

Woon et al, 2005 ref. 

in (Ng et al., 2009) 

 

Self-efficacy 

(SEF) 

SEF1: I am confident of recognizing a suspicious 

downloaded file (Agree/Disagree) 

SEF2: I am confident of recognizing suspicious 

downloaded file headers (Agree/Disagree) 

SEF3:  I am confident of recognizing suspicious 

downloaded file extensions(Agree/Disagree) 

SEF4: I can recognize a suspicious downloaded 

even if there is no one help (Agree/Disagree) 

 

(Ng et al., 2009) 

 

(Ng et al., 2009) 

 

(Ng et al., 2009) 

Campeau and 

Higgins 1995; Chan 

et al, 2005 ref in (Ng 

et al., 2009) 

Cues to 

action (CUA) 

CUA1: My school distributes security 

bulletins/newsletters (never/Always) 

CUA2: My school organizes information security 

talks (never/always) 

(Ng et al., 2009) 

 

 

(Ng et al., 2009) 
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Table 2: Measurements Constructs 

3.4.2 Pretesting and Testing Measurement Instrument 

The questionnaire was pre-tested and when it was near completion it was given to 10 

people of various expertise on the subject area to be pilot tested. During the pretesting, 

the focus was to determine: 

 “whether the questions as they are worded will achieve the desired results, 

 whether the questions have been placed in the best order 

 whether the questions are understood by all classes of respondent 

CUA3: My school’s IT help desk sends out alert 

messages/emails concerning security 

(never/always) 

CUA4: My school constantly reminds me to practice 

information security (never/always) 

(Ng et al., 2009) 

 

 

(Ng et al., 2009) 

Security 

Experience 

(SE) 

SE1: How frequently have you been infected with a 

computer virus as a result of downloading files from 

the internet? 

SE2: How recently have you been infected with a 

computer virus as a result of downloading files from 

the internet? 

SE3: What was the level of impact (in terms cost in 

monetary, time, etc.) when your computer was 

infected with virus as a result of downloading files 

from the internet? 

 (Claar, 2011). 

 

 

(Claar, 2011) 

 

 

(Claar, 2011) 
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 whether additional or specifying questions were needed or whether some 

questions should be eliminated 

 whether the instructions to participants were adequate” (Crawford, 2007 p.41). 

The lessons learnt from the pre-test and testing indicated the agreements of the 

participants on some of the contents and indicated the security behaviours that they 

display and moreover the factors that influence that behaviour. The behavioural 

perceptions suggested in the construct measurement scale are meaningful and 

necessary that resulted in the defining user behaviour. Even though most of the 

constructs and behaviours qualified, some of them also did not meet satisfaction and they 

were accordingly modified where appropriate. Based on these assumptions, the reliability 

of the surveys can be guaranteed. 

3.4.3 Sampling 

The hypotheses proposed in the research were tested using data collected from students 

in two public universities in Ghana namely the Ghana Institute of Management and Public 

Administration (GIMPA) in Accra and University of Energy and Renewable Resources in 

Sunyani. Data was collected using structured questionnaires which were administered 

manually using printed questionnaire forms. The forms were directly given to students. 

3.4.4 Sample size 

The research sample size depended on a lot of factors and expectations such as validity 

and reliability, data analysis methods, etc. To achieve Structural Equation Modelling 

(SEM) (Tenko Raykov & Widaman, 1995), were of the assumption that it requires larger 

sample size. (Teo, Tsai, & Yang, 2013) noted that sample size impact on model ability in 

correct estimation and identification of specification error. It is the opinion of (Raykov & 

Marcoulides, 2006) that sample size should be bigger than the correlation matrix. 
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Maximum Likelihood Estimation (MLE) is a feature in SEM and due to this, (Hair, 

Anderson, Tatham, & Black, 1998; Ding, Velicer, & Harlow, 1995 ref. Teo et al., 2013) 

suggested that maximum sample size should be 100-150.  (Kline, 2011 ref. Teo et al., 

2013) also posited that 10-20 participants per an estimated parameter could result in 

sufficient sample. Harris (2001) also was of the opinion that for sample size to be used in 

regression analysis, n ≥ 104+m (where n is the sample size and m is the number of 

independent variables).  For exploratory factor analysis (EFA), (Habing, 2003 p.3) is of 

the opinion that “you should have at least 50 observations and at least 5 times as many 

observations as variables”. With these assumptions the sample size chosen was within 

these ranges. 

3.5 Data Analysis 

3.5.1 Constructs validity and reliability 

The significance of the study has been taken into consideration as was shown in the 

literature. The intent in doing that was to follow the steps in the literature for achieving the 

results envisaged in quantitative research. This research was done under supervision 

with special reference to the survey. A closer tie with the supervisor ensured that quality 

was achieved. 

The assessment of the survey was to be done by the respondents themselves and the 

fact of respondents not to give honest answers were considered. To counteract this, the 

questions were designed to motivate respondent to respond honestly. The responses of 

the survey from all respondents were treated as confidential information. The anonymity 

of respondents were guaranteed as result of anonymity consent letter been sent to each 

participant before they decided to participate in the survey. The decision to participate 

was free will. 
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It is guaranteed that if the survey is administered again the same similar results will be 

obtained and due to this I say the data from this survey is valid and can be relied upon. 

Data collected was checked for consistency before entered into SPSS for analysis. 

Sorting was done to eliminate incomplete and shoddy answered forms. Coding was done 

for individual forms to avoid double entry and tracking. Data entry into SPSS was done 

manually according to the design of the design data structure. After the entry, cleaning 

was done to eliminate missing data and data entered incorrectly were corrected to ensure 

reliability and consistency. 

Outliers are observations that lie an abnormal distance from other values in a random 

sample from a population and it can affect results by pulling the mean away from the 

median. To check for outliers, individual data was checked. Univariate method was used 

using the boxplot strength of SPSS. Data that showed outlier characteristics were 

eliminated. These were done to generate goodness-of-fit to the data (Gaskin, 2015). 

Normality refers to the distribution of the data for a particular variable (Geary, 1947). 

Assessment was done to check the shape, skewness, and kurtosis. Skewness was 

checked using histogram. This was to find out if the distribution was normal. The shape 

was checked to find how skewed it is either to the left or to the right. Kurtosis was checked 

to find out the peakness or flatness of the distribution. These were all checked using 

SPSS.  

Validity refers to when all empirical evidence and theoretical rationales integrated judged 

to support adequacy of appropriateness of interpretations on the test scores of 

assessments (Messick, 1990). Since various indicators were used to measure each 
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constructs, the validity of each construct was important in the process of ensuring that 

each indicator behaves in the way it was intended. Test conducted during the survey was 

interpreted as a measuring quality of an attribute (Cronbach & Meehl, 1955) 

Reliability test refers to the extent to which a construct is dependable i.e. it will not vary 

as a result of process or time (Miller et al., 1985). To achieve reliability, Cronbach’s Alpha 

was used. Coefficient under Cronbach’s Alpha ranges between 0 and 1. The closer it is 

to 1.0 the more reliable it is. In (George & Mallery, 2003), this rule of thumb was provided: 

“_ > .9 – Excellent, _ > .8 – Good, _ > .7 – Acceptable, _ > .6 – Questionable, _ > .5 – 

Poor, and _ < .5 – Unacceptable” (p.231). The test results are shown in table 7. 

3.5.2 Exploratory Factor Analysis (EFA) 

Data collected was analyzed using Statistical Package for the Social Sciences (SPSS 

v20). The factor analysis was conducted to ensure construct validity and the Kaiser-

Meyer-Olkin (KMO) and Bartlet test of sphericity was applied as means to measure the 

adequacy of the sample and its appropriateness (Verbeke & Viaene, 2000) and was 

based on the recommendations from (Costello & Osborne, 2005). For the sample and 

factor extracted to be accurate, KMO value was more than 0.5 and the Bartlet test also 

recorded was significant with p-value less than 0.05. The extraction method used was 

maximum likelihood extraction (MLE1) with promax2 rotation used in the factor 

optimization on the items extracted. Component with Eigen values over 1 were retained. 

It was assumed that all items were uncorrelated with one another, and items with less 

                                                           
1 Maximum Likelihood Estimation was chosen provide estimates for the model’s parameters and also to determine 
the unique variance among items and correlation between factors. And also to derive consistency with subsequent 
CFA and provision of goodness fit. 
2 Promax was chose as result of the data size which is quite large (N=381) and it also accounts for correlated 
factors 
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than 0.5 were not retained. EFA was also conducted due to fact that the previous 

researches done using the HBM in the IS field had different data size (134 and 55) and it 

imperative to know how the loadings will be using large data. 

3.5.3 Confirmatory Factor Analysis (CFA) 

Analysis of Moment Structure (AMOS) software version 20 was used during the analysis. 

Measurement model fit of data was checked with chi-square degree of freedom (df). The 

chi-square/df between 1 and 3 denotes model fit. Comparative fit index (CFI) indicating 

values greater than 0.950 indicates model fit (Hu & Bentler, 1999). For Root mean 

residual Root mean square error of approximation (RMSEA) a value less than 0.06 and 

Standard Root Mean Residual (SRMR) should not be greater than 0.090 (Albright & Park, 

2009). The significance of standard regression weights estimates showed the variables 

indicated are significant and a representative of their corresponding latent variable.  

Composite Reliability (CR) Average Variance Extracted (AVE) were calculated based on 

the final model using an excel tool given by (Gaskin, 2015). 

3.5.4 Structural Equation Modelling (SEM) 

Measurement model specifies the relationships among observed variables and latent 

variables and was expressed in the CFA (Teo, 2010).  Model containing single indicators 

were avoided as recommended by ( Teo et al., 2013; Bollen, 1989) and the reason was 

to show that the observed indicators were valid and contained little errors in the latent 

variable as opined by (Teo, 2010) 

Structural model was used to test the relationship among latent variables (Hair, Black, 

Babin, & Anderson, 2006). This showed the relationships that exist between constructs 
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and each other and the theory model which specify this relationship (In’nami & Koizumi, 

2011). AMOS v20 was used for this analysis.  

The model was checked for fit indices. Unknown parameters and associated errors were 

estimated. Also unstandardized and standardized regressions were estimated. 

Parameter estimates such as standardized coefficient, significance (p-values) and t-value 

were reported. 

The fit indices were checked against Chi-square (Χ2), Standard Root Mean Residual 

(SRMR), RMSEA and CFI to determine how the data fit the model.  
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4.1 Introduction 

This section deals with the analysis of the data received from respondents. The steps 

used includes Cronbach’s Alpha test, exploratory factor analysis, and confirmatory factor 

analysis. To make sure that the final survey that was administered to respondents were 

valid and reliable, validity and reliability test was conducted. When it was done, the final 

instrument was administered, hypothesis tested, discussion and implementation done on 

them.  

In all 300 questionnaires were administered to two public universities in Ghana. 258 was 

entered as the desired returned instruments. 42 were rejected because some of the 

questionnaires were not answered desirable, were seriously missing data values and 

some were not returned. The final data was grouped as gender, age and Year group.  

To be able to generate the best results, various data screening techniques were 

employed. The method employed was univariate (missing data, outliers and test for 

normality) and multivariate (linearity, homoscedasticity and multicollinearity). All these 

were done to generate better data structure. 

Exploratory factor analysis was employed to check for adequacy of data, reliability and 

validity. For adequacy, maximum likelihood technique was used and rotated on promax 

CHAPTER 4: DATA ANALYSIS AND DISCUSSION 

 

He uses statistics as a drunken man uses lamp posts 

for support rather than for illumination. 

Andrew Lang, Scottish Writer 
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rotation method. These were used to generate the needed consistency during further 

analysis of the data. The data achieved adequacy as expected by been adequately 

correlated and also reliability and validity criteria was also achieved. The KMO and 

Bartlett’s test yield enough sampling adequacy with communalities figures were 

adequately high (above 0.3 and mostly above 0.6) indicative of the variables adequately 

correlated for factor analysis. Non-redundant residual was also 5 (1.0%) with absolute 

figures more than 0.05. 

Reliability was achieved using Cronbach’s Alpha test. It produced figures which was 

higher than 0.70 and were all reflective. Validity was achieved by having factors loading 

above recommended threshold of 0.350. Discriminant validity was also achieved by 

having no correlation above 0.700.  

The confirmatory factor analysis was used to confirm the data to the model. The CFA 

model achieved good-of-fit to the data by having all the indicators (Chi-square, Chi-

square/df, CFI, RMSEA and SRMR) results above their threshold. Validity (convergent 

and discriminant) of the model was tested. Convergent validity was achieved by having 

AVE > 0.50. All the 8 factors achieved that. Discriminant validity was also achieved by 

having all the diagonal values greater than the correlation. Composite reliability was also 

achieved by having all the threshold greater than 0.70. 

The invariance test conducted also showed that the model was having configural and 

matrix invariant on both gender and age. This was achieved because cmin/df and CFI for 

both groups were above the threshold indicating good fit of the model.  
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During the hypothesis test only 3 out of the 6 main hypotheses were supported and the 

composite model achieved model fit. It also worthy to note that within the moderation 2 of 

10 of the hypotheses were also supported. 

4.2 Demographic Results 

The total questionnaires administered were 300 to gather data from first degree students 

of two public institutions (Ghana Institute of Management and Public administration 

(GIMPA) and University of Energy and Natural Resources). In all, 42 questionnaires were 

either uncompleted or not returned. The utilizable number was N=258 which were put into 

the analysis. Descriptive analysis shown in table 2 describes the various categories based 

on gender, age and year of study. 

 

Table 3: Demographic results of respondents 

4.3 Data Screening 

4.3.1 Univariate 

4.3.1.1. Missing Data 

There were two missing values in CUA3 and SEF1 variable and imputation was done with 

the median. The median imputation was used because these two variables are ordinal 

variables i.e. they were measured using Likert scale. The rest had no missing values. 

Category Frequency Percent Category Frequency Percent Category Frequency Percent

below 20 6 2.3 First year 66 25.6

20-24 112 43.4

25-29 80 31

30-34 37 14.3

35-39 17 6.6

above 40 6 2.3
Fourth 

year
33 12.8

N=258

Female 70 27.1

Third 

year
24 9.3

Gender Age Year Group

Male 188 72.9
Second 

year
135 52.3
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4.3.1.2. Outliers 

All variables were ordinal scales with either four (4) or three (3) items and thus extreme 

value outliers did not exist. Box plot was examined for outliers for age and found 3 

respondents with extremely high values but there was no basis to remove them and were 

thus retained as high value responses. 

4.3.1.3. Normality 

Almost all variables were based on the Likert scale hence there was no reason to exclude 

variables based on skewness unless there is showing of no variance.  Therefore kurtosis 

was tested instead of skewness. Kurtosis having values more or less than 1 or -1 indicates 

potential problem. Seven constructs showed values more than the threshold but were 

less than 3. They were flagged as potential future issues in the subsequent analysis. 

4.3.2 Multivariate 

4.3.2.1. Linearity 

Linearity assumes that the amount of change or change rate between scores in variables 

are constant for the entire range of scores for the variables (Osborne & Water, 2002). To 

test for linearity a curve estimation regression was performed for the direct effect of the 

model. The test results shows that all the variables were sufficiently linear as all the p-

values were less 0.05 

4.3.2.2. Homoscedasticity 

Homoscedasticity assumes that the dependent variable shows similar variance amount 

across value ranges in the independent variable (McDonald, 2014). The test results 

shows that the mediators and SB were homoscedastic. As moderation will be done with 

security behaviour, reliability was tested for the various subgroups and found that they 

are homoscedastic. 



 
P a g e  | 41 

4.3.2.3. Multi-collinearity 

Variable inflation factor (VIF) was tested for all the exogenous variables simultaneously. 

All the VIFs were less than 3.0 indicating that the exogenous variables are distinct from 

each other.  

4.4 Exploratory Factor Analysis (EFA) 

4..4.1. Adequacy 

Exploratory Factor Analysis (EFA) was conducted using Maximum Likelihood with 

Promax rotation to see if the observed variables loaded together as expected. The factors 

were adequately correlated and reliability and viability criteria was met. Each of these 

were addressed below for the final eight (8) factors. KMO and Bartlett’s test which were 

extracted for sampling adequacy were significant with communalities for each variable 

sufficiently high (all above 0.3 and mostly above 0.6) indicating that the chosen variables 

were adequately correlated for factor analysis. The non-redundant residual was 1.0% with 

absolute figures more than 0.05. 

4..4.2. Reliability 

The results show that scale satisfy the reliability requirement. The Cronbach’s Alpha test 

produced values which were higher than 0.70. The factors were all reflective due to the 

fact that their indicators were highly correlated and largely interchangeable (Jarvis, 

Mackenzie, & Podsakoff, 2004). The reliability figures are shown in the table 3 below. 
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Table 4: Results of Cronbach's Alpha Reliability Test 

4..4.3. Validity 

Sufficient convergent validity was demonstrated by the factors as their loadings were all 

above recommended threshold of 0.350 for large sample size (Hair, Black & Babin, 2010). 

The eight (8) factors extracted had a total variance explained recordings of 67.708% 

which was greater than the acceptable level of 50%. All the extracted values had 

eigenvalues above 1.0 as shown in appendix 3. 

The factors all demonstrated sufficient discriminant validity as the correlation matrix 

shows no correlation above 0.700. There was no problematic cross-loading. The details 

are shown in appendix 4. 

Factor Label Cronbach's Alpha Specification

Cues to Action 0.914 Reflective

Perceived Barriers 0.865 Reflective

Perceived Benefit 0.935 Reflective

Perceived Severity 0.891 Reflective

Perceived Susceptibility 0.808 Reflective

Self-Efficacy 0.868 Reflective

Security Behaviour 0.85 Reflective

Security Experience 0.77 Reflective
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4.5 Confirmatory Factor Analysis 

4.5.1 Common Method Bias 

The data collection process used a single instrument i.e. survey, so a common method 

bias test was conducted to find out if a method bias is affecting the outcomes of the 

measurement model. The “unmeasured latent factor” posited by (Podsakoff, Shen, & 

Podsakoff, 2006) was used for studies that do not measure common factor explicitly.  

Standard regression weights were compared before and after adding Common Latent 

Factor (CLF) and shows the model was affected by the CLF meaning some of the 

deltas of the independent variables were more than 0.200 (Aiken & West, 1991). 

Subsequent model is adjusted and it includes the common method factor. 

4.5.2 Validity and Reliability  

For latent factors to be well explained by its observed variable, then the factors should 

not have convergent validity issues. According to (Hair, Black & Babin, 2010), the 

following threshold must be met to ensure the validity and reliability are achieved with 

these parameters i.e. Composite Reliability (CR), Average Variance Expected (AVE), 

Maximum Shared Variance (MSV) and Average Shared Variance (ASV). To achieve 

reliability, CR >0.70. For Convergent reliability to be achieved, CR > AVE and AVE >0.50. 

For Discriminant validity, MSV < AVE and ASV < AVE. 

For convergent validity, AVE was calculated. All the retained items had AVE greater than 

0.50. For this reason all the factors achieved convergent validity. Discriminant validity was 

achieved by comparing the square roots of AVE on the diagonal in the matrix below to all 

inter-factor correlation. All factors showed adequate discriminant validity because 

diagonal values are greater than the correlations. All the retained factors achieved 

discriminant validity. 
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Composite reliability was achieved for each factor. From the analysis, all the parameters 

were above the minimum threshold of 0.70. This indicated that the variables retained 

during model modification achieved the validity and reliability. All the indicators are shown 

in the table 5 below. 

 

Table 5: Composite Reliability, Convergent and Discriminant Validity results of the CFA 

model 

4.5.3 Invariance Test 

Since multi-group moderation will be conducted for the structural model, measurement 

model invariant test was conducted and configural and partial metric invariance was 

observed for the confirmation factor analysis model. The test showed that the model 

achieved configural invariance as a result of having a good fit. The model also achieved 

metric invariance by having significant p-value for the chi-square difference test from two 

sub-groups and gender was used as a sub-group. Composites were generated from the 

measurement model. 

4.5.4 Model Fit Evaluation 

The model showed goodness-of-fit to the data. All the factors showed high loading values 

and thus none of the factors were removed. The model fit indices showed values which 

 CR AVE PSU SB CUA PBAR PBEN PSEV SEF SE

PSU 0.820 0.611 0.7814

SB 0.858 0.601 -0.048 0.7755

CUA 0.916 0.733 -0.029 -0.043 0.8563

PBAR 0.867 0.621 -0.118 0.083 0.589 0.7882

PBEN 0.927 0.810 -0.050 0.042 0.518 0.398 0.9001

PSEV 0.893 0.736 -0.042 0.003 0.308 0.355 0.230 0.8579

SEF 0.875 0.639 -0.093 0.704 0.021 0.132 0.114 0.063 0.7994

SE 0.790 0.569 -0.272 -0.053 -0.143 -0.038 -0.018 -0.084 -0.116 0.7545
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are above the threshold and was reported as such. The table 4 below shows that the 

goodness of fit for the measurement model is sufficient. The retained CFA model is shown 

in appendix 5. 

Metric Observed Value Recommended value 

cmin/df 1.1567 between 1 and 3 

CFI 0.9892 >0.950 

RMSEA 0.0247 <0.060 

PCLOSE 1.000 >0.050 

SRMR 0.0389 <0.090 

Table 6: Model Fit results of the Confirmatory Factor Analysis 

4.6 Structural Model 

4.6.1 Composite Model 

Composite variables were created using factors from AMOS while CLF was present. 

The data was imputed to derive the composite variables and they were used to create 

the composite model. 

4.6.2 Hypotheses Testing 

 

The model achieved good fit and all the tolerance levels were met. The moderating factors 

(Age and Security Experience) was added to see their effect on the model. From the 

analysis results, some of the variable in security experience had significant p-values. 

Control variable (gender) was also added and did not have significant effect on predicting 

security behaviour 

Thus the fitted structural model showed adequate fit. The model fit values are reported 

as follows. Χ2/df = 1.4022; CFI = 0.9985; RMSEA = 0.0448 with PCLOSE = 0.4664 and 

SRMR = 0.0154. 
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From the model, the results generated indicated that perceived susceptibility, perceived 

severity and perceived barriers (H1, H2, and H4) were not supported. Perceived benefits, 

Self-efficacy and Cues to action (H3, H5, and H6 respectively) had significant effect on 

user security behaviour.  Hypothesis 7a-e (Age) did not have significant effect on the 

model. Hypothesis 8a and 8e were significant meaning security experience moderates 

the effect of perceived susceptibility and self-efficacy on security behaviour. Hypotheses 

8b, 8c and 8d were not supported meaning they did not have significant effect on security 

behaviour. Gender as control variable did not have significant effect on the model. The 

results are shown in the table 6 below.  

Note: ***p<0.001; **p<0.01; *p<0.05; (ns) = not significant 

Table 7: Hypotheses test results 

Hypotheses Variable
Standardized 

Coefficient
z-zcore Results

H1 Perceived susceptibility 0.0302 0.933(ns) Not significant

H2 Perceived severity -0.0394 -1.16(ns) Not significant

H3 Perceived benefits 0.0827 2.473* Significant

H4 Perceived barriers 0.0275 0.789 (ns) Not significant

H5 Self-efficacy 0.8198 24.541*** Significant

H6 Cues to action 0.2506 7.152*** Significant

H7a Age perceived susceptibility -0.048 -0.362(ns) Not significant

H7b Age moderates perceived severity 0.045 0.333(ns) Not significant

H7c Age Experience moderates perceived benefits 0.068 0.159(ns) Not significant

H7d Age moderates perceived barriers -0.047 0.508(ns) Not significant

H7e Age moderates self-efficacy 0.08 0.807(ns) Not significant

H8a Security Experience moderates perceived susceptibility -0.067 1.702* Significant

H8b Security Experience moderates perceived severity 0.067 0.669(ns) Not significant

H8c Security Experience moderates perceived benefits 0.001 1.289(ns) Not significant

H8d Security Experience moderates perceived barriers -0.162 0.427 Not significant

H8e Security Experience moderates self-efficacy 0.05 3.233*** Significant

Control Gender 0.0549 1.7373 Not significant
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5.1 Discussion of Results 

Results derived from the analysis show that the determinants of user security behaviour 

are perceived benefits and self-efficacy was consistent with the findings of (Ng, 

Kankanhalli, & Xu, 2009). However cues to action was supported in this research when 

applied to students downloading items from the internet. This is consistent with 

information security characteristics where users are supposed to minimize and mitigate 

risk (IT Governance Institute, 2008). In determining the confidence of users to perform a 

certain security behaviour, self-efficacy is a very important determinant.  

From the analysis results, cues to action which is the university’s process of making 

students aware of their security behaviour was significant in triggering user safe security 

behaviour. It should be noted that awareness is one of the many interventions that 

universities can do to make students behave responsibly with regards to information 

security behaviour. 

Even though H1 was not supported, but when perceived susceptibility is moderated with 

security experience it is significant meaning security experience significantly moderates 

the relationship between Perceived Susceptibility and Security behaviour. This gives 

CHAPTER 5: IMPLICATIONS AND CONCLUSSION 

 

“All things are subject to interpretation whichever 

interpretation prevails at a given time is a function of 

power and not truth.” - Friedrich Nietzsche  
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interesting dimension as to the fact that security incident experience can change the way 

people practice security. 

Security experience also significantly moderates the relationship between self-efficacy 

and Security behaviour. This shows experience of a perceived susceptibility can push 

people to learn security issues with the intent of understanding and practicing. 

Perceived susceptibility, Perceived severity and perceived barriers were not significant in 

determining user security behaviour from the analysis. Hypotheses 7a-e and 8b-c were 

also not significant in predicting security behaviour of students. 

Three (3) out of the six (6) main hypotheses were supported and from this analysis Health 

Belief Model may be suitable in predicting student’s security behaviour in academia. 

 

5.2 Theoretical Implication 

This study is the first to apply HBM in studying information security behaviour among students. 

This study improves the knowledge gap in understanding the behaviour of users (students) in the 

use of information systems in the academic setting. Even though there is plenty existence of 

means to improve user behaviour, however, measurement of their effectiveness has not been 

effectively investigated. (Claar, 2011; Ng, Kankanhalli, & Xu, 2009) has shown that HBM can 

be used in IS research both in home and organizational setting. Whilst (Claar, 2011) used home 

users to do his study,  (Ng, Kankanhalli, & Xu, 2009) used the organizational environment. Both 

of the studies yielded positive results which can help in future IS research. They (Claar, 2011; 

Ng, Kankanhalli, & Xu, 2009) both shown that perceived susceptibility, perceived benefits and 

self-efficacy, were determinants of security behaviour. However cues to action has not been 

significant in these studies. It is also worthy to note that perceived susceptibility was not significant 
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in this study and also perceived barrier which was significant in Claar’s research. This could be 

attributed to the subject and topic of study. In all the three studies, perceived severity was not 

significant. This study helped to improve the lack of theoretical base for these kinds of research. 

This study appraises the suitability of using theories from the health domain to explain information 

system usage behaviour. There were areas where the measurements constructs were new such 

as cues to action. From the available literatures, some of these constructs has been used 

extensively in information system research. But usage on perceived susceptibility and perceived 

severity appears new in the IS field as state ( Ng, Kankanhalli, & Xu, 2009). It is imperative to 

note that this study has enriched the use of HBM in security research and it is worth noting that it 

can be tried on other security practices and domain. 

5.3 Practical Implication 

This research has implication for practitioners in the field of security implementation. The 

significance of perceived benefit and self-efficacy should inform how programs to create 

awareness among students should be. The significance of cues to action which positively affects 

security behaviour should inform practitioners about the gap that exist between security and user 

awareness. It also affects design of security programs and echoes the importance of not 

underestimating the effect of non-technical security issues. If students are aware of the likelihood 

of security incident (perceived susceptibility), consequences of security incidents (perceived 

severity), of the importance of practicing safe security behaviour (perceived benefits) they will be 

able to overcome the obstacles (perceived barriers) that inhibit compliance. When practitioners 

are designing awareness program, they should be conscious about the education of students of 

the benefit of safe practice and the damages security incident can cause. Highlights should be 

given on the susceptibility and severity of security incidents and also magnify the benefit to be 

derived from safe practices.  
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There has been several guidelines as to the best practices in formulating awareness principles 

(eg. Tsohou, Kokolakis, Lambrinoudakis, & Gritzalis, 2010; Cone, Irvine, Thompson, & Nguyen, 

2007; Hansche, 2001) etc. In the process of developing a framework for educational environment, 

the table below which was adopted from (ENISA, 2007) can be used as a guide.  
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Table 8: Recommendations for awareness creation (adopted from ENISA, 2007, pp109-
112) 

No Guideline Details

1

Plan, organise and deliver 

information security awareness 

initiatives appropriately

Assess requirements and have a clear vision and set of objectives for the 

campaign. Planning makes the tasks and activities more manageable. The 

wholes end-to-end awareness-raising initiative should be an ongoing process.

2 Use different multipliers 

The media should be used as multiplier for the campaign. Other ways to utilise 

the multiplier effect includes training trainers, informing teachers and working 

with other universities, service providers and regulators

3 Utilise public-private partnerships

Public-private partnership can be a highly effective way to deliver campaigns 

especially if each academic institution can leverage strengths and resources. If 

a joint programme is developed, it is important to have codes of conduct and 

such elements as design guides.

4
Collaborate with other 

organisations.

Working with other government departments or agencies can give more credit 

to any campaign.

5 Use multiple channels
It is important to use multiple channels to deliver the awareness-raising 

message; includes all online and offline medium.

6 Use specific channels

Using groupings, workshops, seminars and partner initiative are all effective 

ways to target the audience of a programme. Specialist channels such as 

online computer sites or journals can be effective when targeting IT personal 

due to the relevance to their day-to-day work. The use of agencies such as local 

student organizations or business journals are all effective channels.

7 Use effective channels

With the abundance of online information, and with time often at a premium, 

using channels such as brochures, leaflets and fact sheets are very effective in 

getting attention and hence raising awareness.

8
Implement information security 

policies within the institution

Effective student awareness can be achieved be the successful implementation 

of information security policies. These include the use of student handbooks 

and manuals, letters of admission, induction exercises and training courses or 

ongoing in-class training

9
Messages should be tailored and 

meaningful

Content of messages delivered as themes or as usage scenarios can aid in 

perception and understanding. Also, different target groups may have different 

levels of understanding or expectations-the massage delivered should be 

tailored and meaningful to the target group’s interests, needs and knowledge 

levels.

10

Use comprehensive set of 

computer-based training and 

communication tools

An effective awareness-raising campaign to promote security awareness needs 

to be highly visible and understandable to all. One way is to dispel myths and 

incorrect assumptions or to show the target the error in their ways. Another way 

is to make the experience more interactive e.g. using web services on a website 

to test the strength of the target’s password.

11

Identifying specific objectives and 

message for each category of 

target group

Where possible, the campaign message and channels used should be 

customised to the category level of the target group and be adapted to roles, 

responsibilities and area of study.

12 Create meaningful content 
Terms and definitions used should be meaningful and simple to understand to 

the intended target group.

It needs to establish metrics to measure the performance of a campaign also 

establishing a baseline. Allow for lessons learned to be identified which can 

help increase the effectiveness of current or future initiatives.

Conducting frequent surveys and reports during or after the campaign can help 

to fine-tune the channels used, message being delivered or overall success of 

the initiative. Also, it can be important to communicate the success stories, 

especially to the media.

14
Raising awareness is not a one a 

one-off effort 

As there is continual change, an ongoing programme of security education or 

training is hugely important to raise awareness in employees on the risks to 

information security.

13
Measuring programme 

effectiveness 
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The findings also re-echoes the importance of self-efficacy being the underlying principle for 

putting up security behaviour. Student’s ability to exercise security practice when not supervised 

is important and must be incorporated in awareness, education and training programs. Effect of 

security incidents experienced should be incorporated in awareness design. 

5.4 Limitations and Future Work 

Since the survey is limited to two (2) public universities, it may limit the generalizability of 

the findings to the Ghanaian universities as a whole. Only one security behaviour type 

was researched which will also affect generalization hence the limitation. 

It is suggested that further research should be carried out which can extend the findings 

of this study to all the fifty-seven (57) polytechnics, colleges and universities in Ghana. 

Future researches should also look into modifying variables that are related to this study. 

Other security behaviours should also be looked at. 

5.5 Conclusion 

Student’s security behaviour is important to the university-wide security program. This research 

is an effort to examine various determinants and items that can encourage safe information 

security behaviour. With specific references, this study investigated the various variables within 

the health belief model that affect student’s behaviour. For researchers this study has expanded 

the frontier of using health belief model and other health related models in information security 

research. It has helped to gain more insight into what affect student in their security decisions. 

This research has also contributed to the understanding of the problem factors that affect user’s 

security practice in academia with theoretically well-grounded principles. This study encompasses 

the testing of the various factor within the HBM and their importance to security behaviour. Per 

this study it has also shown that technology alone is not the answer to security program but by 

adopting holistic approach like behavioural security, a good security program can be implemented 
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by the educational institution. After all the mandate of education is to teach students new and 

better ways of doing things.   
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APPENDIX 1: APPLICATION LETTER TO USE THE CASE STUDY AREA 

Letter 1 

 

 

01/03/2015 

Prof. Samuel Kwaku Bonsu 

The Dean 

GIMPA Business School 

Ghana Institute of Management and Public Administration 

Accra 

REQUEST FOR PERMISSION TO CONDUCT RESEARCH IN SCHOOLS 

Dear Prof. Bonsu 

My name is Bright Owusu Sekyere, and I am an information security student at the Lulea University of 

Technology, Sweden.  The research I wish to conduct for my Master’s thesis involves “Studying User 

Information Security Behaviour in Academia”. This project will be conducted under the 

supervision of Dr. Dan Harnesk (LTU, Sweden)  

 

I am hereby seeking your consent to approach your students in the Accra Campus to provide participation 

for this project by means answering questionnaires.  

I have provided you with a copy of my thesis proposal which includes copies of the measure and consent 

and assent forms to be used in the research process.  

Upon completion of the study, I undertake to provide the School of Technology with a bound copy of the 

full research report. If you require any further information, please do not hesitate to contact me on 

0244951678 or brisek-0@student.ltu.se. Thank you for your time and consideration in this matter.  

 

Yours sincerely, 

Bright Owusu Sekyere 

Student   

 

C/o Forestry Commission 

P. O. Box MB 434 

Accra 
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Letter 2 

 

                                                                                  10/03/2015 

 

Dr. Gamel O. Wiredu 

The Dean 

School of Technology 

Ghana Institute of Management and Public Administration 

Accra 

REQUEST FOR PERMISSION TO CONDUCT RESEARCH IN SCHOOLS 

Dear Dr. Wiredu 

My name is Bright Owusu Sekyere, and I am an information security student at the Lulea 

University of Technology, Sweden.  The research I wish to conduct for my Master’s thesis 

involves “Studying User Information Security Behaviour in Academia”. This 

project will be conducted under the supervision of Dr. Dan Harnesk (LTU, Sweden)  

 
I am hereby seeking your consent to approach your students in the Accra Campus to provide participation 

for this project by means answering questionnaires.  

I have provided you with a copy of my thesis proposal which includes copies of the measure and consent 

and assent forms to be used in the research process.  

Upon completion of the study, I undertake to provide the School of Technology with a bound copy of the 

full research report. If you require any further information, please do not hesitate to contact me on 

0244951678 or brisek-0@student.ltu.se. Thank you for your time and consideration in this matter.  

 

Yours sincerely, 

Bright Owusu Sekyere 

Student 

C/o Forestry Commission 

P. O. Box MB 434 

Accra 
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APPENDIX 2: MEASUREMENT INSTRUMENT 

 

 
 
 
 
 
 

Luleå University Of Technology, Sweden 
Department of Computer Science, Electrical and Space Engineering 

 
  
 
Dear Participant: 

I am a student at Lulea University of Technology (LTU) undertaking a research project 

in partial fulfilment for a degree in Master of Science in Information Security. I am 

researching on the topic: Studying User Information Security Behaviour in Academia.  

 I would be grateful if you can take some time off your busy schedule to complete this 

questionnaire. Please read the each questions carefully and respond (with a tick in a 

box of your choice) according to your true and candid opinion and where you cannot 

answer any of the question leave that question unanswered. 

Please be assured that this research is purely for academic purpose. In order to ensure 

that all information remain confidential, please do not include your name.  

Thank you for taking the time to assist me.  
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Demographic information 

Please use the following checkboxes to select your best answer to each question with 

respect to yourself. Each question requires an answer and may select only one answer 

1. Gender* (Choose what Is applicable) 

☐Male ☐Female  

 

2. Age in years* (Choose what Is applicable) 

☐Below 20 

☐20-24 

☐25-29 

☐30-34 

☐35-39 

☐Above 40 

 

3. Select university you attend* 

       ☐GIMPA 

       ☐University of Energy and Natural Resources 

 

4. Type of Degree Program* (Thick what is applicable) 

☐ BSc 

           ☐ Professional Cert 

☐MSc/MBA/MA 

☐ MPhil/PhD 

 

5. What year are you?* (Choose what Is applicable) 

☐ First year 

☐ Second year 

☐ Third year 

☐ Fourth year 

6. Program of study ( Please state) 

 

………………………………………………………………………………………… 
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7. What is your level of agreement with the following security behaviour 

statements?*  

 

INFORMATION SECURITY BEHAVIOUR 1 2 3 4 5 

Before downloading any file, i will check if the subject make 

sense           

Before opening downloaded file, i will first check if the 

filename of the attachment make sense 

 

          

I exercise caution when i am downloading a file as it may 

contain virus 

 

       

I do not send downloaded file to colleagues if the content of 

the file looks suspicious 

 

          

 

8. What is your level of agreement to perceived severity that will drive you to 

practice information security?*  

 

PERCEIVED SUSCEPTIBILITY 1 2 3 4 5 

The chances of downloading a file with virus are high 
          

There is a good possibility of that i will download a file 

with virus           

I am likely to download a file with virus 
          

 

 

 

 

 

 

 

1 = strongly disagree           2 = disagree          3 = no sure           4 = agree          5 = strongly agree 

 

 

1 = strongly disagree           2 = disagree          3 = no sure           4 = agree          5 = strongly agree 

 

 



 
P a g e  | 67 

 

9. What is your level of agreement to perceived susceptibility that will drive you to 

practice information security? 

 

 

10. What is your level of agreement to perceived benefits that will drive you to 

practice information security? 

 

  

PERCEIVED BENEFITS 1 2 3 4 5 

Checking if source and subject make sense is effective in 

preventing virus from infecting my computer          

Checking if filename of downloaded file make sense is 

effective in preventing virus from infecting my computer           

Exercising care before opening downloaded file is effective in 

preventing virus from infecting my computer           

 

 

 

 

 

PERCEIVED SEVERITY 1 2 3 4 5 

Having my computer infected with virus as a result of opening 

suspicious downloaded file is a serious problem for me           

Losing academic data as a result of opening suspicious 

downloaded file is a serious problem for me           

If my computer is infected by a virus as result of opening 

suspicious downloaded file, my daily academic work will be 

disrupted 

       

1 = strongly disagree           2 = disagree          3 = no sure           4 = agree          5 = strongly agree 

 

 

1 = strongly disagree           2 = disagree          3 = no sure           4 = agree          5 = strongly agree 
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11. What is your level of agreement to perceived barriers that will drive you to 

practice information security?* 

 

PERCEIVED BARRIERS 1 2 3 4 5 

Exercising care when opening downloaded file is 

inconvenient           

Exercising care when opening downloaded file is time-

consuming           

Exercising care when opening downloaded file would 

require considerable investment of effort other than time        

Exercising care when opening downloaded file would 

require starting a new habit which is difficult           

 

12. What is your level of agreement to cues to action that will drive you to practice 

information security?* 

 

 

 

 

 

CUES TO ACTION 1 2 3 4 5 

My school distributes security bulletins/newsletters) 
     

My school organizes information security talks  
     

 My school’s it help desk sends out alert messages/emails 

concerning security       

 My school constantly reminds me to practice information 

security       

1 = strongly disagree           2 = disagree         3 = no sure           4 = agree         5 = strongly agree 

 

 

1 = never         2 = rarely        3 = sometimes           4 = often       5 = always 

 

 



 
P a g e  | 69 

13. What is your level of agreement with your self-efficacy levels in practicing 

information security behaviour?* 

 

 

 

 

 

SECURITY EXPERIENCE 1 2 3 4 5 

14. How frequently have you been infected with a 
computer virus as a result of downloading files from the 
internet? 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SELF-EFFICACY 1 2 3 4 5 

I am confident of recognizing a suspicious downloaded file  

 

 

 

 

 

 

 

 

 

I am confident of recognizing suspicious downloaded file 

headers 

 

 

 

 

 

 

 

 

 

 

I am confident of recognizing suspicious downloaded file 

extensions 

 

 

 

 

 

 

 

 

 

 

I can recognize a suspicious downloaded file even if there 

is no one help 

 

 

 

 

 

 

 

 

 

 

1 = strongly disagree           2 = disagree          3 = no sure           4 = agree          5 = strongly agree 

 

 

1 = Not at all frequently   2 = Not frequently 3 = Not sure   4 = frequently        5 = Very 

frequently 
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SECURITY EXPERIENCE 1 2 3 4 5 

15. How recently have you been infected with a computer 
virus as a result of downloading files from the internet? 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SECURITY EXPERIENCE 1 2 3 4 5 

16. What was the level of impact (in terms cost in 

monetary, time, etc.) When your computer was 

infected with virus as a result of downloading files 

from the internet? 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1 = not very recent     2 = not recent     3 = not sure           4 = recently        5 = very recently          

 

 

1 = very low impact     2 = low impact    3 = not sure     4 = high impact    5 = very high impact            

 

 



 
P a g e  | 71 

APPENDIX 3: KMO AND BERTLETT’S TEST AND TOTAL VARIANCE EXTRACTS OF 

THE MODEL 
KMO and Bartlett's Test 

Kaiser-Meyer-Olkin Measure of Sampling Adequacy. .828 

Bartlett's Test of Sphericity 

Approx. Chi-Square 4469.467 

df 378 

Sig. .000 

 

Total Variance Explained 

Factor Initial Eigenvalues Extraction Sums of Squared Loadings Rotation Sums of Squared Loadingsa 

Total % of Variance Cumulative % Total % of Variance Cumulative % Total 

1 6.217 22.203 22.203 5.721 20.432 20.432 3.765 

2 4.626 16.523 38.726 2.447 8.738 29.169 4.655 

3 2.638 9.421 48.147 3.789 13.532 42.702 4.198 

4 2.112 7.541 55.688 1.987 7.097 49.799 3.776 

5 1.800 6.430 62.118 1.705 6.089 55.888 3.014 

6 1.658 5.921 68.039 1.496 5.342 61.230 3.688 

7 1.266 4.520 72.559 1.044 3.728 64.958 2.036 

8 1.018 3.637 76.197 .789 2.817 67.775 1.974 

9 .713 2.547 78.744     

10 .640 2.285 81.029     

11 .571 2.040 83.070     

12 .549 1.961 85.030     

13 .431 1.540 86.570     

14 .417 1.489 88.058     

15 .389 1.389 89.448     

16 .379 1.353 90.801     

17 .296 1.057 91.857     

18 .285 1.017 92.874     

19 .282 1.006 93.881     

20 .257 .918 94.799     

21 .233 .833 95.632     

22 .214 .763 96.395     

23 .212 .758 97.153     

24 .200 .713 97.866     

25 .187 .667 98.533     

26 .158 .564 99.097     

27 .151 .538 99.634     

28 .102 .366 100.000     

Extraction Method: Maximum Likelihood. 

a. When factors are correlated, sums of squared loadings cannot be added to obtain a total variance. 
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APPENDIX 4 EXPLORATORY FACTOR ANALYSIS (EFA) EXTRACTS 

 

 

Pattern Matrixa 

 Factor 

1 2 3 4 5 6 7 8 

SB3 .830        

SB1 .811        

SB2 .706        

SB4 .676        

CUA4  .893       

CUA3  .888       

CUA2  .859       

CUA1  .691       

PBAR2   .935      

PBAR4   .738      

PBAR3   .724      

PBAR1   .653      

PBEN2    .957     

PBEN3    .935     

PBEN1    .814     

PSEV2     .906    

PSEV3     .876    

PSEV1     .790    

SEF3      .914   

SEF2      .832   

SEF4      .575   

SEF1      .495   

PSU2       .901  

PSU1       .811  

PSU3       .622  

CON2        .970 

CON1        .722 

CON3        .513 

Extraction Method: Maximum Likelihood.  

 Rotation Method: Promax with Kaiser Normalization. 

a. Rotation converged in 7 iterations. 
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APPENDIX 5: CONFIRMATORY FACTOR ANALYSIS MODEL 
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