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ABSTRACT 
The main purpose of this study is to determine how to influence the human factor to mitigate the 
spread of malware.  It is argued that whatever the solutions that are adopted, they  are not enough 
if the human factor does not take into account, since most of malware need action from humans 
to be activated. There are many ways that the humans cause the spread of malware and many 
countermeasures are in place. This study investigated how to encourage the humans to adopt 
these countermeasures. A case study approach was used as a method for this study. The data 
were collected by interviews on one of the Swedish municipality. The protection motivation 
theory was used to guide the interviews as well as the analysis process.  The results show that it 
is important to take into account all ways of malware spreading and manage the countermeasures 
in an effective way which ensures that the users perceived the threats of malware correctly. Make 
the users aware what are the possible countermeasures and make them believe that these 
solutions are important. It is important to have a strong argument that shows the response cost is 
lower than the severity of malware that will encourage the users to adopt the countermeasures 
which lead to mitigate the spread of malware.  

Keywords: Malware, Protection Motivation Theory  
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1 INTRODUCTION 
1.1 Background  

Information Technology (IT) has revolutionized our lives in so many ways and has become a 
puzzle in our life. It is hard to imagine the life without it. The more advanced is the country; the 
more involved and engaged with Internet and IT. Business, business activities, management, and 
administration, as well as many other sectors are taking advantage of the Internet or other forms 
of IT.  

This dramatic use of IT over the years has emerged the importance of information security, 
according to Cisco 80 devices connected per second in 2013, and the number will be 100 in 
2014, as by 2020 more than 50 billion will be connected to the internet (Tillman, 2013). Such 
huge expanding in technology increase the risk assets of users and organizations, hence 
protection of information is critical.  

Solutions like firewall, antivirus, and encryptions are not enough without human factor 
interaction, as an analogy, a car with good tires and bad breaks will be unsafe, the same concept 
applies in information security, using best software and implement most secure technology will 
not guarantee system security 100% as humans involved in these technologies and people 
usually make mistakes. Consequently, people are the weakest link as they are part of the system. 
Security systems do not rely only on the technical aspect; they rely also on humans who use the 
system (Alavi, Islam, Jahankhani, & Al-Nemrat, 2013). Nontechnical part is the real challenge, 
so understanding and address human factor are crucial.  

Survey conducted by UK Government Department for Business Enterprise on information 
security breach shows that 90% of security controls and monitoring focus on the outside threats 
and neglect the inside threats (Colwill, 2009).  

Human’s role in an organization can be classified into four categories: - customer, individual, 
team and management. Human factors with these categories could be indocile because people 
have various security perceptions, and then their response to information security procedures are 
different, as each user has his own value, skills, knowledge and behavior. That’s why these 
factors are hard to assess in the design process of information security management system 
(Alavi et al., 2013).  

Swain and Guttmann (1983), describe five different characters of human mistakes, which can 
lead to the information security breach. First; the act of omission, in which user forget to take 
essential action, such as changing the password. Second; perform an incorrect producer like 
writing password on a paper. Third; extraneous act leads to taking unnecessary action. Fourth; 
mistakes that happen by sequential acts, by doing something in an incorrect sequence.  Five; time 
mistake refers to the mistake that happen when humans fail to do a task within specific or 
required time. 
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Stanton, Stam, Mastrangelo, and Jolton (2005), create six categories of security behavior which 
are intentional destruction, detrimental misuse, dangerous tinkering, naïve mistake, aware 
assurance and basic hygiene. The last two, are considered as positive and they increase security 
while the other four lead to the security breach.  

 Intentional destruction: - Refer to malicious insiders who have deep technical skills and 
aim to do damage the system.  

 Detrimental Misuse: - Refer to malicious insider who has the aim to do damage the 
system but doesn’t have proper skills. 

 Dangerous tinkering: - Refer to the actions that involve technical skills but there is no 
aim to do damage the system. 

 Naïve mistake: - Refer to the human with low skills and no malicious aim do an action 
that may lead to system breaching.  

Usually most of the human factors errors classified as an accidental as those errors refer to the 
way which individual interact with the system and people may have a problem to understand and 
using security features (Furnell, 2005). 

Norman (1981), defines common mistake of human factor that lead to the  security breach, 
which is called capture error and this occur when familiar routine take control (captures) an 
unfamiliar routine and result mistake, for instance the act of clicking OK is very often for users 
and they do that without considering the consequences. Such act is often occurring during lack of 
attention or tiredness period of users. Furthermore the lack of attention or tiredness period may 
cause another human mistake which called post-completion errors, where the user ignore doing 
necessary action which is essential after finishing the main task (Anderson, 2008). For instance, 
a user required sending email from a secure connection after finishing the main task, but he fails 
to log-off the system that may lead to security breaches.   

According to Ponemon LLC (2013), cost of data breach study survey conducted by Symantec 
and the Ponemon Institute, human mistake caused 37% of system breaching by mishandling 
confidential data or violate organization policy or rules or lack of system control, while 
negligence of human behavior is the main reason for data breaching. 

Same study shows that malicious attacks are the most costly attack. There are various methods 
that malicious attacks can be performed and one of those methods is the malware, which is the 
abbreviation term of malicious software. It can be defined as a computer program that designed 
to penetrate or damage the operating system without user permission  (Bimal Kumar Mishra, 
2013). The malware term address various types of threats like viruses, spyware, worms, Trojans, 
rootkits. The increase of malware attacks draws the attention of the risk of this problem and its 
influences on the industry sectors, government, and individuals. The Enterprise strategy group 
survey Oltsik (2013) shows that (49%) of the enterprises suffered from a successful malware 
attack. Malicious code is considered as one of the most dangerous attacks as it costs billions of 
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dollars each year. The Kaspersky "Security in а multi- device world: the customer’s point of 
view" 2013) shows that just one attack could cost up to 600$ per one user. Most of the 
organizations that have been attacked by malicious code find that the process of cleaning up, 
restoring files and system are long and costly process, and in some types of attacks it would take 
days to restore the system or data (Erbschloe, 2005) 

It is important to mention that all defense technologies such antivirus, and spyware…Etc. are not 
enough without interact the human factors because the social engineering is one of the strongest 
weapons for the hackers and malicious code writer, since the malware need an action from the 
end user to be activated it (Abraham & Chengalur-Smith, 2010). 

An example of such kind of attack is the famous virus that called “I love you”. This virus spread 
by emails and the subject line was “I love you”. It has attacked millions of computers because 
the users didn’t have the proper awareness and avoid opening emails from unknown sender. The 
action of opening email by users let the attacks to be very affected and to be spread  rapidly 
(Bimal Kumar Mishra, 2013). 

Another example of human factors that cause the spread of malware is the patch or security 
update that often released by vendor ,but the end user didn’t apply such update which keep him 
under risk to be targeted by malware (Seideman, Khan, & Ben Brahim, 2013).   

Regrettably, there is no real solution that enforces the users to keep up to date, even though 
operating systems are designed to be updated automatically, users or administrators can always 
change that option and control the update or prevent it. In some cases, if the computer is already 
infected, then any update will not solve the problem or may not even been applied correctly 
(Seideman et al., 2013). 

Malicious attacks success depends on both human and technical factors, and best security policy 
can be failed if the users weren’t skilled enough. Many significant researches study the technical 
part of malware attacks and their countermeasures, there are a few of them who study how 
human fabackctors affecting on the malware attacks and malware defense (Lalonde Levesque, 
Nsiempba, Fernandez, Chiasson, & Somayaji, 2013). 

Abraham and Chengalur-Smith (2010), is one of the significant studies in the field. They argue 
that the attack vector is a combination of psychological and technical ploys which include 
provoke the user to execute the malware. They mention some general approaches when such 
attack occur, and propose many recommendations as countermeasures. The study covers all the 
aspects of human factors depending on the statistic and reports of antivirus companies such 
Symantec, Trend and present comprehensive description of malware occurrences.  However,   
(Abraham & Chengalur-Smith, 2010), addresses that the human factor in depth, but it focuses on 
humans’ contribution of malware and suggest some recommendation which are theoretical and 
not have been examined in real world scenarios. 
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There is still lack in knowledge of how to influence the humans to adopt the countermeasures in 
order to mitigate the spread of malware. Hence, we will adopt case study method in our research 
since the human factor is a phenomenon that related to the real life context.  

Lebek, Uffen, Breitner, Neumann, and Hohler (2013), show that 50% of researches in the field of 
awareness and behavior adopted the empirical research method which counts on the self-report. 
The research argues that there is a lack of case study research method. It shows that both case 
study plus the action design research are only 13%.  

This study tries to explore the practical aspect of the human factor in terms of malware 
spreading. It studies the existing countermeasures that are used to mitigate the humans’ 
contributions in malware spreading and how to influence the humans to follow those 
countermeasures. 

1.2 Problem Description  
The people are the weakest link in any security chain (Grandjean, 2008). Even though the 
defenses against the security attacks are continuously developed to handle the evolution nature of 
attacks, the user stays unchanged. This fact is exploit widely from the attacker who find social 
engineering is a quicker and more efficient way than the other such as find software vulnerability 
or make the malware complex to bypass security controls (Grandjean, 2008). In social 
engineering, the attacker works on humans’ feelings and ideas to attract the victim to perform 
something that the attackers want (Grandjean, 2008). 

In the first half of this decade, most of the attacks are performed by exploiting weakness from 
technical aspect. For example exploit an integer overflow, stack, heap and format string 
vulnerabilities. Nowadays those techniques are not a big threat in many used software like 
Microsoft since those companies emphasize the security in their writing code and implement 
assurance testing (Abraham & Chengalur-Smith, 2010; Grandjean, 2008). So the attacker enters 
new phase of exploiting vulnerabilities which is exploit the weakest link ‘the user’ by using 
social engineering. Whatever the protections mechanism that the venders support their software 
with, the social engineering can destroy everything since the user click on the link that provided 
from the attacker (Grandjean, 2008).  

This fact highlight that the security policy and technology alone cannot provide protection from 
malware. They will be effective only if they are accepted and adopted by employees. Increase 
user awareness and provide training program will help the user to adopt the solutions.  The 
attackers use different strategies that make it hard for end user to recognize between the 
legitimate  and non-legitimate  email or website, so it is important to have ongoing training 
program (Abraham & Chengalur-Smith, 2010). 
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1.3 Motivation 
Malware attacks are increasing constantly and many organizations are suffering from malware 
attacks. In general approximately 49% of organizations suffered from a successful malware 
attacks and 22% of  those organizations have been attacked  26 times or more during the last 24 
months  (Cohen-Abravanel, 2013). The malware attack leads to extreme consequences of 
damaging and waste of money and time. According to Kaspersky survey one attack would cost  
$600 per one user ("Security in а multi- device world: the customer’s point of view," 2013). The 
2013 Cyber Security Survey shows that the traditional defense software cannot keep up with the 
advanced threats and malware (Department for Business, 2013).  

Antiviruses provide protection from known malware, but they do not have the ability to protect 
against zero day attack which means there is a threat to be attacked until the antivirus vendors 
release a patch. Some types of attacks can make extreme damage in very short time for the 
example Slammer worm in 2003, this worm made a denial of service on some Internet hosts 
which led to slow down the internet traffic terribly. The fast spreading of this worm caused to 
infect 75,000 victims within only ten minutes (Bimal Kumar Mishra, 2013). Since any malware 
need a humans’ activation to perform its malicious task, so it is essential to focus on the human 
factor.  There are already some countermeasures that are applied to mitigate the malware but not 
all organizations taking into account the human factor, or the employees themselves do not 
follow those countermeasures. The level of humans’ implementation depends on many factors. 
To reduce the spread of malware, it is important to put the countermeasures that control human 
factor and to make those countermeasures effective, it is important to understand how to 
influence on humans to follow them to mitigate the spread of malware. 

1.4 Research Questions  
How to influence the human factor to mitigate the spread of malicious code? 

This question is divided into three sub- questions: 

RQ1- How the humans contribute in the spread of malware? 

RQ2- What are the countermeasures that can mitigate the human factor in the spread of 
malware? 

RQ3- How to influence the humans to adopt the countermeasures by using protection motivation 
theory (PMT)?  

In order to answer these questions, both literature review and interview have been used.  

1.5 Potential / Expected contribution to research? 
This research provides a better understanding about how to influence the people to mitigate their 
mistakes that cause the spread of malware.  Some recommendations are suggested about both 
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what are the necessary countermeasures and how to influence the humans to follow those 
countermeasures.  

1.6 Organization of Thesis  
This thesis is organized as follows; chapter one is concerned the background, problem 
description, motivation and research questions.  

Chapter two introduces the literature review process and theoretical background. The literature 
review covers; human factor, social engineering, malware, ways of humans’ contribution in the 
spread of malware, countermeasures. 

Chapter three is concerned the theoretical framework. The protection motivation theory is the 
framework that used to guide the interview as well as the process of analysis.  

Chapter four is about methodology. It explains the case study, the interview process, and the 
process of data analysis.  

Chapter five introduces the empirical finding. Chapter six is concerned the discussion while 
chapter seven is about conclusion and future work.  
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2 THEORETICAL BACKGROUND 
This chapter highlights the human factors in information security in general as well as malware 
issues, and then it narrows down human factors in malware and their countermeasures.  

2.1 Human Factors 
There is an old adage says that People are the weakest link of the information security chain 
(Oltsik, 2013), as they usually don't comply with security procedures. There are many factors 
that influence user perspective regarding information security; those factors can be classified into 
two levels: -  

 Organizational level: - From the employee perspective, the main task is to accomplish 
the job. Since the information security procedure may interfere with employee job, the 
employee thinks that information security procedure is an obstacle to job achievement, 
then from employee perspective the information security procedure will affect employee 
functionality, usability and efficiency, and then the priority will be for the daily work 
higher than the security issue. Based on that, the organization must trade-off between 
information security procedures and employee functionality (Albrechtsen, 2007).  
 
Sometimes the fail to comply with information security procedure cause by the 
unaffected-management of information security, for instance, organizations have  their 
own security policies ,but they fail to achieve their goal in explaining the concept of 
information security, because it is too long or its contents too technical details, 
furthermore the users could not understand the relationship between their daily work and 
the policy (Höne & Eloff, 2002).   
 
The effectiveness of the policy does not depend on the right content, instead it depends 
on the way that is documented and how it is explained to the user. To enhance the 
effectiveness of the policy, the security awareness program should highlight on the 
reasons behind those policies and how they are important to the organization. The 
education program should cover the real security threats and show the vulnerability. That 
will increase the user awareness and help them to recognize any suspicious activity 
(Colwill, 2009).  
 
Another example of unaffected-management of security is that the organization provides 
an awareness program, but it is not effective. Albrechtsen (2007), argues that traditional 
awareness programs are ineffective .He showed that the awareness campaigns based on 
media and the document guidelines concern the expected behavior had low influence on 
users and they are valueless because there is lack in motivation for information security 
and there is lack in awareness about risks and how those risks can be handled, in other 
words they do not have acceptable level of perceived risks concerning their own work. 
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Organizations sometimes fail to motivate the employees to comply with the information 
security procedures. Herath and Rao (2009), argue if the employees realize that their 
behavior make difference and leads to achieve organization goals by having secure 
environment, they will follow the security policy. In order to have an effective 
information security management it is essential to impacts user’s motivation, awareness 
and behavior (Albrechtsen, 2007).  

Another organizational factor that influences the user is the social interaction at the work 
place. Herath and Rao (2009), research show that social interaction has a significant 
impact on the humans’ behavior and it shows the complying with policy by the others has 
significant impact on the intention to comply by them. 

 Individual level: - In some cases the employee’s goals conflict with the organizational 
goals (Gonzalez & Sawicka, 2002). Sometimes the employees attack their organization 
due to personal issues. Colwill (2009), argues that the insider threats by employees are 
considered as high risk to the organization since the employees have legitimate access to 
the information assets of the organization. The employees can perform greatest damage 
since they know where the valuable information assets are located and they know exactly 
how and when to attack without leaving evidences, furthermore they can easily bypass 
multi-layers of protection countermeasures due to the privilege access that they have 
(Colwill, 2009).   
In addition, one of the factors that influence the individual, is how perceived the risk. The 
individuals usually take decision according to their risk estimation, so if  IT users 
perceived the risk of threat, this will influence their response to that threat (D.-L. Huang, 
Rau, & Salvendy, 2007).  People are often simplifying the process of risk assessment by 
shortcutting the process of decision-making based on their heuristics and number of 
processing biases information (Tversky & Kahneman, 1974). In general, evidences show 
that people have imprecise risk perception, that’s why the biased and heuristic of users 
take a place in risk perception (Lichtenstein, Slovic, Fischhoff, Layman, & Combs, 
1978). Users who accurately perceived information security risk tend to act appropriately.  
Hence it is vital to understand the factors that influence risk perception. 

According to survey conducted by D.-L. Huang et al. (2007), on 602 people and their 
perception for different information security threats , they concluded that risk perception 
of information security can be categorized under six factors which are knowledge, 
severity , impact , controllability, possibility and awareness and when users have little of 
knowledge there is high possibility of risk occurring.  

Other researches have classified risk perception factors in different areas for 
instancePattinson and Anderson (2006), suggest that security risk perception can be 
influenced by factors such as mood at specific time, media news, technical knowledge, 
past experiences. 
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Parsons, McCormac, Butavicius, and Ferguson (2010), classify the factors that influence the risk 
perception of user as below: -  

1. Level of Knowledge: - User knowledge is a vital factor to reduce the probability of 
system breaching.  
The lack of knowledge can be intensively influence risk perception and proper decision-
making (Fischhoff, 2002). Many users have lack of knowledge in technology, hence their 
decision will not accurate in terms of information security. (Lacohée, Phippen, & Furnell, 
2006). 
A study conducted by Adams and Sasse (1999), shows that most of users have lack of 
knowledge about the secure password and very few of them aware of how password can 
be hacked, that’s why users are often use simple password in order to memorize it, which 
make system easy to be breached. 

2. Unrealistic Optimism: - Most people think that they are not subject to risk, on the 
contrary they think that other people are more likely subject to risk (Gray & Ropeik, 
2002). Analysis study by Sjöberg (2000), where people asked who is the most subject to 
risk, themselves or their family or the general public, the lower results were for the 
individual, then for family members and higher results were for general public. This kind 
of bias is applicable in the information security as most of users think that they are not 
targets of hackers, as they don't have valuable information that attract the hackers 
(McIlwraith, 2006). In general people are tend to underestimate the probability that their 
behavior would lead to system breach and that’s why they neglect system updating , or 
security patches or system security policy(Mitnick & Simon, 2009). 

3. Level of Control: - As users think that their personal computers are under their control, 
they tend to be less care about threat which would lead to system breach. in additions 
user have unrealistic optimism for the risk perception that used to be under their control 
(Kreuter & Strecher, 1995). 

4. Availability Heuristic: - People tend to judge event based on how easily can remember it 
and how it related to media coverage (Tversky & Kahneman, 1974). However according 
to Lichtenstein et al. (1978) most of media coverage are not correlated with risk 
frequency hence people will have inaccurate risk perception. Furthermore, as security 
breaches are not so often, the heuristic lead the user to underestimate threat(Slovic, 
Fischhoff, & Lichtenstein, 1977). 

5. Risk Homeostasis: - This theory suggest that individuals response are changed according 
to their perceived level of risk, which mean they become more carefully if the risk was 
high and vice versa (Wilde, 2001). Hence this phenomenon could affect users risk 
perception and reduce their understanding for information security threats (Stewart, 
2004). For instance defense technologies like firewall, antivirus and any other security 
tools make the user to act more inaccurately or in risky way   (Mitnick & Simon, 2009). 

6. Cumulative Risk: - The probability of an event occurring in a specific day or time are 
very small, however over time this probability will be increased (Fischhoff, 2002).  For 
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instance, the probability of hacking weak password would be small, but by time goes this 
probability will be increased. Individuals have lack of understanding the cumulative risk 
(Slovic, 2000). So there is a big possibility that they will take small risk which may lead 
to big consequences in the future, in addition, one user cumulative risk may not lead to 
high risk, but cumulative risk group of user’s mistake may be substantial. 

7. Omission Bias: - Is the opposite of action bias which suggest that people are more 
acceptable of omission bias and their judging for harmful bias is always worse  (Ritov & 
Baron, 1992). For instance changing password regularly is very important for security, 
however failure of such routine considers as omission bias. 

8. The Role of Familiarity: - A study by Ortiz, Resnick, and Kengskool (2000), show that 
people are less compliant to safety instruction when using products that they are familiar 
with. In other words people are more willing to take risk with the familiar task.  This 
aspect is related to user knowledge factor which emphasize the importance of user 
education. 

9. The Role of Framing: - This factor is based on the prospect theory which suggest that 
people make decision based on their subjective value for the losses and gain(Schneier, 
2003). From security perspective, risk-taking strategy is taking place if the risk present 
possible losses, on the other side risk-aversion  will take place if the risk presents possible 
gain (Kahneman & Tversky, 1979). Based on that, people are more probable adhere 
information security roles if the outcome presents possible gain. 

10. The Role of Social Factors: - Groups norms influence user behavior, according to 
McIlwraith (2006), shared password between group of colleague present the trust 
between them, so refusing share the password would give impression that this person 
doesn’t trust his/her colleagues.  

11. Personality and Cognitive Style: - Lopes (1984), suggest that people can be classified into 
two types; risk avoider and risk seekers. This tendency factor can anticipate of how 
people deal with risk. Lopes (1984), conclude those risk avoiders are more care about the 
bad results while risk takers are more care for the good results. Such discrepancy are 
probably affect people tendency in terms of dealing in information security.  

2.2 Social Engineering  
Social engineering attack can be defined as psychological manipulation of people to make them 
reveal confidential information, or gather information that will be used later for purpose of 
attack, fraud or system access(Anderson, 2008). 

Social engineering exposes system vulnerabilities and highlights the lack of awareness that 
cannot be detected by any technical defense solution (Winkler & Dealy, 1995). 

Social engineering facilitates hacker attacks, which in many cases are not possible to be done 
without the social engineering. For instance, one of the biggest social engineering attack in 
united state telecommunications system were done after getting sensitive information in the 
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garbage of New York Telephone Company(Slatalla & Quittner, 1995). The negligence or lack of 
knowledge in the information security of New York Telephone Company employees caused 
system breaching.  

Usually, there are common approaches to implement social engineering attack, Allen (2006), 
state that any criminal has common approach, and such approach is exist in social engineering 
hence it can be recognized and prevented. There are four essential stages in the social 
engineering attacks which can be classified as below (Catledge, 2005).  

1. Collecting Information: - At this stage, attackers collect information about the victims 
whether a person or organization, or collect information that will lure the victim and 
make them expose the desired information. The collected information can be relationship, 
social activities, photo, interests, birth date… etc. 

2. Development of Relationship: - Developing a relationship with the victim will make 
getting information much easier, for example, attackers may present themselves as senior 
member of a company to increase the trust of the victim.  

3. Exploitation of Relationship: - Attacker will manipulate the victim to obtain information 
like username and password, or push the victim to make an action which not usually by 
the victim. 

4. Execution to Accomplish the Goal: - as soon as the attacker gets the desired information, 
he will use it to access the system and accomplish his goal. 

Peltier (2006), states that social engineering is about deceive the victims and give them what they 
want based on their characters and he classified those characters in three categories  

Desire to Be Helpful: - Most of companies emphasize about customer care and good response 
towards customers, hence employee has the desire to be helpful and such approach could lead to 
breach so much information. 

A Tendency of Trust People: - Humans tend to trust others until they prove otherwise, hence 
employees need to be trained to evaluate such tendency.    

The Willingness to Cut Corners: - People sometimes get lazy which make them do mistakes like 
post important information on the screen, or write password on paper and leave on the desk. 

2.2.1 Social Engineering Techniques 
Social engineering can be done via different techniques   

1. Dumpster Diving: - This consider one of the oldest forms of social engineering attacks, 
nowadays dumpster diving called trawlers , where people are willing to dive inside the 
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garbage to get information. Many company throw their information to garbage without 
take any action like burn them or shred them (Peltier, 2006). 

2. Pop-up Windows: - Program that generates pop-up windows tells the user that there is 
problem in connectivity and require the user to enter his username and password (Gulati, 
2003). 

3. Personal Staff: - With program like Photoshop and such technology it is easy to make 
fake staff ID and get their dress and pretend to be as a legitimate person (Gulati, 2003). 
For instance unauthorized person can plug USB and spread malware inside the system.  

4. Website: - Many website collect information about users and they are legal, and provide 
too much information. Hackers use such information to implement attacks (Peltier, 
2006). 

2.2.2 Reverse Social Engineering 
It is another form of social engineering attacks when the victim asks question instead of the 
attacker. Allen (2006), classify reverse social engineering in three steps: -  
 
 Sabotage: - Once the attacker gains simple access, he will either corrupt the machine or 

make it look like corrupted, then the user will see the problem and try to get help.  
 Marketing: - Make sure that the user will call the attacker. The attacker needs to advertise 

his contact by either leave business card or placing his contact around the victim. 
 Support: - In this stage the attacker pretend that he is assisting the user while he is getting 

the information that he wants.  

2.2.3 Countermeasures to reduce social engineering attack 
Management Awareness: - People in management position need to understand and identify 
which asset require protection and why, such approach will help to take the necessary protection 
measure against associated attacks (Allen, 2006). 

Security Policy: - Implement security policy is essential, for instance monitor usage, user 
auditing, block suspicious websites, limit user privilege on their computers …etc. limit user 
privilege on their computers …etc. (Gulati, 2003). 

Management Security Policy:- Should be also adopt it, and make sure that staff are adhere to it, 
for instance email work should never be used for personal purposes (Peltier, 2006). 

Physical Security: - Accessing to computer facility should only permit to the authorized staff, 
also identify visitors, contractors, employee by different badges and encourage the employee to 
look at the badges (Allen, 2006). 

Education and Awareness: - In order to make security and management policy and other security 
procedure effective, employee need to be trained on those procedures and make sure they are 
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aware of information system risk. A good practice to keep employees informed is special 
webpage that concern only about security and company procedures (Peltier, 2006). 

Limit Data Leakage: - Limit the amount of public data will reduce the probability of attack or it 
is effect, for instance, on company website change the using title such as region manager instead 
of employee name. (Allen, 2006). 

Incident Response Strategy:- Such strategy make sure that if employee under stress situation will 
follow exactly company procedure, (Allen, 2006). 

2.3 Malware  
A malicious software can be defined as a set of instructions that makes the system do arbitrary 
activities for the benefit of the attacker (Ivory & Hearst, 2001). Experts  of Cyber-security 
consider the malware as the primary weapon to perform malicious intent in the cyberspace due to 
the increase and sophistication of fast growing number of malware (Jang-Jaccard & Nepal, 
2014). Oltsik (2013), shows that 47% believe that the malware attack has increased more 
frequent than 2011 and 43% claimed that the malware is more stealthy in compare in 2011. 
Some malware mutates their code to shrink the anti-viruses detection. This feature in malware 
called polymorphism.   
 
The malware can infect anything from end user, network devices such as router, switches etc., 
server and process control system like Supervisory Control and Data Acquisition (SCADA).  
 
In the past, malware was written to show security vulnerability or to brag the technical abilities. 
Nowadays attackers seek to achieve different purposes via malware. They use the malware to 
steal sensitive information like personal, business or financial information for the benefit of the 
attacker (Cluley, 2010; Schultz, 2006).  For instance the attacker uses the malware to attack the 
government or corporate websites either to collect guarded information or to destroy their 
system. In another situations, the attacker uses the malware to attack individuals to steal personal 
information such as credit card number or social security number for profit purposes (Bayer, 
Habibi, Balzarotti, Kirda, & Kruegel, 2009). For instance, using malware for black market by 
sending spam emails or displaying unwanted advertisement (Jang-Jaccard & Nepal, 2014). 
There are many types of malwares which is indicated as below: - 

 
2.3.1 Viruses   

Back to the 1980's,Spafford (1989) defined viruses as  a piece of code that cannot run 
independently instead it needs another programs; including the operating system; to perform its 
malicious actions, in another word, it cannot be activate without run its host program. This 
behavior is similar to biological viruses which cannot be alive unless they infect host cells and 
corrupt them (Grégio, 2012). 
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Computer viruses can cause damage to the hardware or software. The viruses have been founded 
before the days of Microsoft DOS system, but they became vigorous after 1990s due to the 
internet and the removable media (Bimal Kumar Mishra, 2013).  According to the anti-phishing 
group the viruses reported 14, 24% of all malware in the second half of 2012 (Jang-Jaccard & 
Nepal, 2014). 

2.3.2 Worm 
Worm is a program that infects the computer system and it has the ability to run independently 
without depending on the other program and it replicates itself to infect another machine. The 
name worm refers to the similarity between the computer worm behavior and biological 
tapeworm which is  a parasitic organism that reside  inside a host and uses the host resources to 
maintain itself (Spafford, 1989). 

The worm has the ability to propagate without any humans’ intervention. The copying nature of 
a worm, consumes the system memory of the infected machine which cause system freezing and 
crashing (Bimal Kumar Mishra, 2013). 

2.3.3 Trojan Horses 
A Trojan horse is a program that looks as a legitimate program, but secretly performs its 
malicious actions. The Trojan can cause serious damage once it runs on the computer. The 
consequences of Trojan attack are different, as some of Trojans destroy information on system or 
delete files, other Trojans create backdoor that gives the attacker access to the system to 
compromise personal or confidential information (Bimal Kumar Mishra, 2013). 

According to Anti-Phishing group report Trojans considered as the most threats in malware due 
to the spectacularly increase number. It presents 73, 13% of all malware in the second half of 
2012 while it represented 60% in 2009 and 73% in 2011(Jang-Jaccard & Nepal, 2014). 

2.3.4 Rootkits  
Rootkits is a malicious program that designed to stay mysterious and undetectable in computers. 
It controls the computer system by infects the kernel (Ramani, Kumar, & Jacob, 2013).  The 
Rootkit almost used to take control and monitor the website activities such as bank transactions 
(Abraham & Chengalur-Smith, 2010). 

2.4 The mediums to spread malware  
There are many mediums to spread malware. the most commonly mediums are; phishing, spam, 
and drive-by download(Jang-Jaccard & Nepal, 2014). 

2.4.1 Phishing 
In the phishing attack, the attacker does not look for vulnerabilities in network and software 
instead the phisher try to lure the user by pretending to be someone else to get confidential 
information such as credit card number or password (Erkkilä, 2011). Most of phishing scams 
depend on trick the user to visit malicious website that appear like legitimate. The user enters 
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personal information into the  malicious website which is used then by the phisher (Jang-Jaccard 
& Nepal, 2014). 

2.4.2 Spam 
The spam means sending unsolicited messages into thousands of recipients (Jang-Jaccard & 
Nepal, 2014). The spam consumes resources and used to spread attack like phishing attack and 
DDOS attack(Dhinakaran & Nagamalai, 2010). Based on the Message Anti-Abuse Working 
Group report (Jang-Jaccard & Nepal, 2014)88%-92% of email that is sent in the first half of 
2010 contained spam.  

2.4.3 Drive- by download 
It means the malware is downloaded from the internet without user awareness. This medium 
used by attacker widely to spread the malware. It can be done in different situations such as 
visiting web-site, when user click on fake pop-up windows or when the user view an email 
message (Jang-Jaccard & Nepal, 2014). 

2.5 Social Engineering Malware  
Incidents caused by social engineering malware have been increased enormously (Abraham & 
Chengalur-Smith, 2010). However, the end user is the key to make social engineering malware 
successful, as it needs to be activated and run on the host without disruption. Hence, if the 
malware already prevented from reaching the user, then the attack will fail, so identifying attack 
methods are essential to address the necessary countermeasures. 

2.6 Humans’ contribution in the spread of malware  
As indicated in social engineering malware section, most of time people who open the door to 
the attackers, attacker use different way to make user take an action which activate the malware. 
For example manipulate the curiosity of user or make the user in anxious feeling to direct him / 
her to the attacker’s desired action (Abraham & Chengalur-Smith, 2010).  There are several ways 
that the humans contribute in the spread of malware. Abraham and Chengalur-Smith 
(2010)described many ways of spread malware. We adopt these ways as frame work to our 
literature review and we added the BYOD to them. 

2.6.1 Email 
The malware can be in the form of email attachment or as a link that head the user to malicious 
page which look like trusted webpage. The malware can infect all the email contacts and spread 
among them (Abraham & Chengalur-Smith, 2010). According to Field (2013) 31%  consider  
that mail server and exchange mail servers as the most vulnerable hosts to the cyber –attack.  

The most popular ways of malware spreading through e-mail can be categories into two areas: 

1- Phishing: - The phisher use spam to spread Phishing mail into millions of users 
(Dhinakaran & Nagamalai, 2010). The phisher also use the email to spread DDOS attack. 
In DDOS attack the entire domain is targeted which cause service interruption. The 
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malicious code will be downloaded into the infected user machine from the attacker’s 
machine and cause damage to the victim’s network. (Dhinakaran & Nagamalai, 2010) 
shows that phishers are more depend on social engineering instead of software 
vulnerabilities. The phishers mostly used some common ways of luring as following:-  
 The senders account is an important way of luring that the attacker uses to steal 

sensitive information. The attacker tries to design the sender account as the format of 
a legitimate user account which also includes sensitive words like support, customer 
service, client service and other words that lure the victim and make him/her believe 
that the email sent from people who are in the responsibility to have access to 
customer’s information. The email contains links that lead user to fraudulent 
websites. The fraudulent website is designed to be like another legitimate one. The 
URL of the phishing site contains the target’s name, but its length it is different from 
the original one. The domain name of the phishing site is different from the regular 
English letter frequency. (Dhinakaran & Nagamalai, 2010). 

 
 The subject line: the attacker uses an attractive subject to approach the user to open 

the spam. For example;   message from the bank, to account confirmation, update 
details and security warning(Dhinakaran & Nagamalai, 2010). 

 To lure the user and make her/him thinks that the email is legal; the phisher always 
sends reminder emails. In the second email the phisher changes the subject and 
contacts the user again. A different email account is used to send reminder or 
confirmation mail. The conformation email address includes word (reference id) to 
make the user comfortable that it is a legal reminder (Dhinakaran & Nagamalai, 
2010). 

2- Botnet: - The botnet plays an important role of spreading malware. The attacker uses bots 
to send spams to spread a malware. The spams contain links that direct the victim to the 
file which is hosted on the botnet again or to website where automatically install 
malware, taking advantage from the browser vulnerabilities. The social engineering 
techniques are used to attract the user to click the link in the spam such as disavow  the 
message as coming from friend containing photo taken together or as news digest with 
exciting headlines.(Emre, 2011) . The bot consider as the most originate of the spams that 
used by hackers today.  

2.6.2 Web-based 
A Web-based malware attack is usually done by downloading and installing of malware  on the 
victim computer due to visit an infected website ( landing website) (J. Chang, 
Venkatasubramanian, West, & Lee, 2013). The versus web applications represented more than 
60% of the total attack of the Internet (Onarlioglu, Yilmaz, Balzarotti, & Kirda, 2012). 
The malware spreads in different ways via website as indicated below:- 
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1. The advertisements represent an important income for huge number of websites. Those 
advertisements are provided by third party ad syndications. Many of legitimate websites 
are engaged in spreading of malware because of unsafe advertisements (J. Chang et al., 
2013) . Onarlioglu et al. (2012), shows that the trick banners influence the user decision 
effectively to click them. Trick banners are common in website that concern file sharing. 

2. Drive-by downloads is the process of installing malware on the victim’s device once 
he/she visit a malicious website (Emre, 2011). In another word, it is the process of 
downloading that take place without user’s awareness (Jamet-Fournier, 2010). Day, 
Palmen, and Greenstadt (2009), suggest that most common way of malware distribution 
on the internet is driven by download from trust websites. 
77% of websites that were responsible to spread of malware were legitimated websites 
before they had been compromise. This study were between June 2008 and June 2009 by 
Websense, which is a web security company (Jamet-Fournier, 2010). 

3. According to Afroz and Greenstadt (2011) 90% of the users are  victims to malicious 
website because they depend on the web appearance when they try to indicate the web’s 
authenticity.  Users do not realize that the well phishing sites are designed to be exactly 
look like the legitimate one. Most of users do not know how to recognize the valid SSL 
connection and how to inspect the domain name. When they try to check, they mostly 
depend on the phishing toolbar which give different indications of a website’s 
authenticity and raise different flags that are often misunderstood or ignored by the user 
(Afroz & Greenstadt, 2011).  According to Onarlioglu et al. (2012),  most of user make 
their judgment about the website’s authenticity depending on the long of the URL. This 
study shows that non-technical are beguiled by shortened URL, and they do not know 
that there are web-security tools which used for expanding shortened URLs.   

4. The attackers exploit users’ awareness about the importance of protection their computers 
and employ social engineering to spread fake antiviruses.  Unfortunately, many users 
paid fake subscription fee and disclose personal information to the attacker (Rajab, 
Ballard, Mavrommatis, Provos, & Zhao, 2010). According to Rajab et al. (2010), 15% of 
all detected malware on the web are Fake Anti- Viruses. This type of attack frequently 
happens via website (spam websites and on-line Ad) to spread into more users. The fake 
antiviruses present 50% of all malware that spread through Ads. Since this attack depend 
on the social engineer , so increase the user’s awareness is demanded(Rajab et al., 2010).  

2.6.3 Social Software 
Social media like Facebook, Twitter, are very popular and for attacker it considered as a very 
good environment for spreading malware. The attacker exploits the trust relationships among 
(friends) in social media since the user has a high degree of trust in the messages that come from 
friends. From the attacker point of view, the social media represent a new way to reach to the 
victim and he/she takes advantage from the personal information that published in those media to 
confirm more convincing social attack to spread the malware (Irani, Balduzzi, Balzarotti, Kirda, 
& Pu, 2011). 
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The Koobface worm is an example of social attack, this worm spread through Facebook, when 
users receive a message from friend that contain an embedded web link which directed to a 
spoofed web page. The user was asked to install a flash update which eventually install the worm 
into the user machine (Abraham & Chengalur-Smith, 2010). The attacker takes advantage from 
some social software features to spread malware as following:- 

 Rich environment of information to identity theft because people share a huge amount of 
personal information such as pictures on one site, birthday on another and address on the 
third and phone number on the fourth, and so on. What they do not realize that the 
attacker can collect this information from many websites and build a comprehensive 
picture about the user. Which can use by the attacker to perform identity theft (Oxley, 
2011). The attacker can use these treasures of information to perform social engineering 
attack, furthermore the user can be lured by the level of personal information in the 
message that lead the user to trust the sender and open the message which  contain 
malware (Grandjean, 2008).  

 The social media allows the user to run applications like games that belong to third party. 
Those application can access the user’s personal information without the privacy setting 
that exist in the social media website(Thomas, Grier, & Nicol, 2010), furthermore some 
applications do not concern the security issue or they are written by the attacker 
themselves (Oxley, 2011). 

 One of the services that provides by social media is attached files, share pictures and 
video. Theses attached files could be malware. If the file name is related to the user, the 
user will probably open it. For example, if an employee of one organization received a 
message from co/worker, the employee will most likely open the file (Oxley, 2011). 

 One of the important features of social media is the ability to find new friends. For 
example the social media recommend some potential friends that are identified 
automatically. The software of the social media  analyze  user activities to find two users 
that may know each other and suggest new friendship when the user log in (Irani et al., 
2011). Another way that used by social media to suggest new friendship is the email 
address, whereas the attacker aims to exploit those friendships recommendations to 
develop a fake profile of an imaginary user to be suggested to the victim. If the user 
attract to those fake recommendations, he/she will attempt to contact the attacker which 
leads to spread of malware.   

 Sometimes the attacker tries to trigger the potential victim’s curiosity by browsing his or 
her profile page. The attacker hope that the target will visit the attacker profile when he/ 
she sees the notification that his/ her profile page has been  visited (Irani et al., 2011). 

 The attacker tries to increase the level of trust which make his mission easier by 
pretending as he/ she one of the target’ friends (Jagatic, Johnson, Jakobsson, & Menczer, 
2007) or by inserting the attack during chat conversation (Irani et al., 2011). 

 One of the ways of spreading malware through social media is the applications as well as 
like endorsement. According to T.-K. Huang (2013), half of the spam and malware which 
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spread through the Facebook, were through clicking like / share  button on websites 
outside Facebook. 

2.6.4 BYOD 
Bring Your Own Device: - Refer to laptops, tablets and Smartphone. Those devices escalate the 
productivity, therefore a lot of organizations adopt them, but unfortunately they do not take into 
account security risk of those devices as they may be the source to spread malware into the 
organization. The BYOD adds new issues of endpoint security which are device and location, the 
personally device is a wildcard since the organization does not know if those devices have 
security measures otherwise they can provide network security measure just when the user 
connects on the network. The second factor is the location, many BYOD devices are existing 
outside the organization and they may connect into unsecure network that will expose them to 
the risk of attack, so the organization should take into account the location issue (Tokuyoshi, 
2013).  
In 2010, “zombie” virus infected more than one million Smartphones. This virus was hidden in 
bogus anti -virus applications in China. Another case, in Lithuania, where infected iPhone 
enabled the criminals to control it remotely (Astani, Ready, & Tessema, 2013). 

2.6.5 Portable Storage Drives 
Many devices can be connected via a USB port. Such as  memory cards (CompactFlash, Secure 
Digital, Memory  Stick), iPods, flash drives, and those devices can contain malicious code that 
can bypass security control of the organization (Tetmeyer & Saiedian, 2010). An example for 
such attack is Stuxnet worm that infect the Iranian nuclear program at least 14 industrial sites 
were infected. It spread through  USB (Kushner, 2013).  
According to Field (2013) survey more than half of the organizations are able to block the usage 
of removable devices such as USB flash, whereas, 30% are not. 

2.6.6 Working at Home 
It is very often that people work at home using their home PCs. A study shows that remote 
workers are used to be less aware of information security commitment  (Inc, 2006).  On the other 
hand, home computers are used probably by  other family members who may not  have any 
security awareness (Abraham & Chengalur-Smith, 2010).  

2.7 Countermeasures 
There are many countermeasures to mitigate the humans’ contributions in the spread of malware. 
The countermeasures cover the following areas:-  

2.7.1 Increase User Awareness of Information Security 
The most successful malware attacks are caused by lack of user knowledge about cyber-
attacks(San Jose, 2013) . A survey conducted by Department for Business (2013) shows that 
42% of large organizations don’t provide any security awareness training to their employees, in 
additions 93% of companies who have lack in the awareness of  security policy, had staff-related 
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violates. Study conduct by Al-Hamar, Dawson, and Al-Hamar (2011) show the importance of 
education as a way to protect against phishing by demonstrate how easy to attack people that 
have lack in security awareness.  

2.7.2 Monitor Home Use 
The new work environment allows employees to work from anywhere and anytime; make the 
employees using E-mail from various devices and different locations. The organization should 
take into account this type of access seriously. It should provide the employees with devices that 
have updated antivirus on the other hand the employees should have the responsibility to keep 
the home environment protected by buying security technologies to their own devices at home 
and keep them updated. Change the default setting of  the wireless router at home which almost 
work in default setting that prioritize the ease and accessibility over security (Abraham & 
Chengalur-Smith, 2010). 

2.7.3 Manage Personal Use of Work Computers 
According to Mastrangelo, Everton, and Jolton (2006) 88% of email work are used for personal 
purposes . The authorization and authentication level of employees will facilitate system breach 
for the hackers and put the organization’s network under risk (Abraham & Chengalur-Smith, 
2010). Organizations need to apply a policy that controls the personal use at work. However 
apply such policy can lead to negative consequences like blocking Internet access. Since we live 
in the age of communication, so employees need to be in contact with their families and friends. 
Such contact would increase job satisfaction and reduce the conflict issues that caused by 
workers’ families (Komatsu, Takagi, & Takemura, 2013). Therefore Abraham and Chengalur-
Smith (2010) suggest, that organizations can provide totally separated and dedicated 
workstations in lounges for personal use. These computers could be on totally different network 
with restricted access to organizational resources. 

2.7.4 Email 
The best way to deal with the malware that spread via email is a multilayer phishing defense, and 
increase user awareness (Dhinakaran & Nagamalai, 2010). 

 The following section describes some countermeasures that are suggested from previous 
researches: 

1. Educate the employees about the way of phishing and keep them update with the news 
form of phishing and social engineering and increase their awareness about the 
regulations of acceptable use of email and the policy that related with email (Pandove, 
Jindal, & Kumar, 2010). 

2. If the organization couldn’t deal with the email security issues, they can outsource email 
security. The outsourcing solution has many names, such as managed security services, 
security in cloud. The strategy of outsourcing email considered as the most strategy that 
adopted by organization more than 150% or organization adopt outsourcing security 
solution  (Pandove et al., 2010). 
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3. Update the email protection whenever they are available instead of follow schedule 
updating. The organization that depends on schedule basis updating will be vulnerable 
until the updating is installed (Pandove et al., 2010). 

4. Train the employees on safe email practice and re-enforce and update it continuously  to 
aware the user about the latest social engineering tactics (Pandove et al., 2010). Adopt 
embedded training to educate the employees about the fishing which means send 
phishing emails to the employees during their daily job. If they click the link, an 
intervention message appears to teach them how to recognize the phishing email (Sheng, 
Holbrook, Kumaraguru, Cranor, & Downs, 2010).  
Kumaraguru, Rhee, Acquisti, et al. (2007), found that this type of training is more 
effective than tradition one that depend on send email to the user concern the standard 
security notice. 

5. Create email abuse reports and review these reports to discover any abuse and identify 
the target of that abuse. It is important to review those reports by someone who can 
understand what they mean and has good knowledge about organization’s norms which 
help him/her to identify abnormal behavior. Those reports are very useful to design and 
implement email security policies (Pandove et al., 2010). 

6. If the user need to send an email to a group of people who do not know each other, it is 
important to use BCC instead of CC. because this one of the method that spammers uses 
to collect email address. And the user should put his/ her  own email in the field of  “to”  
(Pandove et al., 2010). 

7. Teach the employees to use meaningful subject line that describes what the email is 
about; this is so important to distinguish the spam from the legitimate email. Since the 
spam has deceptive subject line (Pandove et al., 2010). 

8. Deploy anti-malware technology software and hardware based product which can prevent 
risky attachment from reaching user’s inbox (Pandove et al., 2010). 

9. Teach the user to focus on the subject line and the sender of the emails determines the 
legitimation of the email (Oxley, 2011). 

10.  Use anti-phishing online game to educate the user good security habits which help them 
to prevent phishing attack (Sheng et al., 2010). Sheng et al. (2007), design anti-phishing 
game that depend on the learning science principles, and he showed that the user were 
better able to recognize fraudulent website after they have play the game. 

2.7.5 Web- Based:  Some of Suggestions Countermeasures Are 
1. Using the most updated plugins and browsers to minimize the number of vulnerabilities. 

This approach will help to mitigate the time between the patch installing and the time 
that the patch has been release (J. Chang et al., 2013). 

2. Antivirus Solution: - antivirus tools are vital on any operating system. One of the 
hacker’s goals is to install malware on victim machine, hence antivirus tools prevent 
such attack by removing any covertly fetched binaries. However, antivirus techniques is 
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based on signature checking which require constant update to be affected against new 
malware and viruses  (J. Chang et al., 2013).  
Mavrommatis and Monrose (2008), state that malware definition can never be absolute, 
as they keep developing always. He also shown that best antivirus software associated 
with latest update cover only 70% of detection against viruses and malware, hence such 
solution is not enough.  

3. Sandbox Solution: - Sandbox is a security mechanism that used to check untrusted 
software by providing an isolated environment with limited permission and resources to 
avoid system failure in case the software was harmful. En example of sandbox is the 
virtual machines. It is not easy to tune and configure the policy of the sandbox which 
considers the main drawback of this solution. On the other hand, malware that accessed 
by social engineering attacks lure the user to make wrong action that leads to breach his 
personal computer (J. Chang et al., 2013). 

4. Using ad block add-on to avoid trick banner (Onarlioglu et al., 2012). 
5. Increase user awareness about the meaning of indication-flags which used by anti-

phishing tools and browsers to indicate whether the site trust or not and emphasize that 
user should never  ignored them (J. Chang et al., 2013). 

6. Increase awareness of end user about social engineering techniques that distribute fake 
Anti- viruses software and other social engineer techniques (Rajab et al., 2010). 

2.7.6 Social Media 
Organization staff including managers, users and IT people must work together to mitigate social 
media threats (Oxley, 2011) , there are some approach needs to be followed to mitigate social 
media threats. 

1. Don’t open the unsolicited messages, same approach applied on messages that received 
via social network. It is important for the user to think with the following approach 
before opening a link. 

a. If the link consist of shortened URL. 
b. If the sender is known then it is better to ask for confirmation that the link is no 

harmful.  
c. Enter the link manually instead of click immediately on it. 

2. Its highly recommended to not divulge personal information that are not necessary on 
any website or social media, and user must set their privacy to the maximum level to 
mitigate identify theft attack . Full name, telephone number, home address social 
security number, family photo, personal and tagged photo all these are considered as 
personal information. 

3. Check all the permissions that are required by social media application such games, and 
add-ons. 

4. AUP (Acceptable Use Policy), developing AUP determine what kind of information 
allowed /not allowed, to be published on social media website. 
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5. Monitor or audit user behavior to make sure that security policy has been applied, and 
then update the policy for instance deciding which website are allowed and which are 
not , furthermore there are good filtering technologies that have advanced filters and can 
be tuned  according to various level of permission.  

6. Make sure that users are familiar with the organization’s AUP, and they understand it 
thoughtfully, by training them and provide awareness development at regular period of 
time. 

7. It is important to consider social media website that have clear security policy and dig 
into the specification of websites that have been recommended.   

8.  Review and study security procedure that are used by social media provider. 
9. Use sandbox as test environment for new social media website. 
10. Segment network that used for social media from other network that used for office and 

business use. Such design separate security breach in case they occur. 
11. Make sure that users are aware of computer threat and illustrate to them some examples 

to fully understand the risk (Oxley, 2011).  

2.7.7 Manage of USB 
The increase of use personal storage devices within the enterprise creates new types of endpoints 
that need to be secured. Leaving the portable devices that connect via USB ports unmanaged will 
create  a huge risk for organizations since they present a gap in organization’s security 
management (Garrity & Weir, 2010). The devices that connect via USB may be needful for 
system operations but; some features like auto-mounting, Auto-run, and auto-installation of 
drivers which make USB devices easier to operate; will open the door to attacker as well 
(Tetmeyer & Saiedian, 2010). According to Pham, Syed, and Halgamuge (2011) securing USB 
devices can be categories into three solutions: data access control, USB port access control and 
Acceptable Use Policy (Pham et al., 2011).  

1. The suggested data access control solutions comprise: -  
 Auto run feature should be disable  
 Restrict user privileges  
 The access to critical servers should be limited   
 The access to servers should be monitor  

2. The suggested USB port access control solutions comprise: - 
 Pham et al. (2011), suggests disabling USB ports and proposed many ways, for 

example by firmware, operating system settings, (BIOS) Basic Input Output System 
settings, third party utilities, or disable it physically by glue. However Garrity and 
Weir (2010) argue that banning the USB devices/applications is not the solution. 
Instead they suggest making control on those devices by implementing technology 
and persuasive users to do so. There are many vendors that offer those types of 
products that have the ability to control storage devices which plugged into USB. 

 Group Policy settings and Windows registry (Pham et al., 2011).  
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 Apply access privileges on USB ports by deploying third party utilities such as 
NetWrix, DeviceLock, and USB Blocker.  

 Prevent privilege escalation by move the USB driver implementation to user mode in 
case of buffer overflow attack on the driver is successfully conducted (Pham et al., 
2011). 

3. Acceptable Use Policy (AUP):- It is a management solution for USB security issues. 
AUPs need education and training programs that help the users to understand this policy. 
Garrity and Weir (2010) argue that the policy needs some solution to enforce it like 
education and have a procedure and guidelines.  

2.7.8 BYOD 
When an employee connects her/his personal devices (tablet, smartphone) to the organization’s 
network, will expose the organization network to security threats. Since the malware could 
spread from the personal devices into the organization network (Miller, Voas, & Hurlburt, 2012).  

 To mitigate the BYOD security issues, the organization should not deploy a default trust 
which means the traffic and the file that not identified as dangerous should not be trust, 
instead it should define as unknown. This will increase the organization’s ability to 
control who can access the critical resources (Tokuyoshi, 2013). 

 Perform   network access privileges.  
 There should be application access policy, and it is important to take into account the 

accessibility per user and per device. 
 Develop security policy that control a personal devices like install software to protect 

from malware and keep it update (Astani et al., 2013). 

2.7.9 Increase Employees’ Motivation to Follow Secure Practices 
The awareness solely, will not ensure employees’ compliance with security policies. It is 
necessary to motivate the employees to comply a security culture. For example reward the 
employee who keep her or his computer free from viruses (Abraham & Chengalur-Smith, 2010). 

2.8 Summary of countermeasures  
In table 1, we analyzed the countermeasures which are suggested by the previous literature. We 
classified each solution into specific category then we suggested what is needed to implement it.    
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Table 1: Summary of Countermeasures 

FIELD SOLUTIONS CATEGORIES COMMENT 

Increase user awareness of 
information security   

Increase awareness about 
email, website etc.  

Awareness It is important to increase users' awareness 
since the attackers depend on humans’ 
mistakes.  

Monitor home use 

Should provide the 
employees with devices that 
have updated antivirus 

Awareness  and 
Technology 

The management should have the awareness to 
provide these solutions and they should realize 
the importance of  updating  

Employees should protect  
the home environment by 
buying security technologies 
to their own devices at 
home and keep them 
updated 

Awareness and 
technology 

The user should be aware the  importance of 
keeping the home environment secure to adopt 
this technology solution  

Change the default setting 
of the wireless router at 
home to more secure 
setting. 

Awareness and 
technology 

The user should be aware the  importance of 
this solution to adopt  it 

Manage personal use of work 
computers 

Provide totally separated 
workstations in lounges for 
employees to use it personal 
use. Furthermore, restrict 
those computers access to 
organizational resources 

Technology The employee should accept this technology 
solution and do not finesse  over it 
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Manage USB 

Disabling Auto-run Technology  

Limiting user privileges Technology 

Restricting access to vital 
data on critical servers 

Technology 

Monitoring access to servers Technology 

 

Disabling USB ports Technology 

 

Not a good solution 

Windows registry, and 
Group Policy settings 

Technology The employees should not finesse  over it 

Adopt third party utilities to 
apply USB port access 
privileges to specific users, 
user groups, and even USB 
device classes such as Palm, 
and USB phones.  

Awareness  and 
Technology 

The management should realize the importance 
of this solution to adopt it.  

Acceptable Use Policy 
(AUP) 

Policy Policy need a solution to support and enforce 
them 

Change USB driver  to User 
Mode  

Technology The employee should not change this setting  
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BYOD 

Assign  the unknown 
elements as not trusted to 
restrict access to the critical 
sources  

Technology Need the awareness from the IT department to 
perform this solution.  

Enforcing  network  access 
privileges 

Technology Need awareness from the management and IT 
department to perform this solution.  

The  IT  departments  will  
also  need  to  consider  
application  accessibility  
per  user  and  per  device 

Policy  Need awareness from the management to 
create this policy.  

Develop security policy that 
control a personal devices 
like install software to 
protect from malware and 
keep it update 

Policy The management needs awareness to create 
such policy and it is important to enforce the 
policy.  

Motivate employees to follow 
secure practices 

Reward employees for 
keeping their computers 
virus-free can create 

Awareness  The management should be aware the 
importance of motivation  

Email 

Keep informed and update 
employees with phishing 
and social engineering 
attacks news and 
notifications, apply proper 
email policy for use when 
they use their emails  

Awareness One of the keys to increase employees' 
awareness is to keep them up to date about new 
attacks  
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Email  security  outsourcing   Awareness  It is very essential for the management to 
understand the concept of email security and 
then adopt proper solution for that.  

Provide training programs 
for the employees that 
contain email safe practice  

Training  Such approach will enhance the user 
knowledge and increase the uses’ ability to 
implement the  countermeasures  

Apply email abuse reports  Awareness It needs an awareness of the threats and the 
organization's norms to identify the abnormal 
behave 

Use BCC practice instead of 
CC 

Awareness The user should realize the  importance of this 
step to adopt it  

Using clear and substantive 
title in the email subject   

Awareness Such practice will allow the email receiver to 
distinguish if the email sender was malicious 
user or  not  

Using anti-malware 
software to block malicious 
attachment  

Technology Adopting such solution will decrease malware 
spreading and reduce email threat, hence 
organization need to realize the importance of 
such solution 

Increase phishing awareness 
by teaching users during 
their daily or regular using 
of email  

Awareness Implement real world scenario to make users 
aware of email phishing  

 

Ascertain email subject and  
sender  

Awareness Users need to ascertain that the subject and  
sender of the email are not malicious  
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Web- based 

Use up to date   browsers 
and Plugins 

Technology Up to date browser and plugins will reduce 
malware spreading  

Using Antivirus Software Technology User needs to be aware of the importance of 
updating antivirus regularly  

Use virtual machine or 
Sandbox for Untrusted 
Software 

Technology Such approach needs to be adopted by 
management and enforce users to apply it.   

Use ad blocker add-ons on 
the browsers  

Technology A tiny software, but very powerful which block 
the malicious code and so on  

Increase user awareness 
about the meaning of flags 
which used by phishing 
detection tools to indicate 
site authenticity. 

Awareness Such approach reduces spreading malware as 
user will be able to recognize malicious sites.  

Increase awareness of 
employees regarding  social 
engineering techniques 
which spread fake anti-
virus programs  

Awareness With such approach employees will be more 
conscious when install software  

Social Media 

 

 

Remove malicious and 
unsolicited  links and 
messages 

Awareness Users need to be aware of unsolicited  links 
and messages that spread via social media  

Write the URL manually 
instead of clicking links  

Awareness Such approach will reduce spreading malware  

Check carefully the 
permission of social media 

Awareness Usually social media applications ask for 
permission access, hence the user need to 
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software such as add-ons, 
games…etc.  

 

check that permission carefully to reduce risk 
of malware.  

Adopt  AUP for users when 
they use social media  

Policy To mitigate security risk and keep getting 
benefit from social media, companies need to  
adhere clear policy when it comes to social 
media  

Monitor users behavior to 
make sure that policy have 
been observed and applied 
properly  

Technology Such approach will make sure that policy is 
observed well and could prevent security 
breach as countermeasures can be taken in 
advanced according to monitor reports  

Make sure that users are 
aware of the AUP and 
provide training to the 
users of how to use social 
media in safely manner.  

Awareness and 
Training 

Explain the purpose of AUP and train user will 
enhance security inside the organization  

It is important to use only 
social media site that has a 
clear policy towards 
security and neglect any 
others  

Awareness In such approach only site that can be 
controlled will be used.  

Check the security controls 
that are provided by social 
media provider and make a 
plan to review these 
controls.  

Awareness The social media providers change the security 
setting continuously, so it is important to 
review these changes and adopt them. 
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Use virtual machine or 
sandbox when use social 
media  

Technology and 
Awareness 

Using such technology restricts spreading 
malware as the real machines are isolated  

Implement network that 
totally separated for social 
media using  

Technology By separating network organization will be 
safer in case security breach occur via social 
media  
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The humans’ contributions in the spread of malware require a comprehensive approach. The 
upper management and the IT department as well as the employees should collaborate with each 
other to make those solutions effective. From the table above, we found that most of the 
solutions are technologies and they need an awareness of the upper management to create and 
adopt them as well as awareness from the employees to adopt the solutions. The technology 
solutions have many advantages since most of them focus on automatic implementation or make 
control of human behavior which mitigates the problems that arise due to human mistake and 
bad compliance with policy. On the other hand, these solutions could not stand alone since the 
humans need to interact with these solutions. The humans still make mistakes as they do not 
understand the importance of these solutions or they do not know them. So it is important to have 
documented policy that explains what is allowed and what is not. Furthermore, it should explain 
the reasons behind this policy and what are the consequences of bad behavior. According to 
Posthumus and Von Solms (2004), to ensure the effectiveness of the policy it is important to be: 

 Known and well understood 
 All members of the organization should sign an agreement that comply with it. 
 It should be uniformly enforced  

We can conclude that both technology and documented policy need awareness to be effective. 
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3 THEORETICAL FRAMEWORK 
In this chapter the protection motivation theory is explained since it is the base of our research. 

3.1 PMT Theory 
Fear appeals are persuasive messages designed to scare people by describing the terrible things 
that will happen to them if they do not do what the message recommends”  (Witte, 1992, p. 329) 

PMT was developed to study the reaction of people in case of fear; it used to motivate people to 
make them keep off unhealthy behavior. PMT is applicable to any attitude-change and that’s 
why it has been adopted in information security field (Mikko Siponen, Pahnila, & Mahmood, 
2006). 

PMT contain two main parts of process which are; threat assessment and coping appraisal, in 
case of fear, these two factors will lead to perform or not perform particular action that is 
associated with a fear(Aurigemma, 2013). 

Threat appraisal (TA) examine the human feeling about threats (Cheng, Li, Li, Holm, & Zhai, 
2013). If a risk has been correctly perceived, then the anxiousness reduction will be fully present. 
Assuming that the comprehended risk will lead the individual’s to a compliance with security 
solutions.  

PMT classifies threat assessment into two variables: - perceived severity and perceived 
vulnerability. If a threat has been perceived, then the behavior will be adopted to be responsible 
for an amount of risk (Aurigemma, 2013). 

Perceived Severity of Threat (PSOT): - Refer to the consequences on the individuals in case of 
success attacks take place (Pahnila, Siponen, & Mahmood, 2007). 
In other words perceived severity will make the individual more cautious if they think the 
damage from the threat is huge, for instance if the users aware that opening an email attachment 
will lead to security breach, then they will tend to avoid such practice(Aurigemma, 2013). 

 
Perceived Vulnerability (PV): - Define employee’s assessment against threats. If their 
organization has not been subject to security threats, then they will hardly obligate to security 
policy (Pahnila, Siponen, & Mahmood, 2007).  

Perception of security threat is different among individual, for instance users react in different 
ways when they get the same information regarding probable threat as some users will feel the  
probability of occurrence is poor while other user will feel otherwise (Ng, Kankanhalli, & Xu, 
2009).Workman, Bommer, and Straub (2008) explain the illusion of invulnerability where some 
people ignore the existing threat to keep feeling that the world is still safe and secure, however 
when an individual have been convinced about specific threat ,then he/she will obligate better to 
information security policy(Aurigemma, 2013). 
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Lalonde Levesque et al. (2013), assume that people who concerned in security risk are strongly 
correlated to their security skills and experiences. Furthermore Pahnila, Siponen, and Mahmood 
(2007) results show that threat assessment have huge impact on user attitude toward information 
security policy. 

Coping appraisal (CA): refer to the individual’s ability to deal with potential threat(Lebek et al., 
2013). Coping appraisal counts on three factors:-  

 Response efficacy (RE) refer to the individuals’ belief whether the recommended action 
procedure are effective (Rogers, 1975). 

 Self-efficacy: - refer to the individual ability to meet the task ahead. Self-efficacy 
assumes if organization able to raise the employees’ self-efficacy regarding their ability 
to meet the task ahead, this can better their efficiency.   (Pahnila, Siponen, & Mahmood, 
2007). 

 Response costs: - Refer to the cost that arises from individual behavior.  Recommended 
behavior may lead to consequences such as costs, inconvenience, embarrassment or 
monetary expense (Pahnila, Siponen, & Mahmood, 2007). 

3.2 Thesis theoretical framework  
Every security system depends on humans, regardless of how well designed or implemented, 
human factors are essential part to prevent system breaching, we can implement secure system 
,but we can fail to handle the human factor which interacts with that system (Gonzalez & 
Sawicka, 2002). 

It is important to understand the factors that lead the humans to adopt the security 
countermeasures in order to mitigate the spread of malware. In this research, the protection 
motivation theory (PMT) was used to understand how to influence the humans to adopt the 
countermeasures. Based on the literature review analysis, we found that most of the 
countermeasures that are suggested in previous researches are technology; see table 1; so this 
theory is useful to our research. as Chenoweth, Minch, and Gattiker (2009) indicate that this 
theory   is a useful model for foreseeing adoption of protective technology.  

The PMT theory helped us to know how the attitude and the behavior change when threat is clear 
(Floyd, Prentice, Dunn, & Rogers, 2000). According to Rogers (1975) when the PMT is 
implemented, the victim of a threat will change his/ her  attitude that cause an intention to adopt 
the protection recommended response. In our research when the employee realizes the threats of 
malware and how the successful attack has significant consequences and realize that he or she is 
vulnerable to attack , so the user will be intended to adopt the countermeasures. Furthermore this 
theory analyzes many factors that affect how the human coping with threats which can provide 
us some ideas about what the humans needs to adopt the countermeasures correctly. Maar 
(2013), suggest developing the awareness of security issues among the employees and train them 
on protection measures to enhance their information security efficacy. The result of the research 
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shows that the improvement of information protection skills and the ease of use affect the self-
efficacy in social network protection cause more adoption of protection measures(Maar, 2013).   

3.3 PMT History 
The earliest research in the fear appeal was Hovland, Janis, and Kelly (1953) this research 
concerned the fear as acquired drive model which is a famous theory of motivation and fear. This 
model has been modified by Janis (Janis, 1967). He described the relationship between the fear 
and motivation. He described that if some fear has been presented, the humans will motivate for 
a behavior which mitigate the fear (adaptive outcome).  Too much fear would cause behavior 
harmonious with mitigation the fear (maladaptive outcome). Janis discussed that the negative 
feeling that caused by fear would make the humans to do something in order to reduce that fear 
and he added that any action that lead to mitigate the fear; whatever the response if it was 
adaptive response or maladaptive; will be the preferred response.  

McGuire (1968), describe similar theory concern the relationship between the attitude change 
and fear stimulation. He argues that when the humans are afraid, they take actions that are 
harmonious with the recommendation message, and he added also if the fear was as cue, the 
usual response to the fear will prevent following the recommended response.  

These models of drive fear have been rejected by (Beck & Frankel, 1981; Rogers, 1983; Sutton, 
1982) who found that the relationship between the attitude change and drive fear was never 
supported. 

Leventhal (1970), suggest a parallel response model served to recognize the emotional response 
to the fear from the cognitive response (Rogers, 1983). This model was the first model which 
distinguishes between kinds of response whether adaptive or emotional. Leventhal (1971), argue 
that when the response of the fear is emotional, the human will engage in a fear control process 
while if the person’s cognitions control his or her response, the person will adopt a danger 
control process (Johnston & Warkentin, 2010).  

Rogers (1975), develop a protection motivation theory depending on Leventhal’s parallel process 
model. This theory illustrated the processes of coping with the threat.  He suggested three 
components of fear appeal that effect on which manner would the people response to the fear. 
The components were response efficacy, perceived susceptibility and perceived severity.  Rogers 
(1983), expand the components by adding fourth component to PMT which is self- efficacy.  
Rogers suggest that the protection motivation would be high when these entire components are 
high. That’s why, the probability of change the person’s attitude and behavior intent will increase 
also.  

According to Witte (1992), fear appeal consisted of two parts. The first one concern increasing 
perceived threat and the second concerned enhancing the perceived efficacy that related to 
recommended response. The first part consisted of two factors which were severity of threat and 
the probability of threat taking place, while the perceived efficacy consist of two parts: - first part 
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providing clear and doable steps to avoid the threats and the second part is focusing on the 
importance of the recommended response in avoiding the threats. 

The PMT supposed that fear appeal rouse two successive appraisals which are harmonic with the 
structure of the message(Witte, 1992). The first appraisal addresses the threat and the second 
appraisal regard to efficacy of the recommended response. That means the efficacy of response 
appraisal will only trigger if the threat is perceived and the occurrence of potential harm is 
realized. For instance, if a person encounter fear which does not trigger his / her perception of 
threat, then no additional information process will occur. On the other hand when a fear appeal 
triggers the perception of threat successfully, then two processes will trigger an appraisal of 
response efficacy and individual’s ability to adopt the response. The individual will do action to 
reduce the threat, when perceived threat leads to moderate or high level of perceived efficacy 
(Johnston & Warkentin, 2010).  

This behavior is called danger control process which means process of cognitive is implemented 
to employ strategies that avoid the threat. This process can produce a positive outcome. For 
example, the user will follow the IT managers’ wishes when they use fear appeals strategy in the 
security context (Johnston & Warkentin, 2010).  

The PMT theory is a powerful theoretical foundation for exploration and analysis the 
recommended actions to avoid the outcome of the threats (Johnston & Warkentin, 2010). This 
theory is used in more than 30 various domains, both inside the health domain  and outside it like 
smoking cessation and seat belt usage (Rogers & Prentice-Dunn, 1997).  

3.4 PMT theory in the IT field  
There were very few researches in the IT field that applied the PMT theory (Chenoweth et al., 
2009). One of the application of PMT in the IT field was the study of employees' behavior 
towards IS Security Policy Compliance by (Pahnila et al., 2007). In this study the PMT has been 
combined with other theories. It was combined with TRA, General Deterrence Theory, 
Triandis’’Behavioral Framework, Information Systems Success, and Rewards. This study 
adopted the PMT version that return to 1997; which consisted of five items. Two items under the 
threat appraisal; which are perceived vulnerability and perceived severity. The perceived 
vulnerability has been used to assess the employees’ estimation about the IS security threats that 
faced their organization. While the perceived severity referred to the consequences and results if 
the threat took place. Under the copping appraisal, three items has been used (self -efficacy, 
response efficacy and response cost). In this study several hypothesize have been created and 
tested. The hypothesis regarding employees’ attitude about complying with information security 
policy has been supported. On other side the copping appraisal hypothesis has not been 
supported. The results of this study showed also that the employees’ attitude towards following 
the information security policy has a significant influence on intention and it showed that the 
employees’ intention has a significant influence on actual behavior (complying with information 
security policy) (Pahnila et al., 2007). These findings support the PMT theory as a good theory to 
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predict the actual behavior since it support the relationship between attitude, intention and actual 
behavior (Chenoweth et al., 2009).  

The PMT components has been applied in LaRose, Rifon, and Enbody (2008) which is a study 
investigates the role of personal responsibility in internet safety. In this study the PMT was 
combined with the concepts of other theories which are social cognitive theory and Elaboration 
likelihood Model. There are several effects that interact with PMT construct have been founded. 
There were “boomerang effects” which referred to nonlinear relationships between the fear and 
safe behavior. In details, when the level of threat susceptibility was moderate, the users were 
least concerning to protective behavior. On the other hand, in case of high and low level of 
threat, the level of desired behavior was high. A second significant finding was employees who 
had low safety involvement and low self-efficacy, had lower intention to safety when they were 
told that safety was their responsibility than when they were told it was not (LaRose et al., 2008).  

The result of this study showed that response efficacy and self -efficacy has significant impact on 
safe behavior. It showed that the intentions are related to actual behavior directly (LaRose et al., 
2008). 

The PMT theory was adopted by Woon, Tan, and Low (2005) to study the security of home 
wireless. All of PMT components were adopted (perceived vulnerability, perceived severity, 
self- efficacy, response efficacy and response cost). In this study, the coping response did not use 
to study the intention to adopt the recommended behavior; instead a binary depended variable 
was used to study the actual behavior. This variable concerned whether the user has enabled or 
disabled the security features of wireless network at their home. The result of this study 
supported that all PMT components, except the perceived vulnerability have a significant impact 
on enabling security features (Woon et al., 2005).   

In Weirich and Sasse (2001) study, fourth of the PMT theory components (perceived severity, 
perceived vulnerability, self- efficacy and response efficacy) were combined with non PMT 
components which are punishment for non-compliance and personal accountability. This study 
concerned how to encourage the employees to follow desirable password security practices.   
The result showed that the traditional fear appeal did not have always significant impact unless 
other factors both social and technical are in place. 

Workman et al. (2008), is a study that applied the PMT theory to test threat control model 
(TCM) which design to demonstrate the omission of user towards security measures. This study 
did not examine the intention to use the protective measures, instead it used to examine the lack 
of intention and lack of actual use of the security measures and practice. The TCM was mixed 
with PMT factors (perceived vulnerability, perceived severity, self- efficacy, response efficacy) 
as well as locus of control which has been added from TPB and social cognitive theories. This 
study used the subjective user self- report to refer to the intention and the objective observation 
to study the actual behavior by examines the computers’ log.  The self –reported and observation 
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considered as depended variables. The result of this study showed a significant impact of the 
both perceived severity and self- efficacy to these two depended variable.  It showed also low 
impact to the locus control while the other mixed relationships have significant impact 
(Workman et al., 2008).  

In Chenoweth et al. (2009) study , PMT theory has been used to study the user’s intention to 
anti-spyware. The model has been tested on the undergraduate student. The finding of this study 
showed that the perceived vulnerability, perceived severity, response efficacy and response cost 
have significant impact on the student intention to adopt the anti-spyware as a protection 
technology. Maladaptive copping had also significant impact on intentional behavior, but its 
influences were less than other variables.   

One of the recent study that adopted PMT was House and Raja (2011). This study highlights the 
role of threats and efficacy in accepting or rejecting fall into phishing communication. It showed 
that the users that received phishing communication in high level threats and they did not get 
training; they most likely will accept communication with phishing. On the other hand, the users 
who got training and they received phishing communication in low level threat; they will refuse 
to phishing communication (House & Raja, 2011). 

Based on the aforementioned studies we can conclude that most of PMT components are 
supported. It is shown that perceived threat has significant impact on the humans to adopt the 
countermeasures as well as the response efficacy. While the response cost did not adopt in all 
researches.   It is shown also that this theory is a good predictor for actual behavior especially 
with the studies that handle anti Spyware and phishing which are closed to our research area that 
make PMT is a proper choice for this thesis.  
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4 METHODOLOGY 
This chapter illustrates the method of the literature review as well as the method of the case 
study.  

4.1 Literature Review  
The literature review shows the author’s knowledge about a specific field of study, including 
vocabulary, theories, methods, history, phenomena and key variable. Furthermore, the literature 
review provides the knowledge to understand the trends of research in the field of the 
study(Lecompte, Klingner, & Campbell, 2003). The literature review gives an understanding 
about what is already known about the topic and assists to place one’s own study with the 
existing literature(LLC, 2013). Furthermore, the literature review establishes the context of the 
problem or the topic and it relates the theory and ideas to applications (Hart, 1998).  

Cooper (1984) Suggested five stages to do literature review which are:- 

1. Problem formulation  
2. Data collection  
3. Data evaluation  
4. Analysis and interpretation  
5. Public presentation  

4.1.1   Problem Formulation (for the literature review) 
In this stage, the reviewer defines the questions that the literature review seeks to answer and 
identify the criteria of inclusion, or exclusion of articles in the review (Randolph, 2009). We 
defined our research area which is the human factor in malware. We collected the literature in 
the areas of human factor, social engineering and malware to build a good understanding about 
what existing in these fields of study and define the vocabulary, concepts then we narrowed our 
search to be specific on the human factor in terms of malware. The main question that the 
literature review seeks to answer is how to influence the human factor to mitigate the spread of 
malware? To answer this question, we suggest three steps (questions): - 

1. Understand how the humans cause the spread of malware: it is essential to understand the 
avenues of contribution to be able to find suitable solutions. 

2. Countermeasures that needed to mitigate those contributions: to understand what are 
suggested countermeasures in the previous researches.  

3. Study how to influence the humans to follow those countermeasures: to understand how 
to make those countermeasures effective.  

We followed these steps to build sufficiently and fully understanding about the topic. 

The criteria that have been used to inclusion or exclusion were:- 

 Focusing on how the humans contribute to the spread of malware, the ways and solutions. 
 Excluding the researches that talking about methods of detection malware.  
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 Excluding the technology solutions that have nothing to do with the human factor.  
 Did not focus that much on mobile malware because the research question is not specific 

to mobile. Otherwise, the mobile malware is one of the aspects that we consider in our 
research (under the BYOD category). 

 The search of the literatures regarding human factors in malware (ways of contributions 
and the countermeasures) was limited in the period between 2010-2014. As many types 
of new malware are present every year, hence we focused on the modern literatures.  

4.1.2   Data collection 
Randolph (2009), states that the data collection process is performed by electronic searching 
academic databases and the Internet .The used keyword should be documented and the collection 
process stops when the reviewer reaches to the saturation.  
In order to collect the relevant literatures, we followed the following steps: - 

 
Step 1: define our research area which is the human factor in malware. The search has been done 
in via Google Scholar, IEEE, and Lulea University of technology library resources. The used 
terms were: 
 Human factor in information security 
 Malware. 
 Types of malware. 
 Social engineering. 
 Malware social engineering. 
 How the humans cause the spread of malware. 
 How to influence the human factor. 
 How to influence the human factor to increase information security awareness. 
 Protection Motivation Theory (PMT) in information security. 

 
We couldn’t find many researches regarding human factors in malware as a whole while many 
researches are found in a very specific area like phishing, spyware. So we need to search in each 
area.  

Step 2: - Build depth understanding about human factor in malware. As mentioned previously, 
much work has been done in a very specific area of malware like phishing, website, USB...Etc. 
Therefore, we needed to categorize our research under an organized framework; hence we 
adopted study that has been conducted by Abraham and Chengalur-Smith (2010); An overview of 
social engineering malware: Trends, tactics, and implications; as a base to organize our work. 
We searched literatures that cover the same areas, and we added the BYOD part. We focused on 
the way of contributions and solutions and a little bit about statistics to show the significant of 
that avenue. Then we tried to search solutions of each avenue. 

The terms that have been used during the research were:-   

 Web-based malware 
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 Human factor in web-based malware 
 Email security 
 Human factor in spread email malware 
 USB as media to spread malware 
 USB security issues 
 Social software malware 
 BYOD malware 

4.1.3  Data Evaluation 
In this stage, the reviewer evaluates the collected data according to the inclusion criteria. The 
extraction data is determined by the goal and focus of the review (Randolph, 2009). 
We have focused on the abstract. In case that the topic was related, we continued focus on the 
related work parts to build a good understanding about how the previous research addressed the 
subject as well as the finding parts  especially when it comes to solutions. 

4.1.4  Data Analysis and Interpretation 
In this stage, the reviewer tries to make sense of the data. (Randolph, 2009). 
We read the collected literatures carefully and analyzed the literatures according to our research 
questions. After we reviewed all the relative literature, we categorized all countermeasures into 
four categories which are awareness, technology, policy and training then we analyzed what they 
need to be effective.  

4.1.5  Public Presentation 
In this stage reviewer determines which information will be presented and which one will be left, 
depending on the importance of the information. The author can decide about how much 
information will be included (Randolph, 2009). We included the information that related to the 
research questions 

4.2 Case Study  
Case study method has been adopted for this research. The choice of method depends on three 
factors which are; the research question, if the researcher has control on over actual events, and 
the type of phenomena if it is recent or historical one.  Yin (2009), suggested that the case study 
method is the best choice when: - 

 The research question type is how or why 
 The researcher cannot control the actual events   
 It is recent phenomena that related to real life context 

In order to know how to influence the human factor to mitigate the spread of malware, case study 
method was adopted. Since the research question is ‘How’, and the human factor is such 
phenomena that are related to the real life context. In order to understand how to influence the 
human factor to mitigate spreading of malware, it is essential to study the humans’ behavior in 
the real world and how the humans interact with the existing countermeasures. For example if 
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the employees have a good understanding to the policy or not and the level of compliance to that 
policy and which factors that effect on that compliance. The case study method is suitable to 
study the phenomena that have many variables (Yin, 2009). For instance, in our case, the level of 
awareness, usage of USB, policy and all other ways that the humans cause in the spread 
malware. Furthermore, this method provides an opportunity to study multiple sources of 
evidences from the real world (Yin, 2009). This is essential to build a good understanding about 
the phenomena that related with our research question.  

Case study components are (Yin, 2009) : - 
1. A case study’s question: how to influence the human factor to mitigate the spread of 

malware? This question is divided into three sub- questions: 
a. How the humans contribute in the spread of malware? 
b. What are the countermeasures that can mitigate the human factor in the spread of 

malware? 
c. How to influence the humans to adopt the countermeasures by using protection 

motivation theory (PMT)?  
2. Theoretical proposition if any: The PMT theory is used as a proposition. According to this 

theory, the users who perceived the threat of malware and they believe that the 
countermeasures are effective, easy to implement and the cost is low, they will adopt the 
countermeasures.   

3. Unit of analysis: we have two units of analysis which are individual and organizational. At 
the individual level, we analyzed humans’ behavior in term of spread of malware and how 
they perceive the threats. While in organizational level we analyze the countermeasures and 
how they are managed.  

4. Logic linking the data to the propositions: we followed the content analysis to link the 
logical to the proposition as well as literature reviews. More details in section 4.4  

5. Criteria for interpreting the findings: the main criteria were: 
 In which way the humans’ behavior causes the spread of malware? 
 If the implemented countermeasures are effective? If are not, why? 
 What is needed to make the countermeasures effective? 
 Which factors influence humans’ adoption of countermeasures? 

4.3  Data Collection  
We collected our data from literature review and interviews. The following sections describe in 
details the process of data collection via interviews. 

4.3.1 Interview 
In order to collect the empirical data, we adopted the Problem-Centered Interview (PCI). As 
Witzel (2000) describes the PCI interview, the data are collected in such manner that builds on 
the mutual relationship between inductive and deductive approaches. The previous knowledge 
uses in the data collection phase as a framework or guide for ideas and questions during the 
interview. At the same time, the interviewer’s opinion does not overlap the respondent’s view 
and the theory should not superimpose the data collection.  

There are three basic principles of PCI: - 
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 The interviewer uses the formerly notes on the action and observes orientations to 
understand the concept and ideas of the interviewees. The interviewer keeps re-
questioning the interviewees and emphasizes the problem centered questioning idea in 
order to address research problem and make the interviewees’ answers accurate and 
related in depth to the subject (Witzel, 2000). 
This principle has been very useful since the respondents’ answers were not related to the 
question so requisition them to keep the answers focus on the research topic. In addition, 
not all respondents have a good IT background, so we needed to requisition them and 
explain a little bit to them, in this way we ensured that they got the questions correctly 
furthermore we gave them new information regarding malware. This way helped us to 
see how they perceived this new information which helped to get more answers regarding 
how they perceived the threats.  

 The object-orientation is flexible. While the interview should focus on the research topic, 
the observation of the necessary objects should be flexible. The conversation techniques 
focus on the responses of the individuals. Base on the interviewees’ reflection, the 
interviewer can describe or re-ask questions in the dialog procedure. For this reason, the 
PCI theory considered as a combination of variance methods, whereas the interview is the 
most important tools (Witzel, 2000). 
The flexibility of conversation was helpful to understand the respondents’ opinion and 
keep the interviewees comfortable which helped to get valuable answers.  

 The process of the whole research will be oriented, especially in the pre-interpretation. 
When the process of communication is focused on the reconstruction directions and 
actions, the interviewees answer with trust and seriously manner.  This trust relationship 
helps the respondent to remember and encourage the self-reflection. During the 
conversation new result present which leads to coping the topic from different aspects, 
correct the earlier statements as well as contradiction and redundancies (Witzel, 2000). 
This principle encouraged the interviewees to express their opinion and add new factors 
to the PMT theory from the real life context. More details regarding additional factor in 
chapter 5.  

4.3.2 Interview guideline  
The Guidelines are an essential part of the PCI (Witzel, 2000). The guidelines assist the 
interviewer to focus on the research topic and provide a framework that ensures the 
comparability of interviews. The guidelines include some questions to start a conversation and 
some ideas to direct the questions into a specific topic (Witzel, 2000).  

The PMT theory is used to guide the interview. According to this theory humans will adopt a 
protective action if they perceive the threat of malware and they have the ability to deal with that 
threat.  
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This theory worked as a guide of the conversation. The participants added other factors and 
highlighted other issues. The interaction between the interviewer and participants did not restrict 
on the previous questions otherwise they only guide to focus on the topic.   

We focused on how the response thinking and write some notes (our first interpretation) after the 
interview directly.  

The guideline is organized as follows, see appendix A: 

 It starts with general questions about the interviewees’ name and work to make them 
comfortable.  

 Then general questions concerned malware to assess their general knowledge regarding 
the topic. 

 Then the questions are divided into seven themes which are: email, website, social media, 
USB, BYOD, work at home, and personal use of work PC. These themes are driven from 
literature review; they represent the way of humans’ contributions in the spread of 
malware, see section 2.7. In this way, we ensured that the interview covered all ways of 
spreading malware. In each theme, we have asked: 
 
 If they know that the malware spread via this way (theme). The answers for this 

question helped to analysis how the humans perceived threat.  
 List of questions from literature review, which guided the conversation to cover the 

ways of spread malware and the countermeasures 
 For each countermeasure we asked: 
 Are they effective?  The target was to investigate response efficacy 
 Are they easy to implement? The target was to investigate self- efficacy 
 What are the difficulties and cost? The target to investigate response costs.  
 The interviews were ended by asking about interviewees’ recommendation to 

mitigate the spread of malware. This question aims to investigate if there are any 
additional solutions and factors.  

The types of questions to the IT department are different from the questions for end users. With 
IT department, we discussed the countermeasures in more details, technology solutions, and the 
response cost from management point of view. We asked them also as users who use the system. 
On the other hand, we didn’t discuss with the end users all detail otherwise we hear from them 
how they interact with countermeasures. We needed to explain some concepts in a very simple 
way to ensure that they understood the questions correctly.  

 We did the interviews with seven participants who work at one of the Swedish government 
municipality. They have different background and work in different departments inside the 
municipality, but all of them are related to the same system. We did an interview with CISO of 
the municipality to understand: 
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 The current situation of information security in malware  
 The existing countermeasures  
 The level of compliance  
 The challenges from the management point of view 

In addition, we did interviews with two participants from the IT department.  This department is 
responsible for creating, implementing and monitoring the countermeasures. They are in touch 
with the problems that face end users since this department is responsible for providing support 
to the users and fix problems. All employees’ municipalities contact this department when they 
face any IT problem. Finally, we did interviews with the end users who work in different 
departments. Each department has its special needs and challenges. We did interviews with four 
end users.  The interviews information is described in table 2 

 Name Role of work Date Duration 

Participant 1 Project leader in IT department 16/3/2014 55 min 

Participant 2 CISO 18/3/2014 47 min 

Participant 3 Library boss 21/3/2014 36 min 

Participant 4 Employee at library 21/3/2014 27 min 

Participant 5 Business developer 21/3/2014 28 min 

Participant 6 Teacher at school 26/3/2014 30 min 

Participant 7 Teacher at integration center 4/4/2014 32 min 

Table 2: List of Interviewees 

4.4 Qualitative content analysis 
The content analysis is a technique that used to analyze written, visual or verbal communication 
messages (Elo & Kyngäs, 2008). It is helpful strategy to analyze the interviews since it provides 
a systematic technique that assist to translate many words into few classes based on rules of 
coding (GAO, 1996) Since the data will be collected through interviews by asking problem 
oriented question, the content analysis will be useful analytic strategies. There are three 
approaches to implementing the qualitative content analysis which are: conventional, summative 
and directed. All those approaches are used for interpreting the content of the text into meaning, 
however, the main differences among them are origin of the code, coding schemes and threats to 
trustworthiness (Hsieh & Shannon, 2005).  Table 3 shows the difference among these approaches 
as  Hsieh and Shannon (2005)  indicates.  
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Type of 
content 
analysis 

Origen of code When the codes 
are defined 

Description 

Conventional  Driven from the 
text directly  

During analysis Is a suitable approach if the theory or 
research literatures regarding the 
phenomena are limited  

Summative Keywords that 
driven from a 
review of 
literature or 
researcher’s 
perspective  

The keywords 
are defined 
before and 
during analysis  

The approach begins with calculating 
contents or words, and then expands the 
analysis to cover latent themes. This 
approach look like as quantitative at the 
first stages, as it helps to dig into the 
usage of words by inductive way.  

Directed  Analysis and 
coding start 
from the theory 
or previous 
research finding 

Before and 
during data 
analysis 

The theory is used to identify initial 
codes before the analysis. During the 
analysis additional codes are defined 
and the initial one is revised and refined  

 Table 3: Qualitative Content Analysis Approach 

We have chosen the directed approach. The PMT theory was used to guide the analysis. Since it 
provides an understanding of how the humans take a decision of adoption the protection 
measures. As mentioned in table 3 the coding was defined before and during the analysis.  A 
preliminary codlings were defined based on PMT factors and additional coding emerged during 
the analysis process by using unconstrained matrix. More details regarding unconstrained matrix 
in section 4.4.   

4.5 Content Analysis Steps 
1. Prepare the Data:- Qualitative content analysis is usually used to analyze the data that 

need to transform into text (Zhang & Wildemuth, 2009). We chose this approach as we 
collected the data via interview. We recorded the interviews by using mobile then we 
transcribed the interview. All questions of the interviewer were transcribed and the 
transcription was in a summary focusing on the answers that related to our research 
questions. Each interview was transcribed into a separated note document. We read each 
interview carefully, and then we read all of them as a whole. We try to mark the 
sentences that related to the defined categories.  

2. Define the Unit of Analysis: Can be defined as the classifying of basic unit text during 
the analyzing of content, as the contents need to be unitized before the coding process.  
Differences in the unit definition could impact coding decision and any other 
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comparability results of other similar researches (De Wever, Schellens, Valcke, & Van 
Keer, 2006).  Hence one of the most important and essential decisions is defining coding 
unit  (LLC, 2013).  We have two units of analysis which are individual and 
organizational. In the individual level, we analyzed humans’ behavior in term of spread 
of malware and how they perceive the threats. While in organizational level we analyze 
the countermeasures and how they are managed. 

3.  Develop Categories and a Coding Scheme: there are three main sources to develop 
categories and coding which are; previous related studies, the data, and theories. The 
coding can be created either inductively or deductively (Zhang & Wildemuth, 2009). 
Deductive content analysis is usually used for retesting existing data in a new context 
(Catanzaro, 1988). In the deductive content analysis, a categorized matrix is defined 
previously, and the codding will be based on those categories. There are two types of 
matrix can be used in the deductive approach which are a structured or unconstrained 
matrix. Both of them are created depending on previous works such as model, theories 
and literature review (Hsieh & Shannon, 2005; Polit & Beck, 2004; Sandelowski, 1995). 
After the matrix has been created, the content of the data is coded. In the case of 
structured matrix, the coding will be constrain on the previously identified categories 
(Elo & Kyngäs, 2008). While in the case of unconstrained matrix, a preliminary list of 
coding is driven from theory or model. This preliminary list may be modified during the 
analysis as new categories will be created inductively(Miles & Huberman, 1994). This 
approach assists in accumulate and compares the research findings with multiple studies 
(Zhang & Wildemuth, 2009). We choose the unconstrained matrix for analysis the 
gathered data by using the principles of PMT theory as well as the previous related 
studies. Since there are many aspects regards the research topic, so the unconstrained 
matrix is a helpful technique to organize our ideas and provide the ability to define new 
categories depend on the participants’ answers.  We create an excel sheet to gather all 
collected data to gather. The rows represent the initial categories and the columns 
represent the participant answers when we find something important or more than one 
participant talk about it, we create new categories. We try to cover all answers under 
categories.  Table 4 shows an example of coding. 

Categories 
Name 

Definition Examples Coding Rules 

Response 
cost   

 The response is 
considered as costly if it 
costs: 

 Time 
 Money 
 Efforts 
 Hinder the work  

 Educate the user need time 
 Education is hard because it 

is demands times from all  
employees and the IT 
competence is very varied 

 I think block USB is bad if 
someone has USB and want 
to help him, then you have 

Response cost has 
negative impact on 
implementing 
countermeasures  
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to be able to help him  
 Schools see security take 

time, energy and hinder 
their work 

Table 4: Coding Matrix 

4. Test your Coding Scheme on a Sample of Text: It is important to test the clearness and 
consistency of the definition by coding a sample of data; afterwards code consistency 
should be checked and verified via inter-coder agreement in most cases.  So if the level of 
code consistent was low then coding rules need to be changed. Problems concerning 
coding rules or definition categories need to be discussing with the other research 
team(Schilling, 2006).  Coding sample data, check it consistency, and  changing in case 
they required consider as repetition process and should be keep going until consistence 
code is accomplished(LLC, 2013).  
We chose sample of data which were three interviews then we checked their consistency. 
The data is collected via PCI interview, which make respondents’ answers oriented in 
some way to predefined categories that make the mission easier, but it took good time 
since the questions were not structured otherwise the question were directed by theory, 
many new categories were defend which need addition time to ensure the consistency.  

5. Code All the Text: When sufficient consistency code has been accomplished, coding 
rules can be applied to the whole text, coding need to be checked continuously to avoid 
what is called “drifting into an idiosyncratic sense of what the codes mean” (Schilling, 
2006). It is quite likely that new themes and concepts will issue during data collection 
and those new themes and concepts   need to be added to coding manual. (Zhang & 
Wildemuth, 2009). 
After we achieved sufficient consistency on the sample, we applied the coding rules on 
the whole text. New categories emerged in this stage and many rules were revised.  

6.  Assess Your Coding Consistency: It is necessary to double check coding consistency 
after finish coding the whole data, as it is not dependable and safe to assume that the 
whole coding of text was consistent because the sample coding was consistent and 
reliable.  Human coders are likely to have mistaken in the process of coding. Coder needs 
to understand that new coding and rules might be changed or added over the time which 
may lead to huge inconsistency(LLC, 2013; Miles & Huberman, 1994), based on the 
aforementioned factors and reasons it is essential to recheck coding consistency (Zhang 
& Wildemuth, 2009). 
After we completed the process of consistency, we conclude 55 categories. See appendix 
B.  

7. Draw Conclusions from the Coded Data: this can be very useful practice as it leads to 
make sense from the categories or themes that have been identified. In this stage, make a 
logical judgment on the basis of circumstantial evidence and present the meanings that 
have been derived from the data. Such practice would involve digging in the dimensions 
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of categories and their properties and classify the relationship between them and test 
those categories against certain data range(Bradley, 1993). This practice is critical and 
essential in the analyzing process and its success results will depend entirely on the 
reasoning abilities. (Zhang & Wildemuth, 2009) 
The PMT factors helped to identify the properties of categories and the relationships 
among them which made the conclusion process easier.   

8. Report Your Methods and Findings: in order to produce replicable research it is 
important to check and monitor and then report the entire analytical step as fully a 
possible (Patton, 2002).  Presenting results of qualitative substance, there should be a 
balance between interpretation and description as much as possible.  Description should 
be rich as it gives the reader background and context (Zhang & Wildemuth, 2009). 
Qualitative research is essentially interpretative and interpreting show the theoretical 
understating and personal understanding of the studied phenomenon.  Hence readable 
research will provide an adequate description which makes the readers to basic of the 
interpreting and this adequate interpreting will make readers understand the description 
(Patton, 2002).  

4.6 Trustworthiness 
The process of the analysis as well as the result should be documented in detail so the readers 
have a clear idea of how that process was performed and what the strengths and limitations. That 
means explaining the process of analysis and result validation. To validate the result of content 
analysis, additional factors should be taken into account. For instance, the categories and their 
meaning should be documented. In order to validate our results, we documented all categories 
and their definition. See appendix B. The content analysis aims to simplify and analyze the data 
and creates categories that reflect the topic of research in a reliable manner. The credibility of the 
results means that the categories should cover the data well (Graneheim & Lundman, 2004).It is 
essential to explain the link between the data and results to increase the reliability. Therefore, the 
researcher should describe the process of analysis in details. Tables and appendices can be used 
for this purpose. . We documented the process of analysis, see section 4.4. For each category, we 
documented the data that related to each category and we covered all the data to ensure the 
credibility, see appendix B. Furthermore, we tried to cite what the respondents have said when 
we reported the empirical finding to show the link between the data and results which increase 
the reliability. To make the research transferable, the researcher should provide a good 
description of the context, the process of data collection and analysis, characteristics and 
selection of the participants. We documented the process of data collection and we provided the 
details of the selected participants as well as the process of analysis see sections 4.2.2 and 4.4. 
Authentications demonstrate the relationship between the formulated categories and their original 
data. We combined the original data with the codding in the codding matrix table, see appendix 
B. The researcher should make sure to quote a suitable amount of authentication.  The analysis 
considered incomplete if the citations are more than authorial text (Elo & Kyngäs, 2008). We 
tried to make balance between the citation and our explanations.   
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5 EMPIRICAL FINDING AND RESULTS 
The study has been made on the one of the Swedish municipality. The participants work at 
different levels that have different access privilege (management, IT department, end user) and 
they work in different places that have special needs. Table 5 describes these special needs.  

NO. JOB POSITION WORK PLACE SPECIAL NEEDS 

1 
CISO At IT department of 

the municipality  
She needs to contact with people that she does not 
know and use social media to discuss some 
problem faster. 

2 Project leader At IT department  Need to work at home sometimes  

3 Business developer At IT department  Need to work at home sometimes  

4 

Chief of library  At the library that 
belong to  the 
municipality IT 
system  

They have 10 computers in the public. Many 
people, who do not have computers at home, use 
the library computers. They use USB when they 
need to print something.   

5 
Assisting in the 
financial and bells 

At library that belong 
to the municipality IT 
system.  

People need to use library’s computers because 
they do not have PCs at home.  

6 

Teacher at school  At school that belongs 
to the municipality’s 
IT system.   

She plans so much at home. She uses USB to save 
the document or movie that she wants to show it to 
the student then she connects the USB in school 
PC. 

7 Teacher at 
integration center  

Integration center  No special need.  

Table 5: List of Interviewees 

The findings have been divided into nine themes depending on the ways of spread malware in 
the literature review. The themes are: email, website, social media, USB, BYOD work at home, 
personal use of work PC, awareness and training and respondents’ recommendations.  

Under each theme, two aspects have been analyzed to answer the research questions 1 and 2, 
which are the way of spreading malware and the countermeasures. The analysis depended on 
PMT theory.  

The first aspect, analyze how the humans contribute to the spread of malware, three factors were 
considered:  

 The way of spread: which refer to how the user acts at work and in his/ her personal life? 
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 How the user perceived the vulnerability that cause the spread of malware. 
 How the user perceived the severity: the consequences of malware.  

The second aspect, analyze the countermeasures.  Four factors were considered: 

 What are the countermeasures? 
 Does the user believe that the countermeasures are effective (response efficacy)? 
 The level of self- efficacy of the user which refers to the user belief that the 

countermeasures are easy to implement or not? 
 What are the costs of countermeasures (response cost)? The costs refer to money, time, 

effort, obstacle the work. 

According to PMT theory, the users will adopt the countermeasures if they perceived the 
vulnerability and severity, and they believed that the countermeasures are effective, easy to 
implement, and have low cost. By using PMT factor (perceived vulnerability, perceived severity, 
self -efficacy, response efficacy and response cost), in the analysis, the research question 3 is 
answered. 

As mentioned above in the PMT history section, the PMT theory has been adopted in many 
studies and combined with additional factors. Most of these studies applied deductive approach 
which means the additional factors were stated previously and then tested. While in our research, 
the additional factors were added to the theory inductively due to the approach of the interview 
that was used (PCI) and the way of analysis (unconstrained coding matrix).  

Based on the results of the analysis, we found that there are other factors that affect the humans’ 
adoption to the countermeasures in addition to the traditional PMT theory factors. These factors 
concerned how the humans perceived the risk of malware and interact with the countermeasures. 
The factors are:  

 IT background 
 Past experiences with successful malware attack 
 Realize the value of information 
 Unrealistic optimism 
 Aware what are the countermeasures 

The definitions of these additional factors are shown in table 6 
FACTOR DEFINITION THE RELATIONSHIP WITH PMT 

IT background The user knowledge in the IT 
field  

Related to how the humans perceived the 
risk and self-efficacy 

Past experiences with 
successful malware 

The user has pervious 
experiences with successful 

Related to how the humans  perceived the 
risk  
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attack 

 

malware attack  

Realize the value of 
information 

Explain why it is needed to 
protect the information.  

It related to perceived threat.  

Unrealistic optimism The users’ feeling that they are 
not target to malware  

Perceived threat. 

Aware what are the 
countermeasures 

If the user knows what are the 
possible countermeasures or 
not.  

Coping appraisal  

Table 6: Additional factors definition  

5.1 Email  
As mention in the literature review section 2.6.1, the malware can be in the form of email 
attachment or as link that head the user to malicious page that look like trusted webpage. The 
malware can  infect all the email contacts and spread among them (Abraham & Chengalur-
Smith, 2010).  

The interviewees can be classified as they perform actions that cause the spread of malware if 
they open the email from unknown sender, Do not use BCC when send to the group that do not 
know each other, open Suspicious attachment and links in email, Open link from bank email, and 
do not know how to deal with Spam.   

The results show that most of the respondents do not open the email from unknown sender either 
because they are aware the risk of malware or due to past experiences with successful attack. 
One of them needs to open email from unknown sender at work, but she does not do it in private 
email. Another respondent opens the email from unknown sender but does not click on the link.  

Most respondents do not use BCC when they send to the group that does not know each other. 
Some of them do not know the idea of BCC or they could not find the option of BCC in the work 
email system. Only one of the respondents uses the BCC in private email while at work she does 
not need to send email for group.  

All of the respondents do not click on suspicious links. And they reflected that they do not get a 
lot of spams.  

One of the respondents argued that she does not open any email from bank otherwise she call 
them directly. She learned this practice from Facebook when people warn each other.  

The users are classified as they perceived the vulnerability if they aware that malware can spread 
via email and they are vulnerable to get malware which has a positive impact on secure behavior. 
Most respondents have some ideas about how the malware can spread via email. Some of them 
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focus on the links that the user clicks on the email. Other referred that they are informed by the 
IT department regarding not open suspicious email.  Only one of the respondent said that she 
does not know that the malware can spread via email.  

The users are classified as they perceived the severity if they realize the consequences of the 
malware which are: loss information, money, time, efforts. Most of the respondents are aware the 
consequences of the malware and they described the consequences as  

 It will cost money and time. 
 May loss information. 
 May lead to format the computer.  
 The infected computer will not work well and everything depends on computer.  

One of the respondents perceived the severity at work, but not in his personal life.  He does not 
perceive the severity due to he has not any valuable information on his personal laptop just a 
couple of pictures. He never pays or buys anything from the internet. He argued that he does not 
do anything if the people want to spy on him. This answer shows that he does not realize that the 
malware is not only about spying. The malware may cause the loss of his pictures or lead to 
format the PC which causes money. He said also, “I’m pretty secure, I’m pretty much empty, and 
I feel secure”. This statement shows that he does not perceive the severity because he does not 
perceive the vulnerability in his personal life (not at work). He does not feel that he is vulnerable 
to an attack since he does not do anything in his laptop and he doesn't care if he is attacked. On 
the other hand, he adopts some countermeasures like he never pays in the internet because he 
perceived the risk of steal money on the internet.  

The users are considered as they adopt the countermeasures if they use software to mitigate 
malware, follow secure practice to mitigate malware and follow organization procedure to secure 
email.  Most of users adopt some countermeasures to mitigate the spread of malware via email. 
In general the IT system of the municipality has anti-spam on server which filters 70% and when 
the spam reaches to the inbox, software is used. They applied email abuse report, when the users 
get spam or face any problem they contact the IT department. When they face problems, people 
send a lot of email so they publish the problem on the homepage instead of answer each one.  
The people may not read the homepage so it is better if they do both send the emails and publish 
on the homepage. 

Most of the respondents mentioned that they do not open links from unknown sender, some of 
them referred that they do not send any security stuff or personal information like personal 
number.  They get information from IT department that do not open this email. One of the 
respondents added that he does not use the email work for personal use, and another one mention 
that the user should be careful.  
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Response efficacy refers to whether the user believes that the countermeasures are effective or 
not (Rogers, 1975). All of respondents believe that the protection solutions of email are effective. 
They express this belief by using words important, effective.   

Response cost refers to the user believes that the countermeasures cost money, time, effort or 
hinder the work needs.  The respondent mentioned two factors: time and work needs.  They 
described that they do not provide training program due to lack of time. Another respondent said 
that she needs to open emails from unknown sender at work, but she does not do this when she 
uses private email. From this statement, it obvious that she realizes the risk and she realizes 
response efficacy so she implements it in the private email, but at work response cost; which 
work will not perform without it; prevents her from following the secure practice.  

Self-efficacy refers to the user’s ability to deal with the countermeasures. The users classified as 
they have high response efficacy if they thinks that the countermeasures it is easy to implement. 
The respondent answers were various. Some of them have high self-efficacy due to their IT 
background. One of the respondents indicated that the solutions are easy to implement since 
most of them are automatically and he added that educate the user about phishing and social 
engineering always more difficult. On the other hand the respondents are classified as they have 
low self- efficacy if they thinks that it is difficult to implement the countermeasures or they do 
not know how to implement them. One of the respondents mentions that “do not know because 
I'm not really good about the computer things” and she added that “they sometimes are hard to 
understand. They are complicated, but I'm aware of their importance and so on). From this 
statement, it is obvious that she has low self-efficacy, but she perceived the risk due to she has 
good awareness about threats and she believe that the countermeasures are important (response 
efficacy) so she implement some of the countermeasures.  

5.2  Website 
As mentioned in the literature review section 2.6.2 the malware may spread via website through 
advertisement, fake anti- viruses, drive by download and the user inability to recognize between 
the legitimate website and the fake one.  

The interviewees can be classified as they perform actions that cause the spread of malware if 
they open a website from PC work, do not have anti-phishing program, could not recognize 
between legitimate website and a fake one, do not have restrictions on the web surf, do not use 
the latest version of web-browser.  

In general, the municipality has no restriction regarding visiting website at work. All of the 
respondents do not use anti-phishing program to recognize between the legitimate website and 
the illegitimate one. They do not use the latest version of web-browser due to incompatibility 
with other old system in the municipality. The respondents’ answers regarding how to recognize 
the legitimation of the website were various. Some of the respondents do not know what the 
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legitimate website means, other describe that they depend on the experience and common sense. 
One of the respondents said that he does not have anti- virus at home.  

The respondents have different level of perceived the vulnerability. Some of them do not know 
what is the fake antivirus, drive- by download or the legitimate website. In other word they do 
not know the threats of websites. The respondents who perceived the vulnerability, they have a 
good IT background. One of the respondents was little confused about vulnerability. He starts by 
referring that he has to buy anti- virus.  Then he returns and said “I’m not afraid, I do not want to 
buy anti-virus, and I’m not a target for virus program”. And he added that “I do not think I'm so 
interesting for criminal. At work, maybe because they may hurt the system of municipality”.  He 
perceived the vulnerability at work so he adopts  the countermeasures at work, but in his  
personal life, he does not perceive the vulnerability, which makes him not care with the 
countermeasures (he does not have anti- virus).  When he described that he does not subject to 
the viruses he showed unrealistic optimism.  

Perceived severity: The respondents perceived the severity of malware at work. One of them 
argued that it is important to adopt the countermeasures even though it cost money and time and 
explained that” when you get malware you will lose money, so it is better to prevent “. In another 
word perceived severity has more impact than the cost. Another respondent had past experience 
with successful attack that makes her perceived the severity very well. After this experience she 
becomes very careful. She describes that they can install some application from internet in work 
PC if they ask for the privilege, but she does not want.   

The user is classified as they adopt the countermeasures if they use anti- malware software, 
follows secure practices and have awareness,  use the latest version of web- browser, use add-on 
like block add-on, use anti-phishing, do not surf website from work PC, restriction against visit 
some websites or install some applications, and access privilege.  

They don’t use the latest version of web browser, because they are some systems in health and 
education have been developed in the 90s and they are not compatible with the latest browser, 
but they provide the Google Chrome as optional not default. They use anti-virus in the work PCs 
that are provided to the teacher. These anti-viruses are updated directly whenever they put their 
PC to any school. At municipality building, they implement access privilege. They have 2 types 
of accounts user account and local administrator account.  In the user account, the user can surf 
net, but he/ she couldn’t download. In the local administrator account, the user can download 
everything.  At schools, they have some restriction when they visit websites.  They could not 
install chatting program like Skype, Yahoo messenger. They have lenience; they could not install 
anything without having a license. Even if they get the license, it is difficult to install chatting 
programs and then to use them. All the respondents do not use add-on to block the advertisement 
and they do not have anti-phishing programs. The respondents’ answers regarding the legitimate 
and fake websites were various. Some of them said that they recognize the website from (https), 
other respondents said that they depend experience and common sense while one the respondents 
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who knows the idea of fake websites explains that he does not trust the websites so he never pay 
on the internet.  

One of the respondents who have  a good IT background argued that the people that provide the 
software work hard to prevent security holes. Of course the hackers also work hard to find new 
ones. But it all comes down to the end user and how they behave. This answer shows that he 
realizes the countermeasures are not enough to protect the user and it is important to have 
awareness and follow secure behavior.  

Applying access privilege and restrict the installation of some software are not enough. Most of 
the respondents do not have good knowledge regarding how to recognize the websites whether it 
is legitimate or fake one so when they have high access privilege they may cause spread of 
malware. At schools, it is easy to get license if the teacher asked it to install a program from the 
internet. If that teacher does not have good awareness regarding secure behavior, he/ she may 
cause spread of malware.  

Many respondents have low self- efficacy since they found some difficulties to implement the 
countermeasures. Some of them argued that it is not easy to recognize whether the website is 
fake or not. Another claimed that she could not remove the advertisements. Some of the 
respondents argued that they found the countermeasures are difficult to implement because they 
do not have good IT knowledge and they added that they always ask help from the others. One of 
the respondents argued that the solutions are easy to implement because they are auto update.  
Form these answers, it is obvious that the user who have low IT background, found the 
countermeasures difficult to implement especially if they are not automatic solutions. Maar 
(2013) suggests that develop an awareness of security issues among the employees and train 
them in protection measures will enhance their self- efficacy which cause  more adoption of 
protection measures.(Maar, 2013).   

Response efficacy: Some of the respondents were not completely satisfy with the effectiveness 
of the countermeasures. They describe that sometimes the PCs work well and sometimes are bad. 
Another respondent argued that the countermeasures are effective but after a while something 
disarrange at her home PC. These answers show that the countermeasures are not effective 
enough. Since they depend widely on the technology solutions without providing good efforts on 
educating the user. Users’ low self- efficacy will lead to many mistakes like visit fake websites, 
install suspicious software. 

The respondents mentioned four factors as response cost which are business priority, efforts, 
time and cost. The IT department explained that it is difficult to use the latest version of web 
browser due to its not compatible with the old system. They explained that some systems need to 
be available 24 hours. If these systems down half hour it will be huge effect, so they couldn't 
update the system to be compatible with the latest version of the browser.  .They added that is 
not easy to update the system, when the system is used by two or three thousand in the company. 
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Another respondent claimed that he does not want to buy anti- virus on his personal PC and he 
explained that I know there is some free anti- virus, but I do not have time then he added that the 
anti- virus program has to update, but he doesn't want to pay a lot of money on programs. All 
these answers show that the user could not adopt the countermeasures due to the response cost 
are high from their point of view.  

5.3 Social media  
As mentioned in the literature review section 2.6.3 the attackers consider the social media as a 
very good environment for spreading malware. The attacker exploits the trust relationships 
among (friends) in social media since the user has high degree of trust in the messages that come 
from friends (Irani et al., 2011).  

The respondents can be classified as they perform actions that cause the spread of malware if 
they use Facebook from work PC, accept unknown friendship, open links and attachment from 
suspicions sources, have a public profile. All these actions lead to spread malware. And refer that 
the user does not perceive the vulnerability 

They do not have any restriction regarding social media at work. All of the respondents open 
Facebook at work, only one of them who do not have an account in any social media. Some of 
the respondents argued that sometimes they need to use Facebook for work. For instance, one of 
the respondents argued that they need to use the Facebook to discuss some problems faster. 
Another respondent argued that there is an idea to create a page on Facebook to help the 
employees to communicate with each other. One of the respondents said that he opens the 
Facebook only from his private phone. From these answers, it is obvious that there is no 
restriction regarding social media and the only way of protecting is user’s awareness. The worst 
when they want to use Facebook for work and not all the users have the awareness of threats in 
social media. 

 The levels of awareness of the respondents are various. Many respondents do not realize the 
threats of public profile. They focus on their privacy like do not share anything that they do not 
want the other wants to know or their personal opinion, but they do not realize that the attacker 
can collect information that the user does not have problem to share it like the address, place of 
work, photos and perform social engineering attacks. Most of the respondents do not know that 
the attacker can create a profile similar to the friend and they do not know how the attacker may 
exploit the friendships recommendation to perform an attack. One of the respondents argued that 
he does not use social media since he does not share personal information on Facebook and he 
never shares with conversation while he accepts the friendship and he has public profile and he 
opens the videos and attachment on Facebook furthermore he opens the Facebook from work 
PC. It is obvious that he does not realize the threats of social media. From his point of view, use 
the social media means to only share with conversation and personal opinion and he does not 
realize that having a public profile, open video and picture, and acceptance the new friendships 
without sure from the real identity of these recommendations will cause the spread of malware. 
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Furthermore, when he opens the Facebook from work PC, he may cause spread of malware into 
organization network.  

The respondents considered as they adopt the countermeasures if they have some security 
practice when using social media. For instance, do not have a public profile, be careful with 
video and attachment, do not accept friends’ requests before making sure of the identity.  

Many of the respondents implement some secure practice. All of them do not install applications 
or games in social media. Some of them, but not all, have private profile and they try to make 
sure that nothing about them is public. One of them tries to Google her name to make sure 
nothing about her on Facebook, so only her friends can see. Another respondent described that 
she protects her profile and her friends list and even friends of her friends. They can’t send 
request because they are blocked, so they need to contact her friends and then her friends contact 
her. She checks and adds them. From this description, it is obvious that she follows good practice 
that protects her of being victim to many types of social engineering attack and from fake 
friendships recommendation. Another respondent described that when she gets friendship 
request, she goes to their page and check their picture and the mutual friend so she can trust them 
or not. Then she can confirm them. Another one said that “If I get a friend request I do not accept 
if someone I do not know”. Even though these practices provide kind of protection, but it could 
not protect them from the fake recommendation that look like the original profile of the friend. 
One of the respondents argued that he tries to contact those people before he adds them to 
Facebook. This practice is useful, especially if someone does not want to block everything and 
be so private. Some of the respondents mentioned that they do not open video or pictures from 
someone that they do not trust. It is not enough to trust the source to trust the link or attachment. 
The attacker may exploit the trust relationship since the users trust their friends which make 
them open links or attachment from friends. It is important to educate the user that friends’ 
account may be infected by malware or the friends may not aware that they share bad link or bad 
attachment that may infect them and their friends. One of the respondents explained that when 
she gets a link in a message from her friends list who she often talks with and they written 
something above that show the link is ok, she will open it.  The respondents’ answers regarding 
limit information were various.  Most of the respondents focus on their privacy and do not put 
that attention on the level of the information that they share. They do not realize that the attacker 
can exploit some personal information because they do not realize the threats of social media 
correctly. One of the respondents focus on that she does not share her work position and that is 
good. One of the respondents added interesting countermeasures which are Log out after visit 
and use https.  

Many of the respondents have low self- efficacy since they found social media countermeasures 
are difficult to implement. One of the respondents highlighted that it is difficult to implement the 
countermeasures because there is always something new and they change over the time and it is 
hard to keep up with them. Even though those respondents have low self- efficacy, they 
implement some good security practices like having private profile and so on because they 
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realize some threats of social media that make them adopt the countermeasures.  One of the 
responded argued that is not easy to have a separate network for employee who wants to use 
social media.  

Response efficacy: since the countermeasures of social media depending widely on the uses’ 
awareness and the users interesting of social media, we could not get many answers regarding 
the effectiveness of response. One of the respondents argued that she always read the notification 
on Facebook and if there is something should change, she changes it. She added that it is good 
that they have notifications.  From this explanation, it is obvious that the notifications in 
Facebook are effective.  

5.4 USB 
As mentioned in literature review section 2.6.5, the USB is one of the ways of spreading 
malware. It is important to have some restriction of use USB.  

In the municipality there is no any restriction on using USB. All the respondents use USB. At the 
library, the USB is an important part of their job; they need to use it to help the client, which is a 
part of their job. Some respondents argued that they use USB a lot in their work while others do 
not use it a lot. 

The respondents are classified as they perceived the vulnerability, if they know that the malware 
may be spread via USB. Some of the respondents indicated that the USB is dangerous and they 
described that the user may bring an infected USB to the work. Unfortunately, not all of the 
respondents perceived the vulnerability of USB. Some of them do not know that malware spread 
via USB so block it will mitigate the malware. One of the respondents said that he needs to use 
USB due to the clients need and he said “I just connect it and print it”. The phrase “just connect 
it” gives an impression that the respondent does not realize that connect the USB may cause 
spread of malware if it was infected one.  

The respondents’ answers regarding the possible countermeasures were various. One of them 
argued that only the anti- virus should work. Another said that if they block the USB they have 
to instruct us how to use the data.  She suggested an alternative solution that can be used in 
school. She described that they have access to the folder both from home and school, so they can 
save the data in that folder instead of save it on USB.  

Response efficacy: one of the respondents said “I do not know if block USB will reduce the 
malware”. He has no idea if the response is effective or not. May be because he does not 
perceive the threat of USB so he does not know if the response is effective or not.  

Response cost: the respondents state two types of cost if USB will be blocked. The first one is 
work need; they need to use the USB to serve the client. The second one is the user will be 
annoyed if the USB is blocked. One of the respondents argued that it is good to be able to bring 
USB and she added that it will not very much affect her work. And she explains that she likes to 
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use USB because she does not trust computer and everything are there so it is good to have it in 
the USB as backup. This answer shows that the USB is not necessary for her work since it will 
not affect and she can use another way of backup.  

All the respondents except the library shows that it is not necessary to use USB and they can use 
another way to transfer the data.  

5.5 BYOD   
The malware may spread if the user uses BYOD and connects it to the work network or work 
devices. In general, an access privilege is implemented in the municipality. The user could not 
connect any personal devices unless as a guest. Some of the respondents said that they do not 
bring their personal devices, other said that they do not connect their devices into organization 
network otherwise they connect them via phone. One of the respondents argued that the Wi-Fi 
connection with the organization is slow, so she prefers to not connect her mobile into Wi-Fi.  
Another respondent explained that she does not connect to the school network because she thinks 
that it is easier to have all her information even her internet special for her. One of the 
respondents said “we are not allowed to use our personal devices because the level of security is 
not good” and highlighted on an important issue. He discussed that it is not allowed to connect 
your personal mobile unless as a guest, but you can connect your work mobile through a secure 
connection and you have access to the local environment. You can do anything from your work 
mobile so if you get malware you will spread it into the organization. This answer shows that the 
respondent perceived the vulnerability. One of the respondents describe that it is good that we 
can connect with other devices. It facilitates the work.  

The main countermeasure that adopted is to connect as a guest. At school they adopt special 
countermeasure. When the teachers use their personal tablet for teaching or giving some 
instructions, they have to tell their manager first. The management wants to sure that there is no 
recoding for student on the teacher devices. If they want to do this they have to have an 
agreement. 

Response efficacy: the respondent stated that the countermeasures are effective.  

The respondents described many response cost. They argued that taking control of peoples own 
equipment is not always appreciated. The municipality face problem with schools because they 
refuse to implement user name and password on the BYOD and they explained that they need 
open environment and the school environment should be like students’ normal life. Schools see 
security take time, energy and obstacle their work. The IT department made risk analysis and 
finally enforce the school to have a user name and password. The IT department made 
assessment between the threats (perceived vulnerability and severity) and the response cost and 
they conclude that it is important to implement the countermeasures due to the high level of 
threats.   
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5.6 Work at home 
One of the ways of spreading malware is using home PCs and accessing the organization’s 
network from home. It is important to secure the home environment by using a complicated 
password on the router and enhance the security setting and not depend on the default one. If the 
home environment is infected by malware, then work PC; which is provided by the municipality; 
may infect also. In general, not all respondents work at home and the municipality provide PCs 
for the employees who need to work at home. One of the respondents argued that she can access 
the school network from home by using work PC. She explained that there is a website that 
contains all teaches’ evaluation for students.  It is so private. She described that the teacher can 
access this website without any restrictions. Even though the work PCs is provided by antivirus, 
it is important to implement some restriction when the remote worker accesses a website that 
contains sensitive information, since the device may be used by other family member that may 
not have good awareness or they may disclose the information on purpose. So it is important to 
implement some restriction like user name and password that change every time the employees 
access the website to make sure that the person who uses the PC at home is an authorized person. 
One of the respondents who have access to the organization’s network described the home 
environment and she explained that she uses the default setting on the router and she updates the 
anti- virus every two months. The default setting of router prioritizes the ease and accessibility 
over security Furthermore the ant- virus should update whenever the updating is available. 

The respondents have different level of perceived the vulnerability. One of them argued that they 
do not know that it is important to have complicated password at home wireless.  Another one 
said that he does not have anti-virus and he argued that he does not use the computer a lot at 
home. This answer shows that he does not perceive the vulnerability. From his point of view, 
using the computer not so much will not make him a victim to malware. It is important to 
educate the user, especially if he/ she have access to the organization’s network remotely 
because how the user behaves at home and the level of security of home environment will impact 
the work environment.   

They implement access privilege as countermeasure to work at home. Not all users have same 
privileges the end user can only email or access the intranet while the user with higher privilege 
can run the PC remotely. There are different levels of how the user can log in usernames and 
password. In the high level access privileges, user name and password send to the user via 
mobile and it is used only for one time. Not everyone can work remotely, if they work remotely, 
they have to be added into active directory. One of the respondents argued that she cannot use 
her personal PC to access the organization’s system from home because it is not wide open. They 
can access some of the resources not all. She described that they can only read the email, but 
they could not replay.   
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5.7 Personal use of work PC 
As mentioned in  the section 2.7.3 88% of email work are used for personal purposes 
(Mastrangelo et al., 2006).If the employee does not have good awareness, they may cause in 
spread of malware.  

In general, they do not have restriction regarding personal use of PC at work. Many of 
respondents open social media from work PC which is an example of personal purpose. One of 
the respondents mentioned that she can do anything in the work PC and can install software if 
that software does not need permission from the city. There is an especial situation in the library, 
since they provide PCs for public use. The people who do not have PCs in their home, they use 
the library’s PCs. They could not make control on the users. 

The only existing countermeasure is the respondents’ awareness. Two of the respondents argued 
that they do not use the work PC for personal use. They respect their work devices and never 
install software or play game. One of the respondents who have a good IT background argued 
that his IT background helps him to understand the risk of malware. The second one does not 
have a good IT background but she had past experiences with successful malware that make her 
aware the severity of malware which encourage her to be careful and follow secure practice.  

5.8 Awareness and training  
The IT department adopts different ways to educate the user. The IT support provides advices to 
the user in addition fixing the problem. They provide also 20 minute introduction for each new 
employee, part of it regarding information security. 20 minutes is not enough, especially the only 
part of this period is about information security. It could not ensure that the user will perceive the 
threat and understand the countermeasures. There is an education program on the intranet any 
employee can read it. This program concerned how to protect PC, email, log in, this program 
available as a video and someone explains. It is good to provide this type of education program 
that give the user the opportunity to get the information whenever he/ she needs. On the other 
hand, this type of education could not ensure that the user will listen to the video. If the user does 
not aware the importance of information security from the beginning, maybe he/ she will not 
download this video so no information will be perceived. The IT department also publishes some 
information regards security on the intranet home page. Even though it is a good way to reach 
everyone, but it could not ensure that the user will read it or will understand it.  The CISO 
described in details how she advises the employees. She argued that she advises the employees 
wherever she meets them. She explained the importance of information security by using 
examples from real life like “as you need a key to your apartment and use it every time you open 
your door; you need a username and password”. These kinds of example help the user to 
understand the importance of the countermeasure, in other word increase response efficacy. She 
explains what are the consequences (severity) and why this is important (show the vulnerability). 
She highlighted on an important factor which is “why want to protect this”. It is important to 
make the users aware of the value of information assets that will be protected to help them to 
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perceive the threat in addition to the PMT traditional factor (perceived severity, perceived the 
vulnerability). If the users perceived the value of information assets, they will have better 
realizing of severity and vulnerability.  

One of the respondents at IT department argued that outside organization like school not like IT 
department. He thinks that the IT specialist who works in a school should educate the teacher 
and student regarding what they have to do to prevent the attack. On the other hand, one of the 
respondents at school explained that she does not get any information regarding the policy and 
how to use the PC. She got the information from her friends. From this description, it is obvious 
that neither IT specialists at school nor IT department provide any education to the teachers and 
students regarding malware mitigation.  

One of the respondents described how she has gotten awareness regarding mitigate malware. She 
explained that she reads in magazines and in the news and she often sees on the Facebook people 
warning each other do not click on the link if you get it from your bank. She added also that she 
read the information that published on the intranet homepage of the municipality.  She said also 
that at home, she tries to use Google or call friends when she face problem. This description 
shows the importance of media and how they can be an effective way to educate the users how to 
mitigate the spread of malware.  

5.9 Respondents’ Recommendations 
The respondents suggested many recommendations to mitigate the spread of malware.  The 
CISO thinks it is better to block USB and use central log in. As mentioned previously, many 
respondents argued that they do not use USB a lot or their work will not be much affected if they 
blocked the USB. Since the USB it is very important to the library, they can put the public PCs 
in separate network. She suggested classifying the information and documenting that 
classification. In this way they will protect the sensitive data. She added that the user should have 
knowledge and have to think.  

One of the respondents suggested that they should throw the old system to be able to use the 
latest version of web browsers and he argued that if they leave the old one, may cause infected 
by malware which will cost money and may make a disaster. If they have a new one, then they 
need to pay for new systems and to train the users about the new system. He argued also that it is 
not a good idea to use Facebook for work and he suggested a Microsoft product LYNK to 
collaborate with the people.  He suggested that it is good to motivate the user by assigning a 
person to explain the consequences. He added that it is hard getting people doing stuff without 
believing in it. He explained that to educate the users, it is important to have a very strong 
argument. It is about education and cultures in company many factors. Finally, he concluded that 
the users should only do things that they really need and they are sure of their safety.  If the users 
do not need to use this web page or download this application they shouldn't do that.  
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At the library they suggested to employ an IT technician in the library because they face many 
problems. They described that small problem with computers takes time to fix since it is a big 
city and the IT technician need time to reach the library.  

The library chief provided some general advices regarding how to manage people. He described 
that he believes in his team so they do not need to ask him about every small details. He tries to 
encourage them by saying “you did that well”. This advice in management in general can be 
implemented to mitigate the malware. It is good to educate the users about malware so they do 
not need to ask about every small detail and motivate the users when they follow secure practice 
by say “you did that well”.   

One of the respondents said that he will not go to the training program if it is not compulsory. He 
added that the education should be Compulsory and   everyone should go to this education and 
know about it because it could be a big problem it costs money and time. This recommendation 
shows that the user realizes the importance of the awareness (countermeasures) because he 
perceived the severity well, but he does not want to spend extra effort on it, so he will attend 
only if the program is Compulsory.  

At the school, they suggested to have a teacher to educate them and to provide some training.  

Many of the respondents argued that the best way to motivate the user is to make the user aware 
the threat of malware. They suggest explaining the consequences (severity) to motivate the user 
and make the users fears (perceived threat) which make them feel that they should be careful 
how to do stuff. This answer shows the importance of perceived the threat to adopt the 
countermeasures. One of the respondents argued that she does not really have recommendation 
because she does not have wide information about it to avoid it. If the user does not have good 
knowledge regarding malware and how it spreads, so he/she will not be able to mitigate it.  

Many respondents argued that the time is the main response cost. They described that the 
education needs time and they argued that they will attend an education and training program if it 
is not so long, about one day not a week. This answer shows how the response cost; which is the 
time in this case; has bad impact of implementation of the countermeasures.  Only one of the 
respondents said that she does not mind how long the program is.  

Another respondent highlighted that the IT-competence is very varied. This answer shows the 
importance of self- efficacy and how it impacts the user behavior. 

 Most of the respondents think that the education program is effective and it is a good idea. One 
of the respondents said “it is hard getting people doing stuff without believing in it”. This answer 
shows that it is important to believe that the countermeasures are effective to adopt it. He argued 
that the overall countermeasures that are adopted by the municipality are effective and he 
explained that they limit the user privilege and the user does not allow doing everything.  
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6 DISCUSSION  
This chapter will be divided into three themes based on research questions. The themes are: 

 The humans contribute in the spread of malware. 
 The countermeasures to mitigate the malware 
 How to make the countermeasures effective by using PMT theory? 

6.1  The humans’ contributions in spread of malware. 
As has been mentioned in the literature review and empirical finding, there are many ways that 
the humans spread malware. It is not enough to adopt the technology solution to mitigate the 
spread of malware. It is important to take the human factors into account since the humans 
interact with the system.    Most common ways of spread malware as mentioned previously are 
email, websites, social media, BYOD, USB, work at home and personal use of work PCs.  

 The malware can be in the form of email attachment or link. The attackers use phishing and 
spams to spread malware. As Dhinakaran and Nagamalai (2010) mentioned that the phishers 
depend on  social engineering more than software vulnerability. The attackers employ the sender 
account as well as the subject of email to attract the user to open the links or the attachment. The 
humans contribute in spread of malware if they open email from unknown sender , click on 
suspicions links, use CC copy when send to the group that do not know each other which gives 
the attackers the opportunity to get lists of email to spread spams and phishing emails.   

The analysis of interview showed that most of the respondents do not open email from unknown 
sender unless it is part of their job.  All respondents do not use BCC instead of CC when they 
send to the group that they do not know each other.  

The humans may cause spread of malware via website, if they click on unsafe advertisement, 
visit a malicious website or install fake anti-virus.  

The analyses of interviews show that all respondents do not use any add-ons to block the 
advertisement. As Onarlioglu et al. (2012) has showed  that the trick banners influence the user 
decision effectively to click them. If the advertisements are not blocked, the user may be lured by 
an advertisement and click on it which cause the spread of malware.  

The results show also that all respondents do not use any anti- phishing program to recognize 
between the legitimate website from the fake one and many of them do not know what the 
legitimate website means. These results show that many of respondents do not have the ability to 
check the authenticity of website before visiting it which  agree with Alnajim (2011) who shows 
that more than 5 million of the internet users in the United State were victim to the phishing in 
2008.   . The results show also that some of respondents depend on the experiences and common 
sense to recognize between the legitimate website from the fake one. Depending on the 
experiences and common sense could not ensure that the user will not be victim to malicious 
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website. As Afroz and Greenstadt (2011) has mentioned 90% of the users are  victims to 
malicious website because they depend on the web appearance when they try to indicate the 
web’s authenticity.  Users do not realize that the well phishing sites are designed to be exactly 
look like the legitimate one.  

The results show that they do not use the latest version of web browser which increases the 
probability of attack. As Seideman et al. (2013) suggests that when the user do not apply the 
patch or security update that released by vendor , they will  put themselves under risk to be 
targeted by malware.  

The social media is considered as a very good environment to spread of malware. The attackers 
exploit the trust relationship among the friends and take advantage from the personal information 
that the people share on social media. 

The analysis of the interviews shows that all respondents open the Facebook at work and they 
use it sometimes for work purpose. Some of them have a public profile. The attackers can take 
advantage from the information that the user share in social media to perform social engineering. 
This mission will be easier when the profile is public. Based on Gross and Acquisti (2005) 
90.8% of Facebook users in the Carnegie Mellon University uploaded their images, 87.8% 
shared their birthday ,and 50% revealed their current addresses.  As Grandjean (2008) has argued 
that The attacker can use these treasures of information to perform social engineering attack, 
furthermore the user can be lured by the level of personal information in the message that lead 
the user to trust the sender and open the message which  contain malware.  

The results show also that most of the respondents are careful regarding the information that they 
share and they argued that they do not share something that they do not want the other know.  
There is some personal information that the users are happy to share it and it considered as 
treasure to the attacker like address and photo. As (Oxley, 2011) has indicated that the attacker 
can collect this information and build a comprehensive picture about the user. In this case the 
attacker can easily perform social engineering attacks on the users. A study conducted byJagatic 
et al. (2007) show that the gathered information from social media make the phishing four times 
more effective than the blind try.  

The results show that not all users are aware that the attacker can create fake profile similar to 
the friends to lure the user to accept the request of friendship. As Irani et al. (2011) has suggested 
that the attacker aims to exploit those friendships recommendations to develop a fake profile of 
an imaginary user to be suggested to the victim. If the user attracts to those fake 
recommendations, he/she will attempt to contact the attacker which leads to spread of malware. 
The results show that the respondents try to visit the profile of the user before accepting the 
friendship request to make sure that the request belongs to a friend. In this way, the user can 
easily to be lured and accept the fake friendship request which leads to spread of malware. These 
results show that most of respondents are not aware the real risk of social media just Potdar and 
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Nandavadekar (2012) indicate that 25.61% of the users are not aware the security issues in social 
media, so they might be victims to security breach.  

The results show that the respondents use USB, and there is no restriction against USB. If the 
USB was infected then the malware will spread into the organization’s network. 

The results show that the users cannot connect their personal devices BYOD into organization 
network unless as a guest. Even though they limit the risk of BYOD by implementing access 
privilege, there is still a risk of work mobile that can connect and access to the local 
environment. As Tokuyoshi (2013) indicates that many BYOD devices are existing outside the 
organization and they may connect into unsecure network that will expose them to the risk of 
attack. When these infected devices access the local environment, they may spread malware into 
the organization. The results show also that the users can do anything in their work mobile. If 
they do something that leads to infect by malware, then the malware will spread into the 
organization’s network.  

The results show that not all employees work at home. Only the PCs that provided by the 
organization can access the organization's network remotely. Even though they connect their 
personal PCs, their privileges are limited. Abraham and Chengalur-Smith (2010) indicate that the 
employees have the responsibility to keep their home environment protected and they suggest 
changing the default setting of home router which prioritizes the ease of use over security. The 
analysis of the results indicate as Inc (2006) indicate that remote workers are used to be less 
aware of information security commitment, since they do not change the default setting and not 
all respondents  update the anti- virus automatically. As Pandove et al. (2010) argue that the 
organization that depends on schedule basis updating will be vulnerable until the updating is 
installed. 

The results show that the user can use the work PC for personal use and there are not any 
restriction regarding personal use. They can install software if that software does not need 
permission from the city. These results show that the only restriction against personal use is the 
user’s awareness. Since they do not provide an effective education and training program, there is 
still a huge risk to be attacked even though they implement some countermeasures regarding 
email, BYOD and access privilege.  

6.2 The countermeasures to mitigate the malware 
As mentioned in the literature review, there are many countermeasures to mitigate the spread of 
malware.  

The analysis of the result shows that they adopt some countermeasures to protect email. They do 
not open suspicious links and they adopt; just as Pandove et al. (2010)suggests; anti-spam which 
prevent spam from reaching user’s inbox. The anti-spam filters 70% of spam on the server. 
When the spam reaches into inbox, software is used. The results indicate as Pandove et al. (2010) 
suggests that they have email abuse reports , the users inform the IT department when they get 
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spam. In many cases, users send email to the IT department asking about the same problem. 
They publish the problem on the homepage of intranet instead of send an email to each one. The 
user may not read the homepage, so it is better if they answer each email as well as publish it. 
The results show also as Oxley (2011) suggest  that most of the respondents focus on the sender 
account and they do not open emails from unknown sender unless it is part of their job. On the 
other hand, they do not provide any education regarding the ways of phishing and social 
engineering. They provide only some information regarding do not open this email. As Alnajim 
(2011)indicates that while technical solution may stop the phishing attack , training the end user 
is an essential component in mitigation of phishing. Kumaraguru, Rhee, Sheng, et al. (2007) 
show that using of embedded training is more effective than the traditional way of education; 
furthermore the users hold more knowledge after the embedded training than the traditional one.  
The results show that the respondents do not use BCC when they send to groups who do not 
know each other. Either because they do not know the principle of BCC or they do not find the 
option of BCC in the email system. They do not know that they can change the setting of email 
to get this option (low self- efficacy).  These results show that the users follow some secure 
practice like do not open email from unknown sender and how to deal with spam due to they get 
some information from IT department that make them aware the importance of those issues 
while they do not use BCC because they do not have awareness of its important or training about 
how to use it. These results agree with Yuan and Chen (2005)who indicates that the management 
should balance among technique support, training, and immunization. As Abraham and 
Chengalur-Smith (2010)  have been suggested that  increased user awareness and training 
programs will help the user to adopt the solutions 

The analysis of the result shows that the level of countermeasures to mitigate the malware via the 
website is rather low. For instance, they do not use the latest version of web browser, ant- 
phishing and add-ons to block advertisement. But they implement access privilege. In the user 
account, the user can only surf internet, but they could not download. Since the users have the 
ability to surf internet, there is still a risk to be victim to drive- by attack, as Emre (2011) indicate 
that once the users visit malicious website, the malware can be installed without user’s 
awareness. It is hard to block surfing internet, especially the employees need to surf internet to 
look for information for work. There is no perfect security and the organization is enforced 
sometimes to handle with residual risk. May be the access privilege is not a perfect solution, but 
it can protect the sensitive data. The analysis of the result shows also the importance of the 
awareness to make the countermeasures effective. For instance the privilege of administration 
account which allowed the users to download everything that leaves the security issues related 
how the user behave and the level of users’ awareness. The same regarding the licenses that can 
get it easy to install software into school PCs. As D.-L. Huang et al. (2007) indicate when users 
have little of knowledge, there is high possibility of a risk occurring. So it is important to 
increase user awareness as Alnajim (2011)shows that the users’ awareness is a key to change 
their behavior which lead to minimize their mistakes.  
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The results show that there are not any restriction regarding using social media. The only way of 
protection is users’ awareness and how they behave. The analysis of the results shows that all 
respondents do not install games in social media. Some of them not all have private profile and 
they set their privacy to the maximum level just like Oxley (2011)suggests to mitigate the 
identity attack. The results indicate that the respondents open the videos and links if they trust 
the sender. As mentioned previously, the attacker may exploit the trust relationship and it is 
important to adopt some countermeasures to check the authenticity of links just like Oxley 
(2011) suggests by enter the link manually instead of click on it and ask the sender for 
conformation that the URL is not harmful. The analysis of the results shows also that if the users 
do not want to be so private in social media, it is good practice to contact the people before 
accept their friendships’ requests, and do not depend on the mutual friends or the look of pages 
since they may be fake as Irani et al. (2011) indicate most of the respondents do not understand 
the risk of social media so they do not adopt the necessary countermeasures to protect 
themselves. These results show the importance of making the users aware what are the threats 
and give them examples to make sure that they fully understand the risk as Oxley 
(2011)suggests.  

As (Pham et al., 2011) suggest to implement : data access control , port access control, and 
policy to mitigate spread of malware via USB. The analysis of results shows that an access 
privilege is implemented which consider as type of data access control .On the other hand they 
do not have any port access control since all users can use USB . The results indicated that many 
of the respondents do not use the USB a lot and they argued that their work will not be effective 
if the USB is blocked .Some of them argued that they can use an alternative solution to save the 
data whereas the USB is so important to the library. These results agree with the Field (2013) 
survey which  shows more than half of the organizations are able to block the usage of 
removable devices such as USB flash, whereas, 30% are not. 

 The results indicate that they could not connect the BYOD devices unless as guest .Many of the 
respondents argued that they do not prefer to connect their devices into organization Wi-Fi due 
to slow connection.  This countermeasure agree with what Astani et al. (2013)suggest to mitigate 
the risk of BYOD. On the other hand they can access the organization network via work mobile, 
but they do not have any policy regarding use the work mobile. It is important to educate the user 
regarding the threats of BYOD and how the malware may spread through it. This will encourage 
the users to be careful and follow secure behavior. As Colwill (2009) indicates that the education 
program should cover the real security threats and show the vulnerability. That will increase the 
user awareness and help them to recognize any suspicious activity. 

The organization provides devices for the employees who work at home. Updating anti-viruses 
are installed in these devices and they implement access privilege on remote worker.  These 
countermeasures agreed with Abraham and Chengalur-Smith (2010) suggestion except the 
employees’ responsibility to keep home environment secure. That because they do not provide 
awareness programs to educate the users regarding importance of such countermeasure.  
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The results show that the IT department adopts different ways to educate the users but most of 
effort focus on the IT department and do not give that attention to the organizations that related 
to them. Furthermore the results show as Albrechtsen (2007) indicates that the traditional 
awareness programs are ineffective. The IT department gives advice when they fix problem on 
other words after the problem take place. They have education programs as video, the user can 
download it from intranet and some information is published on the homepage. The users may 
not download the video or may not read the homepage which leads to no information will 
perceive as Alnajim (2011) argues that people do not read the training material that are provided 
online. They provide very short introduction for each new employee (only in IT department) part 
of it concerned information security and it is given only one time  this disagree with the 
recommendation of keeping the users update with new threats as Pandove et al. (2010). The 
CISO explained as  Colwill (2009)indicates that it is important to explain to the users the reason 
behind the countermeasures and why they are important. She explains the severity of the attack 
which agrees with the PMT theory and she added that she explain to the users why it is important 
to protect the information. She reflects this way is effective. These results agree with what 
suggest regarding the importance of explaining the threats, their severity and how the 
organization’s business will effect in case of a successful attack. This will help the users to 
understand the value of information which help to realize the severity of losing it. Unfortunately 
the CISO efforts are limited. She could not provide an expanded awareness and training program 
due to lack of time.  

The results show that some employees get information regarding information security from 
magazine, news and Facebook. This result agree with Pattinson and Anderson (2006) who argue 
that the risk perception can be influence by media news.  

The respondents suggested some recommendation to mitigate the spread of malware which are: 

1. Block USB and use central log in instead. 
2. Classify the data to protect the sensitive information. 
3. Use the latest version of web browser and update the old systems which are not 

compatible with it. 
4. Do not use Facebook for work purpose and they suggest another program that can be 

used to collaborate with each other. 
5. Use strong argument to educate the people. 
6. Have an IT technician in place to educate the user and solve the problem faster. 
7. Provide compulsory training program, but not so long like one day not a week. 
8. The best way to motivate the user is to explain the consequences and make the user fear 

that make them be careful. This suggestion agrees with the concept of PMT theory.  

All these recommendations agree with countermeasures that are discussed previously.  
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The analysis of results shows that the technology solution could not stand alone. There is always 
lacking in the countermeasures due to lack of users’ awareness. The results show also that they 
do not provide a good effort to educate the users. These results support the result of survey 
conducted by Department for Business (2013) which show that 42% of organization do not 
provide training program. . 

6.3 How to influence the humans to mitigate the spread of malware by 
using PMT theory? 

As mentioned in the sections 6.1 and 6.2 that there are many countermeasures to mitigate the 
spread of malware some of them are implemented and other are not. The analysis of the results 
shows that the users adopt the countermeasures if they perceived the threat and the cost was not 
high. The respondents considered the cost is high if the countermeasures obstacle their work 
especially when implementation these countermeasures cause the work could not be performed. 
For instance, use USB at library and open email from unknown sender. These results agree with 
Höne and Eloff (2002) who indicates that if the users feel that the security procedure obstacle 
their daily job, then the priority will be for job higher than security issue. On the other hand these 
results disagree with Pahnila et al. (2007) who indicates that coping appraisal ; which response 
cost one of its factors; does not have a significant impact on IS compliance. The reason behind 
this difference is that the tested hypothesis is built on the idea “if the employees perceived that 
non- compliance with IS security policy will threat the IS security, they will follow the IS 
security policy. From this assumption,  it is obvious that the hypothesis are built based on 
perceived threat will lead to adopt the countermeasures and nothing about coping appraisal 
factors which are (response cost, response efficacy, self-efficacy) ,so the result indicates that 
coping appraisal does not have impact. 

The analysis shows also some contrary results regarding using USB. The respondents who 
perceived the threat of using USB, they use it anyway. They argued that they do not use it a lot 
and their work will not be affected if the USB is blocked. These results show that perceived 
threat makes them accept the idea of blocking USB, but they do not adopt this countermeasure 
by themselves. They mentioned also that” just antivirus should work “as Mitnick and Simon 
(2009) indicate that the defense technology like anti- virus make the user acting in a risky way. 
This result agrees withCrossler (2010) who indicates that perceived threat does not have a 
significant impact on backup the data. He explains that the influence of perceived threat on 
copping appraisal is not direct. In our result, perceived threat of USB influences the users’ 
intention, but not the actual behavior.  Perceived threat was enough to adopt some 
countermeasures like email, but it is not the case for USB almost because the users do not get 
any education regards the risk of USB not like email, the IT department informs the users do not 
open specific email that make the users feel the risk may occur. 

On the other hand the results show that if the users do not perceived the threats, they will not 
adopt the countermeasures. These results agree with Pahnila et al. (2007)who indicates that if the 
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users do not perceive the vulnerability, then they will hardly adopt the security countermeasures. 
The results show also there are many factors that impact how the users perceived threats. One of 
the respondents does not perceive the threats at his personal life because he thinks that he does 
not a target to malware and he argued that he does not have valuable information that make him 
feel he is pretty secure. These result supports what  McIlwraith (2006)indicates  regarding 
unrealistic optimism. Unrealistic Optimism make the user think that he/ she is not subject to the 
risk. He want to feel secure as Workman et al. (2008) explains the illusion of invulnerability 
where some people ignore the existing threat to keep feeling that the world still safe and secure. 
Another factor that make him to take the risk of not having anti-virus is cumulative risk which 
refers to the probability of an event (infected by malware) occurring in specific day or time are 
very small, however over time this probability will be increased (Fischhoff, 2002). So he 
encourages taking small risk (from his point of view, not having anti-virus. Is small risk) that 
may lead to big consequences in the future. 

 The results show also that the users who do not use the computer a lot almost do not perceive 
the threats. On the other hand the result shows that the IT background and past experience with 
successful malware attack have good impact on the perceived threat. These results agree with the 
result of Lalonde Levesque et al. (2013) who  indicate that people who perceived risk are 
strongly related to their security skills and experiences. These results agree also with Pattinson 
and Anderson (2006) who show that the security risk perceptions can be influenced by past 
experiences. On the other hand, these results disagree with Sangmi, Bagchi-sen, Morrell, Rao, 
and Upadhyaya (2009) who indicates that the past experiences have a negative impact on 
behavior. They described that students who suffered from an internet privacy breach, they do not 
adopt protection behavior which may make them victims again in the future. The reason behind 
this contrary may be because that the people who suffered from past experiences do not know 
which was the reason that leads to be infected so they will do same mistake. That explains the 
finding of that study, which indicates that educate the users influence positively the user online 
behavior.    

The analysis of the results shows that when the threat is perceived and the response cost is high, 
the management makes risk analysis if the threats will cost more than response, they adopt the 
protective countermeasures. In other word if the cost of severity more than response cost, they 
prefer to adopt the countermeasures. These results consistent with A. J. Chang (2011) who 
illustrate that the manger can perform cost- benefit analysis to implement the security 
technologies or not. By assessing the cost of implementation and the benefits (reduce loss). 

The results indicate that the respondents, who do not have IT background, have low self- 
efficacy. Even though they have low self-efficacy, they adopt the countermeasures because they 
perceive threats and they believe that the countermeasures are important (high response 
efficacy). These results agree partly with the results of LaRose et al. (2008)which indicate that 
response efficacy and self-efficacy have the most impact on secure behavior and the efficacy 
interacts with perceived risk to adopt the secure behavior. The results agree with the part of 



73 
 

interaction between risk perception and response efficacy, but the results do not agree with self- 
efficacy has the most significant impact on secure behavior, since the respondents explained that 
the countermeasures are hard to implement, but they adopt them because they know they are 
important.  The respondents argued that they ask help from IT department at work and from 
someone else; who has good IT knowledge; in personal life. These results show that if the users 
perceived the threat and have high response efficacy they will ask help to adopt the 
countermeasures.  

The results show that the users who believe the countermeasures are effective, they adopt the 
countermeasures. These results agree with Chenoweth et al. (2009)who indicates that response 
efficacy has a significant impact on adoption the countermeasures. The CISO argued that 
explaining the importance of countermeasure is the best way to motivate the users to adopt them.    

The results show also many of respondents do not know that there are countermeasures to solve 
some of their problems. For instance add block add-ons to block the advertisements.  

The CISO highlighted that it is important to explain “why we want protect this”. This answer 
shows that it is important to explain the value of information that is needed to protect. This will 
help the users to realize the severity of losing that information.  

The results support all PMT components expect the self- efficacy which does not have direct 
impact on adoption countermeasures since the users can ask help from others. It is still important 
to increase the users’ self- efficacy  since the users may be in the situation that there is no one 
can provide help furthermore asking help will lead to west of time and obstacle the work.  

The results show additional factors that impact the adoption of countermeasures which are IT 
background, past experiences, realize the value of information, and unrealistic optimism, and 
aware what are the countermeasures. Table 7 shows how these factors related to PMT theory. 

Factors Related PMT factor How they are related 

IT background Perceived threat and 
self-efficacy 

Good IT background helps the users to 
perceive the threats 

The users, who do not have good IT 
background, have low self-efficacy 

Past experiences Perceived threat The users who suffered from a successful 
attack in the past, they will perceive the threat 
well.   

Realize the value of 
information 

Perceived threat If the users realize the value of information, 
they will perceive the severity as well 
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Unrealistic 
optimism 

Perceived threat The users do not feel that they are targets to 
attack, so they do not perceive the threats  

Aware what are the 
countermeasures 

Coping appraisal  The users need to know what are the 
countermeasures to be able to deal with them   

Table 7: How the additional factors related to PMT  

As mentioned previously, there are many countermeasures to mitigate the human’s contribution 
in the spread of malware. The technology solutions could not stand alone since it is impossible to 
block everything. There are always some parts that depend on humans awareness so it is 
important to increase the humans awareness by explaining the threats of malware .It is important 
to make the users aware what are the possible countermeasures and make them aware that these 
countermeasures are effective and the response cost is lower than the severity that will encourage 
them to adopt the countermeasures. It is better to increase the users’ self-efficacy to decrease 
their dependent on the other to adopt the countermeasures. It is not enough to have some 
documented recommendation located somewhere, because the users who do not perceived the 
threats , will not look for solutions so they will not know what are the countermeasures asWitte 
(1992) mentioned that the efficacy of response appraisal will only trigger if the threat is 
perceived. Finally, to influence the human factor to mitigate the spread of malware it is 
important to adopt both technology solutions as well as increase the users’ awareness and 
manage the educational process in an effective way that ensure the user perceived the threats and 
coping appraisal well.  
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7 CONCLUSION  
Most of malware needs humans activation to perform its malicious tasks, so it is important to 
take into account the human factor M. Siponen, Pahnila, and Mahmood (2010). Many significant 
researches study the technical part of malware attacks and their countermeasures, there are a few 
of them who study how human factors affecting on the malware attacks and malware defense 
(Lalonde Levesque et al., 2013). In order to understand how to influence the human factor to 
mitigate the spread of malware, this research studied how the humans contribute in the spread of 
malware, what are the countermeasures, and how to influence the human to adopt those 
countermeasures? 

A case study approach has been adopted to perform this study. The data were collected via 
interviews. This approach gives the opportunity to study the malware in the context of the real 
world. 

The protection motivation theory has been adopted to guide the interview and to analyze the 
collected data. The interview is performed by using the problem centered interview technique. 
The content analysis technique with unconstrained coding matrix is used to analyze the data. 
These techniques were powerful to focus on the topic and helped to investigate new factors from 
the real word.   

The main results of this research are: to mitigate the spread of malware, it is important to adopt 
the countermeasures and take into account all the ways that humans contribute to spread the 
malware. It is not enough to implement a good solution on one way like email and ignore the 
other ways like social media, USB, and website. To influence the humans to adopt the 
countermeasures, it is important to manage the solutions in an effective way which ensures that 
the users perceived the threats correctly regarding ways of spread malware as well as make them 
aware what are the possible countermeasures and make them believe that they are important to 
increase their belief of response efficacy. Increase the users’ self-efficacy by training them that 
will decrease their dependent on the other furthermore, it is important to have a strong argument 
that shows the response cost is lower than the severity of malware and make them realize that 
they are vulnerable to attack that encourage them to adopt the countermeasures which lead to 
mitigate the spread of malware. 

Finally, all countermeasures related in a way or another with users’ awareness. Even the 
technology solution needs humans’ awareness since it is impossible to block everything. There is 
always residual risk and users’ awareness is the only way to deal with it.    

7.1 Contributions 
The main contributions of this study are:    

 Start to explore the practical aspects in terms of malware mitigation. Since there is a gap 
between the theoretical and practical aspect. 
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 Study the human factor in the spread of malware as whole. There are many researches in 
a very specific area like phishing, website, but few of them study the malware as a whole.  

 Additional factors influence the traditional PMT factors are added from real life context.  

7.2 Limitation  
The limitation of this study is that the study is performed on one organization and the numbers of 
interviewees were 7 due to lack of time. More information can be gathered if the number of 
interviewees were more.  

7.3 Future work 
The future work is to study more than one organization. Different organizations adopt different 
countermeasure and they manage them in different ways which will add additional factors to be 
investigated. This gives the opportunity to compare how the humans interact with different 
countermeasures. This type of study will be valuable to understand how to manage the 
countermeasures in such way that ensure their effectiveness in mitigation human factor in spread 
of malware.  
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APPENDIX A 
Interview Guidelines  
 

1. Can you tell me a little bit about yourself and your organization? 
2. What is your role within the organization? 
3. Explain the term malware/ have you faced this problem before (in the work 

environment)? Do you know how you get infected? How did you deal with this problem? 
What was the cost of malware? 
 

Email 

4. What do you know about the malware that spread via email? Discuss some ways of 
phishing, spams, links and attachment in email, Unknown sender, support that ask 
personal information.  

5. How do you protect yourself when you use the email // for all//? What are the 
countermeasures to mitigate the email malware // for the CISO and IT? 

6. Are they easy to implement? ( For all while the points from a to only IT and CISO) 
a. Outsource email security 
b. How do you educate the user about phishing and social engineering? 
c. How often to update the email protection 
d. Do you have Email abuse report  
e. Do use any antimalware software 
f. Do you have any email security practice? Like use meaningful subject, use BCC 

instead of CC when send to the group that don’t know each other. 
g. Do you provide a training program? 

7. Are they effective? What are the challenges of those solutions? 
8. What is needed to make them effective? 

Website 

9. What are the restrictions of visiting websites via work PCs? Discuss  60% of attack come 
from web applications, discuss the  advertisement , drive by download, fake antiviruses  

10. How do you know that the website is legitimate?  
11. How do you protect yourself when you visit websites? 

a. Updating antiviruses // for normal user also// how do you act when the antiviruses 
detect a threat? 

b. Use last version of web browser 
c.  Use sand box (virtual machine) to check untrusted software 
d. Use ad black add- on 
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e. Do you use anti-phishing software like (weight of trust) and do you provide 
education and training to the user about how use it? 

12. Do you think those solutions are effective? Why? 
13. Are they easy to implement?  
14. What are the difficulties and challenges for those solutions? 
15. What do they need to be effective? 

Social Media 

16. Do you use the social media? // At work or via work PCS//  
17. What is the level of information that you share on social media? 
18. How do you deal with new friends’ recommendation? (Focus on how the attacker 

exploits friendship). 
19. How do you deal with photos, video attached in social- media? 
20. Do you install applications in social media? How do you know if they are not malware? 
21. Describe the security setting that you adopt in social media? 
22. How do you secure yourself when using the social media? 
23. What are the countermeasures? Are they effective?  
24. Are they easy to implement? 

a. Limit personal information in social media 
b. What level of privacy setting that you set 
c. Is there any policy regarding using social-media at work? 
d. Provide a different network for personal use (what are difficulties and 

challenges?) 

BYOD 

25. Do you use (BYOD) mobile, tablet and personal laptop at work? How often? // Discuss 
that BYOD may spread malware into organization network) 

26. What are the countermeasures concerns BYOD? 
a. Is there access privilege 
b. How BYOD applications are managed? 
c. Is there policy concern using BYOD? 

27. Are those solutions easy to implement? 
28. What are the difficulties and challenges? 
29. What is needed to make them effective? 

USB 

30. Do you use USB at work? // Discuss any device that connects via USB port and describe 
that the malware may spread through USB into organization network// 

31. What are the countermeasures for devices which connect via USB? 
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32. Are they effective? 
33. Are they easy to implement? 
34. What are difficulties, challenges in those solutions? 
35. What is needed to make them effective? 

Work at Home 

36. Do you work at home? (Access the organization's network from home or the work 
laptops)? 

37. How do you secure the home environment? // Discuss the password and security setting 
for home router, antivirus and how often do you update it? 

Personal Use of PC 

38. Are there any restrictions of using work’s PCs for personal issues?  What are they? 
39. Are they effective? 
40. Are they difficult to implement? What are the challenges? 
41. How to make them effective? 
42. How does the employee, motivate to follow secure practice? // For CISO and IT?? 
43. Do you provide education and training program? / How do you perceive those programs? 
44. What are your recommendations to mitigate the malware? 
45. Do you have anything else? 
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Appendix B 
Coding matrix 

No. Item Definition Example Rules 

1 

Email- way 
of spread. 
How 

Open an email 
from unknown 
senders 

Do not use BCC 
when send to the 
group that do not 
know each other  

Spam 

Suspicious 
attachment and 
links in email  

Open link from 
bank email  

I need to open emails from unknown sender at work 

I do not use BCC instead of CC 

I get sometimes spams 

We have a problem with spam sometimes not much now 

He opens an email from unknown sender, but I do not open the 
page 

There is no email security practice 

I do not have email security practice and do not use BCC 

 

All these actions cause 
spread malware. 

 

2 

Email- way 
of spread. 
Perceived 
vulnerabilit
y  

The user aware 
that this action 
cause spread 
malware.   

The malware spread via email probably by links that the user 
clicks 

I know that sometimes getting information from the city do not 
open that email 

I send sore letter by email and I do not everybody know the 
content of those emails I do not want people to see that 

The user perceived the 
vulnerability  that 
impact positively on 
secure behavior  



88 
 

The criminality and the people who want to destroy the stuff 
for funding who are somewhere over the seas and that also go 
into computers 

 

3 

Email- way 
of spread. 
Not 
Perceived 
vulnerabilit
y 

The user does not 
aware that this 
action cause 
spread malware. 

The user has no 
idea about way of 
spread malware 
via email 

 

I really do not know much about the malware that spread via e-
mail.   

I do not know that the malware can spread via email. 

The user does not 
perceive the 
vulnerability  that 
impact negatively  on 
secure behavior 

4 

Email- way 
of spread. 
Perceived  
severity  

Realize the 
malware 
consequences , 
loss information, 
money, time , 
efforts  

May lead to format the computer 

We need to have a good computer system so a lot of people 
here they do not have a computer at home so they use ours. We 
have ten computers in the public here if it does not work, 
everything is based on computers it is hard to get books and 
other media out.  

People become angry. Sometimes computers do not work 

 

Perceived severity has 
a positive impact on 
secure behavior  

5 Email- way 
of spread. 

The user does not 
realize the 

I do not do anything if people want to spy on me the American 
the Chinese the Russians because I do not pay anything either, 

The use does not 
perceive the severity 
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Not 
Perceived  
severity 

consequences of 
malware  

I'm careful with my card 

I have a couple of pictures, but not naked no nod picture if they 
found my picture It will be OK I look good 

Well address in front of my PC. But I'm pretty secure  I don't 
use the laptop a lot I'm pretty much empty I feel secure 

Most of criminal like money and some people want to make a 
FUN for revenge most of attack performed on group if you do 
not have sensitive information that is OK 

I do not think anyone here are afraid and we should be more 
afriad.  

 

that has a negative 
impact on secure 
behavior. 

6 

Email- 
protection. 
What is 

Use software to 
mitigate malware 

Follow secure 
precise to 
mitigate malware.  

Follow 
organization 
procedure to 
secure email.   

Usually I do not open links from sources that I do not trust 

At work I do not use BCC  I do not send to the group 

 But I do it sometimes, in my private email due to my work in 
network marketing ( another work out of the organization)  to 
speed ,save information to my group.  I do   not have time to 
send email to each one so I send as a group and use BCC 

I use email abuse report. I inform when I get a lot of spam.  

Usually when we have a problem with our PCs, the first thing 
is to contact with IT department, and they will take care with 
everything may be. Sometimes they do, but in especial place or 
they send it to your direct manager or you take it by yourself 

The user Implements 
the  countermeasures 
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and go to them. 

People send a lot of email when they face problem so they 
publish the problem on the homepage instead of answer each 
one. 

anti-spam on server filter 70% and when the spam reach to this 
inbox Microsoft security essential 

I do not open suspicious links.  

I never use the work email for personal use 

I need to open emails from unknown sender at work, but she 
does not do this when I use private. 

I send emails, mostly I do not send any security staff 

I never get any email from our student. I only get from my 
colleagues, so I do not need to open email from unknown 
senders.  

( Personal)   I never open anything that I do not know.  

 If I get an email from my bank I will not do anything, I will 
just call them.  

I've never had any spams here ( at work) 

 I think the education about phishing and spam is important.  

Don’t click on links I don’t trust 
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 Don’t open suspicious emails  

Educate the user regards phishing. 

The spam is my problem I take them away 

Get information from the city do not open that email.  

I use email abuse report, I think it's very good to have this 
ability some library are good with IT about me; the IT is good 
tools to look for media and books. I'm not interest more and 
that good there are other people who are.  

 Yes, when I get spam I DUPLICATE IT AND THEN KILL 
IT. 

But it is also the criminality and the people who want to 
destroy the stuff for funding who are somewhere over the seas 
and that also go into the computer world and he think the 
security should be better and better because those criminals are 
smarter that before. 

I am careful when I use email  

I open the email (from unknown senders) but do not click on 
the link. 

I open the  email, but does not click on the link 

I can know it is a fake mail because it is documented on the 
homepage. 

I know you should not open link in the email that come from 
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someone that you do not know. So you have to be careful  

Never send any personal information like your password, 
personal number. 

 When I get from them I see the email from our organization. 
That is what I know you should not open any link from 
someone that you do not know. You have you be careful. 

I would I will call the IT (abuse report).  

 

 

 

7 

Email-
coping 
appraisal. 
Response 
efficacy  

The individual 
belief, whether 
the recommended 
action procedure 
is effective:  

It is important  

It is effective  

I think the education about phishing and spam is important. 

I believe the solutions are effective. 

We have some problem with spam at different time, now it is 
better I do not why may be more security in the network. 

I think it is effective here ( she means at work ) 

I'm aware of their importance and so on. 

 

 

All these examples 
refer that the user 
believes that the 
countermeasures are 
effective.  

8 Email-
coping 

The 
countermeasures 

People send a lot of email when they face problem so they 
publish the problem on the homepage instead of answer each 

Ineffective 
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appraisal. 
Ineffective 

are not effective.   one (maybe the people do not read the homepage it is better if 
they do both send emails and home page) 

 

countermeasure.  

9 

Email-
coping 
appraisal. 
High 
Response 
cost 

The individual 
feels that the 
countermeasure 
cost:  

• Money 
• Time  
• Effort 
• Hinder the 

work 
needs 

They do not provide training program due to lack of time 

I need to open emails from unknown sender at work, but I do 
not do this when I use private email (she realizes the risk and 
she has high self -efficacy and realize response efficacy so she 
implement it in private but at work response cost: which work 
will not perform without it:  so she does not follow this 

The user thinks the 
countermeasures cost  

10 

Email-
coping 
appraisal. 
High Self -
efficacy  

The user has the 
ability to deal 
with a 
countermeasure: 

It is easy to 
implement  

It is not hard 

It is not difficult 

 

Anti- malware software, Email abuse report, and update the 
email protection are easy to implement. 

 

 

The user can 
implement the 
countermeasure easily 
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11 

Email-
coping 
appraisal. 
Low Self -
efficacy 

It is difficult for 
the user to 
implement the 
countermeasure 

It is difficult 

I do not know 
how 

Educate the user about phishing and social engineering always 
more difficult. 

I do not see the  option of the BCC in the email system that 
they use (but he knows the concept of BCC) 

I really do not know much about the malware that spread via e-
mail. 

 Do not know because I'm not really good about the computer 
things 

I think for me it is a little difficult to implement those 
solutions. I'm not really interested in it. I think it is sometimes 
hard to understand. It is complicated  

 But I'm aware of their importance and so on 

It is hard to implement 
the countermeasure 

12 

Website. 
Spread. 
How  

The malware may 
spread if the user 

 

Open website 
from PC work.  

Do not have anti-
phishing program 

Could not 
recognize 
between 
legitimate website 

We open websites at work; we do not have anti-phishing.  

Sometimes to get some information to work, so there is no 
restriction 

We do not use the latest version of web browsers.  

I do not know what that means (the legitimate website) 

 I can If I ask for licenses I can get it. And it is easy just ask for 
authorization (talking about chatting program) some of the 
colleges have licenses. 

I do not have anti-viruses at home  

All these actions cause 
spread malware 



95 
 

and a fake one. 

Do not have 
restrictions on the 
web surfer. 

Do not use the 
latest version of 
web-browser.  

 

13 

Website. 
Spread. Not 
perceived 
Vulnerabilit
y  

The user does not 
perceive the 
vulnerability. 

Does not know 
this action will 
cause to spread 
malware  

 

I do not do anything if people want to spy on me the American 
the Chinese the Russians because I do not pay anything either, 
I'm careful with my card (he does not perceive the risk because 
he thinks that  he does not have valuable information to lose)   

I like papers and pens. Sometimes I send emails, mostly I do 
not send any security stuff (not perceived the vulnerability) 

I'm not really I'm afraid (he does not want to feel he in risky) 
I'm not  afraid I do not want to buy  anti-virus, I 'm not for 
virus program. 

I will address in front of my PC. But it is pretty secure you  

 I don't use the laptop a lot I'm pretty much empty I feel secure 
(he does not perceive the threat almost at a personal level 
because he almost did not perceive the severity from past 
experiences). 

I do not know what that means (the legitimate website 

The user does not 
perceive the 
vulnerability, which 
has a negative impact 
on secure behavior.  
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I do not know fake antivirus and driven by.   

14 

Website. 
Spread. 
Perceived 
Vulnerabilit
y 

The user 
perceives the 
vulnerability. 

 Know this action 
will cause to 
spread malware  

 

On my computer yes, I have to buy anti- virus. I'm new and 
started it is emergency to buy it now (he perceived 
vulnerability).  

The user perceived the 
vulnerability, which 
has a positive impact 
on secure behavior.  

15 

Website. 
Spread. 
Perceived 
severity   

Realize the 
malware 
consequences , 
loss information, 
money, time , 
efforts  

I can ask for the privilege, but I do not want. I myself do not 
want to be under question. Because one virus came into my PC 
I do not know how and the student grade spread all of 
municipality so it is my decision I do not want to. 

When you get malware you will lose money (perceived 
severity) so it is better to prevent  

(He believes it is better to take countermeasure even though its 
cost many and time in other word perceived severity more 
impact that cost). 

 

 

Perceived severity has 
a positive impact on 
secure behavior 

16 

Website. 
Spread.  
Not 
perceived 

The user does not 
realize the 
consequences of 
the malware.   

I do not think that I'm so interesting for criminal. At work may 
be because they may hurt the system of municipality.  

The user does not 
perceive severity, 
which  has a negative 
impact on secure 
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severity   behavior 

17 

Website- 
protection. 
What is  

use software , 
follow secure 
practice and 
awareness: 

use the latest 
version of web- 
browser 

use anti- virus 

use add-on like 
block add-on 

use anti-phishing 

Do not surf 
website from 
work PC.  

Restriction to 
visit some 
websites.  

Access privilege  

 

In the school PCs yes of course we have some restriction to 
when we visit website. chatting program like Skype , yahoo 
messenger 

You could not install them, we have a lenience, then if you 
have a lenience it is difficult to install them and then to use 
them.  

 

Whenever you put your PC to any school the anti-virus is 
updated directly.  

We have 3 types of accounts 1) user account, you can surfing 
net, but you couldn’t download, local administration you can 
download everything (he think that the LA account is not given 
to any one he not sure who exactly have this privileged IT 
department or only administration level). 

I recognize the website from https. 

We use anti-malware software. 

Google chrome  is optional not default 

 

. 

Latest version, Sure, the people that provide the software work 
hard to prevent security holes. Of course the hackers also work 

The user adopts the 
countermeasures which 
protect her/ him 
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hard to find new ones. But it all comes down to the end user 
and how they behave. 

Anti-malware FEP and exchange firewall. 

I recognize website is legitimate or fake via Experience and 
common sense. 

I Updated Antiviruses, Use latest version of web browser, Use 
ad block add- on. 

I’m pretty careful and I aware that there is some website look 
like the original. I think they want the visa card number so I 
never pay via internet (because he perceived the threat he 
adapts secure behavior) and I feel safer, but I think it is a 
problem because when you put your account number it is not 
totally secure. 

 

 

 

18 

Website- 
protection. 
Do not 
implement 

The user does not 
implement the 
countermeasures  

I do not use add block add-ons. 

 I don't know how I remove the advertisement minute. 

I guess there is no black list of websites. 

Chrome  it is not the default , we use old version of internet 
explorer because some critical system not compatible 

The user does not 
implement the 
countermeasures that 
leave the system 
vulnerable   
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 Personally, I don't use the sandbox to test the software from 
malware  

I don’t use ad-block add-ons. 

I do not have any add-ons for protection. 

I do not think I had it in my computer (anti- phishing.  

 

19 

Website- 
protection. 
Low Self- 
efficacy 

It is difficult for 
the user to 
implement the 
countermeasure: 

It is difficult 

I do not know 
how 

I do not know 
what do you mean 

Ask help from 
other  

I don't know how I remove the advertisement minute 

 The solutions are not really easy, may be because I do not 
have the knowledge.  I always ask the help from other to fix 
my problem. 

When I try to open some PDF from internet I always get pop 
up, this yellow par. 

But it all comes down to the end user and how they behave. 

It is not easy to recognize that the website is fake or not. 

Here I now the IT department so I do not do anything here. I 
actually do not have computer at home. But if I have computer 
I will have something and ask someone else about how manage 
it. 

It is hard to implement 
the countermeasure 

20 
Website- 
protection. 
High  Self- 

The user has the 
ability to deal 
with a 

Automate the anti - virus is not difficult to implement.  

The solutions are easy to implement Sure, auto update. 

It is easy to implement 
the countermeasure 
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efficacy countermeasure: 

It is easy to 
implement  

It is not hard 

It is not difficult 

 

 

 

 

21 

Website- 
protection. 
Response 
efficacy 

The individual 
belief that the  
recommended 
action procedure 
are effective:  

It is important  

It is effective  

What I understand is many computers sometimes good, 
sometimes bad and you can go through computer faster when 
you look for books, bank  (he is not completely satisfied with 
the solution).   

 

All these examples 
refer that the user 
believes that the 
countermeasures are 
effective. 

22 

Website- 
protection. 
Ineffective 
response  

The 
countermeasures 
are not effective.   

They are effective, but after a while something rearranges I 
mean disarrange at my home PC I have the latest version of 
Firefox it work very well for a while and now it is slow and the 
windows freeze and when use YouTube it is freezing there and 
there I do not know what happen maybe I have kind of virus 
there but my virus protection show there is no virus. 

 

 

Ineffective 
countermeasure.  



101 
 

23 

Website –
protection.  
Response 
cost 

The individual 
feels that the 
countermeasure 
cost:  

Money 

Time  

Effort 

Hinder the 
work needs 

Lot of users  

We couldn't use the latest version because we have some 
system in health and education that have been developed in the 
90s and they are not compatible with the latest browser. 
Sometime they talk with Clint to update their system because 
they couldn't wait it is not easy when the system is used by two 
or three thousand in the company. 

 

The protection solutions to prevent malware are important, but 
it depends on the person, on time to invest. 

Some system needs to be available 24 hours so they couldn't 
update the system to be compatible with the latest version of  
the browser they couldn't be down half hour it will be huge 
effected. 

I do not want to buy anti-virus). I know there are many free 
anti-viruses, but I do not have a time. 

The anti- virus program has to update. I have a computer, but I 
don't want to pay a lot of money on programs. 

 

 

 

The user thinks the 
countermeasures cost 
which impact 
negatively on secure 
behavior.  

24 
Social 
media- 
spread. 

Use Facebook 
from work PC. 

Accept unknown 

Some time we need to use Facebook for work for example we 
have a course and we create a page on Facebook. they have this 
Idea but they did not implement but he think in the future 

All these action lead to 
spread malware. And 
refer that the user does 
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How friendship  

Open links, 
attachment from 
suspicions 
sources 

Has public 
profile.  

maybe 

I use Facebook in my private mobile.  

I have an account on Facebook but I do not use it when 
someone asks for friendship I add him but not more. 

I use the social media at work sometimes.  

When someone ask for friendship I add him 

I open the Facebook at work 

I put my pictures and my profile is public 

 I open the video and attachment on Facebook. 

  I do not share personal information on Facebook I never share 
with conversation (but he put his pictures and his profile is 
public). 

I use social media and form PC work. 

It is tricky if the new recommendation have the similar profile 
of my friends. 

anyone can open social media and there is no policy regards 
social media 

Personally I have public profile. 

I do not put something on the Facebook that I do not want the 
other known, (she focuses on privacy and she does not realize 
that the attacker can collect information and perform social 

not perceived 
vulnerability.  
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attack against her or her friends. May be she has the knowledge 
that may protect her but her friend may not). 

I use social media    at work not 100% 

 I use the social media mostly for my work 

25 

Social 
media – 
protection. 
What is  

. The actions that 
help to mitigate 
spread of 
malware. 

 

  

 

I do not share picture, private information. 

Friendship recommendation, I go to their page and check their 
picture and check the mutual friend so I can trust them or not 
and then I can conform them. 

I do not open attachment or picture from not trusted source 

I do not install any application on social media. 

I protect my profile and my friends list and even friends of my 
friends they can’t send request because they are blocked so 
they need to contact my friends and then my friends contact me 
and check and add them. 

 

Personally, do not share the work position, share only good 
link, do not install application, she do not put something that I 
do not want the other know about it. 

 

I try to not using social media. I try do not using my work PC 
for private stuff 

User adopts the 
countermeasure that 
helps to mitigate spread 
of malware.  
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I try to contact those people before add them to Facebook 

 no games on Facebook. 

social media is a fine stuff to connect other people he never 
share his political opinion  or anything private 

 

 

Log out after visit and use https. 

I do not install application on Facebook. 

 

I do not have public profile, I Google my name and nothing 
about me on Facebook and I have private profile so only my 
friends can see. 

If I get a friend request I do not accept if someone I do not 
know 

I think the more private, it is better. 

 

If I get a link from a message from my friends list if it is the 
friend that I often talk with and they write something above 
that sounds ok but if it is someone that I never interact on 
Facebook. 

When someone tag me  on picture or video ( if something I 
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want to be in I will be target ) but now if someone wants to tag 
me I have to approve first. 

I never install application on social media.  

 

  

I think limit information on social media is good 

26 

Social 
media- 
protection. 
Low self -
efficacy 

It is difficult for 
the user to 
implement the 
countermeasure: 

It is difficult 

It is not easy   

Limit personal information on social media  they are not easy 
really. 

 

Use separate network is a good idea, but he doesn’t think it is 
easy to implement 

 

It is difficult to implement because there is always something 
new and they change over the time and it is hard to keep up 
with them 

It is hard to implement 
the countermeasure 

27 

Social 
media- 
protection. 
Response 
efficacy 

The user thinks 
that the 
countermeasures 
are effective 

It is good  

They have  notifications in Facebook if they change something    
. I always read and if there  is something changes I do it so it is 
good that they have notifications 

The countermeasures 
are effective. 

 

28 USB The user uses I use USB at work  Use USB without any 
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spread. 
How  

USB and connect 
it to the work PC.  

I use it mostly. I have an especial USB from our head, I plan at 
home so much if I want to have a document or movie show to 
the student, I put it in the USB and connect it there with school 
PC. 

 

It is allowed to use USB, personally I try to not use it a lot. 

 

Yes I do (USB at work) 

 

I use the  USB  

I do not bring my own USB but I need to use it at work when a 
client have USB and need help. 

 

I use USB at work very often  

I like USB because I use to use it and I know how it is working 
it will be a good solution 

 

restriction may spread 
malware.  

29 

USB need How often the 
user need to use 
USB: 

• A lot  

Use it mostly 

I try to not use it a lot 

If the user need to use 
USB, use it often, that 
means the user use 
USB a lot while I try 
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• Rarely  Use it two or three per year 

I need to use it at work 

I use USB at work very often 

do not use it of only 
three times per year, 
that mean the user use 
USB rarely. 

30 

USB. 
Spread. 
Vulnerabilit
y  

The user aware 
that this action 
cause spread 
malware.   

I know that the USB is dangerous 

 

Yes, you are right, you can bring  a USB infected to the work 

 

 

The use perceived the 
vulnerability, which 
has a positive impact 
on secure behavior    

31 

USB- 
spread. Not 
perceived 
vulnerabilit
y.  

The user does not 
know that USB  
may  cause spread 
malware: 

  

I do not know (if block USB will reduce the malware). 

 

The client has some files on USB and I just connect it and 
print it 

The user unaware the 
dangerous of USB. 

32 

USB 
protection. 
What is  

Ideas to mitigate 
the risk of USB.  

Sometimes it is good when I have the USB from school, I have 
to put it our school station and then I use it at home with other 
school PC. If they block it, they have to instruct how you have 
to use the data. I do not think they will block it there is a folder 
on the school PC called my document you can ever open it 
from home. You just open it when you are at school. It is 
alternative solution for USB.  

I think if they block the USB she can use this solution without 

The user point of view 
of protection method.  
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any problem. 

 

Only the anti -viruses should do its work. 

 

I think if the USB is infected one it is good to block it. 

 

 

 

 

33 

 USB. 
Protection. 
Response 
efficacy 

If the user 
believes that 
Block USB is a 
good solution or 
not  

I do not know ( if block USB will reduce the malware) The user does not sure 
that  Block USB is 
good 

34 

USB- 
protection. 
Response 
cost. 

The user believes 
that the 
countermeasure 
cost obstacle the 
work needs.  

I think block USB is bad if someone has USB and want to help 
him, you have to be able to help him 

 

If they restrict the USB at work I will be little annoyed it is 
good to be able to bring a computer.It will not very much affect 
my work. I  do not trust computer, but everything is there. So it 
is good to have it on  USB   

The users think that 
block USB is bad  
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35 

BYOD- 
spread. 
How 

The malware may 
spread if the user  

Use BYOD and 
connect it to the 
work network or 
work devices.  

I do not bring my personal devices (BYOD). I try to connect 
my work on the mobile network, but it is not very good 
connection. It is slow, so I usually do not use WI-Fi. (Personal 
mobile). 

I think it is good that we cannot connect with other devices 
sometimes you might need something in your computer for 
work it might happen, so it is good, it facilitates his work. It is 
good that I can if I need to. 

 

  

 I take a personal tablet to the work she does not connect it to 
the network she connect it to my phone 

The does not prefer to 
connect the USB to the 
WI-FI at work 

36 

BYOD- 
spread. 
Perceived 
vulnerabilit
y 

The user 
perceives the 
vulnerability. 

 Know this action 
will cause to 
spread malware  

 

If I do something bad in my work mobile, may be spread 
malware  

It is a little bit. 

 

The user aware the risk 
of BYOD 

37 

BYOD- 
protection. 
What is  

The 
countermeasures 
that adopt to 
mitigate the risk 

When you use your personal tablet is OK, but you have to tell 
your manager first, when you use your private for teaching or 
giving some instruction 

The management wants to sure that there is no recoding for 

The user adopts the 
countermeasure  



110 
 

of BYOD.  student on the teacher devices if I want to do this I have to 
have an agreement 

We can connect as guest 

 

We have a policy that we don't use tablet because the level of 
security is not  

Not allowed, but we have a policy that we don't of course we 
are allowed, but we don’t have tablet at work  

Again the tablet can access as a guest  I can't connect my 
mobile into organization network unless guest session I can't 
use my account information my user name. I just connect via 
secure connection environment when I use work mobile I can 
connect to the local environment  

So there is access privilege.  We are not allowed to connect our 
personal devices unless as a guest so we do not have the policy 
of BYOD.   

 

I take a personal tablet to the work I do not connect it to the 
network she connects it to my phone. 

 

I do not use BYOD 
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38 

BYOD- 
protection. 
Response 
efficacy  

The user thinks 
that the 
countermeasures 
are effective.  

They are effective The countermeasures 
are effective.  

39 

BYOD- 
protection. 
Response 
cost 

The difficulties 
that face the 
countermeasures.  

People acceptance  

Work needs 

Time  

Energy 

Obstacle to their 
work 

 

Taking control of peoples own equipment is not always 
appreciated. 

 

The school refuses to have user name and passwords because 
they need open environment and make it like their normal life 
schools see security take time, energy and obstacle their work. 
The IT department made risk analysis and finally enforce the 
school to have a user name and password 

The countermeasures 
are difficult to 
implement 

40 

Work at 
home_ 
spread. 
How 

The user access 
the organization's 
network from 
home  

I work at home. I can access the organization's network from 
home.  If there is some work I use the work laptop/ unicome it 
is an especial website for a school where you can write all your 
evaluations for student and you can read what other teacher 
wrote it is so private and should not be spread.  I can access 
that from the PC without any restriction. I use the default 
setting for the router and I update my anti-virus at home may 
be every two months .  

I work at home sometime. I access to the organization’s  

May spread malware 
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network via an installation program. 

 

I work at home and I access the organization's network from 
home network. 

 

I don't use the computer at home a lot use it when I want to buy 
something or look for something // I know  as Boss that work 
at home when they get sick . But I don’t work at home and 
when I out work I do not like to think about work .I want to do 
other stuff. It is good to be free and then come back to the work 
with new energy. 

 

 

41 

Work at 
home_ 
spread.  
Perceived 
Vulnerabilit
y   

The user realizes 
the he/ she 
vulnerable of 
malware attack 
and these actions 
will cause the 
spread of 
malware  

Do not know it is 
important to have 
anti-virus at home 

I do not know if it is important to have complicated password 
at home wireless. 

 

I use a PC at home when I want to buy something or look for 
something. I use a computer not so much. I use computer If I 
want to buy something or look for something, but basically I 
prefer to use the book for information, but I know in my 
profession it is very important. I push myself to know what is 
iPhone how I use iPad, e-book. I have to know.  

The user does not 
perceive the 
vulnerability   
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and update it.  

Use default 
setting of the 
router. 

  

42 

Work at 
home _ 
protection. 
What are 

The 
countermeasures 
that adopt to 
mitigate the risk 
of working at 
home: 

Access privilege 

User name and 
password that use 
only one time  

  

Not all users have same privileges the normal user can only 
email or access the intranet while the user with higher privilege 
can run the PC remotely  

There are different levels of how the user can log in usernames 
and password. For high level access privilege, the user names 
and password are sent to the user via mobile and it is used only 
for one time 

 

I work at home sometime. I access  the organization’s network 
via an installation program ( VPN) go to website and ask you if 
you want to connect via dosa  or SMS message  

We use username and password, and then we receive a 
massage, then using the text message information to log in. 

We can access email, we have to be added into active directory 
there are some steps to be able to do this and not everyone can 
work remotely  

Its mobility guard security, the text message that contains the 
user name and password is changed every time it is used just 

The user adopts the 
countermeasures  
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for one time 

 

I could not use my personal home PCs to connect to the 
organization’s network. It is not wide open I can access some 
resources not all of them.  

She uses the first class software to use email and email each 
other. If she uses the personal PC I can read the personal email. 
But when I want to replay there is something to send to 
somebody usually when I use a school PC when you write the 
first or two letters the email will appear to you. This will not 
happen on your home PC. Then when you start writing the 
email, only  one line, then stop . You never can to continue.   

43 

Personal 
use of work 
PC- spread. 
How  

The employees 
use the work PCs 
for personal issue 
not related to the 
work.  

We do not have restriction regards personal use of a PC at 
work. 

 

I open social media at work. 

 

In library, we provide computers to the people that do not have 
PCs in their home.  

May cause the spread 
of malware  

44 
Personal 
use. 
Protection 

The users do not 
use the work PC 
for personal use.  

I respect my work devices I never use them l personal use. 
Usually I do not install software on work PC and I never play 
games. 

Will mitigate spread of 
malware.  
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I try do not use work PC for personal stuff. 

45 

Awareness 
and training 

The ways that the 
user gets the 
awareness  

I learn this procedure when you start working. I do not get any 
information regarding the policy and how to use PC she got the 
information from her friends. We got just one training about 
how you use the smart phone nothing within information 
security.  

 

IT support provides advices to the user in addition fixing the 
problem 

I advise the employees wherever meet them/ like when I see 
some employee ( do bad behavior) like leave the windows 
open and the employee does not beside the PC I explain that 
someone can make the shoulder SNIFFING  

Or the employee goes out the room anyone can take advantage 
and make control of everything  

I think it is effective, but not enough 

Publish the problem on the intranet home page 

Provide 20 minute introduction to each new employee part of it 
regarding information security. 

I explain the importance of information security by using 
examples from real life like explain as you need a key to your 
apartment and use it every time you open your door, you need 

The user gets 
information regarding 
deal with IT problem.  
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a username and password. I explain what are the consequences 
( severity)  and why this is important  ( vulnerability) . I focus 
on why want to protect this( new factor . 

 

 

There is an education program on the internet any employee 
can read it this program concerned how to protect PC email 
outlook, log it, and download it is video and someone explain.  

Outside organization, school not like IT department, I think the 
IT specialist who work in school should educate the teacher 
and student what they do to prevent the attack  

I don't work outside the organization so I could not judge if it 
is good or not.  

 

 

Get information from the city do not open that email 

I read it in magazines and in the news and I trust that and I 
often see on the Facebook people warning each other do not 
click on the link if you get it from your bank 

Information that exists in internal website  

 If I 'am at home, I try to Google it or call friends 
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46 

Recommen
dations. 
What are 

The 
recommendations 
that the 
respondents 
provide to 
mitigate the 
spread of 
malware.  

I suggest if we can have a teacher to train us.  

 

I think it is better to block USB and use central log in. 

I think that classification of information help and document 
that classification. 

The user should have knowledge and have to  

Think.  

 

Throw the old system its old from  the 90s 

Every solution need risk if they leave the old one may cause 
infected by malware and that will cost money and  may make a 
disaster if you have a new one you need to pay to the new 
system to train the user about the new system. 

 I don’t think it is a good idea to use Facebook for work and I 
suggest a Microsoft product LYNK to collaborate with the 
people who are in the course (the previous example) we don't 
have it in our organization (LYNK) but you can access from 
the web application as a guest. 

Just the work PC for work purpose. Don't use it for private 
staff don't  

  

Recommendations 
from respondent's point 
of view. 
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It is good to motivate the user may be having a person to do 
that explain what are the consequences. It is hard getting 
people doing stuff without believing in it. It is hard you can say 
you can explain you should have a very strong argument it is 
about education and culture in company many factors. 

If I don’t need to use this web page or download this 
application I shouldn't do that . Just do things that I’m sure. 
The only things that I really need .  

 

 IT technician here in our system    in city library down in the 
city, but it is a big city he is there basically when they face a 
problem they call him and it takes time when he came here  

 But it takes time at administration level some time small 
problem in computer take time to fix. 

when you try to manage people first of all I believe in my staff 
so they do not need to ask me about every small staff it is good 
to have open communication I try to be democratic 
environment first of all and i told them some time not all the 
time you did that good when some days you did something 
extremely good it is good to say that//  

When I receive the email, I ask someone is better than me in 
IT. They gave advice to me what should I do that is the only 
thing that I can do. 
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I will not go to the training program if it is not Compulsory 

There is a lot of information regarding malware and one should 
be careful and I do not think everyone knows about it . I do not 
think so/the education should be Compulsory and   everyone 
should go to this education and know about it because it could 
be a gig problem it cost money and time 

 

 

47 

Recommen
dations. 
Perceived 
threat 

The respondents 
provide some 
suggestions to 
help the users to 
perceive the 
threat.  

I do not really have recommendation because I do not have 
wide information about it to avoid it. 

 

I suggest to explain the consequences to motivate the user ( 
severity) 

Make the user fear (perceived threat) that make them feel 
should be careful how to do stuff. 

 

 

Everyone should go to this education and know about it 
because it could be a big problem it cost money and time 

All these answered 
highlighted what will 
help the user to 
perceive the threat.  

48 
Recommen
dation. Cost 

How the  
respondents deal 
with  

If the municipality offers an educational training program I will 
attend it.  It doesn't matter how long, I do not mind. 

The respondent who 
does not mind the time, 
they have low cost 
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efficacy recommendations
’ cost: 

 Money 

Time 

IT competence is 
very varied.  

 

Education is hard because it demands time from all employees 
and the IT-competence is very varied. 

 

They do not have time for education 

Keep the old cause vulnerability while adopts the new course 
cost (money and time) 

 

I do not think we should spend a week but like one day.  

 I think that will be good to go to a training program, if it is not 
too long.  

 

 

efficacy. 

The respondents who 
believe that it is hard to 
deal with the cost, have 
high response cost, 
while the respondents 
who put conditions to 
adopt the solutions, 
they give suggestion to 
reduce the cost.  

50 

Recommen
dations. 
Response 
efficacy 

The respondents 
believe that the 
recommended 
solutions are 
effective.  

I think it is a good solution. 

 

The policy that they have in the IT department the user do not 
allow to do we limit the user privilege is good.  

 

The awareness and training program is very effective 

The respondents who 
believe that solutions 
are good, they have 
high response efficacy.  
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We are here in 2014 and we face some problem so I think it is 
a good idea. 

It is a big city he is there basically when they face a problem 
they call him and it take time when he came here  

 But it takes time at administration level some time small 
problem in computer take time to fix (not so effective now).  

 

 

51 

Recommen
dations. 
Self-
efficacy 

The importance 
of users’ ability to 
do the tasks  

It is hard getting people doing stuff without believing in it.  

 

The respondent 
believes it is important 
to have high self-
efficacy.  

52 
Past 
experiences 

 The user suffered 
in past from 
malware attack.  

I faced the malware problem last year  when I want to start 
work there were many windows start and closed, then I see this 
icon for malware install (the problem was with your work PC 

The users perceived the 
threat  

53 

Past 
experiences.  
Adopt 
countermea
sure 

The user adopts 
some 
countermeasures 
to protect their PC  

I do not want to be under question. Because one virus came 
into my PC I do not know how and the student grade spread all 
of municipality  so it is my decision I do not want to 

The users adopt the 
countermeasure 
because they do not 
want to be under 
question.  
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54 

 IT 
background  

The level of  IT 
knowledge 

It background helps me to understand the importance of 
behaving. Because of my IT background, I believe that the user 
can make the internet bad or good. 

 

 

About himself the IT  is good tools to look for media and book. 
I'm not interest more and that good there are other people who 
are // I growing up with computer from 80s and I was pretty 
interested and he also starts with programming and I’m  still 
interested in science and Mathematical stuff, but when I work 
in the library in 1998 then I went in the other direction he 
become anti IT he does 

The users who have 
good IT realize the 
importance of humans 
behavior while the user 
who have bad IT 
knowledge, is not 
interesting with IT and 
always ask the other.   

55 
Why protect 
this (the 
motivation 

Explain the value 
of information  

Explain why we want to protect the information.  Explain the value of 
information that help to   
perceive the threat  

 

 


