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Abstract 

Communication to and from a satellite is a complicated endeavour. The purpose of this master thesis is 

to design a communications system for small satellites that will run in a Field Programmable Gate 

Array for use on satellites. The communication system is developed in preparation for new standards 

and recommendations from the European Cooperation for Space Standardization that will take into 

account new communications protocols from the Consultative Committee for Space Data Systems. The 

existing standards and recommendations that describe the current version of protocols were thoroughly 

studied. The communication system’s design is based on the information gleaned for these documents, 

such as the structure of frames and packets. 

The hardware for the communication system is designed in the hardware description language Verilog. 

This code is intended to be loaded into a Field Programmable Gate Array. The communication system 

is required to be able to receive and decode telecommands and extract packets out of the telecommand 

frames. The commands in these packets should be either executed or sent on to the connected CPU. 

The system should also be able to construct packets from data sent from the CPU, place the packets in 

frames, encode the frames and send them as telemetry. The code is simulated using a multitude of test 

messages and the results were reviewed. Finally synthesis of the code is done to see if it can function in 

the Field Programmable Gate Array. 

The final communication system design fulfils all the demands set by the standards and 

recommendations. The system can detect all the errors that it is designed to detect and the design fits 

nicely inside the Microsemi ProASIC3E A3PE3000 Field Programmable Gate Array. 
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Abbreviations 

Abbreviation:             Meaning: 
AOS   Advanced Orbiting Systems 

AOSTF  Advanced Orbiting System Transfer Frame 

ASM   Attached Sync Marker 

BCH   Bose-Chaundhuri-Hocquenghem 

CADU   Channel Access Data Unit 

CCITT   International Telegraph and Telephone Consultative Committee (from the French 

Comité Consultatif International Téléphonique et Télégraphique) 

CCSDS  Consultative Committee for Space Data Systems 

CLCW   Communication Link Control Word 

CLTU   Communication Link Transmission Unit 

COP   Communications Operation Procedure 

CPDU   Command Pulse Distribution Unit 

CPIP   Communication Protocol Intellectual Property 

CPU   Central Processing Unit 

CRC   Cyclical Redundancy Check 

DFHF   Data Field Header Flag 

ECSS   European Cooperation for Space Standardization 

ESA   European Space Agency 

FARM   Frame Acceptance and Reporting Mechanism 

FECC   Frame Error Control Code 

FIFO   First In First Out 

FOP   Frame Operation Procedure 

FPGA   Field Programmable Gate Array 

FPH   Frame Primary Header 

GPIO   General Purpose Input Output 

GVCID  Global Virtual Channel Identifier 

HDL   Hardware Description Language 

HP   Higher Procedures 

LP   Lower Procedures 

LSB   Least Significant Bit 
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MCID   Master Channel Identifier 

MSB   Most Significant Bit 

PECC   Packet Error Control Code 

PID   Packet Identifier 

PPH   Packet Primary Header 

PT   Packet Type 

PVN   Packet Version Number 

RS   Reed-Solomon 

RSE   Reed-Solomon Encoder 

SCID   Spacecraft Identifier 

TC   Telecommand 

TCD   Telecommand Decoder 

TCTF   Telecommand Transfer Frame 

TFVN   Transfer Frame Version Number 

TM   Telemetry 

TME   Telemetry Encoder 

UART   Universal Asynchronous Receiver/Transmitter 

VCFC   Virtual Channel Frame Count 

VCID   Virtual Channel Identifier 
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1 Introduction 
Communication to and from a satellite is a complicated endeavour. There are standardizations that have 

been set in place by organizations, like the Consultative Committee for Space Data Systems (CCSDS) 

and the European Cooperation for Space Standardization (ECSS), to simplify the construction of 

communication systems and promote their interoperability. These standards and recommendations need 

to be reviewed and updated on a regular basis. With these updates other standards that use the updated 

standards as a reference can become incompatible with the newer versions of the reference standards. 

This means that these standards need to be updated as well. 

 

The CCSDS is an organization tasked with the defining and maintaining of standards for data systems 

and the communication between them in space. These standards are open and leave a certain amount of 

room for a specialized implementation to fit the needs of the project. The ECSS is another organization 

that works with the implementations of the recommendations from CCSDS and defines more ridged 

recommendations to be used by participating organizations. These ECSS standards are then used by 

space organizations as a way to simplify collaboration between them and organizations and companies 

in other countries. ECSS has taken some of recommendations from CCSDS and consolidated them into 

a more rigid standard, [7]. It is this standard that is due for an update with respect to a newer standard 

of packet, [2]. Therefore [7] is due to be reviewed and will be used here as inspiration for the packet 

structure, however if [7] differs from the recommendations in [2] the new standard takes precedence. 

Another standard that will need to be updated in the near future is [9]. When it is updated it is assumed 

to take into account the new Advanced Orbital Systems Frame, detailed in [6]. Also in this case the 

ECSS document is used more as inspiration rather than a rigid standard. 

 

ÅAC Microtec (ÅAC) wants to pre-empt the coming of new standards that are expected to come from 

ECSS addressing changes done by CCSDS, by making a new design with coming standards in mind. 

This design is completely new and is not based on any previous design done by the company. As this 

work is being done before the publication of the new recommendation documents from the ECSS  that 

will be built upon the relatively new Advance Orbiting System Transfer Frame standard that was 

detailed in [6] from July 2006 or the new space packet standards [2] from September 2003. Hence 

details of the communication system’s design are liable to change in order to make it compliant with 

these updated documents. This will most probably mean that some parameters and registries in the 

design will need to be changed when the new standards and recommendations arrive.   

  

In anticipation of the coming ECSS updates it is this thesis' task to propose an implementation of these 

future recommendations. It is this thesis subject to design a communication system for small satellites 

that will take into account the changes that will probably be made to the ECSS standards. The 

Communication Protocol Intellectual Property (CPIP) core is that implementation. The CCSDS 

protocol stack will be implemented in Verilog HDL and tested with simulation tools. The 

implementation is limited to the communications system that will be on-board the satellite for 

communications with a telecommand sender. 
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2 Theory 

2.1 Overview of the system 
At the start of the master thesis there was a period of information gathering. This entailed a prolonged 

study of recommendation documents form CCSDS and ECSS. These documents covered information 

about how the telemetry (TM) and telecommand (TC) are to be structured, about how to encode and 

decode the communications to ensure error-free transmission and how to determine when data has been 

lost. All the standards and recommendations that were studied are given in Appendix A: Literature 

References. From all standards and recommendations a rough idea of a structure of the packets, frames, 

transfer protocols and their implementation in the Communication Protocol IP (CPIP) core could be 

formed. It is this CPIP core that will be in loaded in to a Field Programmable Gate Array (FPGA). A 

more detailed account of the theory behind the design of the CPIP core is given in Appendix C: 

Detailed description of protocols. 

 

 
Figure 1: Simple Schematic Overview of the Communication Protocol IP Core 

All the standards studied factor in the decoding of the telecommands and encoding telemetry. Figure 1 

displays a schematic overview of the Communication Protocol IP (CPIP) Core as it is envisioned in the 

FPGA. In the figure we can see the different modules, depicted as squares, which make up the CPIP 

core and how data goes in and out of the CPIP core and between the modules inside. These modules 

each fill a specific function in the communication with the ground station. The top row encodes the 

telemetry and the bottom row decodes telecommands. Telemetry is constructed as shown in Figure 2 

with the Space Packet placed inside an Advanced Orbiting System Transfer Frame (AOSTF) which is 

in turn inside a Channel Access Data Unit (CADU). Telemetry is constructed from the inside out. 
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Telecommands are constructed as shown in Figure 3 with the Space Packet placed inside a 

Telecommand Transfer Frame (TCTF) which is in turn inside a Communication Link Transmission 

Unit (CLTU).  Telecommands are decoded from the outside in. 

 
Figure 3: Telecommand structure 

A detailed view of the inner workings of the modules that make up the CPIP core, Figure 1, is 

displayed in Figure 4.  This figure outlines the different internal parts of the modules. The dashed 

outlined boxes represent modules of Verilog code and the boxes inside them represent separate 

functions. The arrows indicate the flow of data in between modules, note that arrows are one way. The 

grey boxes are parts that use code from external sources. 

Figure 2: Telemetry structure 
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2.2 Telemetry 
The Space Packet is the common standard for the structure of packets that are sent as telemetry or 

telecommand. Though the Space Packets for telemetry and telecommand are almost identical there are 

some differences. The structure of the Telemetry Space Packet is displayed in Figure 5.  

 

Figure 5: Structural Overview of the TM Space Packet 
Figure taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch. 5.4.1, Page 46, Figure 4 

The Advanced Orbital System Transfer Frame (AOSTF) is the frame that will be used for the transfer 

of telemetry data, in the form of Telemetry Space Packets, inside the transfer frame data field from the 

satellite to the ground station. 

 

 

Figure 4: X-ray of the Communication Protocol IP Core 
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The AOSTF is in turn placed inside the Channel Access Data Unit (CADU) which is sent down to the 

ground. CADU adds levels of error protection. 

 
Figure 7: Structural Overview of CADU 

2.3 Telecommands 
The Space Packet is the common standard for the structure of packets that are sent as telemetry or 

telecommand. Though the Space Packets for telemetry and telecommand are almost identical there are 

some differences. The structure of the Telecommand Space Packet is displayed in Figure 8. 

 

 

Telecommand Transfer Frame (TCTF) transports the commands, in the form of Telecommand Space 

Packets, inside the transfer frame data field to the satellite from the ground station. 

 

Figure 6: Structural Overview of AOSTF 
Figure taken from CCSDS-732.0-B-2: AOS Data Link Protocol Ch 4.1.1.2, Page 4-2, Figure 4-1 

Figure 8: Structural Overview of the TC space Packet 
Figure taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch 5.3.1, Page 42, 

Figure 3 
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The TCTF is sent inside Communication Link Transmission Unit (CLTU) to the satellite. CLTU adds 

levels of error protection. 

 
Figure 10: Structural Overview of CLTU 

 

 

  

Figure 9: Structural overview of the Telecommand Transfer Frame 
Figure taken from CCSDS-232.0-B-2: TC Space Data Link Protocol Ch 4.1.1, Page 4-1, Figure 4-1 
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3 Design 

3.1 The choice of Verilog 
Verilog is a Hardware Description Language (HDL) that is widely used for FPGA programming. The 

thesis supervisor recommended using Verilog as the HDL of choice for the designing of the CPIP core. 

The recommendation was done on the basis that ÅAC, as a company, works primarily in Verilog due to 

consumer demand. Because of this there would be ample opportunity to ask for assistance from ÅAC 

employees if needed. It was said that the language was quick and easy to learn. It was therefore decided 

to use Verilog as the HDL for this master thesis work. Due to a lack of knowledge of the Verilog HDL 

there was a period of learning and familiarization. Because of this the implementation in Verilog took a 

bit more time than it would have if a, to the student, more familiar HDL would have been used. The 

bulk of the code was written specifically for the CPIP core design from scratch. The code not 

developed for this thesis and hence taken from external sources is referenced in Appendix B: Code 

references and described thoroughly in Appendix D: Code from external sources. 

3.2 The Telecommand Decoder 
The Telecommand decoding process can be split in to three main parts, see Figure 11. The 

Telecommand Decoder (TCD) that has been implemented covers two of these three parts. The first part 

is the channel coding and synchronization (the receiver) and the second part is the TC data link 

protocol which in-turn can be split into the lower procedures, the FARM-1 and the higher procedures. 

Each part was coded and tested separately before being integrated into one cohesive piece of code.  The 

final code was then tested as a single entity to prove that it work as a whole. 

 
  

 

Figure 11: Structure Overview of the Decoding Process 
Figure taken from the CCSDS-232.1-B-2: Communications Operation Procedure-1 Ch 3.3.1, Page 3-7, Figure 3-2 

Internal Organization of Protocol Entity (Receiving End) 
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3.2.1 Receiver  

 
Figure 12 : Block Overview of the Receiver Module 

The Receiver handles the Channel Coding and Synchronization part of the TCD. This is the part that 

receives the data signal and the modem clock signal directly from the modem. The data signal is 

scanned to find the starting sequence of the CLTU. The data signal is then processed to extract the 

encoded data out of the CLTU. There are three distinct steps to this processes of extraction, the finding 

of the starting sequence, the BCH decoding of the encoded data and finally the pseudo randomization is 

removed from the data, see Figure 13. 

 

Figure 13: Overview of the Decoding Process in the Receiver 
Figure taken from CCSDS-231.0-B-2: TC Synchronization and Channel Coding Ch. 2.3.2, Page 2-4, Figure 2-3 

Finding the starting sequence and the tail sequence 
The starting sequence is a 16 bit long sequence of ones and zeros, see, Figure 14, defined in [3]. This 

pattern is found by scanning the incoming signal which is done by using a so called shift register. The 

shift register contains the last 16 bits received.  The bits in the shift register are continuously compared 
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to a reference of the starting sequence that is stored in the module, the search continues until the correct 

sequence is found. The finding of the starting sequence places the Receiver in a state where it can start 

to extract information out of the data stream that is sent from the ground station.  

 

 

The extraction is done by the BCH decoder and stops when the tail sequence is found. The tail 

sequence is a predefined sequence of ones and zeros that boots the module out of BCH decoder state, 

see Figure 15. 

 

BCH (63, 56)  
Encoding 

The Bose-Chaudhuri-Hocquenghem (BCH) is a type of cyclical error-correcting code.  How the BCH 

code works in a general sense is that parity bits are generated for the information bits. The parity bits 

can be used to discover erroneous bits. The BCH encoding is added as per the set recommendations, 

[3]. It adds a level of error detection and correction to the telecommands. The particular version of 

BCH that is implemented in this module is the BCH (63, 56). The number 56 mean that the BCH 

generator takes in 56 information bits. From these 56 information bits the BCH generator produces 7 

parity bits which are appended to the information bits which makes 56+7=63, hence the number 63 in 

the name. A filler bit is then added to make the block 64 bit, an even and octet aligned (divisible by 

eight) number. This forms a BCH code block, see Figure 16

.  

 

 

Figure 15: CLTU Tail Sequence Pattern 
Figure taken from CCSDS-231.0-B-2: TC Synchronization and Channel Coding Ch 4.2.4, Page 4-2 

Figure 14: CLTU Starting Sequence Pattern 
Figure taken from CCSDS-231.0-B-2: TC Synchronization and Channel Coding 48 Ch 4.2.2, Page 4-1 
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Figure 16: Structure of the BCH code block 
Figure taken from CCSDS-231.0-B-2: TC Synchronization and Channel Coding Ch. 3.2.1, Page 3-1, Figure 3-1 

The BCH generator only handles 56 bits at a time, this leads to that the TCTF is divided up into 56 bit 

(7 Bytes/Octets) long snippets. If the TCTF is not divisible by 7 Bytes, filler bytes (in this case an 

alternating pattern of ones and zeros) are added to the end of the frame, these bytes will be removed in 

the decoding process. 

 

Decoding 

The parity bits generated can be used in two ways. One option is that the receiver can find the position 

of one erroneous bit and thereby correct it. The other option is to use the parity to indicate that there are 

up to three erroneous bits but with no indication of the position of these bits. The choice was made that 

is was more important to correct erroneous bits than to know the existence of them. This is done by 

recalculating the parity bits from the information bits for each BCH code block and then comparing 

these parity bits to the ones that it received in the transmission. The comparison is done by XOR-ing
1
 

the two 7 bit binary sequences. If the resulting value is zero then no error has occurred in either the 

information bits or the parity bits. If the value is different from zero this indicates that an error has 

occurred. The resulting value of the XOR-ing indicates which bit is erroneous. If an error occurs in the 

filler bit it is of no consequence since that bit is only there as filler and is not read. A full table of the 

error codes is given in Appendix G: BCH Error Code Table.  

 

The receiver can detect and correct single bit errors and detect all two bit errors. Three or more bit 

errors can or cannot be detected depending upon the position of the errors. If a code block is checked 

and no error is detected the code block is transfer in to a FIFO memory. It is stored there until the entire 

TCTF is to be transferred to the next step in the decoding process. If an error has occurred in one bit of 

the code block then this bit will be flipped (a ‘1’ will be swapped for a ‘0’ and vice versa) and the 

corrected information bits are transfer to the FIFO. The parity bits and filler bit are discarded before the 

transfer.  

 

If two errors have occurred in the code block then the code block is discarded along with the data 

stored in the FIFO. This means that the detection of a two or more bit error in one BCH code block will 

lead to that the entire CLTU is discarded. That a CLTU has been discarded will be detected on the 

ground station by the absence of acknowledgment of the receival of the TCTF that is inside the CLTU.  

The receiver will then start anew to look for the starting sequence. If three or more errors have occurred 

in the code block then the error detection can fail. When trying to correct an error in three or more bits 

the module perceives the error as a single bit error and “corrects” the apparently faulty bit. This 

actually increases the amount of errors in the code block and the erroneous BCH code block will pass 

the BCH check. The error will however, with a high probability, be detected by the coming CRC-16 

checks that are performed on the TCTF and the individual space packets inside it. When the BCH 

  
1
 A logical operation comparing multiple values, if they are the same it results in a ‘0’ and otherwise the result is a ‘1’ 
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Decoder has gone through all the BCH code blocks that contain the TCTF the tail sequence of CLTU 

will be encountered. The tail sequence, which is structured like a BCH code block, will after XOR-ing 

the received and the calculated parity bits result in a value of 67. This is a value that is only associated 

with the tail sequence, though it can occur if a multiple bit error occurs. When an error free tail 

sequence has been detected the module goes in to a transferring state where send the TCTF on to the 

next module.  

 

If an error occurs in the tail sequence this will result in that the decoding of the CLTU is not terminated. 

Meaning that whatever comes in next from the input will be handled like a BCH code block even 

though it would probably be a starting sequence of a new CLTU. That being said the continuation of 

the decoding process would ultimately lead to error that would result in the discarding of the current 

code block being evaluated and all the data that is stored in the FIFO. So when a TCTF has been BCH 

decoded without any errors it will be sent on to the next module for further processing. At this point the 

pseudo randomization is removed from the data as it is being sent on to the next module. 

Pseudo randomizer 
To achieve an adequate amount of bit transitions in a signal, so that the signal is different from static of 

space or a constant high or low value (which could happen if the receiver was damaged), the TCTFs 

are randomized. Details are given in Appendix E: Equations and logic diagrams. The staring value to 

the pseudo random generator is always 1111111, this will produce the same sequence of bits every time 

it is run. To remove the pseudo randomization one simply needs to run the TCTF again through the 

pseudo randomizer.  

3.2.2 Lower Procedures 

 
Figure 17: Block Overview of the Lower Procedures Module 

The Lower Procedures (LP) is small but important step in the decoding process. The LP checks that the 

address of the frame is correct and that the frame is error free. The Global Virtual Channel Identifier 

(GVCID) is an amalgamation of several fields of the Primary Frame Header, details are found in 

Appendix C: Detailed description of protocols. These are the transfer frame version number (TFVN), 

the spacecraft Identifier (SCID) and Virtual Channel Identifier (VCID). The numbers that are contained 

in these fields have predefined values that are set in the Verilog code (they cannot be changed). In 

addition to checking the GVCID, the TCTF is also checked with the CRC-16. The CRC-16 CCITT, as 
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described in Appendix D: Code from external sources , is used to verify that no errors have occurred in 

the data. The LP checks all incoming TCTFs if they are valid (have a correct GVCID and have passed 

the CRC-16). When the entire TCTF has been received by the LP it stops the writing of the input signal 

to FIFO. The module 'knows' when this has happened by reading the length part of the Frame Primary 

Header of the TCTF. This is done to remove the filler bytes that may have been added in the BCH 

encoding process. If the data has passed the GVCID check and the CRC-16 the data can go on to the 

next module. If not then the FIFO is reset and the faulty TCTF is discarded. The deletion of a frame 

will be discovered by the FARM-1. 

3.2.3 FARM-1 

 
Figure 18: Block Overview of the FARM-1 module 

The Frame Acceptance and Reporting Mechanism is the core of the TCD and by extension the CPIP. It 

is the satellite side part of the COP-1, as detailed in Appendix C: Detailed description of protocols. The 

mechanism is responsible for, as the name implies, the acceptance of frames and reports to the ground 

station about the current status of the FARM-1. What actions are taken by the FARM-1 depends on 

parts of the primary header of the TCTF. These parts are the Bypass Flag, the Control Command Flag 

and the Sequence Number of the Frame. The actions the FARM-1 takes and the status of the FARM-1 

is reflected in the Communication Link Control Word (CLCW) which is periodically sent to the ground 

station. 
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N(S), N(R) and V(R) 
The Frame Sequence Number of the next TCTF that is to be sent to the satellite will be given the 

number V(S) by the ground station. When the V(S) is given to a TCTF, this becomes the Frame 

Sequence Number (N(S)) of that TCTF. The V(S) will then be incremented by 1.   When the TCTF is 

received by the FARM-1 the N(S) is checked against V(R) which is what the FARM-1  expects the 

sequence number of the next incoming frame to be. When the N(S) of TCTF is accepted by the FARM-

1 V(R) is incremented by 1. The value V(R) is relayed to the ground station via N(R) that is contained 

in the CLCW, N(R) is the current V(R) when the CLCW is created. Figure 19 shows the relationships 

of these numbers. 

When checking the incoming N(S) against the V(R) the FARM-1 uses 'The Sliding Window Concept', 

see Figure 20. 

 

Figure 19: Explanation of the relationship between V(S), N(S), V(R) and N(R) 
Figure taken from CCSDS-232.1-B-2: Communications Operation Procedure-1 Ch 2.2.1, Page 2-3, Figure 2-1 
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The sequence number has a range from 0 to 255. The sliding window has a set width which shall be 

smaller than the full range of the sequence number. The sliding window width is divided up into a 

Positive Window Area and a Negative Window Area. The positive window area contains the sequence 

numbers that are higher than the current V(R) but still inside the sliding window. Conversely the 

negative window area contains the sequence numbers that are lower than the current V(R) but still 

inside the sliding window. The area that is outside the sliding window width is called the lockout area. 

This area contains the sequence numbers that are so much greater than or so much lesser than the 

current V(R) that they are not part of the positive or negative window areas respectively. If the numbers 

are found to correspond the frame passes this check and V(R) is incremented. This also changes  N(R)  

which is sent down to the ground station in the CLCW to indicate which sequence number the FARM-1 

expects next. If the N(S) is inside the negative window area then the current frame is discarded and 

FARM-1 will move on to the next frame. If the N(S) is inside the positive window area then the 

retransmit flag is raised and the FARM-1 will wait for the frame with the number that corresponds to 

V(R) to be received. If the N(S) falls inside the lockout area the FARM-1 is put in the in the 

LOCKOUT state and flags the lockout flag. 

Frame Type 
The Bypass Flag together with the Control Command Flag define the Frame Type. The different frame 

types are broken down in Table 1.The frame types have specific uses. The bog standard frame type is 

the AD frame. This frame is used to transfer TCTF that are governed by the COP-1 to the satellite. This 

means that the TCTF has a N(S) and that the FARM-1 checks so that it corresponds to V(R), as 

described earlier. Neither the type BD nor BC frames use Frames Sequence Numbers. The BD Type 

frame is for expedited TCTF. This means that the FARM-1 accepts the frame independent of what state 

it is in at that moment. The BC type of frame is used to transfer Control Commands are to the FARM-1. 

These are used to unlock the FARM-1 if it is in lockout state or to set V(R) to a specific value. 

 

Figure 20: The FARM Sliding Window Concept 
Figure taken from CCSDS-232.1-B-2: Communications Operation Procedure-1 Ch 6.1.8.1, Page 6-4, Figure 6-1 
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States 
How the module handles incoming frames depends on the state that FARM-1 is in. The FARM-1 has 

three states OPEN, WAIT and LOCKOUT. The OPEN state is the normal operations state. In this state 

the FARM-1 receives and checks all incoming TCTF. The FARM-1 is put in WAIT state from the 

OPEN state when the Higher Procedure is busy with an already accepted TCTF. Also the WAIT state 

sets the wait flag of CLCW high (active). While in the WAIT state the FARM-1 discards all incoming 

TCTF of type AD. The LOCKOUT state is the default state of the FARM-1. It has to be unlocked with 

a special command. The FARM-1 is put in the LOCKOUT state when a frame has an N(S) which is out 

of bounds, a value that that is in the lockout area. In the LOCKOUT state the lockout flag is also set 

high. While in the LOCKOUT state the FARM-1 discards all incoming TCTF of type AD. All the 

events and what state they lead to are given in Appendix H: State table. 

CLCW 
The Communication Link Control Word is four bytes of information that is sent down to the ground 

station as part of the TM. The CLCW contains the wait flag, the lockout flag, the retransmit flag, the 

Type B Frame Counter and the N(R). The wait flag is used to convey that the FARM-1 is in the WAIT 

state. The lockout flag is used to convey that the FARM-1 is in the LOCKOUT state and that the 

satellite is waiting for an unlock command. The retransmit flag shall indicate that the ground station 

should retransmit the frame with the same sequence number as the N(R). The type B Frame Counter as 

name implies is a counter that increments every time a type BC or BD frame is received by the FARM-

1. It should be noted that the information in the CLCW is subject to a delay because there is a period of 

time between the writing of the CLCW into a TMTF and it being transmitted. This means that the 

information in the CLCW is never 'current'. 

Table 1: TC Frame Types 
Table taken from CCSDS-232.0-B-2: TC Space Data Link Protocol  Ch 4.1.2.3.3, Page 4-4, Table 4-1 
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3.2.4 Higher Procedures 

 
Figure 21: Block Overview of the Higher Procedures Module 

The Higher Procedures (HP) is the part of the TCD that handles the space packets. The purpose of the 

HP is to check the correctness of the incoming packets and to either send the packets on to the CPU or 

to perform the tasks the packets detail.  The implemented HP has twelve operating states, which state 

the HP boots into depends on the task that it will perform, see Appendix H: State tables. The incoming 

packets are transferred from the FARM-1 module and placed directly in a buffer. To keep track of space 

available in the buffer a counter is used that counts the number of bytes that have been written to the 

buffer (the counter increments) and the number of bytes read from buffer (the counter decreases). If the 

counter reaches a set limit then a flag will be set low (deactivated). When the counter is under the limit 

then the flag will be set high again. It is this flag that signals the FARM-1 that it should go into the 

WAIT state. The packets are transferred in waves from the FARM-1 but are decoded and checked if 

they are correct one by one by the HP. The HP performs the task the packet details and then repeats the 

process with the next packet in line. 

Parameter checks 
The checks are done by starting a transfer of a single packet from the first buffer to a second. During 

the transit the packet is read and the relevant information, the packet primary header and the packet 

data field header, is stored. From this the HP gets the parameters it needs to check if the packet is valid. 

It also ‘knows’ from reading the length field of the packet primary header how long the packet is and 

therefore when to stop reading from the first buffer. The parameters that the HP checks in packet 

primary header are the Space Packet Version Number (PVN), the Space Packet Type (PT), the Data 

Field Header Flag (DFHF) and the Application Process Identifier (APID). All these parameters are 

collectively called the Packet Identifier (PID). The HP also performs a CRC-16 upon the packet. This is 

the same CRC-16-CCITT that is used for the TCTF. These checks are preformed when the packet has 
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been transferred to the second buffer. If any of the parameters are inconsistent or if the packet does not 

pass the CRC-16 the second buffer is reset and the packet is discarded. Then the HP starts reading the 

next packet in line. If there is an error in the length part of the primary header the HP will not ‘know’ 

when to stop transferring the packet. This means that the HP will either not transfer the whole packet or 

include parts of the next packets in the transfer. Either way this will result in that the second buffer will 

be reset because the packet fails the CRC-16 since the HP will misinterpret the position of the packet 

error control field. This will in turn result in a misalignment of all the packets left in the first buffer 

leading to  that the entire contents of first buffer will be discarded. To combat this, an error limit has 

been instituted so that if too many errors occur both buffers will be reset along with all counters. 

There are four distinct PIDs that the HP can recognize that refer to specific modes; Mission mode, Safe 

mode, Idle and Control Pulse Distribution Unit (CPDU). Depending on which PID the incoming packet 

has the HP will react accordingly. The actions taken by the HP for a packet with a Mission mode or a 

CPDU PID are described below.  If the PID of the incoming packet is either Safe mode or Idle the 

packet will be discarded and the HP will move on to the next packet in line. When the PID has been 

established the HP will change state form the SCAN state it is currently in to a different state.  

Control Pulse Distribution Unit 
If, for example, a packet is found to have a correct CPDU PID and CRC the HP will boot in to the 

CPDU state. In this state the HP checks the packet for a special kind of message. A CPDU packet is 

constructed in a different way compared to how packets usually are. The CPDU packet contains 

addresses that correspond to pins in the General Purpose Input Output (GPIO). The HP goes through 

the addresses one by one and flips the pin’s sign, for example from '0' to '1'. Unless there is an error, 

more on this in the section on error handling, the CPU is not involved at all. In the current 

implementation of the CPDU it is supposed to be connected to a GPIO with ten pins. Each pin has its 

own unique address. These pins can be connected to whatever is desired. 

Mission mode 
When the HP has identified a packet that has the PID type mission mode, the HP can be put into one of 

several states. Into which state HP will boot depends on the contents of the packet data field header. In 

this implementation the service type of the data field header determines which state the HP will be put 

in. The Service types are given in   
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Table 2 take from the definitions in [7]. All these service types have service subtypes which define the 

packets purpose but this is beyond the scope of the thesis. Service type 17 is used to test the 

communications between the satellite and the ground station. When the HP receives a correct service 

type 17 packet the HP sets a signal flag high. This signal is read by the Packer module which will 

construct a corresponding response in the form of packet and send that to the ground station at the next 

available opportunity. The remaining service types will all result in virtually the same procedure for the 

HP. When the HP has been booted into one of these states the packet is transferred to the CPU. The 

transmission will stop when the second buffer is empty.  
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Table 2: Service Types 
Table taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch. 22, Page 183, Table 43 

Service type Function 

3 Housekeeping and Diagnostics data 

reporting 

5 Event Reporting service 

13 Large data transfer service 

17 Test Service 

18 On-Board Operations Procedure 

Service 

31 This is a new service type that has been 

defined at ÅAC. It is to be used for the 

transfer of the Plug and Play command 

to the satellite from the ground control. 

Error reporting 
If an error occurs in the handling of a packet the HP switches to the error reporting state. In this state 

the HP sends the necessary information to the CPU to construct and send an error report to the ground 

station. The information that is necessary for the construction of an error reporting packet is the PID, 

packet sequence control field and an error message that details what type of error has occurred. The 

meaning of different error messages are given in Table 3.These error message definitions are from [7]. 

An identifier is also sent so that the CPU can identify that the incoming message is an error message 

that is to be sent to the ground station. 

Table 3: Error Messages 
Table made for this the thesis by the student from information from ECSS-E-70-41A: Telemetry and Telecommand 

Packet Utilization Ch. 6.3.2, Page 53 

Error Message Cause 

0 Illegal APID 

1 Illegal or Incomplete Packet Length 

2 Incorrect Checksum 

3 Illegal Packet Type 

4 Illegal Packet Subtype 

5 Illegal or inconsistent Application Data 

 

Success reporting 
If a packet is successfully handled by the HP and the Acknowledgement bits in the packet data field are 

set to '0001', the HP switches to the success reporting state. In this state the HP sends the necessary 

information to the CPU to construct and send a success report to the ground station. The information 

that is necessary for the construction of a success reporting packet is the PID and packet sequence 

control field. Also an identifier is sent so that the CPU can identify that the incoming message is a 

success message that is to be sent to the ground station. This state only exists for service type 17. It is 
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however unlikely that it will be used because  service type 17 already creates a response if it is 

successful in the form of a replay packet, so the success report function is unnecessary but can be used. 

For all the other Service types the success reporting is completely handled by the CPU.  

3.3 The Telemetry Encoder  
The Telemetry Encoder (TME), see Figure 1, of the CPIP core is in many ways the reverse of the TCD. 

Some of the modules used in the TCD can be reused. A lot of effort goes into making sure that the flow 

of information is kept at a steady pace to avoid creating a gap in the transmitted data. As opposed to 

TCD where the main concern was to avoid a pile up of data that would make the ground station has to 

wait to send more telecommands. 

3.3.1 The Packer 

 
Figure 22: Block Overview of the Packer Module 

The Packer is the module that constructs the first stage of the telemetry the Space Packet. The Packer 

receives data from the CPU that is to be placed in a packet and sent on. The Packer can also create 

packets on a command from the HP. By placing the data in a packet it is meant that a primary header 

and a packet error control code are added to the data on the front end and the back end respectively. 

The test signal 
The Packer can also receive a test signal from HP of the TCD.  This signal starts a process that will 

create a response to the test service packet at next available slot. This slot is available as soon as there 

is space in the second FIFO buffer and there is no CPU packets waiting. Since the test service packet 

should be one of the first packets coming in from the ground station, this should not be a problem. 

CPU generated packets 
First there comes a transfer signal from the CPU this signals the start of a transfer. This signal will only 

come if there is space in the FIFO buffer. A counter keeps track of the available space in the buffer, 

much in the same way as earlier mentioned counters. The counter’s limit and the size of the buffer are 

devised in such a way that in the event of a transfer starting when the counter is very close to the limit, 

there is still enough space to accommodate a max size packet. After this there will be a long time when 

the Packer cannot accept any data from the CPU. The data, hereafter referred to as a packet embryos, 

that comes from the CPU is the four last bytes of the packet primary header, the packet data field 
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header and the source data. The reason for this odd division is that the last four bytes of the packet 

primary header contains the Grouping Flags, the Source Sequence Count and the Packet length, see 

Figure 5. These parameters are however very important for the internal sequentiality of the packets. 

These parameters are difficult to handle in HDL without a complicated interface between the CPU and 

the FPGA, this is why they are handled by the CPU. When a packet embryo comes in to the Packer it is 

placed in a FIFO buffer to wait further processing. This is because the Packer can only construct one 

packet at a time. When the Packer is able the packet embryo in the FIFO buffer is placed inside a 

packet. This means that the two first bytes of the primary header are added to the beginning of the 

packet embryo and two byte CRC-16 code is added to the end of the packet embryo. The Packer 

‘knows’ when one packet embryo ends because it reads the length field of the space packet primary 

header. The CRC-16-CCITT encoder that is used is the exact same module that was used in TCD to do 

the CRC-16. When the packet embryo has been formed into a packet it is stored in a second buffer. 

Then the Packer goes on to the next packet embryo. The Packer will continue to generate packets and 

store them in the second buffer until enough packets have been generated to fill or nearly fill an 

AOSTF data field. A counter is employed to keep track of the space available in the second buffer. The 

Packer always checks beforehand that there is enough space left for a new packet. If not, the remaining 

space will be filled with IDLE packets (a packet that doesn’t contain any information) or parts of an 

IDLE packet. The IDLE packet is predefined, this is because the contents will not change for the 

entirety of the mission, and is stored as a parameter in the Packer module. If the second FIFO buffer is 

filled and the Framer is ready to receive data the Packer will transfer the contents to the Framer. There 

is also a timer with a predefined limit implemented in the design so that there is a continuous 

production of AOSTFs. When the predefined timeout is reached the Packer starts filling the remaining 

space of the second FIFO with IDLE packets until it is filled.  
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3.3.2 The Framer 

 
Figure 23: Block Overview of the Framer Module 

The framing of an AOSTF that the Framer does is functionally very similar to the packing done in the 

Packer, the two modules are similar in code as well. By Framing it is meant combing the Primary 

Frame Header (PFH), the data from the Packer in the Frame Data Field (FDF), the Communication 

Link Control Word (CLCW) and the Frame Error Control Code (FECC). This is done by receiving the 

information transferred from the Packer and inserting the other parts in the correct positions in the 

AOSTF. The signal that the information from the Packer is coming arrives before the information, this 

gives the framer time to insert the primary header in front of the coming data that is to be placed in the 

frame data field. The Frame Primary Header is made up out of four fields: the Telemetry Transfer 

Frame Version Number (TM_TFVN), the Spacecraft Identifier (SCID), Virtual Channel Identifier 

(VCID) and the Virtual Channel Frame Count (VCFC). These parameters are predefined in the code 

and cannot be changed from the ground station. The FPH is the first thing that is written in the buffer. 

The data that is coming from the Packer is the data that will make up the Frame Data Field (FDF) of 

the AOSTF. After all the data has been placed in the buffer the CLCW is added to the frame.  

 

The CLCW is constructed from information sent from the FARM-1 module. The information that 

comes from FARM-1 is the status of: the wait flag, the lockout flag, the retransmit flag, the frame B 

count and the next expected frame sequence number N(R) (which is placed in the report value field). 

The inputs are controlled by the FARM-1 and are changed as incoming TCTFs are decoded. The rest of 

the information in the CLCW is made up of additional flags, an optional field called the Status Field 

and some spare bits, see Figure 24.  The additional fields are not used in the current implementation. 

 



Luleå University of Technology  2013-02-15    Master Thesis 30hp 

 32 

 

 
Finally the FECC is to be added. All the bytes that have been added to the AOSTF have also been sent 

through the CRC-16-CCITT module. The CRC-16-CCITT module has generated the FECC which at 

this point is added to the end of AOSTF. The Framer start transferring the AOSTF when it has a 

finished AOSTF and the Sender is ready. AOSTF is stored in a buffer so to allow it to be fully formed 

before it is sent on to the Sender. The buffer has enough space for two full AOSTFs, this gives an 

amount of slack to allow continuous transfer of data from satellite to the ground station. 

3.3.3 The Sender 

 
Figure 25: Block Overview of the Sender Module 

The last part of the TME is the Sender it is this module places the AOSTF into a Channel Access Data 

Unit (CADU). This process involves encoding the AOSTF with Reed-Solomon and pseudo 

randomizing it, as per [1]. To this encoded AOSTF a so called Synchronization Marker is added 

forming a Channel Access Data Unit (CADU). Lastly the CADU is encoded with a convolution 

encoder (the Convoluter) and transmitted to the ground station in a serial manner. 

Reed-Solomon encoder 
The Reed-Solomon encoding of the CADU is stipulated by the recommendations. The encoding is 

 

Figure 24: CLCW Structure Overview 
Figure taken from CCSDS-232.0-B-2: TC Space Data Link Protocol Ch 4.2.1.1.2, Page 4-13, Figure 4-6 
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done to error protect the CADU. The Reed-Solomon (RS) encoder was generated through the use of a 

program that was gotten from an external source. This program was fed the parameters that define the 

RS code that were defined in the CCSDS [1] and the ECSS [8] documents. The workings of the RS 

encoder are given in Appendix D: Code from external sources. The RS encoder work is that one feds 

the 223 information symbols in to the encoder. When one reads the output after all 223 has gone 

through the encoder starts outputting the parity symbols, all 32 of them. Another parameter for the RS 

encoding that was defined in [1] and [8], was the depth of interleaving. By interleaving it is meant the 

practices of weaving together the symbols of several code blocks to form a larger code block. The order 

of symbols in the final code block will be the following: the first symbols of the first code block, the 

first symbols of the second code block, the first symbols of the third code block and so on, see Figure 

26. 

By depth of interleaving it is meant the number of interleaved RS code blocks there are in the CADU. 

Depending on the max length of the CADU the interleaving depth has to be chosen to fit inside the max 

size, this hard limit. A depth of interleaving of 8 was used because this allows the biggest AOSTF size. 

Interleaving was achieved in this implementation by using eight RS encoders in parallel. The encoders 

were used in the following manner: the first symbol was fed to the first RS encoder, the second symbol 

to the second RS encoder, the third symbol to the third RS encoder and so on until the ninth symbol 

was fed to the first RS encoder.  The outputting of symbols from the RS encoders is also governed by 

the same principal. First encoder, second encoder, third encoder and so on, see Figure 27. All these 

outputs are merged in to one output which source switches. The stream from this output is fed into the 

pseudo randomizer. 

 

 

Figure 26: RS Interleaving 

 

Figure 27: Logic Diagram of RS interleaving 
Figure taken from CCSDS-131.0-B-2: TM Synchronization and Channel Coding Ch 4.4.1, Page 4-7, Figure 4-2 
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Pseudo randomizing 
To achieve an adequate amount of bit transitions in a signal, so that the signal is different from static of 

space or a constant high or low value (which could happen if some component was damaged), the 

AOSTF is randomized after RS encoding. The staring value is 1111111 and this will produce the same 

pseudo random sequence of bits every time it is run. If the randomized sequence is run through an 

initialized randomizer again the randomization is removed. Note that this not the same pseudo 

randomization as is used for the telecommands. Details are given in Appendix E: Equations and logic 

diagrams. After the randomization the next step is adding the Synchronization marker. 

Synchronization marker 
The synchronization marker is added to the front end of the AOSTF to form a CADU. This is added so 

that the beginning and end of a CADU can be found when the telemetry arrives at the ground station. 

The marker, as defined in [1], is shown in Figure 28. With the synchronization maker added the CADU 

is placed in a buffer before it is sent to the Convoluter. This buffer is, just like the other FIFOs, 

monitored by a counter that keeps track of the incoming and outgoing bytes. This informs the Framer 

when the Sender is able to process a new AOSTF. The final step of Sender and the TME is the 

convolution encoding performed by the Convoluter. 

 

The Convoluter 
The Convoluter's purpose can be divided into two functions, the convolution encoding, as described in 

Chapter 3 of [1], and the serializing of the data for the output to the modem. Why Convolution 

encoding is used on the CADU is because it is very good at lessening the effects of Gaussian noise on 

the transmission. The Convoluter gets data from the Sender one byte at a time. This data is shifted into 

a 7 bit wide shift register (which starts with a value of all zeros) one bit at a time. From this shift 

register the Convoluter generates two streams of encoded data from the CADU. The Convoluter 

weaves together the two encoded streams of data to form the output. When the Convoluter has encoded 

the whole byte it prompts the Sender to send another byte. In the beginning when there is no available 

CADU then the Convoluter only outputs zeros. If there is no error causing a break in the continuous 

stream of telemetry data, this should not happen again. The output from the Convoluter is serial and 

synced to the clock signal of the modem.  

 

  

 

Figure 28: CADU Synchronization Marker 
Figure taken from CCSDS-131.0-B-2: TM Synchronization and Channel Coding Ch 8.3.1, Page 8-3, Figure 8-1 
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4 Experimental procedure 
During the writing of the Communication Protocol IP core each individual module was tested 

continually.  Modules were then tested together with other modules. Finally all modules were 

integrated and tested together. The testing of the Communication Protocol IP core was carried out by 

compiling, using a compiler called Icarus Verilog, all the modules together with a so called test bench. 

The test bench simulates the signals going in to the Communication Protocol IP core. To test the CPIP 

core test messages need to be constructed. To construct test versions of the messages (TC Space 

Packets, TCTFs and CLTUs) generator programs were written in python. These programs were then 

used to generate the messages. The signals going into, out of and in between the modules were 

recorded in a file. This file is then displayed using a waveform viewer, in this case the program 

GTKwave was used to do this task. The waveforms displayed can then be studied to see how the 

module reacts. The figures displayed in the results are computer generated by the student for this thesis. 
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5 Results 

5.1 Simple view 
In simulations of the waveforms on can see that the Communication Protocol IP core reacts to the 

incoming signals. The simplest way of regarding the Communication Protocol IP core is like a black 

box and viewing only the signals that go in to and out of it. 

 

5.2 Starting Sequence 
The first thing the CPIP core has to do to decode the incoming signal is to find the starting sequence. 

What the waveform in Figure 30 A shows is the Receiver module looking for the starting sequence, in 

the SEARCH state, finding it, and going into the PENDING state decoding the BCH and finally when 

the whole CLTU has been decoded it goes back to the SEARCH state. In Figure 30 B one can see that 

the Receiver module is in the SEARCH state, which has the number 129. As the information bits comes 

in they are added to the start_sequence register. As shown in Figure 30 C when the start_sequence 

register matches the Starting Sequences in that is in the reference parameter (as seen in Figure 14 

1110101110010000 in binary and EB90 in hexadecimal) it puts the Receiver in the PENDING state, 

which is the number 128. 

 

Figure 30: A. Waveform of Starting Sequence Scan 
B. Waveform of Starting Sequence Scan zoomed in view 

C. Waveform of Starting Sequence Scan super zoomed in view 

  

 

Figure 29: Waveform of the Communication Protocol IP core's I/Os 
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5.3 Signals and data cascade 
When the CLTU clears the receiver a signal is sent to the next module. The information is then passed 

on to the next module if it passes the checks  and so on until the CLTU ends up in the module were it is 

supposed to be registered.   

 

For example the first CLTU that comes in does not contain the requisite UNLOCK command. This 

means that the first signal will not get sent on after the FARM-1. The next CLTU contains TCTF that is 

the UNLOCK command. With the cascade of Signal there is a corresponding data cascade. Here one 

can see that the data come from the Receiver and finally going out of the CPU_out. The corresponding 

view of the TM side is shown in Figure 32. Here the signals with data are sent from the Packer to the 

Framer, from the Framer to the Sender and finally from the Sender to the Ground Station. 

 

5.4 CLCW 
In Figure 29 one can see the modem_out signal, which is the AOSTF filled with idle data, starts later 

than the modem_in signal. This is because the modem_out signal is governed by a timer that signals 

when it should send a frame. The CPU_out, which is the data output that goes to the CPU, is not 

activated until it has gotten something to transmit. This is the first sign that the CPU gets that the CPIP 

core works. However the ground station may get a conformation before this. When the CPIP core 

receives the TCTFs this will alter the CLCW, which is part of the AOSTFs, as one can see in Figure 33. 

 

  

 

Figure 31: Waveform of Signal and Data Cascade for TC 

 

Figure 32: Waveform of Signal and Data Cascade for TM 

 

Figure 33: Waveform displaying the change in CLCW 
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5.5 CPU Packet 
When the Packer module in the CPIP core receives the transfer signal from the CPU it starts to store the 

incoming data in TM_fifo1, see Figure 34. As one can see the data that comes from PACKER_CPU_in 

is stored and then read out and is placed in a packet. This is what is shown as the 

PACKER_data_director. This packet is then stored in the TM_fifo2. 

 

 

5.6 Test pin 
The sixth CLTU the CPIP core receives from the test bench contains a packet that will instruct it to 

send a test signal. When the packet is received by the Higher Procedures module the module is put into 

a special test signal state, see Figure 35 A. After going in to this state the TEST_PIN is set high for one 

clock cycle. This makes the TEST_PAKCET_READY register be set to high. This put the Packer in 

TEST_PACKET state as soon as the module has completed its current task. When the Packer is in the 

TEST_PACKET state it writes the response to the test packet and stores that in the TM_fifo2, as is 

shown in Figure 35 B. 

 

Figure 35: A. Waveform of Test Signal 
B. Waveform of the Test Signal zoomed in view 

5.7 GPIO pins 
In Figure 29 there is activity on the GPIO pins as a response to the last CLTU sent. Regarding the last 

section of Figure 29 after the 110µs mark zoomed in, see Figure 36. This is the effect of CPDU packet. 

As can clearly been seen every GPIO pin is flipped from their previous state and back again in 

successive order. 

 

Figure 34: Waveform of the handling of CPU packet 
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5.8 Errors in CLTU 

5.8.1 Correctable error in CLTU 
If a single error occurs in a BCH code block it can be corrected. In this is example an error has happen 

in bit 50 of the first code block. As one can see there is a slightly thicker bar in between the two 

PEDING states (RECEIVER_state = 128), see Figure 37 A. This is the part when the Receiver module 

is checking if the BCH check has been passed. In a zoomed in view, Figure 37 B, it can be seen that the 

module detects, error code 70 corresponds to an error in bit 50, the error and corrects it. In normal 

operations the registers received_parity_vector and parity_vector shall have the same value a C = 64. 

 

Figure 37: A. Waveform of BCH error detection and correction of a single bit error 
B. Waveform of BCH error detection and correction of a single bit error zoomed in view 

5.8.2 Uncorrectable error in CLTU 
If two errors occur in the same code block the code block is uncorrectable. In this example there are 

errors in bit 13 and 43 of the first code block. In Figure 38 A. the decoding of the BCH code blocks is 

terminated (evident by the Receiver going back to the SEARCH state) after the first code block because 

of the uncorrectable error. In the zoomed in view, Figure 38 B., it can be see that the registers 

received_parity_vector and parity_vector do not have the same value at C = 64. This results in error 

code 34, which is defined by default as an uncorrectable error, this puts the Receiver in the ERROR 

state which empties the storage FIFO and set the Receiver in SEARCH state. 

 

Figure 36: Waveform of the effect of the CPDU packet 
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Figure 38: A. Waveform of the BCH error detection of a 2 bit error 
B. Waveform of the BCH error detection of a 2 bit error zoomed in view 

5.9 Errors in TCTF 

5.9.1 Error in Frame header or error in frame CRC 
If the TCTF has an inconsistent frame header or the CRC-16 check is not passed the LP module will 

not send the TCTF on to the FARM-1 module. 

 

In Figure 39 it is shown that when the LP receives the faulty TCTF, the fourth spike on the 

SIGNAL_RECIVER_2_LP, it is not sent on to the FARM-1 module. Instead the FIFO is reset, 

TC_fifo2_reset is set high, and in this example the TCTF has an incorrect frame header. The result 

would have been the same if there was a CRC error. 

5.9.2 FARM-1 sequence number rejection 
One of the main functions of the FARM-1 module is to check the sequence number (NR) of the 

incoming TCTFs. The TCTF can be rejected if the N(R) is in the positive window area, in the negative 

window area and the lockout area of the sliding window, see Fel! Hittar inte referenskälla., that 

governs V(R). As detailed in CCSDS document [5] if the FARM-1 receives an N(S) that is in the 

positive window area the Retransmit_flag is set high to signal the ground station via CLCW, see Figure 

40 A. If N(S) is in the negative window area the FARM-1 simply discards the TCTF, see Figure 40 B. 

In the case that N(S) is in the lockout are, N(S) is much higher or lower than V(R), the FARM-1 

module is put in LOCKOUT state, designated by number 4, and the Lockout_flag is set high to signal 

the ground station via CLCW, see Figure 40 C. 

 

Figure 39: Waveform of error detection in the LP 
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Figure 40: A. Waveform of FARM-1 rejection N(S) in positive window area 
B. Waveform of FARM-1 rejection N(S) in negative window area 

C. Waveform of FARM-1 rejection N(S) in lockout area 

5.10 Errors in packet that generate error messages 
The errors that can occur in the packets are detected by the HP. When an error is detected an error 

report is sent to the CPU. These errors have designated error messages, the value of the register 

error_message, associated with the different errors. In the case the incoming packet has an undefined 

Application Protocol Identifier (APID). It is detected by the HP. The module is placed in the ERROR 

state and sends the error message 0 to the CPU, see Figure 41 A. If the incoming packet has a length 

field, part of Packet Primary Header, is longer than the maximum allowed length, 1019 Byte. The 

packet length field is used to set the C_data_in_limit. The HP is put in to the ERROR state and sends 

the error message 1, see Figure 41 B. If the incoming packet has incorrect CRC the HP module detects 

this and is put in ERROR state, the error_message is set to the value 2 and an error rapport is sent to the 

CPU, see Figure 41 C. If the incoming packet has Service Type 25, which is undefined, the HP module 

detects this and tries going to state 6400 which is undefined. This forces the HP into the ERROR state, 

the error_message is set to the value 3 and an error rapport is sent to the CPU, see Figure 41 D. The 

incoming packet has Service Type 17 Service Subtype 3, which is undefined. The HP module detects 

this and is put in the ERROR state, the error_message is set to the value 4 and an error rapport is sent to 

the CPU, see Figure 41 E. The incoming CPDU packet tries to flip the value of the pin with address 15, 

which is undefined. The HP module detects this and is put in the ERROR state, the error_message is set 

to the value 5 and an error rapport is sent to the CPU, see Figure 41 F. 
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Figure 41: A. Waveform of packet generating error message 0 
B. Waveform of packet generating error message 1 
C. Waveform of packet generating error message 2 
D. Waveform of packet generating error message 3 
E. Waveform of packet generating error message 4 
F. Waveform of packet generating error message 5 
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5.11 Synthesis 
When the code is synthesized (meaning that the code is translated in to the structure that it will have in 

the FPGA) in a FPGA (Microsemi ProASIC3E A3PE3000) the design takes up 18% (13827 of 75264) 

of the D-flip-flops and 32% (36 of 112) of the ram blocks in the FPGA. 
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6 Discussion 
The CPIP core can receive data from the modem, decode it, check the data's authenticity, interpret and 

execute the commands or send them on to the CPU. CPIP core can also receive data from the CPU, 

construct packets containing this data, placing said packets in an AOSTF, encode the AOSTF in CADU 

and send the CADU to the modem for transmission to the ground station. All types of error that the 

system has been design to detect are detected. The design when synthesized fits, with a good margin, 

inside the model of FPGA that is intended to be used on board a satellite. The conclusion I draw from 

the results is that the Communications Protocol IP core performs all the tasks that it is required of by 

the standards and recommendations documents from CCSDS and ECSS.  
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7 Reflections upon on thesis 
After the completion of the project some reflections can be made on the work that has been done. 

Standards and recommendation where read in the wrong order and read to closely for too long of a 

time. In the beginning of the thesis too much time was spent on reading and not enough time on writing 

Verilog code. The sheer volume of text that needed to be read was not apparent at the start of the thesis. 

Neither was it clear which document was the appropriate one to start with, this lead to the unfocused 

effort.  
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8 Further work 
Further optimizing of the code can surely be done with more advanced and/or efficient coding. 

Certain areas are of interest, some more than others. What stands out in my mind is the structure of the 

FIFOs. The amount and size of the FIFOs, which are used as buffers in the code, can be reduced. This 

issue can be alleviated by making a custom FIFO design that is done for the CPIP core. In doing this 

the FIFO module used can be specialized and thereby made smaller and more efficient. Also the RS 

encoder should be gone through by an experienced coder to see if there are any optimizations that can 

be made. The way the Sender module handles RS code block interleaving can be redesign using 

matrices. This could reduce the number of flip-flops used by the design. The continued work with the 

CPIP core will be done an employee of ÅAC Microtec. It is this person’s task to make the necessary 

modifications to the CPIP core to make it compliant with the updated versions of standards from the 

ECSS.  
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9 Conclusions  
The CPIP module works as designed. It passed all the tests that were devised for it.  The design is in 

accordance with the standards and recommendations set by the ECSS and the CCSDS respectively. The 

CPIP core design fits nicely inside the proposed FPGA, even with the added margins needed for the 

redundancy. The CPIP core is therefore ready to be tested in hardware. 
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10 Appendix A: Literature References 
Standards documentation: 

[1] CCSDS-131.0-B-2: TM Synchronization and Channel Coding 

[2] CCSDS-133.0-B-1: Space Packet Protocol 

[3] CCSDS-231.0-B-2: TC Synchronization and Channel Coding 

[4] CCSDS-232.0-B-2: TC Space Data Link Protocol 

[5] CCSDS-232.1-B-2: Communications Operation Procedure-1 

[6] CCSDS-732.0-B-2: AOS Data Link Protocol 

[7] ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization 

[8] ECSS-E-ST-50-01C: Space data links – Telemetry synchronization and channel coding 

[9] ECSS-E-ST-50-03C: Telemetry Transfer Frame Protocol 

[10] ECSS-E-ST-50-04C: Telecommand Protocols Synchronization and channel coding 

 

Other literature 

VHDL för Konstruktion Fjärde Upplagan, Stefan Sjöholm Lennart Lindh ISBN: 978-91-44-02471-4 

 

Think Python: How to think like a Computer Scientist, Version 1.3.3, Allen Downey 

, Green Tea Press, Needham, Massachusetts 

 

General Searches on Wikipedia: 
BCH (http://en.wikipedia.org/wiki/BCH_code) 

Concatenated error correction code, (http://en.wikipedia.org/wiki/Concatenated_error_correction_code) 

Convolutional code, (http://en.wikipedia.org/wiki/Convolutional_code) 

Cyclical Redundancy Check, (http://en.wikipedia.org/wiki/Cyclic_redundancy_check) 

Endianess, (http://en.wikipedia.org/wiki/Endianness) 

Error Detection and Correction, 

(http://en.wikipedia.org/wiki/Error_detection_and_correction#Cyclic_redundancy_checks_.28CRCs.29) 

Exclusive or, (http://en.wikipedia.org/wiki/Exclusive_or) 

Polynomial Code, (http://en.wikipedia.org/wiki/Polynomial_code) 

Python, (http://en.wikipedia.org/wiki/Python_(programming_language)) 

Reed Solomon, (http://en.wikipedia.org/wiki/Reed–Solomon_error_correction) 

Verilog, (http://en.wikipedia.org/wiki/Verilog) 

Wishbone, (http://en.wikipedia.org/wiki/Wishbone_(computer_bus))  
 

Other Websites: 

ASCII table, (http://www.asciitable.com/) 

BCH code generator: This website (Link 1, http://www.ee.unb.ca/cgi-

bin/tervo/bch.pl?p=0&t=1&e=1&c=1&d=1) was used to understand BCH code and to confirm the 

correctness of the BCH encoders and decoder (Link 2, http://www.ece.unb.ca/cgi-

bin/tervo/polygen.pl?p=11000101&d=8&c=1&h=1&g=1). 

CRC-16 CCITT code generator (http://www.lammertbies.nl/comm/info/crc-calculation.html). This 

website was used to confirm the correctness of the CRC-16 CCITT encoding. 

CCSDS standards website (http://public.ccsds.org/publications/BlueBooks.aspx) 

ECSS standards website (http://www.ecss.nl/) 

Python website (http://python.org/) 

 

 

http://en.wikipedia.org/wiki/BCH_code
http://en.wikipedia.org/wiki/Concatenated_error_correction_code
http://en.wikipedia.org/wiki/Convolutional_code
http://en.wikipedia.org/wiki/Cyclic_redundancy_check
http://en.wikipedia.org/wiki/Endianness
http://en.wikipedia.org/wiki/Error_detection_and_correction#Cyclic_redundancy_checks_.28CRCs.29
http://en.wikipedia.org/wiki/Error_detection_and_correction#Cyclic_redundancy_checks_.28CRCs.29
http://en.wikipedia.org/wiki/Exclusive_or
http://en.wikipedia.org/wiki/Polynomial_code
http://en.wikipedia.org/wiki/Python_(programming_language)
http://en.wikipedia.org/wiki/Reed–Solomon_error_correction
http://en.wikipedia.org/wiki/Verilog
http://en.wikipedia.org/wiki/Wishbone_(computer_bus)
http://www.asciitable.com/
http://www.ee.unb.ca/cgi-bin/tervo/bch.pl?p=0&t=1&e=1&c=1&d=1
http://www.ee.unb.ca/cgi-bin/tervo/bch.pl?p=0&t=1&e=1&c=1&d=1
http://www.ece.unb.ca/cgi-bin/tervo/polygen.pl?p=11000101&d=8&c=1&h=1&g=1
http://www.ece.unb.ca/cgi-bin/tervo/polygen.pl?p=11000101&d=8&c=1&h=1&g=1
http://www.lammertbies.nl/comm/info/crc-calculation.html
http://public.ccsds.org/publications/BlueBooks.aspx
http://www.ecss.nl/
http://python.org/
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11 Appendix B: Code references 

Python: 

Code developed by the author for this thesis: 
BCH generator, Use to encode test messages. 

The string operators. Needed as a tool to construct test messages. 

The TC pseudo randomizer: Used to randomize test messages. 

Packet constructor 

CLTU constructor. 

Code from other sources: 

CRC-16 CCITT 
This library was used to generate CRC-16 CCITT code to test the CPIP core. 

Code was downloaded from this website, Link (http://pypi.python.org/pypi/crc16/0.1.1). 

Verilog: 

Code developed by the author for this thesis: 
CM_v3.v this is the CPIP core top module. 

RB_v9.v 

BCH_gen_v2.v 

LPB_v5.v 

FARM_1_beta_v6.v 

HPB_v5.v 

PA_v5.v 

FA_v4.v 

SA_v3.v 

CA_v1.v 

TC_pseudo_random_parallel_generator.v 

TM_pseudo_random_parallel_generator.v 

  

http://pypi.python.org/pypi/crc16/0.1.1
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Code from other sources: 

CRC-16 CCITT 
Name of primary coder: Deepak Kumar Tala 

Code was downloaded from his website, Link (http://www.asic-

world.com/examples/verilog/parallel_crc.html). 

Note: The Code was slightly altered to make it work for the thesis. 

First In First Out 
Name of primary coder: Deepak Kumar Tala 

Code was downloaded from his website, Link (http://www.asic-

world.com/examples/verilog/syn_fifo.html). 

Reed-Solomon Encoder 
This program is was found through the website Open Cores. 

Name of the program: RsIPEngine.exe 

Name of primary coder: Kazunari Hayashi 

Code was downloaded from this website, Link 

(http://opencores.org/project,reed_solomon_codec_generator).  

http://www.asic-world.com/examples/verilog/parallel_crc.html
http://www.asic-world.com/examples/verilog/parallel_crc.html
http://www.asic-world.com/examples/verilog/syn_fifo.html
http://www.asic-world.com/examples/verilog/syn_fifo.html
http://opencores.org/project,reed_solomon_codec_generator
http://opencores.org/project,reed_solomon_codec_generator
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12 Appendix C: Detailed description of protocols 

12.1 Space Packet 
The Space Packet is the common standard for the structure of packet that is sent as telemetry or 

telecommand. Though the Space Packets for telemetry and telecommand are almost identical there are 

some differences, see Figure 42 and Figure 43. The max length of the space packet dependents on 

which purpose it is used for. A Space Packet that will be used to send telecommands will have a max 

length of 1017 B versus a Space Packet that will be used for telemetry will have a max length of 1772 

B. 

12.1.1 Packet Primary Header 
The Primary Header is identical for the two different Space Packet types; it contains information about 

the packet and its function. 

 

 

12.1.2 Data Field Header 
One thing that is different between the space packet types is that the Data Field Header is only three 

bytes long in the TM space packet as opposed to four bytes long in TC space packet.

 

Figure 42: Structural Overview of the TC space Packet 
Taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch 5.3.1, Page 42, Figure 3 

 

Figure 43: Structural Overview of the TM Space Packet 
Taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch 5.4.1, Page 46, Figure 4 
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12.1.3 Source Data/Application data 
The data that will be carried inside the packets shall be octet aligned and correspond to the description 

given in the Packet Primary Header and the Data Field Header. 

12.1.4 Packet Error Control Field 
A Cyclical Redundancy Check is used to encode the Space Packets to error protect and is placed in the 

Packet Error Control Field. It is explained in detail in Appendix D: Code from external sources.   

 
Table 4: Comparison of TM Space Packet and TC Space Packet 

Field Telemetry Space 

Packet (Bytes) 

Telecommand Space 

Packet (Bytes) 

Primary Header 6 6 

Data Field Header 4 3 

Source Data/Application data 1005 1761 

Packet Error Control 2 2 

12.2 TCTF 
Telecommand Transfer Frame (TCTF), as defined in the CCSDS and ECSS recommendations [4] [10], 

is top level of the transportation of data to the satellite from the ground. 

 

 

Figure 44: Structural Overview of the TC Space Packet Data Field Header 
Taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch 5.3.3, Page 44 

 

 

Figure 45: Structural Overview of the TM Space Packet Data Field Header 
Taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch 

5.4.3, Page 48 
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The TCTF has a max length of 1024 Bytes/Octets. This because the length field, the fields that notes 

the length of the accompanying frame, in the primary header is limited to 10 bits. The number that is 

represented in the length field in the header is actually the total length of the frame minus one, this so 

to use the full extent of the field. The basic structure of TCTF is displayed in Figure 46. The TCTF is 

comprised of a Primary Header, Data field and the Frame Error Control Field which is implemented per 

the standard from ECSS [10], though optional by CCSDS recommendation [4]. 

 

 

12.2.1 Transfer Frame Primary Header 
The Primary Header identifies the TCTF and gives information about the contents of the frame. Where 

the Transfer Frame Version Number (TFVN), the Spacecraft Identifier (SCID), the Virtual Channel 

Identifier (VCID) and the Frame Sequence Number (FSN) are used to identify the frame. The Bypass 

Flag, Control Command Flag and the Frame length give information about the contents of the frame. 

 

 

12.2.2 Transfer Frame Data Field 
In the Transfer Frame Data Field the TC Space Packet or TC Space Packets are place to be transferred 

to the satellite. This field can vary in size depending on the needs at the time. The data in the data field 

must be octet aligned, meaning it has to be a whole number of bytes/octets. 

 

Figure 46: Structural overview of the Telecommand Transfer Frame 
Taken from CCSDS-232.0-B-2: TC Space Data Link Protocol Ch 4.1.1, Page 4-1, Figure 4-1 

 

Figure 47: Structural Overview of the Frame Primary Header of the TCTF 
Taken from CCSDS-232.0-B-2: TC Space Data Link Protocol Ch 4.1.2.1, Page 4-2, Figure 4-2 
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12.2.3 Frame Error Control Field 
A Cyclical Redundancy Check is used to encode the TCTF to error protect it. It is placed in the frame 

error control field. The CRC-16 is explained in detail in chapter 13.1.   

12.3 AOSTF 
Advanced Orbital Systems Transfer Frame (AOSTF), as detailed in the CCSDS documentation [6], is 

the frame that will be used for the transfer of telemetry frames from the satellite to the ground station. 

The max length of the AOSTF is 1784 B. This max length is given by a number of factors. Firstly the 

maximum allowable size of TM transfer frame is 2048, given in Chapter 5.1 of ECSS-E-ST-50-03C: 

Telemetry Transfer Frame Protocol [9]. Because of demands that the Reed-Solomon encoding shall be 

interleaved the max size of the AOSTF is 1784 B. 

 

12.3.1 Transfer Frame Primary Header 
The transfer frame primary header contains information about the frame and its origin of the frame data 

field, see Figure 49. The Transfer Frame Version Number (TFVN), Spacecraft Identifier (SCID), 

Virtual Channel Identifier (VCID), Virtual Channel Frame Count (VCFC) and VC frame Count Cycle 

(used to extend the Virtual Channel Frame Count) are used to identify the frame. Frame header error 

Control field is an optional field is not implemented in this implementation.   

 

 

 

Figure 48: Structural Overview of AOSTF 
Taken from CCSDS-732.0-B-2: AOS Data Link Protocol Ch 4.1.1.2, Page 4-2, Figure 4-1 

 

Figure 49: Structural Overview of the AOSTF Primary Header 
Taken from CCSDS-732.0-B-2: AOS Data Link Protocol Ch 4.1.2.1, Page 4-2, Figure 4-2 
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12.3.2 Transfer Frame Data field 
In the Transfer Frame Data Field the packets that are transported to the ground station. This field is set 

to a length of 1772 B. 

12.3.3 Operational Control Field 
The Operational Control Field (OCF) will contain the Communications Link Control Word (CLCW) 

which is used to inform the ground station (and more importantly the FOP-1) about the state of the 

FARM-1. More on the CLCW in Chapter 12.4.3. 

12.3.4 Frame Error Control Field 
A Cyclical Redundancy Check (CRC) is used to encode the AOSTF to error protect it. It is placed in 

the frame error control field. CRC is explained in detail in Appendix D: Code from external sources.   

12.4 COP-1 
The Communications Operation Procedure (COP-1 the one signifies the version number) is a systems 

that govern the transfer of TCTFs and monitors data loss, the system is detailed in the CCSDS-232.1-

B-2: Communications Operation Procedure-1 [5]. The COP-1 is made up of two parts. There is a part 

that is on the sending end the Frame Operation Procedure (FOP-1). There is a part on the receiving end 

the Frame Acceptance and Reporting Mechanism (FARM-1). 

12.4.1 FOP-1 
The FOP-1 governs the sending of TCTF. It receives information about the status of the FARM-1 via 

the Communication Link Control Word (CLCW). Since the FOP-1 is part of the ground station the 

FOP-1 is beyond the scope of this thesis. 

12.4.2 FARM-1 
The FARM-1 governs which frames are accepted by the satellite and which are not. It does this by 

checking the type of frame it is, see Table 1, and the sequence number. The FARM-1 has an internal 

variable that is expected sequence number of the next incoming frame. The FARM-1 compares this 

number to the sequence number of the incoming frame. If the numbers match then it goes through. If 

the number don't match then frame is not let through, the FARM-1 is described further chapter 3.2.3. 

The current status of the FARM-1 is reflected in the CLCW.   

12.4.3 CLCW 
The Communication Link Control Word (CLCW) is used to convey the current status of the FARM-1 

to the FOP-1. The CLCW is transferred to the FOP-1 in the AOSTF in the Operational Control Field. 

12.5 The interface 

12.5.1 Interface between the modem and the CPIP core 
The modem sends the serial data signal and a modem clock signal to the CPIP core. These two signals 

are reconstructed from the modulated incoming signal. Sampling of the data signal is synchronized 

with the modem clock. To the modem there is the serial signal out from the CPIP Core. The modem 

clock is also used to synchronize the output signal so that the modem can modulate it. 

12.5.2 The interface between the CPIP Core and the CPU 
Between the CPU and the FPGA there is wishbone interface, an Open Source hardware computer bus 

interface that is used to communicate between parts of integrated circuits, that transfers packets to the 
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CPU. The CPU also sends packet to the CPIP core that are to be encoded and sent to the ground station. 

This is done through another wishbone interface. 

12.5.3 GPIO 
There is an output that is direct from the FPGA that is that is not connected to the CPU. This is the 

General Purpose Input/output (GPIO). In this implementation the GPIO pins are individually controlled 

by commands sent to the CPIP core. 
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13 Appendix D: Code from external sources 
Some functions that need to be performed by the code have already been written by other people and 

that code is available on-line. Since it is beyond the scope of the master thesis and wasteful in terms of 

time and energy to write code for these specific parts. The code that is not coded by the student is 

referenced as well as can be in the code-references in Appendix B: Code references. 

13.1 CRC-16 CCITT (partly) 
As part of the error detection of the design of the Space Packet, Telecommand Transfer Frame (TCTF) 

and the Advanced Orbiting Systems Transfer Frame (AOSTF). 

A module was found on-line that would encode and decode a serial stream of bits. It worked well and it 

was integrated in to an alpha design of the lower procedures. Due to timing constraints a parallel option 

was deemed to be more desirable. Again a module that fulfilled the requirements was found on-line. 

The code was however found to be incomplete. The module did not produce all the 16 bits that 

comprise a CRC-16 CCITT code. The author of the code was notified of this but, he never responded to 

the email however. So instead of starting the search anew the code was corrected so that it performs the 

task it was designed to do. The way the CRC-16 CCITT works, as detailed in the CCSDS 232x0-B-2 

[4], is it uses this generator polynomial to create a 16 bit long code snippet out of the information data 

that has been feed into the machine. The generator polynomial for CRC-16 CCITT 

 

 
Figure of a logic diagram of the encoder 

 

 
Figure 50: Logic diagram of CRC-16 CCITT encoder 

Taken from CCSDS-232.0-B-2: TC Space Data Link Protocol Ch. 4.1.4.2.2, Page 4-11, Figure 4-4 

Note that the starting value of the generator is all “ones”. This module will perform two tasks in the 

design of the system. For it can both be used to encode the outgoing AOSTFs and TM Space Packets 

and decode the incoming TCTFs and TC Space Packets inside. To encode data this module takes in the 

information data in bytes, so to speed up the encoding/decoding process, and generates the CRC-16 

code. This is then appended to the packet or frame depending as case may be. To decode the 

transmission and check for errors the information data with the CRC-16 code are run through CRC-16 

generator again and if the resulting code has the value 'zero' no errors has occurred. If however the 

value is different from 'zero' an error has occurred and the information data is corrupted and is 

discarded. 

𝐺(𝑥) = 𝑥16 + 𝑥12 + 𝑥5 + 1 

Equation 1: 
Equation taken from CCSDS-232.0-B-2: TC Space Data Link Protocol 48 Ch 4.1.4.2.2, 

Page 4-11 
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13.2 First In First Out module 
This module is used for the storage of large amounts of data in ram so that it does not take up a large 

amount of gates. Using just registers it unfeasible, due to the space it would take up in the FPGA and 

the time it would take to transfer data. The module used in the design was taken from an on-line 

repository. It was synchronous and seemed simple and effected so that it was integrated in the design. 

Some small changes needed to be made to the base design however. The design has a default size that 

holds 256 bytes of information. Versions where made that can hold 1024 B, 2048 B and 4096 B 

respectively. At points in the in the design of the module the different sizes of FIFO are needed. This is 

because at some specific points in the design there needs to be a buffer. 

13.3 Reed-Solomon Encoder 
The Reed-Solomon Encoder (RSE) is a major part of the Telemetry encoder. RsIpEngine is a program 

that generates RS encoder and decoder written in Verilog code. Using this program would remove the 

need to write a specialized program for this thesis. Writing a specialized RS encoder module would 

take a significant amount of time with little or no gain in performance. RS program works such that one 

gives the program some parameters that describe the features of encoders and decoders that it will 

generate. As specified by the CCSDS [1] and ECSS [8] documents the RS encoder shall be of the 

structure (255,223). This means that there are 255 symbols, a symbol in this context is comprised of 8 

bits, per RS code word. Of these 255 symbols 223 represent information that is encode. The remaining 

32 symbols represent parity checks. With this configuration the RS can correct 16 erroneous symbols 

per code word. The generator polynomial that is defined in [1] and [8]. 

 

This polynomial was input into the code generator using its polynomial form which is 391. With all the 

parameters defined the RsIpEngine generated a RS encoder and decoder. The RS encoder generated it 

was implemented is such a way that if the RS code needs to be changed it can be easily done. One 

merely updates the module in the folder. The way the RS encoders work is that one feds the 223 

information symbols in to the encoder. When one reads the output after all 223 has gone through the 

encoder starts outputting the parity symbols, all 32 of them. 

  

𝐹(𝑥) = 𝑥⁸ + 𝑥⁷ + 𝑥² + 𝑥 + 1 

Equation 2: 
Equation taken from ECSS-E-ST-50-01C: Space data links – Telemetry synchronization and channel coding 

Ch 4.3.3, Page 4-2. 
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14 Appendix E: Equations and logic diagrams 

14.1 BCH 
This is an appendix to chapter BCH (63, 56) .The generator polynomial for this BCH is Equation 3 and 

Figure 51 is a logic diagram code generation. 

 

 
 

 
 

 

14.2 Pseudo Randomizer Telecommand 
The following polynomial is the one that is used to randomize the telecommands. 

 

 

𝑔(𝑥) = 𝑥⁷ + 𝑥⁶ + 𝑥² + 1 

Equation 3: 
Equation taken from CCSDS-232.0-B-2: TC Space Data Link Protocol 

Ch 3.3.2, Page 3-2 

 

Figure 51: Logic Diagram of the BCH encoder 
Figure taken from CCSDS-231.0-B-2: TC Synchronization and Channel Coding Ch 3.3.2 Page 3-2 Figure 3-2 

ℎ(𝑥) = 𝑥⁸ + 𝑥⁶ + 𝑥⁴ + 𝑥³ + 𝑥² + 𝑥 + 1 

Equation 4: 
Equation taken from CCSDS-231.0-B-2: TC Synchronization and Channel Coding 

Ch 5.2, Page 5-1 



Luleå University of Technology  2013-02-15    Master Thesis 30hp 

 60 

 
 

 

14.3 Pseudo Randomizer Telemetry 
Equation 5 is the polynomial that is used to randomize the signal. 

 

14.4 Convolutional coder 
To generate these separate streams generator polynomials Equation 6 and Equation 7 are used. These 

polynomials are defined in [1] (actually in the document they are defined as connection vectors but it is 

just another way of describing the same information). 

 

Figure 52: Logic Diagram of the TC Pseudo Random Generator 
Figure taken from CCSDS-231.0-B-2: TC Synchronization and Channel Coding Ch 5.2, Page 5-2, Figure 5-1 

ℎ(𝑥) = 𝑥⁸ + 𝑥⁷ + 𝑥⁵ + 𝑥³ + 1 

Equation 5: 
Equation taken from CCSDS-131.0-B-2: TM Synchronization 

and Channel Coding 48 Ch 9.4, Page 9-2 

 

Figure 53: Logic Diagram of the TM Pseudo Random Encoder 
Figure taken from ECSS-E-ST-50-01C: Space data links – Telemetry synchronization and channel coding Ch 9.4, 

Page 43, Figure 9-2 
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The way these two streams are weaved together depends on the coding rate that has been chosen. The 

coding rate that has been used in this implementation is the ½ coding rate. This means that the output 

alternates between the two streams and that the G2 bits are inverted. Bit order at the output would be 

the following: 

𝐶1(1), 𝐶2(1), 𝐶1(2), 𝐶2(2), 𝐶1(3), 𝐶2(3), . .. 
  

Where the C1 and C2 correspond to the bits from the stream generated from the polynomial G1 and G2 

respectively. 
 

 

𝐺1(𝑥) = 𝑥6 + 𝑥5 + 𝑥4 + 𝑥3 + 1 

Equation 6:  
Equation taken from CCSDS-131.0-B-2: TM 

Synchronization and Channel Coding Ch 3.3.1, Page 3-2 

𝐺2(𝑥) = 𝑥6 + 𝑥4 + 𝑥3 + 𝑥 + 1 

Equation 7:  
Equation taken from CCSDS-131.0-B-2: TM 

Synchronization and Channel Coding Ch 3.3.1, Page 3-2 

 

Figure 54:  Logic diagram of the Convolutional encoder running at 1/2 rate 
Figure taken from CCSDS-131.0-B-2: TM Synchronization and Channel Coding Ch 3.3.3 Page 3-3 Figure 3-1 
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15 Appendix F: Figures, tables and equations 
Figures: 
Figure 1: Simple Schematic Overview of the Communication Protocol IP Core page 11: Created for the 

thesis by the thesis student. 

Figure 2: Telemetry structurepage 12: Created for the thesis by the thesis student. 

Figure 3: Telecommand structure page 12: Created for the thesis by the thesis student. 

Figure 4: X-ray of the Communication Protocol IP Core page 13: Created for the thesis by the thesis 

student. 

Figure 5: Structural Overview of the TM Space Packet 

Figure taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch. 5.4.1, Page 

46, Figure 4 page 13: Taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization 

Ch. 5.4.1, Page 46, Figure 4. 

Figure 6: Structural Overview of AOSTF 

Figure taken from CCSDS-732.0-B-2: AOS Data Link Protocol Ch 4.1.1.2, Page 4-2, Figure 4-1 page 

14: Taken from CCSDS-732.0-B-2: AOS Data Link Protocol Ch. 4.1.1.2, Page 4-2, Figure 4-1. 

Figure 7: Structural Overview of CADU page 14: Figure created for this report 

Figure 8: Structural Overview of the TC space Packet 

Figure taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch 5.3.1, Page 42, 

Figure 3, page 14: Taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch. 

5.3.1, Page 42, Figure 3. 

Figure 9: Structural overview of the Telecommand Transfer Frame 

Figure taken from CCSDS-232.0-B-2: TC Space Data Link Protocol Ch 4.1.1, Page 4-1, Figure 4-1, 

page 15: Taken from CCSDS-232.0-B-2: TC Space Data Link Protocol Ch. 4.1.1, Page 4-1, Figure 4-1. 

Figure 10: Structural Overview of CLTU, page 15: Figure created for this report. 

Figure 11: Structure Overview of the Decoding Process page 16: Taken from the CCSDS-232.1-B-2: 

Communications Operation Procedure-1 Ch. 3.3.1, Page 3-7, Figure 3-2 Internal Organization of 

Protocol Entity (Receiving End). 

Figure 12 : Block Overview of the Receiver Module page 17: Figure created for this report. 

Figure 13: Overview of the Decoding Process in the Receiver page 17: Taken from CCSDS-231.0-B-2: 

TC Synchronization and Channel Coding Ch. 2.3.2, Page 2-4, Figure 2-3. 

Figure 14: CLTU Starting Sequence Pattern page 18: Taken from CCSDS-231.0-B-2: TC 

Synchronization and Channel Coding 48 Ch. 4.2.2, Page 4-1. 

Figure 15: CLTU Tail Sequence Pattern page 18: Taken from CCSDS-231.0-B-2: TC Synchronization 

and Channel Coding Ch. 4.2.4, Page 4-2. 

Figure 16: Structure of the BCH code block 

Figure taken from CCSDS-231.0-B-2: TC Synchronization and Channel Coding Ch. 3.2.1, Page 3-1, 

Figure 3-1 page 19: Taken from CCSDS-231.0-B-2: TC Synchronization and Channel Coding Ch. 

3.2.1, Page 3-1, Figure 3-1. 

Figure 17: Block Overview of the Lower Procedures Module page 20: Figure created for this report. 
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Figure 18: Block Overview of the FARM-1 module page 21: Figure created for this report. 

Figure 19: Explanation of the relationship between V(S), N(S), V(R) and N(R) 

Figure taken from CCSDS-232.1-B-2: Communications Operation Procedure-1 Ch 2.2.1, Page 2-3, 

Figure 2-1 page 22: Taken from CCSDS-232.1-B-2: Communications Operation Procedure-1 Ch. 2.2.1, 

Page 2-3, Figure 2-1. 

Figure 20: The FARM Sliding Window Concept 

Figure taken from CCSDS-232.1-B-2: Communications Operation Procedure-1 Ch 6.1.8.1, Page 6-4, 

Figure 6-1, page 23: Taken from CCSDS-232.1-B-2: Communications Operation Procedure-1 Ch. 

6.1.8.1, Page 6-4, Figure 6-1. 

Figure 21: Block Overview of the Higher Procedures Module page 25: Figure created for this report. 

Figure 22: Block Overview of the Packer Module page 29: Figure created for this report. 

Figure 23: Block Overview of the Framer Module page 31: Figure created for this report. 

Figure 24: CLCW Structure Overview, page 32: Taken from CCSDS-232.0-B-2: TC Space Data Link 

Protocol Ch. 4.2.1.1.2, Page 4-13, Figure 4-6. 

Figure 25: Block Overview of the Sender Module page 32: Figure created for this report. 

Figure 26: RS Interleaving page, 33: Made by the student for the master thesis. 

Figure 27: Logic Diagram of RS interleaving, page 33: Taken from CCSDS-131.0-B-2: TM 

Synchronization and Channel Coding Ch. 4.4.1, Page 4-7, Figure 4-2. 

Figure 28: CADU Synchronization Marker, page 34: Taken from CCSDS-131.0-B-2: TM 

Synchronization and Channel Coding Ch. 8.3.1, Page 8-3, Figure 8-1. 

Figure 29: Waveform of the Communication Protocol IP core's I/Os, page 36: Generated by the student 

for the thesis using GTKwave. 

Figure 30: A. Waveform of Starting Sequence Scan 

B. Waveform of Starting Sequence Scan zoomed in view 

C. Waveform of Starting Sequence Scan super zoomed in view, page 36: Generated by the student for 

the thesis using GTKwave. 

Figure 31: Waveform of Signal and Data Cascade for TC, page 37: Generated by the student for the 

thesis using GTKwave. 

Figure 32: Waveform of Signal and Data Cascade for TM, page 37: Generated by the student for the 

thesis using GTKwave. 

Figure 33: Waveform displaying the change in CLCW, page 37: Generated by the student for the thesis 

using GTKwave. 

Figure 34: Waveform of the handling of CPU packet, page 38: Generated by the student for the thesis 

using GTKwave. 

Figure 35: A. Waveform of Test Signal 

B. Waveform of the Test Signal zoomed in view, page 38: Generated by the student for the thesis using 

GTKwave. 

Figure 36: Waveform of the effect of the CPDU packet, page 39: Generated by the student for the thesis 

using GTKwave. 
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Figure 37: A. Waveform of BCH error detection and correction of a single bit error 

B. Waveform of BCH error detection and correction of a single bit error zoomed in view, page 39: 

Generated by the student for the thesis using GTKwave. 

Figure 38: A. Waveform of the BCH error detection of a 2 bit error 

B. Waveform of the BCH error detection of a 2 bit error zoomed in view, Page 40: Generated by the 

student for the thesis using GTKwave. 

Figure 39: Waveform of error detection in the LP, page 40: Generated by the student for the thesis using 

GTKwave. 

Figure 40: A. Waveform of FARM-1 rejection N(S) in positive window area 

B. Waveform of FARM-1 rejection N(S) in negative window area 

C. Waveform of FARM-1 rejection N(S) in lockout area, page 41: Generated by the student for the 

thesis using GTKwave. 

Figure 41 , page 42: Generated by the student for the thesis using GTKwave. 

Figure 42: Structural Overview of the TC space Packet 

Taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch 5.3.1, Page 42, 

Figure 3 page 51: Taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch. 

5.3.1, Page 42, Figure 3. 

Figure 43: Structural Overview of the TM Space Packet 

Taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch 5.4.1, Page 46, 

Figure 4 page 51: Taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch. 

5.4.1, Page 46, Figure 4. 

Figure 44: Structural Overview of the TC Space Packet Data Field Header 

Taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch 5.3.3, Page 44 page 

52: Taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch. 5.3.3, Page 44. 

Figure 45: Structural Overview of the TM Space Packet Data Field Header 

Taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch 5.4.3, Page 48 page 

52: Taken from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch. 5.4.3, Page 48. 

Figure 46: Structural overview of the Telecommand Transfer Frame 

Taken from CCSDS-232.0-B-2: TC Space Data Link Protocol Ch 4.1.1, Page 4-1, Figure 4-1 page 53: 

Taken from CCSDS-232.0-B-2: TC Space Data Link Protocol Ch. 4.1.1, Page 4-1, Figure 4-1. 

Figure 47: Structural Overview of the Frame Primary Header of the TCTF 

Taken from CCSDS-232.0-B-2: TC Space Data Link Protocol Ch 4.1.2.1, Page 4-2, Figure 4-2 page 

53: Taken from CCSDS-232.0-B-2: TC Space Data Link Protocol Ch. 4.1.2.1, Page 4-2, Figure 4-2. 

Figure 48: Structural Overview of AOSTF 

Taken from CCSDS-732.0-B-2: AOS Data Link Protocol Ch 4.1.1.2, Page 4-2, Figure 4-1 page 54: 

Taken from CCSDS-732.0-B-2: AOS Data Link Protocol Ch. 4.1.1.2, Page 4-2, Figure 4-1. 

Figure 49: Structural Overview of the AOSTF Primary Header 

Taken from CCSDS-732.0-B-2: AOS Data Link Protocol Ch 4.1.2.1, Page 4-2, Figure 4-2 page 54: 

Taken from CCSDS-732.0-B-2: AOS Data Link Protocol Ch. 4.1.2.1, Page 4-2, Figure 4-2. 

Figure 50: Logic diagram of CRC-16 CCITT encoder 

Taken from CCSDS-232.0-B-2: TC Space Data Link Protocol Ch. 4.1.4.2.2, Page 4-11, Figure 4-4 page 

57: Taken from CCSDS-232.0-B-2: TC Space Data Link Protocol Ch. 4.1.4.2.2, Page 4-11, Figure 4-4. 
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Figure 51: Logic Diagram of the BCH encoder 

Figure taken from CCSDS-231.0-B-2: TC Synchronization and Channel Coding Ch 3.3.2 Page 3-2 

Figure 3-2 page 59: Taken from CCSDS-231.0-B-2: TC Synchronization and Channel Coding Ch. 3.3.2 

Page 3-2 Figure 3-2. 

Figure 52: Logic Diagram of the TC Pseudo Random Generator 

Figure taken from CCSDS-231.0-B-2: TC Synchronization and Channel Coding Ch 5.2, Page 5-2, 

Figure 5-1 page 60: Taken from CCSDS-231.0-B-2: TC Synchronization and Channel Coding Ch. 5.2, 

Page 5-2, Figure 5-1. 

Figure 53: Logic Diagram of the TM Pseudo Random Encoder 

Figure taken from ECSS-E-ST-50-01C: Space data links – Telemetry synchronization and channel 

coding Ch 9.4, Page 43, Figure 9-2, page 60: Taken from ECSS-E-ST-50-01C: Space data links – 

Telemetry synchronization and channel coding Ch. 9.4, Page 43, Figure 9-2. 

Figure 54:  Logic diagram of the Convolutional encoder running at 1/2 rate 

Figure taken from CCSDS-131.0-B-2: TM Synchronization and Channel Coding Ch 3.3.3 Page 3-3 

Figure 3-1, page 61: Taken from CCSDS-131.0-B-2: TM Synchronization and Channel Coding Ch. 

3.3.3 Page 3-3 Figure 3-1. 

Figure 55: FARM-1 State Transitions, page 70: Taken from CCSDS-232.1-B-2: Communications 

Operation Procedure-1 Ch. 6.3.3, Page 6-11, Figure 6-2. 

 

Tables: 
Table 1: TC Frame Types, page 24: Taken from CCSDS-232.0-B-2: TC Space Data Link Protocol  Ch. 

4.1.2.3.3, Page 4-4, Table 4-1. 
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Table 2: Service Types, page 28: Taken from ECSS-E-70-41A: Telemetry and Telecommand Packet 

Utilization Ch. 22, Page 183, Table 43. 

Table 3: Error Messages 

Table made for this the thesis by the student from information from ECSS-E-70-41A: Telemetry and 

Telecommand Packet Utilization Ch. 6.3.2, Page 53, page 28: Made for this the thesis by the student 

from information from ECSS-E-70-41A: Telemetry and Telecommand Packet Utilization Ch. 6.3.2, 

Page 53.  

Table 4: Comparison of TM Space Packet and TC Space Packet, page 52: Made by the student for the 

thesis. 

Table 5: BCH Error Codes, page 68: Generated by the student for this master thesis. 

Table 6: FARM-1 state table part 1, page 71: Taken from CCSDS-232.1-B-2: Communications 

Operation Procedure-1 Ch. 6.3.3 Page 6-9 Table 6-1 part 1. 

FARM-1 state table part 2 

Taken from CCSDS-232.1-B-2: Communications Operation Procedure-1 Ch. 6.3.3 Page 6-10 Table 6-1 

part 2, page 72: Taken from CCSDS-232.1-B-2: Communications Operation Procedure-1 Ch. 6.3.3 

Page 6-10 Table 6-1 part 2. 

Table 8: The twelve HP states, page 73: Created for the report. 
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Equations: 
Equation 1, page 57: The generator polynomial for CRC-16-CCITT is taken from CCSDS-232.0-B-2: 

TC Space Data Link Protocol 48 Ch. 4.1.4.2.2, Page 4-11. 

Equation 2, page 58: The generator polynomial for the Reed-Solomon encoder taken from ECSS-E-ST-

50-01C: Space data links – Telemetry synchronization and channel coding Ch. 4.3.3, Page 4-2. 

Equation 3, page 59: The generator polynomial for the BCH encoder taken from CCSDS-232.0-B-2: 

TC Space Data Link Protocol Ch. 3.3.2, Page 3-2. 

Equation 4, page 59: The generator polynomial for the pseudo random generator use to encode the 

CLTU. Taken from CCSDS-231.0-B-2: TC Synchronization and Channel Coding Ch. 5.2, Page 5-1. 

Equation 5, page 60: Generator polynomial for the pseudo random generator use to encode the CADU. 

Taken from CCSDS-131.0-B-2: TM Synchronization and Channel Coding 48 Ch. 9.4, Page 9-2. 

Equation 6, page 61:  The G1 generator polynomial for the Convolution encoder taken from CCSDS-

131.0-B-2: TM Synchronization and Channel Coding Ch. 3.3.1, Page 3-2. 

Equation 7, page 61: The G2 generator polynomial for the Convolution encoder taken from CCSDS-

131.0-B-2: TM Synchronization and Channel Coding Ch. 3.3.1, Page 3-2. 
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16 Appendix G: BCH Error Code Table 
 

Table 5: BCH Error Codes 

Error in bit Error Code 

0 98 

1 49 

2 122 

3 61 

4 124 

5 62 

6 31 

7 109 

8 84 

9 42 

10 21 

11 104 

12 52 

13 26 

14 13 

15 100 

16 50 

17 25 

18 110 

19 55 

20 121 

21 94 

22 47 

23 117 

24 88 

25 44 

26 22 

27 11 

28 103 

29 81 

30 74 

31 37 

32 112 

33 56 
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34 28 

35 14 

36 7 

37 97 

38 82 

39 41 

40 118 

41 59 

42 127 

43 93 

44 76 

45 38 

46 19 

47 107 

48 87 

49 73 

50 70 

51 35 

52 115 

53 91 

54 79 

55 69 

56 64 

57 32 

58 16 

59 8 

60 4 

61 2 

62 1 
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17 Appendix H: State tables 
 

 

Figure 55: FARM-1 State Transitions 
Figure taken from CCSDS-232.1-B-2: Communications Operation Procedure-1 Ch. 6.3.3, Page 6-11, Figure 6-2 
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Table 6: FARM-1 state table part 1 
Table taken from CCSDS-232.1-B-2: Communications Operation Procedure-1 Ch 6.3.3 

Page 6-9 Table 6-1 part 1 
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Table 7: FARM-1 state table part 2 
Taken from CCSDS-232.1-B-2: Communications Operation Procedure-1 Ch. 6.3.3 Page 6-10 Table 6-1 part 2 

 
  



Luleå University of Technology  2013-02-15    Master Thesis 30hp 

 73 

 
Table 8: The twelve HP states 

State Function 

START The starting state of the HP. 

SCAN The state in which the HP checks the packet’s contents. 

SUCCESS Handles success reporting of packets. 

ERROR Handles error reporting of packets. 

INTERMEDIATE An intermediate state that the HP is  

put into before going back into the start state 

CPDU Handles commands to the CPDU 

SERVICE TYPE 3 Handles packets of service type 3. 

SERVICE TYPE 5 Handles packets of service type 5. 

SERVICE TYPE 13 Handles packets of service type 13. 

SERVICE TYPE 17 Handles packets of service type 17. 

SERVICE TYPE 18 Handles packets of service type 18. 

SERVICE TYPE 31 Handles packets of service type 31. 
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