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Abstract 
 

 

This project aims to investigate the status of cloud computing among business and government 
organizations, and to understand the security concerns of organizations regarding the adoption 
of cloud. The study shows that some government agencies lag behind using cloud computing, 
while others are leading the way. The literature was reviewed and much was discovered about the 
complexity of cloud computing. Then a survey was done and some participants agreed to follow 
up interviews in order to clarify the status of cloud acceptance. Security issues were found to be 
the major reason for delay in cloud adoption. However, the literature shows that proper 
adoption of the cloud actually increases security. Results of the data analysis shows that the US, 
and Canada lag behind industry in adopting the cloud, while in the UK, Australia and part of the 
EU governments are leading the way. 
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Chapter 1 

Introduction 
 
Cloud computing is not really any new than the desktop computer. Universities, government 
labs, research labs and the military in developed countries were using the cloud before it was 
called the cloud. In fact, this can be sensed from old research which matches the modern 
description of cloud computing [1]. However, they were, essentially, providing their own cloud. 
Universities, especially, provided dialup access for students and professors to access mainframes 
and mini-mainframes on campus before the first PC hit the market [2]. Students, teachers and 
staff could dial up the university’s computer using a protocol named Kermit [3]. It was slow and 
cumbersome, but it allowed the home and home office computers to connect to use programs 
on the university computers by making the connecting computer into a dumb terminal. All work 
was done on the university computer and then had to be downloaded for the user to save a copy 
at home. By the 1990’s the World Wide Web was invented and the Graphical User Interface 
(GUI) that we see today on the internet began [4]. In essence, websites offered cloud computing 
to the public, offering programs that ran on line, primitive, but useful. Over the last twenty years, 
more and more was offered on the web and web technology became faster and more complex. 
Sites such as Hotmail, AOL and CompuServe offered forum membership and entertainment, 
instant messaging and all kinds of content. Furthermore, the Web had become a lively colorful 
place with all kinds of activities and functionality offered. Businesses started creating websites to 
enhance contact with their customers and boost sales. Today Cloud is the new buzzword. Many 
of the marketing or technical publications checked by the researcher, especially email newsletters, 
mention something about cloud computing in each issue. This is largely because data and 
programming needs have grown exponentially for businesses and governments. It is very 
different in concept from the early offerings, and vastly larger. However, many people in 
business, even those directly involved in cloud decisions and migration do not really know much 
about it. Many companies have moved to the cloud taking the advice of providers, who have 
self-interest, or from suppliers or partners who know no more than they do. Many mistakes are 
being made and some are quite costly. A few well published data breaches have made other 
organizations wary of moving to the cloud. Government organizations, in particular, are slow to 
move in Europe and North America. Cloud computing is not new, but certain practical aspects 
of it are. It is these that are now attracting more attention from enterprise. The portability and 
accessibility of data from anywhere is a big point with executives who travel or work from home. 
Lower IT costs are popular for finance departments and IT department like the idea of 
expandability on demand to cover peak periods. It is assumed that loss of direct control over 
data is a concern as is data integrity and safety for many organizations. It is supposed that 
government agencies, especially, worry about loss of control. 

1.1. Problem Definition 
The introduction of cloud computing was very much accepted and appreciated worldwide [5]. 

On-demand provisioning based on pay-per-use business model help in reducing cost by sharing 

computing and storage resources. Although this is a big advantage for the IT budgeting; on the 

other side, Pearson and Benameur claims that it also affect traditional security, trust and privacy 

mechanisms [6]. As a matter of fact, Kim et al. illustrated that service outage, security, 
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performance, compliance, private clouds compatibility requirements, integration, cost and 

environment are issues that (will) impede rapid adoption of cloud computing. However, Kim et 

al. expects that cloud computing will become an important and viable step in the evolution of 

information technology [7]. The problem therefore can be illustrated as the lag of some 

organizations in adopting cloud, while the benefits that the cloud empowers are relatively great. 

Cloud adoption, which is frequently mentioned in this research, refers according to the 

researcher to the endorsement of cloud services by following one or more deployment and 

delivery model(s) based on the requirements.  

1.2. Research Question  
The main research question is:  
RQ1: What are the security concerns of organizations regarding cloud adoption? 
When this project was begun it seemed simple to discover the answer, but it seems that after 
considerable research the literature shows that cloud ratification is not the same everywhere. 
Governments in North America and Europe seem to lag behind business, but in the UK, Italy, 
Denmark, and Australia governments are leading the way. In Asia India has a government 
initiative that has yet to completely launch, while the high competition makes private industry 
slow to share resources. In China, the government controls most of the larger industries and has 
been providing government cloud separate from public. 

1.3. Research Purpose 
The purpose of this research is to discover why some business and government organizations are 

far behind others in adopting the cloud, and what factors might induce them to go ahead. The 

study examines the current status of cloud and the movement of organizations to the cloud. 

Where there are differences in acceptance between business organizations and government 

organizations it seeks to discover how much difference there is and why. With businesses the 

major holdback at first was cost and security. However, the cost has gone down so much that it 

actually saves money for most companies to use the cloud and security is vastly improved. Still, 

organizations are not progressing much toward adopting the cloud.  

1.4. Delimitation 
The research in cloud computing is very wide. It’s hard to cover all aspects that are involved in 

the decision of adopting or avoiding it. However, the research was built on an assumption that 

“Cloud computing adoption is positively related to data security in cloud”. On that basis, the 

research focused more towards security issues related to cloud and did not cover other aspects 

that might be related in a way or another. 

1.5. Structure of the Thesis 
The remaining of this research document is organized as follows. The second chapter presents 

an overview of literature with regard to cloud computing characteristics, delivery and deployment 

models, as well as the security aspects that targets cloud computing. The third chapter presents 

the methodological approach of the study:  the rationale behind selecting a survey study, data 

collection and analysis methods of the study and criteria for conducting and evaluating it. The 

fourth chapter provides the analysis in regard to the research question and in the light of the 

literature review of the study. Finally the study’s findings, conclusions, some reflective thoughts 

about the research process and study’s limitations as well as routes for future research are 

discussed in chapters five and six.   
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Chapter 2 

Literature Review 
 

2.1. History of Cloud Computing 

Cloud computing is achieving more and more acceptability day by day. You have likely been 
using the cloud for some years now, with such things as Google-apps, MSN Messenger, Skype 
and Flickr. The idea started in the 1960s when John McCarthy thought of computation as a 
public utility [8][9][10]. Distributed computing appeared with organizations and universities 
offering dialup in the late 1970s [11]. Grid computing in the early 1990s aimed at providing easy 
access to computer power like an electric power grid. 

In various contexts the term “cloud” has been used to describe large ATM networks in the 1990s 
[10]. A major shift in the 1990s was observed due to the rise of the Internet and the increase of 
speed for cheap Internet connections. The idea of Virtual Private Networks (VPNs) was 
discovered after the need for a safe and secure data transfer among the communication between 
branches [12]. These solutions required load balancing to optimize resource utilization. VPN is 
more secure than simple dialup, but connectivity to the outside world requires additional security 
measures. On the other hand, Web 2.0 shifted the Web to a more interactive and collaborative 
manner, assured peers' social interaction and collective intelligence, and introduced new 
opportunities for influencing the Web and attracting its users more efficiently. Enterprises were 
rapidly adopting Web 2.0, which is the second phase in the Web’s evolution [13]. Various 
computing paradigms were presented during the 21st century. The popular ones between them 
are cluster, grid, and cloud computing [14]. Among the popular names that are linked to cloud 
computing are Salesforce with the idea of supplying enterprise applications through a website, 
Amazon with its Amazon Web Services (AWS) and Amazon’s Elastic Computing Cloud (EC2), 
Microsoft and its famous Windows Azure, Google with its several services such as Google Docs 
which gave cloud computing a great push and public visibility. Eucalyptus, OpenNebula and 
Nimbus were introduced as the first open source platforms for deploying private, as well as 
hybrid, clouds [15][16][17]. These were designed around different core uses of cloud computing 
parallel processing, distributed computing and creation of virtual frameworks in order to provide 
Virtual Machines (VMs) to users on demand. Other famous organizations such as IBM, Oracle, 
Dell, Fujitsu, Teradata, HP, Yahoo, and a number of other important names introduced cloud 
computing after that. 

2.2. Cloud Computing Definition 
To better understand Cloud computing, the US National Institute of Science and Technology 
(NIST) define it as: “Cloud computing is a model for enabling ubiquitous, convenient, on-
demand network access to a shared pool of configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can be rapidly provisioned and released with 
minimal management effort or client and service provider interaction. This cloud model 
promotes availability and is composed of five essential characteristics, three service models, and 
four deployment models” [10, p. 8][18][19, p. 24][20, p. 27][21, p. 1037]. 
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2.3. Cloud Characteristics 
NIST define cloud computing essential characteristics as follows [22][20]: 

1 On-demand Self-service: A cloud user can individually provision computing capabilities, 
such as server time and network storage, thus, eliminating the need for a mediator, since 
the user can manage automatically and access the resources required as needed without 
requiring human interaction with each service provider.  

2 Broad Network Access: Regardless of the end-user platform, users benefit from the 
cloud and control them through standard mechanisms.  

3 Resource Pooling: Cloud resources, such as storage, processing, memory, and network 
bandwidth are pooled to provide for multiple clients using a multi-tenant model, 
according to the user’s demand. Private cloud may only be offsite at a location controlled 
by the owner or the provider may allow clients to specify general server locations. 

4 Rapid Elasticity: In the cloud, provided resources can be dynamically and elastically 
allocated and released. This provides scalability for more or fewer resources on demand 
automatically. This is one reason Denial-of-Service (DoS) attacks are decreasing, as 
companies with adequate cloud accounts are no longer vulnerable. 

5 Measured service: The control and optimization of resources is done automatically in 
the cloud using metering capability, according to the type of service storage, processing, 
bandwidth, and active user accounts. This provides transparency for both the cloud 
vendor and the clients by monitoring, controlling, and reporting resource usage for the 
utilized service. 

 

2.4. Cloud Delivery Models 
Three major layers form the “technology stack”, the operational core of cloud computing: 
 
Cloud Infrastructure (Infrastructure as a Service, or IaaS): provides managed and scalable 
resources as services to the user. Processing, storage, networks, and other fundamental 
computing resources as a cloud service are some capabilities of IaaS [23]. In this layer, the user 
controls data and applications, while choosing the operating system and development 
environment hosted as on demand VMs. The provider carries the responsibility for network, 
storage, and server environments. The main targets for this layer are administrators. Security 
concerns are handled by the cloud user; the cloud provider provides least security responsibility 
[24].  
 
Cloud Application Platform (Platform as a Service, or PaaS): provides computational 
resources as a platform where applications and services can be developed and hosted. In this 
layer, the user controls data while applications and services are VMs with access to installed 
applications. Krutz & Vines showed this layer as having shared security provisions between 
providers and users [24]. One major security risk on PaaS is that users are mixed on the same 
server and a hacker could access other company VMs [25]. 
 
Cloud Application (Software as a Service, or SaaS): applications in this model are hosted as a 
service to customers who access it via the Internet. The customer doesn’t have to maintain or 
support it since its hosted off-site. However, it is out of the customer’s control when the service 
provider decides to change it. The cloud provider controls network, storage, server, services, and 
applications; while sharing control of data with users. The cloud provider carries security 
responsibility [24][26].  
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2.5. Cloud Deployment Models 
Mell & Grance in the NIST Definition of Cloud Computing define four deployment models for 
cloud computing: Private, Community, Public and Hybrid [18]. 
 

2.5.1. Public Cloud 
According to Mather, Kumaraswamy and Latif “Public clouds (or external clouds) describe cloud 
computing in the traditional mainstream sense, whereby resources are dynamically provisioned 
on a fine-grained, self-service basis over the Internet, via web applications or web services, from 
an off-site, third-party provider who shares resources and bills on a fine-grained, utility-
computing basis” [27, p. 23]. A public cloud is for general public use: individuals or 
organizations. Public cloud service providers include: AWS, Google App Engine, 
Salesforce.com, and Microsoft Windows Azure. IaaS is offered by companies like: Rackspace’s 
Cloud Offerings, IBM’s BlueCloud, and Amazon EC2. PaaS is offered at the application layer 
like Windows’ Azure Services platform and Google’s App Engine, Amazon’s SimpleDB cloud 
hosting, S3 Simple Storage, and Cloud Front [24]. Public cloud is controlled at a data center by a 
service provider provisioning multiple clients. Some features include: scalability, pay-as-you-go, 
shared hardware infrastructure, software infrastructure, innovation and development, and 
maintenance and upgrades. Cost savings from sharing resources are a big advantage. Dynamic 
licensing and provisioning, remote hosting, and shared infrastructure are strong incentives for 
cloud adoption. Maintenance of infrastructure is no problem for organizations using public 
cloud. Maintenance and security is the primary responsibility of the provider. Before shifting 
critical applications to public cloud, Service-Level Agreements (SLAs) regarding up-time 
requirements and customized configuration requirements are critical. Public cloud has the least 
control by the client: the provider controls management of applications and data. Logging, 
monitoring, and implementation of controls are handled by the provider. This reduces power 
over sensitive or critical data for clients. Security precautions such as identity, access control, and 
encryption become indispensable. 

2.5.2. Private Cloud 
Private (internal) cloud uses private networks internally hosted, usually dedicated to one 
organization. Further data isolation might be required among different departments to insure 
data security. Private cloud may include access by business partners, corporate offices, resellers, 
intranet clients/vendors. Usually private cloud utilizes virtualization technology within the local 
data center [28].  

2.5.3. Community Cloud 
A shared cloud infrastructure among organizations is a community cloud. It can be managed by 
one or several organizations, or by a third party and housed on or off premises. Users may 
connect over a shared private network or over the Internet using a VPN.  

2.5.4. Hybrid Cloud 
A hybrid cloud combines internal and external clouds (public, private, and/or community). 
NIST defines a hybrid cloud as “a composition of two or more distinct cloud infrastructures 
(private, community, or public) that remain unique entities, but are bound together by 
standardized or proprietary technology that enables data and application portability (e.g., cloud 
bursting for load balancing between clouds)” [18][29, p. 584]. According to Krutz & Vines  “A 
cloudburst generically refers to the dynamic deployment of an application that, while running 
predominantly on an organization’s internal infrastructure, can also be deployed to the cloud in 
the event of a spike in demand” [24, p. 49]. Public or community cloud decreases utilization of 
organizational private cloud becoming a hybrid cloud. Organizations can run non-core 
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applications in a public cloud, while maintaining sensitive applications and data in-house in a 
private cloud. 
Organizations use private cloud (local data center) to keep critical or sensitive information in-
house. Public cloud may be used for testing while the private cloud is upgraded. Then it can be 
discontinued. Winkler indicated that an organization’s website with all the sensitive and critical 
information should be stored in the private cloud, while media (video or image) streaming could 
utilize public cloud. Organizations using private data centers can also reap the benefits of public 
cloud [28]. Financial services organizations following specific compliance regulations might not 
be able to host customer data externally at a third party cloud. Government agencies often 
consider it too risky to store data in the external cloud considering vulnerability to cyber-attacks. 
However, data walking on laptops can be more vulnerable than data in the cloud.
Aside from the types of cloud, a cloud developer can support multiple roles such as Cloud 

Auditor; Cloud Service Provider; Cloud service carrier; Cloud Service Broker; Cloud Service 

Consumer [30]. 

2.6. What is Security? 
The general definition of security is “the quality or state of being secure—to be free from 
danger” [31, p. 8]. This implies that the objective is to protect the target from those who would, 
intentionally or unintentionally, do it harm. In fact, in order to achieve the proper level of 
security, an organization would require a multilayered system that guards the organizations entity, 
its resources, assets, and people. Whitman and Mattord believe that an organization should have 
the following security layers: 

1 Physical Security: is required to defend property and physical assets from unauthorized 
access and misuse of physical items, objects, or areas. 

2 Personnel Security: is required to guard the individual or group of individuals 
authorized for access to the organization and its operations. 

3 Operations Security: is required to protect the information of a certain operation or 
sequence of operations or activities, including the logistics methodology. 

4 Communications Security: is required to guard communications media, technology, 
and content from unauthorized access. 

5 Network Security: is required to defend networking components, connections, and the 
content they manipulate. 

6 Information Security: is required to protect the confidentiality, integrity and availability 
of information assets, whether in storage, processing, or transmission.  

All of these overlap and are part of information security, and policy must include and cover them 
all [31]. 

 
Figure 1. Components of Information Security [31, p. 9]. 
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2.7. Cloud Computing Security Principles 
Ramgovind, Eloff, & Smith defined six cloud computing security principles [32]: 
 

1 Identification & Authentication: The main purpose is to identify the users requesting 
access and their access priorities, then check permissions. This process is the same in 
cloud computing, regardless of the type or delivery model. Verifying and validating cloud 
users is done at this stage using security checks for usernames and passwords linked to 
the cloud profile. 

2 Authorization: Authorization in cloud computing guarantees that referential integrity is 
preserved. It targets control and privilege processes that stream within cloud computing. 

3 Confidentiality: Confidentiality is a core requirement to maintain control over the data 
of many organizations that may be located across several distributed databases. 
Confidentiality is a must when shifting to public cloud. Emphasizing confidentiality and 
protection of users’ data and profiles at all levels will enforce information security 
principles at different levels of cloud applications. 

4 Integrity: The integrity of information which requires Atomicity, Consistency, Isolation 
and Durability (ACID) properties must be enforced across all cloud computing delivery 
models. 

5 Non-repudiation: Security protocols and token provisioning for data transmission, such 
as using digital signatures, timestamps and confirmation receipts services, should be 
applied to maintain non-repudiation. 

6 Availability: When choosing among private, public or hybrid cloud vendors and making 
further decisions concerning delivery models, availability factors for the different vendors 
must be considered. This should be part of the SLA, possibly the most important 
document to be executed. It should define in detail the availability of cloud resources and 
services to be maintained between the provider and client. 

The illustration below in figure 2 shows a visual representation of the information presented 
above for different configurations. 

 
Figure 2. Cloud Computing Security Requirements [32]. 

2.8. Data Classification 
Whitman and Mattord pointed out that a data classification scheme preserves the confidentiality 
and integrity of information. Moreover, information owners should check their information at 
least once per year to guarantee that it has been classified correctly, as well as checking that 
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proper access controls have been implemented. Whitman and Mattord categorized information 
into three main types: 

1. Confidential: is the most sensitive data, which is strictly controlled inside the 
organization, and access is limited on a need-to-know basis, or according to contracts. 

2. Internal: can be accessed by employees, authorized contractors, and other third party 
employees or partners.  

3. External: is neither confidential nor internal, and is approved for public release.  
On the other side, data classification used by military would consider five more advanced 
classification categories which they described as: 

1. Unclassified Data: is information that can be disclosed to the general public, as 
revealing it would not be a threat to national interests. 
2. Sensitive but Unclassified Data: is information that might affect, in the cases of loss, 
modification, unauthorized access, or misuse, the national interests, the Department of 
Defense (DoD) operations, or the privacy of DoD personnel. 
3. Confidential Data: is information that might, if compromised, cause damage to the 
government’s security which includes the strengths and functionality of ground, air and naval 
armed forces. 
4. Secret Data: is information that might, if disclosed, cause serious damage to the 
government’s security, for example disruption of foreign affairs which, as a result, can affect 
the national security. 
5. Top Secret Data: is information that requires the highest level of security and, in cases 
of compromise or disclosure, can lead to extremely severe damage, such as armed hostilities 
against the country or its allies. 

In addition to data classification, which may significantly increase confidentiality and integrity of 
data, Whitman and Mattord illustrated that personnel security clearances, specifying employees’ 
roles, should be applied creating individual authorization levels assigned to each user. They insist 
that storage of classified data, as well as its distribution, portability, and destruction, should be 
carefully done according to established policies [31]. 

2.9. Some of the Security Issues, Benefits and Relevant Measures in Cloud Computing 
Aceto et al. described the need for cloud monitoring to continuously measure and assess 
infrastructure or application behaviors in terms of performance, reliability, power usage, ability 
to meet SLAs, security, etc., to perform business analytics, for improving the operation of 
systems and applications, and for several other activities [30]. 

2.9.1. Security Issues 

2.9.1.1. Data Security 
Storing the sensitive data using on-premises application deployment models allows the control of 
physical, logical and personnel security, as well as the application of access control policies. 
Because enterprise data is stored outside the enterprise when using the cloud, the provider must 
prevent vulnerabilities and malicious users to avoid breaches and guarantee data security. 
Subashini & Kavitha urged the use of strong encryption techniques and fine-grained 
authorization to control data access. Subashini & Kavitha suggested administrators to eliminate 
access to customer instances and deleting the OS Guest user, as Amazon does with its EC2. 
However, Subashini & Kavitha added that individual cryptographically strong Secure Shell (SSH) 
keys are required by EC2 administrators to access a host. Logging and auditing for such access is 
routine. Users should encrypt their data before uploading. To test and validate the security of 
enterprise data stored in the cloud, Subashini & Kavitha suggested implementing the following 
assessments [33]: 
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 Cross-site scripting (XSS): checking if the site is vulnerable to injection of code into 
the site content from outside sources. 

 Access control weaknesses: checking for allowance of unauthorized access to data or 
applications. 

 OS and SQL injection flaws, allowing injection of code or queries from invaders if left 
unidentified. 

 Cross-site request forgery (CSRF) by the user’s browser poses a threat. Logging the IP 
can aid forensics. 

 Cookie manipulation, adding content to cookies that will be accepted by future users 
can be prevented by using secure cookie storage. 

 Hidden field manipulation: using hidden fields put there by lazy programmers to 
obtain confidential information or breach databases creates great vulnerability. 
Sometimes the programmers actually place confidential information within hidden fields 
making that information easily available to anyone who looks. Hidden fields should never 
be used. 

 Insecure storage: both physical and digital storage insecurity can result in data breach or 
loss. 

 Insecure configuration: which has security holes easily exploited should be carefully 
checked every time any change is made in the code 

On the other hand, to ensure cloud data storage security, Wang et al. considered the task of 

authorizing a third party auditor (TPA), on behalf of the cloud client, to confirm the integrity of 

the dynamic data stored in the cloud and to evaluate the service quality from an objective and 

independent perspective [34].  

2.9.1.2. Insider Attacks 
Cloud authorized users may be considered an insider threat if the users attempt to gain access to 
unauthorized privileges or to misuse authorized privileges in order to commit fraud, reveal 
information to others, or alter or destroy information. As a matter of fact, Modi et al. illustrated 
that this can pose a serious trust issue between cloud providers and users [35]. 

2.9.1.3. Flooding Attacks 
Zombies (innocent compromised hosts) are used to flood victims by sending huge number of 
packets of Transmission Control Protocol (TCP), User Datagram Protocol (UDP), Internet 
Control Message Protocol (ICMP) or a mix through the network. Illegal network connections 
and bots facilitate these attacks. This makes Bring your Own Device (BYOD) a serious security 
concern for enterprises using cloud [36][37][38][39][40]. Modi et al. urged that since the 
application of VMs are available to anyone through the Internet, cloud computing is thus 
vulnerable to DoS or Distributed Denial-of-Service (DDoS) attacks via zombies [35]. Therefore, 
service's availability to authorized users can be affected by flooding attacks. This, in fact, can lead 
to loss of availability of the proposed service if the attacks target certain services provided on a 
single server. Direct DoS attacks are involved in this case. Moreover, indirect DoS attacks are 
meant for other service instances deployed on the same hardware machine that is completely 
exhausted by processing the flood requests. Differentiating between normal and fake usage in 
these attacks is a daunting task, and leads to a spiked increase in cloud usage bills. However, 
some solutions to detect and filter attack traffic exist in research such as Cloud TraceBack (CTB) 
which Chonka et al. introduced [41]. 

2.9.1.4. User to Root Attacks 
Password sniffing is used in User to Root Attacks to gain access to legitimate user's accounts. As 
a result, the attacker can exploit weaknesses in order to achieve root level access to the system, 
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either physical or virtual. Root shells, as Modi et al. described, can be generated from buffer 
overflows using processes running as root [35]. This can happen when the static buffer is 
overfilled with application program code. Thus, a frequent target to attackers is the 
authentication process and the mechanisms used to secure it. Besides, keyloggers, phishing 
attacks, weak password recovery workflows, etc. do not have universal standards. Dual user 
authentication and biometrics may make this less of an issue as this technology matures. Thus in 
cloud gaining root level access to VMs or host can be acquired by attackers who can obtain 
access to valid user instances. 

2.9.1.5. Port Scanning 
Open ports, filtered ports, and closed ports lists can be extracted from port scanning. Attackers 
find open ports and attack the running services. Firewall rules, gateway filtering, router, IP 
address, Media Access Control (MAC) address, and other network related details can be 
obtained. Modi et al. concluded that services can be attacked in the cloud using a port scanner 
where these services are provided [35]. However, if the provider runs in stealth mode, and users 
must type their desired access instead of selecting it, most of these problems disappear, though 
customers who hate to type may follow them. This makes customer education on security 
essential. 

2.9.2. Security Benefits 

2.9.2.1. Security Monitoring and Incident Response 
Notification of security vulnerabilities is necessary using centralized security information 
management systems. The centralized system continuously monitors through automated 
technologies to identify potential issues. The system should be integrated with other monitoring 
systems and processes, including information, and event management systems operating 
24/7/365 [42]. Organizations also require security experts and professionals to implement and 
manage the security monitoring capabilities in the cloud.  

2.9.2.2. Disaster Recovery Services Using Cloud Computing Platforms 
To avoid costly service disruptions caused by man-made or natural disasters, several 
organizations depend on Disaster Recovery (DR) as a backup plan. However, DR services 
available currently are either very expensive or don’t provide strong guarantees regarding the data 
lost or time required to recover from a disaster. Wood et al. thus argued that with the pay-as-
you-go pricing model feature of cloud computing platforms as well as their ability to minimize 
the recovery time after a failure through the use of automated virtual platforms be offered to 
clients as a service. For that purpose, they performed pricing analysis to evaluate the price of 
running a public cloud based DR service and compared it with using privately held resources 
identifying major cost reductions. They studied further additional functionality required by 
current cloud platforms and linked this with the challenges related to cost, data loss, and 
recovery time constraints in cloud based DR services [44]. One additional measure that should 
always be implemented is for each enterprise, including the cloud provider, to have both a tested 
Disaster Recovery Plan (DRP) and Business Recovery Plan (BRP). Wood et al. concluded that 
cloud computing platforms are a perfect match due to their pay-as-you-go pricing model and 
capacity to recover and bring resources back online afterwards. Their results showed cost 
reductions for taking advantage of DR services through cloud computing platforms of up to 
85% comparing public cloud to privately owned resources [44].  

2.9.2.3. Data Backup and Storage 
For backup servers and other cloud devices, a separate network can be used which can help 
reduce traffic on the main network and provide additional security. Storage requirements for 
cloud computing environment, according to Winkler, can be in the forms of: 
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Direct Attached Storage (DAS): Storage devices are grouped together in a form of large SCSI 
disk arrays connected directly to one or more servers. This form of storage is used in private 
cloud but required the disks and servers to be physically collocated. 

Network Attached Storage (NAS): Devices in this storage form are connected via an Ethernet 
network to provide data storage services to several clients. Since NAS devices are not bound 
physically as DAS devices, they can be located and grouped in a more secure location of the data 
center. 

Storage Area Network (SAN): Storage devices in SAN are attached to servers such that they 
appear to be locally linked to the operating system. Storage in NAS is usually located away from 
the client servers. SAN utilize a Fiber Channel topology that grants fast access to the storage 
devices. Another SAN-style approach is iSCI which support the control of SANs and the lower 
expense of IP networks. 

Internal Disk: Server configuration usually includes internal disk. They are good for system 
performance but has drawbacks in cloud computing. Since VMs are provisioned to a server, the 
isolation between VMs may be compromised via disk pathways. The security risk in this situation 
is on VM may gain access to the hardware disk and thus be able to see another VM’s files. 

Disaster recovery is one of the security advantages to using a SAN. Another advantage is the 
multiple or remote locations which SAN can serve. This supports data replication to remote 
locations and quick retrieval in case of disaster recovery [28]. 

2.9.3. Relevant Measures 

2.9.3.1. Identity Access Management (IAM) 
Identity and access management, and the principle of least privilege data grants are the strategies 
of cloud customers. Least privilege involves providing end users minimum access rights 
necessary, along with approved access for the least amount of time possible.  
Identity management has critical importance with the invention of cloud services architecture. 
They currently focus on activities within the enterprise controlled environment. But the cloud 
environment principle offers multiple services under the boundaries of current models that 
involve trust assumptions, privacy propositions, and require operational features of 
authentication and authorization. This requires harmonizing for providers as they adopt new 
models and management approaches for identity access management for end-to-end trust and 
identity models. Finding the right balance, according to Rittinghouse, between usability and 
security is difficult but critical under the cloud possibly creating barriers to support and 
maintenance services and incurring interruptions to end users [42]. 

2.9.3.2. Firewalls 
The first line of defense to protect access points of systems is denying or allowing protocols, 
ports, IP addresses or firewalls. Using a predefined policy, a firewall can divert dangerous 
incoming traffic. Traditional firewalls cannot detect some complex DoS or DDoS attacks or 
insider threats. Thus, Modi et al. revealed that DoS attack traffic on port 80 (web service) might 
not be distinguishable from good traffic. Some firewalls Modi et al. described as useful include: 
static packet filtering, state packet filtering, state inspection, and proxy firewalls [35]. A firewall 
that sets up stealth can make the ports invisible to probes, but respond to local addressed calls 
[45]. The server appears invisible to all but its own clients and records probes in a log. A proxy 
server in the cloud can provide yet one more layer of protection for very little additional cost, 
since it does not require the housing of data, but only a small VM. Its highest cost is throughput, 
since all traffic does go through it. 
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2.9.3.3. IDS and IPS techniques 
Intrusion Detection System (IDS) or Intrusion Prevention Systems (IPS) in the cloud can 
overcome web attacks. Depending on the technique used in IDS, its positioning within network, 
its configuration, etc. such parameters can directly affect the efficiency of the IDS/IPS 
protection.  In the cloud, traditional IDS/IPS techniques such as artificial intelligence (AI) based 
detection, anomaly detection, signature based detection, etc. can be used. Signature based 
detection, anomaly detection, Artificial Neural Network (ANN) based IDS, fuzzy logic based 
IDS, association rules based IDS, Support Vector Machines (SVM) based IDS, Genetic 
Algorithm (GA) based IDS, and hybrid techniques are among the IDS/IPS techniques which 
Modi et al. suggested should be used for cloud protection [35]. 

2.9.3.4. Encryption and Cryptography 
In order to secure the outsourcing of storage to an untested cloud provider, cryptographic 
solutions based on fully homo-morphic and verifiable encryption have been proposed. However, 
these solutions, as well as whole computation solutions based on tamper-proof hardware, suffer 
from high latency that slows access. Trusted computing (TC), which Sadeghi et al. discussed, 
permits the data owner to validate the integrity of the cloud and its computation [46][47][48]. 
Nevertheless, these solutions involve trust in hardware (TC modules and CPU) that is under the 
physical control of the cloud provider; while they still face the problem of run-time attestation. 
To achieve this, Sadeghi et al. proved and verified that there was no information leakage using 
encrypted (secret) data by combining a trusted hardware token with Secure Function Evaluation 
(SFE) [49]. Another encryption approach, which Somani et al. proposed, depends on digital 
signatures with RSA algorithm patterns to guarantee the security of data in the cloud. To validate 
the authenticity of a digital message or document, a digital signature, or digital signature scheme, 
representing a mathematical scheme, is used. A valid digital signature can prove that a message 
was not altered in transit by confirming to the recipient that the message was generated by a 
known sender [50]. Wang et al. offered a scheme for enterprises to share confidential data on 
cloud servers. The proposed method targets performance-expressivity handoff by combining the 
Hierarchical Identity-Based Encryption (HIBE) system and the Ciphertext-Policy Attribute-
Based Encryption (CP-ABE) system. Finally, they applied proxy re-encryption and lazy re-
encryption to the proposed scheme [51]. 

2.9.3.5. Antivirus and Malware solution 
Conquering malware is becoming a severe problem for security vendors. Generating signatures 
for detection via anti-virus scan engines of prevalent and wide zero-day malware over the 
internet becomes a vital security factor. Much of PC memory and resources are co-opted by AV 
products due to their large signature files. For this reason, Yan and Wu introduced a novel 
Automatic Malware Signature Discovery System for AV cloud (AMSDS) which anticipates 
malware signatures from both static and dynamic aspects [52]. AMSDS had state-of-the-art 
performance on millions-scale samples for both industry and academia to produce automatic 
signature generation techniques. Yan, Zhang and Ansari agreed that exploiting software 
vulnerabilities through malware can allow attackers to compromise computers and steal private 
data [53]. Therefore according to Yan and Wu, AMSDS can help preserve a balanced workload 
between the desktop and cloud services using a lightweight desktop agent for AV cloud. 
Compared to using a traditional signature database, the core feature of AMSDS as Yan and Wu 
described is to automatically generate a lightweight signature database size hundreds of times 
smaller than traditional signature databases. Moreover, “cloud signatures” can be used in the AV 
cloud model instead of installing large virus signature files. Among the benefits as Yan and Wu 
point out are the low costs of operation, easy deployment, and fast signature updating [52]. 
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2.9.3.6. Service Level Agreements (SLA) 
 

The most common way of ensuring Quality of Service (QoS) is SLAs between provider and 
customers. According to Sosinsky, “A Service Level Agreement (SLA) is the contact for 
performance negotiated between you and a service provider. In the early days of cloud 
computing, all SLAs were negotiated between a client and the provider. Today with the advent 
of large utility-like cloud computing providers, most SLAs are standardized until a client 
becomes a large consumer of services” [54, p. 39]. The cloud computing paradigm is based on a 
constant two-way data transfer from remote data centers to personal computers / workstations 
and other devices, rather than only among networks. Rule-based Service Level Agreements 
(RBSLA), Web Service (WS) Agreements from Open Grid Forum (OGF), SLA or Web Service 
Level Agreement language and framework (WSLA) from IBM are some of many methodologies 
of how to create SLA for WSs. As the cloud service is very closely related to the WS, cloud 
computing SLA can be modified from WS standards. IBM’s WSLA provides guidelines in 
creating “Cloud SLA”; a team of scientists led by Pankesh Patel developed it at Wright State 
University, USA as “Service Level Agreement in Cloud Computing”. This methodology 
incorporates QoS metrics in balance with Service-Oriented Architecture (SOA) approaches 
including third parties. Figure 3 “Architecture of the SLA approach in cloud services” indicate 
typical SLA concept architecture in cloud computing [55]. SLA benefits both the providers and 
customers. The problem of liability, however, exists. Responsibilities regarding maintenance of 
QoS issues are appallingly not incorporated by the vendors into the Service Level Agreements, 
which can become critical at peak-usage. According to, the following statements are set by many 
vendors into SLA to avoid responsibility for particular failures: “do not warrant that (i) [their] 
services will meet your requirements, (ii) [their] services will be uninterrupted, timely, secure, or 
error-free, (iii) the results ... will be accurate or reliable, ...”. Another proposes that “[their] 
services have no liability to you for any unauthorized access or use, corruption, deletion, 
destruction or loss of your Content” [56, p. 67]. These statements have a negative influence on 
cloud computing solutions and are very disturbing. Good control and proper negotiation of SLA 
may prevent negative experiences with cloud computing.  The various interactions that should 
inform negotiations for an SLA are illustrated below in figure 3. One of the major reasons 
holding back government organizations is the lack of tested SLA agreements. That is, the law is 
lagging behind the technology to such a degree that current avenues of recourse for not keeping 
to SLA agreements is limited to civil court action in most countries. As can be seen there are 
myriad considerations that must be discussed and the flow of the discussion will be constantly in 
flux as each negotiated point will change all the others until all points are covered. What seems 
clear by the diagram is that the establishment of accurate measurement services is the lynch-pin 
of a well-documented and applied SLA that benefits both parties. The satisfaction of both parties 
depends upon accurate measurements of the key components: QoS, cost versus price and usage 
of services. Without these, neither party can be assured benefits from the agreement. 
Management and condition evaluation services are just as important in order to have evidence 
that the SLA is being properly implemented. When adopting cloud computing, the SLA is of 
utmost importance because it sets agreement basics of conditions of particular services. The SLA 
of cloud services provider Amazon is an example of perfect SLA. Specialized methodologies as 
shown in this figure could be used to write a good SLA if neither company has a legal or 
negotiation department. Insuring that the contract executed for the SLA is correctly worded and 
includes all points can be done by a third party law firm before signing.   

According to Lachal & Mann, cloud computing governance’s objective among other things is 
also to make sure that IT departments maintain the following: 

 From consumer’s view of public clouds, they must insist on strong SLA parameters and 
guarantees. 
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 When acting as public or private cloud provider, they must deliver SLA guarantees and 
parameters to successfully satisfy consumers’ needs [57]. 

The figure below details the complexity that is necessary in SLAs in order to insure compliance. 
Note that all operations beyond negotiation are filtered and mediated by the SLAs. In other 
words, all operations are tested for compliance to the SLA at implementation and constantly 
retested as circumstances change. 

 

Figure 3. Architecture of SLA approach in cloud services [55].
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Chapter 3 

Research Methodology 
 

This chapter demonstrates the research methodology adopted in this study to prepare a survey, 
collect and analyze data as well as the reasons that led to the selected research methodology. It 
presents the research purpose, approach, strategy, data collection method, and analysis plan. 
Using a research methodology requires a well-planned approach to reach the research objectives. 
The project includes a review of the literature, a questionnaire for people in the field and in 
depth follow up open ended interviews with selected individuals. The literature review seeks 
answers to what technology is involved in moving to the cloud, what benefits cloud proffers and 
what problems are inherent in cloud migration. Once the technology is understood the research 
methodology can be created and the research questions can be constructed. Finally, the primary 
research is designed. The research is designed to use a survey of people involved in decisions or 
use of the cloud in organizations. After reviewing the questionnaire responses it seemed that 
there was simply not enough depth to the survey, so participants were asked for follow up 
interviews with just a few open ended questions. Follow up interviews were held with 28 of the 
respondents. These did offer more depth and understanding of the situation in their 
organizations.  

Table 1: Summary of the research methodology 

Activity Description 

Aim of the study The aim of this research is to investigate the status of 
cloud computing in business and government 
organizations, and to understand the security concerns 
of organizations regarding cloud adoption. 

Studied phenomenon Security concerns of organizations regarding cloud 
adoption. 

Unit of analysis Organization 
Researchers' role The researcher role was ‘neutral observer’ 
Data sources Literature review 

Semi-structured interviews 
Closed-ended questionnaires 

Research design Exploratory (experience survey) 
Research strategy Survey and interviews 
Research method Mixed method (Qualitative & Quantitative) 
Analysis strategy Descriptive statistics and interview analysis 
Population and sampling process Non-probability (snowball) 
Time horizon Cross sectional 
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3.1. Research Design 
When thinking about the research question, the purpose of the research should already have 

been cleared. The research purpose most often used in research methods’ literature is classified 

into three classes: exploratory, descriptive and explanatory. Research projects are not limited to 

one purpose; it may have more than one. Robson mentioned that the purpose of a research may 

change over time [58]. 

Exploratory Studies: Mainly it aims to find out “what is happening; to seek new insights; to ask 
questions and to assess phenomena in a new light” [58, p. 59]. It is useful to describe the 
understanding or nature of a problem. Exploratory studies can be conducted by three principal 
ways: a search of the literature, interviewing ‘experts’ in the subject, and conducting focus group 
interviews. 
Descriptive Studies: This study can be an extension or precedent to a piece of exploratory or 
more often explanatory research. The purpose of it is to describe the profile of persons, events, 
or situations. It requires a clear picture of the phenomena being studied prior to the data 
collection.  
Explanatory Studies: It is linked to the causal relationships between variables. The goal is to 
study a situation or a problem in order to illustrate the relationships between variables. 
Moreover, qualitative or quantitative data can be collected in this type to get a clearer view of a 
relationship between variables [59]. 
According to Kothari, different research designs exist and can be categorized as: research design 
in case of exploratory research studies; research design in case of descriptive and diagnostic 
research studies, and research design in case of hypothesis-testing research studies. In this 
research, exploratory research design is used. The idea was to carry out an accurate analysis or to 
introduce the hypothesis from an operational point of view. So this type of research study 
focuses upon finding new concepts and visions. Moreover, Kothari described the following three 
methods in the area of research design: the survey of concerning literature, the experience survey 
and the analysis of 'insight-stimulating' examples [60]. Since this research relied on a survey 
targeted to professionals around the field of Cloud computing, the most relevant method among 
the three mentioned ones is the experience survey. Similarly Schwab said that empirical 
techniques and findings become more significant when the study is not derived from theory and 
is considered as exploratory research [61]. Exploratory research studies are intended to find 
interesting associations that may be used to acquire data for analysis.  

3.2. Research Strategy 
There are different research strategies that one can deploy in a research. The choice of a research 
strategy is very important for the research question(s). It should be able to answer it/them and 
meet the research objectives. The choice of research strategy depends on several factors such as 
the research question(s) and objectives, the scope of existing knowledge, the time and resources 
available, and the researcher’s own philosophical underpinnings.  Some of the research strategies 
that are mainly considered are: experiment, survey, case study, and action research. 

Experiment Research: studies causal links, if a change in one independent variable produces a 
change in another dependent variable [62]. However, it can be more than two variables. Mainly 
exploratory and explanatory research is used to answer ‘how’ and ‘why’ questions.  
Survey Research: is usually used to answer questions of “who, what, where, how much, how 
many”. It is linked to deductive research approach and is used for exploratory and descriptive 
research.  It also enables researchers to collect large amount of data and analyze them for further 
inference to be drawn from it [59].   
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Case Study Research: this is an empirical inquiry into a phenomenon (such as a “case”), set 
within its real world context especially when the boundaries between phenomenon and context 
are not clearly defined [63]. 
Action Research: this strategy has characteristics such as emphasizing on context and purpose 
of research, cooperation between the researchers and practitioners as well as necessity of 
implications of the research [59].  
Survey research was used in this study. Mainly interviews and questionnaires were the methods 
used for primary data collection.  

3.3. Research Method 
Quantitative research is mostly used when referring to data collection technique (such as a 
questionnaire) or data analysis procedure (such as graphs or statistics) that produces or depends 
on numerical data. Moreover, it aims to explain phenomena by gathering numerical data which 
are processed using mathematically based methods [64][65]. On the other side, Qualitative 
research is widely used to refer to data collection technique (such as an interview) or data analysis 
procedure (such as categorizing data) that relies or produces non-numerical data. Besides, it can 
refer to data such as pictures and video clips instead of words [59]. In addition, Blaxter et al. 
believes that it is often more complicated than that. Interviews may be quantitative if they are 
structured and analyzed in numeric form. While surveys may be qualitative if they allow for 
open-ended responses and study individual cases in-depth [66]. 
According to Dawson, qualitative research methods do not usually use statistical details or 
analysis for quantifying results. Instead this approach is typically used in cases that involve 
interviews and interpretations with little or no use of measurement vectors. Any case study, 
which provides comprehensive investigations of a person or an organization, is qualitative 
research. Dawson stated that the adoption of explorative methods, such as interviews on focus 
groups for the purpose of adding to the experience, is part of qualitative research. The focus is to 
have detailed opinions from contributors. Dawson refers to qualitative research as to explore 
attitudes, behavior and experiences through such methods as interview or focus groups. While 
quantitative research generates statistics through the use of large- scale survey research, using 
methods such as questionnaires or structured interviews [67]. 
In view of Creswell, the qualitative research is initiated with a generic view, assumptions, use of 
theoretical optics, and/or the study of research snags for understanding the meanings individuals 
or groups impute to a problem. He further stated that qualitative research is adopted in areas 
where an exploration is required for a problem or issue at hand in order to satisfy the need of 
studying a specific group or population, identifying measurable variables, or hearing the 
previously unheard. According to Creswell, qualitative research is carried out in order to establish 
or build a comprehensive and detailed understanding of the problem [68]. 
Saunders categorizes the research choices into mono method and multiple methods. Among the 
multiple methods is the mixed method research. It uses quantitative and qualitative data 
collection techniques and analysis procedures either at the same time (parallel) or one after the 
other (sequential) but does not combine them. This means that qualitative data are analyzed 
quantitatively and qualitative data are analyzed qualitatively. However, usually either quantitative 
or qualitative techniques & procedures predominate.  
Considering the above discussion, the study fits into the quantitative approach in which 
questionnaires were used and further analyzed the numerical data using mathematically based 
methods. On the other hand, the short anonymous follow-up interviews which were used to 
comprehend in-depth understanding of the research question framed for this study added a 
qualitative layer for the research. Thus, a mixed method research is out to provide an overall 
better quality for the project. The reason behind this is triangulation, which Saunders defines as 
“use of two or more independent sources of data or data collection methods to corroborate 
research findings within a study” [59, p. 154]. 



25 

3.4. Data Collection Method 
Kothari described two types of data can be collected for research purposes, one as a primary 

source, direct investigation by the researcher and the other is a secondary source, reported by 

others [60]. 

Primary Data are collected for the first time, and are original in character. Primary data for 
research of the descriptive type and surveys can be collected through several methods mainly: 
observations, interviews, and questionnaires. 
Observation: This method involves collection of information by way of investigator’s own 
observation without interviewing the respondents.  
Personal Interview: Personal interviews are regularly handled out in a structured way by seeking 
answers to a set of pre-conceived questions. 
Telephone Interview: It is not very popular method since it requires contacting the 
respondents by telephone. It is essential in case of industrial surveys when the survey has to be 
done in a very limited time. 
Mailing of Questionnaire: It is a widely used method in various economic and business 
surveys. Questionnaires are sent back and forth by mail. To prove the effectiveness of the 
collected information, the questionnaire must be prepared very carefully [60]. 
 
Secondary Data are used mainly in descriptive and explanatory research. It includes both 

quantitative and qualitative data. Besides, the data can be either raw data with little or no 

processing or compiled data. Secondary data can be published or unpublished data. Usually 

published data are mainly available in: various publications, technical and trade journals, books, 

magazines, newspapers, and reports prepared by research scholars, universities, economists, etc. 

The sources of unpublished data are many; they may be found in diaries, letters, unpublished 

biographies and autobiographies and also may be available with scholars and research workers, 

trade associations, labour bureaus and other public/ private individuals and organizations. 

 

The primary data collection methods adopted for this study are interviews and questionnaire for 
key people, while already published material in this domain found in a review of current literature 
in the form of books, journals and reports are utilized as secondary data source. The focus will 
remain on the primary data source for gaining in-depth knowledge and understanding of the 
current issues in the practical environment. Secondary data for this study was searched in peer 
reviewed databases, science sites, digital and physical libraries, and the Internet. A general search 
was done using such search strings as cloud, security, adoption, governance, risk and the various 
technologies used were searched to identify risks. Several books were consulted in order to create 
a complete description of cloud computing and the technologies involved. One of the most 
helpful sites on the internet was the Dell Enterprise Efficiency for its conversations among top 
executives and researchers concerning cloud that span a few years. These conversations gave 
information and also provided terms and ideas for researching current issues. The information 
from the literature review serves as basic information which supports both the reason for doing 
this project and the questions created for primary investigation. In order to focus upon the class 
of organizations of interest and the problems being investigated, questionnaires/interviews are 
targeted at only individuals involved in IT security or management and stake holding managers 
with input for decision making concerning the adoption of cloud. The study was not limited to 
government organizations, but the demographic questions allow separation in order to be able to 
find similarities and differences between business and government organizations. After all, this 
study is not designed to prove there is a difference, since that is statistically recorded, but rather 
to look for the reasons why. 
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3.5. Questionnaire and Interviews 
Questionnaires can either be closed-ended or open-ended questionnaires. A combination of both 
is also possible. 
Closed-ended Questionnaires: Is the most common type which includes questions that 
generate statistics in quantitative research. Usually they follow a set format which facilitates their 
automatic correction by scanning straight into computer. 
Open-ended Questionnaires: They are used in qualitative research which does not contain 
boxes to tick but are open for respondent to write in an answer. Furthermore, data analysis for 
this type of questionnaires is more complex, since there are no standard answers to these 
questions.  
Combination of Both: It is possible to use both types of questionnaires if a researcher wants to 
know how many people use a service and what they think about it [67].
Interviews are of three types: structured, semi-structured and unstructured interviews.  
Structured Interviews use questionnaires based on identical set of questions where responses 
are recorded on a standardized schedule, often with pre-coded answers. Structured interviews can 
also be referred to as ‘quantitative research interviews’ since they are used to collect quantifiable 
data. 
Semi-structured Interviews vary from interview to interview, but usually the researcher will 
have a list of questions to be covered. The order of questions may be changed while some 
questions may also be omitted. Data may be recorded by audio recording the conversation or 
perhaps note taking. 
Unstructured Interviews are informal interviews used to explore in depth a general area of 
interest, sometimes referred to as in-depth interviews. While the researcher has a clear idea about 
the aspects he wants to explore, it is usually done with no predetermined list of questions. The 
interviewee therefore is given the opportunity to speak freely [59]. 
The study relies on close-ended questionnaires and semi-structured interviews. The questionnaire 
mainly seeks information regarding the organization’s background and respondent’s position, 
how the organization’s data is maintained, and the cloud plans and its related security measures. 
Surveys were distributed over several weeks and were administered by the researcher using Skype 
after making contact with prospective participants via email. The original questionnaire was 
created in Google-docs and links were distributed via social networking sites seeking prospects. 
However, this resulted in minimal response, so questionnaires were emailed to the researcher’s 
contact list targeting contacts with the proper background and knowledge for this study. Those 
contacts were asked for referrals with positions and qualifications that match the requirements 
for this study and help filling the questionnaire. A copy of the results was offered to all 
respondents as an inducement to participation. Over several weeks, 110 qualified responses were 
received, and 28 of these agreed to an interview. The questionnaires were followed up with short 
anonymous follow-up interview via Skype with those individuals who agreed to participate. Of 
those participants, half were asked only two questions: one question about cloud adoption and 
one question concerning security. Fourteen participants with higher responsibility for decisions 
among those agreeing to interviews were asked several follow-up questions concerning the 
possibilities for cloud adoption. Questions were created to identify the various problems and 
reasons underlying the slow rate of cloud adoption by government agencies around the world. 
Demographic information was not collected, because this information would address questions 
of location and other variables excluded in order to reduce the number of variables as much as 
possible. The variables needed concerned the positions and responsibility of participants in order 
to insure that they were knowledgeable concerning company policy and actions.   
Central component to surveys is a person. The survey in this research targets government and 
business organizations. In practice, the organization is the unit of analysis for the study. 
According to Patton, the unit of analysis can be a person, a program, an organization, a critical 
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incident or a community to name but a few [69]. One or more groups can be selected as a unit of 
analysis when there is some important common characteristic.  

3.6. Question Design 
In light of the research question, the questions for the questionnaire requesting a measure of 
attitude or opinion were created using arbitrary scale which is developed on ad hoc basis through 
the researcher’s own subjective selection of items. In order to focus the respondents upon 
primary factors which impacted decisions concerning adoption of the cloud, multiple choice 
answers were created that included all the possibly relevant general responses. Before creating 
any question the expected answers were anticipated and the range of possibilities was carefully 
considered. Basically, the survey is aimed at getting a good picture of the company’s current 
position regarding the use of cloud and the stance concerning security, data backup and cloud 
use from each respondent. It is assumed that the clients in these positions will be reasonably in 
line with the company culture and mission. However, a survey like this is limited in scope to just 
those answers allowed. Therefore, in an effort to gain some depth of understanding, the 28 
participants who agreed were called via Skype and interviewed in order to allow for more in 
depth responses than the survey allowed. Participants created temporary accounts on Skype for 
this purpose. Most of these respondents were asked only two questions concerning cloud 
adoption and the perception of security issues. The remaining fourteen with more responsibility 
for decision making were asked five rather open ended questions and their responses were 
initially recorded and then transcribed. As agreed, the recordings were only kept long enough to 
transcribe them and then destroyed in order to insure anonymity. These responses were 
compared in order to ascertain similarities and differences. 

3.7. Sampling Techniques 
Two types of sampling techniques are available: Probability (representative sampling) and non-

probability (judgmental sampling). Probability chances in probability sampling are known for 

each case being selected from the population and are usually equal for all cases; while non-

probability sampling is used when a sampling frame for the population is not available. An 

example for this is when researching about drug users; it would not be possible to get a list of 

such sample. Thus, non-probability sampling techniques are used in such research [59]. Snowball 

sampling was used in the research which is a non-probability sampling type. It is used when the 

members of the desired population are difficult to identify. For example when the research is 

done on homeless people; it will be hard to identify a list of homeless people. However, it is 

possible for a homeless person to refer the researcher to other homeless people. The method 

mainly relies on referrals from initial contacts found that fits the sample population under study. 

Van der Merwe, for example, used this technique to identify small and medium-sized family 

businesses in South Africa [70]. Due to the large variety of political systems and bureaucratic 

setups globally, even if we only consider developed countries, there are far too many variables to 

do with socio-cultural groups and political systems among the various countries and representing 

them all is beyond the scope of this study. Pyrczak advised to eliminate as many variables as 

possible in order to increase the reliability of the results [71]. 

3.8. Analysis Strategy 
According to Price and Chamberlayne in the book of Gwinn et al., statistics are classified into 
three types: descriptive, multivariate, and inferential.  

Descriptive statistics summarize large amounts of information in an efficient and easily 
understood manner.  
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Multivariate statistics allow comparisons among factors by isolating the effect of one factor or 
variable from others that may distort conclusions.  

Inferential statistics suggest statements about a population based on a sample drawn from that 
population [72, p. 179]. 

The relevant statistics type for this survey was the descriptive one, since the research goal was to 
summarize the data in hand in order to provide a clear and easy to understand information.  

On the other hand, qualitative data can be analyzed, according to Schutt, through:  

a. The process of data collection by documenting the data 
b. Organize data into concepts 
c. Link the data to see how one concept may influence another 
d. Evaluate alternative explanations, disconfirm evidence, and search for negative cases in 

order to corroborate/legitimize the data 
e. Report the findings[73] 

Interviews in this research were transcribed and documented at the beginning. Keywords and 
important information, which serves the goal of this research, were extracted and organized into 
concepts. The extracted information was formulated in order to understand the relationship 
between one another. The data was evaluated against several available sources to measure the 
relevance and further legitimize the data. The findings from the collected data were reported and 
conclusions were drawn. 

Burnard elaborated the above steps to define the process of analyzing qualitative interview 
transcripts into fourteen stages, and how it can be performed using a personal computer [74]. 

Ryan in the book of “Researching and Writing Your Thesis: A Guide for Postgraduate Students” 
described the reasons why we need to analyze qualitative data and write up the findings. Mainly it 
takes us beyond raw data, provides evidence, makes the familiar strange, and sheds light on the 
research questions [75]. 

3.9. Time Horizons 
It is important when doing research to plan whether the research will be a “snapshot” taken at a 

particular time or it should be more like a diary or series of “snapshots” taken over a period of 

time as a representation of events. The first plan for time horizon is referred to as cross-sectional 

while the series of “snapshots” are referred to as longitudinal. 

Cross-sectional Studies: Is the study of a particular phenomenon at a particular time. This is 

the common used type in research since most research projects undertaken for academic courses 

are time constrained. Moreover, it often employ survey strategy [58][76]. It can use qualitative or 

quantitative methods. Interviews conducted over a short period of time can fall under this time 

horizon. 

Longitudinal Studies: The purpose of this research type is to study the change and 

development. It allows to observe people or events over time and to exercise a measure of 

control over variables being studied. The basic question that falls in this category is ‘Has there 

been any change over a period of time’ [77]? 
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Since the research project is undertaken for academic course, it was not possible to extend the 

study time to cover people or events over time. Thus, the study was limited in time and followed 

the cross-sectional time horizon rather than the longitudinal one. 

3.10. Reliability and Validity 
For a research project to be considered reliable, it should lead to same results if it was carried out 

by another researcher under the same questions in the same setting. However, it does not 

necessarily has to have identical interpretation [66]. The research should be designed to be 

auditable i.e. transparent and clear if the reader wants to verify the method or results. The reader 

can therefore be confident that the method is clear and the results were not circumvented. 

In other words, measures should show stability across the units of observation. If the 

measurement error was so high, then the project findings are discredited and the research is thus 

not considered reliable [78]. 

Thus, the data collection techniques or analysis procedures should produce consistent findings 

for the project to be reliable [59]. 

Reliability can be attested by posing the following three questions [76, p. 109]: 

Will the measures yield the same results on other occasions? 

Will similar observations be reached by other observers? 

Is there transparency in how sense was made from the raw data? 

Unreliability, according to Robson, is related to the concepts of participant error, participant 

bias, observer error, and observer bias [58]. 

Moreover, validity is concerned with whether the methods, approaches and techniques are linked 

to the issues that was researched [66]. It has to do with the findings if they are really about what 

they appear to be about [59]. 

To ensure reliability and validity for this study, some strategies were considered which mainly 
are: 
Questionnaires were reviewed more than once and screened out to ensure that all answers can be 
well understood and properly answered to provide an appropriate outcome from the data 
collected. Questions that were not well understood were reframed to ensure that they don’t 
contain more than one meaning. Moreover, this helped reduce any misunderstanding that can 
lead to different interpretations and thus biased results.  
Questions asked in the semi-structured interviews were professionally selected to avoid 

weariness of the respondents. They targeted specific issues regarding cloud computing which 

were better possible to understand through interviews rather than questionnaires. As a matter of 

fact, questions selected for interviews with non-IT personnel were different than those chosen 

for interviews with IT personnel. This was intentionally done to ensure that collected data were 

properly collected from the proper people. Finally the outcome of the data collected from 

government and business organizations covering IT and non-IT personnel were fine grained to 

maintain validity and reliability for the research project. 
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Chapter 4 

Data Collection and Analysis 
 

4.1. Methodology for Primary Research 
 

The survey was created after examining the literature in order to get a definitive view of the 
current state of cloud adoption and some ideas of why there are differences between business 
organizations and government organizations. The questions were created in order to support 
what was found in the literature and to identify some factors involved in cloud computing. This 
survey was taken only by individuals in the selected positions within organizations, since most 
other professionals have little or nothing to do with IT or cloud adoption decisions and no 
responsibility for security. After a failed attempt using social networking sites, the survey was 
sent out with a letter describing the study in brief and asking people through referrals with job 
titles on the list please respond.  

In total there were 110 responses from individuals of different countries like America, Australia, 
Canada, China, Japan, New Zealand, Saudi Arabia, and the UK fitting the description of our 
selected sample type; employed individuals in management positions in both government and 
business organizations with a direct stake in IT storage. Twenty eight individuals provided 
information for contact on Skype for follow up interviews as requested. Fourteen of these were 
not directly involved in decision making concerning cloud adoption, so the question for them 
were limited to two concerning attitudes within their organizations. The other fourteen were 
asked five open ended questions on follow up interviews and their responses were recorded and 
transcribed with guaranteed anonymity. The Skype names were specially made for this project 
and the recordings were destroyed as soon as they were transcribed by the researcher. By doing 
this it was possible to talk with higher ranking individuals in prominent companies and in 
government organizations. 

The follow-up interviews were done to enrich the data collection; and in the view of Louise 
Barriball and While, using personal interviews as the method for data collection has a number of 
advantages [79]. It can overcome questionnaire survey in terms of the poor response rates. It is 
very useful when trying to explore attitudes, beliefs, values and motives [80][81]. It can, when 
discussing sensitive issues, provide the researcher with the chance to evaluate the validity of the 
respondent's answers by monitoring non-verbal indicators [82]. Moreover, comparability might 
become easier since the researcher can ensure that all questions are answered by each 
respondent. In fact, it ensures that responses are formulated by the respondent without receiving 
support from others [83]. 
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4.2. Analysis of the Survey 
 

Question 1: What is your position within your organization? 

The respondents, according to the figure, held positions in management, IT and marketing 
management. There were not many responses at C-Level and these were medium sized 
businesses and not government organizations. However, there were a few government 
organization respondents at lower levels. In fact of 110 respondents 44 worked for government 
organizations. These were acquired with a solid guarantee of anonymity, and there was a 
connection to the researcher through friends and colleagues to the respondents, though few had 
actually ever met in person. 

 

Figure 4. Position within your organization: 

CTO = Chief Technology Officer NTWRK MGR = Network Manager MKTNG MGR = Marketing Manager 
CIO = Chief Information Officer NTWRK ENG = Network Engineer DIR SCRTY = Director of Security 
DIR IT = Director of IT DIR MKTNG = Director of Marketing SCRTY MGR = Security Manager 

 
Question 2. Is your organization a government entity? 

This question was asked in order to be able to see similarities and differences. Forty four of 110 
are 40% of respondents. In some ways this is a higher ratio than in reality, but the aim was to get 
a half and half mix, which did not happen. It seems that management personnel at government 
organizations do not want any publicity. 
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Figure 5. Business VS Government Organizations 

Question 3. Of non-government organizations does your organization fulfill government contracts? 

Seventy percent of the non-governmental business organizations fulfill government contracts. 
This is because government contracts are often lucrative and the payer is reliable. It would be 
expected that those organizations that take government contracts would be more concerned with 
security and less likely to use public cloud. This was checked, but there was not enough 
difference to be considered valid between those organizations that take government contracts 
and those who do not, except that smaller businesses were less likely to take government 
contracts. 

 

Figure 6. Businesses with Government Contracts 

Question 4. In Terabytes, how much data storage does your organization use, and what is the mix of primary 
data and backup? 

This question did not really solicit any reliable information. Whether this was because these 
respondents were unwilling to share this information or simply did not know, there were too few 
responses to be definitive. Nearly 40% of all respondents indicated that they did not know. 
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Others probably guessed. All respondents indicate that their data was in excess of 5 petabytes (1 
petabyte = 1024 terabytes) including primary and backup. Primary data accounts approximately 2 
to 3 petabytes while the backup size more than 3 petabytes. This is not surprising when one 
considers that many organizations have never audited their data. Moving to the cloud often 
promotes an audit of data. 

Question 5. How long does your organization keep data backups?  

None of the participants chose under 4-5 years. Seventeen percent of the respondents from 
business organizations chose 4-5 years while none from government organizations had the same 
range. Nearly half of business respondents chose 6-10 years while only 7% are from government. 
The responses of “mixed” were 16% for business and 21% for government. Twenty percent of 
the business respondents selected “forever” compared to 72% to those from government. 
Percentagewise, government organizations whose employees chose “forever” were more than 
half, while only a fifth of businesses selected “forever”. It is assumed that these “forever” 
backups are on DVD or WORMs. The fact that 60% of businesses fulfill government contracts 
may be responsible for the high number of businesses that keep backups forever. 

 

Figure 7. Longevity of Backups 

Question 6. What are your responsibilities concerning security? 

It is a little surprising that fully 45% of participants had no responsibility at all for security. It was 
expected that nearly all participants would have some responsibility. However, the number of 
non-IT participants may explain this. Security has become quite specialized and has certainly 
become more complex to a geometric degree in the past ten years. Therefore, fewer people know 
enough about security now to be involved with it within companies. They learn just enough to 
manage their own access and no more.  As reported by Solms and Solms, there are 10 deadly 
sins of information security. The first among these sins is not realizing that information security 
is a corporate governance responsibility. Executive management can be held personally liable in 
some cases if company information assets are compromised which can cause serious financial 
and legal implications for a company. It is therefore the responsibility of executive management 
to broadly report to the board of the company the protection of information assets [84][85]. 
Every company in Australia, as stated by Solms, should have, by law, an official (Information) 
Security Policy and Acceptable Internet Usage Policy in place [86]. Moreover, Solms argued that 
the two dimensions, IT Governance and Corporate Governance, of Information Security 
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Management should be totally separate, and housed in separate departments for good 
Information Security Governance [87]. 

 

Figure 8. Security Responsibilities: 
Ent Org = Total for the entire organization Dept only = Individual department only 
IT Dept = Only IT department R & D = Research and Development 
 
Question 7. Has your organization adopted, or are there plans to adopt, cloud computing? 
The adoption of cloud is becoming quite popular among businesses, but government 
organizations are definitely lagging behind. If comparing the “adoption of cloud” graphs below 
showing information from participants working for business organizations to those working for 
government organizations; it is clear that government organizations are only beginning to look at 
cloud use. Those that have not adopted the cloud at all tend to be using their own private cloud 
or planning to do so. The government chart shows that 21% of government organizations 
provide their own cloud, while 36% are constructing one. However, around a third has no plans 
for cloud adoption at all, and 7% are still researching, while none are negotiating with a provider. 
One can infer from this that those government organizations which may or are adopting cloud, 
are creating their own private cloud. This seems quite limiting, since it eliminates the elasticity 
acquired from third party providers. The chart for business organizations shows huge differences 
in the use of third party providers (businesses 18% over 2% for government organizations) and 
negotiations with cloud providers (businesses 29% to government organizations at zero %). 
While 41% of the business participants provide their own private cloud, 21% of the government 
provides their own private cloud. Nearly a third of government respondents replied with no 
plans for cloud compared to only 1% from businesses. 
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Figure 9. Adoption of Cloud: Business Organizations 

Figure 10. Adoption of Cloud: Government Organizations: 

1. Yes, we use a third party provider 4. Yes, we are negotiating with a provider of public cloud 
2. Yes, we provide our own private cloud 5. Yes, but we are researching the options 
3. Yes, we are constructing our own private cloud 6. No, we do not use or plan to use cloud computing 
 
Question 8. If your organization is using or planning to use cloud computing, what mix of private versus public do 
you plan? 

The top bar on the figure below is for government organizations while the bottom bar indicates 
responses from business employees. So businesses, including the 70% that fulfill government 
contracts, use a mix of 60% private and 40% public, while the government organizational mix is 
90% private and 10% public. Does this mean that only 10% of government data is public, while 
40% of business data may not be private? If looking at the differences in numbers, businesses 
plan to use one third less private cloud than the government and four times the public cloud 
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than government. So not only are government organizations adopting to use cloud less, but they 
are using providers less and priding their own private cloud more.  

Figure 11. What mix of private versus public cloud does your organization plan/use? 

Question 9. How much redundancy does your organization have for your data? (If you also use hard copy backup 
mark that also.) 

These numbers add up to more than 100%, because the bottom option could be marked in 
addition to the others. One layer in-house backup is only used by very small businesses, while no 
government organizations use only this method. Two layer backup was also not popular with 
four businesses and no government organizations used it. Almost three quarters of businesses 
opted for three layer backup with only around 20% of government organizations finding this to 
be adequate. The balance of businesses, about 14%, and the nearly 82% of government 
organizations used four layer backup. Of all respondents, only six government workers did not 
indicate that they also backed up with hard copy. This is not to say that these 104 organizations 
back up in hard copy 100%, but only that they use it. 

 
Figure 12. How much redundancy does your organization have for your data?
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Question 10. Does your organization have a tested disaster recovery plan? 

Thirteen of the 66 business respondents indicated that they do not have a tested DRP. The word 
“tested” may have made some answer negatively, even though they have a disaster plan, because 
it may not have been tested. Most businesses and all of the government organization did have 
attested DR program. It is very crucial for organizations especially government to have a tested 
DRP. Fallara argued that if the US World Trade Center did not have a backup plan, its financial 
as well as economic system would have been lamed. This should be a wakeup call for many 
companies [88]. All small businesses, Spillan and Hough claims, have high probability to face 
some type of crisis.  They further dispute, with a pessimistic observation, that without a disaster 
recovery plan 90% of businesses would fail within two years of a disaster [89]. 

 
Figure 13. Does your organization have a tested disaster recovery plan? 

Question 11. Does your organization have a tested business recovery plan? 

The numbers for having a “tested” BRP were almost the same as for a DRP. The researcher was 
reluctant to define the differences between DR and BRPs. Most IT people know the difference, 
but laymen may not. DR generally deals only with data, while business recovery indicates the 
availability of everything necessary in order to continue doing business. This may include 
workspace, power and telephone plus all the computer equipment and servers. This is to allow 
businesses to get up and running as quickly as possible after a real disaster. DRPs include 
physical options, but many “disasters” involve only data loss. Without an adequate business 
recovery plan in place, fifty percent of all businesses stricken by a crisis will not survive [89][90]. 
A good business continuity plan is like an insurance for the company, you will only know it’s 
worth when you face a crisis [91]. 
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Figure 14. Does your organization have a tested business recovery plan? 

Question 12. If your organization has not and does not plan to adopt cloud computing, what are the reasons? 
(Mark all that apply) 

Of the sixteen respondents that indicated they had no plans to adopt the cloud, fifteen worked 
for government organizations. The business participant indicated that they tried but didn’t like 
the cloud. The rest of these responses were from participants who work for government 
organizations. Not only security and cost, but also service outage, performance, compliance, 
private clouds compatibility requirements, integration and environment are issues that Kim et al. 
claim to impede rapid adoption of cloud computing [7]. 

 

Figure 15. Reasons for not adopting cloud computing 

Question 13. On a scale of 1% to 100%, how much more secure do you believe in-house storage is versus storage 
in a cloud provided by a reputable provider? 

In response to this question the average among respondents from business organizations was 

80%, but the average among respondents from government organizations was 90%. Sehgal et al. 
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considered cloud providers as semi-trusted suppliers [92]. Therefore, availability and integrity of 

data must be checked [93][94]. For that reason, they suggest Proof of Retrievability (POR) 

checks as an option [95].  

Figure 16. Security of in-house storage VS cloud storage 

Question 14. On a scale of 1% to 100%, how much more secure do you believe private cloud is versus public 
cloud? 

The responses for this question were 75% among business participants and 95% among 
participants from government organizations.  

 

Figure 17. Security of private cloud VS public cloud 

Question 15. If you have or might adopt cloud computing, what security measures would you require from your 
provider? Mark all that apply. 

If looking at these numbers it becomes evident that all participants indicated that their 
organizations require at least encryption, access authentication, antivirus protection, firewall 
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protection, and 24/7 access monitoring using artificial intelligence with human backup. 
Businesses were not as interested in triple redundancy data backup or triple layer access controls, 
which were popular among government agencies. Multiple analyses are possible using this chart, 
and the implications suggest that government organizations are far more security conscious than 
private industry. 

Most systems, as Velte specified, use a combination of techniques to secure data which includes 
encryption, authentication processes and authorization practices. Encryption and authentication 
can secure a cloud session [96]. Data confidentiality and auditability are one of the top 10 
obstacles, which Armbrust et al. mentioned, for growth of cloud computing. Armbrust et al. also 
specified that encryption, VLANs and firewalls can be an opportunity for that obstacle [5]. 

 

Figure 18. Expected security measures from Cloud Provider 
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4.3. Follow-up Interviews 
Participants who agreed to a follow up interview were guaranteed anonymity. So each of the 28 
participants created a special Skype name for interviews and communicated a time range during 
which they would be available for a very shot interview. They used their participant number 
from the survey and any first name they chose. The participants were directed to change their 
Skype names on the account used or simply delete the account after the interview. Most of the 
participants had headsets, so the interviews were recorded and transcribed later. The recordings 
were destroyed upon completion of the transcription. Of the 28 participants, only 14 were 
actually involved in IT. Ten participants were from government organizations, while the other 18 
were from business organizations. Non-IT participants were managers, especially in marketing. 
These participants were asked only two questions, while the IT people were asked five questions, 
including the two asked of the non-IT participants. Most interviews with non IT personnel took 
less than five minutes, while it took about ten minutes with IT personnel. By doing these 
interviews the researcher acquired a deeper understanding of attitudes and the actual situations in 
some companies and organizations. All the interviewed participants worked in larger 
organizations, with six non-IT and four IT people from government organizations. 

4.3.1. Interviews with Non-IT Personnel 
Two questions only were asked of these participants: 

1. What benefits can cloud computing offer for your job? 
2. What dangers do you see in adopting cloud computing? 

4.3.1.1. Question One:  
What benefits can cloud computing offer for your job? 

There were fourteen participants not involved in IT, of which six were from government 
organizations. While they do not really have a marketing department, public relations do much 
the same jobs, and so these were classed as marketing managers. Among the fourteen 
participants, the most popular answer was that cloud offers mobility and access on all kinds of 
devices from anywhere in the world. This was seen as a major plus with sales people and anyone 
who had to travel. A couple of respondents who had to travel for a government agency really 
were very interested in being able to run applications from their home office anywhere without 
installation.  

Everyone in marketing liked the idea of having access to data on the road and being able to 
modify files from a tablet and not have to carry a heavy laptop. A couple of responders said that 
they thought it would solve their storage problems. It was also mentioned that it might eliminate 
the constant upgrades. Some of the sales people thought it would be good to have company data 
and customer access separated in different places. Almost all participants mentioned better 
communications options. 

Marketing managers thought that cloud would offer their departments’ better communication 
with specialized email for mobile devices and collaborative documents on line. The idea of 
instant updates to customer lists and the ability to track shipments on the road was attractive. 
Those who mentioned it said that their company personnel were just not able to keep up with all 
reporting going through company servers.  

4.3.1.2. Question Two:  
What dangers do you see in adopting cloud computing? 
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There were much more responses to question two, especially among employees of government 
organizations. However, it was not all positive. Security concerns ranged from simply the idea 
that data would be no longer in house but in a public cloud was a serious concern. An even 
bigger concern was moving to the cloud. Several respondents did not understand how this could 
be done securely. In addition they worried that people would have to learn all new protocol. The 
aforementioned real time updates of databases that were thought to be such a benefit seemed to 
be also a real concern for security. They felt that anything that is easy to access must also be easy 
to invade. 

4.3.2. Interviews with IT Personnel 
The IT personnel, with four out of fourteen from Government organizations, were asked the 
same two questions as non-IT participants plus three more. 

1. What benefits can cloud computing offer for your job? 
2. What dangers do you see in adopting cloud computing? 
3. Tell me about the situation concerning cloud adoption in your organization. 
4. What is the prevalent attitude towards using the cloud in your organization, and how 

might this change? 
5. What provisions will/did you seek in an SLA with a provider? Is there adequate legal 

backup in your country to enforce the terms? 

4.3.2.1. Question One:  
What benefits can cloud computing offer for your job? 

The IT personnel were much clearer about the benefits of adopting the cloud and all agreed that 
it will be required from all organizations that want to keep up. Nearly everyone brought up the 
flexibility offered by the cloud. This elasticity of storage and access was a prime consideration, 
because most organizations simply could not do this for themselves. Directors of security 
particularly pointed out that DoS attacks would be greatly diminished if applications were run in 
the cloud and on a provider’s servers with instant scalability.  

Most IT participants said they liked the increased security of having the cloud provider’s secure 
layers over their own. Security specialists really liked working with cloud providers to create 
custom security protocols to fit their organizations’ unique needs. One director of security said 
“I learned a great deal from the specialists of our cloud provider and implemented some new 
protocols in our company.” Mostly when asked about security, IT people thought of the security 
of data integrity as much as network access security, and the extra layer of backup provided by 
operating in the cloud was a benefit they all mentioned, even those from government 
institutions. 

IT network managers were mostly glad of having certain problems removed, such as deciding 
how many servers were needed, what equipment had to be upgraded, and when to increase 
network capacity. Several mentioned that they could finally stabilize their networks for the first 
time, since they did not have to worry about public traffic or company data access by employees. 
One even mentioned that “I got more time with my family now since we were nearly completely 
migrated to the cloud.” Participants said that they could now consider the company’s core data, 
which stayed in house, and the internal applications as the governing force for network 
expansion and improvement. Most seemed to think that using the cloud would eliminate the 
need for constant internal expansion, and would also allow them to work with equipment longer, 
since they did not have to provide the speedy public access to their websites. 
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The participants from government organizations all were very positive about the benefits, but 
they also mentioned that there has to be a cost somewhere for the added capacity and 
convenience and flexibility, and they were sure that this would be in the area of security, though 
none could really point to any such problems yet. They did like being able to get public access 
off their servers, also for security reasons. One respondent put is as, “well there is a definite plus 
in not having all kinds of ordinary citizens poking around on our servers any more. If we keep 
our internal operations separate from public access I feel much more secure.” 

4.3.2.2. Question Two:  
What dangers do you see in adopting cloud computing? 

This question showed the most differences between business and government organizations. 
Participants from business organizations had few criticisms of cloud computing, but did mention 
that companies had to remember that not all providers of cloud are equal. More than half of the 
participants mentioned the necessity for a very detailed and clear SLA with the cloud provider. 
Penalties for outages or other problems that result in loss of revenue or reputation because of 
cloud outages or other problems need to be carefully documented in legal terms and signed. One 
danger was mentioned by only one respondent, that “the employees would become ‘spoiled’ 
with so much power instantly available.” He mentioned that “coders used to write very tight 
code; until storage became so cheap they no longer needed to do that.” The participant thought 
that “perhaps people would get lazy about backups and not keep control of multiple copies of 
their files.” 

Participants from government organizations thought that they had to be very careful when 
choosing a cloud provider, or they may have data leaked. Therefore, they had to vet providers 
carefully for their possible conflicts of interest. Several participants said they were nervous 
anyway about losing control of their data. Two participants from a government organization said 
they were planning to do a WORM backup before even putting public access on the cloud. 

One participant from a US government organization voiced the opinion that “the government 
should create a new department to provide cloud access to government organizations.” He said 
that “if that happened, a lot of organizations not planning to adopt the cloud would then change 
their minds.” China does provide cloud to their government offices and also to government 
owned companies, such as banks, oil companies and telecoms. One European respondent 
mentioned that “any company that could provide cloud only for government organization in the 
EU would have a very lucrative market.” 

4.3.2.3. Question Three:  
Tell me about the situation concerning cloud adoption in your organization. 

This question either took very little time to answer in the case of organizations currently not 
even considering adopting the cloud (all government among these respondents), or it took 
several minutes for the participant to completely outline the situation. Most were in process of 
moving to the cloud, though none had completed such an initiative. However, it seems that 
every organization has a different idea of what they need from a cloud provider and how they 
plan to use it. One participant mentioned that “the planning was the second most complex and 
difficult part of such an initiative, with convincing other departments that it had to be done, or 
proving the Return on investment (ROI) to finance.” 

Respondents from government organizations indicated that their organizations were, at best, 
very slow to adopt the cloud. Lots of research and vetting of possible providers was the state at 
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one organization with absolutely no adoption of the cloud as yet. Other respondents indicated 
that some public access had been moved to the cloud, but that it was their own private cloud at a 
remote location. Financing cloud adoption was another problem mentioned, since whole new 
budgets had to be created to support it. 

The participants from business organizations all were more advanced in cloud adoption than any 
government organization represented, but most had not completed the migration. One specified 
that they “moved public access and databases to the cloud, but was still planning what else to 
do.” All business participants said that eventually they would have a mix of cloud and non-cloud 
with different access levels and a mix of public and private cloud, with the possibility of adding 
dedicated public cloud. It was explained that all servers in a given location were devoted to their 
company and if needed, new servers would be brought in using mobile tractor-trailer setups also 
dedicated to only their company. All of the business organization participants indicated that 
cloud was being adopted. Many indicated that they had adopted the cloud for their less sensitive 
data as a test case and that this was going very well. 

Some companies were documenting their progress as a sort of test case for satellite, partner and 
subsidiary companies. They all expected success to varying acceptable degrees, but they were 
interested in acquiring as much information as possible before adopting the cloud enterprise-
wide. Two participants were with very large global enterprises and were keenly interested in 
finding a way to adopt the cloud for all their installations. All of the respondents indicated that 
moving to the cloud had not been a fast decision nor an “all or nothing” case. Cloud has actually 
been around quite a while, but actual cloud services provision is relatively new. Participants 
indicated that choosing a provider and setting up the SLA was the more carefully done part of 
the initiative. Some companies are actually using more than one provider and tracking problems 
and service. 

4.3.2.4. Question Four:  
What is the prevalent attitude towards using the cloud in your organization, and how might this change? 

This question took very little time. Most respondents from business organizations indicated that 
the attitude was fairly positive, since early experience was proving the value. A few respondents, 
including all but one of the participants from government organizations, indicated that the 
attitude was still a little stressed. They were not sure they were going about it right. The 
participants from government organizations said they knew it had to happen “eventually” but 
lots of people were happy to put it off. Two men said that there was a lot of research going on in 
order to prevent any actual action.  

As for how things might change, most participants indicated that acceptance by other 
organizations or lack of bad news concerning the use of cloud would probably change attitudes. 
All participants indicated some version of “time”. That is they expected time would prove the 
technology. One mentioned that “solid research would help.” Most said something about 
experience would make it routine. Two of the government employees said that they expected 
that the only way attitudes would change would be after they are forced to adopt the cloud, 
providing it is successful. 

4.3.2.5. Question Five:  
What provisions will/did you seek in an SLA with a provider?  

Is there adequate legal backup in your country to enforce the terms? 
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All respondents indicated that they would, or had, sought uptime and security guarantees with 
some kind of enforceable civil penalties, since there was simply not enough legal backup in the 
national law. Most governments lag behind in updating laws to include cyberspace and 
cybercrime, so even when they can track criminals or when negligence is proven on the part of a 
provider, there is not much that can be done, because the law lacks teeth. So organizations try to 
put teeth into the SLA whenever possible. However, the situation may be vastly different in 
different countries. For example, in China, one respondent said that “the only recourse we had 
was guanxi (or guan-shi / guan-shee).” That is damaging the reputation of the provider through 
their own guanxi network. Guanxi, according to the Chinese system, refers to doing business on 
the basis of personal relationships [97][98][99]. “Government,” she said, “would punish bad 
providers, but the punishment is not enough when there are millions of new customers.” She 
indicated that “the best choice for a cloud provider would be the government, as they have the 
resources, but even solid contracts would take long times, maybe years, and cost the company a 
lot of money to be ruled upon if there was a breach, so most companies provide their own cloud 
and some share with other companies in their networks.” 

American and Canadian respondents mostly said SLAs were as good as they could make them, 
and that they really had not had much trouble with them, as most providers of stature were as 
good as the negotiated SLA. What was important was to make sure the SLA was solid, and not 
accept the draft offered by the provider, as it contained many escape clauses that protected the 
provider, but not the client. Asian respondents were all different in their confidence in cloud 
provider SLAs from the most confident in Saudi Arabia and the least in China, with Japan more 
confident than China. The Japanese participant mentioned that honor, or reputation, was a 
strong motivator. Respondents from European companies said much the same thing, but they 
varied in their opinions of how enforceable contracts might be. The UK respondents seem a bit 
more positive about enforcement and placed a higher value of a good SLA. Australian and New 
Zealand respondents seemed to have more confidence in SLAs and government action, than 
most other countries, perhaps due to the smaller pool of new customers for providers. 

Participants from government organizations were actually more confident that a good SLA 
would be enforceable, because they were government organizations. However, the prevailing 
attitude in government organizations was that change was bad. One respondent from the US 
said, “We don’t fix what ain’t broke.” So until something does not function, change is seldom 
considered. That is why cost savings are not really an inducement for government organizations. 
Until their budgets are cut or their current operations do not work, there is little attraction in the 
cloud. 

Quite a few participants worried about adopting the cloud too quickly, even among those from 
organizations which already had. They worried that this would only add more confusion and 
create more ways for security to be breached if there was not more planning behind it. They 
cited stories of other organizations that had big problems when the providers could not deliver 
as promised. While most believed that moving to the cloud was inevitable, none were really sure 
what the best way was to do that. Two participants from very large organizations did believe they 
had the right mix of public and private, but were not sure it was being utilized as well as possible. 
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Chapter 5 

Conclusions 
5.1. Overview 
For this research a mixed methods approach was adopted with a quantifiable survey to cover the 
major questions and in-depth follow-up interviews to provide a more in-depth understanding of 
the current situations regarding adoption of cloud computing, especially by government 
organizations, which lag behind business enterprises. At the outset the literature was searched for 
reasons for this vast difference in adoption rates. Some literature was found that addressed this 
point, but it was not definitive. Therefore, the actual technology involved, the processes of 
moving to the cloud, security issues and benefits versus problems were researched to provide a 
useful understanding of the complexity of the subject to support the findings of the primary 
research. 

As it turned out, just during the time between the researcher’s formal studies and the last stages 
of writing this dissertation, the technology underwent vast changes. These changes were a result 
of rapid development of deployed cloud systems, research on the part of large providers, such as 
Dell, Microsoft, Amazon, Google, Salesforce and others. Cloud has evolved from huge 
stationary locations for providers to scattered distributed computing sites in order to insure 
uptime and prevent data loss. Lessons learned regarding business recovery after Hurricane 
Katrina. Too many businesses were not up and running for weeks or months, and some never 
recovered [100][101]. Hard copy backup was almost nonexistent and backups anywhere near the 
business site were sometimes destroyed. Decentralization of backups can minimize the loss of 
data. 

Having a DRP and BRP is not enough. They must be tested. The cloud can be used to do just 
that in a series of simulations and these can be repeated at random intervals like fire drills. Every 
company, bigger than a mom-and-pop gas station, should be doing this. Most companies do not 
have the free computer space or computing power to do this. This is where the cloud can be 
very valuable, both in regular planning and testing of DRPs and BRPs and in implementation 
should the need arise. 

5.2. Conclusions from the Literature 
This literature showed clearly how very complicated the migration to the cloud can be. From 
deciding what type or mix of types of cloud the enterprise will use to deciding how services and 
data will be configured and accessed to setting up security measures, auditing company data, 
creating DRPs and BRPs with the cloud integrated into the entire process, creating and 
negotiating the right SLA and planning an roiling out the migration, the process of adopting 
cloud are far from simple. In fact the process of moving to the cloud is so daunting that few can 
believe it will actually simplify operations, lower costs and increase security. That it will, indeed, 
do just that is well documented in the literature and is being proven to be true as time goes on. A 
recent report done by Forbes Insights in collaboration with KPMG based on the results of 
surveying 429 government executives and managers in 10 countries, as well as 808 executives in 
the private sector, shows that cloud adoption with respect to government entities is happening 
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slowly and that security remains the biggest concern [102]. More and more businesses are 
adopting the cloud successfully and with the large well-provisioned providers, there are fewer 
breaches. There is a perception that there are more breaches, because they are more public, but 
actual statistics do not bear this out. Basically businesses need to decide what kinds of services 
they need and create a plan that includes a mixture of cloud that serves those needs. In addition, 
SLA concerns are primary, and these agreements must include every possibility that could lead to 
loss of any kind [103]. For example, the most secure is internal private cloud, but it may be that 
an externally provisioned private cloud will do as well for less cost and no loss in security, 
especially if a careful data audit has been done [104]. Moreover, several technologies have been 
around that can be used to secure the cloud. Lombardi and Di Pietro proposed a novel 
architecture, Advanced Cloud Protection System (ACPS), which can be deployed on cloud 
solutions and can monitor effectively the integrity of guest and infrastructure components [105]. 
Encrypting data at the source provides double protection and each authorized user can have 
their own private key to the same data. This would also provide for access logging in order to 
audit dispersal and use. That there are many issues involved in moving to the cloud is not 
surprising. There are as many issues in not doing so. In fact, companies that cannot embrace 
change as a constant will be left behind.  

5.3. Conclusions from the Primary Research 
Government institutions in some places are adopting the cloud. All are using it, whether they 
realize it or not. However, the use is mixed and not a matter of policy. Most use selected services 
that happen to be in the cloud, such as MS Office 365 or Google Docs. The follow up 
interviews involved a few participants from government organizations, and they all voiced 
concerns over data integrity and safety in the cloud. Security is a huge concern. This is the 
primary concern with all respondents. 

5.4. About the Mix 
The sample mix was carefully created in that only responses from people with relevant positions 
within their organizations were included. Most others were screened out by the first question if 
they went past the invitation that specified the named positions. Still, there were only a few c-
level respondents, as this group is generally very busy. Of the 110 respondents 44 worked for 
government organizations, which was really appreciated. This was probably due to the fact that 
personal emails were used. The emails were sent out to the researchers personal contact list and 
recipients were asked to forward it to their personal contact lists. Responses were received for 
several weeks, though they dwindled after three weeks to a trickle. The bulk of the responses 
were from IT personnel and marketing managers from director down to department managers. 
Marketing managers have a strong stake in data and generally benefit greatly from migration to 
the cloud. Most PR managers in government organizations do the same type work, but do not 
really sell anything. IT directors, network and department managers are all heavily invested in 
storage and functionality, and highly concerned about data and security.  

Even though the sample was carefully created there seems to be quite a wide spread of different 
understandings of cloud. The question occurs whether the different attitudes influence the wide 
range of different plans among those in the process of cloud adoption or whether the different 
plans and amalgamations influence the attitudes of the respondents. There is certainly some of 
both, but one wonders what the strongest influence might be. 

The question about the longevity of backups netted some very surprising answers. It was 
certainly expected that organizations, especially government organizations, kept backups a long 
time, but almost no respondents marked less than five years. When the amount of data produced 
is considered, that is a lot of backup and a lot of space. Even if the last backup is done on blue 
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ray disks or WORMs, that is a significant amount of work and space. The researcher regretted 
not having asked about data audits. Data auditing can help greatly in eliminating unnecessary 
stored data. Not only does that affect the given organization, but it affects all the other 
organizations sharing cloud storage space. This even affects the end user of the products and 
services of these organizations as any extra expense ongoing will raise the price of the products. 

5.5. Some Surprising Results 
It was expected that most respondents would have some responsibility for security, but 45% do 
not have any responsibility. That is still more than half that do, but it would seem that 
concentrating the responsibility for security into fewer hands would perpetuate the attitude that 
security is not important. Since compliance has become so important to security it might be a 
good idea to spread some of the responsibility around. This could help make people more aware 
of the importance of compliance. 

The actual numbers concerning cloud adoption were encouraging until they were separated into 
business and government organizations. More than a third of government organizations have no 
plans to adopt the cloud. The difficulty here is that it is becoming more apparent that cloud 
adoption will become necessary. Budgets and working requirements will mandate using the cloud 
eventually and probably much sooner than any of the organizations with no plans can possibly 
imagine. Governments around the world are being asked to do more for the people all the time, 
meaning that individual departmental budgets that are not already strained will be. It is possible 
that organizations simply do not realize the tangible savings of migrating to the cloud. 

Almost one fifth of business organizations use third party providers and 29% more are 
negotiating with providers. Many of these still have dedicated private cloud, since their accounts 
reside on certain servers. One Director of IT mentioned that “our provider kept all of our data 
on one set of servers and this was only expanded to other servers set aside for peak use when 
necessary. We had designated what data could be expanded to shared servers and what could 
not.” This same company also does periodic data audits to keep data from exploding into more 
space. 

Less than half of business organizations provide their own private cloud and 5% more are in 
construction. Business organizations do not favor providing their own private cloud as this 
eliminates most of the cash savings. It provides better service to internal clients and employees, 
and streamlines WSs, but these companies are spending the same amount on equipment and 
human resources as they would without the cloud. Some respondents whose companies have 
their own private cloud voiced doubts about the ROI. They all agreed that the mobility of data 
was needed, but they thought the company would save money by opting for third party private 
cloud provision or by cooperating with suppliers and partners to contract for third party service. 
The idea was that if one of them has downtime, it affects all the others, so why not share a cloud. 
One director of IT said that “our organization was looking at these possibilities in light of the 
cost.” Most respondents in industry said that it made sense to hire a company that specializes in 
cloud provision as long as they had solid beneficial SLAs. One respondent said, “After all, we 
don’t make our own screws, or even shipping boxes.” 

With 57% of government organizations either hosting their own private cloud or constructing 
one and 34% with no plans to adopt cloud it seems that government should look at becoming a 
provider. That is 91% of government organizations that could benefit from this. Even if this 
sample is somehow not representative of government organizations around the world, the real 
numbers cannot be that far off. A government cloud created and maintained by the government 
and shared only by government organizations would seem to be an excellent way to save 
government funds. However, this may not be as attractive as it seems to national governments if 
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all departments have individual budgets. Still, it should result in small savings, and even one 
percent is millions in some countries. 

 
5.6. Concerning the Literature and the Interviews 
Various governments around the world are looking at the possibility of either creating their own 
cloud or contracting for one to be provided as a private government cloud. Hunter discusses 
arrangements between International Business Machines Corp. (IBM) in its Secure Multi-Tenancy 
Cloud (SMTC) system and the British government [106]. This is a surprising difference among 
worldwide countries. It seems that government in the UK is stealing a march on business and in 
the process having a strong influence upon development directions [106]. This is a very recent 
publication, so some of the recipients may not be aware of this trend. Respondents from 
Australia did indicate that their government was very involved in cloud development. Their G-
Cloud is motivated by high development costs and is also an attempt to synchronize 
development. All levels of government in the UK are adopting it. This is a fundamental change 
in procurement processes and policies and it seems to be working, though the final results are 
not yet clear. IT requires a huge change on the part of companies taking government contracts 
and a huge investment by the government. However, it is hoped that this will eventually lower 
the costs. The projections aim at savings between £80 million and £120 million annually. If even 
the lower figure is realized it will create a model for global governments. A recent survey done 
on 8 European governments namely Austria, Denmark, Finland, France, Germany, Ireland, 
Spain and the United Kingdom illustrate the plan of each of these governments with respect to 
cloud computing [107]. The US government, as Kaufman points out, projects that between 2010 
and 2015, its outlay on cloud computing will be at approximately a 40-percent compound annual 
growth rate (CAGR) and will exceed $7 billion by 2015 [108]. 

5.7. Some Other Cloud Categories 
Hunter described seven levels of cloud with four categories of private cloud from the data center 
internal private cloud to the externally hosted and implemented private cloud. Two categories of 
shared cloud are pay-as-you-go shared cloud and the last category is the government owned 
public/private cloud which may grant access to suppliers and customers. This is the model for 
the UK G-Cloud [106]. This research only considered three categories of cloud, not including 
the externally managed cloud on company servers, and did not include this developing type like 
G-Cloud. The categories were limited to four: private, community, shared and public. So 
applying Hunter’s definitions, we may have more categories and when adding hybrid, the 
possible different configurations mushroom. What seems to be non-cloud adoption on the part 
of government agencies may be simply a matter of definition of what a cloud is. Certainly 
government agencies would consider any cloud implemented and managed internally as private 
and this may be where money could be saved by a G-Cloud type of initiative. 

5.8. Concerning Security 
The U.S. Government Accountability Office (GAO) report noted that 22 of 24 surveyed US 
government organizations indicated strong concerns about cloud security [109]. This was slightly 
lower in this project with only 12 of the 16 respondents from government agencies indicating 
security as their prime worry. However, 90% of the government participants indicated they 
ranked in-house storage of data is more secure than any stored in a cloud and also indicated that 
they thought private cloud was 95% more secure than public cloud. 

Security measures preferred by participants were in groups of three or more. Everyone wanted 
access authentication, encryption, antivirus and firewall protection plus 24/7/365 monitoring by 
both AI and human monitors. Dual authentication access and triple redundancy backup were 
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also very popular. Government organizations favored triple access authentication while business 
enterprises were not so interested with only 14 responses, probably not wanting to irritate 
people. Other measures, such as IP restricted access were not as popular, since this rather defeats 
the mobility factor, unless locations where the cloud is needed are quite limited. 

 
5.9. Other Considerations 
The follow-up interviews gave more in-depth information concerning attitudes and needs. The 
idea that the adoption of some kind of cloud would become necessary was growing, though 
many did not really understand how soon or how it would happen. Government organizations 
seem to be either seven leagues ahead of business, as in the UK and Australia or lagging behind 
in a most disconnected fragmented manner as in the US. Virtually everyone understood the 
benefits of using the cloud, but many still had great reservations about security. 

The numbers of organizations with tested DRPs and BRPs should be 100%, and government 
organizations seem to grasp this better than business enterprises lag behind on this point. The 
value of data audits was discovered more in the literature then in real practice, but as time passes 
they will likely become common practice. Regular data audits can result in great storage savings, 
which translates to both more money and less danger of unauthorized access [110]. 

The 14 different IT respondents offered 14 different descriptions for where their organization 
was in cloud adoption and for the characteristics of their plan. There is no standard. Just as 
content dictates form in literature, need and data dictate format in cloud provisioning. Security 
measures must match both the needs and the company culture. One respondent shared that “our 
company had issued fingerprint readers, but people misplaced them, so IT developed retinal 
photos and the system compared these two photos on file. Every laptop or Smartphone has a 
camera, so this worked.” 

What this research shows more than anything else is that cloud adoption is in flux, the 
development of cloud technology is also in flux and some kind of cloud initiative is becoming 
essential for all medium to large enterprises, whether private or government. In fact, it may be 
essential to most businesses and private citizens that the major governments adopt the cloud and 
create a cloud strategy that models the best possible hybrid mix with the highest standards for 
security and service. It is probably that any provider that does not comply with these standards 
will go out of business, and companies that do not adopt the cloud will not be competitive. 

Cloud computing supports green IT. In fact, balancing energy in processing, storage, and 
transport, as Baliga et al. points out, are factors of green cloud computing. Moreover, cloud 
computing according to Baliga et al., seems to be an alternative to office-based computing since 
it may contribute significantly to energy consumption through its great features of processing 
large amounts of data, management and switching of communications [111]. 

Burns in Network World described 2013 as the Year of the Hybrid Cloud, and this makes sense 
for most organizations [112]. Cloud providers have begun creating custom packages like banks 
do for account services in order to entice more clients. Network World predicts that self service 
provisioning will shrink, smaller providers will vanish and bot system and SaaS will grow. Cloud 
and security software development will soar due to the demand for secure services. Integration 
will be the most sought after skill for new IT employees. From the researchers’ viewpoint, 
security of traditional systems vs security of cloud computing is much similar to security of a 
house vs security of a hotel. 
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Chapter 6 

Reflections, Lessons Learned 
and Suggestions for Future 

Research 
 

What was learned from this research in a big way is that change has accelerated in the IT world. 
Even though the research tried to focus narrowly on cloud adoption it expanded into technology 
and finance, just because those areas are the most affected.  

One thing discovered in this research is that there is no representative group of either businesses 
or government organizations. There is no standard strategy using cloud and no preferred 
methodology of adopting or launching cloud service. Not only does one size not fit all, but each 
deployment is different from every other in some ways. Company culture, business model, 
company size, trading partners and suppliers and location all impact needs.  

Though it is not certain how this research might have been narrowed further, the broadness of 
the subject certainly created difficulties. Creating questions to address the major concerns 
became more complicated once all the new technology was included, and some was left out 
anyway. Perhaps this kind of project is more suitable for a group where speed can be attained by 
distributed labor. 

This research barely touched on the available technologies for cloud, and the possibilities seemed 
to increase while the project was being assembled. Technology changes faster than we can 
document it. The cloud will likely accelerate this rate even more as initiatives like Great Britain’s 
G-Cloud make it more valuable and safer for companies to adopt the cloud. The cloud, itself, 
adds more possibilities for the sharing of knowledge. 

If there were more participants, full analysis of these responses would be very valuable. 
However, with this small sample pool, they serve only to raise understanding of the factors at 
work in cloud acceptance. Numerically, the survey was more valuable as a quantitative tool, but 
restricted by the limited possibilities for response due to the closed-ended nature of the 
questions. A large organization undertaking such a study might be able to gather enough 
information for a definitive description of cloud use and create recommendations for the future. 

While this project certainly showed the current situation why many world governments are 
falling behind industry in adopting the cloud, it showed equally why in some places, such as 
England and Australia, industry is behind government. Frankly, the research shows the benefits 
and problems with cloud adoption very well, and creates a better understanding of why there are 
problems. This technology has been around a long time, but the large initiatives of today have 
not.  As has been the case many times in the past, technology is ahead of planning. Before 
wholesale adoption of cloud computing can be successful, both industry and government have 
to create viable plans for deployment, maintenance and development. Just as the huge expansion 
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of available computer memory on chips has eliminated the need for compact machine coding, 
the availability of storage space threatens to eliminate discrimination concerning the value of 
data. 

If the increased storage space merely induces increased replication of data it will only shift costs 
to the cloud. What was learned from this research is that we need to examine carefully what will 
be done with this new technology before wholesale adoption. Fundamentally we need to 
examine the value of our data. Data audits before planning a move to the cloud will allow both 
industry and governments to plan properly and set policies to control the growth of replicated 
data. It is easier to protect one copy of any type of data and its one or two backups than it is to 
protect ten copies. A new initiative for data auditing, storage and protection needs to be created. 
More is not better. More is harder to protect.  

Future research needs to focus not upon who is adopting the cloud, or how many are adopting 
it, but how it is being adopted. Case studies of mature cloud initiatives would be valuable for 
most companies and government organizations. The ongoing research documenting the UK G-
Cloud initiatives and others like it will be most valuable for planners to avoid costly mistakes. 

The cloud was envisioned in order to resolve two major problems: accessibility to data from 
anywhere and elastic storage that can accommodate peak demand without increasing 
organizational hardware. Adding storage is slow and expensive, and cannot keep up with 
fluctuating demands. Global industries and governments need portable data that is also secure. 
The cloud can provide solutions to these needs, but not just by providing hardware or service. 
Planning is the major key that will create best practices for cloud computing.  Researching these 
“best practices” and creating guidance for SLA negotiation is the next best direction for research. 



53 

Appendix 
1. Survey Questions for IT professionals on Moving to the Cloud 

1. What is your position within your organization? 
________________________________________ 

2. Is your organization a government entity? 
a. Yes_____ 
b. No_____ 

3. Does your organization fulfill government contracts? 
a. Yes _____ 
b. No _____ 

4. In Terabytes, how much data storage does your organization use, and what is the mix of 
primary data and backup? 

a. __________ Terabytes primary data 
b. __________ Terabytes backups 

5. How long does your organization keep data backups? 
a. _____ 1 year 
b. _____ 2-3 years 
c. _____ 4-5 years 
d. _____ 6-10 years 
e. _____ mixed with minimum 1 year ranging to 10 years or more 
f. _____ forever 

6. What are your responsibilities concerning security?  
a. _____ Total for the entire organization 
b. _____ Only IT department 
c. _____ Individual department only 
d. _____ Research and Development 
e. _____ None 

7. Has your organization adopted, or are there plans to adopt, cloud computing? 
a. _____ Yes, we use a third party provider 
b. _____ Yes we provide our own private cloud 
c. _____ Yes, we are constructing our own private cloud 
d. _____ Yes, we are negotiating with a provider of public cloud 
e. _____ Yes, but we are researching the options 
f. _____ No, we do not use, and do not plan to use, cloud computing 

8. If your organization is using or planning to use cloud computing, what mix of private 
versus public do you plan? 

a. _____ % private 
b. _____ % Public 

9. How much redundancy does your organization have for your data? (If you also use hard 
copy backup mark that also.) 

a. _____ One layer in-house backup 
b. _____ Two layer in-house and remote backup 
c. _____ Three layers in-house, remote and RAID 
d. _____ Four or more layers, including in-house, remote and RAID plus third 

party provisioning 
e. _____ In addition to the other marked plan all data has a hard copy backup 
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10. Does your organization have a tested disaster recovery plan? 
a. _____ Yes 
b. _____ No 

11. Does your organization have a tested business recovery plan? 
a. _____ Yes 
b. _____ No 

12. If you answer to question 7 was No, what are the reasons? (Mark all that apply) 
a. _____ Too costly 
b. _____ Reservations concerning security 
c. _____ No need 
d. _____ We tried it and did not like it 

13. _____% On a scale of 1% to 100%, how much more secure do you believe in-house 
storage is versus storage in a cloud provided by a reputable provider? 

14. _____% On a scale of 1% to 100%, how much more secure do you believe private cloud 
is versus public cloud? 

15. If you have or might adopt cloud computing, what security measures would you require 
from your provider? Mark all that apply. 

a. _____ Encryption 
b. _____ Triple redundancy backup of data 
c. _____ Access authentication 
d. _____ Dual layer access authentication using combination of password and 

either electronic or  biometric means 
e. _____ Triple layer access authentication using password, electronic and biometric 

authentication 
f. _____ IP address based restricted access plus password 
g. _____ Varied access authentication by authorization of user 
h. _____ Antivirus protection 
i. _____ Firewall 
j. _____ 24/7 access monitoring by AI and human 
k. _____ Other Please specify 

2. Interview Questions with Non-IT Personnel 
1. What benefits can cloud computing offer for your job? 
2. What dangers do you see in adopting cloud computing? 

3. Interview Questions with IT Personnel 
1. What benefits can cloud computing offer for your job? 
2. What dangers do you see in adopting cloud computing? 
3. Tell me about the situation concerning cloud adoption in your organization. 
4. What is the prevalent attitude towards using the cloud in your organization, and how 

might this change? 
5. What provisions will/did you seek in an SLA with a provider? Is there adequate legal 

backup in your country to enforce the terms?  
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