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Abstract 

This research was conducted to ascertain how critical Information assets are managed in the 

context of Rural and Community Banks in Ghana. Rural and community Banks play a very 

important role in the banking industry in Ghana. They were set up with the aim of providing 

Banking needs for those in the rural areas who are predominantly peasant farmers and artisans. 

The rural and community banks (RCBs) have undergone a lot of changes in recent times. Until 

recently they were working with a manual system. However, they are faced with a lot of 

competition from the commercial banks for customers in the rural areas because their coverage 

has gotten there. As a result of this, the rural and community Banks have been networked to take 

advantage of technology in order to stay in business and this has brought a lot of security 

challenges onto the rural Banks. 

This study therefore researches on the critical information assets management existing in the 

RCBs by first identifying the critical information assets in the RCBs. The study identified the 

critical information assets in the RCBs and found out that a lot of systems are under serious 

threat due to lack of  finance, training, qualified staff, infrastructure, lack of support from 

management and policy enforcement. 

The study therefore concluded that the key problems that the RCBs face in managing their 

critical information assets are lack of qualified information security staff who will initiate and 

implement information assets management policies and procedures and the  enforcement of 

critical information assets management policies on the part of the ICT department.  Also there is 

lack of adequate support both technical and financial on the part of top management for the ICT 

department to help them implement their plans in relation to critical information assets 

management.    
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Chapter 1 : Background of Study 

1.1 Introduction 

Rural and Community Banks (RCBs) are Banks set up to help people in communities and rural 

areas in the provision of financial assistance to the populist who are predominately farmers, petty 

traders, and artisans in order to provide growth in those sectors of the economy.  According to 

Emmanuel Asiedu-Mante (2011), Rural Banking in Ghana takes its origin from the early 1970s. 

Prior to that period, the main operators in the rural financial markets comprise branches of 

commercial banks, credit unions as well as other entities in the informal sector such as money 

lenders, traders and “susu” collectors (people who go round on daily basis to collect deposits 

from clients). The main mode of operation of these RCBs was a manual system which 

encountered a lot of challenges in the areas of accuracy, reliability, confidentiality, integrity, 

availability, speed, time and ability to share information and data, safety and security of 

information assets. With the emergence and the penetration of commercial and other private 

Banks which invariably are bigger than the RCBs into the rural areas it is increasingly necessary 

for the RCBs to move from the manual system of operation to an automated or computerized 

system as the only way of their survival. 

Information Assets are under serious threats and attacks from hackers day in and out in the 

Rural and community Banks(RCBs). With the advancement of information Communication 

technology (ICT), Banks collect a lot of confidential information about their employees, 

customers, products, research, and financial status. A lot of the information being collected, are 

processed and stored electronically and with the widespread use of the internet, the risks of theft 

and attack are expanding by the day whilst pressure is also being mounted on information 

security infrastructure. In case any confidential information such as customer's information and 

trade secrets fall into wrong hands, it will lead to negative consequences like loss of goodwill, 

customers and profit. Hence information assets need protection (Kurt and Tentra, 2004).  

However, for any RCB to comprehend the prospect involved in managing its resources and 



2 
 

excelling in its endeavors, there is the need to identify its critical information assets and manage  

them properly if really it wants to stay in business and be competitive . 

Companies such as Amazon, Dell, UPS, P&G, Honda and Tesco build their competitive 

strategies around data-driven insights by making superior use of information assets their main 

source of competitive advantage (Chris and Dave, 2009). These strategies in turn generate 

impressive business results with the secret weapon for these companies being  how they are able 

to manage the information assets and keep them secured and safe from un-authorized access. 

In managing information assets, one has to differentiate between Information assets and Critical 

information assets and Choo (1998), defined information Asset  as "a definable piece of 

information, stored in any manner which is recognized as 'valuable' to the organization. The 

information which comprises an Information Asset may be little more than a prospect name and 

address file; or it may be the plans for the release of the latest in a range of products to compete 

with competitors" (p. 272). Irrespective of the nature of the information assets themselves, they 

all have one or more of the following characteristics : they are recognized to be of value to the 

organization, they are not easily replaceable without cost, skill, time, resources or a combination, 

they form a part of the organization‟s corporate identity without which the organization may be 

threatened, their Data classification would normally be proprietary, highly confidential or even 

top secret (Choo 1998, p. 272). In other words, critical information asset is the most important 

asset to an organization in which the organization will suffer an adverse impact if  a critical asset 

is disclosed to unauthorized people or a critical asset is modified without authorization or critical 

asset is lost or destroyed or when access to a critical asset is interrupted. 

Trade secrets, patent information, propriety information and copyright information, database, 

server, computer, software, files, computer network  are some information assets  that need to be 

protected in the RCBs since any interruption be it intentional or unintentional destruction or 

damage to the computer system will result in great loss to the Bank (Whiteman and Mattord, 

2008). Threat could also result through Social Engineering - this is where a hacker calls a staff of 

a Bank on the telephone to pose as if he is the systems administrator (impersonating) to demand 

the user name and password of the unsuspecting victim. External attack to the critical 

information asset of the RCBs such as virus and hacker will lead to information losses, loss of 
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confidentiality of information and the breakdown in conducting business (Whiteman and 

Mattord, 2008). 

Furthermore, the misuse of information by the staff of the RCBs can also lead to serious 

consequences on the Bank. As a result, this research will try to identify the critical information 

assets of the RCBs in Ghana and determine how these critical information assets are managed in 

the context of RCBs in Ghana.  

 

1.2 Assets Management 

Asset Management is a fundamental business discipline that allows corporation to manage the 

life cycle and service levels of critical information assets which impact corporate revenue, 

productivity and ultimately profitability (Bardess, 2011). Management of critical information 

assets is very important in RCBs because „Information is a valuable asset that must be secured. 

In the case of information held by public authorities and businesses... people want to be certain 

that it is held securely, maintained accurately, available when necessary and used appropriately‟ 

(R. Mottram, 2007). If the RCBs manage their critical information assets well, they will operate 

lawfully, be accountable, improve their customer and public services thereby saving and or 

avoiding unnecessary costs and delivering efficiencies in information technology. Managing 

critical information assets of the RCBs will also help in identifying where the RCBs are 

providing needless support or where they are  under-utilizing  capacity or resources.  

A critical information assets disaster recovery plan and business continuity plan is very 

important for the Rural and community Banks(RCBs) since it is the difference between the 

Banks' survival and Its folding up. RCBs customer data or information must be available and 

accessible at any point in time it is needed. Hence  the RCBs must organize, store and manage 

information so that  any interruption or disaster will not  affect the operations and customer 

service of in the Bank. In September 04, 2007 it was reported in Modern Ghana - a website that 

fire destroyed the entire building of a Rural Bank by name Mponua Rural Bank including their 

sever room. The Bank could not operate for three weeks because there was no disaster recovery 

and business continuity plan in place.   
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1.3 Problem Definition 

For the Rural and Community Banks (RCBs) to be competitive, there is the need for them to take 

good care of customers data and information so that its Confidentiality, Integrity and availability 

will not be in doubt. Critical Information Asset management is therefore very important since 

this will enable the RCBs to protect their customers‟ data and information as well as their own 

trade secrets, patent information, propriety information and copyright information.  

In the case where the RCBs fail to manage their critical information assets it will lead to loss of 

customers data and information, breach of agreement with their customers who have signed 

documents with the Bank for it to protect their data and information from unauthorized access, 

distraction and its availability when needed.  Some threats that may affect the RCBs are 

intentional or unintentional destruction or damage of their systems and data due to human failure 

caused by many factors such as abuse of confidence by employees or agents of the bank in the 

handling of sensitive information, the misappropriation of client information or business secrets 

or through the fraudulent acquisition of insider-relevant information about the bank and clients. 

 

In May 22, 2009 Ghana News Agency website reported that Amenfiman Rural Bank at Wassa 

Akropong in Wassa Amenfi East District of Ghana lost 42,203.05 Ghana Cedis (approximately 

$29,000.00) from its strong room through theft. Sources at the bank have it that on the day in 

question the door to the strong room of the bank was left open. The loss affected the operations 

of the Bank resulting in loss of profit of the Bank and also resulted in majority of their customers 

leaving the Bank to other competitors and they also lost public confidence and the goodwill that 

they have enjoyed over the years since their establishment. 

 

Another case in point was a fire outbreak that occurred in Mponua Rural Bank Limited at 

Casanare, near Juaso in the Ashanti Region of Ghana. As reported by MC Modern Ghana a 

website in September 04, 2007 the fire destroyed all essential documents in the bank records 

room serving as the branch manager's offices and  the fire also destroyed the Bank's server room 

where they kept their servers and other valuables.  
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The resultant destruction resulted in suspension of the Banks activities for close to three weeks 

since there was no backup or business continuity plan available at the time of the disaster and 

this resulted in lots of court suits and many compensations were paid to customers. The Bank 

lost customers, money, goodwill and made huge losses in that financial year. In order to gain 

public confidence, the RCBs therefore must take critical information assets management very 

seriously so that confidentiality, integrity and availability of these assets can be guaranteed. 

 

1.4 Objectives of the research 

The objectives of this research is to: 

  identify the critical information assets of the RCBs. 

  identify how critical information is managed in the RCBs. 

  suggest other ways of managing critical information assets in the RCBs. 

 

1.5 Research Questions 

This research will therefore try to provide answers to the following questions: 

 How to identify critical information assets in the content of RCBs in Ghana? 

 How are critical information assets managed in the context of RCBs  in Ghana? 

1.6 Delimitation 

 This research will be limited to the study of the information system of that the RCBs use 

for their day to day businesses. 

1.7 Motivation 

The motivation for this research is due to the fact that most Rural and Community Banks (RCBs) 

face a lot of security threats because there is staff and infrastructure deficiencies namely,  

unavailability of  well planned and structured server rooms, unavailability of  fire or smoke 

detection equipment which can lead to loss of lives, property and customer data and information 

when there is a fire outbreak, lack of qualified staff and training.  
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Unavailability of data recovery sites and unavailability of data recovery plan that can be fallen 

upon in case of a disaster will also result in delay or total collapse of the Bank if a disaster 

strikes. By identifying the critical information assets, how they are managed and providing 

suggestion on alternative management methods will help the RCBs in protecting, minimizing the 

likelihood and risk to the Critical information assets, controlling and even to a large extent 

enhancing the value of information asset and data at the RCBs. Another motivation for this 

research stems from the fact that my research site ( the RCB) is willing and ready to provide and 

cooperate with me in all the aspects of the research. 

1.8 Contribution 

Since there is no adequate research in this topic area, this research  will contribute to the 

provision of knowledge on critical information assets management at RCBs in Ghana and will 

lead to further studies in critical information asset at the RCBs in Ghana. 
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Chapter 2 : Literature Review 

2.1 Introduction 

Critical information assets management plays a very important role in every business activity 

because information is the lifeblood of any organization. Having quality and timely information 

helps leadership make  vital business decisions and having strong controls over critical business 

processes and information helps protect organizational brands and reputation. KPMG (2007), 

mentioned in their articles and publication on protecting and securing critical information assets  

that having a planned governance structure around information protection allows organizations 

to support their business objectives more effectively and efficiently. Managing critical 

information asset has become one of the topmost priority of many organizations who will go to 

any length to make sure that their critical information assets are protected and secured from 

unauthorized access and readily available when needed.  Since data is the livelihood of every 

organization, there is the need to make sure that highly skilled cyber criminal, employees , or any 

other person who does not have the right to access such data or information are prevented from 

doing so. In this age of business, customers  have become highly sensitive to how organizations 

track, use, and store their personal data as such giving the importance of critical information 

assets to the growth and existence of organizations, it is important to establish how the  RCBs 

manage their critical information assets. The RCBs until early 2012, were using the manual 

system of Banking - that is, they were not networked, they were  processing transactions 

manually and using vouchers in saving customers. Being networked has come with a lot of 

security challenges with regards to data and information handling in the RCBs hence urgent 

attention is needed in managing the critical information assets if they in fact want to stay in 

business . 

Data and for that matter information is very critical for the continued existence of businesses 

because some businesses fail to recover from data or information losses when disaster or theft 

occur and the RCBs are no exception. Even when information is not your company‟s core 

business, losing data is disruptive and expensive to fix. There will be a serious problem that can 

even lead to the collapse of a Bank in  case all your customer records suddenly disappear (Bill, 

2012).  
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 In its 2011 SMB Disaster Preparedness survey, Symantec found that small businesses over the 

world are not taking the risks to data loss as seriously as they should. The survey, which included 

responses from 100 New Zealand companies, found the lack of planning as worse in smaller 

companies than in medium-sized ones (Bill, 2012). Overall half had a plan in place, about one in 

six companies neither had a plan nor any intention to plan for data disasters (Bill, 2012). 

Symantec further mentioned that most small businesses do not take action to prepare for disasters 

until after they have experienced loss from downtime. It went on to report this lack of 

preparedness “has significant impact on their customers and their business”,  (Bill, 2012). The 

RCBs can be said to be small businesses since comparatively the commercial Banks are bigger 

than them  in all respects.  

There are a lot of attacks that may emerge when critical information assets are not well managed 

in organizations and for that matter the RCBs that can result into serious consequences such as 

malicious insider attack. The Computer Emergency Response Team (CERT) at Carnegie-Mellon 

University has defined a malicious insider as “a current or former employee, contractor, or 

business partner who has or had authorized access to an organization‟s network, system, or data 

and intentionally exceeded or misused  that access in a manner that negatively affected the 

confidentiality, integrity, or availability of the  organization‟s information or information 

systems” (Merritt, 2011). Insider attack can also cause a lot of damage to organizations if critical 

information assets are not managed properly and Industry statistics confirm the severity of the 

insider threat. The 2009 e-Crime Watch surveyed 523 organizations and found that 51% of these 

organizations had experienced an insider attack, up from only 39% of organizations three years 

earlier. Given that surveys tend to rely on organizations to self-report on insider attacks (and thus 

may be conservative in their survey responses) and that many  insider attacks may actually go 

undetected, the insider threat problem is likely even more widespread than reported in general 

surveys (Merritt,  2011).  

 

This thesis will first identify the critical information assets in the RCBs and examine how RCBs 

in Ghana manage their critical information assets. It is worth mentioning that this area has been 

surprisingly neglected as majority of the researches are focused on  the business operations  

aspect of the Rural and Community Banks in Ghana and not on how the RCBs manage their 
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critical information assets although a lot of reports have been made in the past about issues 

bordering on information assets management in the RCBs.  

 

In October 2008, modern Ghana  reported that the Fraud in the Rural Banking System has been 

made worse through the use of computers and the need to strengthen internal audit controls is 

now a requirement under incoming ARB Apex bye-laws ( Modern Ghana, 2008). Some of these 

frauds were committed by persons who come to do internship, service personnel - Students on 

industrial attachment and national service hence it becomes a threat to the Rural and Community 

Banks (RCBs) following reports that some hide under the internship and the service program  to 

defraud the banks. Often there are a lot of reports on fire outbreaks in the RCBs who do not have 

a proper way of managing their critical information assets. In April 2007, the Ghanaian Times 

reported that four people, including the branch manager of a rural Bank were being held by the 

police for a fire outbreak that destroyed all the essential documents in the bank's record room 

serving as the branch manager's office (Ghanaian Times, 2007). The loss affected the profit of 

the Bank and also resulted in majority of their customers leaving the Bank to other Banks and 

they also lost public confidence and the goodwill that they have enjoyed over the years since 

their establishment. With these and many others, it is therefore very important to examine the 

critical information assets management in the context  of the RCBs in Ghana. 

2.2 Information Asset 

Information as an asset in every organization is a critical and strategic asset that must be 

protected or managed very well if that business wants to succeed. In recent times a lot of 

attention has shifted to information assets of businesses since it can make or unmake an 

organization if they are not managed properly. A lot of commercial gains can be made if 

companies are able to evaluate and manage their information assets to higher and great  

expectations. 

The term information asset can be defined as "a definable piece of information, stored in any 

manner which is recognized as 'valuable' to the organization. The information which comprises 

an Information Asset may be little more than a prospect name and address file; or it may be the 

plans for the release of the latest in a range of products to compete with competitors" (Choo 

1998, p. 272). Irrespective of the nature of the information assets themselves, they all have one 
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or more of the following characteristics - they are recognized to be of value to the organization, 

they are not easily replaceable without cost, skill, time, resources or a combination, they form a 

part of the organization‟s corporate identity, without which, the organization may be threatened, 

their Data classification would normally be Proprietary, Highly Confidential or even Top Secret 

(Choo 1998, p. 272).  

Furthermore, an information asset can be described as information or data that is of value to the 

organization, including such information as patient records, intellectual property, or customer 

information. These assets can exist in physical form (on paper, CDs, or other media) or 

electronically (stored on databases, in files, on personal computers). 

2.3 Critical Information Asset 

Critical Information assets are the most important assets to an organization in which the 

organization will suffer an adverse impact if  a critical asset is disclosed to unauthorized people 

or a critical asset is modified without authorization or critical asset is lost or destroyed or when 

access to a critical asset is interrupted. Managing critical information assets is very important in 

the RCBs just like in the traditional Banks, customer information, trade secrets, insider 

information such as board of directors meeting minutes, internal company financial data, client 

information, transaction information are some of the critical information that need to be managed 

very well. The consequences of not securing the aforementioned information assets will result in 

serious threats to the banking systems at the RCBs. Some of these threats could be, unintentional 

or intentional destruction or damaged of systems and data, due to human failure caused by many 

factors such as: abuse of confidence by employees or agents of the bank in the handling of 

sensitive information, through the misappropriation of client information or business secrets or 

through the fraudulent acquisition of insider-relevant information about the bank and clients 

(Kurt and Tentra, 2004). By indentifying and classifying the information assets of the RCBs, 

their critical information assets will be identified, threats and vulnerabilities will be accessed and 

how to manage these assets so that their storage and retrieval will be secured for business 

continuity will be made available. 
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2.4 Identification and Classification of Critical Information Assets 

The task of identifying assets that need to be protected is a less glamorous aspect of information 

security. But unless we know these assets, their locations and value, how are we going to decide 

the amount of time, effort or money that we should spend on securing the assets? (A. Kadam 

,2002). 

In identifying critical information assets, OCTAVE Allegro proposed identification of 

information assets containers. An information asset container is where information assets are 

stored, transported, or processed. It is a place where an information asset “lives.” Containers 

generally include hardware, software, application systems, servers, and networks (technology 

assets), but they can also include items such as file folders (where information is stored in 

written form) or people (who may carry around important information such as intellectual 

property). They can also be both internal and external to an organization (Richard et' al, 2007).   

In general, where information assets are stored, transported, or processed becomes the point of 

vulnerability and threats that normally put the information assets at risk. In the same way these 

are the places where controls can be put in place to protect the information assets from people 

who are not expected to access them or easy retrieval by authorized people. By identifying the 

critical information assets one can determine where to store them, how to store them and how to 

retrieve them securely.  

2.5 Threats and Vulnerabilities 

A threat is an indication of a possible undesirable event. Also threat refers to a situation (or 

scenario) in which a person could do something undesirable (an attacker initiating a denial-of-

service attack against an organization‟s email server) or a natural occurrence could cause an 

undesirable outcome (a fire damaging an organization‟s information technology hardware). A 

threat is created when a threat actor exploits a vulnerability (Richard et' al, 2007). Vulnerability 

is weakness or fault in a system or protection mechanism that exposes information to attack or 

damage (Whiteman and Mattord, 2008). Vulnerabilities in system is what allows threats to be 

realized. 
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3.6 Managing critical information Assets 

Information asset management is the effective management, control and protection of 

information asset within an organization. Asset management is the process responsible for 

tracking and reporting the value and ownership of assets throughout their lifecycle (L. Shirley et' 

al, 2011). Managing critical information asset is an important aspect of businesses since critical 

information assets  are very vital to the existence and growth of any business.  

Good critical information asset management protects the critical information assets your business 

relies on and that means you can operate legally and accountably, and take informed decisions. It 

protects you from risk – the risk that you will lose information, or lose the functionality required 

to use the information you have to support your business requirements (L. Shirley et' al, 2011). 

However, some businesses find it difficult in managing their critical information assets hence do 

not get the benefits associated with good information asset management of which the RCBs are 

no exception. This thesis will identify the critical information assets of the RCBs, determine how 

they are managed in the context of the RCBs and suggestions to improve the exiting 

management of the critical information   assets. 
 

2.7 The Banking Application System at RCBs 

The RCBs operate an automated system, they access their Banking application by the use of a 

web browser which access a web server for the Banking application. The Banks are networked 

and they have their database server, web server, ftp server, email server, fileserver, application 

server and all their network devices are housed in a server room.  

The stakeholders for the RCBs Banking application system are all the people involved in the 

Banking activities and processes that lead to the availability of the system. These include: 

 Systems administrators - whose roles are to maintain and operate the computer system of 

the RCBs and also to do any other job that may be assigned to them by the Head of ICT. 

 Managers - whose role is to monitor sales target, meeting with customers to resolve 

problems or complaints, promoting and marketing branch products. 

 Tellers - who  assist customers in opening new accounts, accept loan payments, deposit 

cash or check for customers, make withdrawls for customers. 
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 Software developers - who are responsible for developing and training staff on new 

software developed by or bought for the Bank 

 Network administrators - who are responsible for monitoring, configuring 

,troubleshooting problems on the WAN and LAN and training the staff of the Bank on 

network related issues. 

 Service providers - who are responsible for installing, configuring  third party 

application in consultation with the either the systems administartor or the network 

administrator 

 hardware technicians 

 Ordinary user at the RCBs 

All the aforementioned are some of the people who play  vital roles in making the RCBs' 

Banking application system  function correctly. 
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Chapeter 3: Framework 
 

In order to conduct this research to its logical conclusion, the researcher  adopted the Octave 

Allegro model in the identification of the critical information assets in the context of the RCBs in 

Ghana  and the NIST sp800-30 framework  in the determination of how the RCBs manage their 

critical information assets. Below are the  processes and the steps involved  in  OCTAVE 

Allegro model and NIST sp800-30 framework respectively. 
 

3.1 OCTAVE Allegro Model 

OCTAVE Allegro is a streamlined variant of the OCTAVE method that focuses on information 

assets. The primary focus of OCTAVE Allegro is the information asset, the organization's other 

important assets are identified and assessed based on the information assets to which they are 

connected. This process eliminates potential confusion about scope and reduces the possibility 

that extensive data gathering and analysis is performed for assets that are poorly defined, outside 

of the scope of the assessment, or in need of further decomposition (Richard et' al, 2007).  

OCTAVE Allegro consists of eight steps organized into four phases: 

1. Phase 1 - Assessment participants develop risk measurement criteria consistent with 

organizational drivers: the organization's mission, goal objectives, and critical success 

factors. 

2. Phase 2 - Participants create a profile of each critical information asset that establishes 

clear boundaries for the asset, identifies its security requirements, and identifies all of its 

containers.  

3. Phase 3 - Participants identify threats to each information asset in the context of its 

containers.  
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4. Phase 4 - Participants identify and analyze risks to information assets and begin to 

develop mitigation approaches. 

 

The diagram below shows OCTAVE Allegro Roadmap indicated in it are the 8 steps in the 

identification of  information asset by OCTAVE Allegro method.  

 

The OCTAVE Allegro Roadmap (Richard et' al, 2007) 

3.3 The NIST SP800-30 FRAMEWORK 

This framework is National Institute of Technology (NIST) special publication 800-30 and it is 

called "Risk Management Guide for Information Technology Systems". It is a framework to 

guide IT personnel in conducting risk assessment of IT systems. In other to determine the 

likelihood of a future adverse event, threat to IT systems must be analyzed in conjunction with 

the potential vulnerabilities and the controls in place for the IT system (NIST). 

NIST sp800-30 risk methodology consists of 9 steps as stated and depicted in the flowchart 

(Figure 1) below: 

 Step 1System Characterization 

 Step 2Threat Identification 
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 Step 3VulnerabilityIdentification 

 Step 4Control Analysis 

 Step 5Likelihood Determination 

 Step 6ImpactAnalysis 

 Step 7Risk Determination  

 Step 8 Control Recommendations 

 Step 9Results Documentation. 
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   Figure 1. 

The nine (9) steps as specified by NIST sp800-30 are described by the author in relation 

to his research as follows: 
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 3.3.1 Step 1 : System Characterization (Classification) 

 This step is defined as scope of efforts where the boundary of the IT system (information 

 assets) are identified alongside the resources and the information that constitute the 

 system. In other words this is where information assets of the RCBs will be classified. 

 There are two aspects in this step namely; System-Related Information and 

 Information Gathering  Techniques. 

3.3.1.1 System- Related  Information 

This is where the researcher collects system-related information from the RCBs on the 

following;  

The Hardware:  This could be a type of server, it is uptime and downtime. 

Software: This could be the type of Banking software used by the RCBs and other 

related issues. 

System interface: This is the information about internal or external connections. 

Data and information: This is the data and information that the RCBs collect, store and 

retrieve.  

Persons who support and use the IT system: This is the information about the staff 

employees or users of the RCBs IT system. 

             System mission (e.g., the processes performed by the IT system) : This is the 

 information  about the RCBs' IT system what it does and how it does it. 

 

 System and data criticality (e.g., the system‟s value or importance to an organization): 

 This is the information about the critical information assets of the RCBs. 

 

 System and data sensitivity: This is the gathering of information about  how critical       

 or sensitive the RCBs' data or information are.  

 This step of System Characterization also include gathering information about the 

 network topology of the RCBs, users of the system, IT policies, physical and 

 environmental security and operational controls. 
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 3.3.1.2 Information-Gathering Techniques 

 This is where the researcher uses techniques such as questionnaire, On-site interviews, 

 documents review, use of automated scanning tools, in gathering information relevant to 

the IT system within its operational boundary. The researcher will use structured 

interview in gathering the data about the research questions and analyze it using 

descriptive methods. 

 3.3.2 Step 2: Threat Identification 

 Threat identification is the next step in the NIST sp800-30 framework. This is where the 

researcher identifies the threats to the IT system  of the RCBs. In order to determine the 

threat, there is the need to determine the likelihood of the threat hence the source of the 

threat or better still the threat source.  

  

               A threat is the potential for a particular threat-source ( where a threat comes from) to 

 successfully exercise a particular vulnerability (a weakness that can be accidentally 

 triggered or intentionally exploited) (NIST). 

 3.3.2.1Threat source identification 

 A threat-source is defined as any circumstance or event with the potential to cause harm 

 to an IT system (NIST).   

 

 This is the stage where the researcher will compile the potential threat-sources 

statements, listing all the possible  threat sources that will affect the IT system. 

  

            The list below shows some common threat-sources although all may not be applicable in 

the researchers' scheme, it will serve as a guide in the threat-source identification. 

 

 Natural Threats - Floods, earthquakes, tornados, landslides, avalanches, electrical faults, 

 storms, and other such events. 

  

            Human Threats - Events that are either enabled by or caused by human beings, such as 

 unintentional acts (inadvertent data entry) or deliberate actions (network based attacks, 

 malicious software upload, unauthorized access to confidential information) 

 Environmental  Threats - Long-term power failure, pollution, chemical liquid leakage.  
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 3.3.2.2 Motivation and Threat Actions  

 This is where the researcher after identifying the threat-source finds out the motivation or 

 the drive and the resources or threat actions for carrying out an attack. The table below 

 shows  some Human Threats with  Threat-Source, Motivation, and Threat Actions. 

 

 

 

Some of the threat-sources listed above may not apply to the researcher's scheme of work hence, 

it will be a guide in identifying the threat-sources in the RCBs IT system. 
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3.3.3 Step 3 :Vulnerability identification 

Vulnerability is flaw or weakness in system security procedures, design, implementation,  or 

internal controls that could be exercised (accidentally triggered or intentionally exploited) and 

result in a security breach or a violation of the system‟s security policy(NIST). 

This is the step where the researcher develops a list of system vulnerabilities which could be 

exploited by  a potential threat-source. 
 

3.3.4 STEP 4:  CONTROL ANALYSIS 

This step is where the researcher will analyze the control that has been put in place or are being 

planned by the RCBs to be implemented to reduce or eradicate the probability of a threat 

exploiting a system's vulnerability. 

3.3.4.1 Control Methods  

This is a security control that encompass the use of technical and non-technical methods.  

Technical controls are safeguards that are incorporated into computer hardware, software, or 

firmware (e.g., access control mechanisms, identification and authentication mechanisms, 

encryption methods, intrusion detection software).  Non-technical controls are management and 

operational controls,  such as security policies; operational procedures and personnel, physical, 

and environmental security (NIST). 

3.3.4.2 Control Categories  

The control categories for both technical and non-technical control methods can be further 

classified as either preventive or detective (NIST). Preventive control is where security controls 

are put in place to stop or prevent threat-sources from exploiting vulnerabilities; examples of 

these controls are IPS, access control enforcement, encryption and authentication. Detective 

control: is where there is a warning if there is a violation or an attempt to violate a security 

policy. Examples are audit trails checksum and the use of IDS.   

3.3.5 STEP 5:  LIKELIHOOD DETERMINATION 

This is the step where the researcher after determining the threat and the vulnerability of the IT 

systems or the critical information assets in the RCBs will find the likelihood or the probability 

of the potential threat-source exploiting the vulnerability by assigning the metrics, high, low or 

medium. 
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The table below shows the likelihood definitions: 

Likelihood Level Likelihood Definition 

High The threat-source is highly motivated and sufficiently capable and controls to 

prevent the vulnerability from being exercised are ineffective. 

Medium The threat-source is motivated and capable, but controls are in place that may 

impede successful exercise of the vulnerability. 

Low The threat-source lacks motivation or capability, or controls are in place to 

prevent, or at least significantly impede, the vulnerability from being exercised. 

 

3.3.6 STEP 6:  IMPACT ANALYSIS 

This step is where the researcher finds the impact that a threat-source if succeeded in exploiting 

,vulnerability will have on the critical information asset ( IT system) of the RCBs. Impact 

analysis is associated with confidentiality, integrity and availability (CIA) in that an impact to 

the IT system due to a successful exploitation of  a threat-source can result in loss of 

confidentiality , integrity and availability. 

The table below shows the magnitude of impact definition that will be used to determine the 

impact if threat-sources succeeded in exploiting vulnerabilities in the RCBs critical information 

assets : 
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Since the aim of the researcher is to determine how the RCBs manage their critical information 

assets, the researcher will review all the findings after this step and make conclusions and 

recommendations.  

3.3.7 Recommendation and conclusion 
 

This  is where the researcher makes recommendations and conclusions based on the research 

findings. 
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Chapter 4:  Methodology 

4.1 Introduction 

Redmen and Mory (2009), explain  research as a systematized effort to gain new knowledge 

while Goddard and Melville (2004) described research as  "answering unanswered questions or 

exploring which currently not exist is a research".  

Research Methodology is the method used to collect information and data for the intention of 

making business decisions which may consist of surveys, interviews and other research methods. 

In other words, this is where the researcher tries to defend or search the given questions 

thoroughly, his or her own way until answers and conclusions are gotten. Here the researcher 

justifies why the research or a particular research design is selected and why it is fitting  to solve 

the research questions posed. 
 

4.2 The model for scientific empirical research methodology 

The researcher adopted the model for scientific empirical research methodology given by 

Janesick (2000), which are in three stages namely;  

 Research design 

 Data collection 

 Data analysis. 
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The table below shows the stages and what is involved in Janesick (2000) model in conducting 

scientific empirical research methodology. 

 

Janesick ---- Stages What is involved 

1. Research Design  Develop Research Criteria 

 Choose a Design 

 Choose a method 

2. Data collection  How to collect data 

 Select samples or units 

3. Data Analysis  Analyse data 

 Validity and Reliability 

 Result interpretation and conclusion 

 

 

 

4.3 Research Design 

Choosing a design is very important in the research methodology since it enables the researcher 

to determine the right way in which data should be collected and analyzed in conjunction with 

the research topic selected. It is the first part of empirical research methodology. Research  

design can be defined as the logical plan to interrelate research question to gathered data and the 

interpreting and conclusions to be drawn (Yin, 2003). Research design 'deals with logical 

problem and  not  logistical problem'(Yin, 1989). 

 

4.2.1 Develop Research Criteria 

In developing the research topic, a lot of literature has to be reviewed so that the researcher can 

identify the research issues. The researcher reviewed a number of literature which indicated that 

there are a lot of issues bordering on security of the critical information assets of the RCBs in the 

area of physical and logical insecurity which when not properly managed, will pose a lot of 

threats to the RCBs.  
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Furthermore, the literature review also brought to light that there is little or no research in the 

area of critical information assets management in the RCBs and this promoted the researcher in 

selecting the research topic. 

 

4.2.2 Choose a Design  
 

A case study is an empirical examination that study a modern occurrence within its real-life 

context. Especially when the boundaries between occurrences and situations are not clearly 

evident (Yin, 2002).  

Susan, (1997) mentions that a case study research excels at bringing us to an understanding of a 

complex issue or object and can extend experience or add strength to what is already known 

through previous researches. Case studies emphasize detailed contextual analysis of a limited 

number of events or conditions and their relationships. The case study allows an investigation to 

retain the holistic and meaningful characteristics of real-life events – such as individual life 

cycles, organizational and managerial processes, neighborhood change, international relations, 

and the maturation of industries (Yin, 1994). 

 

This research is a single case study design  meaning , only one case has been taken under 

investigation. The choice between single-case design and multiple-case design should also be 

kept open during the research process (Yin, 1989). The reasons for these are that the selected 

single-case may turn  out to be a misrepresentation of the research phenomenon, or that the case 

does not work out well for some reasons (Yin, 1989). The sensitivity of RCBs' data, their 

remoteness, accissibility and issuses with confidentiality make it very difficult to conduct a 

multiple case study research hence the choice of a single case study for my research topic. 
 

4.2.3 Choose a method 

Research method can be defined as the search for knowledge or as any systematic investigation 

to establish facts. The need to choose a method - the way in which we choose to conduct the 

research depends on the type of research. Qualitative research methods were developed in the 

social sciences to enable researchers to study social and cultural phenomena. Examples of 

qualitative methods are action research, case study research and ethnography. 
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Qualitative data sources include observation and participant observation (fieldwork), interviews 

and questionnaires, documents and texts, and the researcher's impressions and reactions(Myers, 

2009). Qualitative research method is the one the researcher uses in this research. 

 

The motivation for doing qualitative research, as opposed to quantitative research, comes from 

the observation that, if there is one thing which distinguishes humans from the natural world, it is 

our ability to talk, ( Myers, 1997). Qualitative research methods are designed to help researchers 

understand people and the social and cultural contexts within which they live. Kaplan and 

Maxwell (1994), argue that the goal of understanding a phenomenon from the point of view of 

the participants and its particular social and institutional context is largely lost when textual data 

are quantified. Qualitative research is subjective and exploratory as against quantitative research 

which is objective and measurable which is one other reason why the researcher chooses the 

qualitative research method. 
 

4.3 How to collect data 

Interviews, observations, focus group interview, literature and documents reviews are all some 

method techniques of collecting empirical data, (Myers, 2009). Data sources for empirical data 

can also be from written data sources such as: memos, companies reports , letters, emails 

messages , faxes and both published and unpublished documents (Myers, 2009). 

According to YIN (2003),  there are six possible sources of evidence for case studies namely; 

documents, archival records, interviews, direct observation, participant-observation, and physical 

artifacts. Case study is very distinctive and its potency is "its ability to deal with a full variety of 

evidence-documents, artifacts, interviews, and observations" (YIN, 2003). Yin calls this use of 

multiple sources of evidence “triangulation”, which implies that the researcher has the chance to 

obtain multiple measures of the same occurrence, which in turn adds to the validity of any 

scientific study. No single source has a complete advantage over all the others(Yin, 1994 ) 

actually, the various sources are extremely complementary.  
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Although in case study research, quantitative may appear, qualitative data is more preferable.  In 

other to take full advantage of the benefits of the six sources of data in case study research  YIN, 

(2003) argue 3 principles to be followed: 

 The Use of multiple sources of evidence; 

 The creation of a case study database; 

 Maintaining a chain of evidence.  

The researcher collects data for this case study research by using multiple sources of evidence, 

such as interviews, direct observation, participant-observation, archival records review, the 

creation of a case study database and maintaining a chain of evidence. 
 

4.4 Data collection 

Data collection is the process of gathering and measuring information on variables of interest, in 

an established systematic fashion that enables one to answer stated research questions, test 

hypotheses, and evaluate outcomes. The researcher reviewed literature, archival documents, 

reports and documents relating to the research topic from the Bank such as audit reports on 

security both on logical and physical securities. Through observation which allowed the 

researcher to directly record peoples' behaviors. Consequently, observation was done to allow 

the researcher to directly record peoples' behaviors and to see at first hand the physical assets of 

the Bank.  
 

Data was also collected by the use of structured interviews on some Bank staffs and a focus 

group.  Interview guide were read and where appropriate were given to the respondents so they 

will have an idea about the interview. The focus group interview was conducted  on  respondents 

where they were asked specific questions about how they saw information management in the 

Bank and their answers recorded. A focus group interview is a method or technique where there 

is the use of detail group interviews where respondents or participants are selected from a 

population because they are purposive or they meet the criteria that would have something to say 

on the topic (Thomas,1995).  A total of 20 respondents were interviewed to have their 

impressions on the Bank's critical information assets and these interviews were recorded on 

paper and was also recorded with the use of a voice recorder with the respondents consents.   
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In all each interview lasted for about 10 to 15 minutes and the voice recorder was later 

transcribed into word document. 

4.5 Data Analysis 

The researcher interviewed, observed, and recorded interviews after which he transcribed them 

on to paper and summarized them. The interview was coded by reading carefully the transcripts 

of the interviews and categorizing them in order to extract and get answers to the research 

question. Here each interview was read and those parts which are distinct and answers the 

questions posed by the researcher in relation to the critical information assets management of the 

Bank were noted and put into categories. For instance, interview boarding on polices, security, 

management support, staff strength, staff, training, ICT infrastructure, staff security practices, 

staff awareness were put in their own categories.  

4.5.1 Identification of Critical information assets in the context of RCBs  

The researcher in other to answer the first research question " How to identify critical 

information assets in the content of RCBs in Ghana ?",  used  the OCTAVE Allegro framework 

of identification and the classification of the critical information assets by:  

1. Identifying assets that are of focus in the research and profiling them. This is where the 

researcher represents the  information asset of the RCBs by describing its unique features, 

qualities, characteristics, and value.  

2. Identifying the information assets 'containers' (where information assets live) existing in 

the RCBs  since this can be a point where vulnerability and threats that normally put 

information assets at risk if not properly managed (OCTAVE Allegro, 2007). 

3. Identifying the critical information assets in the context of RCBs in Ghana with the help 

of the information assets containers that exit  in the. 

4.5.2 Management of critical information assets in the context of RCBs 
 

In answering the second research question " How are critical information assets managed in the 

context of RCBs  in Ghana?", the researcher  used NIST sp800-30  as a guide to arrive at the 

answer for this research question by applying the steps relevant in NIST sp800-30.  
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After the identification of the critical information assets in the RCBs by using the OCTAVE 

Allegro framework, NIST sp800-30 framework was then used to ascertain how the RCBs 

manage the critical information assets identified by the OCTAVE Allegro method. 

NIST sp800-30 impact analysis is connected with confidentiality, integrity and availability (CIA) 

in the sense  that an impact on the IT system due to a successful exploitation of  a threat-source 

on critical information assets of the RCBs if the critical information assets are  not properly 

managed can result in loss of confidentiality, integrity and availability (CIA) of the RCBs critical 

information assets. The researcher therefore investigated to find out if the critical information 

assets in the context of the RCBs where managed well taking into consideration CIA of the 

exiting critical information assets in the RCBs. 

In all, these  deductions and interpretations were made based on the categories developed from 

the interviews and in other to ensure that the research is reliable and interpretative, the researcher 

employed a peer review at this stage. 

 

4.6 Validity and Reliability 

For a research to be reliable, the result from the research must be more than one-off finding and 

be naturally repeatable (Martyn, 2008). That is the same result should be obtained if other 

researchers perform the same research under the same condition, their results should be the same. 

By this, the findings from the research will be reinforced and ensure that the wider scientific 

community will accept the hypothesis (Martyn, 2008). Without this replication of statistically 

significant results, the experiment and research has not fulfilled all of the requirements of 

testability (Martyn, 2008).  

The researcher is not an employer of the Bank being used for the research and to ensure that the 

research meets validity and reliability the following were undertaken by the researcher; 

 Consent was sort from the Bank and all the respondents to conduct the research. 

 The respondents were briefed on what the research was about and what the result will be 

used for. 
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 The researcher applied the listening approach where the respondents are allowed to 

express themselves freely. 

 The researcher with the permission from the respondents recorded the interviews and 

transcribed them on to paper. 

  Peer review was also adopted by the researcher. 
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Chapter 5:   Empirical Results 

The result from the research revealed the following information asset containers and critical 

information assets in the RCBs:  

 

5.1 Information assets containers in the RCBs 

 Database server 

 Web server 

 Active Directory server 

 The Banking Application server 

 File server 

 Routers 

 Switches 

 Files and Folders 

 Permanent and Temporal Staff 

 Third Party Software 

5.2 Critical Information Assets in the RCBs 

 Customers  Information 

 Staff information 

 Data files 

 Support and Operational procedures documents 

 Information on marketing strategies 

 Policy documents 

 Archived information 

 Trade secrets 

 Business Continuity Plan document 

 

 



33 
 

5.3.1 Staff and Customer information 

The systems administrator mentioned that staff's data and information are managed by the staffs 

at the ICT department. The ICT center uses Active Directory to manage users, computers and 

organize files and data. This server is also used as the file transfer server (ftp) for the bank.  

"Although the server does not have a backup, we back it up monthly to tape"... said the systems 

administrator. The Systems Administrator further explained that, "we do not have an offsite to 

store or tapes yet, however, we keep them in the ICT head's office". When he was asked whether 

these backups are encrypted the System and Administrator responded "we do not encrypt them 

since we do not have the software to do that".  The interview reveals also the presence of a 

separate database server where customer data and information are kept. This server also does not 

have a backup. "We normally backup up to tape the data weekly and store the tape in our Boss's 

office since we do not have an offsite to store tapes".... said the Systems Administrator. There is 

a smaller server where the backup tapes are restored  to every 3 months for testing purposes. 

"There is plan to buy another server as backup to the main application server".... said the 

Systems Administrator. 
 

5.4 Information on Marketing Strategies and Trade Secrets 

Information on marketing strategies of new products and existing ones of the Bank are printed 

and kept in files in the marketing department's cabinets. " you will be surprised at the size of files 

and folders in this office that make it very difficult to retrieve information".....said a staff of 

marketing department. The interview reveals that the Bank has trade secrets which are kept in 

file and stored in cabinets in the research and product development office. These are supposed to 

be  accessible only to staff of these departments who also sign oath of secrecy and confidentiality 

but everybody can access it since there is no restriction to the location where it is stored. 
 

5.5 Data Files 

This is a transactional data that gives a detail and up-to-date information about the transactions 

undertaken by the Bank. This data files are printed out and kept in files and stored in cabinets 

which do not have locks. In the accounts department.  "We do not keep electronic copies and this 

makes information retrieval very difficult"........ "whenever we need information from data files, 

we have to manually go through all the files and this takes a lot of time to retrieve it hence, 

making our work very difficult"....said one of the staffs of the Bank.  
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5.6 Support  and Operational Procedures 

These are documents that have been develop over the years and provide detailed instructions on 

how to perform various activities in the Bank. These documents are printed and kept in cabinets 

of the various departments. " we do not have electronic copies for these documents, they are all 

in hard copies and not well organized"..... said a staff.  "Some of these documents are sometimes 

kept by some users, hence upon going on leave, we find it difficult resolving some issues since 

we are unable to reference them"....... said a teller at the Bank. 
 

5.7 Policies 

Policies are put in place as a form of guide to help companies achieve set goals and objectives 

hence it must be managed very well since its unavailability can result in serious consequences on 

the Bank. Review of documents show that the Bank has some policies on information access, 

retrieval, destruction, sharing and disclosure. Every year, the Staffs are made to sign oath of 

secrecy and disclosure. Every user and computers are supposed to be joined  to the domain. The 

research reveals a policy on shredding of unwanted papers. One staff puts it " we do not have 

time to shred papers because of the work load although we know the policy on paper shredding, 

sometimes  when we try the machine does not work, hence we  prefer to put them in the dustbin 

hoping that they will be burnt by the cleaners". The review of the policy on information sharing 

also reveals that the use of pen drive  on the Bank's network is disallowed when computers are 

joined to the domain. " how can you say I should not use pen derive while you know I have to 

sometimes work at home, it is better not to join the domain so that my USB ports will not be 

disabled so I can use my pen drive. That policy must be reviewed", said a marketing staff. 

Further documents reviewed show that there is a policy on antivirus, which states that each 

computer on the network must have antivirus installed and up-to-date. Else the computer must 

not be on the network. Users complain of their antivirus not being up-to-date, " I am aware  

about the policy on antivirus, my antivirus has not been updating for the past 3 weeks, I have 

complained to the systems administrator on 3 occasions but till date nothing has been done about 

it", explained one of the Bank staffs. 
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5.8 Archived Information 

Archival information is that information which is kept by the Bank since by law or by the Banks 

'regulation it is supposed to be kept for references or for a specific number of years before it is 

disposed off. The Bank keeps archival information in boxes in a store room. According to the 

Bank's policies, the archival information are supposed to be disposed of  every 5 years. Upon 

observation a huge pile of archival documents were seen and access to the older ones is 

impossible unless majority of the boxes are brought out. " it can take about 6 hours to look for a 

file in the archival room "......said  an archival staff. 
 

5.9 Continuity Plans Documents 

Review of  documents show that the Bank has a comprehensive continuity plan which they 

intend to bring into operation when the need arises. The interview however, revealed that 

although there is a continuity plan, it has never been tested or known to the staff of the Bank 

except the ICT staff and the management.  There is no data recovery site. One staff demanded " 

wow are you saying there is a continuity plan ?" when the question was posed " have you seen or 

read  the continuity plan?". 
 

5.10 Funding for ICT  

Funding of the ICT department is one area the interview reveal was inadequate. The ICT head 

mentions that all last years' budget sent to the management was slashed due to lack of funds. "if 

there was enough funds we would have changed most of  our operations to electronic form to 

make managing of information assets very easy", said the head of  ICT. There is a worrying case 

of, for example some respondents said internet access has been very slow and the ICT 

department is not able to do anything about it and this was affecting their operations since they 

use internet for business activities. When they questioned the ICT head he complained about lack 

of enough funds to increase the bandwidth. 
 

5.11 User Awareness 

The research also reveals that there has been very few seminars to educate the staff on policies 

and practices regarding critical information assets management in the bank (retrieval, sharing, 
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destruction, accessing).  Guidelines are also dropped or sent to staff's emails and a folder called 

"public folder" to educate them. The Systems Administrator said, "everybody is a computer 

literate hence we expect them to read the policies and procedures which are available in a folder 

called public folder accessible to all staffs". The Systems Administrator observed that the users 

sometimes just refuse to do the right thing. " the password policy says users must not share 

password, but we often hear people sharing their passwords", said the  Systems  Administrator. 
 

5.12 ICT infrastructure 

The interview further revealed a lot of infrastructure deficiencies in the ICT department. " there 

is a big challenges about infrastructure here, our servers are very old, slow, small disk size, no 

backup for our server, no redundancy. Our application server, Active directory server, file server 

and database server do not have backups.  We often have serious problems installing new 

software when a server crushes", explained by the ICT head. " Our infrastructure problems have 

be communicated to the top management who have promise to work on resolving these 

challenges but we think it is delaying", explained the ICT head. By observation and the interview 

it also came to light  that the server room is just an ordinary room with only an air condition and 

a fire extinguisher which has even expired. " we have been in this rented premises for the past 5 

years and there are plans to build our own server room where we will get all the necessary safety 

equipments", explain the ICT head. 
 

5.13 Staffing in ICT department 

Staffing from the interview reveals inadequacy in the ICT department. "we have serious issues 

with staffing, at the moment, we do not have enough ICT staff to manage our network. We are 

yet to employ a qualified information security expert who will manage issues regarding 

information security. We were supposed to employ one last year but it has been put on hold by 

management due to lack of funds from top management", explained the ICT head. " we have 

staffs who can  troubleshoot frequent problems and resolve them. What we lack is technical staff 

who are specialized in specific ICT fields. Training for ICT staff is also one of the areas where 

management is yet to approve the budget we have prepared", explained the ICT head. 
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Chapter 6: Discussion of Findings 

The researcher at this point will discuss the results or findings gotten from the various methods 

of the data collection techniques  used. 

6.1 Staff and Customer information 

Staff's data and information is very vital for the Bank. As such, it must be protected or managed 

well. In the research it came to light that the Bank does not have a backup for the server that host 

the staff's database. The implication of this is that, should the server clash, there will be the need 

to reinstall the server and reconfigure a new one. This will take a lot of time and energy. There is 

the need to configure a backup database server which will be on standby and be updated daily for 

use when the main one crashes. The research also pointed out that the staff database server is 

also used as an ftp server for the Bank. At this point too, when the server crashes, the Bank may 

lose both the ftp server and the staff data and information. The ideal situation will be to have 

separate servers one as a database server and the other as an ftp server so the possibility of losing 

both at the same time will be minimized. Customer's data or information is critical to the Bank's 

smooth operation and existence, there is the need to manage these critical information assets in 

other to ensure its confidentiality, integrity and availability as such there is the need to ensure the 

availability of the server at all times. The researcher found out that customer database server has 

no backup or redundancy. This is not good for the smooth operations of the Bank, since in times 

of crises for example, when the main server crushes there will not be any server to retrieve 

customer data or information. The only option will be to install a new server and restore the 

backup tapes which can take a lot of time or even days.  This therefore calls for the provision of 

a redundancy and backup for the customer database backup server. Failure to do this will result 

in loss of revenue and customers.   

The storage site of backup disk found by the research is in the room of the head of ICT in the 

same premises as the server room. The ideal situation is to have an offsite away from the Bank 

premises where the backup disk could be kept. The ICT department keeping backup disk in their 

Boss's office is not good because when there is fire outbreak the backup tapes can be lost. There 

is readily access to the Boss's office as a result an aggrieved staff can just walk into the office 

and steal the tapes or it could be lost through sabotage.  
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The recommended place to have kept the backup tapes is a safe location outside the Bank's 

premises so that when there any form of disaster be it fire outbreak, vandalism or sabotage in the 

Bank, you can be sure that your backups will be safe. Backups should also be encrypted.  

6.2 Information on Marketing Strategies and Trade secrets 

Information on marketing strategies and trade secrets is a critical information asset for the Bank. 

Any competitor who has access to it can use it to their benefit at the expense of the RCBs. 

Hence, there is the need to protect them from unauthorized access, destruction and make it easily 

accessible to authorized users. The researcher found out that information on marketing strategies 

and trade secrets are kept in files and stored in cabinets without locks or keys and for that matter 

it is very easy for these information to be accessed by unauthorized persons. This will affect 

confidentiality and for that matter integrity of the data and information when there is 

unauthorized access from either within or outside.  To make access to information on marketing 

strategies easily accessible to authorized users and safe, there is the need to organize the 

documents in soft copies forms and stored on a file server. The use of Active directory will allow 

for permission to be give to people who are authorized to access these documents and backups of 

databases will ensure that copies are kept safe for use when the original is lost or damaged. 

6.3 Data Files 

Data files are undoubtedly one of the critical information assets of the RCBs since it keeps an up 

to date information about the transactions undertaken by the RCBs.  Quick access, availability 

and reliability is important to the success, timely and accurate report preparation of the Bank . In 

the case under study it was found out that the data files are printed out and kept in cabinets. This 

makes access to them very difficult. As a result, electronic copies when kept will be beneficial to 

the RCBs since it will speed up access and its organization will be in a better form. 

 
 

6.4 Support  and Operational Procedures 

One other critical information assets of the RCBs that the researcher found was support and 

operational procedures. These procedures help the RCBs in quickly resolving issues. The 

unavailability and difficulty in accessing these procedure documents means the Staff spend a lot 

of time to resolve issue or the issue may not be resolve at all and this affect the availability of 
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data or information hence the core information security principles. Support and operation 

procedures are kept by Staff of the RCBs who takes them home. Hence, when one resigns, or 

goes on leave he or she must be called back to provide the documents. Access to the support and 

operational procedures kept in file and stored in cabinets means difficulty in accessibility of 

these documents when the need arises since they are not well organized.  By organizing the 

support and operational procedures in electronic form and storing them on file servers will mean 

easy and quick access when the need arises. Also, users can be restricted to either just read only 

or read and print access depending on the criticality of the document. 
 

6.5 Policies 

Policies are put in place as a form of guide to help companies achieve set goals and objectives. 

The research revealed that the Bank staff are aware of some of the polices on critical information 

assets management in the Bank, however, enforcing it by the ICT department is a problem.  The 

supervision on critical information assets management is very weak. The  policies in place for 

information access, retrieval, destruction, sharing and disclosure are suppose to control and 

protect access to data and information in the Bank. Users and computers must be joined to the 

domain and permissions are set based on the polices in the Bank by the systems administrator. 

Since these policies are not enforced some computers are not part of the active directory because 

they have not been joined to the domain. The resultant problem is that it is making it very 

difficult for the systems administrators to manage the users and computers which have not been 

joined to the domain. This in the long run will affect confidentiality and the integrity of the 

information if these policies are breached.  Papers are to be shredded when they are no longer 

needed so that nothing from the bank is leaking out through  dumpster diving. However, 

observation shows that this is not being adhere to. This therefore will lead to leaking of vital 

information should someone have access to the papers that may have important information if 

not properly disposed of leading to serious consequences on the RCBs such as loss of money, 

reputation, or loss of customers.  Observation and interview reveals that the policy on  pen drive 

usage is not enforced since everybody can use his or her pen drive on their PCs whiles some 

users also complained that their ant viruses are not up to date. The use of pen drives on the 

network must be properly controlled since it can result in serious problems on networks or on 

user computers such as virus infestation when the anti viruses on the computers are not up to 



40 
 

date . When a pen drive is infested with a virus and that pen drive is used on a PC that does not 

have an up to date antivirus, the virus can be transferred onto your  PC and it can destroy all your 

files and folders and can spread from one PC to another and eventually the entire network. There 

is therefore the need for the antivirus to be up to date so no virus will be able to infest the 

computers. The polices of the Bank regarding information access management should be 

enforced by the ICT department since it will go a long way to help them in managing their 

critical information assets.  
 

6.6 Archived Information 

Archiving information is very important in the Banking endeavors because it helps as a storage 

or a preservation of important information. Since there will always be an increase in the growth 

of data every day, there is the need to use other ways to store records. A lot of businesses are of 

late converting paper documents to digital which will increase the lifespan of the documents. 

Since the Bank has a 5 of years retention period for archived information which are stored in 

files and in cabinets, there is always a huge pile of them which affects the retrieval time hence, 

availability and even its safety (confidentiality and integrity). As such, digital storage can be an 

option of managing archival information. To improve retrieval and efficiency, the archive 

information can be zipped, put on CD, DVD, tape drives, or convert them to a PDF format. 
 

6.7 Continuity Plan documents 

Continuity plan documents spelt out plans and steps to be taken or performed by an organization 

to make sure that very important or critical businesses will be available to customers, suppliers 

and other persons when a disaster strikes. Continuity plan documents existence must be 

communicated to the team of people who are expected to executive its contents and they must be 

taken through the processes in other to make them ready in case a disaster strikes. The 

importance of this document means it must be managed well so it is out from the reach of 

unauthorized users. For the Bank to have this plan but not known to other staff and also staff not 

being trained on business continuity is not in good practice since it is very critical to the Bank's 

continuous operation in times of a disaster. This is because at the long run it will affect the 

availability which is one of the core information security principles.  
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6.8 User Awareness 

From the interview it was observed that users are given training and seminars occasionally. 

Sometimes,  they are taken through some policies and new threats that may have emerged. " we 

sometimes forward policy documents into their email or drop them in the public folder", said a 

Systems Administrator. "most of the time, the users just refuse to do the right thing, we have in 

many occasion reminded them not to shear passwords but they are always shearing password", 

said a System Administrator. Even if users are aware of policies about information assets 

management and they do not adhere to it, there is the need to enforce the policies. Users who 

refused to go by the security policies of the Bank should be punished. Establishing policies is 

good but  not enforcing them is dangerous for  a network security because wrong computer use 

can lead to lose in productivity, data of theft, virus infection and illegal online behavior which 

will affect the confidentiality, integrity and availability of information. 
 

By enforcing policies like password strength, length complexity rule on the domain controller, 

the Systems Administrator will help in protecting critical information assets from being access 

by people who might want to steal them by trying to guess people password in order to gain 

access to information that they are not authorized to access. Form the result it was also found that 

although some of the Staff are aware of the importance of their antivirus being up to date and 

have requested for an update, the ICT staff are reluctant to work on their antivirus. The ensuing 

effect will be spread of virus on the PC and others whose antivirus are not up-to-date and 

eventually lost of critical information. In the area of shredding of papers, users are aware that 

unwanted papers have to be shredded but are reluctant to do it because of their work load 

,frequent breakdown of the shredder and lack of enforcement on the part of the ICT. 

6.9 ICT infrastructure   

In other to manage critical information assets well, infrastructure is one of the key elements that 

has to be in place because technology is one of the element of securing information systems. 

When critical information assets are poorly managed, deficiencies in infrastructure availability 

which is one of the attributes of information security will be greatly affected. Here infrastructure 
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refers to all the IT resource that will be used to achieve a good management of critical 

information assets. 

IT infrastructure like data(databases and services), application infrastructure which includes all 

applications and the resources needed to managed well, technical infrastructure made up of 

networks, laptops and computers, servers and communication equipments- switches, routers, 

firewalls and location - server room and it physical set up all form part of the IT infrastructure 

that will enable a good delivery in managing critical information assets that will meet the core 

characteristics of information security namely, confidentiality, integrity and availability.  
 

The research reveals a critical infrastructure deficiency in all the three aspects namely, data 

infrastructure, application infrastructure and technical infrastructure. In the area of technical 

infrastructure, the servers are very old, slow and with low storage space and memory. There is no 

backup servers for staff and customer database, application server, file server and the active 

directory server, there is no CCTV cameras in the server room. Physical access to the server 

room is not restricted since it serves as a route to the archive room. These critical servers are 

therefore leaving on "time bomb" since when there is a major disasters any of these servers could 

go down. Theft and sabotage can also not be easy identified since there are no cameras and 

access to the room is not restricted. Although these handicaps have been reported to management 

there seems to be delay in rectifying the anomaly. The head of ICT put it " Our infrastructure 

problems have been communicated to the top management who have promise to work on 

resolving these challenges but we think it is delaying". ”We often have serious problems 

installing new software when a server crushes", explained by the ICT head. The physical 

infrastructure is also nothing to write home about. The sever room is just an ordinal room that 

does not meet the distinctiveness of a server room - there is no proper ventilation, the floor is not 

raised. There is frequent breakdown of the air conditioner, there is only one fire extinguisher 

which has even expires upon my observation. The ICT staff do not even know how to operate the 

fire extinguisher since they have never been taken through a fire drill although documents 

reviewed indicated that there is a policy that every staff be given training on how to control fire 

or evacuate the building.  The ICT head explained , "we have been in this rented premises for the 

past 5 years there are plans to build our own server room where we will get all the necessary 

safety equipments", explain the ICT head. 

"on the issue with the fire drills, we have contacted the appropriate authorize to organize the 
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training for us, but we are yet to hear from them". 

 

6.10 Staffing in ICT Department 

A dedicated, well trained and specialized information security professional is the one that will 

manage security very well to achieved the desired results. The research reveals that the Bank 

lacks qualified staff in the area of security to plan and execute critical information assets 

management. Although the current group of ICT staff are doing their best, the need for 

information security officer is vital to help organize and enforce issues regarding security. The 

ICT head explained, "we have serious issues with staffing, at the moment, we do not have 

enough ICT staff to manage our network. We are yet to employ a qualified information security 

expert who will handle issues regarding managing of critical information assets. We were 

supposed to employ one last year but it has been put on hold due to lack of funds from top 

management". The interview further revealed that the firewall and router management are 

outsourced since the Bank lacks the technical know-how on how to configure and manage these 

equipments. The need to employ a  staff who is knowledgeable in this aspect was mention by the 

ICT head since in his view sourcing these service are expansive and waste a lot of time when 

there is the needed to effect any change to improve the security of the information assets. The 

inadequate staffing at the ICT center explains why some users antivirus have not been not been 

updating for over three weeks although ICT have been prompted by the users. Employing a 

qualified and adequate staff will go a long way to help the Bank in managing critical information 

assets to meet the three characteristics of information security. 
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Chapter 7 : Summary 

The findings from the research has shown that the management of critical information assets in 

the context of the Rural and community Bank (RCBs) in Ghana needs to be seriously looked at. 

A look at the critical information assets management in the RCBs shows that they are vulnerable 

to threats from outside and within. Hence, a lot of work need to be done in that respect to ensure 

that critical information assets in the context of the RCBs are managed well. Some of the 

problem that need urgent attention in the critical information assets management at the RCBs are 

attitudinal, lack of awareness, lack of finance, inadequate support from top management and 

infrastructural deficiencies. Below is the summary of critical information assets in RCBs, how 

they are managed / management challenges and some suggestions on how to manage them which 

also answers the researcher's 3rd objective, "To suggest other ways of managing critical 

information assets in the RCBs".  

  

Critical Information Assets 

in the RCBs 

How they are 

managed/Management 

Challenges 

Suggestions 

Customer  and Staff 

information 

 No backup server for 

customer information 

database server. 

 No backup server for 

staff information 

database server. 

 Staff database server 

also serves as ftp 

server. 

 Servers are old, low in 

 A backup server must be 

made available and 

ready for deployment 

when the main server 

crushes. 

 The staff database and 

ftp server should each be 

on a separate server in 

other to reduce the 

impact on work if there 
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hard disk space and 

memory. 

 Backup tapes are kept 

in ICT head's office. 

 Data on backup tapes 

are not encrypted. 

 Active directory server 

also serves as ftp 

server and  backup to 

tape is done monthly. 

 Backup tapes are not 

tested. 

 Backup is done 

manually. 

 The server room does 

not have fire detection 

and suppression 

system, no CCTV 

cameras, the 

temperature in the 

room is not ideal. 

 Lack of financial 

support from top 

management to equip, 

modernize, train and 

employ qualified 

information security 

staff  for the ICT 

department . 

 Access to the server 

is a server crush. 

 The old servers with low 

hard disk and memory 

should be upgraded with 

bigger disk sizes and 

higher memories to 

improve their 

performances. 

 An offset, away from the 

office should be accrued 

where the backup tapes 

can be stored. 

 Data should be 

encrypted and backed up 

to tape. 

 Backup to tape should 

be taken daily after close 

of work. 

 Backup tapes should be 

tested monthly. 

 The RCBs should 

implement an online 

backup which is secure, 

easy to restore , and has 

automatic scheduling. 

 There is the need to 

build a modern server 

room that will have all 

the required facilities 

needed for a server 
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room is not restricted. 

 No qualified staff to 

manage routers and 

Cisco ASA firewall 

hence delay in 

effecting changes 

when the need arises.  

 

room. 

 Top Management should 

invest in ICT 

infrastructure since it 

will in the long run 

benefit the RCBs in 

managing their critical 

information assets, 

thereby increasing 

customer confidence and 

satisfaction which will 

translate into more 

customers and profit. 

 Access to the server 

room should be 

restricted to only 

authorized staff in other 

to protect the critical 

information assets from 

unauthorized access. 

 

Marketing Strategies and 

Trade Secrets 

 They are all kept as 

hard copies and placed 

in cabinets without 

locks or keys hence 

accessible to 

everybody. 

 Marketing strategies and 

trade secrets should also 

be kept as soft copies 

and stored on file 

servers whiles cabinets 

should be under lock 

and key. 

 Access to these 

documents should be 

restricted to only 
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authorized users.  

 The staff should also be 

educated on the need to 

keep these assets secret. 

  Employees must be 

made to sign 

nondisclosure 

agreements and anybody 

who breaches it must be 

punished.  

Data Files  These are printed as 

hardcopies and kept in 

files and in cabinets 

which do not have 

locks and keys.  

 They are not arranged 

in any orderly manner 

hence make 

accessibility or 

retrieval of 

information very 

difficult.  

 Electronic copies of 

Data files should also be 

kept on a file server and 

access restricted to only 

authorized users whiles 

the cabinets should be 

provided with locks and 

keys.  

 The electronic copies 

will speed up the 

retrieval process when 

any of the data files are 

needed. 

 The data files should be 

encrypted and password 

protected. 

Support  and Operational 

Procedures 

 These are kept by staff 

who also takes them 

home. The backups 

are kept in hard copies 

 Electronic copies of 

support and operational 

procedures should also 

be made available and 
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and stored in cabinets 

in no orderly manner 

hence makes 

accessibility and 

retrieval in times of 

need very difficult and 

time consuming. 

 No written policy on 

how to manage these 

important critical 

information assets. 

stored on file server 

which will speed up its 

retrieval and availability 

in times of need. 

 Restrictions to  

unauthorized  access to 

these documents should 

be configured so that 

access is granted to only 

those authorized to 

access them.  

 Policies should be 

developed on how to 

handle these documents 

and sanctions applied to 

anyone who flouts it. 

Policies  Some policies on 

information access- 

retrieval, shearing and 

destruction are either 

non existence or not 

implemented. 

 Policies on critical 

information assets 

management are not 

enforced. 

 There is Weak 

supervision when it 

comes to critical 

information assets 

management. 

 Entire policies on 

information access- 

retrieval, shearing and 

destruction should be 

reviewed, implemented 

and enforced. 

 

 Supervision on critical 

information assets 

management should be 

strengthen.  

 Frequent training in the 

area of critical 

information assets 

management should be 
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 There is Lack of 

training which is due 

to financial 

constraints. 

 There is no qualified 

information security 

personal to propose 

and ensured that 

practices and issues 

bordering on critical 

information assets 

management are 

adhere to and 

investigated.  

  Inability to apply 

sanctions on breach of 

polices due to 

reluctance on the part 

of the supervising 

department. 

 

given to the ICT staff. 

  User awareness training 

should be organized for 

the RCB staff from time 

to time.  

 Information security 

officer should be 

employed to help in 

formulating and 

enforcing  how critical 

information assets 

should be manage in the 

RCBs. 

 The Bank should 

employ and train staff to 

be able to manage the 

routers and Cisco ASA 

firewall. 

 Staff who breaches 

policies and procedures 

should be sanctioned to 

serve as a deterrent to 

others. 

 Policies should be 

review from time to time 

to keep up with 

technology. 

Archived Information  Huge pile of archive 

information due to 5 

year preservation 

 The current Archival 

information should be 

converted to digital form 
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policy. 

 Archived information 

retrieval is done 

manually by going 

through the pile of 

documents one after 

the other hence 

difficulty in managing 

archival information . 

which will increase the 

lifespan and its retrieval 

will be fast.  

 The archived 

information can be 

zipped and stored on 

CDs, DVDs, tape drives 

and also converted to 

PDF format. 

Business Continuity Plans 

documents 

 The existence of this 

document is only 

known to the ICT 

department and  has 

never been tested. A 

team for the 

continuality plan 

implementation has 

not been formed. 

 Business continuity 

team must be constituted 

and the document must 

be made available to the 

team who will 

implement its contents 

when disaster strikes. 

  The plan should be 

tested before it is 

adopted as a working 

document.  

 There is also the need to 

have a disaster recovery 

site (DR) which will be 

activated when there is 

disaster at the primary 

site. 
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Appendix: A Interview guides 

 

Interview questions for the Bank Manager 

1. What is the vision and the mission of the Bank? 

2. What are the priority of the Bank? 

3. What importance is attach to information asset management in the Bank by management? 

4. What can you say about the information handling in the Bank? 

5. What are some of the resources that are of most important (critical) to the Bank? 

6. Where will you place the ICT department when it comes to funding in the Bank? 

7. Based on the funding for the ICT are you pleased with the of output regarding ICT in the 

Bank? 

8. What are your expectation regarding the ICT in the Bank? 

9. What is your view on the information security in the Bank? 

10. Have you seen or read  the continuity plan? 

11. Have there been any security lapses in the Bank ?Howweretheytackled? 

12. What are some of the common security issues the Bank faces ? 

13. Do you have any other comments ?Whatarethey ? 

 

 

 

  

Interview questions for the Operation's Manager (OM) for the Bank 

1. How well do you understand the term information security? 

2. What are some of the resources that are of most important (critical) to the Bank? 

3. What can you say about customer data and information handling in the Bank? 

4. What can you say about  staff data and information handling in the Bank? 
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5. In your view how do you feel about the way information is handled or managed in the 

Bank? 

6. have you seen or read  the continuity plan? 

7. Do you have any guidelines or policies regarding how information or resources are 

handle and managed (sharing, usage, storage and destruction). Whatarethey ? 

8. What is the information management vision for the Bank?  

9. Is the funding for ICT ? In your view is the funding enough? Givesreasons? 

10. Have there been any security breaches ?Howwere the corrected ? 

11. Are there guidelines and policies regarding the use, modification, access, destruction of 

information assets of the Bank.?Whatarethey ? 

12. What are some of the common security issues the Bank faces ? 

13. Do you have any other comments ?Whatarethey ? 

14. What do you think must be done to improve the way important information are managed 

in the Bank? 

 

 

 

 

 

 

Interview questions for the Head ICT 

1. What is the vision of the ICT of the Bank? 

2. What are the scope of the services that the ICT department provide? 

3. What is the structure of the staffing at the ICT department. Are the enough? What is 

lacking? 

4. Do you have enough funding for the ICT department.? What are the consequences with 

regard to the funding? 
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5. What are some of the resources that are of most important (critical) to the Bank? 

6. How do you manage  customers data and information  in the Bank? 

7. How do you manage  staff data and information  in the Bank? 

8. How do you manage your physical security? 

9. How do you manage your logical security.? 

10. How are most information assets or resources handled or manage in the Bank? 

11. What are some of the common security issues the Bank faces ? 

12. have you seen or read  the continuity plan? 

13. What can you say is the awareness level of the staff regarding information security? 

14. What is the main risk to the most important information assets of the Bank? 

15.  What can you say about the importance that top management attaches to information 

management in the Bank and the ICT department? 

16. Do you have any other comments ?Whatarethey ? 

 

 

 

Interview questions for the Staff of the Bank 

1. How well do you understand the term information security? 

2. What are some of the resources that are of most important (critical) to the Bank? 

3. What are some of the common security issues the Bank faces ? 

4. In your view how do you feel about the way information is handled or managed in the 

Bank? 

5. Do know any guidelines or policies regarding how information or resources are handle or 

managed (sharing, usage, storage and destruction). Whatarethey ? 

6. What do you think must be done to improve the way important information are managed 

in the Bank? 

7. have you seen or read  the continuity plan? 

8. Do you have any other comments ?Whatarethey ? 
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Interview questions for customers of the Bank. 

1. How well do you understand the term information security? 

2. What is your most important asset (information, data) in the Bank that you will not want 

it to be protected? 

3. In your view how do you feel about the way customer  information or data is handled or 

managed in the Bank? 

4. Have you experience security breaches in the Bank? What  are they ? How was it 

resolve?  

5. What is your advice regarding the management of security of the Bank in general.? 

6. Do you have any other comments ?Whatarethey ? 

 

 

 

 

 

Interview questions for Systems Administrators of the Bank. 

1. How well do you understand the term information security? 

2. What is your job as a system administrator? 

3. What are some of the resources that are of most important (critical) to the Bank? 

4. How do you manage  customers data and information  in the Bank? 

5. How do you manage  staff data and information  in the Bank? 

6. What are the security measures in place to manage the most important information assets 

of the Bank? 

7. What are some of the common security issues the Bank faces ? 
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8. Do you have any guidelines or policies regarding how information or resources are? 

handle and managed (sharing, usage, storage and destruction). Whatarethey ? 

9. Is the security awareness level of the staff good enough.? Why is it like that and how can 

it be improved? 

10. have you seen or read  the continuity plan? 

11. Do you have any schedule that you undertake daily, weekly, monthly (taking backups, 

generating reports, analysis) ?Howaretheydone ? 

12. Do you deal with vendors  or ISPs ? Do they have their equipments in your premises? 

How do you deal with they in terms of access and security. 

13. Do you have any other comments ?What are they? 


