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Abstract

When Ericsson starts to use IP in their networks it has to be secure. A
network is not secure until all threats are eliminated. For this reason, some
threats and methods to avoid these threats are discussed in this thesis. The
main goal was to figure out how to install a base station as secure as
possible using “plug-and-play”. The security mechanisms treated here are
IPSec, SSL, Firewalls and Kerberos. IPSec is a mechanism that protects
the packets that pass through the network. SSL protects an application.
Firewalls are used to determine which packets it can let into and out of a
sub network. Kerberos is used to give authorization of service requests.
The plug-and-play mechanism used is DHCP. DHCP gives the base station
IP addresses and other necessary network parameters. The focus on this
thesis has been on the theoretical part, but a test was made to check the
performance of the security and plug-and-play protocols. Finally there is
an example of how the installation of a base station could be done seen
from a security perspective.
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1 Introduction

The R/G department at Ericsson Erisoft AB in Luleå is developing
operation and maintenance systems (O&M systems) for Ericsson’s GSM
radio base stations. The O&M system is used to install and configure the
base stations and to supervise and report component errors in the base
station.

Ericsson’s future mobile networks will be based on IP. Because IP is so
widely used, many people have knowledge about it. To be able to offer the
customers a secure network, it is important to investigate all security
aspects.

One of the benefits of IP technology is the possibility of automatic
configuration of new network devices with minimum assistance from the
O&M field personnel (plug-and-play). Unfortunately, plug-and-play and
security are in many ways each other’s opposites. Plug-and-play is used to
ease installation of new equipment while security tries to prevent
intrusion. To get a secure system most of it has to be manually installed,
because nobody can be trusted but yourself. To obtain pure plug-and-play
nothing but the hardware and plug-and-play software should have to be
manually installed. Thus, pure plug-and-play and security are hard to
combine.

1.1 Goals

The main goal of this master’s thesis was to investigate how to install a
base station as easy as possible in a secure way. To reach this goal some
sub goals had to be set:

• Investigate which information that has to be exchanged with the
network to get a network element to work in a plug-and-play
environment and how to be sure that the information is secure.

• Investigate how to handle keys in a plug-and-play environment.
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• Investigate where the threats come from and why, what consequences
the threats will have and how to eliminate the risks.

• Build a prototype to be able to check the performance of different
security mechanisms.

The focus of this thesis should be on the theoretical part. For this reason,
the last goal is not going to be treated as thoroughly as the other parts.

1.2 Disposition

In chapter 2 different threats are described and in chapter 3 some controls
to these threats are listed. Security and protection mechanisms like IPSec,
SSL and Kerberos are discussed in chapter 4. Chapter 5 contains
information about Plug-and-play and there are also some Plug-and-play
mechanisms like DHCP listed in the chapter. In chapter 6 the key
distribution is discussed. A prototype is described in chapter 7. Finally
there is a conclusion in chapter 8.
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2 Threats

When dealing with network security, it is important to be aware of what
can make networks insecure. It is not possible to make a secure network
until all threats have been found. Some threats are listed below. More
about the threats may be read in [13] [14] [15]. In this chapter Alice, Bob,
Eve, Mallory and Trent will be used to explain the threats.

Alice First participant in all the protocols
Bob Second participant in all the protocols
Eve Eavesdropper
Mallory Malicious active attacker
Trent Trusted arbitrator

2.1 Denial of Service

As people become increasingly dependent on computer communications
for business, education, research, and interaction, the impact of denial of
service on individuals and society grows alarmingly. Below are two
examples of denial of service attacks:

Flooding: An intruder damage network communications by
generating forged messages. The essential purpose
is to increase the traffic on the network and thereby
degrade service to the users. Flooding can block
legitimate network traffic.

Worm: A program that spreads copies of itself through a
network.

2.2 Integrity Violations

More and more people are depending on electronic messages to justify and
direct actions. As long as the message is reasonable, people tend to act on
an electronic message the same way as they would act on a signed letter, a
telephone call or a face-to-face communication.
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2.2.1 Code integrity violations

A serious threat in networking is damage to executable code. This threat is
usually evil, designed to delete or replace running programs on a host. The
transfer of files on the World Wide Web increases the seriousness of this
threat for several reasons. Downloaded code has the potential to do
anything to a system that programs can do, including modifying or deleting
files or data, encrypting data, rebooting the system, disabling access or
degrading performance severely.

Virus: A virus is a program that can pass on malicious
code to other non-malicious programs by modifying
them. It attaches itself to the program and either
destroys the program or co-exists with it. A good
program can be modified to include a copy of the
virus program, so the infected good program begins
to act as a virus, infecting other programs itself. The
viruses can eventually overtake an entire computing
system and spread to other connected systems.
There are two types of viruses, transient and
resident. A transient virus runs when its attached
program executes and terminates when its attached
program ends. A resident virus locates itself in
memory so that it can remain active, or be activated,
even after its attached program ends.

2.2.2 Data integrity violations

People not intended to have access to the data sometimes get hold of it
anyway. These threats are known as data integrity violation and some
examples are mentioned below.

Indiscretions
by personnel: An authorized person discloses information to an

unauthorized person, e.g., for money or favors, or
through carelessness. This threat is hard to detect
and protect from.

Trapdoor: A “feature”, which allows security policy to be
violated, is built into the system. An example is a
login-processing subsystem that allows processing
of a particular user-identification to bypass the usual
password checks.
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Trojan horse: A program that does one thing while secretly doing
another. An example is a software application
which has an outwardly legitimate purpose, e.g.,
text editing, but which also has a secret purpose,
e.g. copying user documents into hidden private
files which is read later by the attacker who planted
the Trojan horse.

2.2.3 Impersonating

Impersonating means that Mallory uses someone else’s identity to obtain
information that she is not supposed to have access to. There are several
ways for an impersonator to get the information needed to make an attack:
One way is to guess the identity and authentication details of the target.
This can be done e.g. by using a “dictionary” with the most popular
passwords and try them on the system. Another way is to pick up the
identity and authentication details of the target from a previous
communication. The impersonator intercepts an authentication message,
which can then be used to get access to the system until it changes. The
impersonator can also circumvent or disable the authentication mechanism
at the target computer. Some systems have flaws in their login procedures,
which can be exploited by an intruder. Finally the attacker can use a target
whose authentication data is known. Some systems are shipped with a
default password to the administrator account and if this is not changed the
impersonator can use this to get access to the system. Here are some
examples of impersonating methods:

Man-in-the-middle 
attack: In this attack an opponent, Mallory, intercepts

Alice’s public value and sends her own public value
to Bob. When Bob transmits his public value,
Mallory substitutes it with her own and sends it to
Alice. After this exchange, Mallory simply decrypts
any message sent out by Alice or Bob, and then
reads and possibly modifies them before re-
encrypting with the appropriate key and transmitting
them to the other party.

Masquerade: An entity (person or system) pretends to be a
different entity. This is the most common way of
penetrating a security perimeter. E.g. if Mallory gets
hold of Alice’s password, she can use this to
pretend to be Alice.

Spoofing: A spoofing attack involves using one machine to
impersonate another, by forging the source address.
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2.2.4 Message integrity violations

An attacker can change the content of a message, change any part of the
content of a message, replace a message entirely, reuse an old message,
change the apparent source of a message, redirect a message or destroy or
delete a message. This is known as message integrity violation.

Intercept/alter: A communication data item is changed, deleted or
substituted while in transit. E.g. Alice sends a
message to Bob that says that they are going to meet
at 4 p.m. Mallory, who has a crush on Bob, does not
want them to meet, so she deletes the message and
Bob never receives it.

Replay: A captured copy of a legitimately communicated
data item is retransmitted for illegitimate purposes.
E.g. Alice transfers money from her account to
Mallory’s. Mallory, who is not a very nice girl,
steels the communication and reuses it. Thus, she
sends the message to the bank several times and
gets more money from Alice.

2.2.5 Wiretapping

The general term wiretap means to intercept messages. There are two
kinds of wiretap, passive when Mallory just listens to the communication
and active when she inserts something into the communication. At the
most local level, in an Ethernet or other Local Area Networks (LANs) all
signals on the cable are available for everyone to intercept. Each LAN
connector has a unique address and the connector and its drivers are
programmed to take from the network only the packets addressed to its
host. However, a board called a packet sniffer can be used to retrieve all
packets on the network. A sniffer is something that captures information
going over the network. From a security standpoint, it should be assumed
that all communications between two nodes could be intercepted.

Eavesdropping: Information is revealed from monitored
communications. E.g. Mallory’s friend Eve is
listening to Bob’s and Alice’s messages and tells
Mallory what they are talking about.

2.3 Message confidentiality violations

On its way to the sender the message is vulnerable to attacks. The message
may be rerouted or exposed in the routers. This is called message
confidentiality violation.
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Exposure: To protect a message we need to consider the
security from the sender to the receiver. Along the
way the message is exposed in temporary buffers at
switches, routers, gateways and intermediate host.
An attacker can use any of these exposures to make
an attack on the message confidentiality.

Misdelivery: A message ended up somewhere else than intended.
This can happen in a number of ways. Messages can
be misdelivered due to some flaw in the network
hardware or software, but more often it is a human
error, like typing the wrong email address.

2.4 Physical threats

When talking about security the physical threats must also be considered.
The attacker must in this case be at the location.

Physical intrusion: An intruder gains access by circumventing physical
controls. E.g. someone breaks into the office and
gets access to a computer.

Theft: A security-critical item, e.g. a token or identity card,
is stolen.

2.5 Unauthorized use

Unauthorized use means that users without authorization get hold of secret
information in an unauthorized way.

Authorization
violation: A person authorized to use a system for one purpose

uses it for another, unauthorized, purpose. This is
known as an insider threat.

Bypassing controls: A hacker exploits system flaws or security
weaknesses, in order to acquire unauthorized rights
or privileges. This threat is hard to detect and
protect from.
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3 Network security controls

Fortunately, there are security controls to protect the network from the
threats listed in the previous chapter. Table 3.1 shows which threats the
security controls, which are described later, protect from. As seen in the
table, bypassing controls and indiscretions by personnel do not have any
controls. The reason for this is that these threats are hard to detect and
protect from.

Authorization violation X
Bypassing controls
Eavesdropping X
Exposure X X
Flooding
Indiscretions by personnel
Intercept/alter X X X
Man-in-the-middle attack X X
Masqureade X X X
Misdelivery X
Physical intrusion X
Replay X
Spoofing X X
Theft X
Trapdoor X
Trojan horse X
Virus X
Worm X
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3.1 Keys

Keys are used in several contexts. Encryption, authentication and digital
signatures are some of the network security controls that are using keys.
These are mentioned later in this thesis. There are two types of keys:
symmetric and asymmetric, which are described below. More about keys
may be read in “Security in computing” [13].

3.1.1 Symmetric keys

Symmetric key, single key and private key are different names for the
same thing. When using symmetric keys the sender and the receiver share
the same key. This means that Alice can encrypt a message to Bob as well
as decrypt a message from Bob with the same key. As long as the key
remains secret, the system also provides authentication. Authenticity is
ensured because only the legitimate sender can produce a message that
will decrypt properly with the shared key.

The main problem with symmetric keys is getting the sender and receiver
to agree on the secret key without anyone else finding out. If Mallory gets
hold of the key, she can decrypt all encrypted information available. She is
also able to produce bogus messages pretending to be a legitimate sender.
Often couriers are used to distribute the keys securely by hand. Another
approach is to distribute the keys in pieces under separate channels, so if
Mallory finds one piece she will not be able to produce a full key. If
people in separate networks need to exchange secrets, they may do so
through a central clearinghouse or forwarding office, which accepts secrets
from one person, decrypts them, reencrypts them using another person’s
secret key, and transmits them. Several protocols have been developed for
key distribution e.g. IKE.

3.1.1.1 Symmetric key exchange without server

If two users already have a copy of a symmetric key (K), known only by
them, they may use K for exchange of messages. If they want greater
security, either one can generate a fresh key, encrypt it under K and send
this to the other. The disadvantage of this is that the two users must share a
key that is unique to them and other pairs of users also needs unique keys.
This means that n users need n*(n+1)/2 keys if they want to be able to
communicate with all other users.
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3.1.1.2 Symmetric key exchange with server

The two users can appeal to a central key distribution service. See Figure
3.1.

Alice Bob

Distribution
center

1

2

3

1. Alice asks for Bob’s key

2. Alice gets Bob’s  key

3. Alice and Bob communicate with
    the new key

Figure 3.1 Key distribution through key distribution center.

Suppose that Alice and Bob want to communicate. They do not share keys
with each other, but they share keys (KA and KB) with a distribution center.
If Alice wants to send a message to Bob she can send her identity (A),
Bob’s identity (B) and a unique identifier (IA). The key distribution center
generates a fresh encryption key (KAB) for Alice and Bob to use. Alice
receives IA, B, KAB and a string containing A and KAB encrypted under KB.
Of course the whole message is encrypted with KA. Alice cannot decrypt
this last item, but she can send it to Bob. When Bob receives this, he
decrypt it with KB, extracts KAB, checks Alice’s identity (A) and when this
is done they can start to communicate in a secure way using KAB.

3.1.2 Asymmetric keys

In a public key or asymmetric key encryption system each person gets a
pair of keys, one called public key and the other called private key. The
public key may be published freely, e.g. on an Internet homepage, while
the private key is kept secret. The keys are obtained by using a
mathematical function on the own computer.

If Alice encrypts a message with Bob’s public key, Bob can decode it
using his private key. Furthermore, Alice can encrypt a message with her
private key and the message can be decrypted with the corresponding
public key. In this case everyone who has Alice’s public key can decrypt a
message from her, but if Alice encrypts a message with Bob’s public key,
Mallory cannot decrypt it because she does not have Bob’s private key.
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3.1.2.1 Asymmetric key exchange without server

As mentioned before, if Alice wants to send a secret message to Bob, she
can encrypt it with Bob’s public key, but public key encryption algorithms
are significantly slower than symmetric ones. For this reason, Alice and
Bob may not want to use an asymmetric key algorithm to protect their
entire communication. Alice can select an encryption key (KAB) to use
with Bob. If Alice sends (KAB) encrypted with Bob’s public key only Bob
can read it, but Bob will not know for certain that it was Alice who sent it.
To authenticate herself, Alice can also encrypt the message with her
private key. Only Alice has that key and if Bob can decrypt the message
with Alice’s public key, he can be sure that the message really came from
Alice. After receiving Alice’s key, Bob sends an encrypted random
number (n). To prove that it is a live key (that is, not a replay), Alice
decrypts the message and returns an encryption of the number n+1. This is
shown in Figure 3.2.

Alice Bob

3

2

1 1. Alice sends a new key protected for 
    secrecy and authenticity

2. Bob sends encrypted random 
    number (n)

3. Alice returns successor of random
    number (n+1)

Figure 3.2 Asymmetric key exchange without server.

3.1.2.2 Asymmetric key exchange with server

In Figure 3.3 the asymmetric key exchange with a distribution center is
shown. Alice sends a message to the distribution center saying she would
like to communicate with Bob. The distribution center responds with
Bob’s public key and his identifier, encrypted under the distribution
center’s private key. This means that anyone can read it, but only the
distribution center could have sent it. Alice now has Bob’s public key and
can start to communicate directly to Bob. If Alice sends a message
encrypted under Bob’s public key she can be sure that only Bob can read
it, but Bob can not be sure that the message really came from Alice.
Hence, Alice sends her identity (A), and her message identifier (IA) to Bob
encrypted with Bob’s public key. Bob communicates with the distribution
center the same way that Alice did. He sends Alice’s and his own message
identifier (IA and IB) encrypted with Alice’s public key to Alice, so that she
will know that he received the message, obtained her public key and is
ready to communicate. Alice sends her message and IA to show that the
message is really from Alice. This message usually contains a symmetric
key that is used throughout the rest of the communication.
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Alice Bob

Distribution
center

4

5

3

7

6

2

1

1. Alice asks for Bob’s key

2. Alice gets Bob’s public key

4. Bob asks for Alice’s key

5. Bob gets Alice’s public key

3. Alice sends A and IA to Bob 
    encrypted with Bob’s public key

6. Bob sends IA and IB to Alice 
    encrypted with Alice’s public key

7. Alice sends a message and IA to Bob 
    encrypted with Bob’s public key

Figure 3.3 Asymmetric key exchange protocol with server

A distribution center can publish its public key widely, and anybody who
wishes to register with that center simply delivers the key and the personal
identity under the center’s key. If the distribution center do not have the
requested key, it can negotiate with other centers to obtain and redistribute
the key. Mallory could register a public key of her own, claiming it to be
Alice’s. To bind an identity and a public key in a trustworthy manner a
certificate may be used.

3.1.3 Symmetric keys vs. asymmetric keys

If a symmetric key is revealed, Mallory will be able to decrypt encrypted
information and she will also be able to produce bogus messages. For this
reason keys must be transmitted with utmost security. Another
disadvantage is that the number of keys increases with the square of the
number of people exchanging information.

In the asymmetric key protocol less keys are used, but the flexibility of the
solution is somewhat reduced. Asymmetric key algorithms are much
slower than symmetric ones i.e. they put more load on the CPU. For this
reason asymmetric keys are usually used only to exchange symmetric keys,
which are used for the rest of the communication.

3.1.4 Key distribution

There are several ways to distribute a symmetric key to a system, e.g. by:

• Sending a recommended letter to the other part. In this way nothing
will be sent over the network. The disadvantage is that the post office
has to be trusted.

• Having a courier deliver the key by hand. Nothing will be sent over the
network, but the courier has to be trusted.
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• Installing the key at the factory. This is the alternative, which is closest
to pure plug-and-play. Another advantage is that nothing will be sent
over the network. This has the disadvantage that the customer has to
trust the key installed by the manufacturer. This method can not be
used to get a new key when the old one has expired.

• Sending pieces of the key on different channels. Here the key is
divided in several pieces, which are delivered separately. This means
that if one of the pieces is found the whole key is not exposed. The
disadvantage with this method is that the receiver must get all of the
pieces to be able to use the key.

It is not only during installation it is important that the keys are kept secret.
Of course they have to be changed continuously. The factory alternative
does not support the latter case. The main thing is that the key should not
be distributed over the network if it can be avoided.

3.2 Encryption

Suppose a sender wants to send a message to the receiver. The sender
entrusts the message to the transmission medium, which will deliver it to
the receiver. Encryption [13] is a process of encoding a message so that its
meaning is not obvious. Decryption is the reverse process; transforming an
encrypted message back into its normal form. The original form of a
message is called plaintext and the encrypted form is called ciphertext.
Figure 3.4 shows how the encryption/decryption is working.

Encryption DecryptionPlaintext Ciphertext Plaintext

Figure 3.4 Encryption

Encryption is a very powerful tool for providing privacy, authenticity,
integrity and limited access to data. In network applications encryption can
be applied either between two hosts (link encryption) or between two
applications (end-to-end encryption).

In link encryption, encryption occurs at the physical layer or the data link
layer. Because the encryption is added at the bottom protocol layer, the
message is exposed at all other layers in the sender and receiver. Simply
encrypting a message is not absolute assurance that the message will not
be revealed during or after transmission. With link encryption, encryption
is invoked for all transmissions along a particular link. Every other host
receiving these communications must also have a cryptographic facility in
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order to decrypt the messages. Part of the advantage of encryption is lost if
a message is encrypted along some insecure links of a network but not
along others. Therefore, link encryption is usually performed on all links
of a network if it is performed at all.

The End-to-end encryption performs encryption at the application layer or
at the presentation layer. Because the encryption precedes all routing and
transmission processing of the layer, the message is transmitted in
encrypted form throughout the network. End-to-end encryption is applied
to logical links, which are channels between two processes, at a level well
above the physical path. Because the intermediate hosts along a
transmission path do not need to encrypt or decrypt a message, they have
no need for cryptographic facilities.

Link encryption is faster, easier for the user and uses fewer keys. End-to-
end encryption is more flexible, can be used selectively, is done at the user
level and can be integrated with the application. Neither form is right for
all situations.

Any time after transmission the message is exposed. An intruder might try
to misdeliver the message, but neither the new receiver nor an
eavesdropper will be able to obtain any readable information from the
encrypted data flow. Encryption also protects the message from exposure.
While the message is encrypted an intruder is not able to change or
substitute the message without the receiver noticing it, but encryption
cannot prevent anyone from deleting the message. This means that
encryption makes it hard to intercept a message.

3.2.1 Symmetric keys

Symmetric key [14] cryptography is a traditional form of cryptography, in
which a single key is used to encrypt and decrypt a message. Thus, the
sender uses the secret key to encrypt the message, and the receiver uses the
same secret key to decrypt the message. See Figure 3.5. Symmetric key
cryptography does not only deal with encryption, it also deals with
authentication.

Encryption DecryptionPlaintext Ciphertext Plaintext

Key

Figure 3.5 Scheme of a Symmetric key system
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3.2.2 Asymmetric keys

When Alice wishes to send a secret message to Bob, she looks up Bob’s
public key in a directory, uses it to encrypt the message and sends it off.
Bob then uses his private key to decrypt the message and read it. This is
shown in Figure 3.6. No one listening in can decrypt the message. Anyone
can send an encrypted message to Bob, but only Bob can read it. [14]

Encryption DecryptionPlaintext Ciphertext Plaintext

Encryption
key

Decryption 
key

Figure 3.6 Asymmetric key cryptosystem

3.3 Authentication

With personal communication, when dealing with people we know, we
have ways of being sure the person to whom we speak is who we think it
is. We recognize voices, manners, patterns and behaviors. With computer
communication, we do not have as many clues to assure us of identity. The
primary means of authentication [13] is a password. The computer system
presumes that anyone knowing the password is the person to whom the
password belongs. Some other devices available are devices that include
handprint detectors, voice recognizers and identifiers of patterns in the
retina. These devices are used in very high secure situations. Another form
of authentication is encryption. If Bob receive an encrypted message that
can be decrypted with a key known only to him and Alice, the message is
authentic.

When using authentication an entity cannot pretend to be someone else,
because then the authentication check will fail. This means that
authentication protects from masquerading. It also protects from the man-
in-the-middle attack, because it will not be possible for an intruder to
impersonate another user.

3.4 Digital signatures

A digital signature [13] is a protocol that produces the same effect as a
real signature. It is a mark that only the sender can make, but other people
easily recognize as belonging to the sender. Just like a real signature a
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digital signature is used to authenticate a message or a transaction. Digital
signatures must meet two conditions:

Authentic: When Bob receives a message he must be able to
check that the signature really came from Alice.

Unforgeable: When Alice signs her messages it must be
impossible for Mallory to reproduce that signature.

Thus, digital signatures protect form masquerading. It also protects from
man-in-the-middle attack and altering. It is advisable to use time stamps so
old messages cannot be reused.

3.4.1 Symmetric Key

With a symmetric key encryption system the secret of the key guarantees
the authenticity of the message. If Alice and Bob share an encryption key,
Bob can be sure of the authenticity of the message because no one else
knows the key. So, the first condition is met, but symmetric encryption
does not prevent forgery, since Bob also has the key he can create a
message that looks like it came from Alice. In other words Bob cannot
convince anyone that a message really came from Alice. To solve this
problem an arbitrator, Trent, is needed. Alice and Bob register a personal
sealing function fa and fb respectively with Trent. The sealing function can
be a hash or a one-way encryption function. When Alice wants to send a
message, M, to Bob she sends M and fa(M) to Trent. Because he knows fa

he can compute fa(M). If the computed fa(M) is the same as the received,
he assumes it is from Alice and then the message is authenticated. Trent
sends M, Alice’s identity (A), fa(M) and fb((M,A)) to Bob. Bob verifies the
correctness of fb((M,A)) to be sure that the message can be trusted. He
cannot get any useful information out of fa(M) but he keeps it as evidence
that the message came from Alice. To prove that the message really came
from Alice he can send fa(M) and the message to Trent. Trent is now able
to use fa to compute fa(M) and compare it with the one Bob sent. If they
match it is proven that the message came from Alice.

3.4.2 Asymmetric Keys

Asymmetric keys are very well suited for digital signatures. Alice does a
computation involving both her private key and the message itself.
Because there are two keys an arbitrator is not needed to authenticate a
message since the only one who knows the private key is the sender. To
verify the signature, Bob does a computation involving the message, the
received signature, and Alice’s public key. If the result is correct according
to a simple, prescribed mathematical relation, the signature is verified to
be genuine; otherwise, the signature is false, or the message may have
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been altered. This method is much easier than the one with symmetric
keys. [13]

3.5 Certificate

As humans we establish trust all the time, but we have a trust threshold, a
degree to which we are willing to believe an unidentified individual. For
electronic communication, ways for two people to establish trust without
having met has to be developed.

Certificates [14] are typically used to generate confidence in the legitimacy
of a public key. Certificates are digital documents, which binds a public
key to an individual or other entity. This prevents someone from using a
phony key to impersonate someone else. Thus, certificates protect from
masquerading and spoofing.

The most secure use of authentication involves enclosing one or more
certificates with every signed message. The receiver of the message would
verify the certificate using the certifying authority’s public key and, now
confident of the public key of the sender, verify the message’s signature.
There may be two or more certificates enclosed with the message, forming
a hierarchical certificate chain, wherein one certificate testifies to the
authenticity of the previous one. At the end of a certificate hierarchy is a
top-level certifying authority (CA), which is trusted without a certificate
from any other certifying authority.

A CA can be any trusted central administration willing to guarantee the
identities of those to whom it issues certificates and their association with
a given key. In order to prevent forged certificates, the CA’s public key
must be trustworthy: a CA must either publicize its public key or provide a
certificate from a higher-level CA attesting the validity of its public key.

Certificate issuance proceeds as follows: Alice generates her own key pair
and sends the public key to an appropriate CA with some proof of her
identification. The CA checks the identification to assure itself the request
really did come from Alice and that the public key was not modified
during transmission. The CA then sends her a certificate attesting to the
binding between Alice and the public key along with a hierarchy of
certificates verifying the CA’s public key. Alice can present this certificate
chain whenever desired in order to demonstrate the legitimacy of the
public key.

Different CAs may issue certificates with varying levels of identification
requirements. One CA may insist on seeing a driver’s license, another may
want fingerprints of anyone requesting a certificate. One type of CA is the
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personal CA, which creates certificates that bind only e-mail addresses and
their corresponding public key.

3.6 Time Stamps

To protect the messages from replay attacks the sender and receiver can
identify each message with a time stamp [13]. A message number is then
embedded within the message and an interceptor can impossibly know
where in the message the message number bits appear or how to change
these bits without corrupting the encryption of the rest of the message. The
receiver keeps count of the message numbers received. If two people use
one set of numbers, the receiver can tell immediately if a message before
the current one has been lost or delayed, because the number encrypted
with the current message will be more than one higher than the number of
the previous message.

Time and date stamps are markings of the time and date the
message was sent, with enough precision that no two
messages will have the same marking. The receiver must
match the sender’s time closely, otherwise it may seem as
the message is received before even being sent.

3.7 Access control

In a network environment, access control [13] must protect a single system
of the network and prevent unauthorized users from passing through one
system of a network to access other systems of the network. Thus access
control must protect the network from authorization violation.

When users can dial in to the computing system from a telephone user
authentication becomes difficult. With an automatic callback system, an
authorized user dials a computer system. When the user has identified him
or herself, the computer breaks the communication line, effectively
hanging up on the user. The computer then consults an internal table of
telephone numbers and calls the user back at a predetermined number. In a
network this technique can also be used between two computers. This can
be seen in Figure 3.7. Clearly, the table of telephone numbers must be well
protected from modification.
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1. B calls A

2. They hang up

3. A calls B back

1

3

Figure 3.7 Access control

Limiting the places from which access is allowed can protect sensitive
data. People can be allowed to access the most sensitive data only from
secure places; even though the individuals are trusted for more sensitive
access, the connection between A and B is not trusted.

3.8 Data Integrity

The integrity of the data [13] in the network is also vulnerable. Integrity is
a function of two things: correct generation of the data and correct storage
and transmission.

Network communications operates through protocols designed for reliable
communication. The protocol must be able to detect messages that are
duplicates, deleted pieces, pieces out of order or modified messages
(intercept/alter and exposure). Most transmission protocols use a
numbering scheme to preserve order of datagrams or packets.

A cryptographic checksum (hash) is an important network guard from
message tampering and failures during message transmission. Some
network transmission protocols have additional data built into the
messages to detect and perhaps correct failures. If a correction is
impossible, the receiver will ask for the message to be retransmitted.

Error checking in network messages uses complex error detection and
correction codes, use of these codes can be demonstrated by using the
simple example of parity. As a byte is transmitted, an additional bit is
appended; this bit is set to 1 if the sum of the bits in the byte is even and to
0 if the sum of the bits in the byte is odd. See Figure 3.8.

0 1 0 0 1 0 0 1 0

0 1 0 0 1 0 1 1 1

0 1 0 0 1 0 0 1 1 Parity Error

Even

Odd

Figure 3.8 Parity
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The parity can identify the byte, but not necessarily the bit in error. Parity
also cannot identify the substitution of one byte for another in a message.
Parity is only reliable if there is an odd number of bit errors. If there is an
even number of errors, the parity number will not change. More
sophisticated error codes permit detection of errors in two or more bits:
some codes even allow correction.

3.8.1 Hashing

A hash algorithm is a check that protects data from most modification. If
Alice wants to protect data from modification, she computes the result of
her hash function. Later, if she or someone else wants to check if the data
has been modified, all they need to do is recompute the hash value and
compare it with the original. If they are the same it is pretty sure that the
message has not been modified. The result of a hash function is a reduced
form of the original data and it is called a digest or a check value.

The simplest possible hash function (parity) is the exclusive or (XOR) of
all bits in the data. This function reduces the data to a single bit. But using
XOR to calculate the digest is not very secure because it is very easy for an
attacker to recalculate the digest when he has changed the message.

A safer way is to use a cryptographic hash function. In this case some kind
of cryptographic function is used to compute the digest. The attacker can
still try to modify the message, the digest or both, but it is very unlikely
that he will be able to modify them in such a way that they match.

3.9 Control against program threats

When a system is large enough for several people in a team to program it
concurrently, everyone must have a precise design document that shows
what each piece does and how each piece interacts with other pieces.
Correct code is the responsibility of all programmers in the team. When a
designer or a programmer has completed a particular section of code,
several other designers or programmers are invited to participate in a walk-
through of the design or code. Because all reviewers are designers or
programmers themselves, they understand programming. They know what
things are suspicious in a program, or do not belong or have a non-obvious
side effect. A rigorous design or code review can locate trapdoors, Trojan
horses, worms, viruses and other program flaws. [13]

3.9.1 Preventing virus infection

The only way to prevent infection by a virus [13] is to not share executable
code with an infected source. Because it is almost impossible to know
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which sources that are infected, outside sources should be assumed
infected.

To build a reasonably safe community for electronic contact only
commercial software acquired from reliable, well-established vendors
should be used. If software from a questionable source must be used, the
software should be tested on a computer with no hard disk, not connected
to a network and with the boot disk removed. Run the software and look
for unexpected behavior and test the computer with a copy of a virus
scanner. Only if the program passes these tests it should be installed on a
less isolated machine. Many of the virus detectors available can both
detect and eliminate viruses therefore these should be used regularly.

3.10 Physical controls

Some of the easiest, most effective and least expensive controls are
physical controls [13]. Physical controls include locks on doors, guards at
entry points and backup copies of important software and data. Often the
simple physical controls are overlooked. The threats we protect us from
when using physical controls are theft and physical intrusion.
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4 Protection mechanisms

The word secure is binary, which means that something either is or is not
secure. If there is less security in one end the whole network is insecure.
E.g. if the front door is locked, but the back door or a window is left open,
someone can still break into the house. To be able to call anything secure,
it should withstand all attacks, today, tomorrow and a century from now.
[1]

The most dangerous and most common threats are the insider threats.
These are also the hardest to eliminate. If we are able to remove these
threats our network will be safe and we can then connect to the Internet.
When our network is safe from insiders, it will also be safe from many of
the other threats.

Security professionals speak of trusted rather than secure systems,
meaning ones that:
• meet their intended security requirements
• are of high enough quality
• justify confidence in their quality

Trust is a quality of the receiver, not of the giver. Also there can be
degrees of trust. Trust is developed based on evidence and experience.
Trust is earned, not claimed or conferred. When trying to obtain a secure
network the main rule is not to trust anyone. This means that if someone
else manually inserts something, it cannot be trusted. [13]

In Table 4.1 some protection mechanisms and the threats they protect from
are listed. As seen in the table there are no software controls against
Bypassing control, Indiscretion by personnel, Physical intrusion or Theft.
The protection mechanisms are described further down in this chapter.
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Authorization violation X
Bypassing controls
Eavesdropping X X X
Exposure X X X
Flooding X
Indiscretions by personnel
Intercept/alter X X X
Man-in-the-middle attack X X X
Masqureade X X
Misdelivery X X X
Physical intrusion
Replay X
Spoofing X X
Theft
Trapdoor (x)
Trojan horse (x)
Virus (x)
Worm (x)
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Table 4.1 Threats and protection mechanisms

4.1 Firewalls

The most effective way to protect sensitive resources is to not have them
connected to the outside world at all, but many users need to be connected
to the Internet. Then some kind of device that filters undesirable
interactions with the outside is needed. This defense device is known as a
firewall. A firewall can be thought of as a brick wall with small holes
made in it to make it possible to carefully control what goes in and out,
this is shown in Figure 4.1.
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Figure 4.1 Firewall

A firewall is a process that filters all traffic between a protected network
and the rest of the world. To know how and what to filter the firewall
implements a security policy, this policy might prevent any access from
the outside, allow it from certain places or users or allow certain activities.
A firewall protects the perimeter of its environment from attacks from
outsiders that wants to access information in the protected environment.
The protection of environment is possible only if the firewall have control
over the entire perimeter, that is, only if there are no connections through
the perimeter that do not pass the firewall. Even if only one host inside
connects to one host outside the entire inside network is vulnerable.

Firewalls do not protect data outside the perimeter once the data passes
through the firewall it is as exposed as if there where no firewall at all.
Firewalls are targets of penetrators, they are designed to withstand attacks
but they are not impenetrable. Designers intentionally keep them small and
simple so that even if a penetrator breaks them, the firewall does not have
further tools to continue the attack. To give maximum protection firewalls
must be correctly configured, that configuration must be updated as the
internal and external environment changes, and firewall activity reports
must be reviewed periodically for evidence of attempted or successful
intrusion. Firewalls are very important tools in protecting an environment
connected to a network but firewalls cannot secure the environment.
Firewalls have the ability to protect from network level attacks such as
flooding and spoofing. More about firewalls may be read in “Security in
computing” by P. Pfleeger [13] or in “end-to-end security” by A. Sjögren
[15].
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4.2 Kerberos

Kerberos [13] is a system that supports authentication in distributed
systems. In a distributed system the computation involves two or more
computers. E.g. a user task on one machine requires data or specialized
processing from another machine. The basis of Kerberos is a central server
that provides authenticated tokens, called tickets, to request application. A
ticket is an unforgeable nonreplayable, authenticated object. Kerberos was
originally designed to work with symmetric key encryption, but the latest
version uses asymmetric key encryption.

As seen in Figure 4.2, when establishing a session with the Kerberos
server a user’s workstation sends the user’s identity to the Kerberos server
when the user logs on. The Kerberos server verifies that the user is
authorized and sends two messages. The first message is sent to the user’s
workstation. This message contains a session key, which is encrypted
under the user’s password, for use in communication with the Ticket
Granting Server and a ticket for the ticket-granting server. The second
message is sent to the ticket-granting server and is containing a copy of the
session key and the identity of the user. The information is encrypted
under a key shared between the Kerberos server and the Ticket Granting
Server. Passwords are stored at the Kerberos server, not at the workstation,
and the user’s password does not have to be passed across the network,
even in encrypted form.

User

Kerberos
Server

Ticket
Granting
Server

U
ser’s Identity

Se
ss

io
n 

K
ey

Session K
ey + Ticket

Figure 4.2 Initialization with Kerberos

Using the session key, the user requests a ticket to access a file from the
ticket-granting server. When the ticket-granting server has verified the
user’s access permission, it returns a ticket and a session key. The ticket
contains the authenticated identity of the user, an identification of the file,
the access rights and a session key for the file server to use while
communicating this file to the user and an expiration date for the ticket.
See Figure 4.3.
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Figure 4.3 Kerberos ticket granting

Kerberos is not a perfect answer to security problems in distributed
systems. One reason is that the ticket granting server must share a unique
encryption key with each trustworthy server. Another reason is that a
user’s initial ticket is returned under the user’s password. An attacker can
then submit an initial authentication request to the Kerberos server and try
to decrypt the response using password guessing.

4.3 IP Security

IP Security (IPSec) protocols protects IP datagrams by defining what
traffic to protect, how to protect the traffic and to whom the traffic is to be
sent. This information is stored in a Security Policy Database (SPD). For
each packet entering or leaving the IP stack, the SPD must be consulted
for the possible application of security. An SPD entry may define one of
three actions to take upon traffic match:

Discard do not let this packet in or out

Bypass do not apply security services to an outgoing packet and do
not expect security on an incoming packet

Apply apply security services on outgoing packets and require
incoming packets to have security services applied

IPSec is able to protect packets between hosts, between network security
gateways or between hosts and security gateways.

IPSec contains two protocols for protecting IP datagrams or upper-layer
protocols: the Authentication Header and the Encapsulation Security
Payload. “The New Security Standard for the Internet, Intranets and
Virtual Private Networks” [1] contains more information about IPSec.

4.3.1 Authentication Header

The Authentication Header (AH) [7] is used to provide data integrity, data
origin authentication and optional limited antireplay services to IP. AH
does not encrypt any part of the protected IP datagram, but it authenticate
the whole message except the Service type, Flags, Fragmentation offset,
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Time to live and Header checksum fields in the IP header, which can
change during the transmission. This is shown in Figure 4.4.

IP hdr PayloadAH hdr

Authenticated

Figure 4.4 A packet with an authentication header

The Next header, see Figure 4.5, is an 8-bit field that identifies the type of
the next payload after the AH. The Payload length is an 8-bit field that
specifies the length of the AH. The 16-bit reserved field is for future use,
but it must be set to zero because it is used in the Authentication Data
calculation. The Security Parameter Index (SPI) is an arbitrary 32-bit
value that, in combination with the destination IP address and security
protocol (AH), uniquely identifies the Security Association (described in
chapter 4.3.4) for the datagram. The Sequence Number is an unsigned 32-
bit field containing a monotonically increasing counter value. Finally the
Authentication Data contains an integrity check value for the packet. This
value is calculated with some hash function usually HMAC-MD5-96 or
HMAC-SHA-96.

Next hdr Payld Len Reserved

Security Parameter Index (SPI)

Sequence Number

Authentication Data (variable)

Figure 4.5 The Authentication Header

4.3.2 Encapsulation Security Payload

The Encapsulation Security Payload (ESP) [8] is a protocol header
inserted into an IP datagram to provide confidentiality, data origin
authentication, antireplay and data integrity services to IP. ESP may be
applied in different modes in which it is inserted between the IP header
and the upper-layer protocol header or it may be used to encapsulate an
entire IP datagram. As seen in Figure 4.6 the ESP header, the payload and
the ESP trailer are authenticated, but only the Payload and the ESP trailer
are encrypted.

ESP hdr ESP autIP hdr Payload ESP trl

Encrypted
Authenticated

Figure 4.6 A packet with an ESP header and an ESP trailer.
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Like the AH header the ESP header (Figure 4.7) contains an SPI field, a
Sequence Number and an Authentication Data field. These are described
above. The Authentication Data field is optional in the ESP header. The
Payload Data field is mandatory and it contains the data to be sent. This
data can be encrypted. If an encryption algorithm is employed that requires
the plain text to be a multiple of some number of bytes, the Padding field
is used to fill the plain text to the size required by the algorithm. The Pad
length field is containing the length of pad bytes immediately preceding it.
The Next header is an 8-bit field that identifies the type of data contained
in the Payload Data field. The range of valid values is 0-255.

Security Parameters Index (SPI)

Sequence Number

Payload data (variable)

Padding (0-255 bytes) Pad length Next hdr

Authentication Data (variable)

header
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Figure 4.7 ESP

4.3.3 AH vs. ESP

The AH packet is not encrypted, but the whole packet is authenticated.
ESP, on the other hand, has an encrypted part, but it does not authenticate
the whole packet. Because of the trailer and the authentication header, ESP
carries more overhead than an AH packet. Encryption and decryption is
time-consuming, this means that it is a faster alternative to use the AH
header option. Thus, if the message need to be encrypted the ESP header
should be used and if it only needs to be authenticated the AH header is a
better option.

4.3.4 Security Association

The Security Associations (SAs) are the contact between two
communicating entities. They determine the IPSec protocols used for
securing the packets, the transforms, the keys and the duration for which
the keys are valid to name a few. IPSec implementations builds an SA
database (SADB) that maintains the SAs that the IPSec protocols use to
secure packets.

The SAs are unidirectional which means that if two hosts, A and B, are
communicating they will have two SAs each. One for processing outgoing
packets and one for processing the incoming packets. The outgoing SA of



30

host A and the incoming SA of host B will share the same cryptographic
parameters. As SAs are unidirectional, a separate table is maintained for
SAs used for outgoing and incoming processing. The SAs are also
protocol specific, which means that there is an SA for each protocol.

An SA is identified by a Security Parameter Index, an IP Destination
Address and a Security Protocol. The Security Parameter Index (SPI) is a
32-bit entity, which is identifying the SA at the receiver. To know where
to send the datagrams, an IP Destination Address is used. The Security
Protocol parameter is containing information about which IPSec protocol
the SA is using.

There are two types of SAs: transport mode and tunnel mode and there are
four possible combinations of modes and protocols: AH in transport mode,
AH in tunnel mode, ESP in transport mode and ESP in tunnel mode. The
headers of the two protocols are the same in both modes. More about SAs
may be read about in [1][6][15]

4.3.4.1 Transport mode

Transport mode [1] is used to protect upper-layer protocols and can only
be used when security is desired end to end. AH and ESP intercepts the
packets when they are flowing into the network layer from the transport
layer.

When security in the transport layer is enabled, the packets flow into the
IPSec component. This component adds the AH, ESP or both headers. If
the ESP protocol is used then the IPSec component also adds a trailer and
an optional authentication data field. If both headers are used the ESP
header is inserted before the AH header. This means that the whole
message gets authenticated. Figure 4.8 shows how the headers and trailers
are inserted.
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IP hdr PayloadOriginal

AH IP hdr PayloadAH hdr

Authenticated

ESP hdr ESP autIP hdr PayloadESP ESP trl

Encrypted
Authenticated

AH hdr PayloadIP hdrAH & ESP ESP hdr ESP trl

Encrypted
Authenticated

Figure 4.8 The headers are inserted into the packet after the original
IPheader. In case of ESP, a trailer and an optional
authentication data is appended to the packet.

4.3.4.2 Tunnel mode

Tunneling [16][11] is the process of sending packets to a computer on a
private network by routing them over some other network, such as the
Internet. See Figure 4.9. The other network routers cannot access the
computer that is on the private network. However, tunneling enables the
routing network to transmit the packet to an intermediary computer.

Figure 4.9 Tunneling

The IP packet is sent as the payload of a new IP packet, that is, a new IP
header is attached in front of the header of the IP packet. See Figure 4.10.

Tunneled packet IP hdrnew 
IP hdr

Payload

IP hdr PayloadOrdinary packet

Figure 4.10 How packets change when tunneling is used.

Tunnel mode [1] is used to protect entire IP datagrams. As seen in Figure
4.11 the IPSec tunnel mode packet has two IP headers – inner and outer.
The host constructs the inner header and the device that is providing the
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security services adds the outer header. This can be either the host or a
router. When the AH protocol is used the header is inserted between the
two IP headers. The ESP header is also inserted between the IP headers
and the trailer and authentication fields are appended to the package.

IP hdrnew 
IP hdr

PayloadTunneled datagram

IP hdrnew 
IP hdr

AH hdr PayloadAH

Authenticated

IP hdrnew 
IP hdr

ESP hdr Payload ESP trl ESP autESP

Authenticated
Encrypted

Figure 4.11 The headers are inserted between the new and the old IP
headers. In case of ESP, a trailer and an optional
authentication data is appended to the packet.

4.3.5 Internet Key Exchange (IKE)

Security associations are used with IPSec to define the processing done on
a specific IP packet. The whole purpose of Internet key exchange (IKE) [1]
is to establish shared security parameters and authenticated keys – in other
words, security associations – between IPSec peers. The protocol is a
request – response type with an initiator and a responder. The initiator is
the party that is instructed by IPSec to establish some SAs as a result of an
outgoing packet matching an SPD entry; it initiates the protocol to the
responder. IKE always uses a Diffie-Hellman exchange.

4.3.5.1 Diffie-Hellman

Diffie-Hellman [1] is a public key cryptosystem, which is based on the
Discrete Logarithm Problem. The exchange must first agree on a group.
This group defines which prime, p, and generator, g, will be used. The
exchange is done in two parts. In the first part each side, Alice and Bob,
choose a random private number and exponentiate in the group to produce
a public value.

Alice Bob
A = ga mod p B = gb mod p

The public values, A and B, are exchanged and another exponentiation is
made, using the other party’s public value as the generator. The obtained
values are the shared secret key, k= gab mod p.
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Alice Bob
Ba mod p = gab mod p = Ab mod p

Notice that A and B can be exchanged over an insecure network without
lessening the security of the scheme. The g and p values do not even need
to be kept secret. An eavesdropper could know g and p, intercept A and B
over the insecure channel and still not be able to discover the secret.

The Diffie-Hellman key exchange is vulnerable to a man-in-the-middle
attack. The attack can be avoided by having Alice and Bob to digitally sign
their public values. Mallory will not be able to fool Bob into signing her
public value and will not be able to make Alice think that its signature is in
fact Bob’s.

4.3.6 Antireplay service

IPSec packets are protected from replay attacks by using a sequence
number and a sliding receive window shown in Figure 4.12. Each IPSec
header contains a unique monotonically increasing sequence number. This
number is set to zero when an SA is created and a new SA must be created
before the sequence number wraps around to zero.

A received packet must be new and must either fall into the window or to
the right of it else it will be dropped. If the packet is received to the right
of the window it will be dropped if it fails authentication else the window
will move forward to include that packet. Packets can be received out of
order and still be properly processed.

0 1 1 1 1 1 1 0 1 1 1 1 1 1 1 1

Sliding window of received packets

Packet stream

Sequence
number

N

Sequence
number

N+7

Sequence
number
N+16

Figure 4.12 16-bit Sliding replay window

The replay window in Figure 4.12 is 16-bits wide so the left end is
sequence number N and the right end is packet number N+15. Sequence
numbers N, N+7, N+16 and N+18 and onward has not been received.
When number N+16 is authenticated the window will move forward two
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steps so the left end will be at N+2. This means that packet N will be
dropped when it arrives but packet N+7 can still be received provided that
packet N+23 is not received and authenticated first.

It is important to note that the window must not be moved before the
packet that causes the movement is authenticated otherwise an attacker
could generate a packet with a high sequence number to make window
move forward making it drop valid packets. More about this can be read in
[1].

4.4 Secure Socket Layer (SSL)

SSL is a protocol that supports server and client authentication. The SSL
protocol maintains the security and integrity of the transmission channel
by using encryption, authentication and Message Authentication Codes
(MACs).

SSL is placed between the Application layer and the Transport layer (see
Figure 4.13). All calls that are made to the Transport layer is replaced with
calls to the SSL layer, and the SSL layer takes care of the communication
with the Transport layer. As seen in Figure 4.13 SSL consists of two
layers. The layer closest to the TCP layer is the SSL Record Layer. Here
the messages are divided/combined to fit within the payload of SSL
records, a MAC is created and then the whole record layer message is
encrypted with the secret key algorithm agreed upon. The substance of the
SSL records will be content type, protocol version number, length, data
payload and MAC that provides data integrity. The messages are then sent
to the other peer through a TCP/IP connection.

Transport

Application

TCP UDP

Presentation

Session

Applications Application layer

Transport layer

Handshake protocol, etc

SSL Record Layer 

SSL

Figure 4.13 Insertion of SSL protocols
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The layer above the SSL Record Layer consists of help-protocols to the
Record Layer, one of them is the Handshake protocol which is used in the
beginning of an SSL session to exchange important information and for
authentication. Most of today’s Internet browsers support SSL and it is
activated by typing https instead of http. More information may be found
in “SSL-Secure Socket Layer, TLS-Transport Layer Security” [12] by M.
Pettersson.

4.4.1 The Handshake protocol

The SSL handshake protocol [14] consists of two phases: server
authentication (Figure 4.14 a) and an optional client authentication
(Figure 4.14 b). In the first phase, the server, in response to a client’s
request, sends its certificate and its cipher preferences. The client then
generates a master key, which it encrypts with the server’s public key, and
transmits the encrypted master key to the server. The server recovers the
master key and authenticates it self to the client by returning a message
authenticated with the master key. In the second phase, the server sends a
challenge to the client. The client authenticates itself to the server by
returning the client’s digital signature on the challenge, as well as its
public key certificate.

Client Server

Request

Certificate
Cipher preferences

Generates
Master key

Encrypted master key

Message authenticated

with the master key

a

Client Server

Challenge

Clients digital signaturePublic key certificate

b

Figure 4.14 a. Server authentication b. Client authentication

4.5 IPSec vs. SSL

IPSec secures the low-level network packets in order to create a secure
network of computers over insecure channels, including the Internet and
leased lines. SSL operates above the transport layer, abstracted from the
network layer where IPSec operates. SSL operates between any two
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applications that do not necessarily need to be on the same secure network.
SSL secures two applications, IPSec secures the communication between
two computers.
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5 Plug-and-play mechanisms

Plug-and-play (PnP) [10] is a technology that supports automatic
configuration of PC hardware and attached devices. A user can attach a
new device and start working without having to configure the device
manually. PnP technology is implemented in hardware, operating systems
and in supporting software.

All PnP devices must contain a PnP device ID in order to allow the
operating system to uniquely recognize the device so that it can load the
appropriate driver software. Each device manufacturer is responsible for
assigning the PnP ID for each product and storing it in the hardware. PnP
IDs consists of two parts: A three-character vendor ID, followed by a four-
digit product ID. The vendor is an industry-unique ID and the product ID
is an ID assigned to each individual product model.

The services provided by a PnP device and the resources it requires must
be stated. The PnP device must also identify the drivers which supports it
and it must allow software to configure it.

5.1 Universal Plug-and-play

Universal Plug-and-play (UPnP) [9] is an architecture for peer-to-peer
network connectivity of PCs, intelligent appliances and wireless devices.
UPnP is a distributed, open networking architecture that influences TCP/IP
and the Web to enable seamless neighboring networking in addition to
control and data transfer among networked devices in the home, office and
everywhere in between.

UPnP is independent of any particular operating system, programming
language or physical medium. It also supports Zero configuration
networking and automatic discovery whereby a device can dynamically
join a network, obtain IP address, announce its name, transport its
capabilities upon request and learn about the presence and capabilities of
other devices.
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5.2 Dynamic Host Configuration Protocol (DHCP)

The Dynamic Host Configuration Protocol (DHCP) provides a framework
for passing configuration information to hosts on a TCP/IP network.
DHCP automatically allocates reusable network addresses and additional
configuration options. It consists of two components: a protocol for
delivering host-specific configuration parameters from a DHCP server to a
host and a mechanism for allocation of network addresses to hosts. The
protocol is built on a client-server model, where designated DHCP servers
allocate network addresses and deliver configuration parameters to
dynamically configured hosts. After obtaining parameters via DHCP, a
client should be able to exchange packets with any other host on the
Internet.

DHCP supports three mechanisms for IP address allocation:

• Automatic allocation DHCP assigns a permanent IP address to a
client.

• Dynamic allocation DHCP assigns an IP address to a
client for a

limited period of time.

• Manual allocation the network administrator assigns a client’s
IP

address, and DHCP is used simply to bring
the assigned address to the client.

A particular network will use one or more of these mechanisms, depending
on the policies of the network administrator. Dynamic allocation is the
only one of the three mechanisms that allows automatic reuse of an
address that is no longer needed by the client to which it was assigned.
More about DHCP may be read in ”Dynamic Host Configuration
Protocol” [2], written by R. Droms.

5.2.1 Allocating a network address

When a client needs an IP address, it broadcasts a DHCPDISCOVER
message on its local physical subnet. The message format is shown in
Appendix B. Each server receiving this message may respond with a
DHCPOFFER message that includes an available network address. When
allocating a new address servers should check that the offered network
address is not already in use. The timeline diagram in Figure 5.1 shows the
timing relationships in a typical client-server interaction.
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Server (not selected) Client Server (selected)

Begins initialization

DHCPDISCOVERY DHCPDISCOVERY

Determines
configurationDetermines

configuration Collects replies

Selects configuration

Commits binding

DHCPOFFER
DHCPOFFER

DHCPREQUESTDHCPREQUEST

Initialization complete

Discards lease

Graceful shutdown

DHCPACK

DHCPRELEASE

Figure 5.1 Timeline diagram of messages exchanged between DHCP
client and servers when allocating a new network address.

The client chooses the server with the best offer and broadcasts a
DHCPREQUEST message. This message includes the server identifier
and it may also include desired configuration values. If the client does not
receive any DHCPOFFER message it times out and retransmits the
DHCPDISCOVER message.

The server selected in the DHCPREQUEST message commits the binding
for the client and responds with a DHCPACK message containing the
configuration parameters. A binding is a collection of configuration
parameters, including at least an IP address, associated with a DHCP
client. If the selected server is unable to satisfy the DHCPREQUEST
message the server should respond with a DHCPNAK message. When the
client receives a DHCPNAK message it restarts the configuration.

Those servers not selected by the DHCPREQUEST message use the
message as notification that the client has declined that server’s offer. The
server should mark an address offered to a client in a DHCPOFFER
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message as available if the server receives no DHCPREQUEST message
from that client.

The client should perform a final check on the parameters and note the
duration of the lease specified in the DHCPACK message. A lease
specifies for how long a computer can use an assigned IP address before
having to renew the lease with the DHCP server. If the client detects that
the address is already in use the client must send a DHCPDECLINE
message to the receiver and restart the configuration process. Otherwise
the initialization of the client is complete, and it can participate in the
TCP/IP communication in the network. The client may choose to
relinquish its lease on a network address by sending a DHCPRELEASE
message to the server or continue to use it until the lease expires.

5.2.2 Reusing a previously allocated network address.

If a client already has a network configuration, it does not have to do all
the steps described above. See Figure 5.2. The client broadcasts a
DHCPREQUEST message on its local subnet. The message includes the
client’s network address.

Server Client Server

Begins initialization

DHCPREQUEST DHCPREQUEST

Locates
configurationLocates

configuration Collects replies

DHCPACK
DHCPACK

Initialization complete

(Subsequent
DHCPACKs

ignored)

Figure 5.2 Timeline diagram of messages exchanged between DHCP
client and servers when reusing a previously allocated
network address.
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Servers with knowledge of the client’s configuration parameters respond
with a DCPACK message to the client. If the client’s request is invalid,
servers should respond with a DHCPNAK message.

When the client receives a DHCPACK message with configuration
parameters, it performs a final check on the parameters and notes the
duration of the lease specified in the DHCPACK message. If the client
detects that the IP address in the DHCPACK message is already in use, the
client must send a DHCPDECLINE message to the server and restart the
configuration process by requesting a new network address as shown in
Figure 5.1.

If the client receives a DHCPNAK message, it cannot reuse its
remembered network address. It must instead request a new address by
restarting the configuration process.

5.2.3 DHCP authentication

As all other network protocols DHCP is exposed to a number of threats.
The threat to a DHCP client is that an attacker can establish a rouge DHCP
server that gives the client wrong configuration information. This could be
used for a man-in-the-middle or a denial of service attack. The DHCP
server may be attacked by invalid clients masquerading as valid clients to
receive network configurations to make it easier to continue their attack. A
common threat both to the clients and the servers are replay attacks and
denial of service attacks with the intention of exhausting valid addresses or
system resources. A good way to protect from all this threats is to
authenticate the DHCP messages and insert a counter or a time stamp.

5.2.3.1 Ways of authenticating DHCP messages

Today there is no standard for authentication of DHCP [3] messages but
there are several ideas of how to do it. Either use Kerberos V, which is
described in the following chapter or use one of the simpler methods,
described here:

One simple way of authenticating a DHCP message is to use a token
known by the sender and the receiver. This token is then inserted in the
messages. When Bob receives a message he just checks if the token is
present and that it is correct. This method gives weak entity authentication
because it might be very easy for an attacker to extract the token from the
message and it gives no message authentication.

A better way is to use some kind of cryptographic hash function and
symmetric keys to generate the token. One idea is to use “delayed
authentication” and symmetric keys. In this case the client requests
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authentication in its DHCPDISCOVER message and the server replies
with a DHCPOFFER message that includes authentication information.
This method requires a shared secret key for each client on each DHCP
server with whom that client wishes to use the DHCP protocol. The key
must be distributed to clients by some out-of-band mechanism. Each
server must know or be able to obtain these keys in some secure manner.
Because of this the method may not scale well.

Below follows a description of how the initialization works (as shown in
Figure 5.1):

The client must include the authentication request option in its
DHCPDISCOVER message along with some identification. When the
client receives a DHCPOFFER that includes authentication information it
must validate message and discard it if it fails. If none of the
DHCPOFFER messages received by the client include authentication
information, the client may choose an unauthenticated message as its
selected configuration.

The client replies with a DHCPREQUEST message that must include
authentication information encoded with the same secret used by the
server in the selected DHCPOFFER message.

The client must validate the DHCPACK message from the server. The
client must discard the DHCPACK if the message fails to pass validation.
If the DHCPACK fails to pass validation, the client must revert to INIT
state and start over again.

5.2.3.2 DHCP authentication with Kerberos V

Kerberos V may be used to allow a DHCP client and server to mutually
authenticate as well as protect the integrity of the DHCP exchange. The
DHCP clients and servers use a Kerberos session key to compute an
integrity check value on the message. This value authenticates as well as
integrity protects the messages. Each server maintains a list of session keys
and identifiers for each client. In this way the server can retrieve the
session key and identifier used by a client to which the server previously
provided configuration information.

To uniquely identify itself, the client includes an incomplete request for
initial authentication (AS_REQ) in its DHCPDISCOVER message. See
Figure 5.3. The DHCP server completes the AS_REQ with the IP address
to be assigned to the client, and submits this to the clients home key
distribution center (KDC) in order to obtain a ticket-granting ticket (TGT)
on the client’s behalf. The home KDC replies to the DHCP server with an
AS_REP. The DHCP serer extracts the client TGT from the AS_REP and
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forms an application request (TGS_REQ), which it sends to the home
KDC. The TGS_REQ includes the DHCP server’s and client’s TGT.

AS_REP

DHCP Client DHCP Server KDC
DHCPDISCOVER
(Incomplete AS_REQ)

AS_REQ

TGS_REQ
User-to-user

TGS_REP

DHCPOFFER 
(AS_REP, AP_REQ, Integrity)

DHCPREQUEST
(Integrity)

DHCPACK
(Integrity)

Figure 5.3 DHCP authentication with Kerberos V

The home KDC returns a user-to-user ticket in a TGS_REP. This ticket is
encrypted with the client’s TGT session key. The DHCP server sends a
DHCPOFFER to the client, including AS_REP, AP_REQ and integrity
attributes within the authentication option. The server records the user-to-
user session key selected for the client and uses that key to validate future
messages from the client.

The client replies with a DHCPREQUEST message including an
authentication option. The DHCP server uses the user-to-user session key
in order to validate the integrity attribute contained within the
authentication option. If the message fails to pass validation, it discards the
message and may choose to log the validation failure. If the message
passes the validation procedure, the server responds including integrity
attribute within the DHCPACK or DHCPNAK message.

The client validates a DHCPACK message from the server that includes
an authentication option. If the message fails to pass validation, the client
discards the DHCPACK and may log the validation failure. If the
DHCPACK fails to pass validation the client reverts to the INIT state. For
further reading see “Dynamic Host Configuration Protocol” [5] by K.
Hornstein.



44



45

6 Key distribution during
installation

If the computer is going to be able to authenticate itself initially, a key has
to be used. This key can be obtained in several ways, but to get plug-and-
play the administrator should not have to manually insert it by typing it.

One suggestion (see Figure 6.1) is to let Ericsson generate an asymmetric
key pair and insert a certificate and some kind of identification into the
base station. First the base station has to get an IP address to be able to
communicate with the rest of the network. It receives this from a DHCP
server. It might be a good idea for the base station to authenticate itself to
the DHCP server, but as there is no standard for this yet, this may have to
wait until a standard has been defined.

Base stationDHCP 
server

CA

1

5

4

3

2 1. Initial keys and certificate inserted

2. Possible authentication with the 
    DHCP server 

4. Sends certificate request to the CA

5. Receives a certificate from the CA 

3. Gets IP-address from the DHCP server

Figure 6.1 Steps when installing a base station

When the base station has received an IP address it generates a new
asymmetric key pair and a certificate request which it sends to the local
CA. To authenticate itself to the CA, the base station uses the keys and the
certificate originally installed. This is the last time the initially installed
keys are used.
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When it has received the new certificate it can start to communicate with
other entities on the network. It may use the newly generated keys, its
certificate and IKE to establish a secure IPSec connection.

The problem with keys that are generated at Ericsson is that the certificate
expires within a limited period of time. If the base station is not installed
right away the certificate will expire and the base station has to be sent
back to the manufacturer. To be able to replace the master secret an O&M
interface is needed.

Another suggestion is to let the customers generate the asymmetric key
pair and insert a certificate themselves. The rest of the procedure is the
same as described above, except that the keys and certificate will not have
to be changed immediately. The downside with this approach is that there
must be some way to check if it is a legitimate user that installs the keys.
As in the previous approach an O&M interface is needed to be able to
replace the master secret.
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7 The prototype

When installing a base station it is important that it does not take too much
time. To check how much time that is needed and how many extra packets
that are sent during startup when DHCP is used a test was made on a
Pentium 75 machine in the Linux environment. For this test Netpeek was
used. The result showed that 19 extra packets were sent over the network
and the extra time was seven seconds.

Transmission of information over the network should neither take to much
time nor use too much CPU load and the throughput should not be too
high. For this reason a prototype was set up to check how much these
values are increased when security mechanisms are used. The prototype is
shown in Figure 7.1. In this prototype Linux was used as the operating
system. The client used lynx to fetch a file containing 50,000,000 bytes
and the server was running apache. The bandwidth on the network was 10
Mbps.

Pentium pro 180 Pentium 75Test computer

Figure 7.1 The prototype

TCPDUMP was used to check the time and the number of bytes that
passes through the network and Uptime was used to estimate the CPU load
on each of the computers. Uptime is a Linux command that among other
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things returns three average values for the CPU load (for one, five and
fifteen minutes).

The total throughput was estimated from the number of bytes received and
the time it took to send everything.

• Throughput total = Number of bytes / Number of seconds

The data throughput was estimated from the number of bytes in the file
and the time it took to send everything.

• Throughput data = 50,000,000 / Number of seconds

The data overhead was calculated in the following way:

• Throughput overhead = Throughput total – Throughput data.

Two tests were done, one with a Pentium 75 as server and a Pentium pro
180 as client and in the second test the Pentium pro was used as server.
Each test contains five cases and the results are shown in Table 7.1 to
Table 7.6. In the first case none of the security mechanisms were used. In
the second case SSL was used. Case three and four contains IPSec with
AH in transport mode and tunnel mode and in the final test SSL and the
IPSec version that Ericsson probably will chose (AH in transport mode) is
used.

The measurements were made five times for each case and an average was
calculated. These values are shown in Table 7.1 and Table 7.2 and as
diagrams in Appendix D.
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Table 7.1 The average values from the measurements. A Pentium 75
is used as server.
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Table 7.2 The average values from the measurements. A Pentium pro
180 is used as server.

In the tables below the difference between having security and having no
security is shown. The two first tables show the actual difference and the
last ones show the difference in percent. The latter tables are also shown as
diagrams in Appendix D.
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Table 7.3 The difference in time, CPU load, throughput and overhead
when using a Pentium 75 as server.

Time

[s]

0

63.4

2.1

3.1

100.3

CPU
Server

[%]

0

0.17

0.09

0.07

0.20

CPU
Client
[%]

0

0.40

0.41

0.35

0.31

Throughput
data

[Kbytes/s]

Throughput
overhead
[Kbytes/s]

0 0

-297.0 -20.1

-17.3 6.6

-25,7 15.1

371.0 -17.9

None

SSL

IPSec (AH, transp.)

IPSec (AH, tunnel)

SSL, IPSec (AH, transp.)

Security
mechanisms

0

-390.5

590.0

1300.7

646.2

Data
overhead 
[Kbytes]

Table 7.4 The difference in time, CPU load, throughput and overhead
when using a Pentium pro 180 as server.
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Table 7.6 The difference in time, CPU load, throughput and overhead
when using a Pentium pro 180 as server expressed as
percentage.

There was supposed to be eight cases, but as seen in the tables above ESP
is not tested. The reason for this is that when running ESP the packets are
fragmented. Actually when running IPSec without changing anything AH
is also fragmenting its packets. To get AH not to fragment its packets the
maximum transmission unit (MTU) value was set to 1,400 instead of the
default value of 16,260. This could be done on ESP too, but in this case
the throughput was decreased by 1,000 percent, which means that the
transmission was extremely slow. Of course the test could be done with a
higher MTU value, but then the judgement would be unfair. IPSec would
fragment all its packets, which can give huge differences between each
test. It would also be hard to compare it with SSL, which does not
fragment its packets.
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8 Conclusions

8.1 Security protocols

If there had been more time, all security mechanisms mentioned in this
thesis would have been tested, but this was not possible. As seen in the
previous chapter IPSec, SSL and DHCP were used in the tests.

One of the conclusions drawn from these tests was that IPSec with ESP
should not be used because it is very slow when not fragmenting and
fragmentation should be avoided if possible. When a packet is fragmented
only the first IP packet in the fragmented sequence has a TCP or a UDP
header. The rest will only have an IP fragmentation header. This means
that if a packet is lost or gets bit errors, the whole sequence has to be
retransmitted. If everything goes well less data will be transmitted and it
will take less time, but if something goes wrong many packets have to be
retransmitted and the performance will be decreased. Fragmentation is not
a specific IPSec problem. It is the same for all IP traffic. There might be
other versions of IPSec that does not use fragmentation, but the one tested
here should not be used.

If the time or CPU load is a very important factor it is advisable not to use
SSL. The time is increased with 80 percent and the CPU load with 450
percent when the Pentium pro machine is used as server. If the extra time
and CPU load will not be of any trouble, SSL should be used though. Of
course it depends on the machine used how much time it takes and how
much CPU load there is, so if faster computers are used these values will
be decreased. The choice of implementation is also a factor that can
influence the values.

Ericsson needs some security protocol, so the one recommended is IPSec
with AH in either transport mode or tunnel mode. The tests showed that
the time for these two alternatives did not change as much as in SSL. The
highest value was the CPU load for the Pentium 75 server in transport
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mode (230 percent). This can as mentioned before be avoided by using a
faster computer.

To get a secure network it would be desirable to use all the security
mechanisms, but if it the demands on time and CPU load are not fulfilled
it is not possible to use all of them. The protocols of least importance
should be the ones sorted out. If encryption is important, maybe SSL
should not be sorted out even though it has the highest values. Of course
IPSec could be used for encryption, but not the version tested in this thesis.

When the computers were acting as clients, the CPU load increased. This
may be seen in Diagram 3 and Diagram 4 in Appendix D. This might be a
good thing, because the servers usually have several clients connected to it
and for this reason works harder.

Another thing that has been noticed is that it is harder to encrypt the
message than authenticate it. This can be seen in Diagram 1 to Diagram 4.
As seen in Diagram 6, the throughput for SSL is lower than for the others.
The reason for this is that it is harder for the computer to send the packets
and it takes more time.

As seen in Diagram 8 the data overhead increased when IPSec is used.
This is because IPSec adds extra headers. The reason why the data
overhead is low for SSL is that the packets are not sent at a very high
speed, which means that fewer packets are lost and have to be
retransmitted.

8.2 Are all specified goals fulfilled?

In the introduction a few goals were stated and these goals should have
been fulfilled by now.

Investigate which information that has to be exchanged with the network
to get a network element to work in a plug-and-play environment and how
to be sure that the information is secure.

To get the element to work in a plug-and-play environment an IP address
must be fetched from the network. This is done with DHCP. There is no
way to be sure that the information is secure, but there are several ways to
make it more secure. One way is to authenticate DHCP with Kerberos.
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Investigate how to handle keys in a plug-and-play environment.

Asymmetric keys should be used only to exchange symmetric keys. The
symmetric key should then be used for further communication. IPSec uses
IKE for this. If possible the keys should not be sent over the network at all.
They may be sent in a recommended letter.

Investigate where the threats come from and why, what consequences the
threats will have and how to eliminate the risks.

This is discussed in chapter 2 and 3.

Build a prototype to be able to check the performance of different security
mechanisms.

See chapter 6.
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9 Future work

As mentioned earlier it is important that it does not too much extra time,
CPU load and throughput when installing a base station and transmitting
data when using security in the networks. In the prototype neither firewalls
nor authenticated DHCP was used. If Ericsson decide to use these security
mechanisms they should test them in the same way the other were tested.

The test in this thesis was done on a Pentium 75 and a Pentium pro 180
and these are not the ones that are going to be used in Ericsson’s future
networks. For this reason if any of the security mechanisms tested above
does not agree with Ericsson’s requirements then maybe they should be
tested on this network and if they still do not pass the test of course they
should not be used.

The ESP header was not tested, so this should be tested, but of course with
another version of IPSec.
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Appendix A Glossary

AH Authentication Header
AP_REQ Application request to server
AS_REP Response to the AS_REQ
AS_REQ Request for initial authentication
CA Certifying Authority
ESP Encapsulation Security Payload
IKE Internet Key Exchange
IP Internet Protocol
IPSec IP Security
KDC Key Distribution Center
LAN Local Area Network
MAC Message Authentication Code
MTU Maximum transmission unit
O&M Operation and maintenance
PnP Plug-and-play
SA Security Associations
SPI Security Parameter Index
SSL Secure Socket Layer
TCP Transmission Control Protocol
TGS_REP Response to the TGS_REQ
TGS_REQ application request to server
TGT Ticket-Granting Ticket
TLS Transport Layer Security
UPnP Universal Plug-and-play
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Appendix B  Equipment

Software

Apache 1.3.9 A web server, which had to be patched
to work with SSL.

Dhcp 2.0 The DHCP implementation used.

Freeswan 1.3 The IPSec implementation used.

Linux 2.2.12.20 The operating system.

Lynx 2.8.2-2 The web browser used.

Netpeek 0.0.4 A sniffer

Openssl 0.9.4 The SSL implementation used for the
Apache server.

RedHat 6.1 The Linux distribution

SSLeay 0.9.0b-4 The SSL implementation used for the
web browser.

Tcpdump 3.4-19 A sniffer

Hardware

Pentium 75
Memory: 64 Mbytes

Pentium pro 180
Memory: 64 Mbytes
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Appendix C  DHCP message format

Figure B.1 shows the format of a DHCP message and table B.1 describes
each of the fields in the DHCP message. The numbers in parentheses
indicate the size of each field in octets.

Hops (1)

Xid (4)

Hlen (1)Htype (1)Op (1)

Ciaddr (4)

Yiaddr (4)

Siaddr (4)

Giaddr (4)

Chaddr (16)

Sname (64)

File (128)

Options (variable)

Secs (2) Flags (2)

Figure B.1 DHCP message format

MBZB

B = Broadcast flag
MBZ = Must Be Zero (reserved for future use)

0 1 15

Figure B.2 DHCP message flag field
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FIELD OCTETS DESCRIPTION
Op 1 Message op code / message type.

1 = BOOTREQUEST, 2 = BOOTREPLY
Htype 1 Hardware address type, see ARP section in

"Assigned Numbers" RFC; e.g., ’1’ = 10mb
ethernet.

Hlen 1 Hardware address length (e.g. ’6’ for 10mb
ethernet).

Hops 1 Client sets to zero, optionally used by relay agents
when booting via a relay agent.

Xid 4 Transaction ID, a random number chosen by the
client, used by the client and server to associate
messages and responses between a client and a
server.

Secs 2 Filled in by client, seconds elapsed since client
began address acquisition or renewal process.

Flags 2 Flags (see figure B.2).
Ciadr 4 Client IP address; only filled in if client is in

BOUND, RENEW or REBINDING state and can
respond to ARP requests.

Yiaddr 4 The client’s IP address.
Siaddr 4 IP address of next server to use in bootstrap;

returned in DHCPOFFER, DHCPACK by server.
Giaddr 4 Relay agent IP address, used in booting via arelay

agent.
Chaddr 16 Client hardware address.
Sname 64 Optional server host name, null terminated string.
File 128 Boot file name, null terminated string; "generic"

name or null in DHCPDISCOVER, fully qualified
directory-path name in DHCPOFFER.

Options Var Optional parameters field. See the options
documents for a list of defined options

Table B.1 Explanation of the fields in the DHCP message.
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INIT
REBOOT

REBOOTING

REQUESTING

BOUND

REBINDING

RENEWING

INIT

SELECTING

Send 
DHCPDISCOVER

Send 
DHCPREQUEST

DHCPACK
(not accept)

Send 
DHCPDECLINE

DHCPNAK
Discard offer

DHCPNAK
Restart

Select offer
Send

DHCPREQUEST

DHCPOFFER
Discard

T1 expires
Send

DHCPREQUEST
to leasing server

T2 expires
Broadcast

DHCPREQUEST
DHCPOFFER,
DHCPACK,
DHCPNAK

Discard

DHCPOFFER
Collect replies

DHCPNAK
Lease expired
Halt network

DHCPNAK
Halt network

DHCPACK
Record lease

Set timers T1,T2

DHCPACK
Record lease

Set timers T1, T2

DHCPACK
Record lease

Set timers T1, T2

Figure 10.1 State-transition diagram for DHCP clients.
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Appendix D  Diagrams
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Diagram 1 The CPU load when the machines are acting as clients.
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Diagram 2 The CPU load when the machines are acting as servers.
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CPU load Pentium 75
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Diagram 3 The CPU load on the Pentium 75 both when acting as
server and when acting as client.

CPU load Pentium pro 180
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Diagram 4 The CPU load on the Pentium pro 180 both when acting as
server and when acting as client.
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Diagram 5 The transmission time in seconds.

Throughput data

0

100

200

300
400

500
600

700
800

none SSL
IPSec AH,

Transp. mode
IPSec AH,

Tunnel mode
SSL & IPSec
AH, Transp.

K
by

te
s/

s

Pentium pro 180 server Pentium 75 server

Diagram 6 The throughput data when transmitting 50,000,000 bytes
between the two computers.
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Throughput overhead
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Diagram 7 The throughput overhead between the two computers.
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Diagram 8 The amount of data overhead when transmitting the data.
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CPU load client
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Diagram 9 The differences in CPU load between the Pentium pro 180
and the Pentium 75 when acting as client.
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Diagram 10 The differences in CPU load between the Pentium pro 180
and the Pentium 75 when acting as server.
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CPU load - Pentium 75
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Diagram 11 The difference in CPU load on the Pentium 75 both when
acting as server and when acting as client.
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Diagram 12 The difference in CPU load on the Pentium pro 180 both
when acting as server and when acting as client.



73

Time

0

20

40

60

80

100

120

140

none SSL IPSec AH,
Transp. mode

IPSec AH,
Tunnel mode

SSL & IPSec
AH, Transp.

%

Pentium pro 180 server Pentium 75 server

Diagram 13 The difference in time between the Pentium pro 180 and the
Pentium 75.
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Diagram 14 The difference in throughput data between the Pentium pro
180 and the Pentium 75.
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Throughput overhead
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Diagram 15 The difference in throughput overhead between the Pentium
pro 180 and the Pentium 75.
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Diagram 16 The difference in data overhead between the Pentium pro
180 and the Pentium 75.


