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Abstract 
 
 
 
 
 
This thesis examines a technique that enables server-initiated delivery of textual 
information to mobile devices. The technique, called WAP push, consists of eight 
specifications included in the Wireless Application Protocol (WAP). The main issues 
covered in this thesis is what parts are needed for sending a WAP push message and 
how these parts interact with each other. The thesis also examines whether the 
available software follows the given WAP specifications or not. 
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Sammanfattning 
 
 
 
 
 
Den här rapporten undersöker en teknik som möjliggör server-initierad leverans av 
textmässig information till mobila enheter. Tekniken, kallad WAP push, består av åtta 
specifikationer inkluderade i Wireless Application Protocol (WAP). De huvudsakliga 
frågorna som behandlas i den här rapporten är om vilka delar som behövs för att 
sända ett WAP push meddelande och hur dessa delar interagerar med varandra. Ett 
annat undersökt ämne är huruvida den tillgängliga mjukvaran följer de givna WAP 
specifikationerna.  
  
 
 
 

 
 



 iii

 
 

Preface 
 
 
 
 
 
This report is a part of my Master Thesis in Computer Science at Luleå University of 
Technology. The work, performed at Telia Research AB in Luleå, has given me 
knowledge about WAP push development and the problems related to it. It has also 
given me an understanding of standardisation and the problems related to that. 
 
I would like to thank my supervisor at Telia Research, Jouni Käiväräinen and my 
examiner at Luleå University of Technology, Peter Parnes. They have both given me 
the responsibility to handle the planning and organization of this work by myself but 
they have still been there when I have been in doubt. I would also like to thank my 
newly born son, Jonathan, for giving me strength during late nights at the office and 
also my beloved partner in life, Camilla Malmström, for taking care of our son during 
those nights. Finally I would also like to thank my office roommates Kim Taavo and 
Henrik Andrén for helping me carry out the art of being ineffective. 
 
Luleå, January 2002 
 
 
 
Tommy Wall  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 iv

 
 

Table of Contents 
 
 
 
 
 

Definitions ....................................................................................................................vi 
Abbreviations..............................................................................................................viii 
Chapter 1 .......................................................................................................................1 

INTRODUCTION .....................................................................................................1 
1.1 Introduction......................................................................................................1 
1.2 Purpose of study...............................................................................................2 
1.3 Problem description .........................................................................................2 
1.4 Disposition of thesis.........................................................................................2 
1.5 Technology ......................................................................................................3 
1.6 Limitations .......................................................................................................3 

Chapter 2 .......................................................................................................................4 
BACKGROUND .......................................................................................................4 

2.1 Internet Based Push Technology .....................................................................4 
2.2 Motivations For WAP Push .............................................................................4 
2.3 WAP Push Evolution .......................................................................................6 

Chapter 3 .......................................................................................................................7 
TECHNICAL DESCRIPTION..................................................................................7 

3.1 WAP Push Overview .......................................................................................7 
3.2 Push Initiator (PI).............................................................................................8 

3.2.1 The Push Content Scenario.....................................................................9 
3.2.2 Service Indication (SI) ............................................................................9 
3.2.3 Service Load (SL).................................................................................12 
3.2.4 Cache Operation (CO) ..........................................................................13 

3.3 Push Access Protocol (PAP)..........................................................................14 
3.3.1 PAP Operations ....................................................................................14 

3.4 Push Proxy Gateway (PPG) ...........................................................................16 
3.4.1 PPG Functionality.................................................................................16 
3.4.2 Client Addressing .................................................................................17 

3.5 Push Over The Air Protocol (PushOTA) .......................................................18 
3.5.1 The Different Protocols ........................................................................19 

3.6 Short Message System Centre (SMS-C)........................................................19 
3.6.1 Different SMS-C Protocols...................................................................19 

3.7 The Client-Side Infrastructure .......................................................................19 
Chapter 4 .....................................................................................................................21 

WAP PUSH DEVELOPMENT...............................................................................21 
4.1 The Environment ...........................................................................................21 
4.2 The Push Initiator (PI) ...................................................................................22 

4.2.1 WapIDE ................................................................................................22 
4.3 The Push Access Protocol (PAP)...................................................................22 

4.3.1 The Service Indication (SI) PAP ..........................................................23 
4.3.2 The Service Load (SL) PAP .................................................................24 



 v

4.3.3 The Response........................................................................................24 
4.4 The Delivery ..................................................................................................25 

4.4.1 The EWGP 2.0......................................................................................25 
4.4.2 SMPP To UCP......................................................................................26 
4.4.3 The SMS-C ...........................................................................................26 

4.5 The Devices ...................................................................................................26 
4.5.1 The SI....................................................................................................26 
4.5.2 The SL ..................................................................................................26 

CONCLUSIONS......................................................................................................28 
5.1 Conclusions....................................................................................................28 

5.1.1 Entities Needed.....................................................................................28 
5.1.2 Entity Interaction ..................................................................................28 
5.1.3 Setting Up A Working System .............................................................29 
5.1.4 A Guide To Developers ........................................................................29 

5.2 Further Work..................................................................................................29 
References ...................................................................................................................31 

NORMATIVE REFERENCES ...............................................................................31 
INFORMATIVE REFERENCES............................................................................32 

Appendix......................................................................................................................35 
 
 
 



 vi

 
 

Definitions 
 
 
 
 
 
Bearer Network - a network used to carry the messages of a transport-layer protocol 
between physical devices. Multiple bearer networks may be used over the life of a 
single push session. 
 
Carrier - a telecommunications company that holds itself out to the public for hire to 
provide services. 
 
Client – in the context of push, a client is a device that expects to receive push 
content from a server. In the context of pull, it is a device that initiates a request to a 
server for content or data. 
 
Content - data stored or generated at an origin server. Content is typically displayed 
or interpreted by a user agent on a client. Content can both be returned in response to 
a user request, or be pushed directly to a client. 
 
M-commerce – this is the buying and selling of goods and services through wireless 
handheld devices such as mobile phones and personal digital assistants PDAs. 
 
Mobile device – in this thesis is it referred to a device that is wireless and mobile, as 
for instance a mobile phone or a PDA. (It does not have to be wireless in the real 
context of the expression.) 
 
Pull Gateway – a proxy gateway that can be used for accessing data on the Internet 
from a “mobile device” see above.  
 
Pull Proxy Gateway – same as above. 
 
Push Access Protocol - a protocol used for conveying content that should be pushed 
to a client and push related control information, between a Push Initiator and a Push 
Proxy/Gateway. 
 
Push Initiator - the entity that originates push content and submits it to the push 
framework for delivery to a user agent on a client. 
 
Push OTA Protocol - a protocol used for conveying content between a Push 
Proxy/Gateway and a certain user agent on a client. 
 
Push Proxy Gateway - a proxy gateway that provides push proxy services. 
 
Push Session - A WSP session that is capable of conducting push operations. 
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Server - a device (or service) that passively waits for connection requests from one or 
more clients. A server may accept or reject a connection request from a client. A 
server may initiate a connection to a client as part of a service (push). 
 
User agent - a user agent (or content interpreter) is any software or device that 
interprets resources. This may include textual browsers, voice browsers, search 
engines, etc. 
 
Wireless devices – devices that can receive wireless transmissions, as for instance 
mobile phones and PDAs. 
 
Wireless terminals – same as above. 
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Abbreviations 
 
 
 
 
 
ARPU   Average Revenue Per User 
CDMA  Code Division Multiple Access 
CO   Cache Operation 
CPI   Capability and Preference Information 
DTD    Document Type Definition 
GSM   Groupe Spécial Mobile 
HTTP    Hypertext Transfer Protocol 
IANA    Internet Assigned Numbers Authority 
IP    Internet Protocol 
MSISDN  Mobile Station International Subscriber Directory Number 
OTA    Over The Air 
PAP    Push Access Protocol 
PushOTA  Push Over The Air 
PDA   Personal Digital Assistant 
PI    Push Initiator 
PLMN   Public Land Mobile Networks 
PPG   Push Proxy Gateway 
SI    Service Indication 
SIA   Session Initiation Application 
SIR   Session Initiation Request 
SL    Service Loading 
SMPP   Short Message Peer to Peer 
SMS   Short Message System 
SMS-C  Short Message System Center 
UAPROF   User Agent Profile 
UCP   Universal Computer Protocol 
URI    Uniform Resource Identifier 
URL    Uniform Resource Locator 
UTC    Universal Time Coordinated 
WAP    Wireless Application Protocol 
WBXML  WAP binary XML 
WDP    Wireless Datagram Protocol 
WSP    Wireless Session Protocol 
WTLS   Wireless Transport Layer Security 
WINA   WAP Interim Naming Authority 
XML    Extensible Mark-up Language 
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Chapter 1 
 
 
 
 
 
INTRODUCTION 
 
 
1.1 Introduction 
 
There are a vast number of mobile devices in the world today and it does not seem as 
if this is going to change in the near future. An estimate made by Nokia at the Mobile 
Internet `99 Conference [1] is that by year 2005 the total number of mobile phone 
users will be around one billion, with 10-15% of these being media (Internet) capable.  
 
The above estimates are together with the nature of a mobile device, to be mobile, 
opening a large market for services that can be provided to the user whenever and 
wherever he is. 
 
Another thing that really boosted the market for the development of application-based 
services for wireless devices was the founding of WAP Forum1 in 1997. Many other 
companies wanting to make their voices heard and contribute to the wireless society 
have joined WAP Forum and this has strengthened the Wireless Application Protocol 
(WAP) as the de facto worldwide standard for providing Internet communication on 
wireless terminals. WAP Forum has according to its Internet site [2] the following 
goals: 
 

• To be independent of wireless network standard. 
 
• To be open to all. 

 
• To be proposed to the appropriate standards bodies. 

 
• To scale applications across transport options. 
 
• To scale applications across device types. 
 
• To be extensible over time to new networks and transports. 

 

                                                 
1 WAP Forum is a standardization authority that was founded by Ericsson, Nokia, Motorola and 
Unwired Planet (nowadays Openwave) in an attempt to create a standardized application framework 
for the development of services for wireless devices. 
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1.2 Purpose of study 
 
Telia Research AB is the foundation of the research and development activity at Telia 
AB2. Its work is done in an innovative project organisation that combines technology, 
market, economy, customers and society. To give Telia the opportunity to be first 
within the most interesting fields, Telia Research AB is always looking at new areas 
of strategic importance. One of these areas is mobile electronic commerce, also 
known as m-commerce. It is within this area that the need for a study regarding WAP 
push has emerged. The reasons being that WAP push is a technique that has the 
ability to enable activation, storage and updating of information on mobile devices, 
something that may be used for providing m-commerce services.  
 
 
1.3 Problem description 
 
This thesis will focus on WAP push. There are eight specifications created by WAP 
Forum that supports this technique and there are already companies that have 
developed the necessary components. These facts and assumptions are the ones that 
have been considered when choosing a scope for this study. The tasks can be 
summarised into these three points: 
 

• To examine what the architectural components needed for a WAP push 
system are. 

 
• To examine how the components interact with each other and how you set 

up a WAP push system. 
 

• To simplify for developers interested in this area by making a useful guide. 
 
 
1.4 Disposition of thesis 
 
There are some chapters in this thesis that need some extra introduction: 
 

• Definitions 
This is a strictly informative section that should simplify the reading of the 
thesis. 
 
• Abbreviations 
This chapter include and explain all abbreviations used in this thesis. The 
reason for this section is merely for simplifying the reading. The abbreviations 
are also explained when they occur for the first time in the thesis. 
 
• Technical Description (Chapter 3) 
This chapter contains information of all the components needed for WAP 
push. It is structured so that it starts with an overview and continues with the 
description of all the parts in a chronological order based on the lifetime of the 
push.  

                                                 
2 Telia AB is the largest telecom operator within the Nordic countries. 
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• WAP Push Development (Chapter 4) 
This chapter contains a description of what and how to do if wanting to 
develop services for WAP push. This chapter is organized so that it starts with 
an overview and continues with the description of all the parts, starting with 
the creation of the push and ending with the activation in the mobile device.  
 

 
1.5 Technology 
 
I have been using a number of programs of different kinds to be able to fulfil this 
study but the most essential ones are: 
 

• Java 
This programming language has been used for creating a simple example of a 
Push Initiator (PI). It has also been used for creating a converter between the 
Universal Computer Protocol (UCP) and the Short Message Peer to Peer 
Protocol (SMPP)[3]. 

 
• WapIDE 
This WAP development toolkit has been used for testing applications 
understanding the technique and learning how to build a simple PI.  

 
• Ericsson WAP Gateway Protocol (EWGP) 
A WAP gateway is one of the entities needed in a WAP push environment. It 
is the component that has the heaviest workload in the entire system. This 
gateway was free to download but for my purposes adequate anyway.  

 
• Mobil Text Företag 
This is an application that provides a Short Message System Centre (SMS-C), 
which is something that is necessary when you want to push content to a real 
device. 

 
 
1.6 Limitations  
 
This thesis is specifically focusing on the technique called WAP push and does not 
specifically cover other parts of the WAP protocol. 
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Chapter 2 
 
 
 
 
 
BACKGROUND 
 
 
2.1 Internet Based Push Technology 
 
Internet push was a very hyped technology that already seems as old news. It peaked 
somewhere during the years 1997 and 1998. And as Bob O’Donnell put it, meaning 
that it was a lot of focus put on push related issues when talking about Internet 
technique in 1997: 

 
“Push, push, push. That’s what I keep hearing and reading 
about when it comes to the Internet in 1997” 
(Bob O’Donnell, Are we being pushed too far? 1997) 
 

The fact that push is now rather anonymous is perhaps a result from not fulfilling the 
great estimates and expectations that the market had on it. Push was estimated to 
increase the market revenue from $10 million to $5.7 billion from 1997 to 2000 [4]. A 
more technical reason for its failure is probably the lack of standardisation. This is the 
opinion of John Morris, which especially accuses the two largest operators on the 
market for the dilemma. He writes that: 
 

“Although Microsoft and Netscape's push solutions represent 
a leap forward for end users, each is essentially a stopgap 
measure in the push standards' race”.  
(John Morris, Webcasting vs Netcasting. 1998) 

 
But according to Bruce Stewart there were at least two more important reasons for the 
failure of Internet based push [5]. One, there were already existing similar and easier 
options (as for example e-mail). Two, the fact that the users were often not in front of 
their computers when the fresh information was pushed lowered the value of push. 
 
 
2.2 Motivations For WAP Push 
 
There are many reasons for evaluating and testing the WAP push technology despite 
the failure of the Internet based push technology. The most essential reason is the 
differences between them, WAP push lack many of the problems related to Internet 
push. For starters, in WAP push we have standardised specifications that can guide 
the manufacturers into cooperating tools. Another one is that wireless application 
technology lacks a similar and easier alternative to push. But the most important 



 5

reason is that the user has their wireless device close by most of the time, and that is 
something that opens up a large flora of possible services. 
 
One of the founders of WAP Forum, Openwave, expresses their opinion of the value 
of WAP push like this: 
 

“Wireless operators judge the success of their mobile 
Internet offering by measuring the adoption of services, the 
increase in wireless usage, and an increase in Average 
Revenue Per User (ARPU) per month. WAP push allows 
carriers and content developers to increase subscriber 
adoption and usage, and offers enhanced revenue 
opportunities with improved and new applications.”  
(Openwave, The value of push. 2001) 

 
Openwave also mention that there are at least three interested parties involved in a 
WAP push scenario; the subscriber, the developer and the carrier [6]. It may therefore 
be important to view the WAP push benefits from the different parties point of view. 
 
WAP push opens a new world for the subscriber and the most important benefits are: 
 

• Improved usability 
It makes it possible for the user to use advanced services and execute complex 
tasks with only a few clicks, sometimes just one. 
 
• Improved security 
The Wireless Transport Layer Security (WTLS) can ensure secure data 
transmissions. 

 
• New applications 
There are a lot of services that may be offered to the user, services that could 
not be offered in an attractive way without WAP push. Examples being always 
updated information, as for instance stock prices and services like multi-user 
games, chats and auctions. 

 
The developer will also gain a lot when using WAP push, the two most obvious ones 
are possibly: 
 

• More applications to develop 
There will be more possible services to develop. Like the ones mentioned 
above. 
  
• Easy to develop 
There are a lot of development tools available for creating and developing 
services. 
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There are also some benefits for the carrier such as:  
  

• Access control 
It is possible to prevent unsolicited content being sent to the user. It may be 
prevented regarding to its content type, priority, size, origin, and destination. 
 
• New revenue possibility 
It will now be possible to deliver certain services and that may lead to new 
revenues. 
 
• New billing opportunities 
Billing event logging facilitates for flexible billing schemes for push 
messages. 

 
 
2.3 WAP Push Evolution 
 
When the WAP 1.0 Specification Suite [7] (presented in 1998) and the WAP 1.1 
Specification Suite [8] in 1999 was released, push was not yet specified.  
 
The WAP 1.2 Specification Suite [9] was therefore the first WAP version that 
included push specifications. The Document Type Definition (DTD) [10], in the Push 
Access Protocol (PAP) v 1.2 is not that far from the PAP DTD used in the following 
versions. 
 
Some cosmetic changes were the only things that changed in the push specification 
when WAP 1.2 was replaced with the WAP 1.2.1 Conformance Release [11] in June 
2000. 
 
There were eventually two changes in the PAP DTD when the WAP 1.2.1 version 
was replaced in July 2001 by the WAP 2.0 Conformance Release [12]. (The changes 
were related to replacing already pushed content by sending a new push with the same 
identity.) 
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Chapter 3 
 
 
 
 
 
TECHNICAL DESCRIPTION 
 
 
3.1 WAP Push Overview 
 
Push [13] is a complement to the more common pull technology. Both pull and push 
are named after the way they work. A transaction of type pull is always initiated by a 
client, “The client pulls the content from the server”. The push transaction on the 
other hand is server-initiated, “The server pushes the content to the client”. The 
difference between these two technologies is illustrated in Figure 1.  
 

 
 

 
 
Figure1: This picture focus on the difference between pull- and push- technology. 
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The basic scenario of a push session is that a Push Initiator (PI) transmits content to a 
WAP client. This is done in multiple steps as shown in Figure 2. 
 
 

 
 
Figure 2: This is an overview of the WAP push scenario. 
 
The PI communicates with a Push Proxy Gateway (PPG)[14] over the Push Access 
Protocol (PAP) (1 and 2) [15]. The PPG will then use the Push Over-The-Air Protocol 
(PushOTA) (3) [16] to deliver a Uniform Resource Identifier (URI) [17] to the client 
via a Short Message System Centre (SMS-C) (4 and 5). The next step for the client is 
then to activate the URI (6 and 7) and get the content from the server (8 and 9). The 
mobile device will have to use a “Pull Gateway” to get the content but it is very likely 
that this is the same one as the PPG. 
   
 
3.2 Push Initiator (PI) 
 
The PI is the first logical component in the WAP Push scenario and therefore the 
originator of the push message. There are different kinds of PIs. One example is an 
automated script, another one is a semi automated server version written in an 
applicable scripting language supporting server side interaction. In short one can say 
that a PI is a program that generates a push message that complies to the PAP rules. A 
push message can be one of three different available content types. Service Indication 
(SI) [18], Service Load (SL) [19] and Cache Operation (CO) [20]. They are all 
Extensible Markup Language (XML) 1.0 [21] applications and they may all be 
encoded using the WAP binary XML Content Format (WBXML) [22]. 
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3.2.1 The Push Content Scenario 
 
A push is originated at the PI. The PI will send the push in a textual mode to the PPG 
via PAP. At this point it is up to the PPG, or more precisely the PPG manufacturers 
implementation, if it chooses to transform the textual form into a binary form, the 
WBXML. It would be preferred to use WBXML because of the fact that the WBXML 
content would be much smaller. 
 
 
3.2.2 Service Indication (SI) 
 
The SI notifies a client about an external event by inviting the client to interact with it. 
In other words, it informs a client about a service. More precisely, it sends a message 
that informs the client of a Uniform Resource Identifier (URI) where the client can 
access the service. When a mobile client receives an SI it can load, postpone or delete 
the service. If the client chooses to load the service, it will have to be “pulled” from 
either the content server or optionally from the cache of the client. If the client 
chooses to postpone it, the push message is stored and it can then be activated later. 
Continuing with the last option, delete, there is two different scenarios, deletion of a 
newly arrived push or a deletion of a postponed one. The difference between these 
two are merely academic: a newly arrived is disregarded and a postponed one is first 
disregarded and then deleted from the inbox. 
 
The SI element specifies two other elements, the indication element and the info 
element. The syntax below is taken from SI XML DTD. 
 
<!ELEMENT si (indication, info?)> 
 
This is how the indication element looks like: 
 
<!ELEMENT indication (#PCDATA)> 
<!ATTLIST indication  
 href   %URI;     #IMPLIED 
 si-id   CDATA     #IMPLIED 
 created   %Datetime;    #IMPLIED 
 si-expires  %Datetime;    #IMPLIED 
 action  (signal-none|signal-low|signal-medium| 

signal-high|delete)    "signal-medium" 
>  
 
The href attribute specifies the URI. The URI is a format that makes it possible to 
refer to content location in a network. The si-id attribute gives the element a 
unique identity. There should not exist several SIs with the same si-id except 
during some operations, as for instance a replacement. It is recommended that content 
developers use an URL combined with an identifier during creation of the SI. The 
reason for this is to avoid conflicting SIs. The created attribute shows when the 
content indicated by the href (URI) was created or when it was last modified. The 
created attribute is valuable when replacing old messages with newer copies or 
when handling race conditions. If this attribute is used, it has to be represented in the 
following format: 
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YYYY-MM-DDThh:mm:ssz 
 
Where the “-“, ”:”, ” T” and “z” are separators keeping the attribute 
members apart from each other. The following is an example: 
 
“1976-01-23T14:30:22z” which means 14:30 Co-ordinated Universal Time 
(UTC) on the 23rd of January 1976. 
 
The si-expires attribute is used so that the client can remove SI messages that 
literally are out of date. The representation for this attribute is the same as in the 
created attribute. The action attribute may contain the action to be taken when 
the client receives the SI. There are two groups that the action attributes can be 
divided into. First we have delete and signal-none, both of them is used 
because of their side effects. I.e. with delete you take away all SIs with the same 
si-id as the “deletion push” including itself and with signal-none you either do 
nothing or you pay regard to the info element in that push. The other group consists of 
signal-low, signal-medium and signal-high. These attributes are all used 
to set the rules for the presentation in the terminal device.  
 

• Signal-low  
The SI must be postponed without user intervention 
 
• Signal-medium  
The SI must be presented as soon as the implementation allows that to be carried 
out without disturbing the user. (Signal-medium is the value that will be used if 
none is specified.) 
 
• Signal-high  
The SI must be presented as soon as the implementation allows that to be carried 
out without disturbing the user, or earlier if it seems appropriate. (This decision 
may for instance be based on user preference settings.) 
 

The info element is used for distributing additional data. It consists of one or many 
item elements. The info element of the SI XML DTD is described as follows: 
 
<!ELEMENT info (item+)> 
 
<!ELEMENT item (#PCDATA)> 
<!ATTLIST item 
 class NMTOKEN #REQUIRED 
> 
 
The class attribute is describing the type of the info element content. The values 
for this should be registered with WINA (WAP Interim Naming Authority [23]. There 
are no rules specified by WAP Forum for how the clients should use this information 
and it is therefore implementation specific. 
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This is the different functionalities supported by the SI: 
 

• Expiration 
• Replacement 
• Deletion 
• Handling of out of order delivery 
• Handling of information specified in the info element 

 
Expiration is used so that the system can remove expired content messages. A 
situation when this can be useful is when the provided services are limited by time. If 
the client is capable of determining the time it must support expiration, but on the 
other hand if it cannot determinate the time then it is forced to disregard the SI. To 
determinate the expiration time, the client will have to use the si-expires 
attribute.  
 
Replacement is a very useful function, which for example can be used when reporting 
something that changes over time. Examples of this is the number of mails in your 
mailbox, another example would be the stock-prices. If the client receives a SI that is 
newer than another SI, having the same si-id, then the terminal must replace the 
old one. Two criteria have to be fulfilled for this function to take action. First, both 
SIs must have explicitly assigned created attribute values. Second, both SI must 
have identical and explicitly assigned si-id or href attributes (URIs). 
 
The deletion function will be used when a service provider needs to delete a SI that is 
no longer valid. For instance, an e-mail notification will become invalid if the e-mails 
already have been read in some other way. Deletion will also be used instead of, or as 
a complement to, the expiration and replacement functions. A typical situation is 
when a provider wants the client to remove a SI after a certain time without knowing 
if all clients support expiration. Then it can handle the time determination by itself 
and when it is due it sends a deletion to all the clients. An example when it can be 
used instead of replacement is when the new SI is not created yet and it is urgent to 
remove the old one. If the client receives a SI with its action attribute set to 
delete then it must remove both the received SI and all SI with the same si-id. 
The deletion SI has to have an explicitly assigned si-id to make this possible. 
 
The out of order delivery operation does the same thing as the replacement function 
does. The only differences here is that replacement removes older copies stored on the 
client, whereas this function disregard incoming older copies that due to delays in the 
transmission arrives later than its substitute. Since this operation is similar to 
replacement it will have the same rules for the SI, i.e. the created attribute has to 
have an explicitly assigned value and one, or both, of si-id and href also has to 
have an explicitly assigned value.  
 
If the only purpose with the SI is to send something via the info element, then 
signal-none is a possible solution. It is not the only solution, because the client 
may make use of the content of the info element even if the action attribute is set 
to something else than signal-none. But this is likely the only useful use-case for 
this operation because an operation with this attribute must not be presented to the 
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end-user, be postponed or imply that a service is being executed without user 
intervention.  
 
 
3.2.3 Service Load (SL) 
 
In contrast to SI, SL is not offering the user any options to ignore the URI. The user 
is, in fact, not even notified about the service. It is possible that the user does not even 
realise that a SL has taken place, because of the lack of notification and because the 
SL can be placed in the cache. This is therefore an opportunity for misuse and 
therefore some security measures have to be taken. 
 
There is only one SL element specified. The syntax below is taken from SL XML 
DTD. 
 
<!ELEMENT sl EMPTY > 
<!ATTLIST sl 
  href   %URI;     #REQUIRED 
  action (execute-low | execute-high | cache) 

     “execute- low” 
> 
 
The href attribute specifies the URI. The action attribute may contain a string 
specifying the action to be taken when the SL is received. The client will use the 
default, execute-low, if there is no attribute specified. When a client receives an 
SL it should as soon as possible start processing it, i.e. read the attribute value and 
take action. It can then either load and execute or load and cache the given content. 
There are three different values for the action attribute: 
 

• execute-high  
This service works in the same way as a user request. It may interrupt the user if 
the client is occupied. 
 
• execute-low  
This service works in about the same way as execute-high but with the 
difference that it never interrupts the user. 
 
• cache 
This service will instead from being executed, be placed in the cache of the client. 
If there is no cache, the SL has to be discarded (without alerting/notifying the 
user). 

 
Because of the fact that a user agent that supports SL is more vulnerable to attacks it 
is important to protect it. WAP Forum has not specified any normative rules regarding 
any methods of protection, only an informative section. Their suggestions for some 
possible security measures are: 
 

• The user agent may provide a means to disable acceptance of the SL content 
type 
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• The user agent discards any SL which is not authenticated or authorized 
 

• The user agent discards any resource referred to by the SL, not allowed by the 
security policy 
 

• A PPG provides a means to control which push initiators are allowed to push 
SLs 

 
 
3.2.4 Cache Operation (CO) 
 
The cache operation content type makes it possible to invalidate content cached in the 
user agent. A situation where this is needed is when an application cannot predict the 
expiration time of the content it creates. One of the most typical examples is a 
mailbox application. With this type of application the information that is stored in the 
user agent cache may be outdated or invalidated because of a few reasons.  One 
example may be that the user receives a new mail. There is also need for a CO for 
other operations, like for instance when a user has read or deleted a mail. The benefit 
with CO is that it causes much less network load than sending the entire content of an 
updated mailbox.    
 
There are only two different operations when using CO: 
 

• Invalidate object  
 This operation invalidates a uniquely identified object given by the URI 
 
• Invalidate service 
This operation invalidates all objects that share the same URI prefix 

 
Cache operation specifies one or more of the two elements above. The syntax below 
is taken from CO XML DTD. 
 
<!ELEMENT co (invalidate-object | invalidate-service)+> 
 
This is the invalidate-object element: 
 
<!ELEMENT invalidate-object EMPTY> 
<!ATTLIST invalidate-object  
 uri  CDATA     #REQUIRED 
>  
 
The uri attribute specifies either a relative or an absolute URI to the cached object 
that is to be invalidated.  
 
This is the Invalidate-service element: 
 
<!ELEMENT invalidate-service EMPTY> 
<!ATTLIST invalidate-service  
 uri  CDATA     #REQUIRED 
>  
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The uri attribute specifies either a relative or an absolute URI prefix to the cached 
objects that is to be invalidated. 
 
One serious threat to a user agent supporting CO is denial of service attacks. Those 
attacks may only affect the performance of the user agent and not its privacy or 
integrity. What this will lead to is that the user agent will have to reload falsely 
invalidated objects. To be able to protect itself against these types of attacks, the user 
agent should only accept COs from trusted or authenticated sources. To enable this 
the user agent should only accept COs if one of the following conditions are met: 
 

• The Trusted flag is present 
• The Authenticated flag is present and the authority of the URI in the CO 

matches the authority of the URI in the value of X-WAP-Initiator header 
[24].  

 
It is also important that the origin server is aware of the fact that the user agent may 
discard COs. To protect the user agent from using old invalidated objects, the Expires 
header should be based on the estimated maximum time for the cashed object. 
 
 
3.3 Push Access Protocol (PAP) 
 
Next in the WAP Push scenario is the Push Access Protocol. It is intended for 
delivering content from a Push Initiator (PI) to a Push Proxy Gateway (PPG), an 
entity that will be more thoroughly introduced in the next section. 
 
 
3.3.1 PAP Operations 
 
There are a number of operations that are supported by the PAP. Most of them, all but 
two, are oriented from the PI to the PPG. The operations are: 
 

• Push Submission  
• Push Replacement 
• Client Capabilities Query 
• Push Cancellation 
• Status Query 

 
The purpose of the Push Submission is to deliver a push message. The push 
message consists of three different parts. Two of them, the control- and the 
content-entity, are required. The third, the capability entity, is optional. The 
control entity consists of delivery information for the PPG. The content entity 
holds the content that is to be sent to the client and the capability entity contains 
the client capability assumed by the PI. The capability entity is formatted according to 
the User Agent Profile (UAPROF)[25] documentation or the Capability and 
Preference Information (CPI) as it is also referred to. 
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The Push Replacement operation works almost the same way except with the 
difference that it has the purpose of replacing an already requested push. (For this to 
be possible the PPG must not have pushed it to the client yet.) Since it is possible to 
direct push messages to specified users, the Push Replacement is also supporting 
replacement to specified clients. 
 
The next operation is the Client Capabilities Query (CCQ), this will ask 
the PPG about the client capabilities. When answering this question the PPG responds 
with a multipart/related entity containing two parts, where the first part contains the 
status of the request and the second part contains the capabilities of the device 
formatted according to the WAP User Agent Profile vocabulary. A reason for a CCQ 
may be to know whether a client supports a certain format or not. How this is done by 
the PPG is implementation dependant. The PPG may also report that a client support a 
certain format if the PPG can convert from that format into something that the client 
supports. The CCQ response is also containing information about WAP and WML 
versions the device supports, the deck and message sizes it accepts and also its device 
class.     
 
The Status Query is a simple operation with the intention to return the status of 
the delivery of a message, i.e. if it is pending or undeliverable. This is very useful 
when it is important for the PI to know if a push has arrived or not. The support for 
the Status Query is optional but if the PPG does not support this it must reply with 
Not implemented in the response.  
 
The last of the “PI to PPG” oriented operations is the Push Cancellation and as the 
name implies it handles the cancellation of an already requested push. This will 
follow the same rules as the Push Replacement when dealing with the scope of 
which messages you can modify, i.e. you can only cancel messages that have not been 
pushed from the PPG yet. The PI can use Status Query to be able to know the 
status of the message that is to be cancelled. The support for the Push 
Cancellation is optional but if the PPG does not support this it must reply with 
Not implemented in the response.  
 
There are only two “PPG to PI” oriented operations and those are: 
 

• Result Notification 
• Bad Message 

 
The Result Notification is, as its name implies, a notification about the result 
of a push. It tells the PI if the client accepted the push content. Something that must 
be mentioned is that although the Result Notification is directed from the 
client to the PPG and from the PPG to the PI, the request is always initiated from the 
PI. 
 
Bad Message is a response that is originated and sent from the PPG. It is a way for 
the PPG to notify the PI that it could not understand the previous message. The Bad 
Message includes the original content in the response. The reason for this is to make 
it easier for the PI to understand what went wrong.   
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3.4 Push Proxy Gateway (PPG) 
 
A gateway is an entity that enables communication between different types of 
environments. It links two systems that do not use the same communication protocols, 
data formatting structures, languages or architecture, together. The gateway may both 
convert and repackage data going from one environment to another in order to match 
the destination systems requirements. 
 
The PPG, or WAP Gateway as it is also called, is intended to provide connectivity 
between wireless and wired networks. It is also the entity that does most of the work 
in the push framework. It is not only responsible for the connectivity but also for 
authentication. 
 
 
3.4.1 PPG Functionality 
 
The first thing that happens when a PPG receives a push message from a PI is to 
decide whether to accept or reject it. If the push message, or the PAP submission 
as it is more properly called, can be pushed to the client via PushOTA, then it should 
be accepted. On the other hand, the PPG must reject a push if it is not valid with 
respect to its PAP Document Type Definition (DTD). An optional function for the 
PPG is the support for replacement. If the Gateway supports it, then it is obliged to 
always replace messages if there are any requests for this.  
The next step for the PPG is to deliver the accepted message via PushOTA to the 
client, using either OTA-WSP or OTA-HTTP. The PPG selects the OTA Protocol in 
an implementation dependent manner. It may even choose to let the client handle the 
decision by sending it a Session Initiation Request (SIR) containing lists of contact 
points for both OTA-WSP and OTA-HTTP. The PPG may also transform the push 
message in an implementation dependant manner before sending it, unless the push 
falls under the scope of a No-Transform cache control directives as defined in 
HTTP/1.1[26]. Reasons for transformation may be to enhance the efficiency of the 
delivery or to translate the content type of the entities into something that the client 
may understand.  
 
The final step is to send feedback back to the PI. There are two triggers for the 
feedback, either the optional PAP status-query, or the obligated result-
notification-message. The result-notification-message has to be 
sent if the PI requests it. Both the result-notification and the status-
query contain the reportable message status and are to be sent as soon as practically 
possible after the completion (success or failure) of the PushOTA message delivery 
process. 
 
As an addition to this, there is something called delivery cancellation, an 
optional function that enables the ability to cancel a push message that has not been 
sent yet. As with the result-notification function, this has to be handled at 
all times if the PPG supports the function. The cancellation, which is sent by the PI, 
may only take place if the message is in a state from which delivery cancellation can 
be assured. The PPG must know that the message has not and will not be delivered to 
the client if the cancellation occurs. 
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3.4.2 Client Addressing 
 
Push Initiators are addressing the clients using a textual address format. The PPG will 
have to translate it into a form that can be used over a wireless network. It will also 
have to translate the message back when returning the response to the PI. The PPG 
will now have to refer to the same value as the PI referred to upon the creation of the 
“push”. 
 
There are multiple types of client specifiers. A PPG must support at least one of these 
types: 
 

• User-defined identifiers 
• Device addresses 

 
The user-defined identifiers are based on arbitrary values assigned by the PI. These 
values have no meaning in the wireless network so they will have to be mapped into 
meaningful addresses by the PPG. Even though this seems unnecessary complicated it 
is probably more of a bonus than a loss, because this enhances the privacy level. By 
not disclosing a bearer-level address, the privacy of the user is ensured. A good 
example is when you want to remove yourself from a push-message subscription. As 
soon as the PPG administrator has removed the user from the service, it will be 
impossible to push unsolicited content from any PI to that user. Another good feature 
that is possible when using user-defined identifiers is that it can be aliased to multiple 
bearer-level device addresses and can therefore act as a multicast address. This will 
yield something that can work in the same way as a mailing list, but with push 
messages instead of e-mails. The following are a few examples of user-defined 
identifiers (the rows starting with “;” are comments): 
 
WAPPUSH=john.doe%40wapforum.org/TYPE=USER@ppg.carrier.com 
; user-defined identifier for john.doe@wapforum.org 
 
WAPPUSH=47397547589/type=user@carrier.com 
; user-defined identifier for 47397547589 
 
WAPPUSH=47397547589/TYPE=USER@Carrier.com 
; equivalent to previous one 
 
WAPPUSH=+155519990730/TYPE=USER@ppg.carrier.com 
; user-defined identifier that looks like a phone number 
 
Device addresses are addresses that have a meaning in a wireless network. They are 
the ones that the network uses when routing data to a device. They can also be used to 
uniquely identify every device in the wireless network. An example of a device 
address is a telephone number in the Public Land Mobile Network (PLMN). These are 
the different device addresses: 
 

• MSISDN Addresses 
• IPv4 Addresses 
• IPv6 Addresses 
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MSISDN stands for “Mobile Station International Subscriber Directory Number” or, 
in other words a normal mobile phone number. The format can differ depending on 
the bearer network type. Some examples of that is GSM, CDMA, IS-136, Mobitex or 
any other bearer defined in the Wireless Datagram Protocol (WDP) [27] specification. 
A MSISDN address can look like this: 
 
WAPPUSH=+155519990730/TYPE=PLMN@ppg.carrier.com 
WAPPUSH=+12345678/TYPE=MAN@ppg.carrier.com 
 
IPv4 (Internet Protocol version 4) addresses are the common 32 bit Internet Protocol 
addresses. An IPv4 address will look like this: 
 
WAPPUSH=196.153.199.308/TYPE=IPv4@ppg.carrier.com 
 
IPv6 is the new version of the Internet Protocol. It is a protocol that is supposed to 
address and hopefully solve several problems with IPv4, but mainly the shortage of 
addresses. With this new protocol it is going to be possible to reserve billions of 
billions of addresses to every individual in the world today, because the address is 128 
bit long. An IPv6 address will look like this: 
 
WAPPUSH=FEDC:1234:4356:A234:FEDC:12B4:4CD5:A236/TYPE=IPv6
.carrier.com 
 
 
3.5 Push Over The Air Protocol (PushOTA) 
 
The Push OTA protocol is the protocol handling the transport between the PPG and 
the client. There are three types of Push OTA: 
 

• Connectionless Push 
• Unconfirmed connection-oriented push 
• Confirmed connection-oriented push 

 
Support for connectionless OTA-WSP push must always be implemented in both PPG 
and clients. With other words it is the mandatory minimum requirement. It is also 
essential for the clients to have at least a non-secure Wireless Datagram Protocol 
(WDP) port, but it is preferred if it also has a secure port. The client has to support the 
Wireless Transport Layer Security (WTLS) mode of delivery [28] to be allowed to 
use the secure port. When receiving a connectionless push message in the device, the 
Push OTA layer forwards it to the specified application according to the application 
identification provided in the message headers.  
 
The connection-oriented push is sent to the client via Wireless Session Protocol 
(WSP) [29]. There are two types of connection-oriented push, confirmed and 
unconfirmed. The confirmed push offers the ability to receive confirmation that the 
pushed information was delivered to the mobile device but the unconfirmed push does 
neither require any confirmation or guarantee delivery. 
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3.5.1 The Different Protocols 
The Push OTA protocol is designed to run over two different protocols, WSP (OTA-
WSP) or/and HTTP (OTA-HTTP).  
 
OTA-WSP is a thin protocol layer on top of WSP. It uses the WSP features and 
extends them to specific push needs. The OTA-WSP may be used with any bearer 
addressed by WAP and provides both connectionless and connection-oriented push. 
 
The OTA-HTTP uses the HTTP for over-the-air communication. It is primary used 
with IP bearers and provides only connection-oriented push. 
 
 
3.6 Short Message System Centre (SMS-C) 
A SMS-C is an essential component when sending a push message from an IP 
network to a mobile device in the architecture supported by the components and 
devices in the spring of 2002. It is used to remove the TCP/IP layer that the push is 
“encapsulated” in. It is also the entity that identifies the end-point device. When this is 
done it is also the SMS-C that is responsible for the processing and final message 
delivery to the device. After the process of de-encapsulation, and resolution of the 
client identity, there should not be any difference between this message and a message 
that is originated locally from the operator itself (like a SMS). 
 
 
3.6.1 Different SMS-C Protocols 
When a PPG has processed the message that has arrived from the Push Initiator in 
PAP format, there is still an issue to deal with when sending it to the SMS-C. The 
potential problem is that different SMS-C speak different protocols. Where the two 
most used ones are Short Message Peer to Peer (SMPP) and Universal Computer 
Protocol (UCP).  
 
The SMPP v3.4 is the standard protocol for delivery between a PPG and a SMS-C. 
The standard was chosen over UCP in a close voting made by the members of WAP 
Forum. 
 
The UCP protocol, which was originally developed by the European 
Telecommunications Standard Institute (ETSI), is still used frequently though. The 
fact that there are two protocols being used frequently makes it more difficult to build 
standard solutions, because protocol conversion is sometimes necessary to fit a 
specific system. 
 
 
3.7 The Client-Side Infrastructure 
Two important capabilities needed in the client to support push services are the 
Session Initiation Application (SIA) and the Application Dispatcher. 
 
The SIA resides in the terminal and allows the PPG to send a Session Initiation 
Request (SIR) to the mobile device. It is very similar to a listener and it is a very 
important application because both OTA-WSP push and OTA-HTTP are 
asynchronous by nature. So whenever there are no active WSP session in the OTA-
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WSP case or a TCP session in the OTA-HTTP case there have to be a SIA to create a 
session.  
 
The application dispatcher routes the message to the intended application. It uses the 
X-Wap-Application-Id to decide which application to deliver the message to. 
If the X-Wap-Application-Id is absent it should assume that the intended 
application is the WML user agent. 
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Chapter 4 
 
 
 
 
 
WAP PUSH DEVELOPMENT 
 
 
There are many development tools to choose from when developing for WAP Push 
and when you combine different environments with different gateways you will get a 
vast numbers of choices. This large flora of tools makes it difficult to choose a 
suitable environment, an important issue because a badly chosen one might consume 
a lot of time. Ericsson [30], Nokia [31], Kannel [32] and Openwave [33] are examples 
of manufacturers that offer testing environments for free, so looking into their Internet 
sites would be a good start. An important criterion to evaluate before choosing an 
environment is whether or not it conforms to the WAP specifications. This is 
extremely important because there are a lot of proprietary non-standard solutions on 
the market. 
 
It is also important to know if the tools that are used is emulating the real world or just 
showing theoretical possibilities. There are for instance both WAP browsers that use 
the same software as a certain mobile phone (phone emulators) and browsers that 
follow their own specifications. The latter may serve well as a demo tool and it might 
also show you the functionality of some WAP content but it will not show you how 
the content will look on a certain mobile device. A phone emulator on the other hand 
is supposed to work exactly as the phone it is emulating.  
 
This chapter has the intention to describe what I have encountered when setting up a 
working WAP push environment. But it is also meant to show the reader how to do it 
himself. This chapter is also meant to function as a solution manual when setting up a 
WAP push framework. The framework that is used for this purpose is the one that I 
have set up and used during my research in the subject. 
 
 
4.1 The Environment 
 
There are a number of different components that I have set up and used for sending a 
push from the PI to the mobile device. Most of the solution is run in a Windows 2000 
environment. The parts, in the direction from the creation of the push to the real 
device, are: 
 

• A Push Initiator (PI)  
In this case the WapIDE and a java program created for informative reasons 
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• A Push Proxy Gateway (PPG) 
In this case the EWGP2.0 
 

• A SMPP to UCP converter 
A java program necessary for conversion between the protocols. 
 

An SMS Centre (SMS-C) is also used. The SMS-C is a service provided by a mobile 
network operator. It is a service that has to be used to get access to a mobile network 
and to resolve the clients MSISDN number that the push message is to be delivered 
to. 
 
Finally we have the mobile devices. The phones that have been used in this study are 
from Ericsson, Nokia and Siemens. 
 
 
4.2 The Push Initiator (PI) 
 
There are two different push initiators that has been used in this framework, the 
WapIDE included PI but also a small Java program (see the appendix) which has been 
created to show the essence of a PI in a user friendly way. 
 
 
4.2.1 WapIDE 
 
WapIDE is an environment that is provided by Ericsson and available for free at their 
Internet site. It is a software development kit (SDK) with the intention to enable 
operators, application developers or any other interested party to test and develop real 
WAP applications. 
 
This environment consists of three standalone parts that can be used both separately 
and together. The parts are the emulator, the application designer and the push 
initiator. The emulator is supposed to simulate a WAP device and it allows testing of 
WAP applications for the following Ericsson phones: R320s, R380s, R520m and 
T39m. Both the T39m and the R520m can be used when testing push but it is not 
possible to send push to the R320s or the R380s emulator, because they do not 
support push in the real world either. The application designer lets the developer 
create and test WAP applications in an environment that has tools like validation and 
compile. Finally we have the push initiator, which is a PI that can be used to send 
different push content types to both emulators and real devices. This is only possible 
if all other parts, needed for the system to work, are present. Those parts are the PPG, 
which is needed in both cases, and the SMS-C, which is needed when pushing to a 
real device.  
 
 
4.3 The Push Access Protocol (PAP) 
 
The main purpose of the PI is to create a PAP message, deliver it to the PPG and in 
some cases receive status of the outcome from the push transmission. The PI is 
supposed to push the PAP message by sending a HTTP POST to the PPG. 
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One important thing regarding the PAP message delivery that is gateway dependant 
using EWGP2.0 is that it has to be posted to the following specified target URL 
(using default port number 80): 
 
http://Your_Gateway_IP/ppgctrl/ppgcontrollogic.dll (Here and 
in the following two sections are parameters starting with Your supposed to be altered 
by the developer). 
 
The boundary parameter is one of the parts in the Content-Type multiplex. (The 
boundary has to be a string that never occurs in the rest of the content.) Another 
criterion of the Content-Type is that it has to be multipart related because both SI and 
SL are presented as multipart documents. This is what the Content-Type looks like in 
those cases: 
 
Content-Type: multipart/related; 
boundary=PMasdfglkjhqwert; type="application/xml" 
 
It is important to know that the Content-Type has to be a string and that it has to be 
sent as a request-property (as shown in the appendix). 
 
The first part of the PAP is the same regardless if you are pushing a SI or a SL. This is 
how that part looks like starting with the boundary: 
 
--PMasdfglkjhqwert 
 
Content-Type: application/xml 
 
<?xml version="1.0"?> 
<!DOCTYPE pap PUBLIC "-//WAPFORUM//DTD PAP 1.0//EN" 
"http://www.wapforum.org/DTD/pap_1.0.dtd"> 
<pap> 
<push-message push-id="Your_Push_ID">  
<address address-
value="wappush=+Your_Destination_Address/type=PLMN@ppg.so
me_carrier.com"/> 
</push-message> 
</pap> 
 
 
4.3.1 The Service Indication (SI) PAP 
 
The SI PAP consists of the following attributes: href, si-id, created, si-
expires and action, all of which are described in chapter 3. When using the 
WapIDE you may leave out created and si-expires. This is possible because 
they are not required to be present by the specification. You may also want to leave 
out the action attribute, in which case it will be set to signal-medium which is 
the default value. The following is the SI PAP generated by the WapIDE, starting and 
ending with the mandatory boundary parameter: 
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--PMasdfglkjhqwert 
 
Content-Type: text/vnd.wap.si 
 
<?xml version="1.0" encoding="iso-8859-1"?> 
<!DOCTYPE si PUBLIC "-//WAPFORUM//DTD SI 1.0//EN" 
"http://www.wapforum.org/DTD/SI.dtd"> 
<si> 
 <indication href="http://Your_Content_IP/Your_File.wml"  
  si-id = "Your_SI_ID"  
  created = "2002-01-18T10:58:58Z"  
  si-expires = "2002-01-19T10:58:58Z"  
  action="signal-medium"   
  >Your_MessageText</indication> 
</si> 
 
--PMasdfglkjhqwert-- 
 
 
4.3.2 The Service Load (SL) PAP 
 
SL has a much shorter PAP than SI because it only consists of two elements, href 
and action. These attributes are described in detail in chapter 3.2.3.1. The reason 
that SL consist of fewer attributes than SI is mainly because a SL is not supposed to 
be stored or compared with other SL. SL PAP generated with WapIDE is just as the 
SI starting and ending with the boundary parameter and this is how it might look if the 
action attribute is set to execute-high: 
 
--PMasdfglkjhqwert 
 
Content-Type: text/vnd.wap.sl 
 
<?xml version="1.0"?> 
<!DOCTYPE sl PUBLIC "-//WAPFORUM//DTD SL 1.0//EN" 
"http://www.wapforum.org/DTD/SL.dtd"> 
<sl href=”http://Your_Content_IP/Your_File.wml”  
action="execute-high"/> 
 
--PMasdfglkjhqwert-- 
 
 
4.3.3 The Response 
 
The response submission from the PPG will not differ between SI and SL. The 
difference between different responses will instead be based on various sizes and 
whether it was accepted by the PPG or not. The following is an example of a response 
from the EWGP(2.0):  
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HTTP/1.1 202 Accepted 
Server:    Microsoft-IIS/5.0 
Date:      Wed, 06 Feb 2002 13:39:50 GMT 
Content-Length:   389 
Content-Type:   application/xml 
 
<?xml version="1.0"?> 
<!DOCTYPE pap PUBLIC "-//WAPFORUM//DTD PAP 1.0//EN" 
 "http://www.wapforum.org/DTD/pap_1.0.dtd"> 
<pap> 
 <push-response push-id="Your_Push_ID" sender-      

address=http://Your_Gateway_IP sender-name="EWGP" 
reply-time="2002-02- 06T13:39:50Z"> 

<response-result code="1001" desc="The request 
accepted for     

   processing"></response-result> 
 </push-response> 
</pap> 
 
 
4.4 The Delivery 
 
After the push has been created in the PI, it is up to the system to deliver it to the 
defined destination. In the system that I have built the different responsible entities are 
the EWGP2.0, the SMPP to UCP converter and the SMS-C. All these different 
entities are running on separate servers, but it is only the configuration of the SMS-C 
that is out of my control since it is run by the operator and does not reside in my lab-
environment. 
 
 
4.4.1 The EWGP 2.0 
 
This is a freely downloadable gateway provided by Ericsson and available at their 
Internet site. The EWGP2.0 lacks some WAP push support. An example of a 
supported feature is the push submission, i.e. it is possible to push SI, SL and CO 
content. Example of something that is not supported is client capabilities query. 
Despite the fact that the EWGP2.0 lacks some push features it is, in my opinion, 
adequate to use for testing the push technology in a simulated environment. It is also 
possible to use it for pushing to real devices. 
 
The following addendum is to support and give further advice to the developer, in 
addition to the documents available for download at the Ericsson developer site. 
 
To be able to push something to a client you will have to give them the authority by 
registering both a push initiator and a subscriber in the database. This is done using 
the provisioning part of the EWGP. 
 
The next step is to choose a destination for the push message. The destination has to 
be an IP address, 127.0.0.1 if wanting to use the embedded SMPP gateway for 
pushing to real terminals, or a specified IP if wanting to push to a WapIDE browser. 
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There is also a need for choosing the port number, 19252 for pushing to real devices 
and 29002 for emulators. These settings can be set in the configuration tool. 
The final step when pushing to a real device is to add and configure a SMS-C in the 
SMPP section. When adding this, you will have to specify the SMS-C address and 
port number so that the SMPP gateway can establish a connection with it. Also this is 
set in the configuration tool. 
 
 
4.4.2 SMPP To UCP 
 
If the PPG and the SMS C speak different protocols, you will need to translate the 
messages sent to the SMS C. You might need to author a protocol converter that 
makes the conversion between SMPP and UCP. 
 
 
4.4.3 The SMS-C 
 
The SMS-C account I have used for testing purposes is Mobil Text Företag [34] and 
is owned by Telia AB. The main purpose for the account Mobil Text Företag is to 
offer a service developed especially for companies that deals with large amounts of 
SMS using a central application. But it may also be used to deliver push messages. 
 
 
4.5 The Devices 
 
The basic criterion for choosing the used devices is that they support WAP 1.2 or 
WAP 1.2.1. I have tested the following phones: 
 

• R520, T39, T68 (Ericsson) 
 
• 6310, 8310 (Nokia)  

 
• S45 (Siemens) 

 
One reason for using real phones was to see if it was possible to set up a working push 
environment. This, and the fact that there are few available WAP 1.2 or WAP 1.2.1 
compatible phones today supporting push 
 
 
4.5.1 The SI 
 
When a SI was pushed to any of the Ericsson or Nokia phones, it was received by the 
phone and presented in the way it was supposed to as specified in the WAP standard. 
This is a proof that the devices claiming to support WAP push do so. 
 
 
4.5.2 The SL 
 
When a SL was pushed to any of the Ericsson phones, it was not presented in the 
specified way. I think that it is because of security reasons. The reason for this 
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assumption is that the phones only supports on or off as security in their push 
configuration. The Nokia phones on the other hand did not present SL at all in their 
current software releases together with my set up test environment. Finally the 
Siemens phone did seem to interpret SL but the current software was not very 
consistent. It did load the SL without user interference in the specified way when the 
user already where having an active session. If the user was offline the phone 
interface presented a @ symbol on the display and did not load the service until the 
user clicked on the symbol. 
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Chapter 5 
 
 
 
 
 
CONCLUSIONS 
 
 
5.1 Conclusions 
 
During this study, I have read the eight WAP push specifications of the WAP 
protocol. I have also had my first look into the problems with standardisation and the 
possibility to misinterpret, by accident or by purpose, the given specifications. 
 
 
5.1.1 Entities Needed 
 
The different parts needed in a WAP push system has been identified during this 
study and according to the specifications the following are the major components: 
 

• Push Initiator (PI) 
The PI is a program that, as its name implies, initiates the push scenario by 
sending the push. 
  

• Push Proxy Gateway (PPG) 
The PPG is the key element in the WAP push scenario and it provides 
connectivity between wired and wireless networks. 
 

• Short Message System Centre (SMS-C) 
The SMS-C is a service provided by a mobile network operator and resolves 
the users client identity and helps in delivering the push to the clients terminal. 
 

• Mobile device 
The mobile terminal is needed for testing in the lab-environment. 
 
 

5.1.2 Entity Interaction 
 
Also the interaction between the entities has been discussed. The system starts with 
the PI, the PI then communicates with a PPG using the Push Access Protocol (PAP). 
The PPG then uses the Push Over-The-Air Protocol (PushOTA) to deliver a Uniform 
Resource Identifier (URI) to the client via a SMS-C. When the push message has been 
delivered to the device, the next step is to activate the URI and get the content from 
the server. The mobile device will have to use a “pull gateway” to get the content but 
it may be the same gateway as the PPG. 
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5.1.3 Setting Up A Working System 
 
The lack of conformance to the specifications by the manufacturers of the components 
involved makes it somewhat more difficult than it would need to be, to set up a 
working WAP push environment. Another reason is the lack of compatibility between 
different component manufacturers in the sections where the specifications are not 
stating any rules. Commonly this is called the interoperability between the 
components. The biggest problem was that the idea of Service Load (SL) – as 
outlined in the specifications was lost because it needed user intervention upon 
reception. 
 
 
5.1.4 A Guide To Developers 
 
The final purpose of this study was to create a useful guide for a reader interested in 
developing services in this area. The thesis includes a WAP push development part 
(chapter 4) describing what I have done and how. The thesis also includes an 
exemplified PI for educational reasons (appendix). Finally there is a technical 
description (chapter 3) that can be used in unison with the WAP push development 
part so that the developer may experiment with the technique and test all possible 
push settings. 
 
 
5.2 Further Work 
 
The research is, in my opinion, far from finished in this area. One reason is the 
opportunities that this technology provides. I think that the possibilities of wireless 
push are interesting enough that it has to be worth to know if the security and 
conformance problems will be solved in WAP push. If they are solved and the 
technique is refined then there should be nothing to stop the great number of services 
that I think will follow in its footsteps. Therefore there is further work that I think 
should be done, and the most interesting parts are in my opinion these: 
 

• Security Aspect 
One of the problems today is that the phones supporting push does not have 
the detailed security settings that a technique like this needs. Therefore it 
would be interesting to look into the possibility to add these without confusing 
the user. I suggest to further look into usability aspects of security in WAP 
Push for short. 
 

• Conformance To Standards 
An interesting project would be to examine if the main reason for the non-
standard solutions in the existing WAP push software is the result of 
difficulties in implementation. Or if the main reason is that the manufacturers 
wants to provide proprietary solutions. A reason why one may want to know 
this is that if the problem is depending on implementation problems then it 
might get better. 
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• New WAP Versions 
There might be more to investigate within this area as soon as there is a new 
WAP version implemented in the network elements and the devices to support 
it. 

 
• Competing Standards 

It might be a interesting to look into competing standards that also has shown 
interested in push, as for example IMODE [35] [36]. 

 
• Competing Technology 

Another important subject is perhaps competing technology. I do not know of 
any competing technologies but emerging ones may appear provided WAP 
Push becomes a success. 

 
• IPv6 Possibilities 

This is also an interesting subject that should be entitled to some further 
research. This is perhaps some years away but when it arrives it would be nice 
if someone had looked into the possibilities. 
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Appendix 
 
 
 
 
 
/** 
This small one-class program is a very simple Push Initiator. It requires a 
connection to an EWGP (It is guaranteed to work with version 2.0 but is 
probably working with later versions too). When running this program you 
will get some feedback from the EWGP like for instance if the Push was 
accepted, but I recommend you to install the WapIDE3.1.1 to see how the 
resulting push looks like in a phone emulator.  
 
NOTE! Some of the parameters below have to be altered... 
*/ 
 
import java.util.*; 
import java.io.*; 
import java.net.URL; 
import java.net.URLConnection; 
 
public class PI{ 
 
 public static void main(String[] argv ){ 
 
  String responses = new String(); 
 
  try{ 
 
/** 
PAP message section: 
----------------------------   
The String message below is the PAP message that is sent to the gateway. 
*/ 
 
   String message = "--PMasdfglkjhqwert\r\n"; 
   message = message.concat("Content-Type: 
   application/xml\r\n\r\n"); 
 
   message = message.concat("<?xml   
   version=\"1.0\"?>\r\n"); 
 
   message = message.concat("<!DOCTYPE pap PUBLIC \"- 
   //WAPFORUM//DTD PAP 1.0//EN\"     
   \"http://www.wapforum.org/DTD/pap_1.0.dtd\">\r\n"); 
 
   message = message.concat("<pap>\r\n"); 
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/** 
Push id section: 
---------------- 
The following section sets the push id. The push id has to be unique to be 
accepted for pushing by the gateway. When using EWGP2.0 this means that you 
can't use the same push id as you used earlier until you restart the gateway. 
*/ 
 
   message = message.concat("<push-message push-    
   id=\"WapIDE_3.0_PI/"); 
 
   if (argv.length != 0)  
   message = message.concat(argv[0]); 
 
   else{ 
 
    System.out.println("NOTE!!!"); 
 
    System.out.println("You may choose your own push          
    id by adding a command line option"); 
 
    System.out.println("Example: java PI choosen-    
    id\n\n"); 
 
    message = message.concat("default"); 
 
   } //else 
 
   message = message.concat("\">\r\n"); 
 
// End of push id section 
 
/** 
The push destination below is 11111111. You may change it to something else, 
for example a mobile number. NOTE! You will have to provision the subscriber 
(in this case 11111111) in the EWGP2.0. 
*/ 
   message = message.concat("<address address-  

value=\"wappush=+11111111/type=plmn@eip.ericsson.se\"
/>\r\n"); 

   
   message = message.concat("</push-message>\r\n"); 
   
   message = message.concat("</pap>\r\n"); 
   
   message = message.concat("--PMasdfglkjhqwert\r\n"); 
   
   message = message.concat("Content-Type:        
   text/vnd.wap.si\r\n\r\n"); 
   
   message = message.concat("<?xml version=\"1.0\"   
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   encoding=\"iso-8859-\"?>\r\n"); 
 
    
 
   message = message.concat("<!DOCTYPE si PUBLIC \"- 
   //WAPFORUM//DTD SI 1.0//EN\"    
   \"http://www.wapforum.org/DTD/SI.dtd\">\r\n"); 
 
   message = message.concat("<si>\r\n"); 
 
/** 
The content URL below is http://0.0.0.0/test.wml. You need to change it if you 
are going to send any real content. 
*/ 
   message = message.concat("<indication     
   href=\"http://0.0.0.0/test.wml\"\r\n"); 
   
   message = message.concat("si-id =  
   \"WapIDE_SI/alfa1\"\r\n"); 
   
// Hello! is the message that greets the addressee, this is of course 
// changeable. 
   message = message.concat(">Hello!</indication>\r\n"); 
   
   message = message.concat("</si>\r\n\r\n"); 
  
   message = message.concat("--PMasdfglkjhqwert--\r\n"); 
 
// End of PAP message section 
 
   String contentType = "multipart/related;    
   boundary=PMasdfglkjhqwert; type=\"application/xml\""; 
   
// Here you have to enter the IP of the computer that holds your gateway 
// NOTE! You are only supposed to change the 0.0.0.0 part into your gateway IP. 
   URL addr = new  
   URL("http://0.0.0.0/ppgctrl/ppgcontrollogic.dll"); 
     
   URLConnection uc = addr.openConnection(); 
 
   uc.setDoOutput(true); 
 
   uc.setRequestProperty("Content-Type", contentType); 
 
   uc.setRequestProperty("User-Agent", "WapIDE 3.1 PI"); 
 
   PrintWriter out = new     
   PrintWriter(uc.getOutputStream()); 
 
   out.println(message); 
 
   out.close(); 
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   String status = uc.getHeaderField(0); 
 
/** 
Status Section: 
----------------- 
This section is not essential for sending a push but it give you valuable status 
information. 
*/ 
 
   if(status.indexOf(" 20") == -1){ 
 
    int j = 0; 
 
    do{ 
 
     String header = uc.getHeaderField(j); 
 
     if(header == null)break; 
 
     responses = String.valueOf(responses) +  
     String.valueOf(String.valueOf(String.valueOf((new     

   
StringBuffer(String.valueOf(String.valueOf(uc.getHe
aderFieldKey(j))))).append("\t 
").append(header).append("\n")))); 

 
j++; 

 
    } //do   
 
    while(true); 
 
   } //if 
 
   else{ 
 
    InputStreamReader isr = new  
    InputStreamReader(uc.getInputStream()); 
 
    BufferedReader br = new BufferedReader(isr); 
 
    String nextline; 
 
    while((nextline = br.readLine()) != null) 
    responses = String.valueOf(responses) +   

          
String.valueOf(String.valueOf(String.valueOf(nextlin
e)).   concat("\n")); 

 
    br.close(); 
    isr.close(); 
 
   } //else 
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   System.out.println(responses); 
 
// End of Status section 
 
  } //try 
 
  catch (IOException e){} 
   
  
 } //main 
 
} //class PI 

 
 




