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Abstract 
 

The Internet of Things (IoT) is an emerging paradigm focusing on the inter-connection of things 

or devices to each other and to the users. Over time, the most of connections in IoT are shifting 

from ‘Human to Thing’ to ‘Thing to Thing’. This technology is anticipated to become an 

essential milestone in the development of smart homes to bring convenience and efficiency 

into our lives and our homes. But, by bringing this IoT technology into our homes there will be 

important implications for security in these technologies. Connecting every smart objects 

inside the home to the internet and to each other results in new security and privacy problems, 

e.g., confidentiality, authenticity, and integrity of data sensed and exchanged by objects. These 

technologies are very much vulnerable to different security attacks that make an IoT-based 

smart home unsecure to live in and therefore it is necessary to evaluate the security risks to 

judge the situation of the smart homes. For any technology to be successful and achieve 

widespread use, it needs to gain the trust of users by providing sufficient security and privacy 

assurance. As in all sectors, maintaining security will be a critical challenge to overcome. As 

homes are increasingly computerized and filled with devices, potential computer security 

attacks and their impact on residents need to be investigated. This report uses OCTAVE Allegro 

Methodology which focuses mainly on information assets and considers containers (technical, 

physical and people) and conducts a security risk assessment with the goal of highlighting 

various security flaws in IoT-based smart home, impacts and proposing countermeasures to 

the identified issues satisfying most of security requirements. Finally, it comes up with some 

recommendations to the users. The research findings documented into a thesis paper for 

secure IoT-based smart home systems and the resulted list and recommendations will be some 

useful contribution which can be used as a foundation for the specification of security 

requirements. For future work, the assessment will be extended to include more types of smart 

home applications rather than just typical one. 
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Chapter One 

 

1. Introduction 
 

1.1. Background 
 

In general, there is no accepted definition about the Internet of Things. Actually, there are 
many different groups of people that have defined the term, although its initial use has been 
attributed to an expert on digital innovation named Kevin Ashton [1]. We get a common idea 
in all the definitions that the first version of the Internet was about data created by human, 
while the next version is about data created by things, that’s why it called Internet of things. 
There are many definitions for the Internet of Things. Below comes some of the definitions: 
 
IoT was generally defined as “dynamic global network infrastructure with self-configuring 
capabilities based on standards and interoperable communication protocols; physical and 
virtual ‘things’ in an IoT have identities and attributes and are capable of using intelligent 
interfaces and being integrated as an information network” [2]. 
 
The purpose of IoT is to increase the functions of the first version of Internet and make it more 
useful. With IoT, users can share both information provided by humans that contained in 
databases and also information provided by things in physical world [3]. We can describe the 
IoT as the connection of physical things to the Internet and to each other for various useful 
purposes through different intelligent technologies, creating smart ecosystem of pervasive 
computing. It can also be described as including embedded intelligence in individual objects 
that can notice changes in their physical state. 
 
The common definition of IoT is that computers, sensors, and objects interact with each other 
and process data, therefore we can state that IoT is a new technology system combined of a 
number of information technologies. 
The Internet of Things combines different technologies into a semi-autonomous network. It 
connects individual devices to the network and to each other. There are also controller systems 
in the network (software and services) that act as brains of the system for processing data by 
analyzing and using the data collected by the connected devices to make decisions and initiate 
actions from the same or other devices [4]. 
 
The central objective of IoT is to enable us to uniquely identify, signify, access and control 
things at anytime and anywhere by using internet [5]. The interconnected device networks can 
result in a large number of intelligent and autonomous applications and services bringing 
significant personal, professional, and economic benefits [6]. 
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Figure 1: The IoT Elements [7] 

 
Smart environments are aimed to exploit rich combinations of small computational nodes to 
identify and deliver personalized services to the user while they interact and exchange 
information with the environment [8]. IoTs technology can be applied to create smart homes 
in order to provide intelligence, comfort and to improve the quality of our lives. 
A “smart home” can be defined as a home which is automated through the application of the 
Internet of Things technologies and capable of reacting to requirements of the inhabitants, 
providing them comfort, security, safety and entertainment [9]. 
 
In the future, the IoT will anticipate to have significant home and business applications, 
improving the quality of life and the world ‘s economy. With IoT, it is possible to access and 
control the electrical devices installed in your house remotely anywhere and anytime in the 
world. For example, smart-homes will enable their inhabitants to automatically open their 
garage when reaching home, prepare their coffee, control air conditioning systems, smart TVs 
and other appliances inside the home. Smart devices and automation systems make up Smart 
Homes. Everything connected with the help of Internet. Simple home automation uses timers 
and clocks to enable desired operations, but smart home technology can handle more complex 
operations and trigger devices based on input from other devices [4]. 
 
Basically, smart homes are equipped with advanced automatic systems for various pre-
programmed operations and tasks such as temperature control, lighting, multi-media, window 
and door operations, etc. The smart home environment is also referred to as ambient 
intelligence, which is sensitive and adaptive to modern human and social needs [10]. SH is a 
very promising area, which has different benefits such as providing increased comfort, greater 
safety and security, a more rational use of energy and other resources thus contributing to a 
significant savings. This research application domain is very important and will increase over 
time as it also offers powerful means for helping and supporting special needs of the elderly 
and people with disabilities [11], for monitoring the environment [12] and for control. 
According to [13], the primary objectives of a Smart Home are to increase home automation, 
simplify energy management, and reduce environmental releases. Energy consumption and 
occupants’ comfort are key factors when assessing smart home environments [14]. 
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Figure 2: Smart Home Objectives 

 

 
The most of commercial available home automation systems can be separated into two 
categories: locally controlled systems and remotely controlled systems. Locally controlled 
systems use an in-home controller to achieve home automation allowing users complete use 
of their automation system from within their home via a stationary or wireless interface. 
Remotely controlled systems use an Internet connection or integration with an existing home 
security system to allow the user complete control of their system from their personal 
computer, mobile device or via telephone from their home security provider [15]. 
 
The smart home integration system is made of about three important entities: 
First, the physical components (electronic equipment – smart sensors and actuators); Second, 
the communication system (wired/wireless network) which usually connects the physical 
components; and Third, the intelligent information processing (e.g. through artificial 
intelligence program) to manage and control a smart home integrated system [5]. 
 
 
 
 
 
 
 
 

Smart 
Home

Comfort

Convenience

Safety & 
Security

Entertainment

Intellegent 
Services

Monitoring

Control

Energy & 
Other 

Resource 
Management

Reduce
Environmental 

Emissions



 

  
SECURITY RISK ASSESSMENT 15 

 

 
 
 
 

 
 

Figure 3: Smart Home and it’s Subsystems [16] 

 
 

Bringing IoT technology to our home results in new security challenges, therefore IoT-based 
smart homes require high level security requirements, because home environment contains 
important and private information. The modern technologies offer both opportunities and 
risks, an IoT-based Smart Home is highly vulnerable to attacks from the internet, if a smart 
home or smart device was hacked the attacker has the potential to invade the user’s privacy, 
steal personal information, and monitor them inside the home [17], and therefore appropriate 
measures have to be taken. 
 

The number of IoT devices has grown quickly, with a recent estimate suggesting that there 
were 12.5 billion internet attached devices in 2010 and a prediction of 50 billion devices by 
2020 [18]. This will bring with it many security challenges. 
The proposed research will focus on security issues in IoT-based Smart Homes, impacts and 
gives some recommendations especially to the user at the end. 
 

 

 

 



 

  
SECURITY RISK ASSESSMENT 16 

 

1.2. Problem Statement 
 

Recent reports on IoT and Smart Homes have created public interest and concern, and there 
are important implications for security in these technologies. The need for security in smart 
homes is the same and even more to the need for security in all other computing systems to 
make sure that information is not stolen, modified, or access to it denied. 
 
It is obvious that in traditional homes, intruders can only steal or threaten a home if they 
physically exist there near the home. But, when connecting a home to the Internet, an intruder 
or an attacker has possibility with an Internet connection to access and control the home from 
anywhere in the world at any time keeping an eye on a home’s inhabitants with connected 
cameras in the home. 
 
Smart home systems allow the user to monitor and control e.g. thermostats, washing 
machines, cleaning robots, entertainment systems, security systems, smoke detectors, door 
locks to name just a few. By bringing this IoT technology into our homes there are trade-offs 
between convenience, control, security and privacy [19]. Attackers can invade the user’s 
privacy, steal private information, and monitor the inhabitants inside the home if they succeed 
with hacking the smart home or a smart device [17]. It is worth pointing that a smart home 
(SH) is an attractive target for an attacker because a SH; contains personal information, 
connected to Internet 24/7, has no dedicated system administrator, consists of devices 
belonging to different manufacturers with different vulnerabilities and an attacker always has 
the choice to scan the Internet for a specific vulnerability belonging to a specific device from a 
particular manufacturer to exploit. 
 
The proposed research will be about assessing information security risks in IoT-based smart 
homes. This research project explores the information security threats in connecting smart 
devices to each other and to the Internet when designing a smart home in order to make users 
aware about the security risks that may or may not exploit, improve security and give 
recommendations. 
 

 

1.3. Research questions 
 

Based on the literature review that I have conducted in chapter 3 about the topic, security 
issues in IoT-based Smart Homes, I see that more research must be performed on highlighting 
possible security threats that may harm people who live in Smart Homes and then suggest 
possible solutions to them. I have not been able to find any academic research that conducts 
a comprehensive security risk assessment to IoT-based smart homes highlighting security risks, 
countermeasures and impacts. To research this gap, the following research questions are 
defined: 
 

1. What are the emerging security threats from IoT-based Smart Homes? 

2. What are the consequences of these threats (Impacts)? 

3. Are there suitable countermeasures to propose? 

4. What to recommend the users? 
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By identifying threats and the impacts we can derive risks because risk consists of both threats 
and the impacts. It is very important to do research on security issues in IoT-based Smart 
Homes for better understanding and avoiding serious consequences. Without security risk 
assessment or highlighting threats, it is impossible to provide assurance for the system and 
justify security measures taken. Further, this new technology, IoT, in order to get broad 
acceptance among users, security must be better and trust is essential to implement this 
technology in their homes because if consumers lack confidence in the technology they will 
not use it. Thus, security is one of the areas that must be put into the highest priority when 
implementing the smart home technology. 
 

 

1.4. Expected Contributions 
 

The research findings will be some useful contribution in providing a better understanding of 
the security threats about the topic and will make people (users) aware of the potential risks 
and the measures which can be taken to mitigate these risks, concerning their Smart Homes, 
either directly or indirectly. Hopefully, the findings will lead to further researches by others 
within the area of security in Internet of Things (IoT) based Smart Homes. 
 
The outcome of this research will be a list of identified security threats with possible relating 
consequences, solutions and recommendations to the users in order to make them aware and 
limit the amount of the risks. Further, in the case of security risk assessment the lessons 
learned from the process will contribute to better future work. The thesis outcomes can be 
used for improving the deployments of the IoT technology in smart homes with respect to the 
security risks. 
 

 

1.5. Delimitations 
 

The focus of this research will be solely on identification of security issues (risks), suitable 
countermeasures and impacts identification in IoT-based smart homes as well as giving 
recommendations to the users. For this purpose, scenarios will be provided. The complexity of 
the smart services is not the scope of this research paper. Simple services will be created to 
demonstrate user control of the smart home and the communication of data but a 
comprehensive smart home system will not be built. The focus of this paper is performing a 
security risk assessment on critical information assets in a typical smart home using OCTAVE 
Allegro methodology to determine what the risks are to the assets. Further, no laboratory 
environment will be set up. 
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Chapter Two 

 

2. An Overview of IoT-based Smart Home Environments 
 

The aim of this chapter is to provide a brief overview of IoT-based Smart Home Environments 
with a focus on their enabling technologies, application areas, structures and architectures. 
My goal is not to give a point by point clarification of every subject, but to give the reader the 
basic principles and a brief overview of every subject, as well as the bibliography to be checked 
in case someone wishes to deepen on some aspects of the subject. 
 

 

2.1. Enabling Technologies for IoT 

The current developments in information and communication technologies (ICT) related to 
computer networks, embedded systems and artificial intelligence have made the vision of 
Smart Home technically possible. So by enhancing traditional Home Automation Systems with 
new smart functions, it has been possible for smart home environment to exhibit various forms 
of artificial intelligence. Smart home technology is the incorporation of technology and services 
through home networking for a better life quality. 
 
The enabling technologies for IoT include; Radio Frequency Identification (RFID), Internet 
Protocol (IP), Electronic Product Code (EPC), Barcode, Wireless Fidelity (Wi-Fi), Bluetooth, 
ZigBee, Near Filed Communication (NFC), Actuators, Wireless Sensor Networks (WSN) and 
Artificial Intelligence (AI). For more detail read this literature [20]. 
 

 

2.2. Application Areas of SHAS 

The Internet of things provides a flexible and scalable platform that can support many different 
applications. Its popularity has led to a variety of applications, including smart homes among 
others. 
The main Smart Home Automation System (SHAS) application area is environmental control 
with the traditional service types lighting/daylighting and Heating, Ventilation and Air 
conditioning (HVAC) systems [21], monitoring and control, safety and security, telehealth care, 
energy saving, environmental control, and information access [22]. 
 
There are different kinds of smart homes application area; Smart homes for security, Smart 
homes for eldercare, Smart homes for healthcare, Smart homes for childcare, Smart homes for 
energy efficiency and Smart homes for better life (music, entertainment etc.) [23]. 
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Figure 4: Types of Smart Home Applications 

 

 

2.3. Structure 

A smart home can be described by a house which is equipped with smart objects, a home 
network makes it possible to transport information between objects and a residential gateway 
to connect the smart home to the outside Internet world. Smart objects make it possible to 
interact with inhabitants or to observe them. 
 
Technically, Home Automation system consists of five building blocks [24]: 
 
 

2.3.1. Devices Under Control 

These devices include all components, such as home appliances or consumer electronics, 
which are connected to and controlled by the home automation system. Different types of 
connecting technologies such as WLAN-, Bluetooth-, Z-Wave-interfaces, etc. are used for direct 
connectivity to the control network. 

 

 

2.3.2. Sensors and Actuators 

Sensors can see and hear in the home network. There are sensors for an extensive variety of 
uses, for example, measuring temperature, humidity, light, liquid, and gas and detecting 
movement or noise. Actuators are the means of how the smart network can in reality do things 
in the real world. There are mechanical actuators such as pumps and electrical motors or 
electronic actuators such as electric switches. The IoT devices equipped with sensors will act 
as collectors and the ones embedded with actuators will act as performers. A device with both 
the sensors and actuator will perceive and perform. 
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2.3.3. The Control Network 

It provides the connectivity between devices under control, sensors, and actuators on the one 
hand and the controller along with remote control devices (smart phone, tablets, laptops and 
PCs) on the other hand. Currently, Home Network technologies are classified in three main 
classes: 
 
– Powerline Communication is reusing the in-house electrical network. (e.g. X.10) 
– Wireless Transmission (Z-Wave, ZigBee, Bluetooth, Wi-Fi, EnOcean and RFID interfaces) 
– Wireline Transmission (KNX and LON) 
 
For the household network, Ethernet (IEEE802.3), PLC and IEEE1394 are the most widely used 
Wired Communication protocols and the wireless protocols available for Home-Network are 
wireless LAN, HomeRF, Bluetooth, UWB, ZigBee, and etc. [25]. 
 
Literature [26] presents different types of network or communication technologies for 
connecting smart devices in a smart home namely BAN, PAN, LAN, MAN and WAN. 
 
WANs and MANs are used for outside environment. For the WANs, we find the UMTS, EDGE, 
GPRS or satellite technologies. Those technologies are wireless (WWANs: Wireless Wide Area 
Networks) and are able to transmit information at a distance of up to 30 Kilometers. For the 
MANs, we find WIMAX which is able to transmit information at a distance of up to 20 
Kilometers. 
 
LANs, PANs and BANs are used in inside environment. For LANs, Wi-Fi and HyperLan are mainly 
wireless solutions. Ethernet is the main wire solution. 
For PANs, Bluetooth, RFID, ZigBee, UWB are wireless solutions. CEBus, Convergence, emNET, 
HAVi, HomePNA, HomePlug, HomeRF, Jini technology, LonWorks, UPnP, VESA, USB and serial 
link are wire solutions. 
For BANs, few solutions are existing now. We can note BodyLAN solution who use the skin to 
transmit data. 

 

 

Figure 5: Types of Area Networks 

WANs

MANs

LANs

PANs

BANs
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Book [22] gives an overview of the major wireless communication technologies that form an 
important part of the infrastructure of modern smart homes. Some of those technologies are 
integrated within sensing and networking devices such as ZigBee, Bluetooth, RFID, and Wi-Fi. 
Other wireless technologies, such as the GSM, are more of a wider format that can form large 
network and yet can integrate with the other ones dedicated for short range. 
 
According to literature [21], Communication networks in BAS are typically implemented 
following a two-tiered hierarchical model as shown in figure 6. 
 
The control level consists of intelligent sensors and actuators interacting with the environment 
and accomplishing control tasks. They are interconnected by a robust, low-bandwidth and cost 
effective control network. 
 
The backbone level connects multiple control subnetworks with high bandwidth. It also 
provides connections to the outside world (e.g., the Internet). Management nodes are located 
at the backbone because they require a global view of the entire BAS. 

 

 

 

 

 
 

Figure 6: Two Level Model in BAS [21] 
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2.3.4. The Controller, Web Server and Database 
 

The controller is the computer system which acts as the brain of the home automation 

system, collects information through sensors and receives commands through remote 

control devices. It acts based on commands or a set of predefined rules using actuators or 

means of communication such as loud speaker, telephone or email. A user interface is 

connected to the database via a web server. The database consists of details of all the home 

devices and their current status. A user remotely accessing their home can query the 

device’s status information from the database via the web server. The microcontroller 

manages all the operations and communications in the home network. 

 

 

2.3.5. Remote Control Devices 
 

The remote control devices such as smart phones, tablets, laptop and PC, can be used to 

connect to the home automation application on the home controller. They do this either by 

connecting to the controller through the control network itself, or through any other 

interface the controller provides, such as WLAN, the Internet, or the telephone network. 

Therefore, smartphones can be used as a home remote to control the smart home remotely 

via Internet or the mobile telephone network. 

 

Figure 7 below shows the components of a typical home automation system using the Internet. 

 

 

Figure 7: Home Automation System 
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Based on figure 7, for simplicity and in order to know exactly where in the system security risks 

are located we can divide the whole system into three subsystems (parts) depending on 

whether it happens inside or outside the Smart Home and for details refer to the previous 

mentioned building blocks in the structure section above. When it comes to "the control 

network", it provides connectivity between devices, sensors and actuators on the one hand 

and between the controller along with remote control devices on the other hand using 

different network technologies. Therefore, it lies under both categories (inside and outside the 

smart home). Subsystems are as follows below: 

 

 Inside the Smart Home (Internal Home Communication Network): 

– Subsystem 1: Among the Home Devices (Sensors & Actuators) 

– Subsystem 2: Between the Devices and the Home Gateway 

 

 Outside the Smart Home (External Communication Network): 

– Subsystem 3: Between the Home Gateway and Internet 

 

 

 

2.4. Architecture 

In literature [27], the authors present a layer architecture model of smart home control 

system based on Internet of Things which includes Perception Layer, Network Layer and 

Application Layer. 

 

 

Figure 8: Layer architecture model of IoT-based smart home control system [27] 
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Literature [28] proposes an IoT-based smart home system, and presents the system 

architecture according to the layered construct of the Internet of things. The system is divided 

into three layers; sensing and actuating layer, network layer, and application layer. 

 

 

 

Figure 9: Architecture of the IoT-based Smart Home System [28] 

 

Smart home is the core component of Intelligent Residential District. When the concept of IOT 

technology is introduced to the implementation of smart home, traditional smart home is out 

of fashion [29]. It will cover a much wider range of control. For example, smart home involves 

family security, family medical treatment, family data processing, family entertainment and 

family business. The architecture of smart home application based on IOT and component 

technologies shows below [30]. 

In both figure 9 and figure 10, different layers and different areas are shown. But, I am going 

to focus on the ringed areas that are highlighted with red color in my risk assessment. 
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Figure 10: The Architecture of Smart Home Application based on IOT and Component Technologies [30] 

 

Briefly, perception layer is composed of various types of collecting and controlling modules. 

Its main function is perceiving and gathering information. Network Layers work is reliable 

transmission. It transmits the data through Internet and mobile telecommunication network. 

Application Layers main work is to process the data intelligently so that the processed 

information can be used by us. 
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Chapter Three 

3. Literature Review 
3.1. Introduction 

The purpose of this chapter is to establish scholarly significance of the research problem by 

showing previous research in the area, to improve my own understanding in the area, to 

update my readers, to find a gap in the literature and the need for this research. 

Publications on Smart Home from a wide variety of academic publishers, such as Elsevier’s 

Science Direct, Springer, Institute of Electrical and Electronics Engineers (IEEE), Wiley 

Interscience, Human Technology and Institute for Computer Science and Telecommunications 

Engineering, were identified. 

The publications that have occurred during the last decade from 2005 through 2016, were 

identified through searches of three search engines, i.e. Google Scholar, Scopus and IEEE 

Xplore Digital Library. The search terms that were used were ‘security issues in smart homes’, 

‘Smart Environments’, ‘smart living’, ‘intelligent homes’, ‘Smart Environments’, ‘Ambient 

Intelligence’ and ‘Home Automation Systems’, resulting in the selection of more than 100 

different sources. The sources became filtered and most relevance sources have been chosen. 

Then, they have been sorted and put in different folders chronologically from 2005 through 

2016. 

This chapter presents firstly the previous works done about security in IoT-based smart homes. 

Then, it focuses mainly on security issues related to this technology. Further, it tries to find a 

research gap to fulfil and finally it comes with summary of the literature review. 

 

3.2. Security Issues 

This section describes different security issues relating to security of a smart home system 

according to (figure 7) and the key concepts described in the previous chapter; Devices, 

Sensors and actuators, Control network, Controller and Remote control devices, as well as the 

utilized technologies and the architecture. 

An individual can directly attack an interconnection device (e.g., gateway) or field device using 

its network or local communication interface (attacking the device) [21]. Impersonation of a 

device using its faulty certificate [31]. The household appliances can be connected to the wired 

or wireless network through the home gateway. There can be vulnerability in the home 

gateway itself. Typically, home gateway has the web based management program installed. Its 

problem is that the attacker can attain the administrator privilege using Web server or CGI 

vulnerability. Attack against the home gateway can directly lead to the attack against the whole 

household network because it is the point that connects the household with outside [25]. 

Further security issues concern the integrity of the devices themselves, the devices are mobile 
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and may arrive in a given smart environment from an unknown domain. The problem is that 

even a known device may have been altered during its absence [32]. The types of the security 

vulnerabilities can be hacking of the home device, virus attack, information leak, content 

fabrication and privacy violation [25]. 

 

There are various ways to infiltrate a Smart Home. As some or many devices are connected to 

the internet, an offender could attack the weakest of them and use this device to infiltrate the 

whole system. Another possibility is the infection of already attacked computers or mobile 

devices with malware and subsequent use of them as a diving board for further investigation 

and infiltration in the network. Device has different level of risk to be the target of an attack. 

Some devices, especially raw sensors, the high limitation of memory and processing power, 

makes them unattractive. Depending on the intentions of the attacker different groups of 

Smart Home devices will be of interest. The first wide spread attacks will most likely target 

products of the Controlling Systems group, because they are most similar to existing targets 

and additionally they are connected to more or less every other Smart Home device [33]. 

The authors in literature [31] conclude that an adversary has two different opportunities for 

getting access to control functions, namely network attacks and device attacks. In network 

attacks, an adversary may try to intercept, manipulate, fabricate, or interrupt the transmitted 

data. Device attacks can be classified into Software attacks, Physical or invasive attacks and 

Side-channel attacks. Furthermore, there is the possibility that the attacker can disguise itself 

as the internal user through the interactive Digital TV, IP set top box or home pad or access it 

illegally through other means to control the home appliances [25]. 

 

Wireless smart sensors have become very attractive devices in monitoring, tracking moving 

objects in smart home application and therefore they have become a target for different 

attacks. There are different attacks on Wireless Sensor Network (WSN) [34]: 

- Services availability (Flooding, Jamming, Replay and Selective forwarding) 

- Network Routing (Unauthorized routing update, Wormhole and Sinkhole) 

- Nodes Identification/Authentication (Eavesdropping, Impersonate and Sybil) 

 

Literature [35], describes attack types of WSNs and intrusion detection system to prevent 

against to these attack types. The authors describe cyber-attacks that occur in wireless sensor 

networks, namely Denial of Service (DoS) Attacks, Misdirection, Selective Forwarding, Sinkhole 

Attack, Sybil Attack, Wormhole Attack and HELLO Flood Attacks. In literature [36], Authors 

discuss potential attacks on WSN; Eavesdropping, Denial of Service, Node Compromise, 

Sinkhole and Wormhole Attacks and Physical Attack and Detection & Prevention. 



 

  
SECURITY RISK ASSESSMENT 28 

 

Privacy and tracking are two most important security questions that arise from RFID 

technology, there are some others worth to mention such as Physical Attacks, Denial of Service 

(DoS), Counterfeiting, Spoofing, Eavesdropping and Traffic analysis [32]. 

Referring to figure 11 below, it is necessary to protect BAS against attacks at both the backbone 

level and the control level from threats from both the outside and the inside. An attack can be 

on the traffic on the control or backbone network manipulating it or it can directly be on an 

interconnection device (e.g., gateway) or field device using its network or local communication 

interface. 

 

 

 

Figure 11: Two Level Model and Security Threats in BAS [21] 

 

 

Bad guys can try to manipulate (intercept, modify, fabricate or interrupt) the traffic on the 

control or backbone network (attacking the network) [21]. 

By electricity pricing manipulation can the attacker reduce his bill at the cost of the increase of 

others’ bill. The authors in [37] proposed a countermeasure technique which can effectively 

detect the electricity pricing manipulation. 

In order to ensure the safety and security of the remote monitoring and control systems the 

authors in [38] propose a phone-out-only policy and a virtual environment strategy. The 

demonstration system enables the user to easily monitor and control a security camera, 

central heating, microwave oven and washer from anywhere by using mobile phones. 
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Authors in literature [39], have recognized the major attacks towards Smart Home 

environment namely: 

1) Eavesdropping 

2) Denial of Service (DoS) 

3) Hijacking 

4) Sinkhole and Wormhole Attacks 

 

Literature [40] presents a security model for protecting the information flow in the home area 

network of smart grid. The proposed model is able to effectively manage the information flow 

in the Home Area Network using the confidential and no confidential information flow policies 

without affecting the normal HAN functionality. 

Authors in literature [41] propose a system (Seeing-Is-Believing) that uses barcodes and 

camera phones as a visual channel for human-verifiable authentication. This channel rules out 

man-in-the-middle attacks against public-key based key establishment protocols. The visual 

channel has the desirable property that it provides demonstrative identification of the 

communicating parties, ensuring the user that his or her device is communicating with that 

other device. 

Fei Zuo and Peter H. N presented a fast embedded face recognition system for smart home 

applications. The system is embedded in a networked home environment and enables 

personalized services by automatic identification of users [42]. 

The communication between base-station (central hub) with remote device (smart phone) can 

easily be breached if no security measures are taken. For securing the authentication and 

message integrity, authors in [39] propose a security model for Smart Home environment using 

Smart Phone. The proposed model includes powerful and low power consumption symmetric 

block cipher: AES256, Ephemeral Diffie-Hellman Key Exchange to facilitate the key 

management for the central hub and Smart Phone and RC4-based hash function as message 

integrity feature. 

This book in [43] introduced an intelligent surveillance system for home security based on the 

ZigBee protocol. The system is able to detect and classify intrusions to discard false positive 

and negative alarms. 
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3.3. Research Gap 

By conducting this literature review, we see that most of the literatures on smart homes 

provided above focus mainly on possible security issues that may happen to the smart 

environments. Many of the security issues are repeated by different authors in different years 

and some of them differs. According to figure 7, I cannot see any paper that covers the entire 

architecture of the smart homes from the home or to the remote server and they focus only 

on some parts of the system and in my thesis I am going to cover this research gap by 

conducting a comprehensive security risk assessment to the entire system. 

As well as, these papers lack related possible solutions or countermeasures to each mentioned 

threat. Neither impacts nor recommendations were presented in their papers. To research this 

gap, the research questions were defined. 

 

 

3.4. Summary 

Security risk in a smart home is the possibility of suffering harm or loss such as undesirable 

actions by people or nature with negative consequences. These risks need to be addressed by 

implementing controls to counter the underlying threat and minimize the impact. 

Security refers to the detection of malicious behaviors, like for example burglars, unauthorized 

access to the smart home environment. Protection against malicious intruders who attempt 

controlling the system is crucial to have. For different types of smart appliances, there are 

serious security challenges that have to be addressed in order to realize various kinds of their 

true benefits. 

In my literature review, referring to the work of others, I have focused on selecting the security 

issues, tried to give an adequate summary of their work and these summaries have been 

synthesized and arranged according to the building blocks of a smart home described in 

chapter 2. This literature review identified firstly security issues in the building blocks of Home 

Automation system that need to be solved. Then, described shortly a security risk in a smart 

home that needs to be addressed and mitigated for the sake of security and safety. 
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We can conclude with a list what they already have done and what I am going to do: 

 

They have already done: They have not done these (I will do them): 
 
In their paper, the authors have described 
different aspects such as utilized technologies, 
models, architectures for smart home 
environments and security. 

 
They don’t consider security threats with related 
possible countermeasures. 

They have founded many different security 
issues related to SH environments. 

They don't consider the entire system of the 
smart home rather they focus only on parts of 
the system separately. For any system to be 
secure, it has to be considered part for part (all 
subsystems) in order to minimize security risks 
on it. 

They agree on the security risks they found 
because some of the risk are found by different 
authors and in different years. 
 

They don’t present negative consequences of the 
risks. 

There is a good relevancy between their papers 
and the topic. 

No any recommendation to the SH stakeholders. 

 

 

Further, my literature review identified research gaps to fulfil namely: 

1. What are the emerging security threats from IoT-based Smart Homes? 

2. What are the consequences of these threats (Impacts)? 

3. Are there suitable countermeasures to them? 

4. What to recommend the users? 
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Chapter 4 

4. The Proposed Research Methodology 
 

In order to be able to answer the research questions stated above, there is a need to choose 

an appropriate research methodology. The methodology adopted or suggested for this 

research project (master thesis) will be OCTAVE Allegro (OA) [44]. The OCTAVE Allegro 

approach is aimed to produce robustness in results, allowing comprehensive risk assessment, 

focusing mainly on information assets. The approach analyses how the information is used by 

the users or systems. Further, it focuses on the location where the information lives and on 

how it is exposed to risks. Other critical assets can be identified and assessed by finding the 

connection between them and the information asset. OCTAVE Allegro provides guidance, 

worksheets and questionnaires for conducting the risk assessment. 

 

However, OCTAVE Allegro is well suited for answering my research questions because it has 

eight steps which can be mapped to solve the research problems. We can group the 

methodology’s steps (eight steps) into four major phases as shown below in figure 12. 

 

 

 

 

Figure 12: OCTAVE Allegro Roadmap 
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4.1. Mapping the Steps of the Methodology (in 4 phases) to Solve the Research 
Problems 
 
The steps of the OCTAVE Allegro: 
 

1) Establish Risk Measurement Criteria 
2) Develop Information Asset Profile 
3) Identify Information Asset Containers 
4) Identify Areas of Concern 
5) Identify Threat Scenarios 
6) Identify Risks 
7) Analyze Risks 
8) Select Mitigation Approach 

 
These steps above will be accomplished specifically in detail for the identified critical 
information asset in chapter 5 section 5.6 (The Security Risk Assessment Process). 
 
 
 

4.1.1. Phase 1 (Establish Drivers) 

In this phase (Step 1), we create a foundation for the information asset risk 

assessment by developing a set of risk measurement criteria for the smart home. 

These criteria enable us to measure the extent to which the smart home 

stakeholders are affected in case the risk to the information asset occurred. Beyond 

recognizing the extent of an impact, we need to identify the most significant impact 

area. 

These criteria reflect a range of impact areas that are important to the SH 

stakeholders. For example, impact areas can include health and safety of users, 

financial, reputation, and laws and regulations etc. So, we create these criteria in 

several impact areas and then prioritize them from most important to least 

important. The most important category receives the highest score (5) and the least 

important the lowest (1). 

 

 

4.1.2. Second phase (Profile Assets) 

During this phase (Step 2 & Step 3), we will firstly identify critical information assets 

and then we profile them. In the profiling process, we establish clear boundaries for 

the asset, identify its security requirements, and then identify all of the locations 

where the asset is stored, transported, or processed or where these assets are used 

by the smart home owners or SHAS, how the assets are accessed, and who is 

responsible for the assets. We document logical, technical, physical and people 

assets. By this way, we can identify the points at which the security requirements 

(CIA) of the information asset are compromised. 
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4.1.3. Phase 3 (Identify Threats) 

 

In phase 3 (Step 4 & Step 5), we focus on the identification of threats against the 

identified assets in the context of the locations where the information asset is 

stored, transported, or processed. The areas of concern (vulnerabilities) are 

captured and expanded into threat scenarios that further detail the properties of 

the threat. We identify the specific threats that could negatively affect the asset’s 

security. 

 

 

4.1.4. Final phase (Identify and Mitigate Risks) 

In the final phase (Step 6, Step 7 & Step 8), we identify risks to the information assets 

through determining how the threat scenarios could impact the smart home 

(consequences) and analyze them. Finally, after this step, we define the mitigation 

strategy for each of the identified risks. 

 

Threat (condition) + Impact (consequence) = Risk 

 

We will analyze the risks and assign a qualitative value to describe the extent of impact 

to a SH stakeholders when a threat scenario and resulting impact is realized (scoring 

the risks). The impact value is derived from the risk measurement criteria. We will use 

the scoring information for prioritizing mitigation actions. 

Then, we start to sort the identified risks by their risk scores. We categorize the risks 

and assign a mitigation approach to each of them. Finally, we develop a mitigation 

strategy for all of the risk profiles that we decide to mitigate. 

 

 

4.2. Motivation for the Choice of the Methodology 
 
When performing security risk assessment, it is important to know what to protect and why. 

It is obvious that protecting information assets is a necessary component of protecting smart 

home’s security as it determines future and success of the smart home system. That’s why, in 

this paper, I wanted to focus mainly on information assets security and on where that 

information lives when conducting the security risk assessment on a smart home. If we focus 

on the information assets in the assessment, all other important assets can be easily assessed 

and processed as locations of the information assets where they live. OCTAVE Allegro is the 

exact methodology for this purpose as it provides best road map to accomplish my goals 

namely answering my research questions: 
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1. What are the emerging security threats from IoT-based Smart Homes? 

2. What are the consequences of these threats (Impacts)? 

3. Are there suitable countermeasures to propose? 

4. What to recommend the users? 

 
OCTAVE Allegro is best suited to answering the research problems compared with other 
security risk assessment methodologies that were considered. It consists of eight steps that 
are organized into four phases and those steps can easily be mapped to solve my research 
problems. With the help of worksheets provided by the methodology can we capture the 
outputs from each step in the risk assessment and use them to input into the next step which 
follows. In this way it enables us to keep continuous focus on the asset step by step during the 
process of risk assessment and explore problematic situations more easily. 
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Chapter Five 

5. Security Risk Assessment 
 

In the following sections we will perform a security risk assessment for the IoT-based smart 

home using the OCTAVE Allegro approach. Both the methodology and the IoT-based smart 

home are already described in the previous chapters. Critical information assets to the smart 

home will be identified, along with its vulnerabilities and possible threats. Then a plan to 

mitigate these risks will be proposed. 

Before we begin to apply the processes of the security risk assessment methodology step by 

step, we need first to define the security risk assessment itself as well as all terms that we are 

going to use through the processes of conducting the security risk assessment just to make it 

easy to understand. 

The objective of a risk assessment is to understand the existing system and environment, to 

identify risks and their impacts through analysis of the information collected. The purpose of 

a security risk assessment is to maximize the protection of confidentiality, integrity and 

availability by providing recommendations without affecting the functionality and usability. 

 

 

5.1. What is a Security Risk Assessment? 

There are many definitions given to the term security risk assessment. According to NIST “Risk 

Management Guide” [45], Security Risk Assessment can be defined as the process of 

identifying threats, likelihood of occurrence, impacts and then protection mechanisms to 

mitigate the impacts. 

Risk assessment is a crucial aspect of any security study. It is with a comprehensive study and 

assessment of the risk that mitigation measures can be determined. It can be used as a baseline 

for showing how much changes are required in order to meet the security requirements. 

Without assessment of risks, the implemented security solutions risk not meeting the desired 

security goals of the smart home automation system. It assists the end users to make right 

decision regarding their smart homes as well as it enables us to make recommendations for 

improvement. 
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5.2. Definitions 

 

Here come some definitions of these terms that we are going to use through our security risk 

assessment process in the methodology’s worksheets in the literature [44] “Introducing octave 

allegro: Improving the information security risk assessment process”. 

 

• Asset – A resource of value. It may be process, technology, physical object or a person. 

• Information Asset: It is valuable information for an organization that can be carried by 

people, stored in physical medias or transferred and processed electronically. 

• Information asset container – The container of the information asset is the place where the 

information lives. Containers can be technical (softwares, hardwares, servers and networks), 

physical (on papers, cd, dvd) or people (who knows about the information). 

• Critical information asset: It is most important asset that causes a huge damage to an 

organization if its security requirements are compromised. 

• Threat – The potential of an event that would damage an asset or compromise it. It is 

generated when a threat actor exploits a vulnerability. 

• Impact – The tangible or intangible effect of a threat being carried out on an asset. 

• Risk – It is a combination of threat and impact. A risk is the possibility of suffering harm or 

loss and is composed of an event, a consequence and uncertainty. 

• Mitigation – The action of reducing the severity of risks or reducing the organizations 

exposure to the risk by using different measures. 

 

 

 

 

 

 

 

 

 

 

 

 



 

  
SECURITY RISK ASSESSMENT 38 

 

5.3. Security Requirements for Information Security Assets 

Each secure information asset has confidentiality, integrity, and availability (CIA) as security 

requirements for protection and continuation. These requirements live with the information 

asset everywhere as long as it lives usefully. 

 

Furthermore, security requirements are a foundational element to develop and implement 

plans to limit risks. Therefore, it is necessary to consider the impacts of the risks on these 

security requirements and on the mitigation plan. Security requirements or security objectives 

are the requirements that characterize how an information asset is to be protected. Therefore, 

it is crucial to maintain the confidentiality, integrity and availability of the information security. 

 

 

5.3.1. Confidentiality  

Guaranteeing that only authorized individuals (or systems) have access to an information 

asset. 

 

5.3.2. Integrity  

Guaranteeing that an information asset remains in the intended condition and for the 

intended purposes. It assures that the information is trustworthy and accurate. 

 

Availability  

Guaranteeing that the information asset remains accessible to authorized people. 

 

 

 

Figure 13: The Security Requirements Triad 
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5.4. The Work Scope 

The primary focus of the OCTAVE Allegro method is the information assets. All Other critical 

assets can be identified and assessed by finding the connection between them and the 

information asset. 

If a business wants to succeed, their information which is a critical and strategic asset must be 

protected or managed securely. It is the same in the case of a smart home, the critical 

information assets and the containers must be secured otherwise there will be great negative 

impacts on the smart home stakeholders particularly the inhabitants in different ways. So we 

must understand exactly what we are trying to protect and why before selecting specific 

solutions. 

As we mentioned in section 2.2, there are different kinds of smart homes application area; 

Smart homes for security, Smart homes for eldercare, Smart homes for healthcare, Smart 

homes for childcare, Smart homes for energy efficiency and Smart homes for better life (music, 

entertainment etc.). We will not consider all of them, but some of them. 

As specified earlier in the delimitations, applying the methodology will be limited only to 

information security and it’s containers in the context of smart home and based on the 

literature review conducted in chapter 3, it has been figured out that there is a need for 

conducting (applying) a comprehensive security risk assessment which covers or considers the 

smart home’s structure (section 3.2) and highlights security risks exposed to critical 

information security in all subsystems of the smart home automation system (SHAS) both 

inside and outside the smart home as shown in figure 7, namely: 

 

 Inside the Smart Home (Internal Home Communication Network): 

– Subsystem 1: Among the Home Devices (Sensors & Actuators) 

– Subsystem 2: Between the Devices and the Home Gateway 

 

 Outside the Smart Home (External Communication Network): 

– Subsystem 3: Between the Home Gateway and Internet 

 

 

In this security risk assessment, we consider figure 7 and try to find security risks associated 

with all subsystems or all parts of the Smart Home Automation System (SHAS). It is worth to 

mention that in a smart home there is a main system that is connected to all other devices. It 

means that if a hacker gets access to the main system he or she can access all other devices. 

We can point out that security is a chain and just as a chain is only as strong as the weakest 

link, the security system is only as secure as its weakest part. Attackers will attack the 

weakest parts of the system (not the strongest) because they are the parts most likely to 

break easily. From the unsecure part or unsecure device, the intruder gets access to all other 



 

  
SECURITY RISK ASSESSMENT 40 

 

devices. Therefore, it is important not to have any unsecure device or part in the SHAS. All 

parts have to be considered when conducting the risk assessment: 

 

Subsystem 1: 

In subsystem 1, there are many devices that are connected to each other via internal 

communication system (wired or wireless). The IoT devices equipped with sensors will act as 

collectors and the ones embedded with actuators will act as performers. A device with both 

the sensors and actuator will perceive and perform. 

We have as well as a Device Controller which is connected to multiple home devices and 

consists of an interface module, a wireless communication module, and a microcontroller to 

control its operations. 

 

Subsystem 2: 

This subsystem consists mainly of Network Interface Module, Microcontroller, Database, Web 

Server and User Interface. The user interface is a web page or an application of a specific 

platform (Windows, Android or iOS) and connected to the database via the web server. The 

database contains all information about all the home devices and their current status. The user 

needs to authenticate himself or herself before getting access to the main system and control 

the smart home system by providing right User Credentials (Username and Password). The 

microcontroller is the brain which manages all the operations and communications in the 

smart home network. The network interface module manages all communication between the 

home device controllers and the system that consists of the microcontroller, the web server, 

user interface and the database. 

 

Subsystem 3: 

In subsystem 3, we have some parts namely Home Router (the home gateway), Internet and 

the users’ devices such as pc, laptop, smart phone and tablets. 

The home router connects the smart home system to the Internet. This possibility enables 

users with right credentials to connect and control their smart home remotely from anywhere 

by using a device such as their smart phones retrieving information from the database via the 

web server. 
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5.5. Identifying Critical Information Assets 

First of all, we need to know what an information asset and its criticality mean (see definitions 

in section 5.2) and then for performing the risk assessment we need to identify a collection of 

most important (critical) information assets on which our security risk assessment is performed 

with the goal of protecting them. Actually, from the beginning I planned to use hybrid approach 

of OCTAVE Allegro and GBM (Genre Based Method) called OA-GBM method [46] to conduct 

the risk assessment. But, because of lack of time and a huge number of worksheets I decided 

to limit amount of the work and perform security risk assessment only on 10 critical 

information assets that were identified by brainstorming, so even the methodology limited to 

be just OCTAVE Allegro. 

If I had continued with the first plan, then it would have been a big need to use the GBM 

because the OCTAVE Allegro has difficulty identifying many information assets. Brainstorming 

would not work in particular if the assessment carried out by only one person. 

 

 

5.5.1. Identified Critical Information Assets in the SHAS 

 

These information assets are expected to be the main targets of a malicious attack: 

 

1. Information collected by devices (Sensors) / Smart home status information [Subsys_1] 

2. Video feed of Surveillance Camera [Subsys_1] 

3. User Credentials (Username and Password) [Subsys_2] 

4. Information Resources (Pictures, Documents, Music) [Subsys_1, 2] 

5. Smart Home Setup Information or User Manuals for home appliances [Subsys_1, 2] 

6. Smart home structure/inventory information [Subsys_1, 2] 

7. Logs Information [Subsys_2] 

8. Information (data) Transmitted through the Home Gateway [Subsys_3] 

9. Mobile device / User device [Subsys_3] 

10. Location Tracking Information [Subsys_3] 
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 Inside the Smart Home (Internal Home Communication Network): 

– Subsystem 1: Among the Home Devices (Sensors & Actuators) 

1. Information collected by devices (Sensors) / Smart home status information 

2. Video feed of Surveillance Camera 

 

– Subsystem 2: Between the Devices and the Home Gateway 

1. User Credentials (Username and Password) 

2. Information Resources (Pictures, Documents, Music) 

3. Smart Home Setup Information or User Manuals for home appliances 

4. Smart home structure/inventory information 

5. Logs Information 

 

 

 Outside the Smart Home (External Communication Network): 

– Subsystem 3: Between the Home Gateway and Internet 

1. Information (data) Transmitted through the Home Gateway 

2. Mobile device / User device 

3. Location Tracking Information 

 

 

5.6. The Security Risk Assessment Process 

In this section, we perform a (comprehensive) security risk assessment by going through all 

steps of the OCTAVE allegro methodology. For conducting the risk assessment, we will use the 

templates provided by the OCTAVE Allegro approach (44). 

As we mentioned earlier, the OCTAVE Allegro methodology involves 8 steps organized into 4 

phases (see figure 12). With the help of worksheets provided by the methodology can we 

capture the outputs from each step in the risk assessment and use them to input into the next 

step which follows. The individual steps are applied on each identified information asset. 

Below, each step is described in more details: 

 

5.6.1. Establish Risk Measurement Criteria 

The goal of this step is to establish what could be the consequence of a risk on the business 

strategy and objectives or critical success factors (Commercial Stakeholders) and on 

inhabitants in a Smart Home (Non-Commercial Stakeholders). This step consists of two 

activities, in the first activity we define a set of qualitative and quantitative measures in order 

to evaluate the effect of risks on the identified critical information assets (Section 5.5.1) in a 

Smart Home. In the second activity we prioritize the impact areas according to their 

importance for the SHAS owner or stakeholders. 
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OCTAVE Allegro evaluation criteria categories include: 

 Reputation  

 Customer confidence 

 Life, health, safety 

 Fines and legal penalties resulting from non-compliance 

 Financial 

 Productivity 

 

We will consider them in the relevant OCTAVE Allegro worksheets (worksheets 1-7). 

First before we fill in the worksheets, we need to know who the stakeholders are when we 

perform the risk assessment on a smart home Automation system (SHAS). Stakeholders in this 

case can be classified into Commercial stakeholders (suppliers, infrastructure providers, third 

party software and hardware vendors etc.) and Non-commercial stakeholders (governmental 

institutions and municipalities and end-users (inhabitants)). 

 

Notice: In establishing the risk measurement criteria, we will consider both stakeholders and 

the monitory amounts and percentages in the first step are assumptions by the author. 

 

In table 1, we can see how much the damage of Reputation and Customer Confidence will 

impact the smart home stakeholders (both commercial and non-commercial) in three scales: 

low, moderate and high. 

 

Note: All tables are worksheets that the OCTAVE Allegro methodology provides except table 

61 which a result table.  
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Table 1: Risk Measurement Criteria - Reputation and Customer Confidence 

 

Allegro Worksheet 1 
RISK MEASUREMENT CRITERIA – REPUTATION AND CUSTOMER 

CONFIDENCE 

Impact Area Low Moderate High 

Reputation 

(Non-Commercial 

stakeholders) 

 

Non-commercial 

stakeholders reputation is 

affected minimal, and 

little or no effort or 

expense required for 

recovery. 

Non-commercial 

stakeholders’ reputation 

is damaged. Less than 

$10K in time and effort 

required to recover. 

 

Non-commercial 

stakeholders’ reputation 

is irrevocably destroyed 

or damaged. More than 

$10K in time and effort 

required to recover. 

 

Reputation 

(Commercial 

stakeholders) 

 

Commercial stakeholders 

reputation is affected 

minimal, and little or no 

effort or expense 

required for recovery. 

Commercial 

stakeholders’ reputation 

is damaged, and less 

than $100K in time and 

effort required to 

recover. 

Commercial 

stakeholders’ reputation 

is irrevocably destroyed 

or damaged. More than 

$100K in time and effort 

required to recover. 

Customer Loss 

(Commercial 

stakeholders) 

Drop less than 5% of the 

number of customers as a 

result of loss of 

confidence. 

5 to 10% reduction in 

customers due to loss of 

confidence. 

 

More than 10% reduction 

in customers due to loss 

of confidence. 

 

Other:    

 

Table 2 shows the criteria for the Financial impact area. We consider the operating and 

material costs for non-commercial stakeholders (End-users), Revenue Loss for commercial 

stakeholders (vendors, suppliers, providers, etc.) and one-time financial losses for non-

commercial stakeholders (End-users). We represent this with different percentages and 

monetary values in the three scales. 

 

Table 2: Risk Measurement Criteria - Financial 

Allegro Worksheet 2 RISK MEASUREMENT CRITERIA – FINANCIAL 
Impact Area Low Moderate High 

Operating and material 

Costs 

(Non-Commercial 

stakeholders: 

inhabitants) 

 

Increase of less than 

2% in yearly operating 

costs. 

Yearly operating costs 

increase by 2 to 5%. 

Yearly operating costs 

increase by more than 

5%. 

 

Revenue Loss 

(Commercial 

stakeholders) 

 

Less than 5% yearly 

revenue loss 

5 to 10% yearly revenue 

loss 
Greater than 10% yearly 

revenue loss 

 

One-Time Financial 

Loss 

(Non-Commercial 

stakeholders: 

inhabitants) 

One-time financial cost 

of less than $10K 
One-time financial cost 

of $10K to  $25K 
One-time financial cost 

greater than $25K 

Other:    
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Table 3 shows the criteria for the Productivity impact area. We consider the loss of productivity 

for commercial stakeholders. We represent this with costs of disruption to the criterion with 

the values as shown in the three scales. 

 

Table 3: Risk Measurement Criteria - Productivity 
 

Allegro Worksheet 3 RISK MEASUREMENT CRITERIA – PRODUCTIVITY 

Impact Area Low Moderate High 

Staff Hours 

(Commercial 

stakeholders) 

 

Staff work hours increase 

labor costs by less than 

$50K. 

Staff work hours increase 

labor costs between 

$50K and $100K. 

Staff work hours increase 

labor costs by more than 

$100K. 

Other:    

Other:    

 

 

In Table 4, the criteria for the Safety and Health impact area are shown. We consider the aspect 

of human life (the inhabitants), e.g. life, health and safety of the end-users of the smart home 

(Non-Commercial stakeholders) and represent them with the values as shown in the three 

scales. 

Table 4: Risk Measurement Criteria - Safety & Health 
 

Allegro Worksheet 4 RISK MEASUREMENT CRITERIA – SAFETY AND HEALTH 
Impact Area Low Moderate High 

Life 

(Non-Commercial 

stakeholders: 

inhabitants) 

 

No loss or significant 

threat to end users’ lives. 

No regulatory response. 

 

The life of the users is 

threatened, but by 

receiving medical 

treatment, they will 

recover. Merely 

minimum regulatory 

response. 

Loss of users’ lives. 

Significant regulatory 

response. 

Health 

(Non-Commercial 

stakeholders: 

inhabitants) 

 

Minimal, immediately 

treatable degradation in 

users’ health with 

recovery within days. 

Minimal regulatory 

response. 

Temporary or 

recoverable impairment 

of users’ health. Only 

minimal regulatory 

response. 

Permanent impairment 

of significant aspects of 

users’ health. Significant 

regulatory response 

involving investigations. 

 

Safety 

(Non-Commercial 

stakeholders: 

inhabitants) 

Safety of the end-user 

questioned, but no 

regulatory response. 

Safety of the end-user 

affected. Minimal 

regulatory response. 

Safety of the end-user 

violated. Significant 

regulatory response 

involving investigations. 

Other:    
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Table 5 shows Risk Measurement Criteria - Fines & Legal Penalties. We consider Fines, 

Lawsuits and Investigations against the commercial stakeholders if things go wrong with them. 

 

Table 5: Risk Measurement Criteria - Fines & Legal Penalties 
 

Allegro Worksheet 5 RISK MEASUREMENT CRITERIA – FINES AND LEGAL PENALTIES 
Impact Area Low Moderate High 

Fines 

(Commercial 

stakeholders) 

Fines less than $100K 

are levied. 
Fines between $100K 

and $250K are levied. 
Fines greater than 

$250K are levied. 

Lawsuits 

(Commercial 

stakeholders) 

No lawsuit or lawsuits 

less than $100K are 

recorded against the 

commercial stakeholders. 

No lawsuit or lawsuits 

between $100K and 

$500K are recorded 

against the commercial 

stakeholders. 

No lawsuit or lawsuits 

greater than $500K are 

recorded against the 

commercial stakeholders. 

Investigations 

(Commercial 

stakeholders) 

No queries from 

government or other 

investigative 

organizations 

Information demand 

from Government or 

other Investigative 

organization. 

In-depth investigation is 

initiated against vendors 

by government or other 

Investigative 

organization. 
Other:    

 

 

Table 6 gives us possibility to define additional impact areas other than those proposed by 

OCTAVE Allegro methodology. However, we will not consider any additional impact area thus 

this worksheet will be left blank. 

 

Table 6: Risk Measurement Criteria - User Defined 
 

Allegro Worksheet 6 RISK MEASUREMENT CRITERIA – USER DEFINED 

Impact Area Low Moderate High 

/ / / / 

    

 

 

By establishing risk measurement criteria above, we have formed the foundation for the 

identified information assets risk assessment. As we mentioned previously these criteria help 

us to measure the extent to which the smart home is impacted if a risk to an information asset 

is realized. 

Now, we have created a collection of risk measurement criteria reflecting different impact 

areas that are vital to the stakeholders of the SHAS both commercial and non-commercial 

stakeholders. Our impact areas included Reputation and Customer Confidence, Financial, 

Productivity, Safety and Health of users and finally Fines and Legal Penalties. Then, we need to 

rank and prioritize them and assign values from most important to least important because we 
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must recognize which impact areas are the most significant. We use this ranking and 

prioritization later in the risk assessment and it will help us to develop a relative risk score 

which determines how to address risks that we will identify in the assessment. The most 

important category receives the highest score (5) and the least important the lowest (1) as 

shown in Table 7. 

 

Table 7: Impact Area Prioritization 
 

Allegro Worksheet 7 IMPACT AREA PRIORITIZATION WORKSHEET 

PRIORITY IMPACT AREAS 

4 Reputation and Customer Confidence 

3 Financial 

2 Productivity 

5 Safety and Health 

1 Fines and Legal Penalties 

0 (N/A) User Defined 

 

 

 

5.6.2. Develop Information Asset Profile 

In this step, we profile the critical information assets that are determined to be critical (see 

subsection 5.5.1). In the profiling process, we establish clear boundaries for the asset, identify 

its security requirements, and then identify all of the locations where the asset is stored, 

transported, or processed. This will let us to fully identify all vulnerable points of the 

information assets. According to the stated criteria, we assess and analyze the profiled assets. 

 

In the profiling process, we establish clear boundaries for the asset, identify its security 

requirements, and then identify all of the locations where the asset is stored, transported, or 

processed or where these assets are used by the smart home owners or SHAS, how the assets 

are accessed, and who is responsible for the assets. 

 

Just to make it less complex, from this step and on we continue with the risk assessment 

process and begin to consider subsystems that described in section 5.4 in order to make it clear 

where the risks in the smart home system are located (especially Inside or Outside the smart 

home). We redo all steps (from step 2 to step 8) for each identified information asset: 
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 Inside the Smart Home (Internal Home Communication Network): 

– Subsystem 1: Among the Home Devices (Sensors & Actuators) 

1. Information collected by devices (Sensors) / Smart home status information 

2. Video feed of Surveillance Camera 

 

Inside the smart home (subsection 1), we have the above two information assets and we 

study the security aspects of them. It consists of 11 tables. After that we begin with security 

aspects related to subsystem 2. 

 

In table 8, we profile the critical information asset (Information collected by devices (Sensors) 

/ Smart home status information) as describes above. 
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Table 8: Critical Information Asset Profile (Information collected by devices (Sensors)/ Smart home status 
information) 

Allegro Worksheet 8 CRITICAL INFORMATION ASSET PROFILE 

(1) Critical Asset 

What is the critical 

information asset? 

(2) Rationale for Selection 

Why is this information asset 

important to the organization? 

(3) Description 

What is the agreed-upon description of this information 

asset? 

Information collected 

by devices (Sensors) / 

Smart home status 

information 

 

 

These information assets are 

very important because they 

are used in day-to-day work 

processes and operations of 

the smart home system. 

Further it shows current status 

of the smart home. 

 

Sensor data can be used e.g. 

for detection of risks like 

flood, fire, with alerts and 

constant monitoring. 

 

This information asset determines the outputs 

from the devices e.g. it determines what actions 

will be performed by the actuators. 

This information determines security and 

convenience of the smart home which are the main 

goals of the SHAS. 

It is used by the SHAS as an input to make an 

output. Different actions taken based on this 

information asset. If its security breached, it would 

significantly disrupt SHAS’s ability to accomplish 

its goals. 

(4) Owner(s) 
 

Who owns this information asset? 
 

The owner is the Smart Home Automation System (SHAS) owner who has the primary responsibility for this 

information Asset. 
 

(5) Security Requirements 
 

What are the security requirements for this information asset? 
 

☐ Confidentiality 

Only authorized personnel can view 

this information asset, as follows: 

 

 

Only the inhabitants are authorized to access 

this information asset. Service providers may 

also need access to this information asset for 

providing the right service according to the 

contracts. 

☐ Integrity 

 

Only authorized personnel can 

modify this information asset, as 

follows: 

 

 

Only the inhabitants have right to manipulate 

this information asset. 

☐ Availability 

This asset must be available for 

these personnel to do their jobs, as 

follows: 

 

The asset must be ready for use whenever it 

needed by the inhabitants or other related 

systems. 

This asset must be available for 24 

hours, 7 days/week, 52 weeks/year. 

 

 

These information assets should be available 

24x7. It must be available to the smart 

system for functioning purposes. Short 

outages do not cause any major problems. 

Extended interruption (more than 8 hours) 

would cause a significant problem. 

☐ Other 

This asset has special regulatory compliance protection 

requirements, as follows: 

 

 

/ 

(6) Most Important Security Requirement 
 

What is the most important security requirement for this information asset? 
 

☒ Confidentiality ☒ Integrity ☒ Availability ☐ Other 
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5.6.3. Identify Information Asset Containers 

In identifying critical information assets, OCTAVE Allegro proposed identification of 

information assets containers. The container of the information asset is the place where the 

information lives. Containers can be technical (softwares, hardwares, servers and networks), 

physical (on papers, cd, dvd) or people (who knows about the information). They can also be 

both internal and external to an organization. All of these containers are also part of the 

analysis. 

Below, we specify (technical, physical and people) containers of “Information collected by 

devices (Sensors) / Smart home status information”. 

 

Table 9: Information Asset Risk Environment Map (Technical) for Information collected by devices (Sensors) / 
Smart home status information 

 

Allegro Worksheet 9a INFORMATION ASSET RISK ENVIRONMENT MAP (TECHNICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. Data File SHAS owner (inhabitants) 

2. Database: The information asset resides on the database servers and 
web servers. 

SHAS owner (inhabitants) 

3. Smart Home Internal Network. All information travels on this network. SHAS owner (inhabitants) 

4. PCs (workstations) inhabitants 

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1. The Internet: this information assets are travelling on Internet each 
time the end- user connects to the SHAS from outside the home via 
user devices such as pc, smart phone, tablet etc. 

 

2. /  
 

 

 

Table 10: Information Asset Risk Environment Map (Physical) for Information collected by devices (Sensors) / 
Smart home status information 

 

Allegro Worksheet 9b INFORMATION ASSET RISK ENVIRONMENT MAP (PHYSICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. Paper Copies inhabitants 

2. CD, DVD, backup media inhabitants 

3.   

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1. /  

2. /  
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Table 11: Information Asset Risk Environment Map (People) for Information collected by devices (Sensors) / 
Smart home status information 

 

Allegro Worksheet 9c INFORMATION ASSET RISK ENVIRONMENT MAP (PEOPLE) 
INTERNAL PERSONNEL 

NAME OR ROLE/RESPONSIBILITY 
DEPARTMENT OR 

UNIT 

1. Family Members Inside the smart home 

2.   

3.   

EXTERNAL PERSONNEL 
CONTRACTOR, VENDOR, ETC. ORGANIZATION 

1. Guests, Visitors  

2. Service Men  

3.   

 

 

5.6.4. Identify Areas of Concern 

The goal of this step is to identify areas of concern. For each identified information asset, we 

identify the specific issues that could negatively affect the asset’s security. In this step we 

describe the potential impact if the threat happened, and some conditions that cause that 

occurrence. By description which is based on the storage locations identified in step 3, we 

gain a detailed understanding of where the assets are at risk. 

We identify areas of concern by apply knowledge and some common sense. 

 

 

5.6.5. Identify Threat Scenarios 

In step 5, we construct threat scenarios for each identified information asset. A threat 

scenario includes one or more assets, an actor, a means, a motive, and a list of undesired 

outcomes. An actor can be either natural (a storm, flood, fire, or other disaster), automated 

(malware), or intelligent (a criminal, activist, or other potentially harmful human). A means is 

a vulnerability and exploit used by the actor against the information asset. A motive is the 

desire for the actor to apply the means. An undesired outcome is damage to the information 

asset. An outcome is always one out of disclosure, modification, interruption or destruction. 

Threat can be due to various factors like a person using technical or physical method, technical 

problems or any other related problem. So this step helps us to determine which threat 

scenarios are more likely to be realized. 

We can identify a threat through the containers at which are the assets stored or transmitted. 

Further, we make assumptions about the possible threat scenarios and their impacts. 
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5.6.6. Identify Risks 

A risk is the possibility of suffering harm or loss and is composed of an event, a consequence 

and uncertainty. For each Information Asset Risk Worksheet (Worksheet 10), we apply the 

threat scenarios to its assets assuming the threat scenario was realized, the impact to the 

smart home stakeholders is estimated. 

We identify security risks (Threats + Impacts) that apply to the different levels of the smart 

home infrastructure and briefly explain each security risk. 

 

 

5.6.7. Analyze Risks 

In this step, the identified risks are scored using the measurement criteria established in the 

first step. These scores are used to prioritize the risks for mitigation. 

For each Information Risk Worksheet (Worksheet 10), we need to perform the following:  

1. Reviewing the consequence statement and assigning a value of “high”, “medium” and “low” 

in the Value area of column (8) considering Risk Measurement Criteria (Worksheets 1-6) as this 

is done. 

2. Calculating the score for each impact area by multiplying the impact area rank (Impact Area 

Ranking Worksheet, Worksheet 7) by the impact value (High=3, Medium=2, Low=1). We record 

the result in the score column and then we sum the scores and this total is the relative risk 

score. 

 

 

5.6.8. Select Mitigation Approach 

In step 8, the risk scores calculated in the previous step are used for determining mitigation 

actions. The eighth and final step of the OCTAVE Allegro methodology is to select the approach 

for dealing with each of the prioritized threats. There are several approaches to select: accept, 

mitigate threat or impact, transfer threat, or defer. 

After identifying risks (according to the threat and vulnerability) and the risk scores, a 

mitigation plan can be defined to avoid or limit the identified risks and the negative 

consequences resulting from them. 

 

 



 

  
SECURITY RISK ASSESSMENT 53 

 

Table 12: Information Asset Risk for Information collected by Devices (Sensors) / Smart home status information  

Area of Concern 1 

Allegro - Worksheet 10 INFORMATION ASSET RISK WORKSHEET 

In
fo

rm
at

io
n

 A
ss

e
t 

R
is

k
 

Th
re

at
 

Information 

Asset 
Information collected by devices (Sensors) / Smart home status 

information 
 

Area of Concern 1) The information asset is altered intentionally by malicious individuals 
and the power supply smart meter shows high electricity 
consumption. Thus, much money required to pay bills.  

2) DoS attacks (jamming and tampering), at physical layer could make 
sensors not to detect risks such as fire, flood, unexpected 
movements etc. 

3) Compromise of a motion sensor could be used to determine when 
there are people at home. 

4) Reading the status of door locks and alarm systems could be used to 
determine when the smart home is occupied. 

5) Etc. 

(1) Actor 
Who would exploit the area of concern or threat? 

 

Malicious individual (Hacker, Bad Vendor) 

(2) Means 
How would the actor do it? What would they do? 

 

Hacking tools 
Hardware Defect 

(3) Motive 
What is the actor’s reason for doing it? 

Financial 
Incident 

(4) Outcome 
What would be the resulting effect on the 

information asset? 

☐ Disclosure ☐ Destruction 

☒ Modification ☒ Interruption 

(5) Security Requirements 
How would the information asset’s security 

requirements be breached? 

Only authorized members of the SHAS should be 
able to access and manipulate these information. 

(6) Probability 
What is the likelihood that this threat scenario 

could occur? 

☒ High ☐ Medium ☐ Low 

(7) Consequences 
What are the consequences to the organization or the information asset 

owner as a result of the outcome and breach of security requirements? 

(8) Severity 
How severe are these consequences to the 

organization or asset owner by impact area? 
 

If security requirements of these information assets 

breached, significant financial harm could come to 

the smart home owner or the inhabitants. 

 

Sensors will not detect risks like fire, flood or any 

strange motion inside the smart home. Thus, big 

financial loss occurs. 

 

If the bad guys find out that you are not at home, 

they can plan to break into the home. 

Impact Area  Value Score 
Reputation & 
Customer 

Confidence (4) 

High (3) 4*3 = 
12 

Financial (3) High (3) 9 
Productivity(2) Low (1) 2 
Safety & Health (5) High (3) 15 
Fines & Legal 
Penalties (1) 

Low (1) 1 

User Defined 

Impact Area (0) 
N/A / 

 Relative Risk Score 39 

(9) Risk Mitigation 
Based on the total score for this risk, what action will you take? 

☐ Accept ☐ Defer ☒ Mitigate ☐ Transfer 

For the risks that you decide to mitigate, perform the following: 
On what container would you 

apply controls? 
What administrative, technical, and physical controls would you apply on this container? What 

residual risk would still be accepted by the organization? 

Technical (Internal 
networks) 

Limit network traffic to be accessed only by authorized users. 
Use communication protection protocols such as SSL/TLS over TCP/IP, or DTLS 
over UDP. 
Have multilayer security countermeasures. 
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Physical 
Keep all physical storages in secure place. Maintain the hardwares regularly, have 
backups to all important information. 

People 
Security awareness training program for the inhabitants to make them aware 
about security risks. 

Internet Use secure communication channel by using VPN using IPsec, SSL or TLS. 

 

 

Table 13: Information Asset Risk for Information collected by Devices (Sensors) / Smart home status information  

Area of Concern 2 

Allegro - Worksheet 10 INFORMATION ASSET RISK WORKSHEET 

In
fo

rm
at

io
n

 A
ss

e
t 

R
is

k
 

Th
re

at
 

Information Asset Information collected by devices (Sensors) / Smart home status 

information 
 

Area of Concern The smart home system is out of function and the system is down. 

(1) Actor 
Who would exploit the area of concern or threat? 

 

Power Failure  

(2) Means 
How would the actor do it? What would they do? 

Loss of Power 

(3) Motive 
What is the actor’s reason for doing it? 

Accidental 

(4) Outcome 
What would be the resulting effect on the 

information asset? 

☐ Disclosure ☐ Destruction 

☐ Modification ☒ Interruption 

(5) Security Requirements 
How would the information asset’s security 

requirements be breached? 

The power supply must be available all the time 
24/7 

(6) Probability 
What is the likelihood that this threat scenario 

could occur? 

☐ High ☒ Medium ☐ Low 

(7) Consequences 
What are the consequences to the organization or the information 

asset owner as a result of the outcome and breach of security 
requirements? 

(8) Severity 
How severe are these consequences to the organization 

or asset owner by impact area? 

 

If the threat scenario was realized, the smart 

home system becomes dangerous e.g. doors and 

windows will not get unlocked. 

 

The smart home system does not function 

correctly as intended to be. 

 

Have a negative impact upon the functionality 

of the smart home. 

Impact Area  Value Score 
Reputation & Customer 

Confidence (4) 
Med (2) 8 

Financial (3) High (3) 9 
Productivity (2) Low (1) 2 
Safety & Health (5) Med (2) 10 
Fines & Legal Penalties 

(1) 
Low (1) 1 

User Defined Impact 

Area 
N/A  

 Relative Risk Score 30 

(9) Risk Mitigation 
Based on the total score for this risk, what action will you take? 

☐ Accept ☐ Defer ☒ Mitigate ☐ Transfer 

For the risks that you decide to mitigate, perform the following: 
On what container would you 

apply controls? 
What administrative, technical, and physical controls would you apply on this container? What 

residual risk would still be accepted by the organization? 
 

Physical 
You must have redundant Uninterruptable Power Supply (UPS). Use dedicated 
high availability, redundant systems with uninterruptible power supplies (UPS). 

People 
Make sure to have user awareness program to make them aware about the 
importance of the power supply and other security risks. 
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Table 14: Critical Information Asset Profile (Video Feed of Surveillance Cameras) 

 

Allegro Worksheet 8 CRITICAL INFORMATION ASSET PROFILE 

(1) Critical Asset 

What is the critical information 

asset? 

(2) Rationale for Selection 

Why is this information asset important 

to the organization? 

(3) Description 

What is the agreed-upon description of this 

information asset? 

Video Feed of Surveillance 

Cameras 

 

This information asset is very 

important because surveillance 

cameras are parts of the smart home 

system and Video Feed of 

surveillance camera is used e.g. for 

remotely admitting unexpected 

visitors or for detecting unusual 

movements inside the smart home 

and give alarms to the user when 

not at home. 

 

Without this information asset, the 

smart home system (SHAS) will not be 

complete and will be disable to 

accomplish its goals correctly. 

(4) Owner(s) 
 

Who owns this information asset? 
 

The owner is the Smart Home Automation System (SHAS) owner who has responsibility for this information 

Asset. 
 

(5) Security Requirements 
 

What are the security requirements for this information asset? 
 

☐ Confidentiality 

Only authorized personnel can view 

this information asset, as follows: 

 

Only the inhabitants are authorized 

to access this information asset. 

☐ Integrity 

Only authorized personnel can modify 

this information asset, as follows: 

 

Only the inhabitants have right to 

manipulate this information asset. 

☐ Availability 

This asset must be available for these 

personnel to do their jobs, as follows: 

 

The asset must be accessible for use 

whenever it needed only by the 

inhabitants. 

This asset must be available for 24 

hours, 7 days/week, 52 weeks/year. 

 

 

These information assets should be 

available 24x7. It must be available 

for the user for functioning 

purposes. Short outages do not 

cause any major problems. 

Extended interruption (more than 8 

hours) would cause a significant 

problem. 

☐ Other 

This asset has special regulatory compliance protection 

requirements, as follows: 

 

 

/ 

(6) Most Important Security Requirement 

 

What is the most important security requirement for this information asset? 

 

☒ Confidentiality ☐ Integrity ☒ Availability ☐ Other 
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Table 15: Information Asset Risk Environment Map (Technical) for Video Feed of Surveillance Cameras 

 

Allegro Worksheet 9a INFORMATION ASSET RISK ENVIRONMENT MAP (TECHNICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. Smart TV, PCs (workstations) SHAS owner (inhabitants) 

2. Database: The information asset primarily resides on the database 
servers and web servers. 

SHAS owner (inhabitants) 

3. Smart Home Internal Network. All information travels on this network. SHAS owner (inhabitants) 

  

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

4. The Internet: this information assets are travelling on Internet each 
time the end- user connects to the SHAS from outside the home via 
user devices such as pc, smart phone, tablet etc. 

The smart home user 

5. User remote controller devices (Smart phones, tablets, PCs) The smart home user 
 

 

 

Table 16: Information Asset Risk Environment Map (Physical) for Video Feed of Surveillance Cameras 
 

Allegro Worksheet 9b INFORMATION ASSET RISK ENVIRONMENT MAP (PHYSICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. The Cameras can record events and store them in storage medias and 
send copy to the database at home. 

inhabitants 

2. Storage media DVD, video tapes inhabitants 

  

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

Backup medias that are stored outside the smart home inhabitants 

/  

 

 

Table 17: Information Asset Risk Environment Map (People) for Video Feed of Surveillance Cameras 
 

Allegro Worksheet 9c INFORMATION ASSET RISK ENVIRONMENT MAP (PEOPLE) 
INTERNAL PERSONNEL 

NAME OR ROLE/RESPONSIBILITY 
DEPARTMENT OR 

UNIT 

Family Members Inside the smart home 

  

EXTERNAL PERSONNEL 
CONTRACTOR, VENDOR, ETC. ORGANIZATION 

Guests, Visitors / 

Attacker if gets access to them / 
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Table 18:  Information Asset Risk for Video Feed of Surveillance Cameras 

 

Allegro - Worksheet 10 INFORMATION ASSET RISK WORKSHEET 
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Information Asset Video Feed of Surveillance Cameras 
 

Area of Concern 
An unauthorized individual gets access to the Surveillance 
Cameras of the smart home. Detection of user behaviors and 
activities. 

(1) Actor 
Who would exploit the area of concern or threat? 

 

Attacker (Malicious individual) 

(2) Means 
How would the actor do it? What would they do? 

 

Hacking Tools or by stealing a user remote 
controller device. 

(3) Motive 
What is the actor’s reason for doing it? 

Malicious purposes (espionage) 
Monitoring 
Curiosity 

(4) Outcome 
What would be the resulting effect on the 
information asset? 

☒ Disclosure ☐ Destruction 

☐ Modification ☐ Interruption 

(5) Security Requirements 
How would the information asset’s security 
requirements be breached? 

Camera feeds must be kept from unauthorized 
eyes. Only the authorized user must see or have 
them. 

(6) Probability 
What is the likelihood that this threat scenario 

could occur? 

☒ High ☐ Medium ☐ Low 

(7) Consequences 
What are the consequences to the organization or the information 

asset owner as a result of the outcome and breach of security 
requirements? 

(8) Severity 
How severe are these consequences to the 

organization or asset owner by impact area? 

 

If the threat scenario was realized, the attacker 

gets access to view the smart home and then 

demands money (ransom) for giving up. 

 

The valuable information (activity) will be sold to 

others. 

 

The attacker can monitor occupants in the smart 

home, learn their daily routines and detect their 

behaviors and activities. Thus, the privacy of the 

inhabitants is violated. 

 

Success of the hacker action means financial 

damage to the home owner. 

Impact Area  Value Score 
Reputation & Customer 

Confidence (4) 
High 
(3) 

12 

Financial (3) High 
(3) 

9 

Productivity (2) Low (1) 2 
Safety & Health (5) Med 

(2) 
10 

Fines & Legal Penalties (1) Low (1) 1 
User Defined Impact Area N/A  

 Relative Risk Score 34 

(9) Risk Mitigation 
Based on the total score for this risk, what action will you take? 

☐ Accept ☐ Defer ☒ Mitigate ☐ Transfer 

For the risks that you decide to mitigate, perform the following: 
On what container would you 

apply controls? 
What administrative, technical, and physical controls would you apply on this container? What 

residual risk would still be accepted by the organization? 

Technical 
Limit network traffic to be accessed only by authorized users. 
Apply multilayer security countermeasures. 

Physical 
Keep all physical storages in secure place. Maintain the hardwares regularly, have backups 
to all important information. Install the cameras only in secure locations at home to avoid 
tampering. 

People Make sure to have user awareness program to make them aware about such security risks. 
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– Subsystem 2: Between the Devices and the Home Gateway 

1) Information Resources (Pictures, Documents, Music etc.) [Subsys_1, 2] 

2) Smart Home Setup Information or User Manuals for home appliances [Subsys_1, 2] 

3) User Credentials (Username and Password) [User Interface] [Subsys_2] 

4) Smart home structure/inventory information [Subsys_1, 2] 

5) Logs information 

Inside the smart home (subsection 2), we have the above five information assets and we 

study the security aspects of them. It consists of 27 tables. After that we begin with security 

aspects outside the smart home, related to subsystem 3. 

 

Table 19: Critical Information Asset Profile (Information Resources (Pictures, Documents, Videos, Music etc.))  

Allegro Worksheet 8 CRITICAL INFORMATION ASSET PROFILE 

(1) Critical Asset 

What is the critical 

information asset? 

(2) Rationale for Selection 

Why is this information asset 

important to the organization? 

(3) Description 

What is the agreed-upon description of this information 

asset? 

 

Information Resources 

(Pictures, Documents, 

Videos, Music etc.) 

 

 

This information asset is 

important because it 

contains private information 

on the users. 

 

This information may be stored locally, or 

transmitted over local networks. 

These resources are private and contain user’ 

daily live information. They can be found 

physically or digitally. 

(4) Owner(s) 
 

Who owns this information asset? 

 

The owner of these information is the inhabitants. 

 

(5) Security Requirements 
 

What are the security requirements for this information asset? 

 

☐ Confidentiality 

Only authorized personnel can view this 

information asset, as follows: 

 

The inhabitants can view their 

own confidential information 

and some visitors can view 

some of these information 

depending on the sensitivity. 

☐ Integrity 

Only authorized personnel can modify this 

information asset, as follows: 

 

Only the inhabitants can make 

changes to these information. 

☐ Availability 

This asset must be available for these personnel 

to do their jobs, as follows: 

 

 

 

These information resources 

must be available to the 

owners when needed for the 

daily use purposes. 

This asset must be available for _____ hours, 

_____ days/week, _____ weeks/year. 

 

This asset must be available 

for the owners as long as they 

needed. 

☐ Other 

This asset has special regulatory compliance 

protection requirements, as follows: 

 

 

/ 

(6) Most Important Security Requirement 
 

What is the most important security requirement for this information asset? 

 

☒ Confidentiality ☒ Integrity ☐ Availability ☐ Other 
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Table 20: Information Asset Risk Environment Map (Technical) for (Information Resources (Pictures, Documents, 
Videos, Music etc.) 

Allegro Worksheet 9a INFORMATION ASSET RISK ENVIRONMENT MAP (TECHNICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. PC Inhabitants 

2. Communication Networks Inhabitants 

3. Database Inhabitants 

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1. /  

2. /  

 

 

Table 21: Information Asset Risk Environment Map (Physical) for (Information Resources (Pictures, Documents, 
Videos, Music etc.) 

Allegro Worksheet 9b INFORMATION ASSET RISK ENVIRONMENT MAP (PHYSICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. Photo Albums Inhabitants 

2. CD, DVD, USB, Backup media Inhabitants 

3. Papers, Folders Inhabitants 

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1. /  

2. /  

 

 

Table 22: Information Asset Risk Environment Map (People) for (Information Resources (Pictures, Documents, 
Videos, Music etc.) 

Allegro Worksheet 9c INFORMATION ASSET RISK ENVIRONMENT MAP (PEOPLE) 
INTERNAL PERSONNEL 

NAME OR ROLE/RESPONSIBILITY 
DEPARTMENT OR 

UNIT 

1. Inhabitants Inside the smart home 

2.   

3.   

EXTERNAL PERSONNEL 
CONTRACTOR, VENDOR, ETC. ORGANIZATION 

1. Guests, Visitors  

2. /  
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Table 23:  Information Asset Risk for Information Resources (Pictures, Documents, Videos, Music etc.)  

Area of Concern 1 

Allegro - Worksheet 10 INFORMATION ASSET RISK WORKSHEET 
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Information Asset Information Resources (Pictures, Documents, Videos, Music etc.) 

Area of Concern 

 

Unauthorized individuals can view pictures and private documents 
of the smart home family members and expose them to others. 

(1) Actor 
Who would exploit the area of concern or threat? 

 

Anyone online who acts like a hacker 

(2) Means 
How would the actor do it? What would they do? 

Hacking tools 

(3) Motive 
What is the actor’s reason for doing it? 

Curiosity 

(4) Outcome 
What would be the resulting effect on the 

information asset? 

☒ Disclosure ☐ Destruction 

☐ Modification ☐ Interruption 

(5) Security Requirements 
How would the information asset’s security 

requirements be breached? 

Only authorized people can view this 
information asset. 

(6) Probability 
What is the likelihood that this threat scenario 

could occur? 

☐ High ☐ Medium ☒ Low 

(7) Consequences 
What are the consequences to the organization or the information asset 

owner as a result of the outcome and breach of security requirements? 

(8) Severity 
How severe are these consequences to the 

organization or asset owner by impact area? 

 

If security requirements of these information assets 

breached, the smart home user’ privacy will be 

violated. 

 

The inhabitants’ reputation will get damage due to 

disclosure of the asset. 

 

 

Impact Area  Value Score 
Reputation & 

Customer 

Confidence (4) 

High (3) 12 

Financial (3) Low (1) 3 
Productivity (2) Low (1) 2 
Safety & Health (5) Low (1) 5 
Fines & Legal 
Penalties (1) 

Low (1) 1 

User Defined 

Impact Area 
N/A 0 

 Relative Risk Score 23 

(9) Risk Mitigation 
Based on the total score for this risk, what action will you take? 

☐ Accept ☐ Defer ☒ Mitigate ☐ Transfer 

For the risks that you decide to mitigate, perform the following: 
On what container would you 

apply controls? 
What administrative, technical, and physical controls would you apply on this container? What 

residual risk would still be accepted by the organization? 
 
 
Technical 

An access control policy must be enforced to regulate access to system 

resources. 

Secure all systems by applying multi security layers such as encryption, installing 
antivirus (antimalware) program on the system, intrusion prevention/detection 
systems. 

network 
communications 

Establish secure network communications by applying encryption 
techniques. (Use encrypted communication channel) 

Physical Use encryption 

People User awareness training 
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Table 24:  Information Asset Risk for Information Resources (Pictures, Documents, Videos, Music etc.) 

Area of Concern 2 

Allegro - Worksheet 10 INFORMATION ASSET RISK WORKSHEET 
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Information Asset Information Resources (Pictures, Documents, Videos, Music etc.) 

Area of Concern Storage media (hard disks) will not be accessible because of 

hardware failure or power loss. (results in denial of service DoS 
for the user.) 

(1) Actor 
Who would exploit the area of concern or 

threat? 

The hardware provider 

(2) Means 
How would the actor do it? What would 

they do? 

Hardware Failure 
Power Loss 

(3) Motive 
What is the actor’s reason for doing it? 

Accidental 

(4) Outcome 
What would be the resulting effect on the 

information asset? 

☐ Disclosure ☒ Destruction 

☐ Modification ☐ Interruption 

(5) Security Requirements 
How would the information asset’s security 

requirements be breached? 

The information asset will not be available for the 
authorized users. 

(6) Probability 
What is the likelihood that this threat 

scenario could occur? 

☐ High ☐ Medium ☒ Low 

(7) Consequences 
What are the consequences to the organization or the information asset 

owner as a result of the outcome and breach of security requirements? 

(8) Severity 
How severe are these consequences to the 

organization or asset owner by impact area? 

 

If there is a system crash and there are no backups to 

these information assets, then they will not be 

recoverable and you will loss them forever. 

 

The information assets are not protected to be 

available and they can’t be used as intended. 

Impact Area  Value Score 
Reputation & Customer 
Confidence (4) 

Low (1) 4 

Financial (3) Low (1) 3 
Productivity (2) Low (1) 2 
Safety & Health (5) Low (1) 5 
Fines & Legal Penalties 

(1) 
Low (1) 1 

User Defined Impact 
Area 

N/A  

 Relative Risk Score 15 

(9) Risk Mitigation 
Based on the total score for this risk, what action will you take? 

☐ Accept ☐ Defer ☒ Mitigate ☐ Transfer 

For the risks that you decide to mitigate, perform the following: 
On what container would you 

apply controls? 
What administrative, technical, and physical controls would you apply on this container? What 

residual risk would still be accepted by the organization? 
 
Hard disks 

 
Be sure to make backups of all your systems that contain valuable information. 
In this way you can restore your private information asset. 
 

Power Make sure to have Uninterruptable Power Supply (UPS) 
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Table 25: Critical Information Asset Profile (Smart Home Setup Information or User Manuals for home 
appliances) 

Allegro Worksheet 8 CRITICAL INFORMATION ASSET PROFILE 

(1) Critical Asset 

What is the critical 

information asset? 

(2) Rationale for Selection 

Why is this information asset 

important to the organization? 

(3) Description 

What is the agreed-upon description of this information 

asset? 

 

Smart Home Setup 

Information / User 

Manuals 

 

This information asset is 

very important especially 

for not technical inhabitants 

because without this asset it 

will be impossible to setup 

the smart home system or to 

operate a Smart Home 

devices. 

This information asset can be found physically or 

digitally and stored locally, or transmitted over 

local networks. 

These resources are private and contain valuable 

information about the smart home system. 

It may contain detailed steps about how to do 

specific task or a process. It contains setup steps 

or instructions that tell you how to do something. 

Things are explained with pictures and figures 

may be in different languages. 

(4) Owner(s) 
 

Who owns this information asset? 
 

The Smart Home Owner 

The Vendor 
 

(5) Security Requirements 

 

What are the security requirements for this information asset? 

 

☐ Confidentiality 

Only authorized personnel can view this information 

asset, as follows: 

 

Only authorized 

individuals must have 

access to these user 

manuals for 

understanding purposes. 

Of course the creator of 

the asset has access to it. 

☐ Integrity 

Only authorized personnel can modify this 

information 

asset, as follows: 

 

No one has right to make 

changes or manipulate 

the content of this 

information asset except 

the authorized creator. 

☐ Availability 

This asset must be available for these personnel 

to do their jobs, as follows: 

 

 

The information asset 

needs to be available 

when needed. 

This asset must be available for _____ hours, _____ 

days/week, _____ weeks/year. 

 

They must be on hands 

whenever they are 

needed. 

☐ Other 

This asset has special regulatory compliance 

protection requirements, as follows: 

 

 

/ 

(6) Most Important Security Requirement 

 

What is the most important security requirement for this information asset? 

 

☐ Confidentiality ☒ Integrity ☒ Availability ☐ Other 
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Table 26: Information Asset Risk Environment Map (Technical) for Smart Home Setup Information / User 
Manuals 

Allegro Worksheet 9a INFORMATION ASSET RISK ENVIRONMENT MAP (TECHNICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. As a data file stored in the smart home systems Inhabitants 

2. It may travel through the home network Inhabitants 

3.   

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1. Stored digitally in the vendors systems The Vendor 

2.   

 

 

Table 27: Information Asset Risk Environment Map (Physical) for Smart Home Setup Information / User Manuals 

 

Allegro Worksheet 9b INFORMATION ASSET RISK ENVIRONMENT MAP (PHYSICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. On paper as a book or manual Inhabitants 

2. CD, DVD, Backup media Inhabitants 

3.   

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1. There are paper copies of the asset stores locally at the vendor The Vendor 

2.   

 

 

Table 28: Information Asset Risk Environment Map (People) for Smart Home Setup Information / User Manuals 

 

Allegro Worksheet 9c INFORMATION ASSET RISK ENVIRONMENT MAP (PEOPLE) 
INTERNAL PERSONNEL 

NAME OR ROLE/RESPONSIBILITY 
DEPARTMENT OR 

UNIT 

1. Inhabitants, the system owner Inside the smart home 

2.   

EXTERNAL PERSONNEL 
CONTRACTOR, VENDOR, ETC. ORGANIZATION 

1. The consultant from the vendor Vendor 

2.    
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Table 29:  Information Asset Risk for Smart Home Setup Information / User Manuals 

 

Allegro - Worksheet 10 INFORMATION ASSET RISK WORKSHEET 
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Information Asset Smart Home Setup Information / User Manuals 

Area of Concern Smart Home Setup Information or User Manuals get changed by 
unauthorized malicious individuals. 

(1) Actor 
Who would exploit the area of concern or 
threat? 

Malicious Individuals  
May be by competitor vendors 

(2) Means 
How would the actor do it? What would 
they do? 

Hacking tools 

(3) Motive 
What is the actor’s reason for doing it? 

To make damages to the competitors’ systems 

(4) Outcome 
What would be the resulting effect on the 

information asset? 

☐ Disclosure ☐ Destruction 

☒ Modification ☐ Interruption 

(5) Security Requirements 
How would the information asset’s 

security requirements be breached? 

Only the authorized vendor who created the asset 
can alter its content for updating purposes. Qualified 
staffs (profess) in this field may make changes to it. 

(6) Probability 
What is the likelihood that this threat 

scenario could occur? 

☐ High ☐ Medium ☒ Low 

(7) Consequences 
What are the consequences to the organization or the information asset 

owner as a result of the outcome and breach of security requirements? 

(8) Severity 
How severe are these consequences to the 

organization or asset owner by impact area? 

 

If this asset gets changed by unauthorized person it 

can lead to the wrong use of different systems and 

even that someone gets injured and will cost lives. 

 

It will be difficult to set up the smart home system 

correctly hence malfunctioning will occur. 

 

The information assets are not protected from harm 

and they can’t be used as intended. 

 

Impact Area  Value Score 
Reputation & 
Customer Confidence 

(4) 

High (3) 12 

Financial (3) Med (2) 6 
Productivity (2) Low (1) 2 
Safety & Health (5) High (3) 15 
Fines & Legal 

Penalties (1) 
Low (1) 1 

User Defined Impact 
Area 

N/A  

 Relative Risk Score 36 

(9) Risk Mitigation 
Based on the total score for this risk, what action will you take? 

☐ Accept ☐ Defer ☒ Mitigate ☐ Transfer 

For the risks that you decide to mitigate, perform the following: 
On what container would you 

apply controls? 
What administrative, technical, and physical controls would you apply on this container? What 

residual risk would still be accepted by the organization? 
 
Technical 

Limit network traffic to be accessed only by authorized users. 
Have multilayer security countermeasures. 

 
Physical 

 
Keep all physical storages in secure place. Maintain the hardwares regularly, 
have backups to all important information. Encrypt all data on physical medias. 

 
People 

 
Make the users aware about disclosing these information through Awareness 
and Training programs for the users. 
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Table 30: Critical Information Asset Profile (User Credentials) 

 

Allegro Worksheet 8 CRITICAL INFORMATION ASSET PROFILE 

(1) Critical Asset 

What is the critical 

information asset? 

(2) Rationale for Selection 

Why is this information asset 

important to the organization? 

(3) Description 

What is the agreed-upon description of this information 

asset? 

 

User Credentials 

 

 

 

This information asset is 

important because it is an 

authentication method to 

protect systems inside the 

smart home from 

unauthorized individuals. 

 

It is a user's authentication information to login 

into the smart home systems and usually consists 

of a User ID and Password for identification and 

verification of the user. 

(4) Owner(s) 
 

Who owns this information asset? 

 

The owner of this information asset is the authorized user (Inhabitants) 

 

(5) Security Requirements 
 

What are the security requirements for this information asset? 
 

☐ Confidentiality 

Only authorized personnel can view this information 

asset, as follows: 

 

Only the inhabitants 

who are authorized to 

use the smart home 

automation system 

(SHAS) 

 

☐ Integrity 

Only authorized personnel can modify this information 

asset, as follows: 

 

Only the inhabitants 

who are the owner of 

this asset can change 

these credentials 

periodically. 

 

☐ Availability 

 

This asset must be available for these personnel 

to do their jobs, as follows: 

 

 

This asset must be kept 

available all the time in 

order to be able to gain 

access to the systems.  

This asset must be available for _____ hours, _____ 

days/week, _____ weeks/year. 

 

This asset must be 

available until the user 

change them next time.  

☐ Other 

This asset has special regulatory compliance protection 

requirements, as follows: 

 

 

/ 

(6) Most Important Security Requirement 
 

What is the most important security requirement for this information asset? 
 

☒ Confidentiality ☒ Integrity ☒ Availability ☐ Other 
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Table 31: Information Asset Risk Environment Map (Technical) for User Credentials 

 

Allegro Worksheet 9a INFORMATION ASSET RISK ENVIRONMENT MAP (TECHNICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. Subsystem 2 (User Interface) Inhabitants 

2.   

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1.   

2.   

 

 

Table 32: Information Asset Risk Environment Map (Physical) for User Credentials 

 

Allegro Worksheet 9b INFORMATION ASSET RISK ENVIRONMENT MAP (PHYSICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. On paper Inhabitants 

2.   

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1.   

2.   

 

 

Table 33: Information Asset Risk Environment Map (People) for User Credentials 

 

Allegro Worksheet 9c INFORMATION ASSET RISK ENVIRONMENT MAP (PEOPLE) 
INTERNAL PERSONNEL 

NAME OR ROLE/RESPONSIBILITY 
DEPARTMENT OR 

UNIT 

1. Inhabitants / 

2.   

EXTERNAL PERSONNEL 
CONTRACTOR, VENDOR, ETC. ORGANIZATION 

1.   

2.   
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Table 34:  Information Asset Risk for User Credentials 

Area of Concern 1 

Allegro - Worksheet 10 INFORMATION ASSET RISK WORKSHEET 
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Information Asset User Credentials 

Area of Concern An unauthorized individual gets these credentials and is able to 
login the main smart home system. 

(1) Actor 
Who would exploit the area of concern or 

threat? 

 

Attacker (Malicious individual) 

(2) Means 
How would the actor do it? What would they 

do? 

– Finds the credentials written in plain sight 
– Carrying out Social Engineering 
– Tries default passwords that come with common 

types of equipment 
– Brute Force Attack 
– Using Keylogger 
– A desktop monitoring program 
– A password recovery program 

(3) Motive 
What is the actor’s reason for doing it? 

Malicious purposes 
Financial 

(4) Outcome 
What would be the resulting effect on the 
information asset? 

☒ Disclosure ☐ Destruction 

☐ Modification ☐ Interruption 

(5) Security Requirements 
How would the information asset’s security 
requirements be breached? 

Only the authorized user must have these 
credentials. 

(6) Probability 
What is the likelihood that this threat 
scenario could occur? 

☐ High ☒ 

Medium 
☐ Low 

(7) Consequences 
What are the consequences to the organization or the information 
asset owner as a result of the outcome and breach of security 

requirements? 

(8) Severity 
How severe are these consequences to the organization 
or asset owner by impact area? 

 

The attacker gets access to the main smart home 

system and demands money. 

 
The actor executes unauthorized operations.  
 
Loss of control over SHAS 

Impact Area  Value Score 
Reputation & Customer 
Confidence (4) 

High (3) 12 

Financial (3) High (3) 9 
Productivity (2) Med (2) 4 
Safety & Health (5) High (3) 15 
Fines & Legal Penalties (1) Low (1) 1 
User Defined Impact Area N/A  

 Relative Risk Score 41 

(9) Risk Mitigation 
Based on the total score for this risk, what action will you take? 

☐ Accept ☐ Defer ☒ Mitigate ☐ Transfer 

For the risks that you decide to mitigate, perform the following: 
On what container would you 

apply controls? 
What administrative, technical, and physical controls would you apply on this container? What 

residual risk would still be accepted by the organization? 
Technical Don’t use compromised devices to get access to the smart home systems. 

Block access to the systems through biometrics (Fingerprint Scanners). 
Enforce a strong passphrase policy 

Physical Don’t write complicated user ID and Passwords on paper and hide it near the 
workstation or the system. 

People Make sure to have user awareness program to make them aware about social 
engineering, other security risks and operate their home automation system 
accordingly. 

 



 

  
SECURITY RISK ASSESSMENT 68 

 

 

Table 35:  Information Asset Risk for User Credentials 

Area of Concern 2 

Allegro - Worksheet 10 INFORMATION ASSET RISK WORKSHEET 
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Information Asset User Credentials 

Area of Concern An unauthorized individual gets access to the smart home system 
and is able to control the smart home. 

(1) Actor 
Who would exploit the area of concern or threat? 

 

Attacker (Malicious individual) 

(2) Means 
How would the actor do it? What would they do? 

Finds or steals a mobile device which is already 
connected to the smart home system 

(3) Motive 
What is the actor’s reason for doing it? 

Malicious purposes 
Financial 
Curiosity 

(4) Outcome 
What would be the resulting effect on the 

information asset? 

☐ Disclosure ☒ Destruction 

☐ Modification ☐ Interruption 

(5) Security Requirements 
How would the information asset’s security 

requirements be breached? 

Only the authorized user must have these 
credentials. 

(6) Probability 
What is the likelihood that this threat scenario 

could occur? 

☐ High ☒ 

Medium 
☐ Low 

(7) Consequences 
What are the consequences to the organization or the information 
asset owner as a result of the outcome and breach of security 

requirements? 

(8) Severity 
How severe are these consequences to the organization 
or asset owner by impact area? 

 

The attacker gets control or access to the main 

smart home system and demands money 

(ransom), monitor all user activities and places 

many other demands. 

 

The attacker can e.g. obtain access to the smart 

home’s heating system and make it 

uncomfortably hot, or turn the lights on and off 

at random, etc. 

Impact Area  Value Score 
Reputation & Customer 

Confidence (4) 
High (3) 12 

Financial (3) High (3) 9 
Productivity (2) Med (2) 4 
Safety & Health (5) High (3) 15 
Fines & Legal Penalties (1) Low (1) 1 
User Defined Impact Area N/A  

 Relative Risk Score 41 

(9) Risk Mitigation 
Based on the total score for this risk, what action will you take? 

☐ Accept ☐ Defer ☒ Mitigate ☐ Transfer 

For the risks that you decide to mitigate, perform the following: 
On what container would you 
apply controls? 

What administrative, technical, and physical controls would you apply on this container? What 
residual risk would still be accepted by the organization? 

 
Technical 

 
Don’t use compromised devices to get access to the smart home systems. 
Use secure devices with login functionality which get locket automatically after a 
short time after use. Only 2 times opportunity  to get access otherwise gets lock. 

 
Physical 

 
Don’t put your mobile away from you e.g. in your jacket’s pocket and hang it up. 
Put it with you in secure place. 

People Be aware about thefts. 
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Table 36: Critical Information Asset Profile (Smart home structure /inventory information) 

 

Allegro Worksheet 8 CRITICAL INFORMATION ASSET PROFILE 

(1) Critical Asset 

What is the critical 

information asset? 

(2) Rationale for Selection 

Why is this information asset important to the 

organization? 

(3) Description 

What is the agreed-upon description of this 

information asset? 

 

Smart home structure 

/inventory information 

 

 

This information asset is important 

because the inventory document contain 

detail information about the smart home 

systems, appliances and devices. 

 

A Smart Home Inventory not only helps 

the user create a detailed list of the 

contents of the smart home, but provides 

him/her with an interactive method for 

documenting and maintaining the 

systems of the smart home. 

 

A Smart Home Inventory can be created 

by beginning with listing all of the 

major appliances, devices and systems 

in the smart home and documenting all 

detail information about them. 

 

Having a home inventory is helpful for 

insurance purposes. 

(4) Owner(s) 
 

Who owns this information asset? 
 

Smart Home Owner 
 

(5) Security Requirements 
 

What are the security requirements for this information asset? 
 

☐ Confidentiality 

Only authorized personnel can view this 

information asset, as follows: 

 

The smart home owner and the 

insurance company is authorized to 

view this information asset. 

☐ Integrity 

Only authorized personnel can modify this 

information asset, as follows: 

 

 

Only the smart home owner is 

authorized to modify this 

information asset for upgrading the 

system and updating the list. 

☐ Availability 

This asset must be available for these 

personnel to do their jobs, as follows: 

 

 

The asset must be available when 

needed by both the smart home 

owner and the insurance company. 

This asset must be available for _____ 

hours, _____ days/week, _____ weeks/year. 

 

There no big availability 

requirement on this asset. Just when 

needed. 

☐ Other 
This asset has special regulatory compliance 

protection requirements, as follows: 

 

/ 

(6) Most Important Security Requirement 
 

What is the most important security requirement for this information asset? 

 

☒ Confidentiality ☒ Integrity ☐ Availability ☐ Other 
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Table 37: Information Asset Risk Environment Map (Technical) for Smart home structure /inventory information 

 

Allegro Worksheet 9a INFORMATION ASSET RISK ENVIRONMENT MAP (TECHNICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. PC workstations SHAS Owner 

2. The Home Database SHAS Owner 

3. Internal Home Communication Network SHAS Owner 

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1. External Communication Network if the information accessed via Internet  

2. The Insurance Communication Network  

 

 

Table 38: Information Asset Risk Environment Map (Physical) for Smart home structure /inventory information 

 

Allegro Worksheet 9b INFORMATION ASSET RISK ENVIRONMENT MAP (PHYSICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. On paper  

2. CD, DVD  

3. Internal Backup Medias  

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1. External Backup Medias  

2.   

 

 

Table 39: Information Asset Risk Environment Map (People) for Smart home structure /inventory information 

 

Allegro Worksheet 9c INFORMATION ASSET RISK ENVIRONMENT MAP (PEOPLE) 
INTERNAL PERSONNEL 

NAME OR ROLE/RESPONSIBILITY DEPARTMENT OR UNIT 

1. The smart home owner  

2. Inhabitants  

EXTERNAL PERSONNEL 
CONTRACTOR, VENDOR, ETC. ORGANIZATION 

1. Employees at the insurance company The Insurance company 

2.   
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Table 40:  Information Asset Risk for Smart home structure / inventory information 

 

Allegro - Worksheet 10 INFORMATION ASSET RISK WORKSHEET 
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Information Asset Smart home structure / inventory information 
Area of Concern The bad guys can gain access to this information asset and search 

for specific device with known vulnerabilities to attack the smart 
home system. 

(1) Actor 
Who would exploit the area of concern or threat? 

Black Hat Attacker 
Competitors 

(2) Means 
How would the actor do it? What would they do? 

Hacking 
Finding the media which contain this asset 
Social Engineering 

(3) Motive 
What is the actor’s reason for doing it? 

Malicious purpose 
Gets the asset to find a way to attack the smart 
home system and make damages. 

(4) Outcome 
What would be the resulting effect on the 

information asset? 

☒ Disclosure ☐ Destruction 

☐ Modification ☐ Interruption 

(5) Security Requirements 
How would the information asset’s security 

requirements be breached? 

The inventory information must be kept 
confidential and only authorized persons are 
allowed access to it. 

(6) Probability 
What is the likelihood that this threat scenario 

could occur? 

☒ High ☐ Medium ☐ Low 

(7) Consequences 
What are the consequences to the organization or the information asset 

owner as a result of the outcome and breach of security requirements? 

(8) Severity 
How severe are these consequences to the 

organization or asset owner by impact area? 

 

If the confidentiality of the information asset 

breached, the attacker finds a weak device with 

known vulnerabilities and attack it. Through it, he 

can find a way to access the main system and control 

it. if this happens, then he can do anything he wants 

depending on his intention. The smart home will be 

at least not longer safe to live in. 

Impact Area  Value Score 
Reputation & 

Customer 
Confidence (4) 

High (3) 12 

Financial (3) High (3) 9 
Productivity (2) Low (1) 2 
Safety & Health 

(5) 
High (3) 15 

Fines & Legal 
Penalties (1) 

Low (1) 1 

User Defined 

Impact Area 
N/A  

 Relative Risk Score 39 

(9) Risk Mitigation 
Based on the total score for this risk, what action will you take? 

☐ Accept ☐ Defer ☒ Mitigate ☐ Transfer 

For the risks that you decide to mitigate, perform the following: 
On what container would you 
apply controls? 

What administrative, technical, and physical controls would you apply on this container? What 
residual risk would still be accepted by the organization? 

 
 
Technical 

 

Limit network traffic to be accessed only by authorized users. 
Use communication protection protocols such as SSL/TLS over TCP/IP, or DTLS over UDP. 
Use encryption mechanisms 
Apply multilayer security countermeasures to secure all systems. 
Use IDS (intrusion detection system) / IPS (intrusion prevention system) 
 

Internet Use secure communication channel by using VPN using IPsec, SSL or TLS. 

Physical Maintain all hardwares regularly, have backups to all important information. Keep all your 
backup medias in secure places both inside and outside the smart home. 

People Awareness training program for the inhabitants to make them aware about security risks and 
social engineering. 
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Table 41: Critical Information Asset Profile (Logs information) 

 

Allegro Worksheet 8 CRITICAL INFORMATION ASSET PROFILE 

(1) Critical Asset 

What is the critical 

information asset? 

(2) Rationale for Selection 

Why is this information asset important to the 

organization? 

(3) Description 

What is the agreed-upon description of this 

information asset? 

 

 

Logs information 

 

This information asset is very important 

because logging security events that 

occur on the smart home network is the 

only way that we can determine that the 

system is either in the process of being 

compromised or has been compromised. 

Only by knowing what is occurring on 

the network can we properly defend 

against attacks. 

 

 

Security events must be logged and 

access to the logs must be documented 

and protected from disclosure to 

unauthorized users. 

(4) Owner(s) 
 

Who owns this information asset? 

 

The Smart Home Owner 

 

(5) Security Requirements 
 

What are the security requirements for this information asset? 

 

☐ Confidentiality 

Only authorized personnel can view this information 

asset, as follows: 

 

The smart home owner 

(admin) is authorized to 

view this information 

asset. 

☐ Integrity 

Only authorized personnel can modify this information 

asset, as follows: 

 

Only the smart home 

owner is authorized to 

modify this information 

asset. 

☐ Availability 

This asset must be available for these personnel 

to do their jobs, as follows: 

 

This asset must be 

available when needed 

by the smart home 

owner (admin). 

This asset must be available for _____ hours, _____ 

days/week, _____ weeks/year. 

 

There no big 

availability requirement 

on this asset. Just when 

needed. 

☐ Other 

This asset has special regulatory compliance protection 

requirements, as follows: 

 

 

/ 

(6) Most Important Security Requirement 
 

What is the most important security requirement for this information asset? 

 

☒ Confidentiality ☒ Integrity ☐ Availability ☐ Other 
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Table 42: Information Asset Risk Environment Map (Technical) for Logs information 

 

Allegro Worksheet 9a INFORMATION ASSET RISK ENVIRONMENT MAP (TECHNICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

 PC workstations SHAS Owner 

 The Home Database SHAS Owner 

 Internal Home Communication Network SHAS Owner 

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

 External Communication Network if the information accessed via Internet  

  

 

 

Table 43: Information Asset Risk Environment Map (Physical) for Logs information 

 

Allegro Worksheet 9b INFORMATION ASSET RISK ENVIRONMENT MAP (PHYSICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

• CD, DVD, USB  

• Internal Backup Medias  

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

• External Backup Medias  

  

 

 

Table 44: Information Asset Risk Environment Map (People) for Logs information 

 

Allegro Worksheet 9c INFORMATION ASSET RISK ENVIRONMENT MAP (PEOPLE) 
INTERNAL PERSONNEL 

NAME OR ROLE/RESPONSIBILITY DEPARTMENT OR UNIT 

• The smart home owner (system administrator)  

  

EXTERNAL PERSONNEL 
CONTRACTOR, VENDOR, ETC. ORGANIZATION 

  

  

 

 

 



 

  
SECURITY RISK ASSESSMENT 74 

 

Table 45:  Information Asset Risk for Logs Information 

Allegro - Worksheet 10 INFORMATION ASSET RISK WORKSHEET 
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Information Asset Logs Information 
Area of Concern The attacker can gain access to the logs data and obtain useful 

information (system configurations) from it, which is a serious 
security drawback, enabling him to attack the smart home system. 

(1) Actor 
Who would exploit the area of concern or threat? 

Black Hat Attacker 
Competitors 
Bad guys 

(2) Means 
How would the actor do it? What would they do? 

Hacking (Backdoors, Trojan horses) 

(3) Motive 
What is the actor’s reason for doing it? 

Malicious purpose 
Make damages 

(4) Outcome 
What would be the resulting effect on the 
information asset? 

☒ Disclosure ☒ Destruction 

☒ Modification ☐ Interruption 

(5) Security Requirements 
How would the information asset’s security 
requirements be breached? 

The logs information must be kept confidential 
and only authorized persons are allowed to 
access it. 

(6) Probability 
What is the likelihood that this threat scenario 

could occur? 

☒ High ☐ Medium ☐ Low 

(7) Consequences 
What are the consequences to the organization or the information asset 

owner as a result of the outcome and breach of security requirements? 

(8) Severity 
How severe are these consequences to the 

organization or asset owner by impact area? 

 

If the confidentiality of the information asset 

breached, the attacker finds a way to access the main 

system and control it. If this happens, then he can do 

anything he wants depending on his intention. The 

smart home will be at least not longer safe to live in. 

Impact Area  Value Score 
Reputation & 

Customer 

Confidence (4) 

High (3) 12 

Financial (3) High (3) 9 
Productivity (2) Low (1) 2 
Safety & Health 
(5) 

High (3) 15 

Fines & Legal 

Penalties (1) 
Low (1) 1 

User Defined 
Impact Area 

N/A  

 Relative Risk Score 39 

(9) Risk Mitigation 
Based on the total score for this risk, what action will you take? 

☐ Accept ☐ Defer ☒ Mitigate ☐ Transfer 

For the risks that you decide to mitigate, perform the following: 
On what container would you 

apply controls? 
What administrative, technical, and physical controls would you apply on this container? What 

residual risk would still be accepted by the organization? 
 
Technical 

Limit network traffic to be accessed only by authorized users. 
Use communication protection protocols such as SSL/TLS over TCP/IP, or DTLS over UDP. 
Logs should be anonymous  
Avoid logging information that would give useful information to an attacker.  
Limit the access to the logs by applying access control mechanisms. 
When sent to a remote system, logs should be protected by cryptographic mechanisms. 
Apply multilayer security countermeasures to secure all systems. 
 

Internet Use secure communication channel by using VPN using IPsec, SSL or TLS. 

Physical Maintain all hardwares regularly, have backups to all important information. Keep all your 
backup medias in secure places both inside and outside the smart home. 

People Awareness training program for the system owner to be aware about security risks concerning  
logging system events. 
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 Outside the Smart Home (External Communication Network): 

 

– Subsystem 3: Between the Home Gateway and Internet 

1. Information (data) Transmitted through the Home Gateway 

2. Mobile Personal Data and Apps 

3. Location Tracking Information 

Here, we have security aspects outside the home (subsystem 3) consisting of 15 tables. 

 

Table 46: Critical Information Asset Profile (Information (data) Transmitted through the Home Gateway) 

Allegro Worksheet 8 CRITICAL INFORMATION ASSET PROFILE 

(1) Critical Asset 

What is the critical 

information asset? 

(2) Rationale for Selection 

Why is this information asset 

important to the organization? 

(3) Description 

What is the agreed-upon description of this information 

asset? 

 

Information (data) 

Transmitted through the 

Home Gateway 

 

This information asset is 

important because it 

transmits through an integral 

part of the smart home 

system which connects the 

household with outside. 

 

The main task of home gateway is to achieve 

information sharing and conversion between 

different communication protocols of the home 

network, and make data and information exchange 

with external networks. 

(4) Owner(s) 
 

Who owns this information asset? 

The SHAS owner 
 

(5) Security Requirements 
 

What are the security requirements for this information asset? 

☐ Confidentiality 

Only authorized personnel can view this 

information asset, as follows: 

 

Only authorized individuals like 

the smart home owner should 

has access to this information 

asset. Service providers also may 

need to send and receive data via 

the home gateway to provide 

services. 

☐ Integrity 

Only authorized personnel can modify this 

information asset, as follows: 

 

No one has right to modify this 

information asset except the 

smart home owner (admin). 

☐ Availability 

This asset must be available for these 

personnel to do their jobs, as follows: 

 

 

 

 

The information asset must be 

available when needed. 

This asset must be available for _____ hours, 

_____ days/week, _____ weeks/year. 

 

 

Only when needed. 

☐ Other 

This asset has special regulatory compliance 

protection requirements, as follows: 

 

 

/ 

(6) Most Important Security Requirement 
 

What is the most important security requirement for this information asset? 

 

☒ Confidentiality ☒ Integrity ☐ Availability ☐ Other 
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Table 47: Information Asset Risk Environment Map (Technical) for Information (data) Transmitted through the 
Home Gateway 

Allegro Worksheet 9a INFORMATION ASSET RISK ENVIRONMENT MAP (TECHNICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. The Home Gateway SHAS owner 

2. Internal Communication Network SHAS owner 

3.   

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1. External Communication Network  

2.   

 

 

Table 48: Information Asset Risk Environment Map (Physical) for Information (data) Transmitted through the 
Home Gateway 

Allegro Worksheet 9b INFORMATION ASSET RISK ENVIRONMENT MAP (PHYSICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. /  

2. /  

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1. /  

2. /  

 

 

Table 49: Information Asset Risk Environment Map (People) for Information (data) Transmitted through the 
Home Gateway 

Allegro Worksheet 9c INFORMATION ASSET RISK ENVIRONMENT MAP (PEOPLE) 
INTERNAL PERSONNEL 

NAME OR ROLE/RESPONSIBILITY 
DEPARTMENT OR 

UNIT 

1. SHAS owner Inside the SH 

2.   

EXTERNAL PERSONNEL 
CONTRACTOR, VENDOR, ETC. ORGANIZATION 

1. Service Providers Outside the SH 

2.   
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Table 50:  Information Asset Risk for Information (data) Transmitted through the Home Gateway 

 

Allegro - Worksheet 10 INFORMATION ASSET RISK WORKSHEET 
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Information Asset Information (data) Transmitted through the Home Gateway 
 

Area of Concern 
 
An attacker can steal information and data packet transmitted via 
the home gateway. 

(1) Actor 
Who would exploit the area of concern or threat? 

 

Bad guy (Attacker) 

(2) Means 
How would the actor do it? What would they do? 

Tapping the line 
Intercepting the data packets 

(3) Motive 
What is the actor’s reason for doing it? 

To damage the SHAS 
To bring the system down 

(4) Outcome 
What would be the resulting effect on the information 

asset? 

☒ Disclosure ☐ Destruction 

☒ Modification ☐ Interruption 

(5) Security Requirements 
How would the information asset’s security requirements 

be breached? 

Only authorized personnel can view and 
modify this information asset. 

(6) Probability 
What is the likelihood that this threat scenario could 

occur? 

☒ High ☐ Medium ☐ Low 

(7) Consequences 
What are the consequences to the organization or the information asset 

owner as a result of the outcome and breach of security requirements? 

(8) Severity 
How severe are these consequences to the 

organization or asset owner by impact area? 

 

If the attack scenario goes unnoticed, the attacker can 

add virus to the data packet, then releases in the 

system, takes up system resources through constant 

self-replication, so that the system can’t complete the 

relevant work, and it brings the system down making it 

unusable lastly. 

Impact Area  Value Score 
Reputation & 

Customer Confidence 

(4) 

 

High (3) 
12 

Financial (3) High (3) 9 
Productivity (2) Low (1) 2 
Safety & Health (5) High (3) 15 
Fines & Legal 
Penalties (1) 

Low (1) 1 

User Defined Impact 

Area 
N/A  

 Relative Risk Score 39 

(9) Risk Mitigation 
Based on the total score for this risk, what action will you take? 

☐ Accept ☐ Defer ☒ Mitigate ☐ Transfer 

For the risks that you decide to mitigate, perform the following: 
On what container would you 
apply controls? 

What administrative, technical, and physical controls would you apply on this container? What 
residual risk would still be accepted by the organization? 

 
Technical 

 
Secure the network layer through the network security services and access control, such as 
limiting the IP address, encrypting network layer and using firewalls. 
For safe transmission of data use secure protocol such as SSL. 
Installing antivirus (antimalware) 
 

Physical Make sure that the home gateway is unaccessible for unauthorized people. 

People Security Awareness Training Program for the smart home occupants. 

 

  



 

  
SECURITY RISK ASSESSMENT 78 

 

Table 51: Critical Information Asset Profile (Mobile Personal Data and Apps) 

 

Allegro Worksheet 8 CRITICAL INFORMATION ASSET PROFILE 

(1) Critical Asset 

What is the critical 

information asset? 

(2) Rationale for Selection 

Why is this information asset important 

to the organization? 

(3) Description 

What is the agreed-upon description of this 

information asset? 

 

Mobile Personal Data 

and Apps 

 

 

 

The importance of this information 

asset is that it is private and the 

user remote controls his smart 

home from outside via apps 

installed on the mobile devices. 

 

Mobile Personal Data is all apps and 

private information of the smart home user 

that stored or created on the user smart 

phone both for personal use and for remote 

controlling the smart home systems. 

(4) Owner(s) 
 

Who owns this information asset? 

 

The Smart Home User 

 

(5) Security Requirements 
 

What are the security requirements for this information asset? 

 

☐ Confidentiality 

Only authorized personnel can view this 

information asset, as follows: 

 

Only the mobile owner (user) 

should have access to this 

information asset because of 

confidentiality and integrity of the 

data and apps on this device. 

 

☐ Integrity 

Only authorized personnel can modify this 

information asset, as follows: 

 

Only the mobile owner (user) 

allowed to change or modify this 

information asset on the smart 

mobile device. 

 

☐ Availability 

This asset must be available for these 

personnel to do their jobs, as follows: 

 

This information asset must be 

available for the authorized user 

when needed. 

This asset must be available for _____ 

hours, ___ days/week, ____weeks/year. 

 

Just when needed by the authorized 

user. 

☐ Other 

This asset has special regulatory 

compliance protection requirements, as 

follows: 

 

 

/ 

(6) Most Important Security Requirement 
 

What is the most important security requirement for this information asset? 
 

☒ Confidentiality ☒ Integrity ☐ Availability ☐ Other 
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Table 52: Information Asset Risk Environment Map (Technical) for Mobile Personal Data and Apps 

 

Allegro Worksheet 9a INFORMATION ASSET RISK ENVIRONMENT MAP (TECHNICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. The smart phone The SH / Mobile Owner 

2. Internal communication network / Wi-Fi // 

3.   

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1. External communication network / Wi-Fi / Internet  

2. Mobile data service / (Telecommunication network)  

3.   

 

 

Table 53: Information Asset Risk Environment Map (Physical) for Mobile Personal Data and Apps 

 

Allegro Worksheet 9b INFORMATION ASSET RISK ENVIRONMENT MAP (PHYSICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. Storage media if the data stored and backed up  

2.   

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1. The smart phone itself as a storage media The SH / Mobile Owner 

2.   

 

 

Table 54: Information Asset Risk Environment Map (People) for Mobile Personal Data and Apps 

 

Allegro Worksheet 9c INFORMATION ASSET RISK ENVIRONMENT MAP (PEOPLE) 
INTERNAL PERSONNEL 

NAME OR ROLE/RESPONSIBILITY 
DEPARTMENT OR 

UNIT 

1. The Smart Home Owner / Mobile User  

2.   

EXTERNAL PERSONNEL 
CONTRACTOR, VENDOR, ETC. ORGANIZATION 

1.   

2.   
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Table 55:  Information Asset Risk for Mobile Personal Data and Apps 

 

Allegro - Worksheet 10 INFORMATION ASSET RISK WORKSHEET 
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Information Asset Mobile Personal Data and Apps 

Area of Concern Bad guys can get access to the smart phone (Remote Control 
device) and injects malicious code into the apps installed on it. 

(1) Actor 
Who would exploit the area of concern or threat? 

Bad guys 

(2) Means 
How would the actor do it? What would they do? 

Mobile device can be stolen or lost 

(3) Motive 
What is the actor’s reason for doing it? 

Malicious purpose 
Make damages 
Financial 

(4) Outcome 
What would be the resulting effect on the 

information asset? 

☒ Disclosure ☐ Destruction 

☒ Modification ☐ Interruption 

(5) Security Requirements 
How would the information asset’s security 

requirements be breached? 

This information asset should be kept securely 
and only authorized user should have access to 
this information asset and apps on the smart 
phone. 

(6) Probability 
What is the likelihood that this threat scenario 

could occur? 

☒ High ☐ Medium ☐ Low 

(7) Consequences 
What are the consequences to the organization or the information asset 

owner as a result of the outcome and breach of security requirements? 

(8) Severity 
How severe are these consequences to the 

organization or asset owner by impact area? 
 

If security requirements of the information asset 

breached, the bad guy can inject malicious code into 

any app on the smart phone so it can secretly take 

photos, record conversations, and track locations. 

 

By doing that the attacker makes spy phones of the 

android or iPhone smart phones and can track your 

movements, intercept SMS messages and phone 

calls, get contact lists and emails. further, he can use 

your mic and camera. 

 

The attacker can add a command and control 

interface to allow him to control the smart phone 

remotely. The attacker can even send text messages, 

make calls or retrieve and modify information stored 

on the mobile device. 

Impact 

Area  
Value Score 

Reputation & 

Customer 
Confidence 

(4) 

High (3) 12 

Financial (3) High (3) 9 
Productivity 

(2) 
Med (2) 4 

Safety & 
Health (5) 

High (3) 15 

Fines & Legal 

Penalties (1) 
Low (1) 1 

 
User Defined 

Impact Area 

 
N/A 

 
/ 

 Relative Risk Score 41 

(9) Risk Mitigation 
Based on the total score for this risk, what action will you take? 

☐ Accept ☐ Defer ☒ Mitigate ☐ Transfer 

For the risks that you decide to mitigate, perform the following: 
On what container would you 

apply controls? 
What administrative, technical, and physical controls would you apply on this container? What 

residual risk would still be accepted by the organization? 
 
Technical 

 

Don’t use public Wi-Fi, it gives hackers access to the personal data. 
Use a telecommunication service or a secure network before using a home automation 
application. 

Physical Keep the mobile device save and avoid losing it. 
Encrypt all backup media if any. 

People Security awareness program for the authorized users. 
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Table 56: Critical Information Asset Profile (Location Tracking Information) 

 

Allegro Worksheet 8 CRITICAL INFORMATION ASSET PROFILE 

(1) Critical Asset 

What is the critical 

information asset? 

(2) Rationale for Selection 

Why is this information asset 

important to the organization? 

(3) Description 

What is the agreed-upon description of this information 

asset? 

 

Location Tracking 

Information 

 

 

This information asset is 

important because it 

determine the operation of the 

other devices (systems). 

 

Tracking device periodically transmits position 

data (usually GPS coordinates) of the inhabitants 

to the listener device. Many service operations are 

depending whether the inhabitant is at home or 

not. 

(4) Owner(s) 

 

Who owns this information asset? 

 

The tracking device owner (Inhabitants) 

 

(5) Security Requirements 

 

What are the security requirements for this information asset? 

 

☐ Confidentiality 

Only authorized personnel can view this 

information asset, as follows: 

 

Only the inhabitants are authorized 

to access this information asset. 

Service providers may need access 

to this information asset for 

providing the right service 

according to the contracts. 

 

☐ Integrity 

Only authorized personnel can modify this 

information asset, as follows: 

 

Only the inhabitants have right to 

manipulate this information asset. 

☐ Availability 

This asset must be available for these 

personnel to do their jobs, as follows: 

 

This asset must be available for the 

inhabitants and for other devices as 

input to do the work and take right 

actions as long as this needed. 

This asset must be available for _____ 

hours, _____ days/week, _____ weeks/year. 

 

These information assets should be 

available 24x7. It must be available 

to the smart system for functioning 

purposes. Short outages do not 

cause any major problems. 

Extended interruption (more than 8 

hours) would cause a significant 

problem. 

☐ Other 

This asset has special regulatory compliance 

protection requirements, as follows: 

 

 

/ 

(6) Most Important Security Requirement 

 

What is the most important security requirement for this information asset? 

 

☒ Confidentiality ☒ Integrity ☒ Availability ☐ Other 
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Table 57: Information Asset Risk Environment Map (Technical) for Location Tracking Information 

 

Allegro Worksheet 9a INFORMATION ASSET RISK ENVIRONMENT MAP (TECHNICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 
1. Location Tracking System & Listener device The system owner 

2. Communication Network: Data transmitted over a communication 
medium. 

= 

3.   

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1.   

2.   

 

 

Table 58: Information Asset Risk Environment Map (Physical) for Location Tracking Information 

 

Allegro Worksheet 9b INFORMATION ASSET RISK ENVIRONMENT MAP (PHYSICAL) 
INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1.   

2.   

EXTERNAL 
CONTAINER DESCRIPTION OWNER(S) 

1.   

2.   

 

 

Table 59: Information Asset Risk Environment Map (People) for Location Tracking Information 

 

Allegro Worksheet 9c INFORMATION ASSET RISK ENVIRONMENT MAP (PEOPLE) 
INTERNAL PERSONNEL 

NAME OR ROLE/RESPONSIBILITY 
DEPARTMENT OR 

UNIT 

1. The system owners themselves  

2.   

EXTERNAL PERSONNEL 
CONTRACTOR, VENDOR, ETC. ORGANIZATION 

1.   

2.   
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Table 60:  Information Asset Risk for Location Tracking Information 

 

Allegro - Worksheet 10 INFORMATION ASSET RISK WORKSHEET 

In
fo

rm
at

io
n

 A
ss

e
t 

R
is

k 

Th
re

at
 

Information Asset Location Tracking Information 
Area of Concern An attacker can observe the location data traffic 

(1) Actor 
Who would exploit the area of concern or 

threat? 

 

Malicious individual (An Attacker) 

(2) Means 
How would the actor do it? What would 

they do? 

By monitoring the shape of the outgoing data traffic 
or by controlling the location tracking system. 

(3) Motive 
What is the actor’s reason for doing it? 

Malicious purpose (Robbery) 

(4) Outcome 
What would be the resulting effect on the 
information asset? 

☒ Disclosure ☐ Destruction 

☐ Modification ☐ Interruption 

(5) Security Requirements 
How would the information asset’s security 
requirements be breached? 

This information asset must be known only to the 
authorized individuals. It should be kept 
confidential. 

(6) Probability 
What is the likelihood that this threat 

scenario could occur? 

☐ High ☒ Medium ☐ Low 

(7) Consequences 
What are the consequences to the organization or the information asset 

owner as a result of the outcome and breach of security requirements? 

(8) Severity 
How severe are these consequences to the 

organization or asset owner by impact area? 
 

 

If the security requirements of this information asset 

breached, an attacker by observing the data traffic 

may be able to detect the presence or absence of the 

periodic signal and infer whether the smart home is 

vacant or not. This leads to make a plan to break into 

the smart home if it is vacant. 

Impact Area  Value Score 
Reputation & 

Customer Confidence 

(4) 

High (3) 12 

Financial (3) High (3) 9 
Productivity (2) Low (1) 2 
Safety & Health (5) Med (2) 10 
Fines & Legal 
Penalties (1) 

Low (1) 1 

User Defined Impact 

Area 
/  

 Relative Risk Score 34 

(9) Risk Mitigation 
Based on the total score for this risk, what action will you take? 

☐ Accept ☐ Defer ☒ Mitigate ☐ Transfer 

For the risks that you decide to mitigate, perform the following: 
On what container would you 
apply controls? 

What administrative, technical, and physical controls would you apply on this container? What 
residual risk would still be accepted by the organization? 

 
Technical (communication 
network) 

 
- Limit network traffic to be accessed only by authorized users. 
- Locations information should be protected from unauthorized access 
- Such information should not be sent in clear text, and thus a secure 
communication (encrypted) protocol is needed in SHAS for encrypting the 
traffic between the tracking system and the listener device. 
- Have multilayer security countermeasures. 
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Chapter Six 

6. Results and Discussion 
 

The aim of this chapter is firstly to collect all security risks that we have found by conducting 

the information security risk assessment using OCTAVE Allegro methodology in one place (a 

table) and secondly to discuss them and if we have met our goals. 

 

For the first point, we put the results of the research in a table as shown below in order to get 

better overview of the identified security risks in a typical smart home. In the table, we show 

what information assets are identified and used in the risk assessment process, the risks 

associated with them, the consequences (impact) of the threats and the possible 

countermeasures with the goal of protecting the information asset and making the smart 

home more secure. 

 

 

Table 61: The result of the research by performing the information risk assessment 

 

Nr 
Informati

on Assets 
Threats Impacts 

Risk 

Scor

es 

Countermeasures 

1 

Informatio

n collected 

by devices 

(Sensors) / 

Smart 

home 

status 

informatio

n 

Data 

Alteration 

 

DoS 

attacks 

 

Device 

(Sensor) 

compromis

ing 

 

Informatio

n 

Disclosure 

 

Function 

Interruptio

n 

Sensors will not detect 

risks like fire, flood or any 

strange motions at home. 

 

Manipulate the sensor 

measurements to infiltrate 

the system with wrong 

data, e.g. to cause certain 

actuations. 

 

Financial loss 

 

If the bad guys find out 

that you are not at home, 

they can plan to break into 

the home. 

 

39 

 

Limit network traffic to be accessed 

only by authorized users. 

 

Use communication protection 

protocols such as SSL/TLS over 

TCP/IP, or DTLS over UDP. 

 

Hardware maintenance 

 

Backups 

 

Security awareness training program for 

the inhabitants 

 

Use secure communication channel by 

using VPN using IPsec, SSL or TLS. 

 

Use dedicated high availability, 

redundant systems with uninterruptible 

power supplies (UPS). 

 

Have multilayer security 

countermeasures. 



 

  
SECURITY RISK ASSESSMENT 85 

 

2 

Video 

Feed of 

Surveillanc

e Cameras 

Surveillanc

e Cameras 

Controllin

g 

Monitoring 

and spying 

User Privacy Violation 

 

Financial loss 

34 

 

Limit network traffic to be accessed 

only by authorized users. 

 

Use communication protection 

protocols such as SSL/TLS over 

TCP/IP, or DTLS over UDP. 

 

Use Firewall and IDS (intrusion 

detection system) / IPS (intrusion 

prevention system) 

 

Install the cameras only in secure 
locations at home to avoid tampering. 

3 

Informatio

n 

Resources 

(Pictures, 

Documents

, Music 

etc.) 

 

Stealing 

private 

informatio

n 

 

Hardware 

Failure 

User Privacy Violation 

Financial loss 

Reputation damages 

loss of information 

 

23 

 

Restrict access to system resources. 

 

Use communication protection 

protocols such as SSL/TLS over 

TCP/IP, or DTLS over UDP. 

 

Use encrypted communication channel. 

Secure all systems by applying multi 

security layers such as encryption, 

installing antivirus (antimalware) 

program on the system, intrusion 

prevention / detection systems. 

 

Use Uninterruptable Power Supply 

(UPS) 

4 

Smart 

Home 

Setup 

Informatio

n or User 

Manuals 

for home 

appliances 

 

Informatio

n 

Modificati

on 

Difficulty to set up the 

smart home system 

correctly hence 

malfunctioning will occur.  

Misuse of SH systems 

Financial loss 

36 

 

Limit network traffic to be accessed 

only by authorized users. 

 

Use communication protection 

protocols such as SSL/TLS over 

TCP/IP, or DTLS over UDP. 

 

Have multilayer security 

countermeasures. 

5 

User 

Credentials 

(Username 

and 

Password) 

User 

Impersonat

ion 

 

Identity 

and 

Credential 

Theft 

Unauthorized access to the 

main smart home system 

and money demanding. 

 

Unauthorized Execution of 

Operations. 

 

Loss of control over SHAS 

 

Financial loss 

41 

 

Block access to the systems through 

biometrics (Fingerprint Scanners). 

 

Implement multi‐factor authentication 

 

Enforce a strong passphrase policy 

 

Secure all systems by applying multi 

security layers such as encryption, 

installing antivirus (antimalware) 

program on the system, intrusion 

prevention / detection systems. 

 

Avoid writing complicated user ID and 

Passwords on paper and hide it near the 

workstation or the system. 
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User awareness program to make them 
aware about social engineering. 
 
Avoid using compromised devices to 

get access to the smart home systems. 

 

Be aware about thefts. 

6 

Smart 

home 

structure/in

ventory 

informatio

n 

The bad 

guys can 

gain access 

to this 

informatio

n asset and 

search for 

specific 

device 

with 

known 

vulnerabili

ties to 

attack the 

smart 

home 

system. 

 

The attacker finds the 

weakest device with 

known vulnerabilities 

and attack it. Then takes 

control over SHAS. 
Financial loss 

39 

 

Limit network traffic to be accessed 

only by authorized users. 

 

Use communication protection 

protocols such as SSL/TLS over 

TCP/IP, or DTLS over UDP. 

 

Use encryption mechanisms 

Backups 

 

Apply multilayer security 

countermeasures to secure all systems. 

 

Use IDS (intrusion detection system) / 

IPS (intrusion prevention system) 

 

Use secure communication channel by 

using VPN using IPsec, SSL or TLS. 

 

Awareness training program for the 

inhabitants to make them aware about 

security risks and social engineering. 

7 

Logs 

informatio

n 

The 

attacker 

can gain 

access to 

the logs 

data and 

obtain 

useful 

informatio

n (system 

configurati

ons) from 

it, which is 

a serious 

security 

drawback, 

enabling 

him to 

attack the 

smart 

home 

system. 

the attacker finds a way 

to access the main 

system and control it. 

 
Financial loss 

39 

Limit network traffic to be accessed 

only by authorized users. 

 

Use communication protection 

protocols such as SSL/TLS over 

TCP/IP, or DTLS over UDP. 

 

Avoid logging information that would 

give useful information to an attacker.  

 

Limit the access to the logs by applying 

access control mechanisms. 

When sent to a remote system, logs 

should be protected by cryptographic 

mechanisms. 

 

Apply multilayer security 

countermeasures to secure all systems. 

8 

Informatio

n (data) 

Transmitte

d through 

the Home 

Gateway 

An 

attacker 

can steal 

informatio

n and data 

packet 

transmitted 

the attacker can add virus 

to the data packet, then 

releases in the system, 

takes up system resources 

through constant self-

replication, so that the 

system can’t complete the 

39 

 

Secure the network layer through the 

network security services and access 

control, such as limiting the IP address, 

encrypting network layer and using 

firewalls. 
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via the 

home 

gateway. 

relevant work, and it 

brings the system down 

making it unusable lastly. 

Use communication protection 

protocols such as SSL/TLS over 

TCP/IP, or DTLS over UDP. 

 

For safe transmission of data use secure 

protocol such as SSL. 

 

Perform router configuration 

management. 

Implement gateway blacklisting to 

avoid connecting to known malicious 

domains and IP addresses. 

9 

Mobile 

Personal 

Data and 

Apps 

Bad guys 

can get 

access to 

the smart 

phone 

(Remote 

Control) 

and injects 

malicious 

code into 

the apps 

installed 

on it. 

This makes the smart 

phone so it can secretly 

take photos, record 

conversations, and track 

locations. 

 

By doing that the attacker 

makes spy phones of the 

android or iPhone smart 

phones and can track your 

movements, intercept SMS 

messages and phone calls, 

get contact lists and 

emails. further, he can use 

your mic and camera. 

 

The attacker can add a 

command and control 

interface to allow him to 

control the smart phone 

remotely. The attacker can 

even send text messages, 

make calls or retrieve and 

modify information stored 

on the mobile device. 

41 

Don’t use public Wi-Fi, it gives hackers 

access to the personal data. 

 

Use a telecommunication service or a 

secure network before using a home 

automation application. 

 

Be aware about theft device losing. 

10 

Location 

Tracking 

Informatio

n 

An 
attacker 
can 

observe 

the 

location 

data 

traffic 

 

An attacker can conclude 

that the Smart Home 

owner has left the home. 

plan to break into the 

smart home if it is vacant. 

34 

- Limit network traffic to be accessed 

only by authorized users. 

 

Use communication protection 

protocols such as SSL/TLS over 

TCP/IP, or DTLS over UDP. 

 

- Locations information should be 

protected from unauthorized access 

 

- Such information should not be sent in 

clear text, and thus a secure 

communication (encrypted) protocol is 

needed in SHAS for encrypting the 

traffic between the tracking system and 

the listener device. 

 

- Have multilayer security 

countermeasures. 
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Once we have the results of the research, there will be a need to discuss them. As we stated 

previously, Internet of things (IoT) technology has anticipated in development of smart homes 

to bring convenience and efficiency into our lives and our homes. Security is one of the goals 

of IoT-based smart home but, based on what we have found above (security risks) as a result 

of the research, we see that these technologies are very much vulnerable to different security 

attacks that make an IoT-based smart home danger and unsecure to live in if security is 

neglected. Therefore, it is necessary to evaluate the security risks to judge the situation of the 

smart homes. If security in a smart home ignored or if convenience and functionality preferred 

over security, there will be important implications for security in these technologies. Smart 

home is a place of human live and it has to be safe and secure to live in. It must provide 

sufficient security and privacy assurance. Connecting every smart objects inside the home to 

the internet and to each other results in new security and privacy problems, e.g., 

confidentiality, authenticity, and integrity of data sensed and exchanged by devices. Security 

risks have to be investigated and addressed as we have done in this research. We can conclude 

that security is a critical factor and must be taken seriously and deeply (protection in depth) in 

the smart home system otherwise there may be serious consequences as well as all the 

identified risks in this thesis will be valid. 

For this purpose and for answering the research questions, a comprehensive security risk 

assessment has been conducted using OCTAVE Allegro methodology to assess and evaluate 

security risks in a typical smart home with the goal of highlighting various security threats in 

IoT-based smart home, impacts and proposing countermeasures to the identified issues 

satisfying most of security requirements. 

In this work, 10 critical information assets were identified on which the security risk 

assessment performed with the goal of protecting them. About 15 associated risks were 

founded in different parts or subsystems in the smart home with different risk scores. Different 

mitigation plans are proposed to solve these risks or at least mitigate them to an acceptable 

level. Human factor is very important and has to be considered seriously. User education is 

essential to make stakeholders in particular the inhabitants aware of different security issues 

especially social engineering. 

The work has met its goals and answered the research questions by resulting in a list with 

security risks in a smart home, impacts and suitable countermeasures. The list will be some 

useful contribution which can be used as a foundation for the specification of security 

requirements in a smart home. For future work, the assessment will be extended to include 

many more security risks and even considering other types of smart homes as specified in 

section 2.2. 
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Chapter Seven 

7. Recommendations 
 

The aim of this chapter is to provide some recommendations to the stakeholders, both the 

commercial stakeholders (suppliers, infrastructure providers, third party software and 

hardware vendors etc.) and Non-commercial stakeholders (governmental institutions and 

municipalities and end-users (inhabitants)), with the goal of making improvements in this 

technology (IoT-based smart home), with respect to the security. 

 

 

7.1. Recommendations to the Commercial Stakeholders 

 

1) There is a big need to integrate security in design and development phase. 

2) All products and services that have an impact on inhabitant’s life and safety should has 

high level security requirements. 

3) Security is improved in the systems by blocking access to a login page for some time after 

sequential failed login attempts. This protects the system from brute-force attacks and 

dictionary-based attacks. 

4) Require consumers to change default passwords during the set-up process. 

5) There is a need for legal support in the enforcement of privacy in IoT environments, and 

privacy should be considered already while IoT systems are designed. 

6) There is a need for security standards (a baseline requirement for manufacturers). 

7) It is better to test your security measures before launching your products and don’t 

forget to close all backdoors in the products. Bad for your reputation. 

8) Companies should continue to patch known vulnerabilities throughout the products life 

cycle. 

9) Security risk assessment methodologies, that can cover constraints in devices, should be 

developed. 

10) Be transparent and tell your customers how you use their confidential information. 
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7.2. Recommendations to the Non-Commercial Stakeholders 

 

1) It’s crucial to set up secure usernames and passwords for all home automation 

systems rather than leaving them at their default settings. 

2) Keep your passwords strong and unpredictable Use long password with upper and 

lowercase letters, numbers, and special characters. Change them frequently on all 

your systems and devices.  

3) Avoid using easy-to-guess sequences like “123456”. 

4) Don’t reuse any passwords you already set for other purposes. 

5) Stay up to date and install all firmware or software updates that are available for your 

installed devices. 

6) The consumers should choose their systems and devices from well-known vendors 

with good reputation and not from vendors with limited experience in security. 

7) Avoid outsourcing your infrastructure to the third party service provider, it is not sure 

that they are aware of all security risks or requirements. 

8) Don’t choose convenience and ease of use over security if you are given the choice. 

9) Configure your router and systems properly. For that you must be a security skilled 

person, otherwise it brings in its own set of vulnerabilities. Choose your router 

equipped with Wi-Fi Protected Access (WPA2) to ensure maximum security from 

hackers. 

10) Update and upgrade devices. Don’t continue with the old ones. 

11) Perform penetration testing periodically to ensure that your systems are secure. 

12) Risks and threats change over time, that’s why it is important that the user periodically 

reassesses risks and reconsiders the effectiveness of the selected countermeasures. 

13) Security training program is a must for the home inhabitants to make them aware 

about good security practices. 

14) Consider security measures at several levels. Implement a defense-in-depth 

approach. 

15) Mobile phone is used as a remote control device. Therefore, it’s crucial that it remains 

under a close watch at all times. Don’t use jailbroken phones. 

16)  Prevention is better than cure. Keep intruders out of your systems (IPS) because once 

they get in, it will be difficult to find them and block them. 

17) Policy should be made by policy makers to be applied and followed. 

18) It is important to note that the risk process is iterative. Risk assessment needs to be 

kept current. Risks need to be assessed and managed continually see figure 14 below. 

19) Be aware about social engineering. Don’t trust everyone. 

20) Keep your Wi-Fi networks unquestionable secure. Use devices that employ Advanced 

Encryption Standard (AES) with a key size of at least 128 bits. 
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Figure 14: Risk Management Life Cycle 

  



 

  
SECURITY RISK ASSESSMENT 92 

 

Chapter Eight 

8. Conclusion 
 

The thesis objectives were to introduce the topic of Internet of Things (IoT) and its application 

to create smart homes to provide intelligence, comfort and to improve the quality of life. 

Bringing IoT technology to our home results in new security challenges, therefore IoT-based 

smart homes require very stringent security requirements. These modern technologies offer 

both opportunities and risks, an IoT-based Smart Home is highly vulnerable to different 

security threats both from inside and outside the home, if security in a smart home or smart 

device was compromised, the user’s privacy, personal information and even safety of the 

inhabitants will be at risk. Security of the smart home and its information assets is critical for 

inhabitant’s security and safety. Therefore, appropriate measures have to be taken to make 

the smart home more secure and suitable to live in. But, we must know exactly what we are 

trying to protect and why before selecting specific solutions. A careful assessment of security 

risks must precede any security implementation to assure that all the relevant, underlying 

problems are first discovered. 

 

For this purpose, these research question were stated from the beginning of this paper, 

namely: 

1. What are the emerging security threats from IoT-based Smart Homes? 

2. What are the consequences of these threats (Impacts)? 

3. Are there suitable countermeasures to propose? 

4. What to recommend the users? 

 

This paper has conducted a comprehensive security risk assessment using OCTAVE Allegro and 

identified 10 critical information assets to perform the assessment on. The process of the risk 

assessment has got fine and resulted in finding about 15 security risks both inside and outside 

the smart home as shown in table 61. Of course, there are many other risks that are not stated 

there because of lack of time and increased number of worksheets that limited the amount of 

the work. Consequences of the risks are described assumed that the threats are realized. 

Suitable countermeasures are proposed to mitigate the risks to an acceptable level since 100% 

security is never attainable. 

  

In a highly connected and complex environment such as IoT-based smart home, an attacker 

who compromises a home automation system can cause a wide range of damage. The risk 

assessment set to identify the most severe potential dangers. One of the main sources of risk 
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is connected to the devices and sensors. The risks to hardware concern theft and defect, 

manipulation, and sabotage of the various devices used within the SHAS, also need careful 

attention. The highest risk score which is 41 is related to the information assets (User 

credentials and Mobile Personal Data and Apps) when they are compromised. Within network 

communication, the main risks come from inadequate authentication and lack of secure 

communication channel and encryptions. The most severe risk is the human factor because 

humans represent the highest risk exposure in smart home automation systems because 

homes consist of people of all ages, some of them especially those with limited technical 

knowledge are more vulnerable to social engineering attacks, misuse and misconfiguration of 

the systems. With that, the study has accomplished its goals and answered the research 

questions. 

For future work, the security risk assessment will be extended to consider other kinds of smart 

homes application areas such as Smart homes for eldercare, Smart homes for healthcare, 

Smart homes for childcare. 
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