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Abstract 
Healthcare combined with mobility is a relatively new and upcoming area. New ways 
of handling the healthcare chain are needed to meet the new demands. In this paper 
we have studied a project that is trying to meet these new demands, the MobiHealth 
project. It is highly critical that the system is safe and reliable enough not to 
jeopardize the patient’s state of health. No system can be totally safe but we have 
studied what safety factors, methods and models there are to aid us during the 
development to achieve a safer solution. As a result of this thesis we have found a 
number of important safety factors to take into account when developing mobile 
healthcare systems. 



 

Table of contents 
 

1 INTRODUCTION 1 

1.1 BACKGROUND OF THE STUDY 1 
1.2 RESEARCH PURPOSE 1 
1.3 DELIMITATIONS 2 
1.4 DISPOSITION OF THE THESIS 3 

2 LITERATURE REVIEW 4 

2.1 CRITICAL SYSTEMS 4 
2.1.1 SAFETY 6 
2.1.2 METHODS AND MODELS WHEN DEVELOPING CRITICAL SYSTEMS 9 
2.1.3 SECURITY 11 
2.1.4 VERIFICATION AND VALIDATION 13 
2.1.5 TESTING 13 
2.1.6 STANDARDS 14 
2.2 HEALTHCARE ISSUES 15 

3 METHODOLOGY 17 

3.1 RESEARCH STRATEGY 17 
3.2 CASE-STUDY 18 
3.3 DATA COLLECTION 18 
3.4 DATA ANALYSIS 20 
3.5 VALIDITY AND RELIABILITY 20 

4 EMPIRICAL FINDINGS 22 

4.1 DESCRIPTION OF THE MOBIHEALTH PROJECT 22 
4.2 THE DEVELOPERS’ FINAL TRIALS OF THE MOBIHEALTH PROJECT 23 
4.2.1 THE STAFF’S PERSPECTIVE ON MOBIHEALTH 23 
4.3 INTERVIEW WITH TONY SCULLY AND STEFAN KULLBERG 24 
4.4 INTERVIEW WITH PER LINDGREN 25 

5 ANALYSIS 28 

5.1 SAFETY IN CRITICAL SYSTEMS 28 
5.2 METHODS AND MODELS 29 
5.3 SECURITY 30 
5.4 VERIFICATION, VALIDATION AND TESTING 30 
5.5 STANDARDS 31 
5.6 HEALTHCARE ISSUES 31 



 

6 CONCLUSIONS 33 

6.1 DISCUSSION 33 
6.2 CONCLUSION 35 
6.3 METHOD DISCUSSION 35 

7 DEFINITIONS 37 

8 LIST OF REFERENCES 39 

 



Safety issues in mobile healthcare systems 
A study of the MobiHealth project 

    
 
 

  
 

1

1 Introduction 
In this section the background for the thesis will be presented followed by our 
research purpose, delimitations and a disposition of the thesis. 
 

1.1 Background of the study 
Healthcare combined with mobility is a relatively new and upcoming area. New ways 
of handling the healthcare chain are needed to meet the new demands. 
 
Some of the new demands are lower budgets and increasing lead times. The Swedish 
County Council reports a budget deficit in the range of 2-3 billion Swedish crowns 
each year. (Swedish County Council 2000) 
 
There are a large number of distance-spanning healthcare projects that are currently 
under way. According to the Swedish County Council there were over 100 trial 
projects being conducted in Sweden in 1998 and increasing. (Karlsson 2000) 
 
According to a report from the Swedish County Council there are a couple of 
advantages that can be achieved with distance-spanning healthcare technology. The 
most important advantages are: 

• Reduced lead time. 

• Improved healthcare quality. 

• Meeting new patient demands. 
(Swedish County Council 2000) 
 
Distributed systems in healthcare are a relatively new area that we believe will 
revolutionize the way that healthcare is performed. It is highly critical that healthcare 
surveillance systems are safe and reliable enough not to jeopardize the patients’ state 
of health in case of an unexpected event.  
 
Even if a failure of the healthcare surveillance system may not automatically lead to 
death or injury it does not mean that something could not happen with the patient 
during the down time of the system. That is the reason that makes healthcare 
surveillance systems highly critical. 
 

1.2 Research Purpose 
The research purpose of this thesis is to examine important safety factors in mobile 
health surveillance systems from the developer’s point of view to increase the 
understanding of the safety aspect in mobile health surveillance solutions. This thesis 
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is written for the developers of healthcare related systems. The research question is 
formulated as: 
 

Looking at mobile health surveillance solutions as critical systems, what are 
the most important safety factors to take into account during development? 

 
The definition of safety is: 
 

Safety is a property of a system that it will not endanger human life or the 
environment. A safety-related system is one by which the safety of equipment 
or plant is assured. The term “safety-critical system” is normally used as a 
synonym for a safety-related system, although in some cases it may suggest a 
system of high criticality. Safety is very closely linked with quality 
management. (Storey 1996)   

 

1.3 Delimitations 
This study focuses on the concept of safety rather than the technology behind the 
solution. Neither will we investigate issues addressed to external companies such as 
TeliaSonera, which was responsible for the transformation and transportation 
between the UMTS1 network and the Internet, because they are outside the 
boundaries of the system in focus. 
 
Because MobiHealth was a technical feasibility project only a few of the test 
participants were real patients, therefore all communications will be held with the 
developers at the Centre for Distance-spanning Healthcare (CDH) and Embedded 
Internet System Laboratory (EISLAB) at the Luleå University of Technology. 
 

                                                
1 Universal Mobile Telecommunications System 
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1.4 Disposition of the thesis 
An overview of the thesis is presented in table 1.1. 
 
Chapter 2 Chapter 2 provides an overview of existing theories regarding 

critical systems, safety, methods and models, security, verification 
and validation, testing, standards and issues when working with 
healthcare. 

Chapter 3 In this chapter we discuss and select research methods. It involves 
research strategy, data collection methods, analysis method and how 
to ensure the quality of our research. 

Chapter 4 In chapter 4 we present our empirical findings and a presentation of 
the information we gathered concerning the MobiHealth project. 

Chapter 5 In this chapter we compare the theory from chapter 2 with the 
empirical findings in chapter 4.  

Chapter 6 Chapter 6 provides a summary of what we found in chapter 3, 4 and 
5 as well as our conclusions based on our analysis in chapter 5.  

Chapter 7 In this chapter we present a definition list which defines important 
terms that we have used in this thesis. 

Table 1.1: Disposition of the thesis 
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2 Literature review 
In this section we will present the theories that are relevant for this thesis. Healthcare 
surveillance solutions are critical systems because of the fact that a human life may 
depend on their operation. 
  

2.1 Critical Systems 
A system can never be one hundred percent secure according to Gratte. Even in our 
wildest imaginations we can never predict everything that can happen. We must not 
forget that we are working with advanced technology; it is hard to predict all 
problems when working with computers and software, even for those who work with 
security-related issues. (Gratte 1996) 
 
Three fundamental terms in safety-critical systems are fault, error and system failure. 
Storey says that system faults may take a number of forms; for example, a failure of a 
hardware component as well as a mistake within the software counts as a fault. A 
mistake in the design of the system also represents a fault. A fault may lead to an 
error, which is the situation by which the fault becomes apparent. If an error gets to 
the degree where it would cause the system to halt from its required operation it 
would be called a system failure. (Storey 1996) 
 
Storey mentions two kinds of faults. The first kinds are random faults and are 
associated with hardware component failures. He says that all physical components 
are subject to failure, and thus all systems are subject to random faults. The second 
kinds of faults are systematic faults, which include design faults as well as mistakes 
within the specification of the system. All software faults count as systematic faults 
since they appear because of design flaws within the system. (Storey 1996) 
 
Story says that in highly critical systems it is not enough to just use good quality 
components to produce acceptable performance. Additional measures must be taken 
to overcome the effects of faults. They can be divided into four groups of techniques: 

• Fault avoidance 

• Fault removal 

• Fault detection 

• Fault tolerance 

(Storey 1996) 
 
Fault avoidance aims to prevent faults from entering during the design of the system 
which is the primary aim of the entire design process. Fault removal is the attempt to 
find faults within a system before it enters operation. The goal with fault removal is 
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to find the flaws that did not get detected in the design phase. Fault detection is used 
during the operation of the system in order to detect faults so their effect can be 
minimised. Fault tolerance is designed to allow the system to operate correctly in the 
presence of faults. Storey says that none of these techniques are completely effective 
and that it is critical to use a combination of all four of them in order to keep the 
system failure to an acceptable level. (Storey 1996) 
 
Reliability is the probability that a component or system will function correctly over a 
given period of time. A system might have a certain probability of working over the 
period of a month and much lower when operating for a year. Reliability is of 
particular relevance in systems where continuous uninterrupted operation is essential 
to the maintenance of safety, for example a system that is a flight-critical aircraft 
system where the safety of the aircraft is depending on that the system if functioning 
correctly through its flight. (Storey 1996) 
 
Availability is like reliability according to Storey except that it relates to a particular 
point in time, rather than to a given period. Availability is closely linked to issues of 
reliability but is not synonymous: for example a nuclear reactor shutdown system 
where the safety of the plant is affected by the probability that it will work correctly 
when needed. In that case availability is of greater importance than reliability. For 
critical systems the requirements for availability are high. (Storey 1996) 
 
Failsafe operation is if the system detects a system failure it returns to a predefined 
safe state. Storey has a railway signalling system as example; in that system the 
failsafe state is that all signal lights should be red and all points locked in their 
previous positions. This should bring all the trains safely to halt in case of system 
failure. (Storey 1996) 
 
The integrity of a system is the ability to detect faults in its own operation and to 
inform the operator. System integrity is particularly important in a critical system that 
uses failsafe states. An aircraft autopilot for example; there is no doubt that both the 
pilots and the passengers would prefer that the aircraft is flown manually if there was 
any hesitation about the correctness of the autopilot’s operation. (Storey 1996) 
 
Storey says that even if the developers make a great effort to produce a system that 
will tolerate faults, it cannot guarantee that the system does not fail. In critical 
systems, especially those without failsafe states, it is vital that the system can detect 
failures and restart itself quickly, system recovery. Depending on the system, the 
recovery process may need to determine the current status of the system, to be able to 
take appropriate action to continue operation, and to maintain safety.  
 
According to Storey dependability is a property of a system that justifies placing 
one’s reliance on it. Dependability is based on factors such as reliability and 
availability that is combined to make a dependable system. Dependability is of great 
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importance in all critical systems but the factors that contribute to it can vary between 
systems. (Storey 1996) 
 

2.1.1 Safety 
Storey’s definition of safety is “Safety is a property of a system that it will not 
endanger human life or the environment” Storey also points out that a system can 
never be absolutely safe; the goal is to design a system that is tolerably safe for its 
given task. (Storey 1996) 
 
Storey divides the safety aspects into three categories: 

• The first category is primary safety of the system itself. Primary safety 
includes dangers caused directly by the systems hardware such as fire, 
electrocution or electric shock.  

• The second category is the functional safety of the system. It covers aspects 
with equipment that is directly controlled by the system; it is related to the 
correct functioning of the computer hardware and its software.  

• The third category is indirect safety, it relates to the indirect consequences of 
a computer failure or the production of incorrect information.  

 
Storey says that these considerations are of relevance in a wide range of systems such 
as medical imaging and patient record systems because faults within such systems 
could endanger human life. As example Storey uses the implementation of the 
London Ambulance Service dispatcher. He writes that when they first installed the 
system, which routes 999 phone calls to the appropriate emergency services, it caused 
very long delays in dealing with emergencies. The safety implications of such delays 
are very clear. (Storey 1996) 
 
Villemeur believes that safety is the ability of an entity not to cause, under given 
conditions, critical or catastrophic events. Safety is usually measured by the 
probability of an event under certain conditions. (Villemeur 1992) 
 
Leveson says that system safety is used to prevent foreseeable accidents and to 
minimize the result of unforeseen ones, it is done by a combination of system theories 
and system engineering approaches. It is not only human death or injuries that are 
considered but also destruction of property and environmental harm. The cost of 
social, political and economical factors decides whether a possible accident should be 
eliminated or not. (Leveson 1995) 
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Designing for safety 
System safety should be integrated in the earliest concept development stages and 
continue through the whole project, says Leveson. That is because system safety 
should not be added to a complete design but build into the system for better 
integrity. (Leveson 1995) 
 
Leveson says that there are two approaches to design for safety, the first is to apply 
standards and codes of practice the other is guiding design by hazard analysis. These 
approaches are complementary and both should be used for an optimal result. 
(Leveson 1995) 
 
When the hazards have been identified the highest priority should be to try to 
eliminate them. Leveson gives four examples on approaches to reduce risks of 
hazards: 
 

1. Try to eliminate the hazard. 
2. Try to reduce the hazard. 
3. Try to control the hazard. 
4. Try to reduce the damage of the hazard. 

 
Leveson also says that not only one of these approaches should be used, only that the 
higher levels are more desirable. (Leveson 1995) 
 

Management for safety 
According to Leveson, the most important aspects of system safety in terms of 
accident prevention may be management procedures. Effective safety management 
includes defining responsibility, granting authority, document and tracking hazards 
and their resolution, setting policy and defining goals, maintaining safety documents 
and so on. (Leveson 1995)  
 
Petersen mentions ten basic principles of safety. They are: 

1. An unsafe act, an unsafe condition, and an accident are all symptoms of 
something wrong in the management system. 

 
2. We can predict that certain sets of circumstances will produce severe injuries. 

These circumstances can be identified and controlled. 
 

3. Safety should be managed like any other company function. Management 
should direct the safety effort by setting achievable goals and by planning, 
organizing, and controlling to achieve them. 
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4. The key to effective line safety performance is management procedures that 
fix accountability. 

 
5. The function of safety is to locate and define the operational errors that allow 

accidents to occur. This function can be carried out in two ways: 
a. by asking why accidents happen – searching for their root causes 
b. by asking whether certain known effective controls are being utilized. 

 
6. The causes of unsafe behaviour can be identified and classified. Some of the 

classifications are Overload (the improper matching of a person’s capacity 
with the load); Traps, and the worker’s decision to error. Each cause is one 
which can be controlled.  

 
7. In most cases, unsafe behaviour is normal human behaviour; it is the result of 

normal people reacting to their environment. Management’s job is to change 
the environment that leads to unsafe behaviour. 

 
8. There are three major subsystems that must be dealt with in building an 

effective safety system:  
a) the physical. 
b) the managerial. 
c) the behavioural. 

 
9. The safety system should fit the culture of the organization. 

 
10. There is no one right way to achieve safety in an organization; however, for a 

safety system to be effective, it must meet certain criterions. The system must:  
- Force supervisory performance. 
- Involve middle management. 
- Have top management visibly showing their commitment. 
- Have employee participation. 
- Be flexible. 
- Be perceived as positive. 

 
Many of these principles are just principles without tested techniques available while 
others have well-tested methods available. (Petersen 1989) 
 

Human factors in safety 
Storey believes that we should strive to make safety-critical systems as simple as 
possible but unfortunately such systems usually need complex entities, the human 
operators. When they are “integrated” in a critical system many accidents may be 
directly attributed to operator errors because humans are unreliable and 
unpredictable. (Storey 1996) 
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Storey says that the normal thing is to try to remove humans from tasks that follow a 
well-defined set of rules when computers are both faster and more accurate in terms 
of processing a predefined set of instructions. The advantage of humans is that they 
are flexible, adaptable and good at handling unexpected events; and that is the area 
where computers are far behind. In a situation where the system operates outside its 
normal specification the human could be the only one that can prevent an accident. 
Therefore both the computer and the human operator are essential in a safety-related 
system. (Storey 1996) 
 
Storey is of the opinion that when we know that humans and computers have 
different skills we need to take full advantage of both the humans’ and the computers’ 
different strengths. For example the human should work with areas that need 
creativity and flexibility and the computer’s primary work should be jobs that can be 
defined by a set of rules. (Storey 1996) 
 

2.1.2 Methods and models when developing critical systems 
When working with system development in critical systems there are a number of 
methods that can be applied to get a higher quality of a project. 
 
One of the most important factors for improving the safety of a system is to identify 
the ways in which it can cause harm. When these problem areas have been found, 
their severity can be assessed; if they are significant, appropriate steps may be taken 
to remove them or lessen their effects. (Storey 1996) 
 

PHI - Preliminary hazard identification 
It is essential to identify the hazards of a system in an early stage in the development 
process, usually during project conception. The presence of critical hazards can have 
great consequences for the design and development of any system. If the system has 
too many or too critical hazards there are a few actions that can be taken to reduce the 
risk, for example redefining the nature of the system to remove or decrease the risk of 
the hazards or designing the system in a way that is suitable to the severity of the 
hazard. It is important that all embedded computer systems are analysed with the 
preliminary hazard identification so that all of the systems’ hazards are recognized. 
(Storey 1996) 
 

FMEA - Failure modes and effects analysis 
The FMEA is a form of reliability analysis that emphasizes correct function rather 
than hazards and risk; it was developed to predict the reliability of equipment. The 
target is to establish the overall probability that a product will operate without a 
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failure for a specific length of time or that the product will operate a certain length of 
time between failures. (Leveson 1995) 
 
FMEA is a method of determining the degree of safety on each individual component 
in the system and investigating the possible modes of system failure to determine 
their causes and consequences. After the failure modes and effects analysis is 
completed on each individual component a new analysis on the entire system should 
be performed. (Storey 1996) 
 
FMEA is used to review the effects on each component’s failure mode in all possible 
situations. It is also used to identify failure modes that significantly affect the 
system’s availability, reliability, maintainability or safety of the system. (Villemeur 
1992) 
 
Villemeur also brings up four main steps in the performance of FMEA, components 
and its functions (the systems definition), detection of the components failure modes 
and their causes, revision of each failure mode and its effects and finally conclusions 
and recommendations on improvements. (Villemeur 1992) 
 
FMEA uses forward search based on an underlying chain-of-events model and the 
start events are failures of individual components. The first objective with FMEA is 
to identify all components and their failure modes, considering all possible operating 
modes. For each failure mode, the effects on all other system components are 
determined and also the effect on the whole system. After that the failure probability 
and seriousness of the results of each failure mode are calculated. (Leveson 1995) 
 
The failure rate of a component is calculated from generic rates that have been 
developed from experience and are often published. It is important that the 
environment in which the component will be working is identical to the one for which 
the statistics were collected. The results from the analysis are documented in a table 
with column headings such as product, failure mode, cause of failure etc. (Leveson 
1995) 
 

HAZOP – Hazard and operability studies 
The HAZOP is good at demonstrating the effects of parametric changes and out-of-
range values of safety. The HAZOP study uses a series of “guide words” to see the 
effects of deviations from normal operating conditions during each phase of a 
system’s operation. The study is based on questions like “what-if”, for example “what 
if the UMTS network goes down?” HAZOP has the capability to be computer 
assisted and work very efficiently, but it is time-consuming. (Storey 1996) 
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FTA – Fault tree analysis 
Fault tree analysis starts with all identified hazards and works backwards to 
determine their possible causes. Data from earlier system development hazards or 
accidents may also be used as a starting point for the analysis. Logical operators are 
used to connect the relationships between cause and effect. (Storey 1996) 
 

2.1.3 Security 
Security is all about building systems that are dependable when exposed to error, 
malice or mischance. It ranges from cryptography and computer security through 
hardware manipulation-resistance to applied psychology, organizational methods and 
the law. Traditional system engineering uses business process analysis through 
software engineering, evaluation and testing. Those factors are important but are not 
enough since they only deal with error and mischance rather than malice. (Anderson 
2001) 
 
Many security-related systems have critical assurance requirements. The systems 
failure may jeopardize human life, the environment, privacy or risk economic 
disasters. The systems typically need some form of user authentication, transaction 
integrity and accountability, fault-tolerance, message secrecy and covertness. Many 
systems fail because the designer is protecting the wrong thing, or the right thing but 
in the wrong way. (Anderson 2001) 
 

Healthcare perspective 
Healthcare personnel depend on fast access to information to be able to perform their 
job well. Unfortunately availability also increases the risk that the information will be 
abused. (Ruland 2002) 
 
The demands on protection of information have always been there in the healthcare 
sector, ever since the pen-and-paper system. Healthcare personnel have always been 
forced to take the patients’ faith and privacy into consideration as well as taking 
detailed notes. (Ruland 2002) 
 
Ruland states that the main problem with data security is not the technology but 
rather the lack of good guidelines. With proper policies the electronic system can 
provide better security than traditional paper-based systems. (Ruland 2002) 
 
The goal with data security is to guarantee confidential management of the patients’ 
state of health as well as their privacy. It should also guarantee secrecy and prevent 
unauthorized access to the information. (Ruland 2002) 
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Data quality 
Gratte states that it is especially important to have data quality protection and data 
protection in the healthcare business. It is important with high data quality because of 
the fact that many decisions regarding the patient’s health are built upon the 
information provided. Because of this it is very important that the data is correct so 
that the actions taken are accurate. There are many factors that treat the data quality. 
The most common factors are program errors, input errors, transfer errors and 
intentional manipulation. (Gratte 1996) 
 
Wrong information about a patient can lead to frustration, many problems or other 
serious consequences for the patient. Errors that occur during usage of the system can 
be hard to discover because the presented information can appear probable at first 
sight. The data structure and the language can be correct even if a part of the content 
is missing or is incorrect. (Ruland 2002) 
 

Data protection 
With increasing workstations in the network the threat also increases. A local 
computer cannot be under as heavy observation as the servers that are often stored in 
locked rooms. A big problem, the extent of which is hard to measure, is monitoring of 
the network traffic by unknown parties. One way to solve the problem is by 
encrypting the data. It is even a good idea to encrypt the data stored in the computers.  
(Gratte 1996) 
 
Authentication control is to prevent non-authorized access to data. Every system in 
the healthcare industry that contains sensitive information about individuals has to be 
regulated by an authentications system. Passwords are a common form of 
authentication but the passwords often have flaws so nowadays they are often 
combined with, for example, magnetic cards.  
(Gratte 1996) 
 
An authentication system is built to prevent employees accidentally doing something 
they are not supposed to, to prevent someone being wrongfully blamed for 
unauthorized use of the system and to prevent illegal unauthorized access to the 
system. (Gratte 1996) 
 
When handling sensitive health-related data about individuals a log file is necessary. 
The log file should contain information such as who accessed a specific resource at 
what point of time, what has been modified or read. Rather than just collecting 
information about what is accessed in the system the log file should be able to 
register the attempts to access resources the user or the unknown user is not entitled 
to access. The log file is an excellent tool to use to analyse a suspected attack on the 



Safety issues in mobile healthcare systems 
A study of the MobiHealth project 

    
 
 

  
 

13

system. Even if there are no suspicions about an attack it can be used to take a 
random sample. (Gratte 1996) 
 

2.1.4 Verification and Validation 
When the system is complete and functions correctly, the verification and validation 
of the system may start. The verification looks at whether the system matches to its 
specification. Usually this is done on module level initially, to go through all modules 
to see if they correspond to its specification. Validation looks at whether the system 
as a whole correctly meets the requirements the users have. It therefore includes 
considerations of the correctness of the specification itself. (Storey 1996) 
 
The verification demonstrates that the output of a phase conforms to its input rather 
than showing that the output is actually correct. If the specification is wrong, the 
verification process will not necessary detect that. Therefore errors in an early phase 
can go through the whole development process without being noticed. To overcome 
these problems, verification is supplemented by a process of validation, which 
attempts to locate problems within the specifications of a phase. (Storey 1996) 
 
The validation often looks at the behaviour of a prototype system and determines 
whether this operates in a manner that satisfies the needs of the customer or user. 
Validation of the complete system demonstrates its suitability for use, and confirms 
the appropriateness of the original specification. (Storey 1996) 
 
Verification and validation are achieved by performing various tests to investigate the 
nature of the different descriptions of the system. (Storey 1996) 
 

2.1.5 Testing  
The testing is performed to verify or validate a system or its components. The results 
of the tests procedure may be used to evaluate the integrity of the system and to 
examine specific characteristics such as its safety. Testing will also show faults that 
may then be removed, to increase the system’s dependability. (Storey 1996) 
 
Testing can be performed at three stages during the development of a system. 
 

• Module testing  
Module testing is small, simple functions of hardware or software being 
tested. Faults detected in this stage are usually relatively easy to locate and 
remove because of the simplicity of the components involved. 

• System integration testing.  
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System integration testing looks at the characteristics of collection of modules 
and is generally aimed at establishing their correct interaction. Faults at this 
stage are often more costly to correct. 

• System validation testing. 
System validation testing sees that the whole system satisfies its requirements. 
Any problems that occur at this stage are likely to involve weaknesses in the 
customer’s requirements documents or in the specification. Faults at this stage 
are likely to be extremely costly to correct, as any modifications to these 
documents must propagate through the entire development process. 

(Storey 1996:310) 
 

2.1.6 Standards 
Regulations regarding quality and safety have existed for more than 150 years; some 
of the first to emerge were concerning railways. The most common standard for 
quality and safety is the ISO2 9000 series. The ISO 9000 series consists of a number 
of independent documents that cover different aspects of the topic. (Storey 1996) 
 
Storey wants to stress that the ISO 9000 is not specifically concerned with computer-
based systems. He says that it is primarily about quality assurance. The standard may 
however be used in any industry, although detailed guidance is given on applicability 
to software. The ISO 9000 TickIT is a certification system for quality management 
systems that is specially designed for the needs of the software industry. (Storey 
1996) 
 
Other common standards are ISO/IEC3 9126, ANSI4/IEEE5 and ASME6. The 
ISO/IEC 9126 standard is primarily concerned with quality control and is specific to 
computer software. ANSI/IEEE and ASME is standards regarding quality assurance 
in software systems. (Storey 1996) 
 
The use of standards for quality is increasing in the small businesses, usually the ISO 
9000 series or equivalent. One of the major reasons is that bigger companies that 
conform to ISO 9000 will often only employ suppliers and subcontractors who are 
also using such a quality system. Unfortunately for highly critical projects the 
procedures of ISO 9000 are not sufficient and a more stringent quality system is 
necessary. Even though quality assurance is important in all safety-critical projects, it 
is not by itself sufficient to achieve an adequate level of quality. Quality controls are 

                                                
2 International Organization for Standardization 
3 International Electrotechnical Commission 
4 American National Standards Institute 
5 Institute for Electric and Electronic Engineers 
6 The American Society of Mechanical Engineers 
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also required to deal with the product issues rather then the process issues. The lack 
of the use of metrics in the area is a cause of some concern. (Storey 1996) 
 
General safety design principles have for hardware been incorporated into standards, 
codes of practice and checklists in order to learn from former accidents. For example, 
the proper use of pressure relief valves is specified in standards for use with pressure 
vessels in order to avoid explosions, electrical standards and codes reduce the 
probability of fires. Unfortunately there are no such standards for safe software.  
When the quality meets with safety requirements in a particular system it could make 
the software safer, however when it conflicts with safety or has little to do with the 
hazards it may have little effect on safety or even increase the risk. (Leveson 1995) 
 

Advantages with using open standards 
Language and standards are in a way similar, they are the means by which people and 
computers communicate. People use language and computers use standards. Just as 
people need a common language to communicate, computers need a common 
language too. (Tim Berners-Lee) 
 
Open standard can be defined by a standard which is documented and available for all 
to use. Looking at the future perspective of system development it is important to try 
to use open standards to ensure that the system can be handled in the future, for 
example even if the company that has produced the standard goes down the 
documents or system should still be usable. (LinuxLab)  
 
Open standards can produce growth in an industry and improve products, because 
rivals can compete only with pricing and quality. (Tim Berners-Lee) 
 

2.2 Healthcare issues 
Information exchange is a part of our everyday life; we talk about work and social 
life with our friends and family. We do however choose what to tell and who to tell it 
to. We do also expect that the person we are telling sensitive private information to 
keeps it private. (Ruland 2002) 
 
The terms “privacy” and “secrecy” are somewhat difficult. Privacy means that the 
individual has control over sensitive personal information. Privacy describes the right 
an individual has to decide how much of the information about him or herself he or 
she wants to share with others. That does also include the right to keep the 
information to him or herself and protect oneself from abuse of the information. The 
privacy is the individual’s right to be left alone and be protected against physical and 
psychological assaults as well as the right to control personal information. (Ruland 
2002) 
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The term “secrecy” on the other hand is not all about the individual. It assumes a 
relationship between the person giving the information and the one receiving it. 
While privacy normally is controlled by the individual, secrecy is controlled by the 
one to whom we entrust the information. (Ruland 2002) 
 
Secrecy (professional secrecy) is a duty in the healthcare environment; it is important 
that the information is handled in a confidential way. The healthcare personnel are 
bound to secrecy by the law while the nurses are bound by it by the International 
Council of Nurses’ ethical code. (Ruland 2002) 
 
Who is to be held responsible for breaking secrecy through computer-based systems? 
Ruland says that of course the individual user cannot be blamed when the information 
is stored centrally somewhere. The user loses all control over the information when it 
is stored in the central server. Even if the nurse stores the information on the 
department’s own computer, he/she cannot guarantee what will happen to the 
information when connected to a network and in central systems. (Ruland 2002) 
 
It has always been a demand that the information should be stored in a safe way and 
be protected against unauthorized reading. That includes paper-based systems as well 
as computer-based systems. (Ruland 2002) 
 
Every institution is ordered to create a safety policy for the information systems. A 
safety policy comprises the safety around implementation, usage, operation and 
maintenance of the systems. There are very strong laws regulating the healthcare 
sector that guarantee that the information is not used for other purposes than 
authorized ones. (Ruland 2002) 
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3 Methodology 
In this chapter we will discuss the research strategy, analysis method and data 
collection methods. 
 

3.1 Research strategy 
According to Patel and Davidson the researcher has to relate theory to real life 
occurrences. Two common concepts regarding the research strategy is the deductive 
and inductive approach (see Figure 1). (Patel & Davidson 2003) 
 
The characteristics of the deductive approach are when the researcher comes to a 
certain conclusion of a real life occurrence based on already known theories. The 
objectivity in a deductive research approach is strengthened because the starting point 
is from already known theories. There is of course a slight risk that the theory, on 
which the researcher has based the research at, is influencing the research in such 
way that new discoveries about the occurrence are not found. (Patel & Davidson 
2003) 
 
The inductive research approach is by Patel and Davidson described as the path of the 
discoverer. The inductive approach in contrast of the deductive approach is when the 
researcher investigates a real life occurrence and tries to formulate theories based on 
the observations. Even if the researcher is not basing his research on already known 
theories there is a risk that the researcher’s own valuations are influencing the 
research. (Patel & Davidson 2003) 
 

 
Figure 3.1: Illustrating overview of the deductive and inductive research approach.  
 
In this thesis we are using the deductive approach because we want to study and 
compare a single case against already known theories. We are intending to compare 
the theory and models we find in the literature review with the empirical findings we 
get from our own interviews and meetings with the developers. 
 

Real life occurrences 

Theory Theory 

Deductive Inductive
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3.2 Case-study 
A case-study is an intensive study of one single case. It could be an individual, an 
event or another situation. (Carlsson 1986) 
 
When the investigating person has low control over the occurrences and when the 
phenomenon under study is not readily distinguishable from its context, the case 
study strategy is to prefer, according to Yin. (Yin 1994) 
 
Case-study can be applied on everything from persons and organizations to processes 
and events. The case-study is an intensive study that spans over a period of time. The 
main focus is that the researcher collects all relevant information that he can find 
about one or a few cases. The information collected can come from interviews and 
observations as well as hard data and soft data. Since all information gathered is 
organized around one or a few specific cases the method provides a clear image for 
the more subtle details. (Svenning 1999) 
 
We have chosen the case study strategy because we want to get a deeper perspective 
on a special subject to get a clear image of the safety details in the project we are 
studying. By performing interviews we can compare the responses with the theories, 
in order to get an answer for our research question. 
 
In this thesis we have chosen to study the MobiHealth project because of the extent of 
it. There are a lot of companies involved from different countries all over Europe. 
Because of its large budget, the fact that it is a healthcare related system and because 
of its size we believe that they should have performed an extensive safety review 
through every part of the project. 
 

3.3 Data collection  
The distinguishing feature of qualitative analysis is that you proceed from a small 
amount of material and try to go deep into the problem of the case. The qualitative 
research method is more sensible than the quantitative approach. The qualitative 
method regularly opens up new scientific areas and gives us new approaches to well-
known problems. (Svenning, 1999) 
 
The qualitative method is less abstract and closer to the raw data then the 
quantitative. The former method focuses on words while the quantitative method 
focuses on mathematics (see table 3.1).  (Svenning, 1999)  
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Quantitative Qualitative 
Answers the question “How many?” 
More precise 
Generalizing 
Strives for reliability 
Strives for validity 

Answers the question “Why?” 
More sensible 
Exemplifies 
Not necessary reliability 
Strives for validity 

Table 3.1: Quantitative versus qualitative research methods. 
 
The unstructured interview is not so closely tied to definitive questions; it is more 
open for discussion and not bound to follow a given order between the questions. The 
interviewer rather works from a theme and narrows down the questions as the 
structured interview goes on. (Carlsson 1986) 
 
In a structured interview the respondents are bound to follow a scheme of predefined 
questions. The role of the interviewer in a structured interview is to read the questions 
and listen to the answers. The interviewer should try to be as neutral as possible and 
use the same behaviour in all the interviews. (Carlsson 1986) 
 
Selection errors result in validating problems and can be caused by selecting wrong 
persons or groups for the research or by asking the wrong questions to the selected 
group. In qualitative surveys, however, there is often some way to complement the 
interviews. (Svenning, 1999) 
 
Common errors in the data collection phase can also cause problems. Humans behave 
differently in an interview situation compared to normal daily life. Some 
measurement effects can also appear, even when using the qualitative research 
method. When asking people about their opinion it could mean that you force an 
answer that the person you interview never thought about. (Svenning, 1999)  
 
The risk that the interviewer will influence the outcome is even greater in the 
qualitative research method than in the quantitative research method. In an interview 
that seems like a normal conversation, the risk is great that the interviewer will alter 
the outcome of the interview by using body language or verbally say something in an 
unpredicted way. (Svenning, 1999) 
 
It is not always necessary for the researcher to collect all new data for his research. 
Often, collected information that can be used already exists. Available data from a 
source can sometimes be enough for scientific conclusions, but usually it is necessary 
to collect data from different sources to ensure the quality of the information. 
(Carlsson 1986) 
 
When choosing the individuals to interview we used the following criterions: 

• The person should have a good general overview of the MobiHealth project. 
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• The person should have good knowledge about the MobiHealth project. 

• The person should have some previous experience of these kinds of systems. 
 
The purpose of using these criterions is to increase the quality of the answers we get 
regarding the MobiHealth project. In this thesis we will use the qualitative method 
because it provides the ability to get an open discussion and a new approach on how 
to solve our research question. We have chosen a semi structured, which is a 
combination of structured and unstructured, approach for the interview with the 
developers. We have chosen this method because it allows us to get an open 
discussion on the subject and use follow-up questions. 
 
We intend to use the final report from the MobiHealth project as a secondary source. 
We are using the report because we do not have the possibility to contact any users by 
our self since MobiHealth is only a prototype with no real users. 
 

3.4 Data analysis 
There are common errors that can arise in both qualitative and quantitative research 
methods. There are also problems that are more specific to either of the two methods.  
One of the greatest dangers is when you appoint the interview object to be the witness 
of reality and discard your own analysis and let the few chosen people represent the 
only portrait of reality. A qualitative analysis has to have theoretical support and it is 
solely the analyser’s responsibility. (Svenning, 1999) 
 
In the analysis phase there are two common types of errors, the analysis technical and 
the theoretical. The analysis technical error is when you in some way alter or change 
the information. The theoretical error is when you perform an incorrect link to the 
theory. (Svenning, 1999) 
 

3.5 Validity and reliability 
According to Denscombe there are two questions that need to be asked when  
writing a scientific paper to make sure that the paper has high precision; if the data is 
valid and if the methods used are reliable. To make sure that the data is valid  
the researcher has to see if the findings are precise enough, ask the right  
questions and try to see if the collected information is accurate. When looking at 
whether the methods are reliable the researcher has to ensure that data has not been  
affected by the data collection methods used. (Denscombe 2004) 
 
In order to increase the validity and the reliability we have used multiple  
sources for our information collection such as books, the Internet and interviews. We  
have carefully selected the respondents for the interviews and we based them  
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on the same interview guide. We have also used a tape recorder in the interview 
process to increase the reliability of our analysis. By recording the interviews we 
have the ability to go through it multiple times to ensure that we have not missed 
anything that was said. 
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4 Empirical findings 
These are our empirical findings with interviews with the MobiHealth project 
members, the MobiHealth brochure and a conclusion of the final MobiHealth project 
report (IST-36006). 
 

4.1 Description of the MobiHealth project 
The following is based on the MobiHealth brochure. 
 
There is a European Union healthcare project by the name of MobiHealth which is 
under development in different parts of Europe. The goal of the MobiHealth project is 
to construct a mobile value-added service in the area of healthcare and try to bring the 
healthcare to the patient.  
 
MobiHealth is a system that is designed to monitor the current state of the patients’ 
health outside the hospital over a mobile network via a Body Area Network (BAN). 
The measurements such as blood pressure or ECG7 are measured by the MobiHealth 
unit and transmitted from the BAN to the doctor or to the hospital. Because of that, 
the patient that needs monitoring for short or long periods of time can stay at home 
instead of being at the hospital.  
 
The MobiHealth services are based on the GPRS8 and UMTS technologies for the 
data transfer. Vital signals are measured and transmitted by the sensors and actuators 
over the Body Area Network. The platform for MobiHealth is the generic BAN 
software which provides functionality for sensor connectivity and takes care of 
security, quality and hand-over issues.  
 
The hardware that is used to support the software architecture is programmable 
mobile phones Personal Digital Assistants (PDA) which serve as Mobile Base Unit 
(MBU). The MobiHealth unit enables monitoring, storage and transmission of data 
that are coming from the patients’ BAN. 
 
The purpose of the project is to allow the patients to be in a safe home environment 
while the hospitals save money. In the long run MobiHealth can contribute to 
decreasing disease and care-related costs. 
 
The laws that regulate the healthcare area are very extensive and carefully monitored. 
IT and healthcare combined is a relatively new area and the experience in this field is 
small.  

                                                
7 Electrocardiodiagram 
8 General/GSM (Global System for Mobile Communications) Packet Radio Service 



Safety issues in mobile healthcare systems 
A study of the MobiHealth project 

    
 
 

  
 

23

 

4.2 The developers’ final trials of the MobiHealth project 
The following is based on the MobiHealth final report, IST-36006 and the 
MobiHealth brochure. 
 
According to the MobiHealth brochure the trials performed during MobiHealth were 
randomised and took place in Germany, the Netherlands, Spain and Sweden from 
May 2003 onwards. The trials were conducted in the areas of acute trauma care, 
chronic and high-risk patient monitoring as well as monitoring of patients in home-
care settings. The trials evaluated the validity of measurements, usability of the GPRS 
and UMTS networks, business and market potentials as well as the social and ethical 
effects. 
 
According to the final report of the MobiHealth project (IST-36006) the MobiHealth-
team performed a number of trials to evaluate the system. The questions of the 
MobiHealth system that were evaluated were: 

• Functionality, user interface and ease of use 

• Effectiveness 

• Safety 

• Functional and aspirational needs 

• Mastery and empowerment 

• Activity, mobility, travelling and visiting  

• Work-related quality of life and work satisfaction 

• Ethical considerations 
 

4.2.1 The staff’s perspective on MobiHealth 
The following is based on the MobiHealth final report, IST-36006 
 
About half of the respondents agreed that the equipment was easy to use and provided 
relevant information to the task. When the physical activity was to be measured the 
staff could not read the data from the activity list because the patients felt that it was 
awkward to use. All sensors were easy to apply and connect to the sensor box by the 
respondents.  
 
The manual alarm and the drop sensor alarms did not function. A majority of the 
personnel believed that the equipment did not give reliable values and was therefore 
not safe to use without risk. 



Safety issues in mobile healthcare systems 
A study of the MobiHealth project 

    
 
 

  
 

24

 
The functional needs do not appear to have been met from the respondents’ point of 
view.  
 
While the personnel did not seem to have been physically hindered by the equipment, 
they felt it had hindered them in their working process because of the activities 
needed to run it (starting up, measuring, sending etc.). Some of the staff noted that the 
positioning function only worked outdoors. They also seem to have had problems 
during trips between patients, probably due to coverage. The personnel were slightly 
more positive in the trials where they used UMTS instead of GPRS. 
 

4.3 Interview with Tony Scully and Stefan Kullberg 
We want to stress that the responses we get in this interview are personal opinions 
and may not officially represent the MobiHealth project or the university they work 
for. The interview guide can be found in Appendix A. 
 
Tony Scully works as a project manager at the Centre for Distance-Spanning 
Healthcare (CDH) at Luleå University of Technology. 
 
Stefan Kullberg is a clinical engineer and has previous experience of service, service 
manager and sales. His strengths are that he has both the healthcare perspective and 
the technical competence. He has long experience in the area of healthcare and 
technology. Since two years ago he has been running his own company, Medcon.  
 

1. Scully says that the requirements of the project are built into the specifications 
from the European Union. They have to address the issues to satisfy the 
project description. In the specification there is a security component which 
they have not finished yet. They have a special partner in the project which is 
located in Spain; they are working on the security issues in the MobiHealth 
project. The official questions that need to be answered are handled in this 
project within the trials. 
 
Kullberg says that they could have used standards such as the ISO-series; but 
Ericsson developed their own standards which he believes most big 
companies do. In the beginning they used standards that were already 
available but Ericsson wanted to develop their own standards. 
 

2. They did not know if they used any methods, models or techniques in the 
development process. This was because they both began in the project when it 
had already been written and accepted, so the negotiation of these issues had 
been dealt with before their time, in the draft application stage. 
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3. Kullberg feels that the interface was the most time-consuming task; there 
were many subsystems that were linked together. Most of the persons that 
were going to use the system were non-technical users so the system had to be 
easy to use. 

 
4. Another issue with mobile health systems is that the patients need to agree to 

have the information sent over the air. Without their acceptance they are not 
allowed to send it. The rules from the county council are strict; they have to 
store all information on a central server at the county council. No information 
is allowed to be stored on the PDA or any intermediaries; and as stated before, 
they cannot allow information loose in the air about a patient without his or 
her acceptance. As Scully said: “it can be done technically”. 

 
5. Scully mentions that they used something they called pre-trials to address the 

initial issues with the system. The two pre-trials that they performed gave 
quite a lot of information and he thinks that they addressed the issues well. 
Both user issues and technical issues were handled.  

 
There are however according to Scully several reasons why not all issues 
could be addressed; in some cases there was not enough data collected from 
the error event or it could be that a company from outside (or inside) the 
project would not give the information, possibly because it could expose 
weaknesses in their systems. 
 

6. The system was developed for non-technical people. Another issue was that 
they had to make the user interface to work almost the same way as for the 
conventional paper system. For example, the information and layout of the 
paper is different depending on who and where the information is required.  

 
7. In order to validate and verify the technical part they developed a program 

that sent parameters which were stored for later analysis. They logged events 
such as start time, number of bytes sent and stop time. Was it a stop? Why? 
Was it a user stop, GPRS failure or something else? This test was performed 
in all trials to see their throughput. To see how much information you could 
send over the connection. Tests showed that UMTS could transfer much more 
heavy data then GPRS and allowed real-time operation.  

 
8. See questions 6 and 4.  

 

4.4 Interview with Per Lindgren 
We want to stress that the responses we get in this interview are personal opinions 
and may not officially represent the MobiHealth project or the university they work 
for. The interview guide can be found in Appendix A. 
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Per Lindgren works as a lecturer at Eislab in Luleå University of Technology and was 
the project manager for Eislab’s part in the MobiHealth project. 
 

1. Lindgren says that because the MobiHealth project was only meant to be a 
prototype they have not focused so much on the safety issues. But they do 
have a special group that concentrated on the data security parts in the project. 
 
About standards in system development, Lindgren is for open standards 
especially in the Eislab department so that the system is not tied up to a 
specific company and because of the future perspective. 

 
2. Lindgren says that they have not used any specific methods, models or 

techniques that he knows about to identify hazards or risks in the development 
phase. 

 
3. This question was never asked to Lindgren. 

  
4. In order to get a medicine-technical product medically classified there are 

guiding principles that have to be followed and specific tests that have to be 
done. But in the development phase, he says that it is easier to disregard those 
principles and instead try to get the product to work before applying the 
principles. 
 

5. Lindgren mentions that the usability issues were not easy to handle within the 
MobiHealth project; the reason is because the platform was unstable and the 
communication technology did not meet the requirements. He also says that to 
get high usability in health environment products it is important to construct it 
with as few options as possible to decrease the possibility of making mistakes. 

 
6. The main difference between developing healthcare systems and an 

“ordinary” system, thinks Lindgren, is the users of the system. Systems that 
are developed for the healthcare industry often have users that are not familiar 
with the technology, and therefore the developers need to take special 
considerations to the usability of the product. Therefore it is important to 
make the product easy to use in order to eliminate faults based on “human 
factors”. 

 
7. Lindgren has only participated in the function validation of the system to see 

that the equipment worked in a laboratory environment and in the field. 
 

8. The hardest part to deal with under the development of the MobiHealth 
project, thought Lindgren, was to get the computer communication to work 
because they used such new and unstable technology, the UMTS network. 
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Another thing that caused problems in the project was that there were so many 
parties with different wills involved in the process. 

 
9. We haven’t looked at how to ensure the data quality at all, but we used the 

TCP/IP protocol which ensures, by checksums, that the packets are received 
correctly and that faulty packet is retransmitted. To ensure the protection of 
data we have been experimenting with cryptography but because this is only a 
prototype we have chosen not to include it in the final version. 

 
10. The system can after a collapse return to a predefined “secure state” if it looses 

the contact to the internet, for example if the system don’t have UMTS/GPRS-
network coverage or if it don’t get a free GPRS timeframe because of traffic 
prioritising in the operators network, in that case the unit is restarting after a 
given timeout period. When restarted it tries to connect once again to the 
internet through the cellular phone. 

 
He also said that the security for each patient was solved by the sensors that have no 
connection to the individual: instead they have a unique identification number that is 
associated with the patient by the responsible doctor. Lindgren says that when the 
information that is transferred is anonymous it is much easier to develop the product 
when you do not need to worry about the security. The data does not go directly into 
the patient journal and therefore the patient journal law does not need to be taken into 
account.  
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5 Analysis 
The data collected from the interviews and the report from the MobiHealth project 
will, in this chapter, be analysed from the literature review presented in Chapter 
Two. 
 

5.1 Safety in critical systems 
Storey says that there are four important groups of techniques to handle faults in a 
system; fault avoidance, fault removal, fault detection and fault tolerance. They 
should preferably be implemented in the above order to maintain a high degree of 
safety in the system. 
 
We did not receive any more information from the respondents other then that they 
have integrated a drop alarm sensor that should count as fault detection.  
 
Reliability, availability, failsafe operation, system integrity, system recovery and 
dependability are important terms in safety development according to Storey. High 
reliability and availability is needed to achieve high dependability. High reliability 
and availability is attained with the help of failsafe operation, system integrity and 
system recovery.  
 
In the MobiHealth project they have a built-in drop alarm; if the system was dropped 
it should report that to the responsible personnel. But in the trials this function did not 
work.  
 
Leveson says that the integration of safety should be considered in the early stages of 
a project. This is because we want the safety built into the system instead of a shell 
outside the system to improve the integrity. Leveson says that standards, code of 
practice and hazard analysis are complementary and should be used for an optimal 
result. 
 
The respondents did not know to which degree the safety integration was performed. 
 
Reliability and availability are according to Storey two important terms in safety-
critical systems. Reliability is particularly relevant in systems where continuous, 
uninterrupted operation is needed. Availability is much like reliability but relates to a 
particular point in time, rather than a given period. 
 
The respondents did not have sufficient information regarding reliability and 
availability to be able to comment this issue. 
 



Safety issues in mobile healthcare systems 
A study of the MobiHealth project 

    
 
 

  
 

29

According to Storey failsafe operation, system integrity and system recovery are 
closely linked to each other. They are all important because they are struggling to 
maintain and increase the reliability and availability of the critical system. 
Dependability is also closely related to failsafe operation, system integrity and system 
recovery but also to reliability and availability. Dependability is a property of a 
system that justifies placing one’s reliance on it. 
 
To increase the reliability and availability of the system Lindgren says that they have 
implemented a system recovery function. If you for example loose the connection to 
the internet the system would restart itself and retry to connect. 
 
Leveson says that the most important aspect of safety may be the management 
procedures. Effective safety management includes defining responsibility, granting 
authority, document and tracking hazards and their resolution, setting policy and 
defining goals, maintaining safety documents and so on. Petersen’s ten principles 
support Leveson’s statement. 
 
Many of these issues are implementation issues and are not handled in the project. 
Scully mentions that in the project description from the European Union there are 
some issues that have been addressed. 
 
Storey says that you should strive to make critical systems as simple as possible, but 
there is often a complex component involved: the human. When critical systems are 
linked with humans, accidents related to operator errors are common because 
humans are unreliable and unpredictable. As Petersen’s seventh principle states: in 
most cases, unsafe behaviour is normal human behaviour; it is the result of normal 
people reacting to their environment. 
 
MobiHealth is not only a critical system but it is also often used by “non-technical 
people” as Kullberg expressed it. Because of that they spent most of the time 
developing the interface. Lindgren agrees and says that it is important to make the 
product easy to use to eliminate faults based on human factors. Everyone agreed that 
the task of making the interface easy to use was the most time-consuming task during 
the development process. 
 

5.2 Methods and Models 
Regarding methods and models for safety Storey says that one of the most important 
factors for improving the safety of a system is to identify the ways in which it can 
cause harm. When these problem areas have been found, their severity can be 
assessed, if they are significant, appropriate steps may be taken to remove them or 
lessen their effects.  
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The MobiHealth project has not been using any specific safety models during the 
development. 

5.3 Security 
Anderson says that it is important to protect a critical system from getting exposed to 
error, malice or mischance. It ranges from cryptography and computer security 
through hardware manipulation-resistance to applied psychology, organizational 
methods and the law. The systems do usually need some form of authentication, 
transaction integrity and accountability, fault-tolerance, message secrecy and 
covertness.  
 
In the MobiHealth project they experimented with cryptography to see if it was 
possible. It was not the primary goal with the project but there was a security 
component built into the description that had to be satisfied; however, that component 
is not finished yet.  
 
Gratte says that it is especially important to have data quality protection and data 
protection in the healthcare business. It is very important with high data quality 
because the fact that many decisions regarding the patients health is build upon the 
information. The most common errors are program errors, input errors, transfer 
errors and intentionally manipulation. Protection by authentication is necessary to 
prevent non-authorized access. 
 
They made sure that no one even if they broke the encryption could associate the 
information received with the individual. At the current point of the MobiHealth 
project we cannot acquire all of the information we need on the subject. Lindgren 
says that they used the standard TCP/IP CRC-check in order to make sure that the 
data had not been altered on its way over the network. 
 

5.4 Verification, validation and testing 
Storey says that the verification is when we see if the system matches its specification. 
This is usually done on a subsystem level. Validation is when you look at the system 
as a whole to see if it matches the user’s demand. Verification and validation are 
achieved by performing various tests. 
 
In the MobiHealth project the technical verification was performed by the help of 
specially developed software. It logged events such as start time, number of bytes 
sent and stop time. The information was stored for later analysis. This technical 
verification was done in all trials.  
 
The testing was conducted in three trials in order to verify and validate the system.  
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The validation process was performed in something they called trials, where they 
looked at the following items: 

• Functionality, user interface and ease of use 

• Effectiveness 

• Safety 

• Functional and aspirational needs 

• Mastery and empowerment 

• Activity, mobility, travelling and visiting  

• Work-related quality of life and work satisfaction 

• Ethical considerations 
 

5.5 Standards 
According to Storey, general safety design principles have for hardware been 
incorporated into standards, codes of practice and checklists in order to learn from 
former accidents. ISO 9000 is the most common standard regarding quality 
assurance and safety.  
 
Kullberg says that they could use standards such as the ISO-series. In the beginning 
they used standards that were already available; however, Ericsson wanted to develop 
their own.  
 
Open standards can produce growth in an industry and improve products, because 
rivals can compete only with pricing and quality. One of the main advantages with 
open standards is that it is documented and available for all to use. It makes sure that 
a system developed with open standards can be handled in the future even if the 
original creator has disappeared.  
 
Lindgren believes in open standards to ensure that they are not tied to a specific 
company and for the future perspective. 
 

5.6 Healthcare issues 
Ruland sees privacy and secrecy as important issues when working with healthcare 
systems. To preserve the privacy the information should be stored in a safe way and 
protected against unauthorized reading. Privacy is the right the individual has to 
decide how much of the information about him or herself they want to share with 
others.  
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In the MobiHealth project they have solved the protection of the patients’ integrity by 
using anonymous identification numbers to transfer the data from the MobiHealth 
device to the server (PortiLab). The purpose of using anonymous identification 
numbers is to make sure that an unauthorized party can not figure out who the data 
belongs to.  
 
Regarding secrecy, who is to be held responsible if information leaks and breaks the 
secrecy? Ruland thinks that both the patient and the medical personnel lose all 
control when the information travels over the network. 
 
Scully says that it is technically possible to make it almost safe. However you will 
need the patient’s acceptance to be allowed to transmit health data over the air. He 
also states that this is nothing they focused on in the project since MobiHealth was 
mainly a technical solution. Lindgren believes that the security is solved by the use of 
anonymous identification numbers, which ensures that the relation between the data 
and the patient is not visible to the outside world. The data gets associated with the 
patient when it reaches the responsible medical personnel. 
 
According to Ruland every institution needs a safety policy for the information 
systems. There are strong laws regulating the healthcare sector that guarantee that 
the information is not used for other purposes than authorized ones. 
 
This is an implementation issue and was not managed in the project.  
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6 Conclusions 
In this chapter we will discuss our conclusions and implications from the analysis of 
the empirical findings and the literature review. 
 

6.1 Discussion 
We believe that fault avoidance and fault removal can be achieved to some degree by 
using the models we presented in Chapter Two. In the case of MobiHealth they seem 
to have taken some of it into account by implementing for example the drop alarm. 
 
Reliability, availability, failsafe operation, system integrity, system recovery and 
dependability are some very important factors that should be taken into account when 
developing a system such as MobiHealth. In the MobiHealth project the system 
should alert the patient and/or the doctor if something is wrong with the system 
(system integrity). As in the case where the manual alarm and the drop sensor alarm 
did not function, a signal should be sent so both the patient and the doctor knows 
about the issue (system integrity). The system should restart itself if it crashes or 
stops working (system recovery). The user should also be aware if the 
communication to the hospital is broken (system integrity). By implementing 
functions such as those above the dependability of the system would increase. Some 
kind of failsafe operation should also be implemented. 
 
Privacy and secrecy are cornerstones in today’s modern healthcare environment. Who 
is to be held responsible if the information leaks? The patient should have the right to 
decide how much information about him or herself he/she wants to share with others. 
We believe that these are some of the key issues that need to be taken into account 
when developing systems for use in healthcare. In the MobiHealth project they used 
anonymous identification numbers to track the person to whom the data belonged. 
The connection between the individual and the data was conducted by the doctor who 
was responsible for the patient. By using identification numbers they made sure that 
no one could identify who the data belonged to by monitoring the network traffic. 
 
Leveson and Petersen says that management for safety is important; defining 
responsibility, granting authority, documenting and tracking hazards and their 
resolutions, setting policy and defining goals, maintaining safety documents and so 
on. We think that this is something that should be done in all projects, we believe that 
these activities make the final product safer and of better quality. As Lindgren said, 
there were many different parties involved that made the project somewhat difficult 
to handle; some aspects in management for safety were created to aid in such 
situations and lessen their effects by setting global guidelines and defining common 
goals. 
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Humans are by nature unreliable and unpredictable. When making a product that is 
supposed to be used in the healthcare sector we need to make sure that even non-
technical people can use it. Just by looking at the MobiHealth project we learnt that 
the interface was the most time consuming task and that it was nothing they expected 
in the beginning.  
 
In this thesis we brought up some common methods and models that we think are the 
minimum requirements that should be performed on a safety-related project. Using 
models is one of the most important factors for improving the safety of a system by 
identifying the ways in which it can cause harm. When the problems have been found 
you can either remove them or lessen their effects to prevent accidents from 
happening (fault avoidance). 
 
Security is important to a critical system by preventing the system from getting 
exposed to error, malice or mischance. Applying various security theories to, as in 
this case, a health-related system will improve the safety around the secrecy and 
privacy factors. We believe that if a health-related system is going to succeed and to 
build up trust for the system with the patients it is highly critical that it is secure. In 
the MobiHealth project they experimented with cryptography but they did not 
manage to finish this before the end of the project.  
 
It is also important to ensure that the information is not modified during the 
transportation and that the information is correct, especially when working with 
healthcare, life-depending decisions are based upon the values (system integrity). 
 
It is also extremely important to protect the data from unauthorized access; the 
secrecy depends on it. In the MobiHealth project they used the anonymous 
identification numbers and cryptography to ensure secrecy and prevent unauthorized 
access. 
 
Verification, validating and testing are important steps to make sure that the system is 
working as expected and that it is meeting the demands from the users as well as the 
specification. This was something they did exemplarily well in the MobiHealth 
project through the trials. They conducted three trials where they let the involved 
persons fill out a questionnaire that was covering a wide range of topics. Validation, 
verification and testing are something we believe is critical because it helps you find 
issues that you did not think of (fault removal).  
 
Standards such as the ISO 9000 series are a good way to learn from others’ mistakes 
and to shape the development process to achieve higher quality and safety. Open 
standards ensure that the system can be handled in the future, even if the company 
who originally created it has went out of business. 
 
 



Safety issues in mobile healthcare systems 
A study of the MobiHealth project 

    
 
 

  
 

35

6.2 Conclusion 
This covers the most important safety factors to take into account when developing 
healthcare-safety-related systems. 
 
The process of tracking hazards and making safety documents should be included in 
an early stage of the project, to ensure a more solid product. For optimal result, 
standards, codes of practice and hazard analysis should be used. Reliability, 
availability, failsafe operation, system integrity, system recovery and dependability 
are depending on a well-performed analysis. Using the available models helps to 
identify the hazards in an earlier stage and helps to reduce or eliminate the hazards in 
order to make a more stable system. 
 
The management process of documenting hazards and their resolution, granting 
authority, defining responsibilities, setting policy and defining goals, maintaining 
safety documents and all that it includes is important to obtain a safe system.  
 
Verification, validation and testing should be performed several times during the 
development process to make sure that the specification and the users’ demands are 
fulfilled.  
 
Secrecy and privacy are two cornerstones in the area of healthcare that need to be 
taken into account when developing healthcare systems. 
 
Security is important to a critical system by preventing unauthorized access to the 
system as well as preventing it from getting exposed to error, malice or mischance. It 
gets even more important when sending information over the Internet and because it 
is broadcasting wirelessly over the air through the mobile network.  
 

6.3 Method discussion 
Unfortunately our study of the MobiHealth project did not, at least in the extent we 
had hoped for, bring much new information in to our research question. It could be 
because of various reasons:  
 
The nature of the project 
The fact that MobiHealth was just a prototype and did not conclude with a final 
product may have affected the outcome. The fact that it was only a prototype had an 
impact on our results because the goal with the project was not intended to be a final 
product. Since it was a prototype they had not focused on safety issues.  
 
The extent of the project 
MobiHealth was an extensive project; maybe it affected the outcome of our thesis in a 
negative way. There were many countries and companies involved in the project, a 
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fact which could have affected our respondents’ deeper knowledge of the other 
countries work packages. This problem could maybe have been solved by using more 
respondents, especially from the other countries that were involved in the project.  
 
Too few cases in a case study 
More cases leads to higher reliability, which means that it would not matter as much 
if one case could not deliver the information we wanted because of various reasons. 
The outcome would probably have been different if we had more cases to compare 
with in our study.  
 
The advantage with using multiple cases is if they in one case had not though about 
all safety issues maybe they had thought about them in the other case and vice versa. 
That would make them complement each other.  
 
The interviews and the respondents 
The outcome of the interviews may have been more extensive if we have had more 
respondents and have asked different questions. No matter how hard we tried not to 
let our own values affect the interviews and this thesis, there is always a certain 
degree of distortion.  
 
But on the other hand maybe more respondents would not have helped in our case 
since the project, being a prototype, had not focused on safety.  
 
We asked some questions that we do not think the interviewees were prepared for and 
therefore perhaps made them give us an answer that they were unprepared for, thus 
possibly making it unreliable. Maybe it would have been better if we sent them the 
questions in advance.  
 
When we were choosing the respondents we had three criterions: 

• The person should have a good general overview of the MobiHealth project. 

• The person should have good knowledge about the MobiHealth project. 

• The person should have some pervious experience of these kinds of systems. 

We feel our respondents were the right persons to conduct the interview with, but 
maybe we should have added a fourth criterion; the persons should work with 
different parts of the project. With different parts of the project we mean that it would 
have been better to interview people from different work packages since they all had 
worked with different tasks.  
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7 Definitions 
This definitions list is based on our interpretation of the concepts used in our 
literature review. 
 

• Body Area Network (BAN) 
A BAN is a network that is limited in range and only covers the human body. 
 

• Error 
An error is a deviation from the required operation of the system or 
subsystem.  
 

• Fault 
A fault is a defect within the system.  
 

• Hazard 
A hazard is a situation in which there is actual or potential danger to people or 
to the environment. 
 

• Privacy 
Privacy is the individual’s right to be left alone and be protected against 
physical and psychological assaults as well as the right to control personal 
information. 
 

• Quality 
Quality is closely related to the term “safety”. Higher quality usually means 
higher safety. 
 

• Safety 
Safety is a property of a system that it will not endanger human life or the 
environment. A safety-related system is one by which the safety of equipment 
or plant is assured.  
 

• Secrecy 
Secrecy assumes a relationship between the person giving the information and 
the one receiving it. While privacy normally is controlled by the individual, 
secrecy is controlled by the one we entrust the information. 
 

• Security 
Security covers protection of data, system integrity and the information itself. 
Security is a part of the safety aspect.  
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• System failure 
A system failure occurs when the system fails to perform its required 
function.  
 

• System Safety 
System safety deals with systems as a whole rather than with subsystems or 
components. 
 

• Testing 
Testing is the process used to verify or validate a system or its components. 
 

• Verification 
Verification is the process of determining that a system, or a module, meets 
the specification. 
 

• Validation 
Validation is the process of determining that a system is appropriate for its 
purpose. 
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Appendix A: The interview guide 
General questions 
 

• What company do you work for and at what position? 
 

• What is the company’s main task? 
- If system development what kind of systems? 
 

• What connection do you have to the MobiHealth project? 
 

• What is your former experience with system development and critical 
systems? 
 

Safety-related questions 
 
1. Do you take any special considerations to safety related aspects in the 

development of critical systems?  
a) If so when in the project did you handle those questions?  
b) How detailed? 
c) Which standards did you use? 

 
2. Do you use any safety-related tools in the development process of your systems? 

- Models, methods and techniques. 
 

3. How much time and resources have you spent on each phase during the 
development of the project? 
 

4. Are there any special laws or regulations you had to take into account during the 
design and development of the system?  
 

5. In what way have you designed the system to prevent accidents because of 
operational misuse? 
- So you don’t accidentally deactivate the device nor do something else they are 
not supposed to? 
 

6. What differences do you see when developing health care systems vs. “normal” 
systems? 
- Do you treat the security and safety issues in a different way? 
 

7. In what way do you validate and verify your system(s)?  
 

8. What factors do you consider hardest to deal with during the development of the 
MobiHealth-project?  
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Complementary questions to Per Lindgren 
 

9. In what way have you worked to ensure the data quality and the protection of 
data?  
 

10. If the system in one way or another collapse, can the system then by itself return 
to a predefined “secure state”?  


