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Abstract      
Cloud computing has become one of the fastest growing technologies, not only for large 
organizations, but also it shows enormous potential for small and medium organizations. The 
transition from being in-premise to the cloud is happening because of the high scalability and 
availability. 

This thesis focuses on the key issues and associated dilemmas faced by decision makers, 
system managers, researchers and for migrating organizational information to the cloud, 
where security is considered to be one of the key concerns. For example, enterprises want to 
know the associated security risks connected with the cloud technologies concerning 
migrating sensitive data to the cloud storage. 

To secure cloud data migration, it is important to identify various security issues, and 
associated risks for sensitive data migration. Nevertheless, we need to find different ways of 
mitigating all those associated risks. Thus, the purpose of this thesis is to defining 
organizational sensitive data and elucidating the key factors for sensitive data migration for 
the organizations. The thesis also describes various definitions of organizational sensitive 
data. 

The contribution of this thesis is that it extracts, via Delphi Study, the key factors which 
organizations should consider when migrating data to the Cloud. 

One of the main findings of this is that privacy and integrity are crucial for the organizations 
that own and/or operate classified information. On the contrary, trust is important for the 
organizations that operate their business through cloud-based platforms. 

Keywords: Cloud computing, sensitive data, data security, successful cloud deployment. 
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CHAPTER ONE 

INTRODUCTION 
Cloud computing is an Internet based computing, offers different services such as software as 
a service, platform as a service, data as a service, computation as a service, analytics as a 
service as so on [33]. It has become one of the fastest growing technologies, not only for 
large organizations but also for small and medium organizations. The main reason for this 
popularity is scalability and availability of Cloud computing [46]. 

 
When migrating sensitive data such as financial information, customer private information, 
patient medical information, electronic health records, government information, different 
types of security risk may evolve. So, migrating sensitive data from in-house IT infrastructure 
to a cloud platform has become a complex and challenging task. These challenges need to be 
understood and analyzed in the context of an organization security and privacy goals and 
compatible cloud computing deployment models [1].  
  
Sensitive data are those data, which can cause severe harm to the company if such data 
somehow is leaked to other competitors or lost [44]. For migrating businesses to the cloud, 
we have to move sensitive data to the cloud. During the transition, a company has to think 
about security solutions for sensitive data. There is always need for technological and 
organizational mechanisms to protect sensitive data when moving to the cloud [45]. Many 
organizations are still avoiding cloud services just because of small knowledge in security 
issues of raw data. For this reason, improving confidentiality, integrity, and availability of 
sensitive data have become the primary concerns for many organizations. 
 
In this thesis, the below has been accomplished:  

- Literature review to understand security issues in cloud data migration; 
- Developing standard queries to set up a study with security experts to define 

organizational sensitive data, discovering key factors for cloud data migration; 
- Implementation of standard Delphi method; 
- Cross-validation through proper data analysis among derived factors from Delphi and 

literature review.  

1.1 Problem Description and research question 
The main purpose of this thesis is to identify and analyze the various factors organizations 
need to consider for securely migrating their sensitive data to the cloud. The key research 
problems addressed in this thesis are: 

● Q1: What is organizations’ most sensitive data? 
● Q2: What are the factors an organization should consider while migrating sensitive 

data to the cloud? 
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1.2 Background 

1.2.1 Cloud Computing 

The name Cloud Computing was inspired by the Cloud symbol that is often used to represent 
the Internet [32]. Cloud computing provide users with various capabilities to store their 
private and public data in third-party data centers across the world [33]. A distinct migration 
to the Cloud has been taking place over recent years with end users, "bit by bit." It also 
maintains a growing number of personal and usage data, including, photographs, music files 
and much more on remote servers accessible via a network. Figure 1 shows different parts of 
Cloud computing such as applications, platforms, and infrastructures. 

 

Figure 1.1: Cloud Computing [33] 
 
A successful Cloud migration will always need proper strategies and planning. Though a lot 
has been discussed about Cloud computing, there is significantly very less contribution in the 
process of data migration [32]. So, the Cloud migration is seen as the next important area of 
Cloud computing. 
Nowadays many organizations such as small and medium realize the benefit of Cloud. 
However, security vulnerabilities in some cloud offerings, has led to severe leakage of user 
private information [7]. 
Security Issues in Cloud environment basically end-users data stored in the service provider's 
data centers rather than storing it on user's computer. An organization needs to think very 
seriously before putting their critical data in the hands of the external service provider [24]. 
They must evaluate the risk and then adopt it [24]. Since the hackers are around, hacking the 
Internet, intranet serious security challenges have created worries for the Cloud vendors for 
the physical and logical security of data, authenticating users across firewalls by relying on 
vendor’s authentication schemes.         
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Different type of Cloud Deployment: Public Cloud is considered as less secure. For sensitive 
data, a public Cloud may not be the first choice [24]. 
The private Cloud has less security threat than the community Cloud. Massive public Cloud 
can be more cost effective than large community Cloud. The deployment cost is always an 
issue for setting the Cloud deployment strategy. The Cloud service has several delivery 
models includes IaaS, PaaS and SaaS [24].  
 

 

Figure 1.2: Complexity of security in Cloud environment [23] 

1.2.2 Organizational data types 
There are different forms of data generated by users. In below we have mentioned few of 
them: Financial transaction data, Health data, call detail record (CDR) data, Location data, 
apps usage data, social media data, streaming service consumption data, etc. Most of these 
data are from data-driven services such as social media and network services, Telco services, 
Streaming services, Smart home devices, Smart City devices, Classified services.  

1.2.3 Cloud as next generation data storage 
Cloud storage is next generation storage for IT systems of the modern organizations [34]. 
Amazon web services (AWS) provide Cloud storage called Amazon Simple Storage service 
(S3). AWS Identity and Access Management (IAM) enable users to control access to S3 
services and resources securely. Users can create and manage AWS users and groups and use 
permission to allow and deny their access to AWS S3 data. This is how one of the largest 
Cloud storage providers is providing storage services. 
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According to the current trend, different web applications, services, and data are hosted to the 
Cloud. For example, Netflix is build their whole data platform to the Cloud. For this reason, it 
is important to empower Cloud for holding secure encrypted data. Storing these data in a 
meaningful way it is important to ensure new insights into existing processes, revenue 
growth, innovation acceleration, etc.  
 
Cloud storage, for example, AWS, Microsoft Azure, Google Cloud Platform provides 
enormous opportunities to analyze data by utilizing all necessary properties of Cloud 
computing such as highly scalable CPU as well as RAM. However, one of the key challenges 
of Cloud storage is to ensure security and privacy of data. 
 

1.2.4 Processing and accessing sensitive data from Cloud storage 
 
Example of sensitive data owners can be as follow: 
● Digital Services Provider: Platform logs, events logs, and so on 
● Digital Services Consumer: Interaction data, payment transaction data, and so on 

 
Cloud data consumer can be an organization or a human who has a formal contract with a 
Cloud service provider to use IT resources to make data accessible. An authorized Cloud data 
consumer uses a Cloud service to access the Cloud service. There are organizations that can 
prohibit sharing and processing of sensitive data such as Governmental body, EU regulation, 
and 3rd party enforcement agencies. Lawful access of private data can be granted by 
considering the following issues: 
 
● Privacy 
● Trust  
● Control 
● Incentive 

 
At modern age access of the data is becoming more important than ever for tremendous 
number of applications on the basis of big data insights, such as:  
 
● Recommendation: Which movie to watch from Netflix  
● Personalization: When shop to visit during the time New York visit 
● Real-time: prediction on possible terror attack  
● Contextual: Place, time, situation can be discovered by analyzing data 

 
Through Cloud storage, data migrate across the different continents of the world. Before 
migrating data from one Cloud storage to the other, certain local laws protect consumers’ 
data from such migration. For instance, today it is possible to use AWS to transfer service 
usage data from EEA to the US in compliance with EU law. AWS has obtained approval 
from EU data protection authorities (known as the Article 29 Working Party) to enable 
transfer of personal data outside Europe.  

AWS customers can continue to run their global operations using AWS in full compliance 
with the EU Data Protection Directive (Directive 95/46/EC). However, it is questionable how 
sensitive data transfer outside of EU if the data is personal. 

Today the 14th largest software company by market capitalization Salesforce.com operates 
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almost entirely in the Cloud [1]. Cloud fears mostly caused by perceived loss control of 
sensitive data [1]. Current control measures do not adequately address Cloud computing’s 
third-party data storage and processing needs [1]. As various enterprises are nowadays trying 
to move their sensitive data to the Cloud, so I always find it as the next important area of 
Cloud computing.  

Businesses are always at risk when they are moving their confidential data to the Cloud. 
Various organizations for example Banks, healthcare, defense, IT organizations, and 
Government agencies are moving their sensitive data to an untested platform where security 
has become a primary concern. The aim of the study is to achieve and provide a better 
understanding of the issues of Cloud migration when various organizations eventually plan 
for migrating their sensitive data to the Cloud. 

General Data Protection Regulation (GDPR) will be introduced from May 2018, which will 
adopt a unified set of rules on how organizations collect, store and use the personal data of 
EU residents. This will also include personal data stored in the cloud. While personal data is 
useful for organizations, failure to comply with EU GDPR regulation may fall in punishable 
consequences with heavy penalties including fines up to 4% of annual global turnover [43]. 
Thus in this thesis, we will add a question to the experts panelist if they are aware about this 
and if they have any implementation plan for this. As we consider compliance towards GDPR 
can be one of the factors for sensitive data migration to the cloud.  

1.3 Limitations 

Implementing Delphi method within the time frame of a Master's thesis is challenging due to 
the fact of the deadline of the thesis. It is hard to see that the committed experts are 
prioritizing their participation in the study and providing their feedback in time. 

Asking experts regarding sensitive data wasn’t easy because most of the companies consider 
this type of information as classified information and has strict secrecy clauses to be followed 
by the security experts.  

Moreover, hands-on experiences in Cloud computing could be another dimension for this 
research, could be seen as the future thesis project in Cloud data migration for sensitive data.  

1.4 Thesis Outline 

The structure of this thesis is as follows:  

● In chapter two, we made an overview of the analysis and synthesis on defining 
sensitive data and factors for migrating those data to the Cloud.  

● Chapter three discusses research methodology.  
● Chapter four discusses the analysis and findings of the research. 
● Finally, discussions, future works, and conclusions are presented in the Chapter five. 

The next chapter provides key learning from the detailed literature review performed in this 
thesis.  
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CHAPTER TWO 

LITERATURE REVIEW 
This thesis contributes in the areas of Organizational sensitive data definition and identifying 
the factors for migrating sensitive data to the Cloud. Thus, the literature review discusses the 
finding within those areas. 
 
Databases: The literature search primarily carried out via Google scholar as well as databases 
available at the Lulea University of Technology. For example, ScienceDirect, were included 
in the search process. Peer reviewed, highly cited journal and conference articles are mainly 
prioritized. Moreover, to understand current industrial practices in the area of Cloud 
computing and cyber security, some white papers were also reviewed.  
 
The phase focuses categories of some functional criteria posted by Vom Brocke [4], whether 
the content of the study is relevant to the research question. My two research questions are: 
 

1. What is the definition of organization most sensitive data? 
2. What are the factors for migrating those data to the Cloud? 

 
According to Webster and Watson, a literature search comprises the querying of scholarly 
databases using keywords and backward or forward searches from relevant articles. Here 
backward search means reviewing the references of the articles yielded from the keyword 
search, forward search, in turn, refers to reviewing additional sources that have cited the 
article [40]. 

This thesis followed the framework of Vom Brocke [4] to literature review for scientific and 
scholarly knowledge. 

Table 2.1 shows different steps associated with literature review. 

Steps Description 

Step 1: Definition 
of review scope 

Understanding of organizational sensitive data and factors of 
migrating those data to the Cloud. The relevant topics are identified as 
organizational sensitive data, sensitive data migration to the Cloud. 

Step 2: 
Conceptualization 
of the topic 

The relevant key terms are organizational sensitive data, sensitive 
data migration to the Cloud. 

Step 3: Literature 
search 

Collecting information from various databases available in Lulea 
University of Technology Library and Google Scholar and various 
other sources like journal papers, conference proceedings, articles etc. 
If the title of the document related to the topic of the review. 
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The document needs to be related to organizational sensitive data and 
Cloud computing. The abstract and the summary of the articles. 

Step 4: Literature 
analysis and 
synthesis 

The entire document was reviewed and analyzed followed by the 
research questions. 

Step 5: Research 
agenda 

Writing the literature review article 

 

2.1 Searching for the scholarly materials  
As mentioned earlier, leading journal articles, conference proceeding, published between 
2010-2017, highly cited, most relevant concerning the topic were prioritized highly.  

 

Figure 2.1: Performing search and statistics on articles 
 
The entire parts of the document were reviewed and analyzed followed by the research 
questions. Most of the documents focus primarily on Cloud security; some of them are 
focused on data protection issues, and the other are Cloud adoption and Cloud migration 
Quite a few researchers are focused more on the documents to address organizational 
sensitive data and factors for migration those data to the Cloud. 
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2.2 Review analysis and synthesis 

The initial categorization and classification is done based on three defined concepts which 
are: 

● A - sensitive data definition: The papers which include definition of different form of 
organizational data such as sensitive data, important data, and so on 

● B - existing factors for securing sensitive data: The papers which describe or discover 
different factors for data migration  

● C - factors for migrating organizational sensitive data to the Cloud: The papers which 
put specific contribution towards cloud data migration, in particular to sensitive data  

 

Table 2.2 provides concept-wise categorization of the papers. 

Table 2.2: Selected research papers for review 

Referenced Article Concepts 

 A B C 

Chow, R., Golle [1]  x  

Nancy J. King and V.T. Raj [3] x	   x 	  

Nancy J. King and V.T. Raj [2] x   

Mr. Shrikant D. Bhopale1 [5] 	   x  

Popović, K. [6] 	   x	    

Chen, Deyan, and Hong Zhao [7]  x 	  

Kalloniatis, Christos, Mouratidis, H and Islam [8]  x	   	  

Rashmi, Dr [9]  x 	  

Wayne A, Jansen - Jansen, W.A. [15]  x 	  

Liu, F., Shu, X., Yao, D. and Butt [10] x   

Pearson, S. and Benameur, A [12] 	   x	    
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Niamh Gleeson, Ian Walden. [13] x	   x  

Mr. Shrikant D. Bhopale [15] x   

Yuusuf, Hamse, and Christopher Tubb [17]  x  

Wei, L. [18]  x  

Kaufman, L.M. [20]  x  

Stavru, S., Krasteva, I. and Ilieva, S., 2013 [21]  x  

Michalas, A., Paladi, N. and Gehrmann [22] x   

Subashini, S. and Kavitha [23] 	   x  

Padhy, Rabi Prasad, and Manas Ranjan Patra [24]  x  

Pearson, S. [25] x x x 

Hashizume, K., Rosado, D.G., Fernández-Medina, E. and 
Fernandez, E. B. [26] 

 x  

Kalloniatis, Christos [27]  x	    

Paquette, S. [28] x x	    

Omar Tayan [30]  x  

Zissis, D. [32]  x  

Whitman and Mattord [39] x   
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Figure 2.3: Literature review topic distribution 
 

2.3 On Defining Sensitive Data from Literature Review 

Sensitive data: Data is the most import issue to execute organizations processes in an 
effective way. Data can only make or break the future of any organizations. The sensitive 
data can be defined as any information that could be used to identify or locate an individual 
[3, 6]. Sensitive data contains sensitive information that cannot be exposed to unauthorized 
parties, for example, customers’ records, proprietary documents [10]. The first task for 
system designers must to identify sensitive data and then determine how to protect them. If 
developers fail to identify sensitive data, they cannot protect data accurately [37].  

Sensitive data in the context of EU regulation: Under EU law sensitive data are the list of 
special categories of data in the Data Protection Directive that includes “personal data 
revealing the racial origin, political opinions or religious or other beliefs, as well as personal 
data on health, sex life or criminal convictions” of natural persons [2, 3]. In broad terms, 
personal information describes facts, communications or opinions which usually relate to the 
individual and which it would be reasonable to expect him or her to regard as intimate or 
sensitive and therefore about which he or she might want to restrict collection, use or sharing 
[25]. Other forms of sensitive personal data are health, gender, finances, biometric identifiers 
and the geographic location of consumers. These data can be revealed using analytics from 
mobile handset centric data [5]. Moreover, organizational data contains sensitive information, 
for example, financial data, health records, etc. 

Organizational policies determine sensitivity: Data sensitivity is context-sensitive. It 
depends on many factors such as company policies, user expectation, etc. The importance of 
context to privacy requirements is always visible [13]. The default assumption that 
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government data is sensitive and secret depends on a culture of how data is classified, 
organized, withheld and published by government departments and public bodies [13]. 
Context is an important aspect as different information can have different privacy, security 
and confidentiality requirements [25]. Sensitive data are not always user-generated. It can 
include data from external sensors for example geo-location, cryptographic material, and so 
on [37].  

Privacy is the core: Privacy is the protection of the personal information of the customers. 
However, for organizations, privacy is about the application of the laws, policies, standards 
and processes by which personally identifiable information of individuals is maintained [12]. 
The typical systems that require privacy protection are e-commerce systems that store credit 
cards and health care systems with health data [7]. Privacy needs to be taken into account if 
the Cloud service handles personal information in the sense of collecting, transferring, 
processing, sharing, accessing or storing it [25]. 

Organizational sensitive data: Sensitive data are critical to users and organizations. All 
organizations whether small, medium or big run their operations at the cost of the data they 
store or share with their respective clients or authorized third parties [5]. The business whose 
primary function is to provide services that don’t need sensitive data, then the security that 
they need is less than that required for a company that processes confidential information. 
The businesses that handle highly sensitive data such as banking sectors, financial institutions 
such data’s storage must employ a high degree of security [20]. 

2.4 Discovering Factors for Sensitive Data Migration from 
Literature Review 

Migrating data to the Cloud storage: Cloud migration is the process of transitioning all or 
part of a company’s data, applications and services from onsite computers behind the firewall 
to the Cloud or moving them from one Cloud environment to another [5]. Proper security 
during Cloud migration requires specific practices, processes, and strategies at both the 
physical and virtualization levels. The application will need to ensure the safety and security 
at the data storage, processing, and transmission stages.  

Three critical components namely A) Data in transit needs to be protected either by the 
application or the transmission level. B) The application must protect batch data. The 
application must provide a mechanism to protect the data stored in the Cloud. Encrypting 
data at rest is the best option at this time, and a future technical tip will delve into the 
specifics of this area. C) Servers to Server communications are typically forgotten because 
they currently exist within the data center [24]. 

Key factors: Data Security, Encrypting data.  
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Advantages of Cloud computing: Although Cloud computing has many benefits Cloud 
migration can be risky from a company prospect. Especially, for the companies that handles 
sensitive data whether personal, financial or health-related data [13]. Christos described a 
structured approach for the elicitation and analysis of security and privacy requirements, and 
to support the selection of appropriate deployment models based on the identified needs and 
appropriate security and privacy mechanisms. The process consists of three iterative 
activities: organizational analysis, Security and Private Requirements Analysis, and selection 
of deployment model [8]. 

Key factors: Type of Deployment model, Privacy. 

Privacy, Security and Trust are correlated: A significant amount of research work dealt with 
Security, privacy, trust and legal compliance of sensitive data. Data security is an important 
and necessary component for ensuring adequate information privacy for sensitive customer 
data in the Cloud [2,3]. Privacy is an important issue for Cloud computing both concerning 
legal compliance and user trust [7]. Security and confidentiality issues are amongst the most 
pressing concerns in Cloud computing, as a significant amount of personal and other sensitive 
data are managed in the Cloud.  

Several surveys amongst potential Cloud adopters indicate that security and privacy are the 
primary concern hindering its adoption [8]. During migrating sensitive data to the security, 
privacy and trust are most important issues that organizations need to deal with [21]. 
However, the relationship between privacy, security, and trust is necessarily intricate [25]. 
Data security is an important and necessary component of ensuring adequate information 
privacy and data protection for sensitive customer data in the Cloud [3]. Legal compliance is 
the process to ensure that an organization follows relevant business rules, laws and 
regulations. Security is one of the issues by which trust can be established. 

Key factors: Privacy, Data Security, Trust, Legal Compliance, and regulations. 

Securing Cloud Storage: The storage of personal and sensitive data in the Cloud raises 
concerns about the security and privacy of such information [8]. Concerning migration of 
sensitive data to the Cloud storage, the challenges in protecting the privacy of the subscriber 
and user's data [7]. The key to privacy protection in the Cloud environment is the strict 
separation of sensitive data from non-sensitive data followed by the encryption of sensitive 
elements [7]. A recent study shows sensitive medical data stored in the Cloud can be combine 
with other databases to compromise confidentiality and identify patience identities and other 
electronic data [28]. 

If sensitive data are not adequately protected during transfer (migration) to a data center, 
unauthorized persons may access the data on their way to the database [2]. There is always a 
need for technological and organizational mechanisms to protect sensitive data when moving 
to the Cloud as well as within the Cloud. For technical security issues, some organization 
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implements Encryption, Key Management, DLP, Tokenization, etc. For legal security issues, 
some follow service level agreements SLAs.  

Key factors: Legal security issue, Service level Agreement. 

Legal pressure on personal data storage to the Cloud: Data classification is the process of 
tagging data so that it can be found easily. Data classification also helps an organization to 
meet legal and regulatory requirements for retrieving accurate information. Data 
classification is the act of assigning data assets to pre-defined categories that dictate the level 
of control placed over the data regarding security [13].  

In the public sector, the primary purpose of data classification is to protect data that are 
classified as potentially sensitive or a state secret. Data or information classification helps to 
clarify which data are confidential before selecting a Cloud service provider [25].  

Data classification is necessary, as in general there will be different policies and legal rules 
affecting different classes of data items. Possible types include non-PII data, anonymized 
data, pseudonymised data, PII, sensitive PII, and PCI-regulated data [27]. Whitman and 
Mattord categorized information into three main types, confidential, internal and external 
[39]. 

From a legal and regulatory compliance perspective, several key characteristics of Cloud 
computing services including outsourcing, offshoring, virtualization and autonomic 
technologies. These can be problematic, for reasons ranging from software licensing, and the 
content of service-level agreements (SLAs), to determine which jurisdiction’s laws apply to 
data hosted in the Cloud and the ability to comply with data privacy laws [25]. 

In the Cloud environment, many risks are associated with the storage of the sensitive data 
[14]. The storage of personal information on the Cloud makes its set of regulatory concerns 
that indirectly affect security [20]. Data stored in the Cloud typically resides in a shared 
environment collocated with data from other customers [15]. Organizations are moving 
sensitive and regulated data into the Cloud. Therefore, the organizations must consider by 
any means how to control access of the data to keep it secure [15].  

The consumer does not always know the location of their data. However, when an enterprise 
has some sensitive data that is kept on a storage device in the Cloud, they may want to know 
the location of it. Hence, requires a contractual agreement, between the Cloud provider and 
the consumer that data should reside in specified server [16].  

Businesses that collect, store, process sensitive customer data generally must obtain express, 
opt-in consent from the consumer to do this and are prohibited from further processing 
sensitive customer data for a purpose that exceeds that for which it was collected [3]. As the 
physical location of the data is independent of its representation, so the users have no control 
or knowledge of the physical placement of the data. The concerns about what information to 
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reveal and who can access that information, whether personal information can be stored or 
read by third parties without their consent are growing concern nowadays [7].  

Typically, businesses may not collect, store, or process particular categories of customer or 
employee data unless they have obtained consumers’ express, opt-in consent to do this and 
they may not further process this type of data for a purpose that exceeds the matter for which 
it was collected. Businesses also may not transfer or provide access to particular categories of 
personal data to third parties without their consent [25]. 

Key factor: Customer consent, Data location, legal and regulatory compliance, Data 
classification. 

Protection of sensitive data to the Cloud: The protection of personal information or/and 
sensitive data, within the framework of a Cloud environment, constitutes a crucial factor for 
the successful deployment of SaaS, IaaS and PaaS models [17]. Confidentiality and integrity, 
but also the privacy of data can be protected through encryption. Proper key management 
needs to ensure encryption keys are not revealed to malicious users [22]. If the data are stored 
in a plaintext in the Cloud servers, the opponent in the interest-purchasing case may break 
into and sell/ publish the sensitive data to the public [18]. 

The migration of sensitive data to the Cloud users have the option to store, organize, share, 
and access sensitive information from almost anywhere, and any devices, including public 
computers. For this reason, strong authentication protocols must be deployed to prevent 
impersonation of authorized users [22]. Moving sensitive data to the Cloud environments is 
of great concerns for those organizations that are moving beyond their data center’s network 
under their control [26].  

To alleviate these concerns, a Cloud solution provider needs to ensure that customers will 
continue to have the same security and privacy controls over services, provide evidence to 
customers that their organization is secure and they can meet their service-level agreements, 
which they can prove compliance to auditors [26]. 

Key factor: Privacy, authorized users, service level agreement. 

Tokenization and SLA: Tokenization is the process of replacing sensitive data which other 
unique identification symbols. Tokenization may be used to safeguard sensitive data 
involving, for example, bank accounts, financial statements, medical records, criminal 
records, driver's licenses, loan applications, stock trades, voter registrations, and other types 
of personally identifiable information (PII). When organizations look to protect sensitive data 
at rest in the Cloud or transit on the way to it, there are two primary obfuscation strategies 
must consider – tokenization or encryption [24]. 

For migrating sensitive data to the Cloud SLA, security policy or any other specific contacts 
or other legal security concern needed. SLA is an agreement between the organization and 
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the Cloud service providers [24]. They are used as a part of commitments and outsource 
agreements with companies, where the company selects an external provider to operate its IT 
systems [24]. It is also important to ensure that local regulations relevant to each organization 
should be adhered to before deciding to move to the Cloud [24].  

The current factors are mostly connected with upcoming General Data Protection Regulation, 
which will be effected from 25 May 2018. Being one of largest global Cloud storage provider 
Amazon has announced several factors for GDPR compliance [43]. The factors which are 
connected with data migration is the data subject right. In terms of accommodating data 
subject is not easy tasks, as it requires deleting the subject data from the system if the data 
subject is no more interested to use that service. Data breach notification needs to be 
informed within 72 hours to the data protection authorities. 

In summary, the following table provides the factors with the respective references studied 
from the literature study: 

Table 2.3: Key factors for data migration to the cloud studied from literature review 
Factors Summary contribution 

Privacy King, N.J. and Raja, V.T., 2013 [2], King, N.J. 
and Raja, V.T., 2012 [3], Kalloniatis, Christos, 
Mouratidis, H and Islam, S. 2013 [8], Pearson, 
S. and Benameur, A., 2010 [12], Yuusuf, 
Hamse, and Christopher Tubb 2013 [17]  

Organizational policies Pearson, S. and Benameur, A., 2010 [12], 
Gleeson, N. and Walden, I., 2016. [13] 

Data classification Gleeson, N. and Walden, I., 2016. [13]. Padhy, 
Rabi Prasad, and Manas Ranjan Patra. 2013 
[24], Pearson, S., 2013. [25], Kalloniatis, 
Christos, Haralambos Mouratidis, and Shareeful 
Islam 2013 [27] 

Data Security Jansen, W.A., 2011 [15], Kaufman, L.M., 2009 
[20], Paquette, S., Jaeger, P.T. and Wilson, S.C., 
2010 [28] 

Trust Chen, Deyan, and Hong Zhao 2012 [7], Stavru, 
S., Krasteva, I. and Ilieva, S., 2013. [21], 
Pearson, S., 2013 [25] 

Legal compliance - Service level 
Agreement (SLA) 

Mahmood, Z., 2011 [16], Padhy, Rabi Prasad, 
and Manas Ranjan Patra  2013 [24], Pearson, S., 
2013. [25], Hashizume, K., Rosado, D.G., 
Fernández-Medina, E. and Fernandez, E.B., 
2013 [26] 

Location of the data center - EU, USA Chen, Deyan, and Hong Zhao 2012 [7], 
Mahmood, Z., 2011 [16], Hashizume, K., 
Rosado, D.G., Fernández-Medina, E. and 
Fernandez, E.B., 2013 [26] 
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Customer Consent King, N.J. and Raja, V.T., 2012 [3], Chen, 
Deyan, and Hong Zhao 2012 [7], Pearson, S., 
2013 [25] 

Type of Deployment model Kalloniatis, Christos, Mouratidis, H and Islam, 
2013 [8], Yuusuf, Hamse, and Christopher Tubb 
[17]  

 
 
Delphi Method: This article [18] on a Delphi study focused on the most important issues, 
which organizations deal with when making Cloud computing adoption decisions. Where 
they found security, strategy, legal and ethical concerns and IT governance are the most 
important during Cloud adoption. Delphi method is a structured decision process where a 
fixed sized panel of the individual is tasked with reaching consensus on a particular issue. 
The expert panelists mostly were from IT and Cloud computing specialist. Details about 
Delphi method is given in the Chapter 3. 

2.5 Research gaps 

From the review of the literature its can be determined that there is a lack of defining 
organizational most sensitive data and concrete factors for migrating those data to the Cloud. 
The term ‘sensitive data’ lead different meanings, such as: 

- Some perceive as ‘special categories of data’ 
- Other perceives it as classified data.  
- Other perceive as personal data 

 
There are also lack of concrete list of factors of securing sensitive data and migrating to the 
Cloud. Privacy can be core factor for securing personal data. Again privacy, security and trust 
are correlated. Data security, data integrity, third party data control all are important factors. 
There are also some legal issues connected with Cloud computing which need to be 
considered. So, it’s really ambiguous what are key factors, which are associated with 
sensitive data migration. Again, key factors of sensitive data migration are perceived 
differently among different researchers. For example, some perceive service level agreements 
and compliance are same issue. 

The next chapter discusses the research methodology, where different steps and stages of 
Delphi method are explained thoroughly. It also providers, how does this method is applied in 
particular to this thesis for expert panel formation to data analysis. 

  



 
 

 24 

CHAPTER THREE 

RESEARCH METHODOLOGY 
 
Previous chapter provides findings from the literature review as well as illustrates the process 
applied for the literature review. This chapter describes the research methodology applied in 
the thesis project. This study primarily aimed to reveal the definition of sensitive 
organizational data and identify the factors for migrating those data to the Cloud.  

To accomplish this, we realized that literature study is not enough. At present organizations 
are generating a tremendous amount of data almost every hour. Analytics are becoming the 
norm of success for new generation organizations such as Telia Company and so on. Thus, 
the organizations need to store data as well as do the analysis of data. Many organizations 
need to prefer Cloud as their de facto data storage, the primary motivation behind that is as 
follows: 

● Cloud storage offers free scalability, which means, in general, you do not need to 
build capability if you need to storage huge amounts of data in advance. 

● Cloud provider invests highly in R&D to secure their data centers, which means 
small/medium organizations do not need to invest highly to secure their local data 
platform if they store the data to the Cloud platform.  

In essence, organizations are playing a thought-leadership role in this early stage of Cloud 
storage data revolution. Thus, after investigating different options, we find it obvious to get 
feedback from the expert panel to understand Cloud data migration strategy. 

Looking at different research method on collecting expert opinions, we adopted the Delphi 
method [36]. The survey questionnaire was made from the finding of the literature review. It 
is important to share the initial thought with the experts to set the proper learning 
environment, and to do that finding from the literature review provide important details. 

A two round + summary distribution Delphi was designed and communicated through group 
communication channel. The objective of the first round of the study was to ‘identify’ the 
major factors. After getting the preliminary set of major factors, a second survey round 
conducted to seek experts ranking score on the importance of the major factors and consensus 
on the derived definitions on organizational sensitive data. The feedback data was analyzed 
following standard descriptive statistical methods. Finally, the Delphi findings are discussed 
with respect to the finding from literature review. 

The following sections briefly describe the Delphi implementation in this thesis. 

3.1 Delphi Study Design 

When selecting the methods for empirical analysis, researchers can take various decisions. 
For example, the research questions and the type of phenomenon under study can guide the 
selection process. Discovering the kind of data organizations consider as sensitive data, 
requires experts’ opinion. Delphi method allows us to receive systematic feedback from the 
practitioners. There are several studies where Delphi method has proven successful in such 
type of research. Delphi study method is the most suitable method for this study because: 
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● Get direct feedback from the expert panel 
● In a collaborative and controlled environment 
● Iterative process till reaching a consensus 
● Supports empirical evidences 

3.2 Why do the empirical evidences important for this study? 

We mentioned earlier, Delphi supports finding empirical evidences [42]. Due to the 
tremendous hype of Cloud services in the Internet industry and different digital service areas, 
Organizations do not have a consolidated view: To define, and derive sensitive data and key 
factors that organization considered before migrating these data to the Cloud. An empirical 
study to address this problem is critical. 

Then the concluded results are based on the analysis of the opinion data. Opinion data can 
take consideration of both qualitative and quantitative measures, which again helps to make a 
stronger conclusion from the analysis. 

The consensus methods such as Delphi survey technique are used to enhance effective 
decision making in healthcare as well as social care [31]. Ten steps for the Delphi method can 
be as follows: 

1. Need to form a team to undertake and monitor a Delphi on a given particular subject. 
2. Selection of one or more panels to participate in the exercise. Customarily, the 

panelists are the experts in the area to be investigated. 
3. Development of the first round Delphi questionnaire. 
4. Testing the questionnaire for proper wording (e.g., ambiguities, vagueness). 
5. Transmission of the first questionnaires to the panelists. 
6. Analysis of the first round responses. 
7. Preparation of the second round questionnaires (and possible testing). 
8. Transmission of the second round questionnaires to the panelists. 
9. Analysis of the second round responses. 
10. Preparation of a report by the analysis team to present the conclusions. 
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Figure 3.1: Important areas in Delphi survey technique [36]. 

3.3 Composition of the Expert Panel  

The Delphi method is a way in a group communication among a panel of geographically 
dispersed experts. The method allows experts to deal systematically with a complex problem 
or task. The results of a Delphi depend on the knowledge and cooperation of the panelists, so 
it is a critical part of selecting the panelists [21]. Controversial debate rages over the use of 
the term `expert' and how to identify adequately a professional as an expert [31] 

The primary selection criteria for inviting experts to participate in our study were the research 
interest as well as current position in their companies. The group of experts is formed based 
on the following criteria: 

Expert database search: To get access to the global experts from all over the world, we 
consider the LinkedIn professional network as the preferable search tools. We can also use 
ResearchGate for a similar purpose. However, ResearchGate is limited mostly confined to the 
experts from academia while LinkedIn covers expert from both industry and academia. 

  

Search keys for the expert: In below, we put the initial list of the search key for finding expert 
profiles: 

 
● Information security 
● Cloud security 
● Big data security 
● Privacy and data management 
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● Sensitive Data Protection 
● Cloud Data Migration 

Expert: It is a relatively hard process to define expert for this study. For example, a data 
privacy officer in Telecom industry might not be a well representative for a data privacy 
officer in e-Health industry. That’s why we went through the profiles of the each the search 
matches manually, and consider the duration of domain expertise, current affiliation, job title, 
experiences and so on.  

Invitation communication: We use the LinkedIn messaging platform to send out an initial 
invitation. After receiving a positive response, we request the panelist to share email address 
to set up a closed group for initiating the study. 

Overall process description: As mentioned above, the primary selection criteria for inviting 
experts to participate in our study were the research interest as well as current position in 
their companies. Apart from LinkedIn search keys, our sources of finding experts were from 
literature, reference contacts, and so on. Invitations sent to about 100 experts of whom 15 
experts accepted the invitations and showed a real interest to be part of the study.  

 
In summary, we identified and recruited experts in the field of information security, Cloud 
computing, sensitive data either focusing on technology or business. The panelists are from 
different countries, industries, organizational roles, which will ensure diversity of the group 
and will reduce local biasness from the analysis result. 
   

3.4 Data collection and data analysis 

There are three issues that formalize data collection and analysis in Delphi [36]:  
● The discovery of opinion 
● The process of determining factors  
● Data analysis 

 
Discovering the opinion  
Discovering the opinion provides the questions of how many rounds it takes to reach 
consensus [36]. And the number of rounds depends on the amount of available time left for 
the study as well as types of questions. Types of questions include one broad question or a list 
of questions [36].  
 
The process of determining factors 
This step begins with round one. And the classic round one starts with an open-ended set of 
issues that generates ideas and allows experts complete freedom in their responses [36]. 
Experts are encouraged to donate as many opinions as possible to maximize the chance of 
covering the most important areas factors [36].  
 
Analyzing Delphi Data: Lastly analysis of Delphi data is performed in several rounds. 
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During First Round 
 
A total of 13 questionnaires were distributed to the experts who previously wanted to become 
experts in the Study. A total of 11 questionnaire responses returned. We used Google form to 
create the questionnaire. Data collected from this initial stage are analyzed by grouping 
similar items together [31].  
 
Analytical tools selection: There were three different analytical tools are used:  
 
● Google forms: We use Google form to create feedback questionnaire and perform 

descriptive statistics. 
● Microsoft Excel: We use Microsoft Excel for initial plotting and some of the basic 

quantitative analysis. 
● R statistical learning tool: We use ‘R’ statistical learning tool for advanced analysis. 

We use several libraries for text analytics in R. 
 
From the first round questionnaire, we collect the data and after analyzing the data, the 
second round of the Delphi is designed and initiated.  

During Round Second  
 
Round Second is performed according to the order of round one. The communication with 
the panelist is performed through the standard channel, following the same tool as in the first 
round. However, the feedback form summarizes the feedback received in the first round. We 
apply filtration process to get rid of potential biases. To do that we perform text based 
frequency analysis from the qualitative data collected in the first round. The data analysis 
involved in second round corresponds to both qualitative and quantitative analysis. 
factors, thus there is no consensus. The more regarding consensus is described in Section 3.5. 

3.5 Reaching consensus in Delphi study 

Consensus can be defined as a group opinion or general agreement. It can also define an 
opinion or position reached by a group as a whole or by majority will [38]. Many Delphi 
studies use certain levels of agreement to qualify consensus among an expert panel [38]. 
However, a certain level of understanding for example convergence of opinions toward 
consensus may conclude unstable situation, for this reason, other author proposed 
hierarchical stopping criteria. This suggests measuring the level of agreement only if a solid 
answer is reached [38] where the majority defined as “more than 50% of the respondents”.  

The standards for consensus in Delphi research have never been rigorously defined. It is 
important to note that the existence of an agreement does not mean that the correct answer or 
opinion has been found [36].  

Next chapter consists of two major sections. Each of the sections emphasizes the data 
collected in the each round of Delphi implementation. In each of the sections, we provide 
descriptive statistics done by using started survey data collection tool Google forms, then use 
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Microsoft Excel and finally used R statistical analysis tool for qualitative data analysis. 
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CHAPTER FOUR 

ANALYSIS AND FINDINGS 
This section shows the analysis techniques and results performed on the collected from the 
Delphi study. The data are collected from two phases, in form of standard questionnaire. We 
discussed the methodology of forming the questionnaire in Research Methodology section.  

In Delphi, there are no single ways of analyzing data [36]. The analysis results can be 
graphical representation, textual presentation, insights outlining ranks and so on [36]. In this 
thesis, we apply both qualitative and quantitative research methods of data analysis in the 
first round. 

4.1 Analysis of the collected data to the first round of Delphi  
During the first round, the feedback from the expert panelists are collected by asking 13 
questions regarding different types of data, and factors of sensitive data migration to Cloud. 
Data types cover mostly security and value aspect of data, specifically: 
 

- Personal data Vs non-personal data 
- Important Vs unimportant data 
- Sensitive Vs non-sensitive data 

 
It is interesting to see how organizations are preparing to comply with regulations from both 
EU organizations as well as global organization that operate in the EU in the context of cloud 
storage. 
 
Another area of feedback is the use of Cloud platform in the organization's level. For 
example, do the organizations migrate their data, or it is only the digital service providers 
who are storing the data the Cloud. Does the government prevent organizations sharing their 
data to the Cloud? 
 
The experts then also provide specific feedback on storing the sensitive data to the Cloud. 
Finally, experts were sharing their views on considering factors for sensitive data migration 
to the Cloud. This is important to have an expert view on this subject, as there are many 
different organizations both in private and public sectors that collect heterogeneous types of 
data on daily basis.  
 
Thanks to the big data, which contributes highly to change data strategy, and investing highly 
harnessing value from data. For that perspective, organizations want secure, scalable platform 
to retain their data, and see it as an investment for current business, as well as future 
opportunities. That is why getting a clear message when and how an organization be able to 
migrate sensitive data is not only a research question, but also has significant business 
implication.  
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4.1.1 Personal data Vs non-personal data Important Vs unimportant data 
Sensitive Vs non-sensitive data 
      
Q1. In the first round, the panelists were asked about their organization definition of 
personal and non-personal data?  
      
The experts provide a consistent definition of personal data. Personal data is defined as data 
related to an identifiable person while non-personal data doesn't relate to any identifiable 
individual. Such as name, address, phone number, phonebook contacts, favorite radio station, 
email address, etc. Non-personal data consists of information that can be made by public for 
instance Network Data, infrastructure data, system log, etc. 
 
 
Q2. The panelists were asked about, ‘what is your organization most important and 
unimportant data?’  
      
Important data contains sensitive information that should be protected and reused by the 
organization carefully. Important data is related to the core organizational processes and 
deliveries. From some of the expert views, important data definition depends on business 
importance and risks associated with it. Client information is one of the most important data. 
 
Every data connected with business cannot be defined as unimportant data. Sometimes it is 
hard to define what is unimportant data is. Unimportant data are the byproduct of producing 
important data which doesn't need to be protected or will be reused. In some aspect, the most 
unimportant data can be general daily reporting and alerting.    
    
Q3. The panelists were asked about how do they define sensitive data?  
 
All regulated data and client data are considered sensitive data. The sensitivity of data 
sometimes depends on the business of an organization. Data that contains sensitive 
information such as Social Security Number, financial report, business strategy, and payroll 
are labeled as sensitive data. 
 
All the classified data are considered as sensitive data. This applies to Business secret data, 
customer's credit card information. Any other personally identified information is also 
considered as sensitive data. Sensitive data consists of personal data that can either reveal a 
person's identity (social security number, bank information, tax information) to hurt 
sentiments (religious views, political views). According to the GDPR and ICO data 
protection rules, sensitive data are defined as the data, which can be of benefit for any of the 
organization's competitors.  
 
 
Q4. The panelists were asked about how do they define non-sensitive data? 
 
Data that don't contain sensitive information for a particular organization are considered as 
non-sensitive data, such as the name of a person, what food he ate at lunch. The information 
that is collected on aggregated level is considered as non-sensitive data. As well as, the data, 
which are classified as public data, are regarded as non-sensitive data. Data with less 
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disclosure risk are also goes in that category. Public Data do not affect a person's identity of 
sentiments. Data that is labeled public by the data owners is considered non-sensitive data. 
 
Data that is open for everyone or for a large group of employees. Non-sensitive data can be 
defined as per data protection. Finally, these data fall outside the sensitive definition. 
 
   
Q5. The panelists were asked about Do they aware of the EU GDPR? And do they adopt it in 
their organization and explain how?  
 

  
Figure 4.1: Distribution of the responses to the Q5. 
 
 
Around 60% of the panelists said they are going to implement GDPR. 20% are not aware 
about, where another 10% will not implement GDPR. In comment, few of the panelist said 
that they had adopted the GDPR requirements into the company policies for EU branches. 
Others said all the EU organizations that are dealing with different type of data, need to 
comply GDPR from 2018. They are in the process of taking the necessary measures to 
comply with all the rules and policies mentioned in GDPR. However, around 10% replies, 
they are confused about the matter. 
 
 
Q6. The panelists were asked about from organization perspective, what is the nature of data 
that you are experienced with? 
 
Some have worked with all level of data. Some experts work with both personal and sensitive 
personal data. Some work with non-sensitive and non-personal data. Some work with 
Network data, customer usage data, traffic data, location data, digital services data. Some 
work with Logs, PII, system configuration data, etc. Other work with Research, teaching and 
administrative data. Some work with security and privacy technical controls for all categories 
of data. However most of them work with business confidential, PII data.  
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Q7. The panelists were asked about do they analyze sensitive data and non-sensitive data 
from organizational perspective? 
 

 
Figure 4.2: Distribution of the responses to the Q7. 
 
During the literature review, we did not find current proportion of the organizations who are 
analyzing sensitive data and non-sensitive data from organizational perspective. However 
from our Delphi study it is revealed that 45% of the subject organizations analyze sensitive 
data and non-sensitive data from organizational perspective. 

4.1.2 Cloud Storage Strategy 
 
Q8. The panelists were asked about do they use Cloud storage for storing data? 
 

 
Figure 4.3: Distribution of the responses to the Q8. 
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During the literature review, we did not find current proportion of the organizations who are 
using Cloud data migration, however from our Delphi study it is revealed that 88.88% of the 
subject organizations are using Cloud for data migration. 
 
Q9. The panelists were asked about for Cloud storage, what is their organization’s preferred 
option? 
 

 
Figure 4.4: Distribution of the responses to the Q9. 
 
 
During the literature review, we did not find current proportion of the organizations 
preference of Cloud storage to use in the organization. However from our Delphi study it is 
revealed that 50% of the subject organizations are using both Clouds such as private and 
public Cloud for storing data or data migration. 
 
Q10. The panelists were asked about, if their organizations have sensitive data, would be 
they accepting storing them in the Cloud? If yes, how would they prefer to do this data 
migration? 
 
Most of the experts recommend using encryption, which is the data security. For storing 
sensitive data, some will use the private Cloud. In a structured and manner analyzed and 
assessed for possible risks and implications. Few of the experts defined this as any other IT 
migration. Other preferred complexes two-phase pseudonymization. Others do not want to 
store sensitive data in the Cloud. 
 
Q11. The panelists were asked about, is it sensitivity of the data or the governmental 
regulation that prohibits you storing data in the Cloud? 
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Figure 4.6: Distribution of the responses to the Q11. 
 
During the literature review, we could not find the current proportion of the organizations 
prohibition of using Cloud storage for sensitive data in the organization. However from our 
Delphi study it is revealed that 66.7% of the subject organizations are considering both 
governmental regulations and sensitivity of the data are factors for prohibition of using Cloud 
storage for sensitive data. 

4.1.3 Factors for migrating sensitive data to the Cloud 
 
Q.12.What are the factors organizations need to consider while migrating sensitive data to 
public Cloud?  
 
 
Based on the experts’ feedback collected through the questionnaire, we derived the initial list 
of the influential factors. We formulate 11 factors listed below for initiate the second round: 
 

1. How to migrate and protect the data with Cloud based security control 
2. The contents of data, types of data (personal, sensitive etc.) 
3. Who can access the database, administrative privilege on the database 
4. Security capabilities of the Cloud providers, security policy. 
5. Individual right- without violating the fundamental right of a person i.e. Seeking 

permission from an individual 
6. Sensitivity of data  
7. Government regulations, regulatory issues 
8. Sanitize, encryption for anonymizing of the data 
9. Types of service provider (public Cloud or private Cloud) 
10.  Size of the company 
11. Control and compliance 
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4.2 Analysis of the second round questionnaire  
 
We again send the findings from the first round in form of questionnaire to the experts’ panel. 
70% of the panelist participated and shared their feedback timely. Questions [1-3]: We 
correlated the three kinds of data, personal, important and sensitive data. 
 
Q1. The experts were asked to answer, "what is organizational most sensitive data" we 
found:  

1. Organizational sensitive data definition depends on regulated data.  
2. Access is limited to number of people.  
3. Personal information is a subset of sensitive data.  
4. Sensitiveness requires greater care during data handling and processing.  
5. All the classified data are considered as sensitive data. Business secret data, 
customer's credit card information, social security number, financial report, business 
strategy, are considered as sensitive data. 

Do they agree with the above findings? 
 

 
Figure 4.9: Distribution of the responses to the Q1. 
  
 
 
Findings: 100% experts agreed with the definition and this is how we get consensus on the 
definition of sensitive data. 
 
 
Q2. The experts were asked to answer, "what is organizational personal data" we found:  

1. A central concept of organizational sensitive data is the personal data.  
2. Personal data is name, address, telephone no, social security number, bank 
account number, date of birth etc.  
3. Personally Identifiable information (PII) commonly referred to as personal data.  

Do you agree with the above findings? 
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Figure 4.10: The percentage distribution of the responses to the Q2. 
 
Findings: 100% panelists agreed with the definition and this is how we get consensus on the 
definition of sensitive data. 
 
Q3. To answer the question "what is organizational important data", we found:  

1. Sensitive information that should be protected and reused by the organization such 
as payroll data.  
2. The data, which generates actionable insight (e.g., NPS data).  
3. Client data is our most important data. 

Do you agree with the above findings? 
 
 

 
Figure 4.11: Distribution of the responses to the Q3. 
 
Findings: 100% agreed with the definition and this is how we get consensus on the definition 
of sensitive data. 
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Q4. In question 4, the panelists were asked the important factors of migrating sensitive data 
to the Cloud around. 
 

 
Figure 4.12: Consensus on ranking factors 
 
In general, we found the following the factors that are highly considered based on the 
feedback collected by the Delphi experts: 

o Contents of data, types of data for example, location data 
o Sensitivity of data  

§ Sanitization, encryption of the data  
o Government regulations, regulatory issues  

§ How to migrate and protect the data with cloud based security control 
• Access control, administrative privilege on the database  

o Control and compliance 
o Security policy of the organization 
o Security capabilities of the cloud providers  

 
More precisely, when the panelist were asking about the important factors, 100% panelists 
gave responses on the three factors which are Location: knowing where the data is going to 
be stored, Sensitivity of the data: Knowing what is personal, important and sensitive in the 
datasets, Policy of the Cloud provider: Who will have access to the data, what is their backup 
policy etc. 
 
Q5: The panelists were asked about how much they are satisfied with the factors? 
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Figure 4.13: Consensus based on panelists’ satisfaction on outlined factored of first round 
 
In Figure 4.12 and Figure 4.13, we have shown reaching consensus based on quantitative 
data. We also conclude some of the key factors that achieved 100% during the Delphi second 
round. 
 
Apart from the analysis presented in this chapter, we also applied R-based factor cloud 
analysis. Sparsity is used as the notion of consensus. Details are provided in Appendix C. 
 
The next chapter is divided into three major sections. It starts discussing the finding of this 
thesis from holistic view. Then the thesis provides different idea for possible form of 
expanding this work as future work. Lastly, the thesis is concluded with the learning and 
implications of from this thesis work in the conclusion section. 
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CHAPTER FIVE 
DISCUSSION AND CONCLUSION  

Discussion 

This thesis focuses on the definition of organization sensitive data and identifying the factors 
for migrating those data to the Cloud. Based on our research after consideration of the 
literature and the Delphi study we have come up to following considerations for migrating 
sensitive data to the Cloud.  

From the literature review, we derived existing factors, which are essential for securing 
sensitive data. At current age, sharing data is becoming a need to modern businesses. For 
example, Facebook, Google are some of the largest organizations whose core businesses are 
all around data. They used data for ad-tech, and many other purposes. Ad-tech is considered 
as general-purpose advertisement platform that enables publishers, advertisers, agencies and 
ad networks to manage their digital advertising campaigns. And their core technologies are 
Cloud based. Thus, it is obvious to assess and understand the factors that organizations are 
following when it comes to share data, more specifically sensitive data to the Cloud upon that 
we formed an expert panel with top information security experts. Due to limited resources, 
we keep the length of the panel finally 11 participants. Then we implemented a full-fledged 
Delphi to answer the research questions. 
 
In the Delphi method, the existence of the consensus does not mean the all the necessary 
answers have been found [36]. So the answers, obtained in the thesis were based on the 
situation of the expert panels. It might possible to have many other critical factors if the 
length of the panelists around 200 and they are not only expert in information security but 
also their expertise is applied in different industry such as health, transportation, banking and 
so on. This is important because security requirements differ from industry to industry. As, 
the expert panels were from different companies as well as different countries so it affected 
much of the responses. For example, the responses from the panels from USA cannot be 
same as the panels from Netherlands. However, the method and results can be used for group 
discussion or raising issues for the debate. 

The thesis also shows that implementing Delphi is not a trivial task. This requires different 
steps in different stages. Weakness in one step may negatively affect to other steps. So, we 
put significant effect to reduce stage effects such as normalizing the feedback data before 
preparing the questionnaire of the second step. 

Conducting a Delphi study requires resources in terms of recruiting panelist, data analysis, 
iterations and so on. The researcher had an intention to composite the panelists with more 
experts. Bigger sample of opinion data can be gathered and analyzed for improving the 
insight. However due to small size of panelists could not be formed. After composition of the 
panelists, it was expected that the 100% panelists will participate in the Delphi survey first 
and second round, as they confirmed by the previous mail that they want to become panelist 
in the thesis. But around 80% participated in the first round Delphi survey and 70% in the 
second round Delphi survey. 
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Identifying all the factors is a not a simple work. It is complex to argue the generosity of the 
derived factors in this thesis. A large-scale study needs to be in place towards that to discover 
the factors that generalization perspective. The factors discovered though this thesis are 
showing the methods of performing such kind of study, as well as initial results in the context 
of Nordics and EU. 

Discussion on RQ1 

Q1: What is organization most sensitive data? 

Organizational sensitive data can be defined as data on which limited to number of people 
gets access, can be a subset of Personal information, by protecting the sensitiveness of the 
data by data handling and processing ensure the quality of the data, can be classified data 
business secret data, customer's credit card information, social security number, internal 
financial report, business strategy, are considered as sensitive data. 

Discussion on RQ2 

Q2: What factors should an organization consider while migrating such data to the public 
Cloud? 

Observing the top factors for Cloud migration from the previous section, we found following 
four factors as top factors for the Cloud data migration.  

● Organizational policy 
● Trust on Cloud provider 
● Access authorization 
● Individual location data 

In below we discuss these factors briefly: 

● Organizational policy: Organization may set their own policy towards migrating the 
data on the Cloud. In many cases, organizations believe on their gut feeling that it 
might be risky to migrate the data to the Cloud and they do not migrate any sensitive 
data to the Cloud. 

● Trust on Cloud provider: How my sensitive data would be handled by the Cloud 
storage providers and do their data transfer procedure is secure enough? So in many 
cases, how does an organization see a Cloud storage provider to trust perspective 
becomes a key factor of sensitive data migration to the Cloud? Choosing inaccurately 
Cloud vendor cannot ensure where the data will be stored. 

● Access authorization: Who has access to the data, only some important people need 
have access to the data. 

● Individual location data: As we see from the panelists’ feedback that location data is 
considered important factor. The consequences could be very dangerous if location 
data is not handled in a sensitive way. 

Subsequently, Control over data, automatic backup, and sensitivity of data are reasonably 
interesting factors for data migration to the Cloud. 
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● Control over data: Once you completed your migration of sensitive data to the Cloud, 
you have no control over it, so it’s important to encrypt data before migration and 
share the keys with the Cloud provider. 

● Automatic Backup: What is the backup policy of the Cloud vendor is important factor 
to deal with. 

● Sensitivity of data: Cloud computing should be adopted carefully with the 
consideration of sensitivity of data. 

 

Consistency of the factors in comparison with the factors from literature 
review 
 
Generic aspect: In general, sensitive data migration is a well-established topic within research 
communities in the area of information security and privacy. That provides a list of well-
established factors for sensitive data migration, as discussed in the literature review section. 
However, applicability of those factors in the Cloud settings are not properly explored yet. As 
we have seen that Cloud storage is a relative new, but highly adapted technology, where it is 
important to assess the need of new factors of sensitive data migration as well as the 
consistency of existing ones. From our research, it is seen that we need the classical factors, 
which are always important, while new set of factors are also required due to tackle 
technological challenges, such as data owner’s right protection. For that reason, the Delphi 
method guides us to discover those new factors.  

Specific aspect: We found, there are some factors of the Delphi study are fully consistent 
with the findings from literature review such as data security - encryption, pseudonymization, 
consent, compliance, data classification. On the other hand, even though privacy is an 
important factor but in Delphi, expert panelist did not mention Privacy as a factor for 
consideration of cloud data migration. Similarly, there are some other factors for example 
access control, auditing, sensitivity of data, automatic backup, control over data, 
organizational policy, contents of data, trust, volume and so on. 

Future work 

In this thesis we slightly touch the area of GDPR compliance in context of cloud storage. As 
it is not clear yet what it may take to comply with this, so the importance is GDPR as future 
project would be one of important dimension of future work. This is because of huge amount 
monetary penalties for non-compliance of GDPR. Thus the future work could be to apply the 
Delphi method to assess the needs to be compliant with GDPR. The new knowledge on 
GDPR could help organizations from the potential risk of failing GDPR compliance and 
successfully operating cloud driven services. 
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Figure 5.1: Enabling Artificial Intelligence through Cloud data migration [41] 
 
A recent report [41] notes that PP Zhu, founder, president, and chief technology officer at 
Xiaoi Robot, a major producer of smart machine technology in China, “sees AI in the Cloud 
as a continuous interplay between local and remote technologies. Data collection and 
compression are performed at the device level while advanced processes such as semantic 
analysis, natural language processing, and machine learning are performed in the Cloud, 
says Zhu.” What does this imply for this thesis; to complement for information security 
perspective that, in future Cloud data migration will be the norm, and if there are no rules and 
regulations put in place, most of the data will be stored directly to the Cloud. So a study 
related on lawful way of Cloud data processing would also be interesting for future study.  
 

Conclusion  

This thesis contributes to the area of information security by focusing on Cloud computing. 
Cloud storage could potentially be a reason for significant monetary loss if appropriate 
measures would not be taken into consideration before migrating data to the Cloud. We have 
noticed, so far, there exist a lack of a general guideline for Cloud migration.  

Due to the need to storing data in the Cloud, it is essential to have a proper knowledge, where 
sensitive data could be stored in the Cloud. This thesis constitutes a starting state of the art 
study on Cloud data migration. Added to that, the thesis implements a complete Delphi study 
to understand organizational sensitive and discover key consideration factors for migration 
data to the Cloud. 

Organizations need to clearly understand the definition of the sensitive data. They need 
guidelines for the data classification policy. Nevertheless, they need to adhere key factors to 
classify their data based on the data sensitivity. Finding from RQ1 which shows 
organizational sensitive data limited to number of people gets access, can be a subset of 
Personal information. It is crucial for an organization secure such data from misuse. 

Knowing the lifecycle of data can be highly beneficial, to make the decision if the data is 
worthy to be stored in the Cloud. It is important to apply the appropriate factors before 
migration the data to the Cloud, we believe the discovered factors from RQ2 could be an 
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option of such initiation. For instance organizational policy if an organization is ready to 
migrate their data to the cloud, are the cloud providers are trust-worthy, are the data 
remaining in the cloud will be protected from misuse, is it secure to upload location and so on 
are revealed as important factors of cloud data migration from this thesis.  
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Appendix A: First Round Responses 

Cloud security 

These questions are prepared in connection with the MSc thesis of Ismat Ema in the division of 
Information System of Luleå University of Technology, under supervision of Professor Ahmed 
Elragal. 

1. What is your organization definition of personal and non personal data? 

2. What is your organization most important and unimportant data? 

3. How do you define sensitive data? 

4. How do you define non sensitive data? 

5. Are you aware of the EU GDPR? If yes, Do you adopt it in your organization? If yes, 
explain how? 

6. From organization perspective, what is the nature of data that you are experienced 
with? 

7. Do you analyse sensitive data and non-sensitive data from organizational 
perspective? 

8. Do you use cloud storage for storing data? 

9. For cloud storage, what is your organization’s preferred option? 

10. If your organization have sensitive data, will you be accepting storing them in the 
cloud? If yes, how would you prefer to do this data migration? 

11. Is it sensitivity of the data or the governmental regulation, that prohibits you storing 
data in the cloud? 

12. What are the factors organizations need to consider while migrating sensitive data to 
public cloud? 

13. Do you prefer to comment on initial analysis result of this study?  
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Appendix B: Second Round Responses 
 
1. To answer "what is organizational most sensitive data" we found: 1. Organizational 
sensitive data definition depends on regulated data. 2. Access is limited to number of 
people. 3. Personal information is a subset of sensitive data. 4. Sensitiveness requires 
greater care during data handling and processing. 5. All the classified data are considered 
as sensitive data. Business secret data, customer's credit card information, social security 
number, financial report, business strategy, are considered as sensitive data." Do you agree 
with the above findings? 

 
2. To answer "what is organizational personal data" we found: "1. A central concept of 
organizational sensitive data is the personal data. 2. Personal data is name, address, 
telephone no, social security number, bank account number, date of birth etc. 3. Personally 
Identifiable information (PII) commonly referred to as personal data." Do you agree with 
the above findings? 

 
3. To answer "what is organizational important data" we found: " 1. Sensitive information 
that should be protected and reused by the organization such as payroll data. 2. The data 
which generates actionable insight (e.g., NPS data). 3. Client data is our most important 
data." Do you agree with the above findings? 

 
4. Which factors do you consider most important factors for migrating organizational 
sensitive data to the cloud? 

 
5. How much satisfied are you with the factors? 

 

6. Can you write the factors according to importance? Considering 1 as the least important 
factor and 14 is the most important factor 

 
7. Can you mention some more factors which were not included in the above factors and 
you find the factor important to mention? 
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Appendix C - R Scripts - Sparsity 
## Factor cloud analysis using R statistical analysis tool 
 
install.packages("tm") 
install.packages(c('SnowballC', 'wordcloud', 'topicmodels')) 
install.packages("quanteda") 
library(quanteda) 
library(tm) 
library(SnowballC) 
library(wordcloud) 
round1 <- read.csv("/Users/hadoop/Desktop/test/round1.csv",header=T)  
 
#Text analysis Question 12 
review_corpus = 
Corpus(VectorSource(round1$X12..Finally.what.are.the.factors.organizations..consider.while.migratin
g.sensitive.data.to.the.public.cloud.)) 
 
review_corpus = tm_map(review_corpus, removeWords, stopwords("english")) 
 
review_dtm <- DocumentTermMatrix(review_corpus) 
review_dtm 
 
inspect(review_dtm) 
 
freq = data.frame(sort(colSums(as.matrix(review_dtm)), decreasing=TRUE)) 
#freq = freq + 1 
wordcloud(rownames(freq), freq[,1], max.words=50, colors=brewer.pal(1, "Dark2")) 
 
# Text analysis from Question 10 
 
review_corpus = 
Corpus(VectorSource(round1$X10..If.you.have.sensitive.data..and.if.you.need.to.storage.it.in.the.clou
d.storage..how.would.you.prefer.to.do.this.migration.of.sensitive.data.)) 
 
review_corpus = tm_map(review_corpus, removeWords, stopwords("english")) 
 
review_dtm <- DocumentTermMatrix(review_corpus) 
review_dtm 
 
inspect(review_dtm) 
 
 
freq = data.frame(sort(colSums(as.matrix(review_dtm)), decreasing=TRUE)) 
#freq =freq +1 
wordcloud(rownames(freq), freq[,1], max.words=50, colors=brewer.pal(1, "Dark2")) 
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# 2nd round 
 
# loading the from 2nd survey 
 
round2 <- read.csv("/Users/hadoop/Desktop/Round 2 Delphi.csv",header=T) 
 
review_corpus = 
Corpus(VectorSource(round2$X4..Which.factors.do.you.consider.most.important.factors.for.migrating.
organizational.sensitive.data.to.the.cloud.)) 
 
review_corpus = tm_map(review_corpus, removeWords, stopwords("english")) 
 
review_dtm <- DocumentTermMatrix(review_corpus) 
review_dtm 
 
inspect(review_dtm) 
 
freq = data.frame(sort(colSums(as.matrix(review_dtm)), decreasing=TRUE)) 
#freq = freq + 1 
wordcloud(rownames(freq), freq[,1], max.words=50, colors=brewer.pal(1, "Dark2")) 
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Sparsity as consensus metric 
We apply sparsity for reaching consensus among the panelist. The hypothesis is that sparsity 
of the factors is 0%, then there are no disagreements among the panelist in ranking the 
factors, while if this is 100%, then there is no agreement among the panelist in the ranking of 
the 
 
Analysis Round 1 Data 
 

 
Figure C.1: Influential word Cloud for factor discovery for Q12 

 

 
Figure C.2: Sparsity percentage for Q12 

 
Based on the experts’ feedback collected through the questionnaire, we derived the initial list 
of the influential factors. As shown in the Figure C.1, the top factors are all around type of 
data, sensitivity, public Cloud, volume, organization policy and so on. Figure C.2 shows the 
sparsity of factor-terms, which is 79%. This score indicates that the feedback received from 
panelist during first round varies significantly. 
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Analysis from Round 2 Data 
Now we apply another method “notion of sparsity” to measure consensus. For this we will 
use qualitative data and will derive top terms. Based on the top terms, we then recommend 
the key factors.  

Finding consensus on key factors for Cloud data migration  

 
Figure C.3: Sparsity percentage Q6. 

 
In general we found the following factors shown as factor clouds in the figure C.6. 
 

 
Figure C.4: Top factors for sensitive data migration to the Cloud 
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We noticed that the sparsity of the derived factors in first round around 79%, which indicates 
that the opinion on important factors was very dense. After initial filtering, we selected a11 
factors for the round two. We set the goal to allow 30% sparsity to reach consensus. During 
round two the sparsity score went down to 27% (Figure C.3), which was quite impressive in 
the sense that we are allowing a scale from 1 to 14 to weight the factors. Having consensus 
regarding 27% of sparsity is convincing from that perspective and thus limits the Delphi 
mechanism in two round feed collection and first round result dissemination. We thoroughly 
discussed the top ranked factors in the discussion section, however from the Figure C.4 it is 
decisive enough to say that data sensitivity, Cloud policy, location and access authorizations 
are one of the tops ranked factors. 


