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Abstract  

Awareness is a key component of any information security programme. This study sets out to 

establish whether SMEs are using the government cyber security initiatives and finds that only 

4.3% of respondents are utilising the resource that is freely available from the newly formed 

National Cyber Security Centre. The principal reason for this is a lack of awareness, although the 

survey also reveals that respondents would use this service if they had knowledge of it. 

Furthermore, 72.3% are keen for the government to deliver a public cyber security awareness 

campaign from funds available to the National Cyber Security Strategy. The association of the 

NCSC with GCHQ is seen to increase the trust in the service the NCSC delivers, whilst 

incentivising SMEs to enhance their security is popular amongst the 46 respondents.  

Survey responses suggest that small and micro businesses believe that they are too small 

to attract cyber-attacks, under the misguided assumption that “security through obscurity” is a 

viable control to mitigate the cyber risk. This underlines the lack of awareness of the randomness 

of threats such as ransomware and supports the need for greater user knowledge.  
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Chapter 1 – Introduction 

1.1  Background 

 

As the recent global WannaCry ransomware attack that seriously impacted multiple U.K. hospitals 

(Graham, 2017) clearly demonstrates, attackers have little scruples. However, they will often not 

attack any specific person or institution, but rather take the scattergun approach against 

vulnerable targets be they government departments, large multi-nationals, small businesses or 

individuals. 

The Internet has developed globally from what was perceived to be a luxury enjoyed by 

the few a decade or so ago, to become a commodity, viewed in the same way as water and 

electricity in the home. As more day-to-day devices become interconnected, targeting an 

increasing number of unsecured devices is viewed as a great opportunity for adversaries. On their 

part, large companies and those that make up the critical network infrastructure have 

strengthened their security, making it more difficult for them to be targeted directly. There are 

increasing reports in the media that individuals and groups with nefarious intent are switching the 

focus of their efforts to individuals and smaller businesses for their cyber-attacks. This has been 

evidenced through recent media articles reporting that the Chinese based APT 10 group has been 

targeting smaller businesses, often to infiltrate the supply chain of larger companies, and using 

this as a stepping stone to achieve their objective (BBC News, 2017a).  

Historically, the UK government has focussed on supporting public sector agencies and 

those sectors that make up the critical network infrastructure, often leaving individuals, small and 

medium-sized enterprises (SMEs) and other less critical business sectors to manage their own 

cyber security. Although this continues to be the principal aim of the newly formed agency, the 

interconnected world we live in means that the menace no longer comes from threat actors, but 

increasingly and indirectly the supply chain, or new and poorly secured devices that make up the 

Internet of Things (IoT). This was seen late last year with an attack against Dyn,1 which originated 

from hundreds of thousands of global smart devices that were compromised and used to target 

their servers in a Distributed Denial of Service (DDoS) attack, simultaneously taking down multiple 

websites such as Twitter, CNN and Netflix (Woolf, 2016).  

The recent change in government policy to include smaller businesses and those in other 

sectors within the national cyber security strategy means that the message needs to reach those 

business communities for the benefits to be fully felt.  

 

1.2  Problem Statement 

The problem is that recent surveys indicate that SME businesses do not have suitable cyber 

security protection in place. They are increasingly targeted, allowing them to be both the victims 

of directed attacks, and the springboard against other businesses or government agencies. 

                                                 
1 Dyn is a company that provides much of the Internet infrastructure. 
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Research suggests that they do not see themselves as a viable target and many believe mitigation 

strategies would be both overly technical and costly to implement. The U.K. government has 

simple cost-effective recommendations freely available on its website, but SME businesses do 

not access this information due, possibly, to a lack of awareness. It may also be lack of trust in 

the government.  

 It is worth pointing out how large a sector of the U.K. economy SME businesses is. The 

following table is provided by the Federation of Small Businesses (FSB) from the data of the U.K. 

government department for Business, Energy and Industry Strategy (BEIS) in its report released 

on 16 October, 2016. 

 

SMEs and the Economy: 

Small businesses accounted for 99.3% of all private sector businesses at the start of 2016 and 

99.9% were small or medium-sized enterprises (SMEs). 

Total employment in SMEs was 15.7 million; 60% of all private sector employment in the U.K. 

The combined annual turnover of SMEs was £1.8 trillion, 47% of all private sector turnover in 

the U.K. 

SMEs account for at least 99% of the businesses in every main industry sector. 

Composition of the business population: 

In 2016, there were 1.3 million employing businesses and 4.2 million non-employing 

businesses. Therefore, 76% of businesses did not employ anyone other than the owner. 

The overall business population includes three main legal forms: 3.3 million sole proprietorships 

(60% of the total), 1.8 million companies (32%) and 421,000 ordinary partnerships (8%). 

Table 1.1: SMEs and the economy (FSB, 2016).  

1.3  Principal and Sub-Questions 

The main objective of this research is to evaluate whether SME businesses are aware of the 

current initiatives of the U.K. government for their benefit (in particular, their awareness of Cyber 

Essentials). There is additional consideration of how SMEs wish to receive such information, 

whether awareness campaigns used in other government initiatives and interventions would be 

supported, and, finally, whether incentives could play a part in cyber security adoption. 

This research seeks to answer the principal question: 

Would SMEs respond positively to government cyber security initiatives if they were aware of 

them? 

This central research question has sub-questions for further understanding of the 

following: 

1. SMEs’ awareness of government cyber security initiatives. 

2. The respondents’ views of the perceived cyber security risk. 
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3. Whether their trust in the NCSC would be adversely affected by its association with 

GCHQ. 

4. How they would wish to receive cyber security information. 

5. Their views on the best way for the government to promote an awareness campaign. 

6. Whether incentives could be used to improve SME cyber security posture. 

 

1.4  Research Motivation and Benefits 

The motivation behind this research is to describe the level of awareness that SME businesses 

have of U.K. government cyber security initiatives, and to evaluate whether they would utilise 

such resources in future. It also explores the preferred platform of delivery, whether funding 

should be used for increased awareness, and businesses can be incentivised to adopt a stronger 

cyber security posture. These findings are intended to generate propositions for future research. 

SME businesses are often seen as the soft underbelly of corporate information security , 

amongst whom are a vast number of viable targets for cyber criminals. They access intellectual 

property or customer and employee data, and mount website defacement/redirection, or Denial 

of Service attacks. These targets are also used as jump stations for onward nefarious activity 

against other corporations or users. 

 Symantec’s annual Information Security Threat Report for 2015 reported that 43% of all 

spear phishing attacks were targeting small businesses, up from 34% the previous year. The 

same report identified that the attackers’ objective narrowed; whilst in 2014, 45% of small 

businesses were the focus, this had fallen to only 3% the following year, during which time the 

increased percentage of targets moved from a random attack vector to a narrower concentration 

of targets (Symantec, 2016). 

In the same year, the U.K. government reported that severe breaches could reach as high 

as £310,000 for SMEs, up from £115,000 the previous year. Seventy four percent of SMEs 

reported that they had suffered an information security breach, and 30% had suffered staff-related 

breaches (PWC, 2015). 

A previous study (Renaud, 2016) concluded that SMEs may feel overwhelmed by the 

range and diversity of the cyber security awareness information available and stressed the need 

to limit the de facto resources. Nevertheless, this seems at odds with another finding in the study 

that SMEs were calling for greater information, suggesting that they were not aware of the freely 

available advice delivered by government agencies to support their cyber security posture. 

The benefits of this survey are in helping to understand whether the government’s cyber 

security strategy and initiatives have filtered down to the smaller business communities. It is also 

possible to establish whether there is a level of trust that would allow businesses to view the 

government as their de facto source of cyber security awareness and support.  

Ultimately, the adoption of simple and cost-effective mitigation controls by individuals and 

businesses of all sizes will help the U.K. become a “tough nut to crack” and discourage 

adversaries. 
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1.5  Research Method 

1.5.1  Correlational Research 

A correlational study was undertaken to understand the differentials associated with defined 

characteristics or variables of the questionnaire data output. The adoption of a correlational 

approach enables the study of quantitative data by measuring the relationship of at least two 

different characteristics to establish whether there is any interrelationship and, if so, in what way.  

It is understood that a cause and effect relationship cannot be inferred through correlation 

alone and further analysis together with descriptive statistical analysis is also adopted. 

1.5.2  Survey Research 

Data were collected from a specific business community through delivery of a questionnaire to 

understand their attributes, behaviours and experiences, knowledge and attitudes towards cyber 

security. This inferential analysis formed a snapshot of the larger community by sampling a small 

percentage. 

The mixture of descriptive and inferential statistical analysis is the most appropriate 

method for both analysing the survey data, and then inferring the output to determine further 

hypotheses that could be tested. 

This approach is explained in Chapter 3, which discusses methodology.  

1.6  Thesis Overview 

The thesis consists of five chapters. This introductory chapter presents the research topic and 

provides a rationale by giving some background to the research question. It also highlights the 

problem statement that motivated the study and the benefits of this quantitative research. It 

includes the principal and sub-questions of the thesis. 

Chapter 2 reviews the literature on the subject through empirical approach and discussion 

of the theoretical concepts to identify both the knowledge gap and subsequent questions, whilst 

also considering user awareness and incentives.  

Chapter 3 expands upon the methodology and design assumptions. It identifies the 

subjects and the research instruments adopted. It then explains the analysis methods and 

statistical tasks employed, before addressing any ethical issues.  

Chapter 4 details the data results and analysis findings, which are supported by figures, 

tables and statistical information drawn from the testing analysis of the principal and sub-

questions. 

Chapter 5 contains the summary and discussion of the major findings, which are also 

compared with the results of the literature review. The implications of the findings are reported, 

together with direction for future research, before evaluation of the study and the concluding 

statement.   
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Chapter 2 – Theoretical Background – Literature 

Review 

2.1  Literature Research 

The literature review explored initially SMEs’ security awareness. Subsequently, the focus 

included cyber security and associated threats, business impacts and attitudes towards cyber 

hygiene. There was also analysis of previous awareness campaigns and interventions launched 

by the government, and its own information on media and security websites. The review went 

beyond the technical to consider behavioural studies. The principle search tool was LTU e-library, 

which enabled free access to published studies, with Science Direct being a principle repository. 

Google Scholar and Google were also utilised, the latter for supporting news stories sourced from 

multiple news agencies. Security vendor websites were also used for background information, 

whilst Gov.uk helped shed light on current and historical initiatives around cyber security.   

The search criteria focused on specific keywords or phrases that reflected the current 

study objective. Except for historic government awareness and intervention campaigns, the 

literature was often limited to the last five years, with studies published in the last two years 

preferred. Further searches were done on specific authors and those cited in papers identified.  

2.2  Initial Research 

There are several studies on business approaches towards information security, different 

methodologies and frameworks, and the adoption of new technologies such as cloud computing, 

workforce mobility, Big Data and Bring Your Own Devices (BYOD). There is, however, less 

research on information security and the greater vulnerability of SMEs to targeted cyber-attacks. 

 For instance, Renaud (2016) focused on 110 Scottish SMEs to understand why they were 

not adopting stronger security postures supported by freely available online advice. She assessed 

previously researched responses to a threat message and how individuals sought to assert 

control in various ways. There was a mix of quantitative research through online surveys and 

qualitative research following one-to-one semi-structured interviews with 36 SMEs, examining 

threat appraisal, controls and government support. These research methodologies appear to have 

been done in parallel, so that one did not influence the content of the other. Renaud (2016) 

concluded that SMEs did not take the cyber threat seriously and, in support of other research 

findings, there were insufficient controls to mitigate the threat. The author suggested that resorting 

to Google for online guidance delivered an overwhelming amount of advice with sometimes 

conflicting advice, thus supporting her conclusion that “ it is vital for official bodies to get together 

to issue one set of advice and for such advice to be simple and easy to comprehend.”  

The initial view is that SMEs lack awareness and, when pressed for an answer, revert to 

the “I Google it” response, which suggests that they have knowledge of what they were searching 

for in the first instance.  

The use of cloud computing by SMEs is an area of research. Gupta et al. (2013) focussed 

on the reasons SMEs adopted cloud services in Singapore. Using interviews and questionnaires, 
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they found that ease of use was the principal reason from five options considered, but that security 

and privacy was second, ahead of cost reduction, reliability and sharing and collaboration.  

Although there were some negative comments about security and privacy, the research 

suggested that SMEs (in Singapore at least) appreciated the need for a strong security posture 

and that outsourcing relieved them somewhat of this day-to-day responsibility. This supports the 

suggestion that SMEs are not comfortable with managing their information security and, 

recognising a genuine risk in the increasingly internetworked and mobile workforce, are content 

to rely on someone else to undertake the role. They may not be able to outsource to a dedicated 

security team, but if this is offered as part of a cloud solution, it becomes valid and valuable. 

Security culture in SMEs aligned to the security of asset management (Santos-Olmo et 

al., 2016) incorporates an Information Security Management System (ISMS) that can be used to 

influence employees’ behaviour. This is unlike most models that focus on technical and 

management aspects, thus ignoring the human factor. Santos-Olmo et al. (2016) sought a 

solution to the problem faced by SMEs when implementing a security culture. Their literature 

review underlined the assumption that traditional frameworks do not support the needs of SMEs. 

They focussed on what an ISMS should contain. However, the requirement for a specific ISMS 

framework for SMEs is questionable (ISO 27000 series is a flexible framework that individual 

companies can adopt to suit their specific needs). The statement that there is a lack of appropriate 

information regarding security is also at odds with other findings, suggesting that this research 

was done to support preconceived ideas.  

Barton et al. (2016) studied external influences on senior management regarding their 

commitment towards an Information Security System (ISS). They sought to understand what 

external drivers motivate senior management, which is the key ingredient for successful ISS. They 

studied 167 SMEs and introduced several hypotheses, half of which were supported. The results 

suggested that coercive and normative influences (perceived dominance by government, 

industry, or competitors to have ISS, in the former case, and formal education, conferences, trade 

journals and media coverage, in the latter case) were not deemed important. In comparison, 

mimetic influences (to mimic organisations perceived to be successful) were important in 

environments where technologies were uncertain and seen to be a principle external influence, 

encouraging senior management belief of, and participation in, ISS. This is interesting insomuch 

as the driver is perception amongst senior management in SMEs that competitors are benefiting 

from ISS, thereby enhancing their reputation amongst suppliers and customers (It is considered 

later how businesses with a Cyber Essentials certification can increase their chances of winning 

U.K. public sector contracts). Interestingly, the study of Renaud (2016) also suggested that 

normative mechanisms help enhance SMEs’ awareness, which I also believe to be the case, but 

is not supported in this research.  

In summary, this research suggests that SMEs do not believe that they are a viable target, 

but are keen to adopt a secure posture if it is part of a service provision (such as cloud) and 

especially if competitors are enjoying commercial benefits from such an approach. One of the key 

ideas of this initial survey is the need for SMEs to have a single authoritative reference that they 

can trust to provide information. This is something the U.K. government is keen to support as the 

cyber threat ripples out through the supply chain. 
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2.3 The Cyber Threat 

“Cyber is a Tier One threat to the U.K.’s national and economic security,” stated Matt Hancock 

MP, Minister for the Cabinet Office (GOV.UK, 2016c), who went on to express government 

objective to simplify current complex structures by providing a unified source of advice and 

support to businesses and citizens. George Osborne MP, furthermore, the then Chancellor of the 

Exchequer stressed that every British company and network was a target, and that cybercrime 

was not something that happened to other people, thus underlining the need to replace the various 

bodies that preceded the National Cyber Security Centre (NCSC), which was created in 2016 and 

officially opened in 2017.  

Cyberspace is increasingly used for nefarious means that can negatively impact users’ 

confidence and trust in the technology and the many benefits that it brings to government, 

businesses and individuals (Skopik et al, 2016). Attackers have developed with various vectors 

of attack: from mass-market attacks against multiple systems, to highly sophisticated attacks that 

utilise zero-day malware to infect targeted systems, with the end goal often the exfiltration of 

sensitive data for monetary gain. A report by the government Office of Cyber Security and 

Information Assurance (OCSIA) and Detica (2011) estimated the cost of cybercrime in the U.K. 

at £27 billion per annum, with the main loser being U.K. businesses at an estimated cost of £21 

billion (GOV.UK, 2011). This report highlighted intellectual property as a prime target, which does 

not seem to be a key cyber threat today, with spear phishing and ransomware being the current 

attack du jour, as WannaCry recently highlighted. 

Ransomware turnover was expected to reach $1 billion in 2016, double the previous year, 

with the number of ransomware families increasing by over 170% from 29 in 2015, to 75 in 2016 

(Trend Micro, 2016) 

The cyber threat and impact goes beyond the individual or the business, as with the 

alleged influence on the democratic election of the current president of America (Borger, 2017), 

and nation state activity, be it the alleged Russian cyber-attacks in Ukraine (BBC News, 2017b), 

North Korea’s attack on Sony (Sanger & Perlroth, 2014), or the Stuxnet virus targeting the Iranian 

nuclear programme (Baylon, 2016). This has been the principal focus of the U.K. government’s 

support for the Critical Network Infrastructure for many years. The by-product is advice offering 

protection and best practice guidelines to large and small businesses, regardless of the sector, 

and even citizens. The recent Dyn DNS DDoS attack (Green, 2016), which originated from 

thousands of insecure IoT devices, demonstrated the need for cybersecurity awareness.  

The European Union Agency for Network and Information Security (ENISA, 2017) report 

also highlighted universal exposure to cyber threats. Monetisation is the key motivation, with 

capitalisation of cybercrime showing record financial returns, and optimisation of cybercrime 

turnover being the trend of 2016. This is largely down to the increase in the available tools and 

cybercrime-as-a-service type deliverables, with some services even offering ‘customer’ support 

and online chat options, especially when paying to have files decrypted after a ransomware attack 

(Turkel, 2016). 

Most data breaches continue to be malicious attacks by criminals, mostly as a result of 

the vulnerability of the victim rather than the ingenuity of the attacker (GOV.UK, 2016d). Most of 

the public and businesses remain unaware of cyber threats and the basic controls available to 

thwart such attacks. Seven out of ten attacks involve viruses, spyware, or malware, which may 
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have been prevented by using the basic controls outlined in the government’s Cyber Essentials 

scheme. Francis Maude MP noted that “The Cyber Threat remains one of the most significant 

(and growing) risks facing UK business” (GOV.UK, 2014a). Therefore, the objective remains to 

ensure that businesses of all sizes in different sectors take the appropriate actions to safeguard 

themselves and their customers from cyber-attacks (GOV.UK, 2016d). 

To summarise, the cyber threat is a clear and present danger and there are many types 

of attack from the sophisticated and targeted to the ‘catch all’ approach. As cyber-attacks are a 

business opportunity by nefarious individuals, groups, organisations, or nations, this means that 

businesses need to be aware of the risks, the controls available and their role in protecting the 

greater community as part of the supply chain.  

 

2.4. Business 

The Office of National Statistics (ONS) reported that ecommerce sales in the UK were £335 billion 

in 2008, rising to £533 billion in 2015 (ONS, 2016). It is fair to say that this is a highly strategic 

and economic sector for the U.K. government. 

Many organisations still find it difficult to comprehend and achieve a strategic view of 

information security (InfoSec), leading to 60% of UK businesses calling for increased public 

education on cyber security and associated risk (Yildirim et al., 2011). It is readily accepted within 

the CISSP2 programme that a ‘Top-Down’ approach to InfoSec is the most appropriate model for 

successful adoption throughout the business (Gordon & Malik, 2015). Senior managerial 

commitment to InfoSec is required to drive change within organisations and this is often motivated 

by internal and external factors (Barton et al., 2016), whether governmental, legal, or regulatory, 

and pressure from professional organisations, business stakeholders or shareholders, or culture.  

The 2012 Global Information Security Survey (EY, 2012) highlighted a lack of support from 

senior management, with budgetary constraints, skilled human resource and tools as key 

obstacles to InfoSec effectiveness. The structure of an organisation also influences the outcome, 

with those facilitating reporting, effective communication, clear authority and timely work flows 

able to adopt a formal InfoSec approach (Soomro et al., 2016). An effective InfoSec policy is little 

use though without supporting user awareness and training and this may also be true of valid and 

commendable government initiatives if most people are unaware of them.   

 InfoSec is often seen as a technical problem for the IT department to manage and resolve, 

but it is increasingly promoted as a business requirement and, therefore, a business problem to 

resolve (Kwon, Ulmer, & Wang, 2014). Due to the growing popularity of cloud technology and 

services within businesses of all sizes, businesses can seldom outsource responsibility for 

sensitive data. Hence, the challenge is to find the best service provider to match both Quality of 

Service (QoS) and InfoSec requirements, with businesses often focusing on the former and 

accepting the latter as a ‘nice to have’ add on (Modic et al., 2016) 

In the U.K. government’s annual Cyber Security Breach Survey (GOV.UK, 2016e), 69% 

of businesses viewed cybersecurity as a high priority, although according to an international 

survey by E&Y (2016), 78% of board members and C-level executives lacked confidence in their 

                                                 
2 Certified Information Systems Security Professional, a certification programme by ICS2. 
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company’s level of cybersecurity, and 57% reported having experienced a recent cybersecurity 

incident. The most common breaches reported in the U.K. survey (GOV.UK, 2016e) were 

attributed to virus, spyware, or malware (including ransomware) (68%), and the average cost of 

all breaches was £3,480.  

The U.K. survey reported that 51% of businesses had undertaken five or more of the 

government’s ‘10 steps to cyber security’, whilst 48% had technical measures in the five areas 

set out in the Cyber Essentials scheme, but only 2% had implemented them, suggesting that they 

did not appreciate that they could be certified for this activity. 

The E&Y survey (2016) called for greater information sharing and collaboration, and 

mandatory reporting of cyber-attacks, which initiatives such as the General Data Protection 

Regulation (GDPR) that comes into force in the EU (and the UK) in 2018 will insist upon (ICO, 

2017). As the U.K. government seeks to improve collective cybersecurity awareness and posture, 

it will work with insurers to exert influence on companies to manage their individual cyber risk 

(GOV.UK, 2016d), whilst also ensuring they have the right regulatory framework (such as GDPR) 

in areas that the market is unable to support. The government will look at improving the 

cybersecurity of the supply chain of larger businesses (GOV.UK, 2014a), especially SME 

businesses, potentially with the requirement for them to hold the Cyber Essentials certification. 

The is becoming particularly important of late and the recent reports of APT103 targeting supply 

chains and service providers (Schneier, 2017) adds increased government incentive. 

Customers should expect businesses to protect their sensitive data from theft, disclosure, 

or misuse. Such protection offers good customer service and, although it is not possible to 

guarantee total security, reasonable measures are expected from businesses of all sizes and in 

all sectors (NIST, 2016). Such measures can enhance business reputation and potentially lead 

to further business (GOV.UK, 2015a). Good security should be seen as a business enabler. 

As large businesses are becoming better at protecting their networks and data, cyber 

criminals are switching their focus towards less secure businesses, which typically do not have 

the resources to invest in cybersecurity, seeing them as a soft target (NIST, 2016). Breach costs 

for small businesses averaged £3,100 in 2016 (GOV.UK, 2016e).  

To sum up, reports repeatedly state that businesses are vulnerable to cyber-attack due to 

the rewards available to perpetrators. Although large businesses can still do more, the controls 

they have and the funds to support this activity means that the focus is switching to businesses 

with less awareness or controls in place. These often form part of the supply chain into the 

principle target, but also offer rewards of their own. As this focus switches, so does the need to 

ensure that businesses have the information, education and tools to decrease their vulnerability, 

thereby offering a level of protection to the wider social and economic community. 

 

2.5 Small and Medium-Sized Enterprises 

SMEs often face unique challenges that make it difficult for them to implement a strong InfoSec 

posture, with some being unable or unwilling to develop their own InfoSec programme, relying 

instead on the solutions or best practices developed by others (Barton et al., 2016). This suggests 

                                                 
3 APT10 – group alleged to be affiliated with China that performs Advanced Persistent Threat activity.  
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a requirement for trusted information sharing and analysis centres providing InfoSec knowledge 

and best practices.  

The study of 110 Scottish SMEs by Renaud (2016) identified a need for advice that was 

already freely available. There seemed to be confusion about the correct approach to adopt due 

to the volume of information, some of which was contradictory. SMEs often did not know where 

to begin, which was also reported by 22% of small businesses in government research (GOV.UK, 

2015b). Renaud (2016) suggested that many SMEs did not consider their business at risk, which 

was also reported in research undertaken by Juniper (2016), showing that 27% of U.K. SMEs 

believed they were secure because they were too small to be of interest to attackers. The same 

research reported that 57% had been the victim of attack, whilst the Information Security 

Breaches Report 2015 (PWC, 2015) found that 74% of U.K. SMEs had suffered a data breach in 

the previous 12 months, with the most serious cyber security incident costing $50,000 (Ring, 

2013). 

The number of news reports on cyber-attacks are increasing, which is helping to raise 

general awareness. That said, these are often high-profile and similar attacks against SMEs are 

unlikely to attract the same publicity, which may lead to the misguided assumption that they are 

not at risk (Toesland, 2016). As previously mentioned, cyber criminals are increasingly adjusting 

their focus away from large and well protected businesses towards SMEs, which are seen as a 

softer target, with ransomware being particularly popular (Toesland, 2016) 

It could be argued that SMEs are more likely to include an entrepreneurial approach that 

is more willing to accept risk (Sanjaya and Park, 2016), and some believe that to set aside an 

annual budget to implement controls to mitigate a threat that may never happen was money that 

could be better invested. This, together with limited resources and budget, may mean that the 

subject is ignored, or the threat is denied, downplayed, or merely acknowledged (Renaud, 2016).  

A study (ENISA, 2009) reported that SMEs tend to view the short term, and will only focus on 

understandable and provable threats, with a free or cheap option being the preferred choice. 

Therefore, it must be understood that cyber security is a risk and that a successful cyber-attack 

could have a detrimental impact on their business, customers, employees, business partners and, 

potentially, the wider community (GOV.UK, 2014a). They may view InfoSec as a complex subject, 

but they need to appreciate that as a business strategy with simple cost-effective controls, it does 

not have to be intimidating (NIST, 2016).  

The U.K. survey (GOV.UK, 2016e) identified that smaller firms could do more to train their 

staff: training given in the last 12 months was 12% (micro), 22% (small) and 38% (medium). In 

those firms that had a cyber policy, this was 15%, 47% and 60%, respectively. The report pointed 

out that micro and small businesses may particularly benefit from having greater awareness of 

the InfoSec support being offered by the government.  

SMEs in the U.K. feel that direct help and advice does not exist (Ring, 2013). The U.K. 

National Cyber Security Strategy (NCSS) will provide targeted information and guidance for SMEs 

delivered via a central trusted agency (NCSC, 2016).  

In summary, reports indicate that SMEs are confused about the subject of InfoSec and 

are, therefore, more inclined to focus on other business requirements and either ignore or accept 

the risk which they view as small and unlikely to impact them. They also consider InfoSec as 

costly and highly technical, whilst others complain that there is too much often contradictory 

advice. NCSC is employed to deliver authoritative advice as a single source. This body of work is 
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well advanced but, similarly to the key deliverable stipulated in multiple InfoSec programmes, the 

user awareness may not have been appropriately achieved; thus, the information may be 

available, but not yet received. 

2.6 Information Sharing 

According to the NIST4 (NIST SP 800-150. n.d.), information sharing enables victims to run 

coordinated and effective countermeasures, and provides preventative support to potential 

targets on how to protect effectively their ICT infrastructure. Information sharing is a crucial step 

in the understanding of large-scale cyber-attacks (Skopik et al., 2016), and is seen as key to 

protecting future networks. It is also arguably a key component of InfoSec; it is only by planting 

small acorns that large oak trees can grow. Often the information will be generic if delivered to a 

mass audience and may have to be tailored for specific industries and platforms. Nevertheless, 

the principle is sound, as is the proposal put forward by bodies such as NIST, ITU-T5 and ISO6 

for an establishment of National Cyber Security Centres (Skopik et al, 2016). Such sharing 

requires a great deal of coordinated effort, but research has shown that it delivers clear economic 

advantages if trust is prevalent. 

Education enables a change in behaviour, and there is a pressing need to make 

information that is currently given to some sectors (large businesses and those working in the 

public sector or supporting critical network infrastructure) made available to others (ENISA, 2015). 

This will increase awareness of the support available to SMEs and protect the wider community. 

It is also understood that such information sharing objectives require a unique level of trust. 

ENISA (2015) specifically identified the U.K.’s Cybersecurity Information Sharing 

Partnership (CiSP) as a valid opportunity to exchange cyber threat and vulnerability information, 

in order to increase overall awareness and reduce the potential impact on business. Such an 

initiative requires high levels of trust that may be difficult to achieve amongst large groups of 

participants, and this challenge is addressed by the CiSP, which is open to any business willing 

to participate on an information sharing platform that is secure, frequently monitored and tested. 

CiSP is delivered and managed by the NCSC. 

The NCSC has been empowered to improve how this advice is disseminated to maximum 

effect, ensuring that individuals and businesses of all sizes and in all sectors within the U.K. have 

the information, education and tools required to protect themselves. This is delivered through the 

maintenance of a coherent and consistent set of messages on cyber security from government 

and partner agencies.  The advice is clear, easily accessible and consistent, while keeping pace 

with the threat (GOV.UK, 2016d) 

The survey of 110 Scottish SMEs by Renaud (2016) identified that although they sought 

advice and guidance online, only 7% consulted government websites. This figure was even worse 

in the government’s own survey (GOV.UK, 2016e); although 48% (macro), 68% (small) and 77% 

(medium) of businesses had sought InfoSec information online, only 2% had used government 

sources. There was some awareness of the Cyber Essentials programme, but this was only 5%, 

                                                 
4 National Institute of Standards and Technology. 
5 ITU Telecommunication Standardisation Sector. 
6 International Organisation for Standardisation. 
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8% and 11%, respectively. This strongly suggests that although there is an obvious demand for 

government centralised support, there is a distinct lack of awareness that it already exists.  

InfoSec relies on awareness to ensure that shared information is received in a timely 

manner, which is stressed by ENISA and NIST; the former complemented the U.K.’s CiSP, but 

research suggests that cyber security initiatives such as Cyber Essentials are not well known 

amongst businesses, and in particular SMEs. Historically, there are lessons to be learned from 

government intervention through health and safety public awareness campaigns, which can be 

adopted to ensure a broader understanding of cyber security initiatives. 

 

2.7 Historical Government Intervention Awareness Campaigns 

When a government looks to intervene, it runs the risk of alienating sections of both business and 

the wider community. Therefore, it is often more of a political rather than a social decision and 

one that may succeed or fail depending on its popularity and the approach it takes, with options 

ranging from sponsoring education and awareness campaigns, and promoting change such as 

taxation and legislation, to banning or regulating specific activities or products. There is a fine line 

between introducing a government initiative that risks being seen as supportive of a nanny state, 

and providing stewardship that implies that the government has a role in protecting the nation 

against harm (Jochelson, 2006). Interventionists would argue that such intervention empowers 

the individual and creates a level playing field in society, whilst libertarians support minimal 

governmental intervention, arguing that citizens must have certain freedoms, including the right 

to harm themselves, but not others. The suggestion that individuals should have such autonomy 

is often cited under the harm principle (Mill, 1859).7 

To promote government intervention, an awareness programme is often seen to be a cost-

effective way to raise awareness about a specific problem. However, it does not necessarily 

change behaviour until it becomes mandatory to do so, or until there is an associated carrot or 

stick option. Historically, interventions that are now the norm (such as wearing a seat belt and 

drink driving laws for road safety) received vehement protests at the time, whilst other 

interventions were delayed for years due to political lobbying, such as from the tobacco industry, 

which required a counter lobby from Action on Smoking and Health (ASH) to force the government 

into action. Some lobby groups appear too powerful, such as the National Rifle Association (NRA) 

in America, which prevents change to gun laws (BBC, 2016), whilst other campaigns may still not 

carry popular support, such as speeding on the roads. 

The goal is to influence both individual and collective behaviour and is often brought about 

by media or pressure groups, which influence government by shaping public opinion to effect 

change. The historical references often refer to health and/or safety initiatives as outlined next. 

                                                 
7 According to John Mill (1859), “... the only purpose for which power can be rightfully exercised over any 

member of a civilized community, against his will, is to prevent harm to others. His own good, either physical 
or moral, is not a sufficient warrant. He cannot rightfully be compelled to do or forbear because it will be 
better for him to do so, because it will make him happier, because, in the opinions of others, to do so would 

be wise, or even right. These are good reasons for remonstrating with him, or reasoning with him, or 
persuading him, or entreating him, but not for compelling him, or visiting him with any evil in case he do 
otherwise”.  
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2.7.1 Skin Cancer 

In certain respects, similar approaches are adopted by different governments. A campaign in 

Germany (Breitbart et al., 2006) targeted vulnerable groups and identified caretakers, who were 

given specific information and educational material to enable an integrated approach in promoting 

the health message within their catchment areas. 

A similar campaign was developed in the U.K., which highlighted that excessive sun 

exposure was a significant environmental cause of skin cancer, with rates of infection increasing 

exponentially and melanoma becoming the second most common cancer in the 15-34 age group 

(Hiom, 2006). The government supported an education programme called ‘Sun Smart’ aimed at 

increasing knowledge of the causes of skin cancer and the importance of early detection, as well 

as highlighting preventable actions and influencing positive attitudes towards sun protection. As 

in the German campaign, this awareness programme was targeted at the most at-risk groups with 

a message that remained consistent. However, one of the issues in getting public support for such 

initiatives was campaign legitimacy. The research identified a significant disparity between 

knowledge and awareness, with respondents quoted as saying that returning from a holiday 

without a tan was ‘a waste of money’, with 70% of 16-24 year olds aiming to get a tan. In the U.K., 

in comparison, the acceptance that sunshine was a rare commodity resulted in the view that they 

must “make the most of such opportunities”. The counterargument, moreover, that exposure to 

sunshine helps build vitamin D levels has made it difficult to change attitudes amongst certain 

social and age groups.  

This highlights a view in the literature that education can be effective in supporting a multi -

policy approach, which may also involve increased taxation, advertising bans and regulation with 

penalties, but on its own struggles to persuade people to change their habits. In the case of user 

exposure to the sun, the alternatives available to government were limited, but this was not the 

case in other more successful aspects of health. 

 

2.7.2 Smoking 

The influence of the strong tobacco lobby over the years slowed the process of cultural awareness 

allowing respective governments to feel confident in enacting legislative change. Prior to this shift, 

tobacco was both legitimate and socially acceptable, and was portrayed as such by celebrities 

and in film. The change in society's view on smoking resulted in a strong multi-pronged 

government action involving repeated tax increases on tobacco, advertising bans on media 

platforms, at sporting events and on packaging, and eventual bans on smoking in public and in 

the workplace. This has resulted in less smokers and a fall in mortality and morbidity rates 

(Jochelson, 2006). Awareness programmes promoted cultural change, which is reflected in 

government policy against smoking (Richardson et al, 2014). There is evidence that calls to quit 

phone lines were influenced by seasonal effects, but also by concurrent campaigns in the media 

and on TV. This research (Jochelson, 2006) also examined whether call rates were better when 

the associated campaign focussed on the negative consequences or positive benefits of quitting. 
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It was concluded that the positive message received the greater response, which is an interesting 

result when considering user awareness programmes targeting cyber hygiene.   

 

2.7.3 Alcohol 

Intervention related to alcohol has always been a contentious issue and attempts to control 

excessive drinking date back to the nineteenth century and the various Temperance movements, 

in the U.K. and globally, which placed sobriety on the cultural and political agenda. This saw the 

introduction of the Licensing Act 1872 that stipulated pub opening hours and lower age limit to 

prevent children from drinking (Jochelson, 2006). Legislation continued and in 2003, extended 

opening hours were introduced to prevent, amongst other things, binge drinking. 

Research (Li et al., 2017) showed a direct correlation between the inclusion of a minimum 

pricing policy for alcohol, greater use of brief interventions and the integration of public health and 

support structures in the licensing systems, and the related decrease in alcohol related problems. 

The research suggested that the lack of public support could directly impact government strategy, 

as evidenced by the U.K. government's withdrawal of the minimum unit pricing policy plan for 

England following results from its adoption in Scotland. The researchers also found support for 

awareness campaigns and targeted support of those with alcohol dependency problems, 

suggesting that most people believed that they did not have a problem with alcohol. This extended 

to a negative response to policies that would directly affect everyone, such as pricing and 

availability options.  

There is obviously a fine line between ‘nanny state’ and ‘stewardship’, and the general 

view that awareness campaigns supported by direct intervention against those with alcohol 

problems are acceptable, but fiscal penalisation of the whole community to target the minority 

could undermine the legitimacy of government strategy.  

 

2.7.4 Road Safety 

As with smoking and alcohol, road safety has been addressed through government intervention 

targeting drivers and passengers. Aspects of driver safety that are now considered the norm such 

as the requirement to wear a seat belt, motorcyclists to wear helmets, and introducing alcohol 

limits were all strongly challenged at their time of introduction. The legitimacy of these 

interventions was challenged by many for some time, whilst this is still the case to some extent 

about current speed regulations.  

Awareness programmes are crucial if government intervention is to become more 

acceptable, be it in advance or post introduction. For a time, drivers caught drink-driving sought 

trial by jury as there was evidence that most people did not have an issue with such an activity 

and the result was likely to be acquittal (McKenna, 2007). The government relied on citizen action 

groups to support its ongoing awareness programmes to build a cultural change, which eventually 



Coltop-5 

20 

meant that such offences were deemed socially irresponsible. This gave the police authorities the 

legal green light to pursue drink drivers.8 

The introduction of mandatory seat belt and helmet use was more contentious and 

prompted calls for freedom of choice for the individual. However, the response has been a 

behavioural change initially promoted by public awareness campaigns, but eventually supported 

by legislation when suggestion alone does not deliver the desired results (Jochelson, 2006), 

resulting in reduced fatalities and casualties from road traffic accidents. 

Speed restrictions appear not to have received full approval amongst the population, whilst 

mobile phone use is an issue that the government is looking to address through legislation 

amendments and greater fines. There are still many otherwise law-abiding members of the public 

who continue to flout the law (McKenna, 2007), and this is partly due to the inconsistent messages 

of government and political parties (Martin, 2012). There is also a lack of trust in the motives of 

the council or police agency enforcing the law. This is especially the case where speed cameras 

appear to be positioned in locations simply to catch out drivers (i.e. at the bottom of hills), rather 

than places of valid safety concerns (i.e. near schools, in built up areas, or on stretches of roads 

with high rates of accidents). Such concerns suggest that speed enforcement measures are being 

used as a money-making venture, although initiatives such as the ability to opt for a speed 

awareness course with payments going directly to the course provider are a way of improving 

driver awareness, whilst also rejecting claims that the offences are directly funding the police or 

council.  

This highlights the aspect of trust which together with legitimacy are crucial to receiving 

majority approval and underlining public responsibility in ensuring the success of intervention. 

 

2.7.5 Government Intervention vs Individual Responsibility 

It would be easy to argue that drink-driving results in an increased possibility of harming others, 

but the introduction of mandatory use of seat belts (first for front seat driver and passenger and 

later for all passengers) and for motorcyclists to wear helmets may be more challenging to justify. 

The libertarian would argue that it is up to individuals (so long as they are adults capable of making 

their own informed choices) whether to wear a seatbelt or helmet. This argument can be extended 

to intervention measures by government to counter increased levels of obesity (food labelling 

including sugar, fat, salt warnings, the ‘5-a-day’ and ‘exercise 30 minutes 3 times a week’ 

campaigns, and preventing some advertising during children’s TV programmes). However, this 

argument limits the focus of ‘harm’ to the physical consequences of actions on the individual 

(McKenna, 2007), and the counter argument would be that there is a greater financial harm to 

society as a whole because of medical and insurance costs, social care and benefits for a person 

who cannot work, and even his or her family. This argument is also used to counter the suggestion 

that smoking only impacts the health of the individual, but the legislation banning smoking in public 

and workplaces only came about with evidence of passive smoking, which showed that smokers 

were indeed harming others.   

                                                 
8 This meant that the police did not need to prove that the individual was incapable of driving safely; the 

fact that he or she had an alcohol reading above the legal minimum was sufficient for a prosecution.  
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Therefore, definition of the harm principle should be extended beyond the obvious effect 

on the responsible adult who makes an informed choice. This is similarly the case when 

considering the impact on wider society of an individual or SME business not adopting basic 

principles of cyber hygiene and, subsequently, becoming the cog in the wheel of a large cyber-

attack against the U.K.  

 

2.7.6 Government Responsibility for Enabling Change 

As well as building the strategic direction to support the principles of stewardship (or Nannyism, 

depending upon viewpoint), there is also a requirement for government to implement programmes 

that will enable change. For example, in the case of obesity discussed earlier, to assist members 

of society to make changes in lifestyle, support must be offered by government. This may be 

through the introduction of food labelling to highlight specific food content (sugar, salt, fat, calories 

etc.), or the promotion of a healthy meals programmes with available financial stimulus for 

schools. However, it may extend further if the associated deliverable of promoting fitness is 

considered, such as making it more difficult to sell off school playing fields (GOV.UK, 2014b), or 

the promotion and funding of a safer cycling schemes (GOV.UK, 2013).  

One of the more difficult enablers for change is tackling poverty (Jochelson, 2006). The 

taxation of products as a way of limiting their use or consumption (alcohol, tobacco, fuel, etc.) 

often affects the poorest communities hardest as they are more likely to be higher consumers and 

the least likely to afford the price hikes. Therefore, a strategy focussing on the root cause is also 

a requirement of government. 

In terms of cyber security, it is the SMEs that can be viewed as the poor relation in 

business and, therefore, the most challenged to enact cyber hygiene requirements. This should 

be considered when the government pursues the strategic objective of creating a secure 

environment to protect its interests and, more generally, those of individuals.  

The following table provides a summary of intervention types: 
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Intervention Method Comment 

Skin Cancer • Cultural change required 

• Legislature 

• Consistent message 

• Targeted high-risk groups 

• Publicity campaign – media 

• Legitimacy questioned by some 

Difficult to legislate, therefore, 

reliance on awareness campaign 
to enact change. Legitimacy 
questioned by sun lovers, who 

mention in support vitamin D 
benefits. 

Smoking • Cultural change required 

• Legislature (tax increases, advertising 
ban, ban in public/work places) 

• Awareness campaign – media and TV 

• Positive vs Negative message 

• Legitimacy accepted 

Long process due to lobby 

groups and social attitude. 
Increasingly restrictive 
legislation supported by 

awareness campaign. 

Alcohol • Cultural change required 

• Legislation (licensing hours, taxation, 
minimum pricing policy) 

• Awareness campaign – media and TV 

• Legitimacy of some legislation 

Long process due to social 

attitudes. Public support for 
targeted legislation rather than 
actions that impact everyone. 

Road Safety –  
Seat Belts/Helmets 

• Cultural change required 

• Legislation when awareness failed 

• Awareness campaign – media and TV 

• Legitimacy accepted, eventually 

Harm principle prevails and 
awareness campaign to enforce 

the legislation in place. 

Road Safety –  

Drink Driving 
• Cultural change required 

• Legislation when awareness failed 

• Awareness campaign – media and TV 

• Legitimacy accepted, eventually 

Harm principle prevails and 

awareness campaign to enforce 
the legislation in place. 

Road Safety – 

Speeding 
• Cultural change required 

• Inconsistent message 

• Legislation when awareness failed 

• Awareness campaign – media and TV 

• Legitimacy questioned by some 

Long process due to social 

attitudes and issues of trust 
regarding motives behind some 

schemes. Awareness message is 
not current, and inconsistent 
message from government. 

   

Table 2.1: Summary of government intervention methods. 

 Historically, government health and safety initiatives have required social or cultural 

change to enact new policy. These are often promoted through awareness campaigns and 

engagement of key stakeholders, with a consistent message delivered to targeted recipients. 

However, this is usually not enough and legislation is required via a multi-policy approach, and 

awareness campaigns to build user confidence and responsibility to ensure its success. 

Resources need also to be readily available to support the community. 
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2.8 E-Government, Cyber Awareness and Resources 

The Open Government Movement believes that citizens should have right of access to 

government-held information and open data to enhance transparency and public accountability. 

This has gradually promoted the adoption of e-government in western liberal democracies and 

resulted in the expansion of online content and service delivery (Henninger, 2016). At its most 

fundamental level, the government agency provides the information online and the user is made 

aware of its existence and utilises it. However, as is becoming apparent, user awareness of U.K. 

cyber security initiatives may be lacking. 

The National Cyber Security Strategy (NCSS) 2016-2021 (GOV.UK, 2016d) reported that 

the U.K. government had committed to spend £1.9 billion in the defence of its systems and 

infrastructure, in deterring its adversaries and in developing greater cyber security awareness 

extending from the largest organisations to individuals, and beginning with an appreciation of the 

most basic cyber hygiene.   

The U.K. survey (GOV.UK, 2016e) identified several misconceptions amongst business 

respondents regarding government advice being not as timely as that offered by the private sector 

and not being relevant to SMEs. This led to a demand for government support, thus highlighting 

that its initiatives in support of the NCSS were not commonly known, especially the work currently 

undertaken by the latter and its support offered to SMEs online and via social media on Twitter. 

Social media, in general, and Twitter, in particular, is an effective way of getting a message 

out to a wider audience in a timely manner, but it does come with risk and responsibility. 

Government departments must decide whether they intend to distribute solely their own content 

or to reuse third party content, which could be seen as endorsing and validating the latter. 

Research on such reuse (Wukich and Ines, 2016) by U.S. government agency on social media 

showed an inclination for a one-way communication channel to a wider audience, with press 

release content and little or no follow-up engagement. Any third-party information that was reused 

went through information curators for vetting prior to posting. This is a sensible approach given 

the consequences of miscommunication or unsubstantiated statements of fact, although given 

the new way of working employed by President Trump, such sensitivities may no longer be a high 

priority during the current administration.  

Diffusion of innovations relies on human engagement and adoption. Social media may be 

viewed as a viable means of getting the cyber security message out in a timely fashion to a wider 

audience. Perceived ease of use is another requirement and such platforms have the capability 

to engage with a community in various ways. 

The NCSC has adopted Twitter as a means of communication to deliver a user-friendly 

and inclusive content. It provides links to its guidance documents, whilst also promoting education 

programmes such as Cyber First (promoting cyber security within schools for the next generation 

of professionals), asking its followers to vote on strategic priorities and retweeting content from 

third parties. Research does suggest that agencies operating in high-risk environments may be 

more likely to incorporate social media into their operating procedures with the aim of increasing 

awareness and support (Wukich and Ines, 2016) and, as previously stated, cyber is a tier one 

threat to the UK. 

One issue faced by the NCSC is trust. Not only is it a government agency, but also a 

subsidiary of GCHQ, which is responsible for both the government’s signals intelligence (SIGINT) 
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and its information assurance. It has a proud history, especially during the Second World War 

when it was based in Bletchley Park and found fame in cracking the Enigma code, but recent 

years has seen it embroiled in the fallout of the Edward Snowden revelation that it collected all 

online and telephone data in the UK via the Tempora programme (Bowcott, 2015). This reputation 

as a promoter of cyber security advice versus the possibility that it is also snooping on its citizens 

is a tricky one to promote. The NCSS does not hide this association and actively promotes that 

having GCHQ as a parent body enables it to have access to sensitive data, which facilitates the 

support that it provides to the economy and wider society.  

The majority of businesses operate online in some capacity, whilst the expansion of cloud 

services and utilisation of personal devices for work activities adds increased business risk. Small 

businesses tend to have reduced InfoSec capacity and capability and, as highlighted in the 

government's U.K. survey (GOV.UK, 2016e), SMEs, in particular, would benefit from greater 

awareness of the existing range of government initiatives. NCSC is charged with providing user-

friendly expertise for businesses of all sizes and sectors, as well as citizens. The awareness within 

the SME community is particularly lacking and this is a key area of prevention (Ring, 2013). NCSC 

is embryonic as an organisation, but it is simply a collection of the efforts of several government 

agencies. Failure to make the wider community aware of this would be a failing of one of its key 

objectives.  

NCSS (GOV.UK, 2016d) stipulates that it will not accept significant risk against the public 

from organisations failing to secure their business, and being liable for any consequences. It goes 

on to state that the government has an important responsibility to advise and inform citizens and 

organisations, utilising levers such as GDPR to drive up standards of cyber security across the 

economy, including, if required, regulation.  

It will never be possible to counter every cyber-attack, but by creating defence-in-depth, 

the U.K. government hopes to reduce significantly the exposure to, and subsequent impact of, 

such attacks. There are various initiatives to support SMEs, which existed prior to the creation of 

the NCSC and many of these because of the NCSS (2011-2016). They are included in table 2.1 
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Cyber Essentials  
(GOV.UK, 2014a) 

Government-backed and industry-supported scheme to 
guide businesses in basic cost-effective steps to protect 
themselves online. 

10 steps to cyber security 
(GOV.UK, 2016f) 

Guidance for large organisations and suitable for SMEs on 
how to go beyond Cyber Essentials to protect their business. 

CiSP 
https://www.ncsc.gov.uk/cisp  

Cyber Security Information Sharing Partnership is a 
collaboration between public and private sector businesses 
to share cyber threat and vulnerability information to increase 

overall awareness. 

Cyber Aware 
https://www.cyberaware.gov.uk  

Advice to protect devices, data, or businesses. 

Get safe online 

https://www.getsafeonline.org/  

Public/private initiative. Free online advice for individuals and 

businesses alike. 

NCSC guidance documents 
https://www.ncsc.gov.uk/guidan
ce  

Password guidance 
Bring your own device (BYOD) 
Network encryption 
Phishing 
Social engineering 
Patch management 
DDoS attacks 

Cloud computing 

Cyber security – what small 
businesses need to know 
(GOV.UK, 2015a) 

Guidance directed specifically towards SMEs and their own 
requirements. 

Cyber security training for 
business 
(GOV.UK, 2016b) 

Specific free online training courses aimed at SMEs, HR 
professionals, lawyers and accountants and procurement 
professionals. 

Action fraud 
http://www.actionfraud.police.u
k/ 

The U.K.’s national fraud and cyber-crime reporting centre 
run by the police. 

National Archives 
https://www.gov.uk/government
/collections/cyber-security-
training-for-business  

Free online training for staff. 

Cyber security guidance for 
business 

(GOV.UK, 2016a) 

Collection of all the resources available from those 
mentioned in this table and more besides. 

Table 2.2: Advice and guidance provided by the U.K. government and available via the NCSC. 

 

https://www.ncsc.gov.uk/cisp
https://www.cyberaware.gov.uk/
https://www.getsafeonline.org/
https://www.ncsc.gov.uk/guidance
https://www.ncsc.gov.uk/guidance
http://www.actionfraud.police.uk/
http://www.actionfraud.police.uk/
https://www.gov.uk/government/collections/cyber-security-training-for-business
https://www.gov.uk/government/collections/cyber-security-training-for-business
https://www.gov.uk/government/collections/cyber-security-training-for-business
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The documents detailed in table 2.2 complement one another and reference each other, 

to build upon what is already there and significantly simplify the current arrangement, and to 

create a single repository. This is the role of the NCSC as the lead cybersecurity authority in the 

U.K. with overall responsibility for the technical content of all cybersecurity advice issued by the 

government.  

One of the key components of this plan is to raise awareness of the Cyber Essentials 

scheme, which is the programme adopted to facilitate basic cyber security in all businesses in the 

U.K., targeting the SME sector in particular. Developed by government with support from the 

private sector, it seeks to fulfil two functions: to state the basic controls that all organisations 

should employ, and provide an assurance framework mechanism to demonstrate commitment to 

customers, investors, insurers and other stakeholders (GOV.UK, 2014a). Therefore, the 

implementation of the five key controls stipulated in the Cyber Essentials scheme can provide a 

cost-effective basic level cyber security for all businesses, regardless of size, which can be further 

enhanced by adopting the ‘10 steps to cyber security.’  

The five key controls of the Cyber Essentials required for certification are: 

● Boundary firewalls and internet gateways 

● Secure configurations 

● Access control 

● Malware protection 

● Patch management 

The government through the NCSC will encourage businesses to adopt the Cyber Essentials 

scheme. This has been a requirement since 2014 for any company that wishes to be part of the 

supply chain. It is hoped that they in turn will influence other businesses to adopt it for their own 

supply chain, especially if their suppliers are SMEs. Specific government departments may also 

adopt their own requirements of supplies, for example, the Ministry of Defence (MOD) Defence 

Cyber Protection Partnership (DCPP) (GOV.UK, 2017). The government is also looking to the 

insurance sector to promote this initiative by offering policy incentives to those businesses that 

are Cyber Essentials certified.  

2.9 Cyber Insurance 

One option when undertaking a risk assessment is to transfer the risk, be it by hosting data and 

services with a cloud provider, employing a Managed Security Service Provider, or taking out 

some form of insurance. For information security, this could be a contentious issue when 

considering who the data owner is and, therefore, who is ultimately responsible for the 

confidentiality, integrity and availability of the data. However, for the sake of this research, it is 

assumed the option of taking out insurance against cyber-attacks, as it relates to the Cyber 

Essentials programme.  

Cyber security insurance is a relatively new mechanism and the approach taken by 

insurance companies is still in its infancy, resulting in a general lack of understanding regarding 

what the individual policies cover. Most businesses are not insured against specific cyber 

breaches. Although 40% believe they are covered, this may not be for cyber breaches (GOV.UK, 

2016e), whilst many businesses overestimate the cover that their existing insurance provides. A 

report for the government (GOV.UK, 2014) highlighted that only 2% of large firms had explicit 
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cyber cover, and this dropped to almost zero for SMEs. The report authors engaged insurance 

companies to encourage them to adopt Cyber Essentials when determining the level of risk that 

a business could hold. This suggested that those with a Cyber Essentials certificate could be 

rewarded with reduced premiums, thereby encouraging businesses to get certified, whilst also 

simplifying the application process for both parties. One likely barrier for businesses purchasing 

cyber security insurance was the complexity of the offerings of insurance companies, and it was 

concluded that insurers could help by simplifying the cover and treating cyber on a more 

consistent basis. 

The majority view amongst insurers was that utilising Cyber Essentials would provide a 

valuable sign of reduced risk when underwriting cyber insurance for SMEs. Early adoption by the 

insurance sector was also seen as a validation of Cyber Essentials, which may encourage others 

with business links to SMEs such as banks and those that have SMEs in their supply chain.  

 

2.10 Summary 

The literature review in this chapter identified the research subject and detailed the global risk 

against businesses and SMEs in particular. The underlying issue is that SMEs do not see 

themselves as a target and that an awareness campaign by the government adopting lessons 

learned from previous interventions may be necessary, with incentives supported by regulation. 

The current government initiatives were also outlined. This literature review enables consideration 

and development of the research methodology. 
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Chapter 3 – Research Methodology 

3.1 Introduction 

The intention of this study was to find empirical evidence that SME businesses have little cyber 

awareness, and that this does not extend to the initiatives deployed by the UK government 

through the newly formed NCSC. This was supported by the findings of the literature review 

regarding similar government awareness and intervention campaigns and the relative success of 

varying approaches.  

The intention of the questionnaire was to identify the approaches of businesses to cyber 

security, to determine their awareness of government initiatives, their views on different 

advertising, and to consider cyber insurance as an enabler. This quantitative survey was 

distributed electronically to a wider audience than would have been possible if undertaking face-

to-face interviews. It also enabled a defined data collection to quantify the findings. 

The primary focus of the survey is to understand the current awareness of the business 

community and use the data to answer the principle and sub-questions. The objective, 

furthermore, is to suggest future research depending on the research findings, which would 

include hypotheses for scientific testing. The descriptive statistics analysis of the responses to 

the questionnaire can produce the appropriate level of detail, and the large response rate can 

validate the statistical data analysis.  

 

3.2 Research Strategy 

3.2.1 Research Type and Design 

An evaluation type of research was undertaken to establish whether SMEs respond positively to 

government cyber security initiatives if they were aware of them. Additionally, it examines the 

extent to which something occurs and explains why this may be the case.  

The central research question has sub-questions to gain understanding of the following: 

1. SMEs awareness of government cyber security initiatives. 

2. The respondents’ views of the perceived cyber security risk. 

3. Whether their trust in the NCSC would be adversely affected by its association with GCHQ. 

4. How they would wish to receive cyber security information. 

5. Their views on the best way for government to promote an awareness campaign. 

6. Whether incentives could be used to improve SME cyber security posture. 

The research design was a survey to provide a snapshot for the wider community within 

the target audience. The method was an online questionnaire split into five sections totalling 28 

questions: 

1. Business data and role of recipient. 

2. Levels of business exposure to threats and attitude, cyber hygiene and resources. 

3. Awareness of government support and interest in utilising it. 



Coltop-5 

29 

4. Preferred awareness campaign approach and platform for government advice. 

5. Whether incentives could promote enhanced cyber hygiene.  

 

3.2.2 Subjects Targeted 

Although open to the wider SME business community (1-249 employees), the survey determined 

whether the respondents were from a micro, small, or medium business, and whether they had 

contracts with the public sector. It was assumed that public sector suppliers would be more aware 

of government cyber initiatives as part of possible contractual obligations. There was further 

assumption of a correlation between the size of the business, the sector it is in and whether it has 

public sector contracts, with the cyber hygiene and awareness of government initiatives.  

The focus was primarily on micro and small businesses (1-50 employees) as they are 

likely to be less empowered to support cyber hygiene initiatives, or less inclined to believe that 

they can be targeted by threat actors.  

The intention was to receive a sizeable response to make the data viable and 

representative. It was unlikely to be representative of the medium businesses, but the hope was 

that it would be sufficient in number (more than 50) and with different sectors represented.  

Essentially, the research methodology was the survey to determine the statistical 

responses from a questionnaire targeting primarily micro and small businesses, in order to 

undertake subsequent correlational research to establish whether SMEs respond positively to 

government cyber security initiatives if they were aware of them.  

3.2.3 Data Collection Plan 

Research was undertaken to identify a survey tool that was both cost effective and suitable. 

Farmer, Oakman and Rice (2016) identified 10 prominent free online survey tools for ease of use, 

ability to export data and compliance with the UK Data Protection Act. As the survey was 

confidential and anonymous, the final criteria were not required, whilst Google Forms was 

adopted for ease of use and ability to export data to build the survey questionnaire. One of the 

key motivators was access to the many presentations available on YouTube, whilst the fact that 

it could be amended (even after it went live) and exported for post survey analysis was also 

important.  

The questions were the basis of the thesis and the following rule of thumb was applied 

(Leedy & Ormrod, 2015): 

○ Align with previous research 

○ Target the response area 

○ Show no bias 

○ Use simple wording (KISS: Keep It Simple, Stupid) 

○ Ensure they have been placed in a structured order 

○ Provide numerical/checkbox with options for ‘other’ and ‘don’t know’ where 

required – save guessing 

○ Limit options for open answers 

The following was also a requirement to determine whether a follow-up qualitative 

approach could be adopted: 
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○ Confidential and anonymous, but could be made available for subsequent 

interviews 

The information required fell into four distinct response areas: 

1. Participant attributes – directly related to the study and used to form subgroups and 

compare responses against. 

2. Behaviours and experiences – to understand behaviours, actions and activities. 

3. Knowledge – to establish what the respondent or business knows. 

4. Attitude and opinion – respondents may have no opinion or a strong opinion on specific 

topics. 

 

The type of data is also aligned to the levels of measurement, with nominal, ordinal and 

continuous questions eliciting different responses associated with groups, ranges and numerical 

data, respectively.  

The survey questionnaire included all types of response utilising a closed question 

approach that incorporated the following: 

● Dichotomous – Yes/No answers. 

● Multiple choice – select one answer from a list. 

● Inventory – select each relevant option. 

● Likert scales – determine the level of agreement on a scale of 1 to 5.  

 

The design and layout was important to ensure that the survey flowed, with clear 

instructions and transition statements where required. The order of the questions was also 

important, as was the need to ensure that they were all relevant, and none were trivial. They were 

also easy to read and to answer, and the overall questionnaire was not too long as otherwise this 

would increase the likelihood of the respondent failing to complete survey (Leedy & Ormrod. 

2016).  

3.2.4 Delivery Mechanism 

The questionnaire was piloted prior to going live for quality checks and ease of use. This was 

completed online by 20 people representing multiple areas of interest, including cyber security 

professionals, those with a Master's degree, small business owners and employees at the local 

University of Bath. This resulted in some adjustments to the survey, which could be done 

dynamically through Google Forms, ensuring that early corrections could be made to the version 

later completed by assessors.   

The focus on small businesses was also partly through necessity. It became apparent that 

the distribution was problematic. There was the option of sending the questionnaire via social 

media aimed at professionals, for example, on LinkedIn, but the distribution was arbitrary and 

could not target audience profiles, with validation of the user responding to an anonymous survey 

also potentially casting doubt on the data. The option of collating email addresses and essentially 

‘cold calling’ would have likely resulted in bias towards those businesses that were not cyber 

security aware, given that those with basic understanding would probably not click on a URL 

embedded in an unsolicited email from an unknown person.  

Therefore, the approach taken was to attempt to partner with a business agency that 

represented SMEs. To this end, several such organisations were contacted to validate the 
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authenticity of the survey and to promote response from the wider business community. Although 

there were some positive responses such as from the Assistant Director of the Communications 

Cyber Security at the Department for Culture, Media, and Sport (the government department 

responsible for cyber security awareness), there was little commitment to support the survey, 

although I was directed to additional research material. The Federation of Small Businesses 

(FSB) responded that its members regularly received such surveys from them and, through fear 

of survey fatigue, they could not centrally support this request. A request to contact a few regional 

FSB groups did not elicit a response, which was interpreted as not a rejection, and local branches 

were contacted to authorise and promote it locally. In return, I offered to deliver a cyber security 

awareness presentation as part of a quid pro quo initiative. Three regional FSBs agreed to 

promote the survey to their membership, which totalled over 24,000, via electronic newsletter and 

Twitter.  

When it became apparent that FSB members did indeed suffer from survey fatigue, 

additional delivery mechanisms needed to be deployed. I promoted the survey on my Facebook 

and LinkedIn accounts, before adopting a targeted approach to Facebook friends via private 

message, and contacting local businesses whose services I had used.  

Responses automatically populated in Google Forms, which meant that the results could 

be dynamically understood as they were submitted, regarding both individual and collective 

responses.  

3.2.5 Data Analysis Plan 

The collection of data – the measurement strategy used to explore the areas of interest identified 

in the literature review – was populated using a structured online questionnaire distributed to the 

target group of SME businesses via regional FSB branches and social media and email.  

The online questionnaire had a limited lifetime, after which the results were fixed and 

aggregated and correlated against related questions that enabled the analysis of the data 

responses. 

The sample size for the research was dependent upon a strong response from the FSB 

members to achieve the target of 50 respondents. This would help validate the subsequent data 

analysis. Ideally, proportional stratified sampling should have been deployed, but this is only 

practicable if managed by a university, large vendor, or government department. Therefore, the 

intention was to achieve the best possible response. 

The limitations of getting adequate response also meant sampling bias was possible, with 

medium sized businesses under-represented. This was borne out but, given that small 

businesses accounted for 99.3% of U.K. registered businesses at the beginning of 2016 (table 

1.1), they were actually over-represented (47 responses were received, of which two were from 

a medium-sized business, which equalled 4.3%), thus suggesting a larger sampling would be 

required. 

The requirement to expand the survey questionnaire beyond the closed group of FSB 

regional membership to include social and professional networks did introduce a response bias 

as several replies were from cyber security colleagues. Given the nature of their profession, they 

were well versed in the government cyber security initiatives and, therefore, provided an early 

disproportionate response. They were added as an additional business sector when undertaking 

the post survey analysis to ensure that this bias was recorded.    
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Inferential statistics enables reference to a small subset of a wider population to estimate 

certain parameters from a random sample to test hypotheses (Leedy, 2015). The requirement to 

go outside the FSB community to ensure a viable number of respondents to analyse against could 

have compromised this and introduced bias. Overall, this was not the case, except for the small 

number of cyber security professionals who responded. The responses were received from 

participants throughout the U.K., from the highlands of Scotland to the south coast of England, 

and showed a broad spread of business sectors. This would support the belief that the 

respondents were a random selection of the wider SME business community to validate the 

subsequent analysis. 
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Chapter 4 – Results and Findings 

This chapter analyses the data extrapolated from the survey responses. Statistical Package for 

the Social Sciences (SPSS) was used to process the raw data, which were coded from the survey 

answers and analysed using the methods mentioned in the previous chapter to run exploratory 

testing. Simply running data queries without a context would not achieve the aim of this survey. 

Therefore, this chapter focuses on the principle and sub-questions to determine what supporting 

data enable the findings to be interpreted.  

 

4.1 Data Preparation 

Some of the early questions were included to make the respondents feel comfortable, whilst also 

encouraging them to think about cyber security.  

● Question 2: referred to the sector the business was in and proved to be of little relevance 

other than to confirm the randomness of the business sector responses. However, when 

it became apparent that some of the responses were from cyber security professionals, it 

was manually coded to stipulate these individuals, with all others becoming ‘other’. This 

was to identify any bias, given that such individuals would be more aware of government 

initiatives.  

● Question 19: listed government related websites that users may have visited. It included 

Get Safe Online, which is a public-private partnership, to establish whether this was better 

known than ‘pure’ government websites. This was not highlighted to recipients, but formed 

part of the post analysis, with coding used to separate it from other sites.  

 

Questions 10, 11 and 12 were collated to understand the rationale behind their approach 

to security requirements. However, Q11 response levels were inverse to the other two, skewing 

the analysis. This was resolved by reverse coding the response for Q11 (1 became 5, 2 became 

4, and vice versa, with 3 remaining constant) to ensure a consistent result. 

The data analysis was considered against a single group (SME), whilst at other times, it 

was undertaken against multi-group data (micro, small and medium). This resulted in different 

analytical techniques depending upon the type of group analysed. The numerical values used 

within the analysis contained discrete (latent) variables that ranged from 1 to 5 when recipients 

were asked to give a response from a range of options. Other numerical values were created to 

represent nominal data.  

Descriptive statistics were used to support the findings and for further results that 

enhanced discussion in this chapter. 

4.1 Data Analysis 

The rationale behind the study was previously noted and the data were input online for the 

convenience of the individuals concerned, anonymously. It must be assumed that the responses 

were undertaken by the appropriate persons in the business and that their intentions were 

honourable and the questions answered honestly. Weighting suggested that the makeup of the 
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respondents was representative of the SME population, with the majority being micro businesses, 

followed by small businesses, and medium businesses. 

Table 4.1 shows the breakdown of respondents by business size. 

 

  Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid Micro 32 69.6 69.6 69.6 

Small 12 26.1 26.1 95.7 

Medium 2 4.3 4.3 100.0 

Total 46 100.0 100.0   

Table 4.1: Respondents by business size. 

 

The data were exported to a .csv file and checked for anomalies prior to transfer into the 

SPSS tool. The data were coded by the allocation of a value against specific responses. Data 

entry was logic checked for consistency and all entries had been completed in full. Data cleansing 

was then undertaken and one response had to be removed as it was completed by an individual 

outside the focus group. 

Variable screening was undertaken to check for Kurtosis to tease out any peaks or flatlines 

in the distribution. It also validated the data to determine if any responses were missing.  

Data showed a missing entry for how a user would like to receive cyber security 

information, but it was not something that could be means tested as the responses bore no 

resemblance to the numerical values assigned (the mean was 1.7778 and, if rounded up to 2, the 

answer would have been ‘Email,’ which was irrelevant). There was no value in removing the 

respondent as the other answers provided were valid. Therefore, the response was assessed 

based on the 45 responses. 

The Kurtosis assessment looked for any values >2 or <-2. In this instance, Cyber 

Professional was the only anomaly at 7.515, but it was accepted given that this group only 

represented 4/46 or 8.7% of the respondents and there was no obvious anomaly present. 
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  Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid Yes 4 8.7 8.7 8.7 

No 42 91.3 91.3 100.0 

Total 46 100.0 100.0   

Table 4.2: Frequency assessment: Cyber Professional. 

 

A review of the data did suggest some inconsistent responses from some of the recipients, 

but as much of this was opinion-based, it was included because they could not be ‘second 

guessed,’ and clarification was not possible given that the response was broadly anonymous.  

Whilst some questions were ordinal and utilised the Likert scale (1-5 was used throughout 

to maintain a continuity when analysing the results), other questions were dichotomous (Yes/No) 

or nominal (group identity, such as micro, small, or medium). The type of response required 

influenced the approach taken for data analysis as they had to be manually coded to enable 

reports to be run against them in SPSS. 

This research attempted to answer the principle question: 

Would SMEs respond positively to government cyber security initiatives if they were aware of 

them? 

 The survey questions 

where the business goes for advice 

and guidance on cyber threats and 

protection. The most popular 

response is ‘Service Provider or 

Vendor website’ (27.7%), ahead of 

25.5% who would use a browser to 

search for an answer. The least 

popular option is the use of a 

government website, with only 

4.3%.      Figure 4.1: The source of respondents’ cyber advice. 
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4.2 Sub-Questions 

4.2.1 Are SMEs Aware of Government Cyber Security Initiatives? 

 

 Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid Yes 13 28.3 28.3 28.3 

No 33 71.7 71.7 100.0 

Total 46 100.0 100.0  

Table 4.3: Awareness of government cyber security advice. 

 

This descriptive statistical analysis using a frequency table shows clearly a significant 

proportion of the respondents (71.7%) were not aware of government initiatives surrounding cyber 

security advice.9  

Running the same table having removed the responses from the cyber professionals, who 

were known to have responded to the survey, shows a greater lack of awareness amongst the 

remaining participants, with 78.2% not aware of government initiatives.  

 

 Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid Yes 9 21.4 21.4 21.4 

No 33 78.6 78.6 100.0 

Total 42 100.0 100.0  

Table 4.4: Awareness of government cyber security advice with cyber professionals removed. 

4.2.2 The Respondents’ Views of the Perceived Cyber Security Risk 

 

 Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1.00 11 23.9 23.9 23.9 

2.00 11 23.9 23.9 47.8 

3.00 18 39.1 39.1 87.0 

4.00 4 8.7 8.7 95.7 

5.00 2 4.3 4.3 100.0 

Total 46 100.0 100.0  

Table 4.5: Perceived risk of cyber-attack. 

                                                 
9 Question 18: Are you aware of any cyber security advice that the government has available for SMEs? 
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Perceived risk of cyber-attack   

N Valid 46 

Missing 0 

Mean 2.4565 

Skewness .278 

Std. Error of Skewness .350 

Table 4.6: Skewness of the findings. 

 

 

SME_Size Mean N Std. Deviation 

Micro 2.3438 32 1.03517 

Small 2.6667 12 1.30268 

Medium 3.0000 2 .00000 

Total 2.4565 46 1.08948 

Table 4.7: Perceived risk broken down by business size. 

A Correlated Means test was undertaken with ‘Perceived Risk of cyber-attack’ as the 

Dependent Variable to measure the responses of the respective micro, small and medium 

business respondents. Question 110 was nominal and used to identify the business size, whilst 

question 1111 in the survey used the Likert scale of 1-5 to derive the mean score for each group.   

Table 4.7 shows a response being skewed towards the lower numbers, which is shown in 

table 4.8, providing a mean score of 2.46, which further breaks responses down to business size. 

4.2.3 Whether Their Trust in the NCSC Would be Adversely Affected by 

Association with GCHQ 

 

 Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid Yes 21 45.7 45.7 45.7 

No 5 10.9 10.9 56.5 

Maybe 20 43.5 43.5 100.0 

Total 46 100.0 100.0  

Table 4.8: Utilise government sites if aware of them? 

 

                                                 
10 Question 1: What is the size of your business? (Micro, small, medium) 
11 Question 11: How likely is it that your business will be targeted by hackers or generally bad guys? (1= 

highly unlikely, 5= highly likely) 
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NCSC association with GCHQ 

Total 

More 

inclined to 

trust them 

Less inclined 

to trust them 

It makes no 

difference 

would use Govt 

website 

Yes Count 9 3 9 21 

% within would use 

Govt website 

42.9% 14.3% 42.9% 100.0% 

% within NCSC 

association with GCHQ 

56.3% 60.0% 36.0% 45.7% 

No Count 0 0 5 5 

% within would use 

Govt website 

0.0% 0.0% 100.0% 100.0% 

% within NCSC 

association with GCHQ 

0.0% 0.0% 20.0% 10.9% 

Maybe Count 7 2 11 20 

% within would use 

Govt website 

35.0% 10.0% 55.0% 100.0% 

% within NCSC 

association with GCHQ 

43.8% 40.0% 44.0% 43.5% 

Total Count 16 5 25 46 

% within would use 

Govt website 

34.8% 10.9% 54.3% 100.0% 

% within NCSC 

association with GCHQ 

100.0% 100.0% 100.0% 100.0% 

Table 4.9: Crosstabulation between use before/after NCSC association. 

 

 Value Df 

Asymptotic 

Significance (2-

sided) 

Pearson Chi-Square 5.345a 4 .254 

Likelihood Ratio 7.236 4 .124 

Linear-by-Linear Association .493 1 .483 

N of Valid Cases 46   

a. Five cells (55.6%) have expected count less than 5. The minimum 

expected count is .54. 

Table 4.10: Pearson Chi-Square Test. 
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Table 4.11 shows the P value of .254, which is >0.05, meaning that the findings are not 

significantly different. Note A, however, gives a score of > 20% (55.6%), meaning that the 

assumption has been violated and we cannot utilise this output.  

Survey question 2012 asks whether the recipient would use government websites if he or 

she were aware of them. Table 4.9 shows that 45.7% would use the site, whilst 43.5% might, and 

only 10.9% would not get their cyber security guidance from the government.  

Given that NCSC is part of GCHQ, a follow-up question13 is put to the recipients to 

determine whether this association would introduce a trust issue. The cross-tabulation report in 

table 4.10 shows that 34.8% feel that the association increases their trust in NCSC, whilst 54.3% 

see no difference in the level of trust, and only 10.9% are less inclined to trust them. The cross-

tabulation reveals that although the same number of respondents/percentage (5/10.9%) is seen 

in the negative response for both questions, these negative respondents to the trust in NCSC 

question are not the same respondents; 3/60% answer ‘yes’ to using the government website, 

and 2/40% answer ‘Maybe’ to the same question. The five who would not use the government 

website state that the NCSC association with GCHQ makes no difference to their trust (or lack 

of). However, it is not known their level of trust in the first instance. 

 

4.2.4 How They Would Wish to Receive Cyber Security Information 

 

 Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid Web 27 58.7 60.0 60.0 

Email 7 15.2 15.6 75.6 

Facebook 5 10.9 11.1 86.7 

Twitter 6 13.0 13.3 100.0 

Total 45 97.8 100.0  

Missing System 1 2.2   

Total 46 100.0   

Table 4.11: Preferred means of receiving cyber security information. 

 

A frequency report was run using descriptive statistics to determine how all respondents 

(regardless of whether they wished to use the government information) would prefer to receive 

their awareness from a choice of four options. The majority prefer to visit the government website 

and choose relevant information (58.7%), and 15.2% would rather go to a website and choose 

requirements that would be emailed to them. Social media platforms are less popular: 13% prefer 

                                                 
12 Question 20: Would you seek cyber security guidance from government websites if you were aware of 

them? (Yes, No, Maybe) 
13 Question 21: NCSC is associated with GCHQ. Would this knowledge impact your decision on whether 

to use the information it provides? (Yes, No, Maybe) 
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updates from a Twitter feed, and 10.9% opt for data from Facebook or a similar social media 

platform.  

 

4.2.5 Their Views on the Best Way for Government to Promote an 

Awareness Campaign 

 

 
When asked whether some of the £1.9 billion 
that the government has to spend on cyber 
security14 should be used to increase public 
awareness, the response is a resounding ‘Yes’: 
72.3% are in favour of such action, 23.4% think 
that it may be an appropriate use of funds, and 
only 4.3% are not in favour. 
 
 
 

Figure 4.2: Fund awareness campaign. 

 
In the follow-up section, the respondents are asked to consider three approaches to raise 

awareness and score them between 1 (poor option) and 5 (excellent option). 
 
 

 

 Commercial Sponsorship Public_Info 

N Valid 46 46 46 

Missing 0 0 0 

Mean 3.2391 2.5870 3.6304 

Std. Deviation 1.28556 1.35935 1.25359 

Table 4:12: User awareness campaign options. 

 Survey questions 23, 24 and 25 cover the options available and the response shows a 

mean score of 3.63/5 for public information films, 3.24 for commercials and 2.59 for sponsorship.  

 

 

                                                 
14 Question 22: The government has £1.9 billion to spend on cyber security. Do you think some of this 
should be invested in making citizens and SMEs better aware of their cyber security options? (Yes, No, 

Maybe) 
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4.2.6 Whether Incentives Could be Used to Improve SME Cyber Security 

Posture 

 

With a focus on the recent cyber security insurance initiatives by both the public and private 

sector, the question is put to the respondents whether they are prepared to enhance their security 

posture in return for reduced insurance premiums. 

 

 

 Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid Yes 27 58.7 58.7 58.7 

No 2 4.3 4.3 63.0 

Maybe 17 37.0 37.0 100.0 

Total 46 100.0 100.0  

Table 4:13: Response to incentive suggestion 

The frequency report shows that 58.7 would look to enhance their security posture if incentivised, 

whilst 37% would consider it, and only 4.3% would not. 
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4.3. Principle Question 

4.3.1 Would SMEs Respond Positively to Government Cyber Security 

Initiatives if They were Aware of Them? 

 

 

 

would use Govt website 

Total Yes No Maybe 

aware of Govt 

website 

Yes Count 10 0 3 13 

% within aware of 

Govt website 

76.9% 0.0% 23.1% 100.0

% 

% within would use 

Govt website 

47.6% 0.0% 15.0% 28.3% 

No Count 11 5 17 33 

% within aware of 

Govt website 

33.3% 15.2% 51.5% 100.0

% 

% within would use 

Govt website 

52.4% 100.0

% 

85.0% 71.7% 

Total Count 21 5 20 46 

% within aware of 

Govt website 

45.7% 10.9% 43.5% 100.0

% 

% within would use 

Govt website 

100.0

% 

100.0

% 

100.0

% 

100.0

% 

Table 4.14: Intentions to use government website if aware. 

 

 

 Value Df 

Asymptotic 

Significance (2-

sided) 

Pearson Chi-Square 7.586a 2 .023 

Likelihood Ratio 8.804 2 .012 

Linear-by-Linear Association 5.313 1 .021 

N of Valid Cases 46   

a. Two cells (33.3%) have expected count less than 5. The minimum 

expected count is 1.41. 

Table 4.15: Pearson Chi-Square test 

 

Table 4.16, shows that the difference is significant at p<0.05 level. 
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Sub-question 1 asks whether SMEs are aware of government websites and 71.7% of 

respondents are not (this increases to 78.6 when the known cyber security professionals are 

removed from the analysis). The principal question seeks to determine whether they would use 

such sites if they were aware of them; this information could inform subsequent awareness 

campaigns and incentivising SMEs to enhance their security posture. 

Table 4.15 shows that 45.7% would utilise the government website if they become aware 

of it, 43.5% are prepared to consider it and 10.9% would not use it.  

Focussing on the respondents in cross-tabulation (table 4.15), 33.3% would use the site 

after becoming aware of the government website, whilst 51.5% would consider it. The five 

respondents already identified in sub-question three as not wishing to use the government 

website are part of the group unaware of its existence.  

 

4.4 Exploring Other Relationships 

 Besides the principal and sub-questions, the following data from the survey are discussed in the 

next chapter. 

4.4.1 Security Confidence: Perception vs Posture 

Sub-question two is concerned with the respondents’ perceived cyber security, and the data 

analysis is extended to determine any variations between the responses from the businesses of 

different sizes. Furthermore, their responses to question 1215 are considered and compared with 

their responses to questions 1016 and 1117. 

  

                                                 
15 Do you think you have enough protection in line with the size and/or purpose of your business (1= not 
enough protection, 5= sufficient protection)? 
16 How good do you think is your company information security level (1= basic, 5= advanced)? 
17 How likely is it that your business will be targeted by hackers or generally bad guys (1= highly unlikely, 

5= highly likely)? 
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sufficient security for business 

perceived risk of 

cyber-attack 

security posture 

of business 

1.00 Mean 2.0000 1.0000 

N 1 1 

Std. Deviation . . 

2.00 Mean 3.2500 2.6250 

N 8 8 

Std. Deviation 1.03510 .74402 

3.00 Mean 3.5000 2.3000 

N 10 10 

Std. Deviation .97183 .94868 

4.00 Mean 3.6250 3.1250 

N 16 16 

Std. Deviation 1.02470 .80623 

5.00 Mean 3.8182 4.1818 

N 11 11 

Std. Deviation 1.32802 .75076 

Total Mean 3.5435 3.0652 

N 46 46 

Std. Deviation 1.08948 1.08325 

Table 4.16: Sufficient Security? Perception vs Posture 

 

The comparative means report identifies how many respondents score their business as 

having sufficient security. The mean score of these respondents is then compared with the 

“perceived risk of cyber-attack”18 and the “security posture of the business.”  

 

It should be noted that this may be one area where a bias of responses from cyber security 

professionals skewed the report, but it does not seem to have had too much of an impact in this 

instance. 

  

                                                 
18 To validate the data and perform the analysis, the code for question 10 had to be reverse coded and, 

therefore, the value of 1 became 5, 2 became 4, and vice versa, with 3 remaining constant. 
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Cyber Professional 

perceived risk of 

cyber-attack 

security posture 

of business 

sufficient 

security for 

business 

Yes Mean 3.5000 3.5000 3.5000 

N 4 4 4 

Std. Deviation 1.29099 1.29099 1.29099 

No Mean 3.5476 3.0238 3.6190 

N 42 42 42 

Std. Deviation 1.08656 1.07040 1.10326 

Total Mean 3.5435 3.0652 3.6087 

N 46 46 46 

Std. Deviation 1.08948 1.08325 1.10510 

Table 4.17: Sufficient security? Perception vs posture (cyber professionals). 

 

They are more ‘security aware’ than those outside the profession, but they make up only 

8.7% of the respondents and, therefore, can be absorbed into the outcome.  

A one-sample T-Test was then undertaken, with the following outcome: 

 

 

Test Value = 3 

T Df Sig. (2-tailed) Mean Difference 

95% Confidence Interval of the 

Difference 

Lower Upper 

perceived risk of cyber-attack 3.383 45 .001 .54348 .2199 .8670 

security posture of business .408 45 .685 .06522 -.2565 .3869 

sufficient security for business 3.736 45 .001 .60870 .2805 .9369 

Table 4.18: One sample T-Test. 

 For the T-Test, the mean is set at 3 and the mean difference supports the analysis from 

the comparative means test.  
 

4.4.2 Are Respondents with Public Sector Contracts More Aware of 

Government Initiatives? 

Given government initiatives to ensure that external service providers that wish to bid for contracts 

in the public sector have Cyber Essentials certification, there is value in determining whether any 

correlation exists between awareness of government websites and those respondents with public 

sector contracts.  
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Public_Contract 

Total Yes No Don't Know 

aware of Govt website Yes Count 5 7 1 13 

% within aware of Govt 

website 

38.5% 53.8% 7.7% 100.0% 

% within Public_Contract 35.7% 22.6% 100.0% 28.3% 

No Count 9 24 0 33 

% within aware of Govt 

website 

27.3% 72.7% 0.0% 100.0% 

% within Public_Contract 64.3% 77.4% 0.0% 71.7% 

Total Count 14 31 1 46 

% within aware of Govt 

website 

30.4% 67.4% 2.2% 100.0% 

% within Public_Contract 100.0% 100.0% 100.0% 100.0% 

Table 4.19: Awareness of government initiatives with public contracts. 

 

Based on responses, 30.4% have public contracts, compared with 77.4% who do not, and 

a single respondent (2.2%) is unsure. Of those with public contracts, 35.7% are aware of 

government advice, whilst 22.6% of those without contracts with the public sector have any 

awareness.19 

 

4.4.3 Comparison of InfoSec User Education with Government Cyber 

Security Awareness  

User awareness is one of the key ingredients for a strong security posture, especially in an 

environment where businesses can be compromised by clicking a link or opening an attachment 

in a phishing email. Therefore, the approach is to compare the responses to questions 18 and 

1520.  

  

                                                 
19 Question 18: Are you aware of any cyber security advice that the government has available for SMEs? 
20 Question 15: Is there an InfoSec education or awareness programme in your company? 
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aware of Govt website 

Total Yes No 

InfoSec user awareness 

program 

Yes Count 8 4 12 

% within InfoSec user 

awarenss program 

66.7% 33.3% 100.0% 

% within aware of Govt 

website 

61.5% 12.1% 26.1% 

No Count 5 29 34 

% within InfoSec user 

awarenss program 

14.7% 85.3% 100.0% 

% within aware of Govt 

website 

38.5% 87.9% 73.9% 

Total Count 13 33 46 

% within InfoSec user 

awarenss program 

28.3% 71.7% 100.0% 

% within aware of Govt 

website 

100.0% 100.0% 100.0% 

Table 4.20: InfoSec awareness programme with/without awareness of government website. 

 The figures show that 26.1% have an InfoSec awareness programme. Of those, 66.7% 

are aware of government initiatives, in comparison with 33.3%, who are not. 

Of the 28.3% that are aware of the government initiatives, 61.5% also have an InfoSec 

awareness programme, whilst only 12.1% of those without such awareness have an InfoSec 

awareness programme. 
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Chapter 5 – Discussion 

5.1 Summary of Findings 

Only 4.3% of respondents are currently seeking cyber security advice from the government; 

27.7% use its service provider/vendor, whilst 25.5% would use a browser for information. 

Moreover, 71.7% of participants are not aware of government initiatives in support of SMEs, but 

45.7% would utilise the government website for their cyber security advice and guidance if they 

were aware of it; a further 43.5% are willing to consider it. Additionally, the association with GCHQ 

does not have a negative impact on the respondents; 34.8% state that it enhances their trust in 

NCSC, whilst only 10.9% feel less trust.  

The views on perception of cyber-attack produce a mean score of 2.46/5, which, when 

broken down according to the specific business groups, results in mean scores of 2.34, 2.67 and 

3.0/5, for micro, small, and medium business respondents, respectively.  

Perception is also used to determine its influence on the respondents’ views as to whether 

their business has sufficient protection relative to their size and business sector. This is compared 

with their view on the security posture of the business, with mean scores of 3.61 (sufficient 

protection), 3.54 (perception of threat) and 3.01 (security posture). 

Moreover, 72.3% of respondents are supportive of a portion of the cyber budget being 

spent on user awareness. Public information films (mean score of 3.63/5), and commercials are 

the most popular (3.24) methods, whilst there is less interest in sponsorship of TV programmes 

(2.59).  

The preferred platform for receiving advice is directly from the government website 

(58.7%). In addition, 15.2% opt to receive alerts by targeted email, whilst social media platforms 

are less popular, with Twitter and Facebook receiving 13% and 10.9%, respectively.  

 Findings show that 35.7% of respondents with contracts in the public sector are aware of 

government cyber initiatives for SMEs, whilst this figure drops to 22.6% of those without such 

contracts. More than half of respondents (56.7%) would also positively enhance their security 

posture if incentivised, and 37% are prepared to consider it. Only 4.3% would not.  

Finally, analysis is done to establish any link between respondents who are aware of 

government cyber initiatives for SMEs and those who have a user InfoSec awareness 

programme. The results show that 66.7% of respondents who have an InfoSec awareness 

programme are also aware of the government initiatives. 

The following diagram illustrates the findings: 
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Diagram 5.1: Summary of findings. 
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5.2 Interpretation of Findings 

The fact that only 4.3% of respondents use government platforms to receive cyber security advice 

would indicate that the services available and correlated with the NCSC are not reaching the 

intended recipients. This may be because they are not aware of it, or that they are aware, but do 

not trust government advice. However, it may also be that they prefer to get advice from other 

parties. The initial findings are that 27.7% receive information from their service provider or 

vendor, and a similar number (25.5%) use a browser, although, arguably, they can only search 

for something that they are aware of. Furthermore, 19.1% consider such advice as irrelevant, 

suggesting that they are part of the business population that does not feel vulnerable to a cyber-

attack, possibly because they are too small to be targeted. This is supported by the analysis 

showing perception of risk gradually reducing among medium, small and micro business 

respondents.   

The findings suggest that respondents have greater belief that they are not at risk of a 

cyber-attack than place faith in the security posture when determining the level of confidence they 

have in the security of their business. This would suggest an approach of ‘security by obscurity,’ 

with the belief that a business is too small to be targeted, or not part of a critical business sector. 

This possible lack of understanding of how a business could be compromised by a more general 

attack (ransomware, for instance) would suggest that the respondents are not aware of the wider 

risks detailed on the NCSC website, together with simple controls to help mitigate the risk. 

The question is again asked: Are the respondents aware of the government sites? And, if 

they are, do they trust them, and would they utilise them? In total, 71.7% are not aware of the 

government initiatives available to support SMEs, information which can be accessed via the 

NCSC website. This indicates that an awareness campaign may be required to support the 

government’s goal of making U.K. PLC more cyber aware and secure. When asked whether they 

would utilise such a service if they knew about it, 45.7% give a positive response, and a further 

43.5% are prepared to consider it. Only 10.9% would not be interested in using such a resource. 

This is a more positive response than anticipated and shows that there is a willingness for SMEs 

to become more cyber security aware and to receive advice from a governmental source. 

It was expected that the NCSC ‘s association with GCHQ would be a negative factor when 

considering the broader question of whether respondents trust such an agency. However, given 

the questionable press coverage that the agency has received since Snowden, 54.3% are not 

concerned, and 34.8% feel that it enhances their trust in the NCSC. This is an important finding 

as it would validate the strength of the association in any future awareness campaign. 

When considering whether a portion of the £1.9 billion five-year budget the government 

has set aside for cyber security should be spent on a national awareness campaign, a resounding 

72.3% give a positive response, showing again a keen interest. When asked for their views on 

the methods considered for such an awareness campaign, unsurprisingly, public information films 

would be the most popular, followed by traditional commercials. The choice of a modern form of 

advertising that involves sponsoring specific TV programmes or genres is less well received. 

Given that the U.K. has a long history of health and safety campaigns supported by public 

information films, it was likely that the respondents would favour a similar approach from 

government when raising public awareness of cyber security health and safety.  

User awareness in business is also encouraged as part of a strong cyber security posture, 

and an interesting finding is that twice as many respondents who report having an InfoSec 
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awareness programme in the business are also aware of the government cyber security 

initiatives, than those with a similar programme but no such awareness. This would imply that 

awareness would also promote better cyber security hygiene within businesses.  

The preferred platform is somewhat unexpected, but this may reflect the author’s bias 

here. Using the NCSC website to find pertinent information is the preferred choice by over half 

the respondents (from a choice of four options), whilst social media platforms Twitter and 

Facebook are poorly supported; receipt of targeted emails pertinent to risk is only slightly ahead 

(15.2%), but well behind the 58.7% for the website. 

A similarly high 56.7% of respondents are willing to enhance their cyber security posture 

if incentivised, which is expected as it could be viewed as a favourable option. A further 37% are 

prepared to consider it, suggesting that this should be adopted by the government in future.  

5.3 Comparing Findings to the Literature 

The finding that only 4.3% use the government cyber security advice available to them is in line 

with the initial literature review showing that SMEs do not obtain information by such means 

(Renaud, 2016). This is also identified in later government research, principally because 71.7% 

are not aware of the freely available advice, whilst the U.K. survey (GOV.UK, 2017e) calls for 

greater awareness amongst SMEs of the support offered by government.  

In addition, SMEs do not use the available resource may be due to the belief that they are 

not vulnerable to cyber-attack, which is also noted in the literature review (Renaud, 2016; Juniper, 

2016). The findings in this report suggest that the smaller the business, the weaker the security 

posture, but the greater the confidence that it is sufficient for their needs. This lack of awareness 

of government cyber security initiatives would indicate insufficient understanding of the actual 

threat they may be vulnerable to and the need for greater information sharing, which the NIST 

(SP 800-150) and ENISA (ENISA, 2015) underline as a key requirement.  

ENISA (2015) reports a pressing need to make information currently provided to large 

businesses and those in key sectors available to others, including the SME business community. 

It credits the NCSC in providing the information via CiSP, and the present research finds that 

45.7% would use such a service, and a further 43.5% are prepared to consider it. This question 

was not asked in previous studies, but there is opportunity to enhance the awareness of NCSC 

amongst the wider business population.  

Awareness is important within InfoSec, and the U.K. survey (GOV.UK, 2016e) shows that 

small firms could do better at promoting staff awareness. This is supported in the present 

research, and although the response is quite good (26.1%), further analysis identifies that 61.5% 

of respondents aware of the government initiatives also have an InfoSec awareness programme, 

compared with only 12.1% with no such appreciation of government initiatives who have an 

InfoSec awareness programme.  

The findings also support the need for a national campaign to raise cyber security 

awareness, with public information films being the preferred medium for such advice. This would 

align with previous health and safety awareness campaigns run by government that used such a 

medium and with which respondents are accustomed.  

One of the lessons learned from previous campaigns is to state a legitimate reason for 

change (especially where legislation is needed), and to ensure public trust in the initiative. ENISA 

(2015) also highlights trust, but this may be eroded because of the association between the NCSC 
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and GCHQ. The survey findings show that the reverse is true amongst the respondents; 34.8% 

are more inclined to trust the NCSC with this association, and a further 54.3% believe that it has 

no impact either way.  

The results are in line with those of the literature review in many respects, whilst further 

findings are evaluated in the next section and help provide recommendations for future research. 

5.4 Implications of Findings 

The findings add to results in recent reports. However, the intention was to confirm and, where 

necessary, expand upon this earlier research against the backdrop of the recently created NCSC, 

whose goal is to raise awareness of cyber security and to enhance the defence posture of U.K. 

PLC. The objective was to determine whether the correlation of separate departmental cyber 

security advice and guidance under a single umbrella agency was understood by the SME 

business community and, if not, whether there was a willingness to utilise such a service. Some 

of the findings will add to understanding in the field and enable further recommendations to be 

made for future studies. 

This research supports a previously reported finding that most SMEs do not access 

governmental cyber security advice, and confirms that this is largely down to a lack of awareness 

of such a service. However, it also questions whether SMEs would respond positively to 

government cyber security initiatives if they were aware of them. It has not previously been 

established whether there is a desire amongst SMEs to utilise such a commodity. In this respect, 

the survey advances understanding and finds keen interest in adopting such a service, with a 

45.7% positive response, and a further 43.5% willing to consider it as an option.  

Such a positive response is emphasised by the 72.3% who believe that there is a 

requirement to utilise some of the £1.9 billion five-year cyber security budget for awareness 

campaigns aimed at the wider population, with public information films being the preferred 

medium. This subject has not been previously discussed and, with the obvious need to improve 

user awareness if the NCSC is to succeed, the findings are worth consideration. 

Many of the respondents would be keen to receive advice, and the fact that the majority 

(58.7%) use the website directly falls in line with the current service offered by the NCSC. A further 

option is Twitter, but this is not as popular. The users are also given the option to populate a 

website with their requirements and then receive information pertinent to the network and services 

they use, but this is not popular, albeit more so than Twitter.  

Furthermore, it is established the implication of trust in the association between the NCSC 

and GCHQ. Surprisingly, the association has a largely positive or neutral association for the 

respondents. This has not been considered in previous studies and may help influence how any 

future promotion activity addresses the relationship. 

One of the key findings of stronger national cyber security posture emerged from the 

comparison of the adoption of InfoSec awareness programmes by those familiar with government 

initiatives, and those that were not. These findings clearly identify a difference and should help to 

explain at a small business level something that is also currently failing at a national level 

regarding cyber security strategy, namely, “if you don’t know about it, you can’t act on it.”  

This may also help to explain how respondents feel about the level of cyber security in 

relation to the size of their business and sector. They are more likely to respond to the perception 

of threat (or lack of one) posed to them, than the current security posture of the business. This 
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supports previous research findings that SMEs believe they are too small to be targeted, and 

follow a ‘security through obscurity’ approach. They do not appreciate the threats they are 

susceptible to if they fail to adopt the basic principles of InfoSec and open an attachment in an 

unsolicited email on an unpatched device that has no access control. This misguided confidence 

suggests another reason why awareness of the government’s initiatives delivered by the NCSC 

should be a key deliverable. 

5.5 Directions for Future Research 

The study examined the role of awareness in the adoption of government cyber security initiatives 

by focussing on SMEs in the U.K. The intention was to generate propositions for future research. 

They key findings were summarised, interpreted and compared with those of previous studies. 

The implications were also highlighted and the output provides the following directions for future 

research: 

 

1. Determine a framework that will enable U.K. SMEs to adopt the basic cyber 

security principles incorporated in Cyber Essentials. 

2. Assess techniques to raise public awareness of government initiatives, which will 

deliver timely and cost-effective results in relation to cyber security requirements. 

3. How does the public respond to awareness campaigns? And are negative or 

positive campaigns more effective in getting the message across? 

4. Create a cultural change that emphasises individual responsibility for cyber 

security at a personal and national level, and determine how awareness campaigns, 

legislation and incentives can be adopted to deliver this in a way that is trusted.  

5. Incentivise SME businesses to enhance their cyber security posture. 

 

These research directions seek to develop the findings in this study to reach one of the 

principal goals of the government, which is to enhance the security posture of the U.K. by raising 

awareness of the fundamentals of InfoSec via NCSC. This will encourage everyone from the 

largest businesses to the individual user to become part of the national defence strategy. The aim 

is to establish how the principles of Cyber Essentials can be easily adopted, and the different 

variables needed to ensure that any future awareness campaign is optimised. This can determine 

the best approach to deliver a message that will resonate with people generally, and focus on 

SME businesses in particular. Consideration needs to be given to the options of the ‘carrot and 

stick’ approach, to ensure that any cultural change that incorporates legislation is justifiable, with 

popular trust in the motives behind the initiatives.  

Finally, a cultural change at an individual level will make adoption at the business level 

easier to implement, which, in turn, will enhance the prospects of government strategic objectives.  
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Chapter 6 – Conclusion 

6.1 Reflection 

The study evaluation considers the approach taken, the limitations of the research, what worked 

well, and areas for future improvement. 

Once I had completed the initial research and received approval for the subject of the 

thesis, I decided to create a diary and a project task list. The diary allowed me to channel my 

thoughts and record events or milestones, whilst the task list ensured that deliverables were not 

delayed, at least in the early stages of the thesis. As a result, it was possible to consider timelines 

from the outset. This worked well initially, but issues did arise, which required additional effort to 

resolve. I had to switch from project management to crisis management on occasion, and I also 

identified the need to account for such issues in future.  

As the literature review developed, I was almost overwhelmed by the information, with 

highlighted pages aplenty. I decided to create a spreadsheet for the different subjects; each sheet 

had the document number and the comments pertinent to that topic. This enabled me to collate 

the data for the Literature Review chapter. 

My focus was very much on answering the principle and sub-questions and ensuring that 

the questionnaire was sufficient for this objective. This worked well, but I failed to consider the 

post-survey data analysis requirements, which were compromised to some extent. I realised that 

all aspects of the research (including how the questions are formed to allow respondents to 

provide accurate answers, and ensuring that the data can be readily analysed and quantified) 

need to be considered and optimised before going live. That said, I felt that the questions were 

suitable for the research topic and individuals from various business backgrounds and levels of 

cyber awareness to answer fully. There was a good mix of easy and challenging questions, and 

opportunity to express opinion, albeit in a closed question format.  

From an early stage, I was very aware of the difficulty of finding 50 respondents, especially 

when I was asking people randomly to give up their time to respond to a survey, and to click on a 

link in an email from someone they did not know. I feel that I took the best approach in using a 

trusted third party (Federation of Small Businesses) to authorise the survey and promote it. 

Unfortunately, despite the three branches having 23,000 members between them, I only got a 

handful of replies and, therefore, had to turn to other means to elicit the 50 responses. I used my 

LinkedIn profile to promote the survey, but this quickly returned responses from cyber security 

professionals, which created a potential bias. Moreover, getting ‘Likes’ from international 

connections introduced the possibility that no U.K. business would respond to a U.K.-specific 

survey. For this reason, I removed the request and opted to use my Facebook page asking SME 

representatives to complete the survey. This did not garner much response, so I resorted to 

sending personal messages to a targeted subset of my social network, namely, small business 

owners, or those working for SMEs, whilst ensuring that I did not send the request to friends who 

were cyber security professionals. Although a more time-consuming approach, I almost reached 

the desired number of respondents by the time the survey timed out. 

I used the opportunity to pilot the questionnaire extensively, which worked extremely well, 

as did the adoption of Google Forms to create the survey. This, together with SPSS, was a new 

tool for me, and I found both to be excellent resources. However, the experience of using SPSS 
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provided another lesson; I had not requested a license, and so relied on my supervisor to resolve 

this problem.  

Another social networking tool that I had not used before is Twitter. This proved very useful 

in promoting the survey to the FSB branches and their members. My first tweet included the link, 

but it quickly became apparent that it would be lost amongst more interesting tweets. Therefore, 

I added a suitable image from the Internet and began to get more hits. I then realised that the 

image may be copyrighted. Therefore, I took out a 12-month license on it, so no copyright was 

breached by myself, or the FSB branches that were retweeting it.  

Although the question format made the data analysis challenging, it produced findings that 

could be quantified and interpreted. This also provided implications to answer the primary and 

sub-questions, and direction for future research. 

6.2 Conclusion 

The purpose of this study was to establish whether SMEs in the U.K. would respond positively to 

cyber security initiatives if they were aware of them. The assumption was that they were not 

aware, and the objective was to understand the role of awareness in promoting government cyber 

security initiatives, especially following the creation of the NCSC earlier this year.  

An online questionnaire was created targeting the SME community, which enabled 

quantitative analysis of the data to answer the principle and sub-questions, and provided direction 

for future studies.  

The research supported previous findings that SMEs lack awareness of government cyber 

initiatives, but it also revealed strong desire amongst the SME community to utilise a resource 

that they were not aware of. There was, moreover, positive response to government awareness 

campaigns and incentives to promote the adoption of Cyber Essentials.  

The key finding from this survey is that SMEs are not aware of government cyber initiatives 

delivered by the newly formed NCSC. However, such a resource would be of value if they were 

aware of it, which supports the use of funds from the NCSS cyber security budget to deliver a 

public cyber security awareness campaign. 
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Appendix A – Survey Questionnaire 

This is an anonymous and confidential survey to understand SME awareness of cyber security. 

Please ask the most appropriate person within the company to respond (usually either 

management/owner or the IT Department/Person). This survey is not intended to catch anyone 

out; the aim is to understand awareness of government cyber security initiatives. The survey has 

28 short questions and should take less than 10 minutes to complete. 

 

# Question Answer 

1 What size is your business? • <10 

• 10 – 49 

• 50 – 249 

•  

2 What is your business sector? Multiple – changed to “Cyber” and “not 

Cyber” to filter out bias early in survey 

 

3 What is your role? • Exec/Board/Owner 

• Management 

• IT Dept/Person 

• Other 

•  

4 Do you have contracts with the public 

sector (government/NHS, etc.)? 

• Yes 

• No 

• Maybe 

 

Company IT Background 

5 Do you have an online presence? • Yes – select all that apply 

• No 

• Other  

•  

6 Do you outsource some/all of you IT? • Yes (select from 

email/storage/peripherals/website) 

• No 

• Don’t know 

• Other 

•  

7 Do you allow staff to undertake work on 

their personal devices (mobile/laptop/ 

tablet)? 

• Yes 

• No 
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8 Do you have a business security policy 

document? 

• Yes 

• No 

• Don’t know 

• Other 

•  

9 Do you have Acceptable Use guides for 

staff to follow regarding use of IT (corporate 

or personal)? 

• Yes 

• No 

• Don’t know 

 

10 How good do you think your company 

information security level is? 

 

1. Basic to 5. Advanced 

11 How likely is it that your business will be 

targeted by hackers or generally bad guys? 

 

1. Highly unlikely to 5. Highly likely 

12 Do you think you have enough protection in 

line with the size and/or purpose of your 

business, or should you be spending more 

time, effort and money on it? 

 

1. Not enough protection to 5. 

Sufficient protection 

13 Who is responsible for the cyber security 

within the business? 

• IT Dept/person 

• HR Department 

• Boss/Owner 

• Board of Directors 

• Service Provider 

• No one has this responsibility 

• Don’t Know 

• Other 

•  

14 Who is ultimately responsible for the 

security of any personal information 

relating to customers and/or staff? 

• Business owner 

• Board of directors 

• Data owner – person/department 

managing the information 

• Service/Cloud provider 

• Individual customers and/or staff 

• No one has ultimate responsibility 

• Don’t know 

• Other 

•  

15 Is there Information Security training or an 

awareness programme in your company? 

• Yes 

• No 
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16 Does your company adhere to any of the 

following standards/guidelines? (Select all 

that apply or add others that you do follow) 

• ISO 27001 – ISMS 

• ISO 9001 – QMS 

• ISO 22301 – Business Continuity 

• ISO 50001 – Energy Mgmt 

• ISO 14001 – Environment Mgmt 

• ISO 22000 – Food Management 

• BS OHSAS 18001 – Health & 

Safety 

• None 

• Other 

•  

17 Where does the business go for advice and 

guidance on cyber threats and protection? 

(Select the most appropriate to you) 

• Online security sites 

• Online news sites (if it’s important, 

it’ll be in the news). 

• Browser (search if I want to find 

something out) 

• Service provider/vendor website 

• Government website 

• Utilise a Threat Advisory Service 

• None (it’s not relevant) 

• Other 

 

Government Support 

18 Are you aware of any cyber security advice 

that the government has available for 

SMEs? 

 

• Yes 

• No 

19 Please tick any of the following government 

websites that you have visited. 

• NCSC – National Cyber Security 

Centre 

• CPNI – Centre for the Protection of 

National Infrastructure 

• Cyber Essentials 

• Cyber Aware 

• Get Safe Online 

• CiSP – Cyber Security Information 

Sharing Partnership 

• None of the above 

• Other 

 

20 Would you seek cyber security guidance 

from government websites if you were 

aware of them? 

• Yes 

• No 

• Maybe 
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21 NCSC is associated with GCHQ. Would 

this knowledge impact your decision on 

whether to use the information they 

provide? 

 

• More inclined to trust them 

• Less inclined to trust them 

• Doesn’t make a difference to me 

22 The government has £1.9 billion to spend 

on cyber security. Do you think some of this 

should be invested in making citizens and 

SMEs better aware of their cyber security 

options? 

 

• Yes 

• No 

• Maybe 

Awareness Campaigns 

 If the government invested in an awareness campaign, which of the following would 

appeal to you? 

 

23 Commercials on ITV/C4/Sky etc., on 

independent radio stations, and street 

posters. 

 

1. Poor option to 5. Excellent option 

24 Sponsoring targeted TV programmes (i.e. 

ITV drama is brought to you in association 

with…) 

 

1. Poor option to 5. Excellent option 

25 Public information films on the BBC (similar 

to 'Clunk-click every trip', 'AIDS – Don't die 

of ignorance', 'Drink-drive awareness'; and 

for the older respondents, 'Charlie says' 

and 'The Green Cross Code'). 

1. Poor option to 5. Excellent option 

 

26 What would be the best way to receive 

cyber security information? 

• Go to a single website for updates 

and choose what is relevant to you 

• Populate a website with your 

requirements and receive targeted 

email updates pertinent to you 

• Go to a Facebook or similar social 

media site that has the latest threats 

and advice 

• Get updates from a Twitter feed that 

has the latest threats and advice 

 

Cyber Security Insurance 

27 Insurance companies are increasingly 

offering protection against some cyber-

attacks, with various levels of protection 

• Yes 

• No 

• Maybe 
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available. Would you consider taking out 

this type of insurance?  

 

28 If you had cyber security insurance (it may 

come as part of wider business liability 

insurance). Would you adopt a stronger 

security posture if it would reduce your 

insurance premiums?  

• Yes 

• No 

• Maybe 

   

 


