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Abstract 

The interest and demand for smart home technologies has increased rapidly during 

the past few years. Due to factors such as convenience, innovation, flexibility, and 

security, these products are becoming a bigger part of our everyday life. With the 

increased demand and need for this technology, companies are working quickly to try 

to meet this demand and need of their customers. The development is becoming 

faster and faster, and therefore the risk of security being overlooked has increased. 

Companies want to meet the demand, and by trying to get the products on the 

market faster, other aspects might be compromised. A country which is often looked 

to for development and production of products is China. China is believed to be one 

of the countries with the most promising future for smart technologies and Internet of 

Things due to the immense investment put into telecommunications, development of 

technologies, and supporting infrastructure.  

The research of this thesis sought to investigate what effects the increased interest 

and demand for smart technologies has had on companies who are working with 

smart home technology by conducting a multiple case study on three companies in 

China which are in the smart home technology industry. With this case study, the 

perspective from the three companies has been gathered and analyzed. The 

research resulted in finding out the perception which these three companies have on 

the rapid development of smart home technologies, and the firsthand effects it has 

had on their individual company.   
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1. Introduction 

This chapter provides a brief introduction of the foundation for this research and the 

scope of the work. It introduces the concept of smart home technology and its rapid 

development, and what impact the technology has had. It continues to describe the 

security risks which have increased along with the rapid development. It finishes by 

presenting the research question for this research. 

 

1.1  Motivation 

The interest and need for new technologies is growing every day. Fascination with 

innovation combined with the need for convenience has sparked ideas, development 

and production of these new technologies. One technology in particular which has 

gained a significant amount of interest is smart home technology. With smart home 

technology, a home can be optimized for convenience, security, and functionality by 

being able to control different parts of the home with a smartphone or remote control 

(Khatoun & Zeadally, 2016). 

Harper (2003) describes a smart home as a residence where computing and 

information technology has been implemented through connectivity within and 

outside a residence. This solution should then respond to the needs of someone 

inside a residence, and the service can include functions which can be used to ease 

convenience, comfort, security, or entertainment.  

In a home, smart technology can be implemented so that one can control the TV, 

lighting, temperature, different sets of appliances (such as a coffee machine or an air 

conditioner) and more. Smart home technology works by either connecting several 

devices and appliances to one integrated solution, which then can be controlled 

through an interface in a smart phone application, or the devices and appliances can 

have separate interfaces, such as a few being controlled through an application in a 

smart phone, or having a set of remote controls which come with the product (Hui, 

Sherratt & Sánchez, 2016). According to Suryadevara and Mukhopadhyay (2015), a 

smart home system consists of three main components: sensors and actuators to 
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collect information, a wired or wireless communication system to send the information, 

and lastly a system to process the information so that a function can be performed. 

Smart technology can be stretched further than just being implemented in a home 

(Worden, Bullough, & Haywood, 2003). There are solutions which can be 

implemented in a variety of environments such as offices, warehouses, hospitals, 

kindergartens, farms, elder care, and energy plants (Depuru, Wang & Devabhaktuni, 

2011; Colak, Sagiroglu, Fulli, Yesilbudak & Covrig, 2016; Steurer & Srivastava, 2003; 

Wong, Leung, Skitmore and Buys, 2017). Concepts such as smart cities are also 

growing, where smart technology goes beyond being implemented in buildings. 

Implementation can also be made in cars, roads, street lights, and more (Grimaldi & 

Fernandez, 2016; Rathore, Ahmad, Paul & Rho, 2016; Lilis, Conus, Asadi & Kayal, 

2017). 

1.2  Smart home technologies and their development 

In 2009, Gill, Yang, Yao and Lu (2009) examined five different areas to why adoption 

of smart home technologies could be hindered. This study also stated that adoption 

of smart home technologies has been slow. One of the areas examined was security 

and safety. The security and safety area which was discussed brought up the issue 

of information being shared between all devices which are connected to the smart 

home system, as well as security and safety problems which arise during 

implementation and that these problems have not been focused on according to the 

current approaches. 

Gill et al. (2009) further studied how the, at that time, new communication protocol 

Zigbee could offer strengths in these five areas which were discussed. Zigbee proved 

to be the ideal protocol to be used for home automation, together with Wi-Fi. The Wi-

Fi connection offers the speed which is needed to maintain all devices and 

household appliances which are connected the smart solution, and by implementing 

Zigbee into the solution, the costs and risk for intrusiveness were lowered, something 

which Korkmaz, Metin, Gurek, Gur, Gurakin and Akdeniz (2015) also agree with. 

A recent study by Jacobsson, Boldt and Carlsson (2016) has shown that security 

needs to be taken better into consideration by the manufacturers and developers of 

smart technology products, especially in the design phase. In their research, it is also 
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stated that security risks which concern user privacy need to be better addressed. 

This is especially important since end-users might not understand what data is being 

collected about them and in their home when using smart home technology. Their 

study also emphasized on the importance of including more security aspects and 

testing when developing smart home technology, and that it has been overlooked in 

the past.  

Luor, Lu, Yu and Lu (2015) did research on quality perception of smart home 

technology, where security was one of the factors researched. The results showed 

that when a smart home can provide more security functions, the trust for the security 

of the smart home technology also increases. The result also showed that security is 

a more important factor than the cost.  

It is undeniable that smart home technology has security weaknesses which need to 

be considered. Plenty of sources have identified risks, issues and problems which 

can lead to great problems for both suppliers and end-users. These issues can affect 

privacy, personal security, and confidential information. The question is whether the 

rapid development and increased need has had an effect on smart home technology 

companies, and how these companies are handling these effects. It is also important 

to get an insight to the companies’ perspective on this issue, and what the 

companies are doing to avoid potential risks.  

1.3 Problem description 

With this rapid development in smart home technology being identified, security 

issues and risks may also increase for this technology. Companies are quickly trying 

to meet the new and increased demand for smart home technology, and security 

aspects are being overlooked. Since smart home technology could be considered a 

recent development, the products and services which come with the technology have 

not gone through a long period of testing, and because the technology can become 

fully integrated in a home, it raises a concern for the users’ security, privacy and 

integrity (Ouaddah, Mousannif, Elkalam & Ouahman, 2017). Hui, Sherratt and 

Sánchez (2016) have also concluded that the security aspect for smart home 

technologies must be considered to a better extent, especially due to the larger 

number of devices which will be interconnected because of the smart home solution. 
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In 2008, Chan, Estève, Escriba and Campo concluded that the demand for smart 

home technology has been modest and the supply of these technologies was low. 

However more recent research has shown that the interest has grown significantly 

and at a rapid pace (Lilis et al., 2017; Hui, Sherratt & Sánchez, 2016). 

Internet of Things (IoT) is a closely related subject. It can be described as devices 

being connected over a network and communicating by sending and receiving 

information. A great amount of research has also been made about IoT where issues 

such as security and privacy are frequently discussed (Weber, 2010), and the 

concept of smart technology and IoT overlaps in certain aspects such as fast 

development and security issues. An important and interesting market to look deeper 

into is the Chinese market for smart technologies. Kshetri (2017) has stated that 

China is the country which has the most developed industry and supporting 

infrastructure for Internet of Things among developing countries. China is an 

important market to look at when it comes to security, since many products are 

exported from China every day to countries all over the world. 

Many major actors in the market, such as governments and institutions, predicted the 

interest which this technology would receive and started investing and putting large 

amounts of resources into developing and shaping the smart home technology to be 

able to deliver the new technology to the market (Hui, Sherratt & Sánchez, 2016). 

According to Kshetri (2017), formal institutions in China, such as the government and 

policy makers, have played an important role in the development of the smart 

technology and Internet of Things market.  

1.4 Research question 

To better understand the problem area, a research question has been formed to set 

the aim for this thesis. The research question focuses on the threats and 

vulnerabilities, and what the perspective and approach is from Chinese companies in 

the smart home technology industry towards these security issues.  

➢ How do smart home technology companies in China handle what they identify 

as threats and vulnerabilities in their products? 
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1.5 Related research 

A lot of research has chosen to focus on smart technologies and their applications 

and models. Security is overlooked, or not well-defined (Hjorth & Torbensen, 2012). 

Recent research by Wilson, Hargreaves and Hauxwell-Baldwin (2017) aimed to 

investigate how security is perceived by adopters of smart home technology, where 

results showed that companies in the industry are not clear enough about the 

protection they offer when it comes to security which has resulted in potential 

adopters to lose confidence in the technology. Even though this research has had 

clear intentions to research about benefits and risks of smart home technology, it has 

chosen to focus on the aspects of policies and policy makers, which they believe can 

have an important role and impact on the perceived risks in the smart home industry.  

Developing and enforcing new standards, guidelines, and policies is something which 

could improve the control of quality and security in the smart home industry, however, 

with the rapid development it is also important to look at the actors who are playing a 

major role in the industry which are the companies of smart home technology. The 

increased demand for the technology can also mean that policy makers are trying to 

catch up, and companies in the industry are already in the middle of their product 

development process while considering or looking at old or outdated policies.  

With the research from Wilson, Hargreaves and Hauxwell-Baldwin (2017), it is also 

the end-consumers which are in focus, and what their perception is of benefits and 

risks for smart home technology. There is plenty of other research which focuses on 

the customer side where studies with surveys and interviews with potential adopters 

or adopters of smart home technology are conducted, however there is a scarcity of 

research which has been conducted with the companies’ perspective.  

A recent study made by Kshetri (2017) sought to explain how the relationship 

between the supply-, demand-, and institutions-related factors has affected Internet 

of Things and its creation and diffusion in China. Kshetri (2017) had identified the 

rapid growth in IoT development in China, where several companies are taking over 

both the domestic and international market with new smart products for the home. 

Kshetri (2017) also noted that due to the rapid development of the technology, policy 

makers, developers in the industry, and end-users should observe this development 
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and share their insights, reflections, and observation on the topic. The author also 

believes that China might set an example for other emerging markets for when 

entering the market to develop and deploy these smart technologies. What the author 

has provided in this study is an excellent overview of the current situation of the 

smart technology and IoT development in China, however the focus is not on security 

in this research, the study is mainly focusing on the influential factors on the 

development of IoT in China. 

1.6 Contribution 

The focus of this thesis was to investigate security concerns in the smart home 

technology industry in China. The problem was identified from previous research, and 

concern was raised due to the rapid development which smart home technology is 

facing now. The research aimed to investigate how Chinese companies in the smart 

home technology industry are experiencing the increased need and demand of smart 

home technology products, and what effects it may have had for their company 

internally. The first step was to examine current research for what the situation looks 

like in the industry. The second step was to approach the ones in control of how 

these products are made, which are the companies. A discussion with companies of 

these products generated information about the products and the process which is 

taking place during development today. The information was then compared to the 

data gathered from the first step, which was the previous research. With this data, 

connections and differences were identified to get a better understanding of the 

situation today. 

This research could provide important information to both the companies in the smart 

home technology industry and the end-consumers of smart home technology 

products. The main interest of this research focuses on how current research 

correlates with the opinions and input from the companies in the smart home 

technology industry, however it is also of interest to see if, and in that case how, the 

rapid development has had an impact on the process for developing smart home 

technology products. 
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1.7  Thesis outline 

Chapter 1 – Introduction 

The first chapter presents the theme of the thesis, which includes the identified 

increased interest for smart home technologies, the concept of smart home 

technology briefly, and the security aspects of smart home technology products. A 

problem description along with the research question is also presented. 

Chapter 2 – Literature review  

The second chapter contains the conceptual and empirical basis which goes deeper 

into the concept of smart home technology, the increased demand for smart home 

technology products and security issues. The chapter also explores correlated factors 

such as policies, protocols, and how smart products can be applied in other areas. 

Chapter 3 – Research Methodology 

The third chapter describes the methodology which has been applied during the 

research process of this thesis. The chapter presents the qualitative approach, which 

was the design chosen for this thesis, and then the research process is further 

described, where the literature review and interview procedure are motivated. 

Chapter 4 – Findings 

The fourth chapter presents the results which have been gathered during the semi-

structured interviews with Chinese companies in the smart home technology industry. 

Three companies were interviewed, and the data is presented in sections according 

to which company was interviewed and in the order which the interviews took place. 

Chapter 5 – Analysis 

The fifth chapter presents the analysis of the gathered empirical data as well as the 

theoretical framework.  

Chapter 6 – Discussion  

The sixth chapter presents a discussion of the concepts found in analysis. 

Chapter 7 – Conclusion 

The seventh chapter concludes the research, with final statements such as 

contribution and future research. 
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2. Literature review 
 

This chapter presents the conceptual and empirical basis of the study. It lays the 

foundation for the thesis. In this chapter, smart technology is explained, with further 

guidance through the concept of smart home technology. Security for smart home 

technology is further elaborated and investigated. 

2.1 Literature review process 

Secondary data was found and collected by using the online library service provided 

by Luleå University of Technology, which is supported by EBSCO, and Google 

Scholar. These services provide a collection of academic work such as scientific 

articles, conference papers and journal articles. The data collection for secondary 

data was initiated by using keywords to search for relevant literature. The keywords 

were selected based on the topic and research question, where words such as smart 

home technology and threats and vulnerabilities can be found. The keywords used 

were keywords such as smart home technology threats, smart home technology 

security, Internet of Things security, and home automation security and similar. To 

get a better understanding about the history as well as the development of these 

technologies, the word security was removed from the keywords, and keywords such 

as smart home technology and Internet of Things were used. This resulted in an 

extensive amount of research which included the content which was sought for. 

Oates (2006) describes that a literature review has a process that consists of two 

parts, where the first part includes exploring literature in order to determine the 

problem area which is to be researched. The material which will be needed for this 

step of the process should also be identified during the first part of the process for the 

literature review. 

Articles were then collected and read through. The articles which were considered 

too old or irrelevant were removed, and the articles which appeared to have 

relevance for the topic were saved separately, for further analysis. The articles which 

were considered relevant were chosen based on several factors, such as not being 



 

 
__________________________________________________________________________________ 

15 
 

too old. The article was considered outdated if it was older than 7-8 years, unless it 

provided data which would not be affected by how old the article was. Another factor 

was that it should contain information about the technology in question which is smart 

home technology, or containing information about relevant technologies such as 

home automation, Internet of Things, or ambient intelligence, as well as research 

which had been conducted with a security aspect. To ensure that relevant or 

important articles were not missed, references of the already chosen articles were 

looked through to see if more interesting articles could be found. To find the most 

valuable articles was strived for, however there is the potential risk that all articles of 

relevance may not have been found or identified due to lack of time or resources. 

2.2 What is smart technology? 

Smart technology and smart environments are a result of innovation and 

development of our everyday technologies. It is due to the interest, need and 

convenience that new and smarter technologies get developed and then improved. 

The most common description of smart technology is: devices being connected to 

make one’s life more convenient (Cook, 2012). The focus and need of what smart 

technology can do for one varies depending on the person and environment, such as 

the need to increase or ensure safety, have better knowledge about energy 

consumption, or automate daily tasks which are common in one’s surroundings, all 

done through smart technology (Cook, 2012; Robles, Kim, Cook & Das, 2010).   

Worden, Bullough and Haywood (2003) define smart technology as a technology 

which can be aware of its surrounding situation and be able to react to it. The authors 

further describe that for a smart technology to be able to attain these two attributes, 

there are several components needed. For the technology to be able to be aware of 

its surrounding environment, it is in the need of sensors and measurement systems. 

For the technology to then be able to react to the information which it has sensed or 

measured from its surrounding environment, it is in the need of actuators, to be able 

to perform the function which is in interest. The technology is now capable of 

performing smart functions; however, for these two processes to be able to work 

together, the authors state that “sophisticated signal processing techniques and 

control strategies” are also required. This is crucial especially if the technology wants 
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to perform several functions at once depending on the data the system is collecting 

about the environment nearby.  

For any smart environment system to be able to function properly, the system needs 

data from the environment. The system needs to collect sensory data from its 

surroundings and have the ability to use that information to perform an action (Cook 

& Das, 2004). For smart technology to be able to communicate, devices need to 

exchange information. They do this without human intervention which is referred to 

as machine to machine communication (M2M) where intelligent or smart devices can 

communicate with each other autonomously (Chen & Li, 2012). M2M is needed for 

the sensors and actuators to be able to communicate, which in turn is used to collect 

data as well as to control the environment either over a wired network or wireless 

network (Hui, Sherratt & Sánchez, 2016).  

To be able to control the environment, a set of sensors and actuators need to be set 

up. The sensors are devices which interpret the environment and can convert these 

interpretations of the reality into signals which are then measured. An example can 

be that a movement in a room is registered by the sensor. Actuators then interpret 

the signals which are collected from the sensors and will based on that information 

either close circuits or vary the intensity of the electric load, for example based on 

that movement in a room turn on a light which was previously off (Domingues, 

Carreira, Vieira & Kastner, 2016). 

2.3 Communication protocols 

For the devices to be able to communicate, they also communicate over a set of 

networks and protocols, known as Short-Range Wireless (SRW) which includes 

protocols and technologies such as Zigbee, Bluetooth, and Z-Wave (Hjorth & 

Torbensen, 2012). There are many protocols today which can be used, here follows 

a brief description of some of the common ones. 

2.3.1 Zigbee 

The Zigbee Alliance was established in 2002 and consists of a group of companies 

who work together to create standards, certification programs, as well as tools in the 

industry of IoT. Their standards, certificates, and tools aim to help the development of 
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products which are of low-power and wireless in IoT. They also focus to provide a 

spectrum of security tools, to be able to create and maintain security in more than 

one billion devices worldwide which are using the Zigbee standards (Zigbee, 2017e). 

In early 2007, researchers Baronti, Pillai, Chook, Chessa, Gotta, and Hu (2007) 

predicted that the Zigbee protocol would be implemented and used in a wide range of 

products and applications in the future.   

The Zigbee alliance also develops standards, where the standards go through tests 

before being launched, such as testing three implementations of the standards 

together, and where it was implemented will be looked at to make sure that the 

implementers interpret the standard in the same way. This will turn will validate that 

the standard is working and can then be implemented in other products and services 

(Zigbee, 2017b). 

The Zigbee alliance allows any entity to have a membership and participate in the 

development of the Zigbee and IoT protocols, and emphasizes on no preconditions 

needed for becoming a member. In August 2016, the Chinese company Huawei 

joined the Zigbee alliance’s Board of Directors. Huawei is a global leader in 

technology and aims to be a contributor in the IoT industry as well (Zigbee, 2017d). 

Same year, in September, the business division of the Chinese Alibaba Group, 

YunOS, joined the Zigbee alliance as well (Zigbee, 2017a). 

Other than developing their protocol and standards, Zigbee has in November 2016 

also signed a liaison agreement with Fairhair Alliance to help create smart 

commercial buildings. The two organizations will work to explore the opportunities of 

how their technical knowledge can be used together (Zigbee, 2017c). 

     2.3.2 Z-Wave 

Z-Wave is a wireless communication protocol which operates on a mesh network 

topology. The devices which are connected to the Z-Wave protocol become stronger 

the more devices which are added, due to each device acting as a signal repeater (Z-

Wave, 2017). 

The communication protocol Z-Wave was created by the Z-Wave Alliance, which was 

established in 2005. It consists of many companies and industry leaders, which aim 
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to develop Z-Wave for smart homes and business use of smart technology (Z-Wave 

Alliance, 2017b). There are more than 600 companies which are a member of the 

alliance, where several companies are Chinese such as Everyoo, China Security & 

Fire, and Huawei (Z-Wave Alliance, 2017a).  

2.3.4 Wi-Fi 

The Wi-Fi alliance is a network of companies which provide the technology Wi-Fi, a 

wireless network for a local area. The aim of Wi-Fi is to allow for devices to connect 

and being able to communicate over internet (Wi-Fi, 2017a).  

The Wi-Fi alliance made new plans to enter the smart home market by letting the 

wireless network be added to blueprint designs, known as Wi-Fi Home Design. The 

alliance will provide guidelines on how to implement the wireless network in a home 

in order to make full use of the wireless connection, so that a strong connection can 

be provided everywhere in a house and around it, such as in a garage or on the patio 

(Williams, 2017). The Wi-Fi Home Design will provide guidelines to the construction 

industry which include criteria for how access point should be set up to maximize the 

wireless connection, and will also provide guidelines for how to have integration for 

smart appliances (Wi-Fi, 2017b).  

2.3.5 Bluetooth 

Bluetooth offers wireless connectivity by providing connection through radio waves. A 

product which is using Bluetooth will come with a computer chip, which in turn can be 

used to connect the product to another device or software (Bluetooth, 2017).  

The Bluetooth technology and the devices which can use it are susceptible to several 

attacks, such as Denial-of-Service (DoS), eavesdropping, and message modification. 

Bluetooth technologies can also be threatened by weaknesses in its own technology, 

due to its specification and how it is implemented. An attacker can with these 

vulnerabilities access sensitive information, or gain access to the connected devices 

or network which they are operating on (Padgette, 2017). 
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2.4 Different areas to apply and use smart technology 

Smart technology can be implemented as a solution in different sectors and areas to 

optimize functions and have convenience, other than in a home. The use of smart 

technology can be applied in offices (Rottondi, Duchon, Koss, Palamarciuc, Pití, 

Verticale & Schätz, 2015), warehouses (Zebra, 2017), health care (Sprint, Cook, Fritz 

& Schmitter-Edgecombe, 2016), elder care (Lühr, West & Venkatesh, 2007), schools, 

kindergarten (Srivastava, Muntz & Potkonjak, 2001), and more. 

2.4.1 Smart health care 

Chan, Campo, Estève, and Fourniols (2009) have done research in smart technology 

in the elder and health care sector and found that the initial ideas for using 

technology in a home to help with health services were based on the need to send 

health data from a home to the data centers. Different devices would be put in the 

home, such as sensors for mobility, and measurement devices for blood pressure, 

heart rate, and body temperature, which would then be connected through a network, 

and from there data would be transmitted to the intended server in a health care 

facility where the data could be read. Data would be collected at the center and there 

put into a software which through algorithms could calculate and track the patterns in 

the data, which in turn could warn the right people in case of an adverse event. With 

this, someone who is in the need of elder or health care can remain in their home and 

with the home being connected and sending data to the health facility the person’s 

health patterns can be tracked. 

Chan et al. (2009) also found that due to increasing technology development, and 

costs for health increasing, having a smart assisted living in the home instead of a 

health care facility will save resources. They do however state that privacy and 

confidentiality needs to be considered, and ethical and legal issues for how people 

will be monitored in these homes needs to be established clearly.  

Even earlier research from Demiris (2004) found that patients’ privacy and security 

needs to be protected when implementing telehomecare technologies. The research 

also concluded that combining smarter technology with services which can be used 

in the home can lead to better quality, such as for home care of patients. Some of the 

benefits identified by Demiris (2004) are that the caretakers can increase the quality 
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of care by frequently being able to monitor their patients, have increased access to 

different care services as well as visit frequency, there is possible early detection and 

intervention when needed, and they can have a higher involvement in their patients 

and their care process. The technology can also increase the capacity of the patients 

by giving them an increased amount of knowledge, autonomy, and level of control as 

well as feeling satisfied with the care services which are being provided to them. 

2.4.2 Building automation systems 

To be able to control functions in a building, a building automation system can be 

implemented. This kind of system will connect devices which are used to monitor and 

control a technologically-enabled environment. Functions to control include 

temperature, lighting, security systems and more, and can be implemented in several 

different areas such as offices, warehouses or homes (Domingues et al., 2016). 

When automation systems are being planned for, a decision between making the 

system wired or wireless needs to be made. The benefit of using a wireless system is 

the mobility and flexibility it offers, and to avoid wiring problems (Cook & Das, 2004). 

Cook and Das (2004) state that having a standardized home automation system 

would be ideal to allow for the interoperability of systems, however because of the 

heterogeneity which devices have today, a single solution seems impossible. This is 

mostly due to devices having an extensive amount of diverse sensors and actuators 

which all have different requirements.  

2.4.3 Smart grids and Industry 4.0 

Smart grid is another concept which has been discussed in recent research regarding 

smart technologies, which is to in a smart way measure and be aware of energy 

consumption. Smart grids are electrical grids which use smart functions to determine 

and measure energy resources. These can be used for bigger operations, such as for 

energy plants, to provide and distribute energy in a smart and efficient way, but even 

for smaller interests such as to measure the electricity consumption one would have 

at home. Smart grid technology can therefore be well-combined and implemented in 

a smart home (Kabalci, 2016). One of the six key components for smart grids is the 

use of power in a smart way (Zhou, Yang & Shen, 2017).  
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In China, the development of smart grids and technology for energy consumption has 

been growing rapidly (Wu, Chen & Liu, 2011). The use of metering for energy 

consumption along with smart grids has also been deployed more in recent years in 

China (Zhou, Yang & Shen, 2017). Zhou, Yang, and Shen (2017) studied the 

electricity consumption of residents in Kunshan, China and measured with smart 

grids. They found that by measuring and analyzing electricity consumption data with 

smart grids valuable information for smart power decision-making can be gathered. 

Further on, research has been conducted where the Industry 4.0 approach is 

combined with smart living. A study by Batista, Melício and Mendes (2017) proposed 

a combination of smart home and smart living with the Industry 4.0 Interconnected 

Things paradigm, which resulted in benefits such as being able to connect different 

technology solutions in the same architecture, increased security advantages, 

increased availability, and quicker recovery procedures during failure.  

2.4.4 Smart cities 

The concept of smart cities has grown a lot over the past few years, with several 

projects started in different cities and countries all over the world. 

With the increase of smart technology being implemented in different areas of cities 

and countries, the rise and interest for larger concepts such as smart communities 

and cities has risen. A smart community is described by Li, Lu, Liang, Shen, Chen, 

and Lin (2011) as an environment which consists of homes connected to networks, 

where smart technology has been implemented into these homes. The smart 

community is also considered virtual and should be limited to a specific geographical 

area. The authors further describe that a smart community should consist of three 

major domains: a home domain, a community domain, and a service domain. 

In the home domain, a home network is implemented which can consists of one or 

several smart technologies such as a security system of a health care system. The 

home would use gateway which can collect and process the information about the 

surrounding environment, and further on communicate with the world outside of this 

specific home. The community domain consists of all the gateways in the individual 

homes of the community, which together form the core of the smart community. All 

the information gathered by these gateways and home automation systems of the 
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individual homes passes on to a community communication center where the data 

can be processed to better understand the environment of the community. Lastly the 

service domain will provide the smart community with a call center. The call center 

will receive information which has been processed from the community domain has 

might be considered important or relevant for the community. This call center would 

be managed by a trusted host, for example a police department, who in turn can 

manage this information and in the event of an emergency based on the information 

gathered, can solve the situation (Li et al., 2011). 

Mosannenzadeh, Bisello, Vaccaro, D’Alonzo, Hunter, and Vettorato (2017) stated in 

their research that there is a connection and relationship between the terms smart 

energy city, smart city, and sustainable city, where the energy system is considered a 

major component, domain, sub-system, or aspect of a smart city. In some cases, the 

energy system is even considered to be the core of the smart city. Mosannenzadeh 

et al. (2017) mean that it is therefore important to look and investigate the smart 

energy systems, to further build on the concept of smart cities.  

There are plenty of resources that predicted the success and growth that smart 

technology being implemented in the homes would experience in the future, and 

previous research also urged technology developers to ensure that the technology is 

secure and that privacy is being protected. In this way, the users can easier adopt 

and trust this technology and implement it into their homes (Friedewald, Vildjiounaite, 

Punie & Wright, 2007). 

2.5 History of smart home technology 

The history of smart home technology goes many years back. A look at how 

technology and people have evolved together needs to be made when identifying the 

spark of smart home technology. An important step for making the development of 

smart home technology possible can be considered to be when electricity was 

introduced in homes in the beginning of the 20th century. This has allowed for the 

technology to exist, and for it to be further developed, information technology sparked 

the evolution of smart home technology at the end of the 20th century (Harper, 2003). 
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Harper (2003) has made a historical review of the development and upbringing of 

smart home technology which includes the following important keystones: 

 

Figure 1 - Timeline of developments leading to smart technologies 

Middle classes were growing and with
that a scarcity of domestic servants was
increasing. With this, electrical machines
were introduced to homes for the first
time, such as vacuum cleaners, food
processors, and sewing machines.
Advertising for these products started to
focus on the benefit of being able to
take care of a home and all the chores
alone

The use of electricity in home had risen
however only in limited use, such as for
lighting. Marketing for electronic home
products also started to target the woman
of the household, and electronic goods
which were bought resulted in the chore
being performed more frequently, such as
when purchasing a washing machine,
clothes were washed more often.

Women were persuaded into starting to
work outside the homes such as in the
technical fields or manufacturing, to cover
for the men who went to work for the army
during World War II. Women started to
become technologically skilled and their
finances increased as well.

After the Second World War, women were
again motivated to stay at home and focus
on the household chores. New trends for
interior design had risen, and the
popularity of buying a television
increased.

More independence was offered to
women who started to work and have
children later. Labor-saving machines
such as kettles, toasters, and hair dryers
started to become more common in the
household.

Color television and video recorders
started to become more common, as well
as freezers and microwaves. The first
mobile phones started to become
popular, and later even computer use
increase at home.

Between the years of 1915-1920 

Between the years of 1920-1940 

Between the years of 1940-1945 

Between the years of 1945-1959 

Between the years of 1960-1970 

Between the years of 1980-1990 
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All these technologies and developments have allowed a path to form for smart home 

technology. Electronic goods were invented to save time or energy, and homes 

started to become more and more connected. Throughout the years, marketing has 

also focused a lot on convenience and efficiency for the home. 

From these technological developments, many new similar technologies get created 

with inspiration from the previous ones. The aim is to make these technologies more 

convenient and useful. One example is ambient intelligence, which can be closely 

related to smart technology. Ambient intelligence aims to create a smart environment, 

by using sensors and then adapting the environment based on the information which 

is collected (Cook, Augusto & Jakkula, 2009).  

2.6 What does a smart home system consist of? 

To be able to have and use a system to control different functions of home for 

convenience, security, or simply entertainment, the right components need to be put 

together. According to Suryadevara and Mukhopadhyay (2015) a number of 

electronic components are needed, together with a wired or wireless communication 

system to allow for the information to be passed to and from the system. That 

information should then be processed which in turn can result in a function being 

activated or deactivated, for example turning on the lights because a person entered 

the room and triggered a sensor. 

The physical components in the smart home environment, such as the sensors, 

collect the data and transfer that information to the home monitoring command 

system. The system is connected through a network and allows for the information to 

be gathered and processed. From that information, the environment can be affected 

according to the pattern or need (Suryadevara & Mukhopadhyay, 2015).  

2.6.1 First component – physical 

The physical components are placed in the environment which is intended to be 

controlled by a smart system. It is important that the components are placed 

strategically so that they can gather the data they need in the right way. The most 

common physical components are the sensors and actuators. Sensors are used to 
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collect the information of the environment. Different kind of sensors can be used to 

collect different kind of information (Suryadevara & Mukhopadhyay, 2015). 

Suryadevara & Mukhopadhyay (2015) have structured sensors into four categories 

based on research in the field: 

 

Figure 2 - Sensors divided into four categories 

 

    2.6.2 Second component – communication 

The second component which is important for a smart home system is the 

communication component. Communication is needed for the information to be 

transferred and processed between the sensors, actuators, and whole system. The 

communication system can be either wired or wireless, and there are advantages 

and disadvantages with both. An example of a common communication systems 

used for smart home systems is Wi-Fi and Zigbee (Suryadevara & Mukhopadhyay, 

2015).  

2.6.3 Third component – data processing 

The last component needed to make the smart home system completed is a way for 

the system to be able to process the data it is gathering. The data is collected from 

the sensors, and in turn should be used to perform a task in the right way. The main 

• Ambient sensors are used to gather data about 
pressure, temperature, humidity, and lightAmbient sensors

• Motion and presence sensors are used to 
gather data about positions, angularity, velocity, 
acceleration, and direction

Motion and 
presence sensors

• Bio-chemical agents are sensors which are 
used to gather data about solids, liquids, and 
gases

Bio-chemical 
agent sensors

• Multimedia sensors are used to gather data 
such as sound and images

Multimedia 
sensors
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tasks for the data processing are to be able to offer: compatibility, flexibility, 

robustness, and real-time processing of information (Suryadevara & Mukhopadhyay, 

2015). 

2.7 Internet of Things 

Another topic which is closely related to smart home technology is Internet of Things 

(IoT). Internet of Things is described by Suresh, Daniel, Parthasarathy and Aswathy 

(2014) as humans, computers, and things being connected. With the use of IoT, all 

devices which we need and use in our everyday life can be controlled. Batista, 

Melício, and Mendes (2017) describe that many different entities tend to refer to 

terms such as IoT to be related with smart technology, such as referring to IoT as 

Internet of Sensors and Actuators, which are the two main components found in 

smart technology. 

With the number of microprocessors increasing in everyday use devices, the 

flexibility to implement IoT and smart functions are increasing. It will become easier to 

integrate more and more devices together to allow for convenience and “smartness” 

(Cook & Das, 2004). Fortino and Trunfio (2014) describe smart objects as being one 

of the main components of IoT. A smart object is according to the authors an 

everyday object or device which consists of hardware components that are able to 

process tasks, communicate, and be conscious of their surrounding environment with 

the use of sensors and actuators. In turn, these objects can control or react to the 

environment with the help of the sensors and actuators which they are equipped with. 

Further on the authors describe smart environments, which include the smart objects 

being able to connect and communicate with each other. Stojkoska and Trivodaliev 

(2017) further describe IoT as smart devices or objects being interconnected and 

creating a network of their own. 

Kshetri (2017) had stated that among developing countries, China’s development of 

IoT is one of the most advanced. What has allowed for the development to grow so 

rapidly in China in particular has to do with many influential factors. The author 

describes how sensors and RFID is already widespread in products in China, and 

costs keep going down for these components. The author has also identified some 

barriers for China to achieve success in the IoT, such as being behind when it comes 
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to software development, lacking in quality in certain aspects, as well as having low 

regulatory barriers for privacy and security. The author also states that with all these 

influential factors coming together, China is identified to have more incentives and 

opportunities to adopt IoT.   

2.8 Security issues with smart home technology 

The smart home technology faces many security issues, such as any technology 

might. Both Hui, Sherratt, and Sánchez (2016) and Nixon, Wagealla, English, and 

Terzis (2004) state that security issues come with all technology, therefore more 

security measures need to be made for smart home technology. Smart home 

technology in particular since it allows for many different devices to be interconnected.  

The devices and services which are a part of smart home technology can be 

vulnerable to several security threats and since the technology is implemented in 

one’s home, the user’s privacy, security and integrity can be affected. The technology 

is vulnerable to attacks such as eavesdropping, since most of the devices and the 

communication between the devices is wireless. The devices are also left unattended, 

which makes them vulnerable to a physical attack. These components are usually 

also basic, with a limited user interface and low computing resources, therefore their 

security schemes may be weak (Atzori, Iera & Morabito, 2010).  

Kabalci (2016) has discussed several security risks with smart grid technology, and 

brings forward the issue of thousands of devices being connected. Security threats 

for smart grids are described as either connection-based or device-based, where the 

connection-based threats are for example eavesdropping or protocol failures, and 

device-based threats are for example DoS attacks, Man-in-the-Middle attacks or 

masquerading. Stojkoska and Trivodaliev (2017) also mention how smart grid 

technologies can be a target for cyber terrorists, and how IoT devices’ main function 

is to be connected and transmit data in between each other, therefore being 

vulnerable to the most common attacks which can affect a wireless network. 

Stojkoska and Trivodaliev (2017) suggest that a security policy is needed for IoT, 

however the costs should be as low as possible.  

A study made by Wilson, Hargreaves and Hauxwell-Baldwin (2017) concluded that 

when companies in the smart home technology market are advertising, they are not 
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emphasizing enough on the data security and privacy which they can provide, which 

results in potential adopters of the technology to lose confidence in the products. It is 

however discussed that the way a company chooses to do their marketing might not 

fully represent how exactly the company is developing their smart home technologies. 

Their study examined the perception that potential users of smart home technology in 

the United Kingdom have when it comes to benefits, risks, general issues and design 

attributes. The results showed that the respondents perceive that controlling energy, 

heating and appliances is the main purpose of smart home technology. The main use 

of smart home technology was considered to be convenience at home and providing 

security. When asked about the potential risks of smart home technology, the results 

did not show security as one of the concerns, rather dependency and losing control 

of the home were big factors (Wilson, Hargreaves & Hauxwell-Baldwin, 2017).  

Further on Wilson, Hargreaves and Hauxwell-Baldwin (2017) discussed that the 

applications provided by smart home technology companies should be able to ensure 

privacy, confidentiality, and secure data storage for their customers. Companies that 

offer smart home technologies should also be able to prove credibility and have the 

right resources to be able to provide performance warranties.  

The lack of standardization has also been researched and discussed, such as when 

it comes to routing for the networked used with IoT devices and the security 

regarding this routing. Airehrour, Gutierrez and Ray (2016) identified that there is 

therefore a need for either a new or improved security protocol and identification 

techniques for IoT devices. 

Batista, Melício, and Mendes (2017) focused on developing a framework and 

architecture for smart grid providers in their study which was based on the concept of 

Industry 4.0. The authors had identified an issue for when smart homes and the 

smart home technology in several communities want to interconnect and grow under 

the Industry 4.0 paradigm, and therefore developed an architecture which would 

allow and facilitate the heterogeneous technologies to connect with each other with 

less integration and compatibility issues. In their architecture, they also offered more 

security measures to mitigate potential risks and threats in the future.  
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2.8.1 Security concerns about protocols 

Toschi, Campos and Cugnasca (2017) conducted a survey where they compared 

home automation networks, and found that the market for the standards is 

heterogeneous. Users of smart home technology might purchase products from 

different suppliers, which will result in the products not being able to communicate 

with each other. On the other hand, a user can choose to implement all smart home 

technologies from only one supplier, which will allow for all these devices to 

communicate, however with limitations to only one supplier and the products and 

services which that supplier offers.  

In an article by the Vice President of Technology at Zigbee Alliance, Victor Berrios, 

and SSL Electronics & Infrastructure Standards Manager at Osram Sylvania Inc., 

Roy Harvey (2017), the latest security features of Zigbee were discussed. It is 

mentioned that the Zigbee Alliance is continuously observing new trends in the 

industry regarding security, and by collaborating with white hat organizations and 

researchers identifying emerging threats and thereafter providing new updates to the 

protocol. Zigbee (2017e) has stated that their protocol is the only solution which in a 

convenient way and at a cost-effective price can control the broadest range of 

devices globally while improving comfort, security and convenience. 

Even though the communication protocol is considered secure according to the 

Zigbee Alliance, several studies and sources have found that there are vulnerabilities 

which are mostly related to the implementation of the protocol and the configuration 

of the devices which are using the protocol (Incibe, 2017; Zillner & Strobl, 2015) 

An incident which simulates the security issues in the implementation of 

communication protocols occurred in 2016, where a team of researchers from the 

Weizmann Institute conducted research, where a hack of smart bulbs from Phillips 

was demonstrated (Charlton, 2016). News articles were emphasizing on the fact that 

it was an exploit in the Zigbee protocol which was used in this demonstrated attack 

(Ricker, 2016), however in a press release from the Zigbee alliance, clarification was 

made that it was not a security weakness in the Zigbee protocol itself, rather it was a 

bug in a third-party software of the implementation. Zigbee stated that it is therefore 

always important to keep software and programs updated (Zigbee, 2016). 
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 2.9 Current situation in China 

In a report by the US-China Business Council (2016), developments in the 

Information technology industry are discussed, where a focus is made on security 

developments. The report presents what the current situation looks like in China as of 

2016, and what future goals are looking to be achieved in the field of security and 

information technology. In the report, it is described how global policymakers conflict 

with China’s regulatory framework. In this framework, there are China-specific 

regulations which need to be taken into account both by Chinese companies and 

international organizations who have taken the Chinese market into interest. The 

report goes on to explain how the trend of new innovation and technologies has 

taken over, and how companies are trying to meet the need of the customers by 

looking at their demands and how to make their experience better.  

There has also been a struggle identified from key roles in the industry such as CIO’s, 

who are trying to adapt to the ever-changing environment of policies. With new 

threats arising every day, it is getting tough to comply with China’s framework which 

sometimes can be considered as contradictory. Companies are also well aware of 

the focus they need to put to ensure that their users will have safety during their 

product experience, however according to the key roles in the industry a lack of 

understanding has been identified from the policy makers, and it is felt that policy 

makers need to engage with the industry stakeholders to ensure that the policies are 

developing, relevant and up-to-date (The US-China Business Council, 2016). 
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3. Research methodology 
 

This chapter offers a detailed description of what research approach, research design, 

and strategy was chosen to conduct this thesis. It also explains in further detail the 

motivation behind why the approach and strategy was chosen, and how it was 

considered appropriate for the study.  

3.1 Research approach 

The research approach of this thesis is based on what approach has been used to 

handle and further investigate the problem in question. The research problem was 

stated in section 1.3. This thesis is foremost being guided by the research question. 

As Creswell (2013) also mentions, the choice of a research approach should 

consider the shape of the research problem or issue. The research question has 

further guided the path which has been chosen for the methodology. The research 

question is stated in a way which allows for a case study to be of most benefit. In this 

case, a multiple case study has been conducted with the use of semi-structured 

qualitative interviews, along with a literature review. The approach taken in this 

research is qualitative. 

The qualitative method can be described to be similar to the quantitative method in 

terms of the process, however for the qualitative method there is a focus on 

information such as text and images, the data analysis takes a different shape, and 

diverse designs are aimed for (Creswell, 2013). Choosing a qualitative approach also 

allows for the researcher to take on an inductive approach as opposed to a deductive 

approach, where with the inductive approach, theories and concepts can emerge 

from the data which has been collected, whereas deductive research is looking to 

test existing theory (Robson, 2011). With this approach which includes focusing on a 

qualitative method together with the inductive direction, is according to Recker (2013) 

a way for the researcher to become an interpretivist. Along with applying an 

interpretivistic epistemological consideration, there is also a constructivistic approach 

applied as the ontological orientation (Bryman & Bell, 2011). Constructionism and 
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interpretivism are commonly applied together during qualitative research (Creswell, 

2013).  

3.2 Research design and process 

This research has applied the exploratory nature, which can be applied when a 

phenomena is not yet fully understood (Recker, 2013), in this case trying to 

understand what security risks and vulnerabilities are identified by both previous 

research and important actors in the industry; smart home technology companies. 

This research is also trying to understand if the increased interest for smart home 

technology has had an impact on security aspects for smart home technology 

products. Recker (2013) also states that research can be of confirmatory nature 

which can be applied when there is an interest to test phenomena to already existing 

theory. In this case, limited existing theory has been identified which is also due to 

the rapid development of smart home technology interest, and this research also has 

a focus to understand some future aspects, therefore an exploratory study is in more 

interest for this study, where the phenomena of security aspects for smart home 

technology products has not fully been explored. 

3.3 Case study research 

Yin (2003) has stated that case study research can be useful when “how” and “why” 

questions are being asked. Recker (2013) has also included the emphasis of “what” 

to be used in a research question when concepts are not fully explored and little 

knowledge exists. The goal of this research was focusing on what security risks and 

vulnerabilities that can be identified in smart home technology products, and how 

these are affecting the products being manufactured in China. It also focuses on 

finding out why this is happening, and theories were identified in the literature review. 

Additionally, Recker (2013) also incorporates the use of “who” and “where” in well-

stated research questions, where who can be applied to smart home technology 

companies and where can be applied to the location of where the study was 

conducted which is China. 

Further on, to find out the answer to the research question, a multiple case study was 

conducted with Chinese manufacturers of smart home technology. A multiple case 
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study was chosen instead of a single in-depth case study due to the need of looking 

for a variety of data. Companies working in this industry with smart home technology 

also may have a different line of products and focus with their company, therefore 

choosing only one company would perhaps result in in-depth information however 

only for a specific line of products or market focus. 

To use a case study as a research strategy can result in important, interesting and 

useful data to be collected. However, it can also come with struggles to be able to 

collect that data in the right way, as well as presenting and analyzing the data fairly 

(Yin, 2003). Therefore, the strategy of using case studies was chosen for this 

research, because data of interest should be collected from manufacturers of smart 

home technology in China. Also, since the topic is regarding what concerns smart 

home technology manufacturers in China have specifically, the most useful method 

of strategy to collect this information is by using case studies and qualitative 

interviews with companies in this industry. Yin (2003) has also stated that the need 

for case study research has risen out of the need to try to comprehend what can be 

interpreted as complex social phenomena.  

A qualitative approach has been chosen to conduct this research. Qualitative 

research includes having an aim to explore and understand a problem and its 

meaning by using emerging questions and procedures. The qualitative approach 

offers flexibility in terms of the written structure, where data is collected in an 

environment of the participants, the data is analyzed inductively, and particular 

themes to general themes are being built (Creswell, 2013).  

3.4 Data collection 

To begin the research process, a problem was identified and stated based on an 

initial literature review, as described in chapter 2. To conduct a literature review, 

relevant information had to be reviewed and gathered. Further on, to find new and 

emerging theories and concepts, primary data had to be gathered as well, in form of 

semi-structured interviews with Chinese companies in the smart home technology 

industry. 
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3.4.1 Primary data 

The primary data of the research consists of data collected from 3 set of interviews 

with Chinese smart home technology companies. Semi-structured interviews were 

conducted with someone of knowledge in the company. Recker (2013) suggests that 

semi-structured interviews can be beneficial when a discussion of a sensitive topic is 

taking place between strangers. In this case, security was discussed with the 

companies and Recker’s suggestion was therefore taken into consideration.  

The semi-structured interviews took place in Shenzhen, China, with companies that 

are involved with smart home technology products. The companies had different 

approaches and product lines, however had the same aim which is to manufacture or 

sell products that can be implemented into a home for the purpose of the home 

becoming “smarter”. The term “smarter” has been clarified in the previous chapter 

about smart technology. Companies were selected by using the keywords smart 

home technology Shenzhen in Google, Bing, and Baidu, which are all search engines.  

Thereafter, the companies’ websites were visited accordingly, where their company 

introduction was looked through to make sure that the company fit the potential 

interviewee requirements. The requirements were that the company should have an 

office in Shenzhen so that the interview could be conducted in person as opposed to 

over email or phone call, and was working, preferably manufacturing, smart home 

technology products. The reason to choose companies who are also manufacturing 

their products was based on the fact that if a company is manufacturing their 

products, they also have a larger control when it comes to designing and testing the 

product for security. A company who would only be selling products from another 

company might have limited knowledge to have the hardware and software has been 

designed and tested. After fitting these requirements, the company was contacted 

initially via e-mail, and if there was no response within a few day, a phone call was 

made to the reception to get the chance to communicate with someone within the 

company. The aim of this thesis was presented to the person in the company, and 

further planning was thereafter made to schedule an interview. If the person would 

not right away be able to schedule an interview, further contact information was 

provided so that communication could be made later on. 
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3.4.2 Semi-structured interviews 

To be able to conduct an interview, an interview guide was created and evaluated 

before the interview took place. An interview guide can be used to better structure the 

interview process, and for future researchers to be able to replicate the process if 

needed (Bryman & Bell, 2015). The interview guide was divided into different parts to 

be able to cover the areas of interest, where the security area was the major part of 

the interview guide. The areas covered were: 

• Introduction; where information about the company’s foundation was asked, 

such as which year the company was started, their main focus, and their main 

products 

• Smart Home Technology; where the company was able to describe their 

products in more detail such as how they work, which products are the most 

popular, and which markets are interested in which products 

• Business; where the company got the chance to explain in more detail what 

their main focus is, what makes their company stand out, and if there have 

been any major changes in the company during the years 

• Security; where the company was able to discuss security issues they have 

identified or encountered, their opinion on current threats, and what their point 

of view is on the security measures taken in their company  

• Future; where the company shed their thoughts on the future for smart home 

technology products 

The complete interview guide has been attached in the appendix. The questions in 

the interview guide were structured based on the topics which appeared to be 

relevant to the theoretical chapter, as well as to find out information which could be 

relevant to answer the research question. Since the topic could be described as 

sensitive, questions were formulated in an open way to allow for the interviewee to 

take charge and answer according to their own comfort. Therefore, the questions 

were not too specific and instead the aim was for the interviewee to get their own 

interpretation of the question and reply thereafter. The questions had a mix of the use 

of different structures such as “yes/no”, “describe”, and “in what way”, to have a 

variety and flow during the interview. The main goal of the questions was to get a 
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better understanding of the processes in the company regarding testing, 

development, and security. Another important aspect was to gather information about 

the companies’ own experience and reflection regarding threats and vulnerabilities to 

their products, and in what way they might handle these threats and vulnerabilities. 

Meetings were scheduled with the companies, and three interviews took place with 

the three companies during the time span of 5 days. The companies were informed 

that they would remain anonymous in this research and are referred to as Company 

A, B, and C. Company A was interviewed on March the 10th, company B was 

interviewed on March 14th, and Company C was interviewed on March 15th. The 

interviews were recorded with a mobile phone, where the sound quality was checked 

beforehand to make sure that everything would be heard during the interview. During 

the interview, both English and Chinese (Mandarin) was used to communicate. 

Transcription of the interviews began a few days after the initial meeting, where 

transcription of the Chinese language was made with the help of a native Chinese 

speaker. Translation of the Chinese language was also made with the help of the 

native Chinese along with online translation tools such as Google Translate. Flick 

(2013) has stated that transcription can be a problematic step during data analysis 

since there cannot be a completely accurate and comprehensive transcription of the 

original interview due to other characteristics being missing or understated, such as 

laughter, pauses, or body language in a voice recording, therefore there is the need 

for the researcher to apply an extra critical interpretation during analysis of the 

transcription from an interview. During the transcription, an extra attempt was made 

to try to analyze and better understand the tone of the communication so that 

anything important may not have been missed, such as hesitation in the voice when 

answering a question, laughter, or humming sounds when agreeing with a statement. 

If any form of communication other than spoken words were used during the 

empirical section and later the analysis, it has been stated clearly. 

During the transcription, it was noted that the interview with Company A had provided 

the most data regarding security, while Company B and Company C had provided 

less information about this topic. With Company B and Company C, more information 

about product use, compatibility, and flexibility was entailed. The information from 

Company B and Company C was considered to be more technical. Therefore, follow-
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up interviews over email and instant messaging were conducted after the first set of 

interviews to fill any gaps or seek answers to questions which had not been 

answered clearly during the interview. All three companies received the same email 

and could answer in both English and Chinese. The guide for the questions which 

were used in the follow up email has been attached in the appendix. 

3.5 Data analysis 

To be able to analyze data, Creswell (2013) suggests three key components to 

consider. First one is to avoid bias by for example portraying a participant from the 

study in a favorable light. The second one is to make sure that all important data is 

considered during analysis, not only the positive results. A wide range of results, 

even if being contrary to the main theme, will allow for a diverse perspective of the 

topic. The third and last component focuses on the importance of keeping anonymity 

during the research, for example during the empirical data collection. 

Yin (2003) states that a complete research design provides a strong guidance 

towards what data should be collected and how that data later on should be analyzed. 

To analyze data, a strategy is to be chosen to be able to analyze data appropriately. 

With a strategy, a thought-out plan or method is constructed which will allow for a 

particular goal to be reached (Saldaña, 2015), such as a proper analysis of data. 

Saldaña (2015) describes more than 20 key parts of a qualitative data analysis, such 

as to survey, to organize, to code, and to verify the research.  

3.5.1 Coding 

Benaquisto (2012) and others describe coding as an integral part of data analysis. 

During coding, the researcher is looking to identify themes, concepts, ideas, and 

categories in the raw data. With these emerging objects, the researcher can then 

better understand the data which has been collected. For qualitative research, the 

coding process usually starts when the data has already been collected and the 

concepts are starting to emerge, unlike for quantitative research where concepts and 

categories are already set before the data is going to be collected. 

During the coding process, the concepts can emerge from any data which has been 

gathered along the way such as in the interviews, notes, reports, or articles. The 



 

 
__________________________________________________________________________________ 

39 
 

concepts which are emerging during the process helps the researcher to identify 

potential information which can be valuable for the research and to further guide the 

research process in the right direction. The concepts may also change over time as 

more and more data is analyzed. During coding, a step may be taken by the 

researcher to conduct memoing, which is when the researcher keeps notes on the 

insights, ideas, patterns, or connections which have been noted by the researcher 

during the process, which can be used later during analysis (Benaquisto, 2012). 

There are strategies to choose during coding as well, where Benaquisto (2012) 

explains collecting vivo codes as one. With vivo codes, the researcher finds concepts 

and ideas directly from the data, such as interviews. An interviewee might bring up a 

certain concept, and the researcher can immediately take a note of this and continue 

to use this concept as a category when moving on in the research process. 

During this research, coding has been applied according to Benaquisto’s (2012) 

suggestion. The most significant part of the research process where coding was 

applied was during the interviews. The first interview allowed for the coding process 

to be initiated, and during this interview the first concepts and ideas started to 

emerge. Categories which emerged have been attached in the appendix. During the 

first interview, notes were also made which were used afterwards to gather new data 

and insight on how the following interviews could be conducted, which was described 

by Benaquisto (2012) as memoing. The first interview entailed important information 

which was beneficial to make note of and later analyze and to be used of benefit 

during the upcoming interview, for example, the interviewee would have their own 

opinions and experience in the industry which might not have been identified through 

secondary data collection yet. Reflections and discussion during the first interview 

also allowed for new ideas to emerge which could be applied later on during 

additional data collection for the theoretical framework. After the three interviews had 

been conducted, new concepts and ideas had emerged which were taken further into 

investigation during the transcription. After the transcription had been finished, 

clearer concepts and ideas could be stated, and brought into the analysis. Memos 

were made along the process to make note of important and interesting concepts 

which could have value later on. 
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3.5.2 To verify 

Saldaña (2015) goes deeper into the stage of being able to verify research. The 

author states that an important part of the qualitative data analysis is to be able to 

verify the research by performing a quality control. The author states that reliability 

and validity are the constructs which are usually of interest for a positivist when 

conducting research with a quantitative approach, while credibility and 

trustworthiness are more valuable constructs when a qualitative approach has been 

taken during research. With these constructs the author means that the researcher 

should have planned thoroughly during the research process and with that be able to 

convince the audience that the research has support and a strong foundation for 

which steps have been taken. 

To achieve credibility, Saldaña (2015) suggests that the research should achieve the 

following criteria. Authors and writers of related work should be cited during the 

literature review. Data analytic methods should also be specified, such as how 

transcripts of interviews were conducted. Credibility of the data which has been 

collected should also be provided, for example by directly using quotes from 

interviews which have been conducted or adding field notes. To provide credibility to 

the writing, the researcher can give an insight to how the research process went on 

and what resources were used, such as how many hours were spent during different 

phases of the research process. Another way to provide credibility is to also portray 

the struggles or obstacles which were encountered during the process. 

3.6 Method evaluation 

During the process of this research, steps according to Saldaña’s (2015) description 

have been taken to strive for credibility and trustworthiness. Specific details regarding 

the research process have been described, such as details regarding the interviews 

and transcription. All relevant details about the interview process have been explicit, 

for example the duration of the interviews, how the interview questions were formed, 

how the transcription was performed, and dates and timelines for the whole interview 

process. Explicit details have also been provided for the overall research process, 

such as how both the primary and secondary data was gathered, how decision were 

made during the process, and how struggles or obstacles were handled.  
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4. Findings 
 

This chapter presents the primary data of the research which was collected from the 

semi-structured interviews with Chinese smart home technology companies. The 

chapter is divided into section according to the separate companies which were 

interviewed. A following section represents further data which was collected from 

emails and instant messages. The companies remain anonymous.   

4.1 Introduction of companies 

During the process of this thesis, three companies were chosen for the case studies. 

The primary factors affecting the choice of the companies were based on the main 

products which they make or sell and the companies’ location. For further detail on 

the process of how companies were chosen, refer to 3.4.1.  

The companies remain anonymous in this research, and are referred to as Company 

A, B, and C. Following is the result which was gathered from the interviews. The 

empirical result is presented in the order of which the first rounds of interviews were 

conducted. In each section, there is first a brief introduction of the company, such as 

what their main products are, followed by what has discussed and brought up during 

the interview. 

 
Table 1 – Company overview 

Company Products 
Number of 

employees 
Interviewee 

 

Duration of 

interview 

(approximate): 

 

A 

R&D, smart lighting, 

security systems, 

entertainment solutions 

<50 Head of International Sales 90 minutes 

B 

Smart lighting, smart 

switches, alarms and 

security 

<100 
Manager of Network and 

Marketing Department 
75 minutes 

C 
Smart lighting and smart 

switches 
>50 

Manager (department 

unspecified) 
60 minutes 
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4.2 Company A 

Company A is a manufacturer and company of smart home technology products, with 

a great focus on research and development. The company is located in Shenzhen, 

China. The company makes smart home automation systems, and their products 

offer safety and energy saving functions at a good quality. They also highlight that 

their products come at an affordable price, and with a lot of customization flexibility.  

The company was founded in 2010, and at that time focused on manufacturing 

through projects and consulting. With this, they gained a lot of experience and 

expertise, and were able to move on to become a research and development 

company as well for smart home technology. During the first years since starting up, 

the company also made changes in their products based on the knowledge they 

collected from their projects and the demand of the market. A major change was to 

change the protocol which was used at the time, and implement the Zigbee 

communication protocol instead.  

The company’s main market at the moment is the Chinese market. They are also 

trying to expand to the European market, which involves making sure that the 

products can be used in Europe, where there are other laws and regulations, as well 

as other standards when it comes to for example the electric outlet. 

Interview 

The interview with Company A was held with the head of the International Sales 

Department. The interviewee has worked for the company for almost two years, since 

July 2015. 

Their products 

The interviewee begins to explain what their main products are and how they market 

them. Their main products are smart home technology products which are used to 

control lights, monitor security, or use entertainment such as music. The smart 

lighting includes switches and special bulbs to be able to create a comfortable 

lighting of interest. The security system includes security cameras and a software to 

use which will keep logs and data of the surveillance. The music solution includes 

speakers which can be connected to a TV or kept wireless. The company provides a 
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mobile application so that the products can be used both for convenience at home, or 

when one is not at home. The devices are added in the application by scanning a QR 

code with the mobile phone. All of the company’s products are wireless, which is 

something that the interviewee puts emphasis on.  

The customers can also connect their own devices to the company’s mobile 

application, for example one can connect their own air conditioner to the application 

so that they can control it from their phone, there are however some limitations to 

what other devices can be connected, and this is because of how the company’s 

gateway is built, as well as how the protocol which they are using, Zigbee, has 

created its integrating features. 

Customers’ wants and demands 

The interviewee describes what their customers are mostly interested in when it 

comes to their products. “Most clients want the whole solution”, the interviewee states, 

and proceeds to explain the convenience of integrating a whole solution in a home. 

The interviewee also mentions that as a single product, their music solution is the 

most popular at the moment. The interviewee continues to describe what customers 

they mainly serve at the moment, and what markets they would like to expand to.“At 

present, Asia is still our main market” the interviewee explains, and further describes 

that “we also want to expand to Europe”. When the interviewee describes the 

difference between these markets, it is emphasized on the fact that different solutions 

are of interest to different markets, and even different people. The interviewee 

explains that some customers do not want the whole solution, only some of the 

products, and some want the whole solution, and it is therefore important to be able 

to serve all these different segments. 

The interviewee is later asked what differentiates their company from other 

companies in the industry, and more technical aspects are discussed. The 

interviewee states that “our system is more stable than other companies’, we have 

done a lot of tests, we are not only a development company, we are also project 

engineers, we also do projects”. The interviewee also emphasizes on the fact that 

their products are using the Zigbee protocol, which is one of the reasons why their 

system would be more stable. 
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The company did not always use Zigbee as their protocol. When the company was 

founded, they were using RF 433MHz. The interviewee says that “our company 

found that it’s not popular. It’s very hard to sell, and our customers don’t like it”, 

therefore they needed to change the protocol. When asked why the customers did 

not prefer RF 433MHz, the interviewee explains that the protocol was complicated to 

use and not that stable. The interviewee describes Zigbee as “a really powerful 

protocol”, and compared with Wi-Fi as a protocol and states that “if you use Wi-Fi, 

they [the customers] can’t make the whole solution, only some individual products” 

meaning that some products can be connected to the Wi-Fi individually but it will 

probably be hard to integrate what has been connected to the Wi-Fi and use it as one 

whole smart solution. The interviewee also explains that the operating coverage is 

limited with Wi-Fi. When asked to compare older protocol with newer protocols, the 

interviewee agrees that the older protocols have been tested more and there would 

be more experience on how to handle them; however, they might lack in flexibility, 

while newer protocols might offer more flexibility but because they are new, they 

might not be stable. 

In their previous product line, the company also had products which were targeted 

towards the older segment. With these products implemented in one’s home, an 

older person who is at home alone can press a button if they have an emergency, 

and someone can come to help them. 

Security aspects 

When it comes to the security aspects of the company’s products, the interviewee 

explains that a lot of trust must be put into their communication protocol, Zigbee. 

They do not change anything when it comes to the security features which Zigbee 

offers, they might only change some other functions which can be necessary for their 

products. The interviewee describes one feature which they had some problems with, 

which is that the public protocol from Zigbee does not offer a lot of flexibility to 

connect other devices to the system. The company has therefore instead made their 

private protocol from Zigbee better to allow for more flexibility when other devices 

need to be connected. The interviewee explains that there is a hope that in the future 



 

 
__________________________________________________________________________________ 

46 
 

there would be a public protocol which every company would use. This would allow 

for better flexibility to integrate several devices into one solution. 

The interviewee believes that Zigbee takes care of the security for them, and also 

states that “at present, some of our foreign customers prefer the public protocol 

[offered by Zigbee], it is more secure”. The interviewee was in contact with a 

company which was using strictly a private protocol, and explained to them that 

“private protocol is not very good, it is not so flexible” and refers to the discussions 

about security, which the private protocol might not be able to offer the same level of 

security which a public protocol would. 

The interviewee goes on to show a function where a window can be opened and 

closed using voice control or the mobile application. When asked if there is any 

security concern for this function, such as someone easily breaking in by managing 

to open the window by hacking, the interviewee believes that Zigbee would protect it, 

and another protocol such as Wi-Fi might not be able to protect it. 

The interviewee does however explain that their company also enforces security 

features, for example for the security surveillance product which they offer. If they 

have customers which are using this solution, the customers need to fulfill some 

requirements to ensure that security is maintained. The security data is kept in the 

company’s server, and the customer can choose if they want to use their own server 

instead, however if they choose that, then the company can no longer offer full 

security protection. 

When it comes to the testing of the products and solution, the interviewee explains 

that when their company was founded, they were using products manufactured by 

another company. They found that these products did not offer the stability and 

flexibility which was in demand, and the company moved on to start to make their 

own products. The interviewee describes that “when our new products come out, we 

will also test them on our project to see if they work”. 

Future products and visions for the company 

When future ideas and products are discussed, the interviewee shows a small, robot-

like device. The interviewee describes the device as a product which is in the 
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development phase. The little robot has been manufactured by another company, 

and the interviewee explains that the robot is not yet mature, and there are functions 

which they would like to use for their products, such as voice control. 

When the interviewee demonstrates the robot, “Hello Mr. Robot” is said loud and 

clear to activate the robot. Then, another voice command can be given to the robot, 

such as “open the windows” or “turn on the lights”, for the robot to perform some 

functions. The mobile application has been integrated with the robot, together with 

the voice control. The interviewee explains that the robot is mainly used for 

educational purposes for children; however, they see potential to have it for the 

house as a part of the smart home. 

The interviewee goes on to describe their plan for this year, which is to develop better 

linkage control in their system. The interviewee explains that this means that data will 

be collected and then the system will be able to calculate something to perform a 

function, described as “for example, if you usually turn on the air conditioning on 

maybe Sunday, one day he [the system] will do it automatically.” So, the intention is 

that the system should begin to understand activities and patterns of its users by 

collecting and analyzing the data. The aim of this development is to allow for more 

flexibility for the user, the interviewee says, “you don’t need to always control 

everything on your own” and believe that this is the future. 

The interviewee also emphasizes that they want to improve the stability of their 

products and solution more in the future, due to stability always being a challenge for 

wireless systems. 

For the future, the interviewee also explains that there is a lot of influence from the 

Chinese government to implement smart solutions in the cities. The Chinese 

government has enforced many new policies which will result in many Chinese cities 

and provinces to have smart solutions integrated to the homes and buildings, such as 

the whole Zhejiang province. The interviewee believes that this is necessary because 

“China is no longer the world factory”. 
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Email and instant messaging 

The head of the sales department also provides some thoughts on smart home 

technology and its development over email. The head of the sales department 

agrees that convenience, flexibility, stability, and security is important to consider 

when introducing smart home technology products to customers. The respondent 

also adds that this is true especially due to people wanting to live a happy life, which 

leads them to look for something which can make them feel more comfortable and 

convenient. When asked if there are other factors which could be considered, the 

respondent replies that it depends on other companies which are in the industry or 

the end consumer. The respondent states that “we cooperate directly with companies; 

these clients will mostly want to expand their profit margin”. For the end users it is 

different, they are mostly looking for comfort, convenience, and security.  

The respondent is asked if the goal for smart home technology products is to make 

functions in people’s life easier, where the respondent agrees and adds that the goal 

is also security. The respondent also adds that some people might just buy smart 

home technology products because they have a curiosity for the technology.  

Next the respondent is asked about security concerns for smart home technology 

products. The respondent answers that in their company they have also identified this 

concern from their customers, and according to their sales the main problem from the 

customers has been that there is no completely public communication protocol at the 

moment. The respondent explains that there are protocols such as Zigbee, Z-Wave, 

and other private protocols, and that their customers worry what will happen to their 

products if these companies were to close down, or if hackers were to change 

something in the product or protocol which would risk their security. 

The respondent is further asked about the testing of their products, where the 

respondent explains that all of their products are tested, and they need to make sure 

that both the software and hardware works well, as well as making sure that the data 

in the server is kept safe. However, the respondent believes that when it comes to 

the protocols, the manufacturers in the industry cannot do a lot to change it. The 

respondent answers that “protocol inventors should take care of this [security]”. When 

asked about what the biggest potential security risk could be for smart home 
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technology products, the respondent explains that if there will be no unified 

communication protocol, there might be problem. The respondent states that if the 

existing protocols, especially the private protocols, one day might be useless, people 

cannot use the system anymore. 

For new areas where smart home technology products can be used, the respondent 

explains that they focus on their customer’s needs first and try to stay ahead of the 

technology and develop products to support a future need. For the future, the 

respondent believes that the current technology needs to focus on being more 

convenient and secure. Later, artificial intelligence which is based on big data will be 

the next trend. Everything should work automatically and logically.  

4.3 Company B 

Company B is a smart home technology company which focuses on smart lighting. 

The company was started in 2011, and since then they have expanded from smart 

lighting to additional functions such as controlling curtains, doors, and appliances. 

They are also expanding to have functions which can calculate energy consumption, 

security (such as connecting smoke alarms and checking for water leakage), and 

data regarding temperature. 

The company uses Zigbee as their communication protocol, and at the moment they 

are focusing on the Chinese market. Currently their products are most commonly 

bought to be used in private homes. The company would also like to expand to other 

markets in the near future. 

Interview 

The interview was held with the manager in charge of the network and marketing 

department. 

Their products 

The manager shows and describes each of their products. At the moment, the 

company is focusing on smart lighting. The manager displays a wall which has all of 

their smart home functions and products. On the wall, there are light bulbs, curtains, 

alarms and more. There is also a blueprint of a house which displays a house with 
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two floors and a garage. The manager uses this wall to show the functions of their 

products. The manager does explain that this wall was made a long time ago, and 

therefore all the products which are displayed on this wall might not be exactly the 

products which they are selling today, just the function of the products is the same. 

Further on, the manager describes the functions of the products, such as alarms and 

sensors for smoke, which would connect to the automated windows, and therefore 

open the windows if smoke is sensed or close the windows when the smoke is gone. 

The humidity and temperature sensors can be used to control air conditioners, 

humidifiers, or heaters to create a comfortable environment, and a preferred 

temperature and humidity level can be set so that the sensors and actuators know 

when to turn on or off the air conditioner, heater, or humidifier by itself. 

The manager shows additional products that are a part of their smart lighting solution 

which have been made with their partner Huawei. The product line is called Open 

Life and includes products such as switches and lights, and it also has a 

sophisticated software so that the products can easily be controlled from any location. 

The manager states “these products we can turn on/off at home, or in Shanghai, 

Beijing, or even Sweden. We can have the control anywhere.” 

Customers’ wants and demands 

The manager explains that their main market is in China right now, and the 

customers coming from Europe and the United States are increasing. When it comes 

to their products, some customers are just interested in the smart lighting solution, 

while some would like to implement the whole solution where sensors and actuators 

are also added to their already existing furniture. The manager describes that the 

Chinese market is very interested in IoT technologies right now. The manager plays a 

commercial which they have made, in the video there is a man entering a home, and 

the man can control several appliances with voice control. The home will already 

know what temperature the man desires, and what appliances should already be 

running when he arrives home. The manager explains that this is something which 

interests potential customers, and it is also something which is growing in the future. 

When convenience and functionality is discussed, the manager says that their 

products are easy and flexible to implement into their home. For example, the 
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customer would not need to make a lot of changes in their home to implement the 

company’s products since the products are wireless, and the company also has 

smart sockets which can be used to replace a customers’ sockets to connect any 

other device which they would like to control, such as their own TV or air conditioner. 

With the smart socket however, the customer can only turn on and off the device or 

machine which is plugged in to the socket. This is made through the application in the 

phone and some customers find it convenient.  

The manager is asked how flexible the products are to use in other areas or countries, 

and explains that their products are following international standards. The only thing 

needed is that the protocol Zigbee is used in the home network where the products 

are implemented. The manager adds that there sockets might need to be changed to 

use additional products, in that case the smart socket should be used, since the 

wiring might be different in other countries. If there are compatibility issues, the 

manager is not sure if it would be the products, the application, or something in the 

home which could be the problem, it would have to be investigated further. 

Security aspects 

The manager explains that their products can benefit people who are interested in 

security. For example, with the security surveillance solution, people can feel safer, 

and know better what is going on in their home or in the surrounding environment. 

Further on, the manager describes how all their products are wireless and operating 

with the Zigbee protocol. If people already have a lot of wired solutions in their home, 

they might need to do some changes on their own in their home in order to use the 

wireless solutions. When asked if Zigbee is believed to be stable or not for their 

products, the manager answers that Zigbee works good however there is a problem 

of range. The manager means that the control of the range is relatively small, and 

gives an example of the size of a house which has two floors and 4-5 rooms and 

says that for this house the range is okay, however if the building is different there 

can be a problem. Their products can also be used in factories or warehouses, which 

is where the range might be affected. 
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Future products and visions for the company 

The manager believes that the concept of smart cities is growing in China, however it 

is not that popular right now, and it might be more popular in a few more years. The 

manager also thinks that the area for IoT is growing and it is a process, that the 

technology needs some time. It can be an opportunity for a company to take their 

place in the market, when the concept and technology is growing, even though the 

company might lose money, such as their company, the manager explains.  

Email and instant messaging 

From further email correspondence, more data was collected. In the emails, the 

manager was asked more questions and to clarify some previous statements from 

the interview.  

The manager was asked if there is an agreement to if convenience, flexibility, stability, 

and security are important factors to consider for smart home technology for a 

customer to be able to adopt the technology, where the manager agreed. The 

manager was asked if there are any other factors that are believed to be important to 

consider for a customer to be able to adopt the technology, where the manager 

responded that the product or technology should also look cool, be fun, have 

compatibility, and have a communication control protocol. 

The manager was further asked if there is an agreement to if the main goal of smart 

home technology products is to make functions in people’s life easier, faster, and 

more efficient, where the manager agreed.  

Next part was regarding the security of smart home technology products. The 

manager agrees that there is a security risk when it comes to smart home technology 

products. The manager is asked how much their smart home technology products 

are tested for their security, where the manager replies that they have security 

consideration for their internal system, and further the manager believes that the 

security is relatively strong, for example they set up three separate networks with 

encrypted passwords which would have more than 100 characters. The manager is 

asked if there has been any security breach in the company yet, where the reply is 

that there has not been any problem so far.  



 

 
__________________________________________________________________________________ 

53 
 

The last section of the email is asking the manager to describe their future interests 

for the company. The manager explains that the company has foreseen the 

possibility of the smart home technology extending to other areas, such as smart 

cities. The company has done some attempts to enter this market, however they 

believe that it is too early to enter the market since it is not yet mature. Lastly the 

manager is asked how they believe that smart home technology products can 

develop in the future, where the manager replies that there is a need to improve the 

telecommunication infrastructure, such as the 5G network, and they expect this to 

happen in China in the next 1-2 years. At the moment, product development costs 

are quite high, which is impacted by the popularity of the product, and for it to get 

better, the infrastructure needs to be in place. 

4.4 Company C 

Company C is a company located in Shenzhen, China, which offers smart lighting. 

The company was founded in 2008, and started to get into the smart home 

technology industry three years ago. At the moment, the company has its main 

market in Europe, however also a lot of market is coming from the Middle East.  

The company’s main business is also coming from hotels, such as installing the 

smart lights and sockets in the hotel rooms. The smart lighting can be activated with 

the use of a remote or the switch, and there is a separate application which can be 

used in the mobile phone, however it is not part of the main product.  

Interview 

The interview was held with a manager in the company, who introduces the products 

and explains how their company is working. 

Their products 

The company was started in 2008, however they have only started to make smart 

home technology products since about three years back. Their products can be both 

wired and wireless. Their light switches are wireless and their modules are wired. The 

manager explains that their system is using the KNX communication protocol. Any 

light can be connected to be used remotely, however the switches will be needed in 

addition. Any public mobile application can be used to control the lights or switches 
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and the company does not make their own application. Instead, their switches and 

lights are following international standards, and therefore other applications can be 

used to connect the products to the phone. The manager gives the Siemens mobile 

application as an example, which is a mobile application provided by the company 

Siemens and which also follows international standards and will allow for other 

products following the same standards to be connected when they are connected to 

the same network, for example connected over Wi-Fi. 

Customers’ wants and demands 

The manager explains that they have a big market right now in Europe, a lot from 

Belgium, and several countries in the Middle East. The market from Europe is also 

growing more. When asked why the customers choose their products, the manager 

says the customers believe that their system is safe and that the style of the products 

looks nice. Their customers want to use their products in many places such as their 

homes, airports, hotels, and shopping malls. The manager describes that what 

distinguishes their products from other companies’ products is the style of the 

products, they make the switches out of glass or metal. 

Security aspects 

When security aspects are discussed, the manager explains that the products are 

considered safe according to the physical security. The manager means for example 

that the circuits are safe, and the voltage which is going through the modules goes 

through frequency conversion, and therefore safe from electrocution or catching fire.  

The customers usually buy a few products first to test them, and later if they are 

satisfied they would purchase more, for example for bigger projects such as in hotels. 

The manager explains that if the products have some problem or the customer 

experiences some issues with them in their country, they will replace them or let the 

products be sent back to try to fix the problem. The manager does state however that 

this rarely happens, and they have not had many problems with the products which 

they have sent to other countries. The manager believes that the reason for this is 

because their products are quite simple and standard. The manager also describes 

that the wired products are considered safer, and that the wireless products can be 

unstable. 
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Future products and visions for the company 

In the future, the company wants to develop smart sockets, since they only have 

smart switches at the moment. They are also looking to develop some more 

advanced control panels for the lights.  

Email and instant messaging 

The manager has received the same email as the other companies, where the first 

question is about which factors are considered important for customers to be able to 

adopt smart home technology. The factors stated are convenience, flexibility, stability, 

and security. The manager agrees that these factors are important to consider, and 

that all smart technology products are to serve the customer. The manager is further 

asked what other factors are important to consider so that the customer would want 

to use smart home technology, where the answer is that there are several things 

which customers are interested in. The company is trying to incorporate new product 

developments such as smart switches, because it can offer their customers a more 

convenient and comfortable life.  

The manager continues to describe that smart home technologies main goal is to 

make people’s lives more easy and convenient. When it comes to security problems, 

the manager states that they have not faced any issue with their products when it 

comes to security. The manager also explains that the limited connection to a 

network makes the risk for security issues lower for their products. Their products will 

also undergo testing, and certificates will be acquired such as the CE-certificate. So 

far there has not been any security problem with their products, and they offer a 3-

year warranty if there would be any problem with the products.  

For future ideas in the company, the manager believes that the KNX system which 

they are using at the moment can already be implemented in many different areas 

such as homes, shopping malls, and schools. The manager does believe that within 

a near future, there will be smart technology which will be able to identify people, so 

that for example when someone enters a home, the system can confirm that this is a 

person which lives there or is allowed to enter, and if not, a security alert would be 

sent to notify the owner of the system.  
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5. Analysis 
 

This section presents the analysis of the cases, it consists of an examination of the 

theoretical findings and statements, compared to the data gathered from semi-

structured interviews with smart home technology companies in China. The analysis 

investigates correlations as well as differences in the theories and concepts. 

To be able to identify what effect the increased demand of smart home technology 

products may have had on smart home technology companies in China, the empirical 

data which was gathered needed to be analyzed. Further on, differences in previous 

research were examined and compared to the new data gathered from the interviews 

with companies involved in smart home technology. 

5.1 Products – the increased demand 

All three companies are working with smart home technology products, however they 

all have their own individual product focus. Company A is focusing on several smart 

products which can be implemented into the home and they started out as a 

company only doing projects. The company later moved on to having their own R&D 

department to develop new products. They have lighting products, music and 

entertainment, as well as security monitoring. They also have additional sensors and 

actuators for the home, such as to open the windows, smoke alarms, and leakage. 

Company B is mainly focusing on smart lighting, however they do have additional 

sensors for security such as smoke alarms, being able to open the window or gate, 

and set the temperature. The company was founded in 2011. 

The last company, Company C, is focusing on smart switches, mainly for lighting. Out 

of the three companies, this company is the oldest, and it was started in 2008, while 

Company B was started in 2011 and Company A was started in 2010. Company C 

has however only moved on to the smart home technology market during the recent 

three years. The shift which Company C has made to the smart home technology 

market can reflect upon the reflection which others, such as Khatoun & Zeadally 
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(2016), Lilis et al. (2017), Hui, Sherratt & Sánchez, (2016) have done that the 

demand and interest for these products are increasing.  

5.2 Policies 

All three companies scarcely talked about policies when it comes to the security of 

their products. Company C mentioned that all their products need to be certified so 

that they are considered safe. Company B stated that their products are following 

international standards, so that the products can be used anywhere in the world, 

however the company did state that the communication protocol Zigbee needed to be 

used together with the products as well to be able to work. Both Trivodaliev (2017) 

and Airehrour, Gutierrez and Ray (2016) have stated that new or improved security 

policies are needed for IoT. The report by the US-China Business Council (2016) 

also expressed that key roles in the industry have identified that there is a lack of 

understanding from the policy makers what is needed in the policies, and that the 

policies should be adapting quicker to the environment which is changing every day. 

5.3 Protocols 

Two out of the three companies, Company A and Company B, are using the network 

communication protocol Zigbee. The third company, Company C, is using KNX as 

their communication protocol. Company A had previously used RF 433MHz as their 

communication protocol, however their customers were unsatisfied with their 

products when they were using this protocol due to instability and that the protocol 

was complicated to use. Therefore, Company A decided to change to Zigbee, which 

was described as a powerful protocol.  

All three companies rely heavily on the security which their communication protocol is 

offering. Company A stated that they use the security features which are provided 

from Zigbee, and they do not change any of these features. Company A also put a lot 

of thought into choosing their communication protocol, all three companies may have 

given similar thought and effort into choosing their communication protocol since it 

needs to be suitable for their products and serve the customers. Company A stated 

that Wi-Fi for example might not be able to provide the same security which is 

needed for their products when a function for a window which is opening and closing 
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is discussed. The choice of which communication protocol to use can therefore have 

a large impact on the products as well as the service which is provided to the 

customers. The companies need to take their customers’ interest and need in 

consideration when making this choice. The question is whether the responsibility for 

the security measures falls on the provider of the communication protocol or the 

provider of the products, and in that case to what extent, since the companies can 

only control and make changes to a certain degree in the communication protocol 

which they are using. 

5.4 Security risks with smart home technology – how to handle 

them? 

All three companies which were interviewed agree that they have identified security 

risks with smart home technology, however they are all unclear about what specific 

risks exist. According to the companies, there has not been a major security threat so 

far, therefore there is a lack of experience when it comes to this certain situation. 

Company A has explained that they rely on the security which is provided by the 

communication protocol they use, Zigbee. The company also discussed that they 

have found that the protocol has some incompatibility issues with other devices, and 

therefore a public protocol which everyone would use would be ideal. Toschi, 

Campos and Cugnasca (2017) had also mentioned this in their research, that the 

market for communications protocols is heterogeneous, and usually all devices 

cannot be compatible, and only the devices and products which are compatible can 

be used under the same communication protocol. Zigbee (2017e) had stated that 

their communication protocol offers connectivity for the broadest range of products 

out of all the communication protocols. What Company A describes would be ideal, a 

single public protocol which would be used by everyone, might be a dream for the 

companies so that all of their products could be used by everyone, however as Incibe 

(2017) and Zillner and Strobl (2015) stated, there are other security risks which come 

along with the products and protocols, such as implementation problems and badly 

configured settings. Gill et al. (2009) also found that issues during implementation 

may arise which can compromise the security for the smart home technology. 
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As the research team from the Weizmann Institute also demonstrated, smart bulbs 

from Phillips which were operating under the Zigbee protocol could be hacked 

(Charlton, 2016), even though Zigbee later stated that the exploit was not coming 

from Zigbee’s protocol, rather it was an implementation weakness and a bug in the 

software (Ricker, 2016). This incident can show how the many parties who are 

involved; a company which delivers a product, a communication protocol, as well as 

the end customer (the one implementing the product) react to a security breach. The 

responsibility shifts between the different parties involved, and same case might be 

for the companies interviewed, which have indicated that responsibility might not 

always be with them unless it specifically concerns their product, and where that line 

is drawn can be hard to distinguish. 

If there would be one public protocol instead which would be used by all companies 

and customers, would the security in that case regarding these implementation and 

configuration issues increase or decrease? Cook and Das (2004) had stated in their 

research that a common communication network is what is hoped for, however it 

seems impossible to accomplish since there is too much diversity today in devices 

and products, and all these have different requirements. Where the responsibility for 

security would fall would be another problem which would have to be investigated. 

5.5 Testing and flexibility 

The three companies mentioned their product testing. When Company A was asked 

about the testing of their products in a security context, the interviewee had explained 

that the products are tested to see if they work. It is assumed that testing is also 

made for security purposes however to what extent that testing is pursued was not 

expressed. Company C expressed that it is important to serve the customers’ need, 

and Company A also stated that they had identified that their customers and clients 

have a concern when it comes to security, and their concern was mostly regarding 

that there is no communication protocol which is completely public, as well as 

worrying about what would happen to their products if something goes wrong with the 

communication protocol which the products are using. As Company B mentioned, 

their customers must use the same communication protocol, Zigbee, in their home 

network to be able to use the products which the company is offering, which leaves 



 

 
__________________________________________________________________________________ 

60 
 

little flexibility to the customers. A new public communication protocol which would be 

used by all the companies would therefore provide more flexibility to the customers, 

as Company A expressed previously. This might be a new demand which customers 

would have in the future, and it would be up to the companies to try to serve that 

demand, whereas the providers of the communication protocols would also get 

pressure.  

Jacobsson, Boldt and Carlsson (2016) had previously stated that the critical phase 

where companies and manufacturers need to be aware of the security issues the 

most is during the design phase of their products. As the companies are trying to 

meet the demand and interest for new and innovative technologies, it is important 

that security is taken into consideration during the product development, and as 

Jacobsson, Boldt and Carlsson (2016) expressed, the design phase is of most 

importance. If the companies are working to meet the demand and interest, there 

might be a pressure when it comes to delivering the products as fast as possible, 

which can leave room for mistake during the development phases and security 

aspects overall. The companies which were interviewed in this research could also 

be considered smaller companies due to being started not so long ago, compared to 

existing world leaders in the industry of smart home technology. These companies 

may therefore feel more pressure to deliver new products to the market faster, and 

technical expertise may also be lacking. As Kshetri (2017) found, there are some 

barriers for the smart technology market to overcome. In China, there are mainly 

problems with being behind in software development, in some areas lacking quality, 

and currently having limited regulations when it comes to privacy and security.  

The concern which is raised when it comes to the security of smart home technology 

could be due to two factors, first of all, as both Hui, Sherratt, and Sánchez (2016) and 

Nixon et al. (2004) mentions, the security of smart home technology needs to be 

considered as it would be with any other technology, however the concern is raised 

due to more devices being connected in a smart home solution and the location 

which they are implemented are in someone’s home which can be considered more 

important and sensitive. The second factor is that companies may be looking at their 

products as just that, products, and not computer-devices which have same or similar 

vulnerabilities which other technologies have. If a company is selling for example 
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smart lights, smoke sensors, or other products which could be considered to have 

limited functions, the possibilities of how that device can be exploited might be 

viewed as limited as well. Companies might therefore shift the responsibility to other 

parties, such as the communication protocol or customer. 

5.6 Summary 

Here follows a summary of the analysis according to the research question. 

How do smart home technology companies in China handle what they identify as 

threats and vulnerabilities in their products? 

The companies in China have all identified the effect which has impacted their 

company due to the increased interest and demand of smart home technology 

products. The companies take different approaches in how they handle the threats 

and vulnerabilities which they have identified, and a major factor is how old the 

company is or how far along the company is in their development of smart home 

technology products. The companies who have more experience are aware of the 

threats and vulnerabilities which could be a risk for their products, while the 

companies which are younger are aware that there are threats and vulnerabilities, 

however they cannot distinguish between them or specifically identify them. 

There are also similarities between the companies, even though they are of different 

size, with different experience, and different products. The similarities show in how 

the companies have been affected by the increased interest and demand. They have 

adapted to their customers and made important internal decisions. The companies 

rely a lot on the communication protocol which they are using for their products to 

provide security, and some clarity is missing on who carries the responsibility. 

Both companies and customers are affected by the risk of threats and vulnerabilities 

in smart home technology products, and the risk is growing when the products 

become more advanced and more embedded in the homes of the users. Future 

products and ideas from the companies, governments, and individuals are also 

playing an important role, since concepts such as smart offices, factories, and even 

cities are emerging. 
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5.7 Comparison of companies 

The three companies interviewed in this study all have some differences. These 

differences also show in the analysis; therefore, the following table presents the 

analysis of the companies and how what has been found may differ from the three 

companies. Some companies might not have had an opinion about some topics, 

while others would have more information to provide on the issue. The table therefore 

shows some differences in some categories, such as the products they have or what 

thoughts they had on security, and how this differs from an analytical point of view. 

 

Table 2 – Company differences from an analytical point of view 

Difference Company A Company B Company C 

Products 

Has a variety of high-tech 
and sophisticated 

products, which allows 
for the company to have 

more experience 

A variety of products, 
limited to lighting and 
sensors, which may 

mean that the company 
is limited in experience 
when it comes to other 

smart technology 
products 

Smart switches, limited in 
experience and knowledge on 
how their products can have a 

security risk 

Experience 

Started in 2010 and 
experience shows in their 

products and how they 
are working, started with 
projects and now have 

their own R&D 
department 

Started in 2011 and has 
skill, but not a great 

variety of products yet, 
but with more products 

the experience will 
grow 

Started in 2008, but entered 
the smart home technology 

industry in 2014 when seeing 
potential, therefore entering the 
market very recently and being 
limited in experience. It can be 

considered safe that the 
company has started to focus 

only on smart switches 

Expansion 

Planning expansion to 
Europe and America, 
therefore accordingly 

changing their strategies 

Focuses on smart 
lighting at the moment, 
but are branching out to 
new products such as 

sensors 

Has a big market in the Middle 
East, and are trying to enter 

other markets. Mainly focuses 
on what the customers wants 

Protocol 

Company A made a 
conscious choice to 

change their protocol to 
Zigbee due to their 
customer’s need 

Zigbee, and points out 
that the customers 

must use Zigbee too to 
be able to use their 

products 

KNX 

Security 

Relies on their 
communication protocol, 

and don’t change too 
much in the protocol 

Is mainly operating with 
smart lighting, and with 
the hack of the Phillips 
bulb could be a threat 

Only offers switches at the 
moment, with all the needed 

certificates. 

Overall 
thoughts 

Aware of the security 
concerns, however 
limited due to the 

protocol which they are 
using. Suggests a public 
protocol which could be 

used by everyone 

Believes that there is 
some inflexibility for the 

customers when it 
comes to using Zigbee, 
a public protocol might 
be ideal in this case as 

well 

Might believe that their product 
is of low risk due to its 

simplicity, and security might 
therefore not be a concern at 

the moment 
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6. Discussion 

This chapter presents a discussion of the findings, where different perspectives are 

looked in to, potential risks are considered, and some future aspects are evaluated. 

The companies which have been interviewed are also discussed, with theories and 

ideas forming from the findings which were gathered. 

6.1 Discussion of findings  

As the development and adoption of smart technologies are growing, concepts such 

as Industry 4.0 and smart cities are emerging (Khatoun & Zeadally, 2016). With 

security as an important factor for most potential users, there is a concern when 

these bigger concepts emerge and take their place in the market. 

The companies which were interviewed in this research are of different size, and 

have a different product focus. Therefore, their approach on how to handle security 

threats is also different, as expected. There also seems to be a shift in how much 

responsibility the companies feel that they have when it comes to security. Company 

C, which has been making smart lighting for three years, and only focuses on lighting 

as their product, seems to have taken a smaller responsibility when it comes to the 

potential risks with security threats and vulnerabilities. This could be due to their 

products being “simple and standard”, and that they also do not make their own 

mobile application to connect the products in a mobile phone. Instead, customers can 

use other mobile applications on the market which allows other devices to be 

integrated as long as they are connected over the same network, and therefore the 

responsibility could be shifted to the providers of the mobile application or even the 

customers. The smaller the product focus is, the lesser the threat might be according 

to the company. Company A, which could be considered being the company with the 

most experience and more advanced product lines in comparison to Company B and 

C, has taken upon themselves more responsibility for their products, and offer 

additional security services. 

Company A’s desire for a public protocol which would be used by all companies and 

customers seems to be a dream scenario. As Batista, Melício, and Mendes (2017) 
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described, they were trying to create a new architecture for the issue when smart 

homes want to interconnect in smart communities, as there is the problem of devices 

using different protocols not being able to interconnect. As Company A has noted, 

there is an issue when different protocols are used, and security might be at stake. 

The researchers Batista, Melício, and Mendes (2017) had developed a framework 

architecture which would allow for all devices to connect with less compatibility and 

security issues, which if applied by others too, might be a solution. 

The interest and demand for smart home technology products has increased 

substantially recently and the smart home technology industry has grown a lot over 

the past few years and many old and new companies have chosen to enter the 

market. There are also other influencers in the market, such as the policy makers, 

governments, and third-party organizations (Kshetri, 2017; The US-China Business 

Council, 2016). When it comes to the communication protocols, most of them are 

made by alliances of important and powerful companies which are leaders in the 

market. As seen with the Zigbee alliance, Huawei and YunOS are two of the many 

new members in 2016 (Zigbee, 2017a; Zigbee, 2017d), and their contribution to the 

development of the protocol could have an indirect effect on the companies on the 

market. The companies interviewed in this research were of smaller size compared to 

Huawei and YunOS, however as mentioned by Zigbee, any entity is welcome to join 

the Zigbee alliance. This could be a way for companies to learn about the market and 

the protocol which they are using, and eventually have an impact on how the protocol 

is developed, and in turn gain insight on where the responsibility for security lays. 

The development of smart home technologies is also moving towards larger concepts 

such as smart cities. As seen in the research, the Zigbee alliance has joined an 

agreement with Fairhair alliance to work on developing smart commercial buildings 

(Zigbee, 2017c), and as Company A also mentioned, the company’s future is heading 

towards that direction as well. It makes it even more crucial that security aspects are 

looked into even when it comes to small and “innocent” products or small and 

medium-size enterprises as compared to world leaders in the market which are more 

powerful. As the research team from Weizmann Institute demonstrated, even smart 

bulbs can be hacked, a product which all three companies are selling.  
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7. Conclusion 
 

This chapter presents the conclusion of the thesis, where the research question is 

highlighted and the results briefly explained. What future research could be of interest 

based on the research in this thesis is also presented. 

7.1 Concluding remarks  

The interest and demand for smart home technology has increased substantially 

during recent years, while interest for technology and innovation has always existed. 

The smart home technology industry has also grown a lot over the years with both 

old and new companies entering the market.  

China has been the focus for many technological developments, and a lot of 

innovation regarding smart home technology happens in China. Companies in China 

have noted that there is an increased interest and demand for products and services 

revolving around smart home technology. Security is an important factor to consider 

no matter what technology is being developed (Hui, Sherratt, & Sánchez, 2016; 

Nixon, Wagealla, English, & Terzis, 2004), however with smart home technology it 

may require more attention due to the products being implemented and embedded in 

people’s home.  

Companies in China have identified potential security threats and vulnerabilities and 

are aware of the importance of taking them into consideration. The companies feel 

however that there are some limitations to how much they can affect the security 

measures they take, due to other parties being involved as well. The communication 

protocol which the products need to use has its own security measures, where there 

are certain limitations to how much can be affected. The companies therefore need to 

rely on the security which the communication protocols can offer.  

In the future, concepts such as smart offices, smart warehouses, and even smart 

cities will grow more. These will allow for more and more smart technologies to be 

embedded in our daily life, where also the security risks will increase and have a 

bigger effect. Companies are aware of the potential which the products can have in 
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the future, the companies are however focusing on the customers’ need and interest 

at the moment. 

7.2 Contribution 

This study contributes to mainly three areas – effects from rapid development for 

technologies, security concerns which may arise during increased demand of a 

technology, and lastly the current opinions, reflections, and experience of Chinese 

companies in the smart home technology industry regarding this topic. 

For the first area, this study has identified that a rapid development of smart home 

technologies may have had effects on companies in the industry, where the effects 

may vary from company to company and there are both similarities and differences. 

The companies had all identified that the development of smart home technologies 

has sped up and the companies have taken different measures accordingly, such as 

changing which communication protocol they use or to where they plan to expand. 

Concerns were also identified from the increased demand which customers and 

markets have for smart home technology. The companies had identified that their 

customers have concerns for the security and safety of the products. Research has 

also pointed out that in some aspects, security is lacking for smart home technology, 

and proper measures need to be taken in order to protect the customers. 

The Chinese companies have also provided their perspective on the topic, and 

provided useful insights on how they working to meet the increased demand of the 

smart home technology products and how the rapid development has affected their 

company. With their perspective, others in the industry can learn or benefit from their 

insight and experience. Potential customers or end-users can also get a better 

understanding of the development of smart home technology which can be useful or 

interesting to consider when they research the products they want to purchase. 

The study had identified a gap; rapid development and increased demand of smart 

home technology products may have effects on the companies in the industry, which 

in turn affects their products, and lastly the consumers interested in these products. 

The study has attempted to fill the gap by providing the insights of the companies 

together with current research which has identified measures which could be taken 
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by both companies in the industry and consumers. It mainly benefits the companies 

in the industry as well as the users of the products, however also other players in the 

industry such as the government and policy makers. 

7.3 Limitations 

Although careful preparation of the study was made, it is still evident that there will be 

limitations. First, three companies participated in the study. They were each 

interviewed once, and further communication was conducted using email or instant 

messaging. Considering the size of the study and the time allocated for conducting 

the research, it would have been ideal if time would have allowed for meeting the 

companies one or two more times after the initial meeting and after analysis would 

have been made to some degree for what was discussed during the first meeting. 

The study was to some extent also limited by the scarce amount of previous research 

on the topic. Previous research chosen for the study was only in English, where 

certain limitations could exist since there may be similar research on the topic in 

another language. Lastly, there is bound to be some subjectivity from both the 

researcher and the companies participating in the study, since the interview guide 

was produced by the researcher where the researcher to some extent may inflict 

personal knowledge or experience, and the interviewees in question may answer 

according to their personal knowledge or experience, or also the company’s interest. 

7.4 Future work 

For further research on the topic, other areas other than China could be explored to 

see how the rapid development of smart home technologies has affected these areas. 

Research could also be made on a broader spectrum, where more companies could 

be included, and companies which would have other backgrounds, such as startups 

or market leaders. Another interesting perspective which could be looked further in to 

could be how other actors in the market are affecting the development of smart 

technologies. These actors could be governments, policy makers, and other third 

parties such as the developers of communication protocols. The development is 

increasing rapidly, and research which is done now can have an important value in 

the future. 
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Appendix 

Interview guide 
 

Interview details 

The main focus of the interview is to get an insight to the processes and thoughts of 

Chinese companies which are operating in the smart home technology industry. The 

goal of this interview is to support the research for what opinions, reflections, or 

concerns companies in the industry may have when it comes to security for smart 

home technology products. Any information gathered is considered useful for the 

research. All companies participating in the research are anonymous.  

Introduction 

How long ago was this company founded? 

What is the main concept of your company? 

What are the main products of your company? 

Smart home technology 

Tell me more about your products, how do they work? 

Is your company making all the products themselves? 

How does product X work (if a product is described, ask more about it)? 

What protocol are your products using at the moment? 

Which product do you currently sell the best? (Follow up discussion: Why do you 

think this product sells well?) 

Is your company selling the products only to end-customers or other companies as 

well? 

Does your company market different products to different markets? 

Business 

Which product do clients ask for the most? 

What benefits would you say there are to using your company’s products? 

Is there anything unique about your products compared to other companies who are 

in this business? 

How have your company’s products changed since the company was founded (or 

during the past 2 years if the company has existed for too long)? 
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Security 

Can you describe the process for how your company’s products are developed and 

then tested? 

How is the process to integrate different products with different protocols (depending 

on the protocol used by the company)? 

Has there been any security concerns in your company about the products? 

Has your company made any changes to the products when it comes to security 

measures? 

Research has found that customers may worry about security when it comes to smart 

home technology products (or potentially buying smart home technology products), 

have you identified any concerns from your customers about security? 

Are there any requirements from your customers when it comes to security of your 

products? 

In what way does your company protect your customers’ privacy? 

In what way does your company store the customers’ data (safely)? 

To what degree does your company have access to the customers’ data? 

What kind of agreement does your company have towards your customers when it 

comes to protecting them? 

Does your company offer any security services, alongside the physical products? 

Is there anything your company wishes that the protocol you are using for your 

products would offer (within security)? 

Would you say that security is something which the protocol you are using is 

responsible for or is it your products and your company? 

In case of a security problem with your products, who would carry the responsibility, 

your company or the protocol you are using? 

Future 

What kind of products is your company planning to make in the future? 

What potential security concerns do you believe there might be in the future? 

How do you think smart home technology can develop in the future? 
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Follow up email guide 

 
Hello! 
Thank you for meeting with me to discuss smart home technology products. I appreciate that you could take 
the time to meet with me and tell me what your company is doing. After our meeting, I have continued my 
research together with the comments you shared with me. 
 
I have found some interesting research which I would like to discuss with you more.  In this email, I have 

some questions. You can answer to these questions in Chinese. (你可以用中文回答这些问题。) 

 
A lot of research which is focusing on smart home technology products is looking at what are the factors which 
make people want to adopt the technology. Because the technology is quite new, the market is still in a phase 
where they are not sure if they trust this product. The factors which researchers are looking at are: 
convenience, flexibility, stability, and security. 

• Do you agree that these are the factors that are important to adopt smart home technology products 
as a customer? 

• Are there are other factors you think are important for smart home technology products to have so 
that customers want to buy these products? 

A goal for smart home technology products is to be convenient. Convenience can mean that the products are 
making functions in people’s life easier, faster, or more efficient. 

• Do you agree that the goal for smart home technology products is to make functions in people’s life 
easier, faster, and more efficient? 

• Do you see any other purpose for using smart home technology products? 

There are many customers that worry about the security of using smart home technology products. It can be 
because they have to connect their home to the internet, or devices such as their mobile phone or TV to the 
“smart” world, and they worry about their privacy. 

• Do you see any problems with smart home technology products when it comes to their security? 

• How much are smart home technology products tested for their security? 

• Did it ever happen that a product had problems with the security? 

Research is also looking at the future for smart home technology products, for example what their use will be 
in the future and how developed they will become. The concept of “Internet of Things” and smart cities is 
growing very fast. In just a few years, research is expecting smart technology products to be implemented in 
not just homes but also offices, warehouses, schools, hospitals, and eventually in communities. 

• How do you see your products being beneficial for these new areas? 

• How can smart home technology products develop more in the future? 

Thank you! 

Kind regards, 

Caroline Hasl   
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Coding categories identified during transcription 

 

 

Original text Interpretation Category 

Company A, March 10th 2017: ”According 
to my sales, last year I tried to expand 
the European market, as I told you, but 

especially UK, it seemed that our 
company working on wireless system, it 

seems that people there prefer wired 
system.” 

Preferences vary in different 
markets; the company 

needs to make important 
decision according to the 
market they want to target 

Companies make 
decisions based on their 

customers which may 
affect how they work 

Company A, March 10th 2017: “I think 
maybe in the near future there will be a 

public protocol, which everyone and 
every company can use this protocol.” 

There is an interest to have 
a completely public 

communication protocol 

Future aspects for 
communication protocols 

Company A, March 10th 2017: “Our first 
generation products are not Zigbee, is IF 
433, and our company found that it’s not 

popular. It’s very hard to sell. And our 
customers don’t like it.” 

The company had to adapt 
to their customers and 

make a big change to what 
protocol to use in their 

products 

Companies are adapting to 
their customers 

Company A, March 10th 2017: “Because 
at the end of last year, you know, 

Zhejiang province, is the government has 
a new policy, all the houses need to be 

integrated before sale, it means that 
home automation will be, become the 
mainstream, especially the real estate” 

The Chinese government 
has interests to implement 

smart communities in 
different parts of China 

The Chinese government 
plays an important role in 
the development of smart 

technology 

Company B, March 14th 2017: ”oh, 

Huawei 有一个叫 Open Life，智慧家庭，

他们在做这个东西，我们的这个产品已经

配送给他了，我们合作伙伴” (Translation: 

oh, Huawei has something called Open 

Life, “智慧家庭” [Chinese name], they 

make these things, and we distribute our 
products to them, we are partners) 

The companies seem to 
have a lot of partnerships 

with other companies in the 
industry 

Companies partner up with 
other influential or 

experienced companies 

Company C, March 15th 2017: “app, 我们

没有 app，有用你可以用国际通用，跟西

门子是通用的.” (Translation: app, we 

don’t have app, it’s useful so you can use 
the international standards, it’s common 

with Siemens) 

The company does not offer 
their own mobile 

application, instead, their 
products follow international 
standards and any common 

application such as from 
Siemens can be used 

Shift of whose 
responsibility security may 
be; companies, application 

providers, customers, 
governments, or third-party 
providers (communication 

protocols) 

Company C, March 15th 2017: ”首先他们

会购买几个，some samples to test, 然后

半年他有问题我们会。。inside..change,

一般没问题吧” (Translation: They will buy 

a few at first, some samples to test, and if 
they have a problem within half a year we 
will change, inside, but usually there is no 

problem) 

Some people buy a few 
samples to test, if there is 

no problem with the 
products, more might be 

bought in the future 

The customer segments 
may vary depending on the 

products and interest 


