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Abstract 
 
 
Information technology (IT) can be used to empower an organization to enable it to continue 

evolving. One aspect in which an organization can evolve is in the form of information 

security. Previously, information security has been seen as a concern only for the IT-

department. However, as the number of threats towards information has rapidly grown over 

the years, the concern for information security has also increased. The issue on how to keep 

information safe from unauthorized people has become more important as well as questioned 

over the years. During the last decades, the concept of information security has evolved to 

become a multi-dimensional concern affecting entire communities, societies and 

organizations. This means that information security has been managed differently in the past, 

but today, new and other measures are required to ensure the secrecy of certain information. 

Due to this, organizations are forced to implement certain measures to counter these threats, 

but what are the effects of this? 

 
This thesis compares three different organizations over three different sectors and the purpose 

is to investigate the effects information security might have within an organization as well as 

how these effects are managed. With a focus on policies, training and education of employees 

as well as the employee awareness, this thesis aims to answer how organizations see 

information security. Further, it aims to find out what consequences these effects have on 

their daily work. The results from this study have shown that increased security measures 

need to be highly motivated and in continuous dialogue with the employees to bring 

incentives for further use of the measures. An increase in information security can have a 

damaging effect on efficiency. Therefore, it is important that the organization is able to ensure 

the desired effect of increased security. With larger openness and accessibility, employees 

will have easier and quicker access to the information needed, which is essential for the 

effectivity within the organization, as well as higher incentives for attacks and malpractice of 

information. 
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1. INTRODUCTION 
 
As long as there has been information, there has been information security. There has always 

been a need to protect and keep information secure even before the time of technology. Back 

in the 1840s, hand written messages were protected through secrecy until later when 

telephone conversations were kept secret and this is something that has continued until 

modern day technologies (Dlamini, Eloff & Eloff, 2009). Information has become one of the 

most important assets in today´s society as technologies keeps evolving. More people now 

than ever can access the world’s information through a mobile phone (Webster, 2014). As 

information and the access to information continues to develop, information security needs to 

correlate and continue developing as well. 

 
Over the last decades, the concept of information security has evolved, from strictly being a 

technical issue for the IT-department to become a multi-dimensional concern affecting entire 

communities, societies and organizations (Wood, 2004). The accessible trend that allows 

employees1 to work from home, and from their own computers, has affected security issues. 

When information within an organization becomes more accessible, the distribution of 

information might become available outside the organization as well. Nevertheless, with 

access to a larger amount of information, maintaining proper security over the information 

progressively becomes harder for organizations (Wood, 2004). This could possibly lead to 

more transparency and insight into the organization, however, this is not always desirable 

when it comes to sensitive information. 
 
"In every chain of reasoning, the evidence of the last conclusion can be no greater than that of 

the weakest link of the chain, whatever may be the strength of the rest." (Reid, 1786, p. 674) 

or simplified as “A chain is only as strong as its weakest link” is a famous quote taken from 

Thomas Reid in his essay on the Intellectual Powers of Man, 1786. Although, the quote is 

over 200 years old, it is still applicable today. Information security is only as strong as its 

weakest link. Employees are often seen as the weakest link due to human errors (Schmidt, 

2011). 
 
 
 
 
 
 
 
1 From this point onward, when speaking of ’employees’, this is meant as the general 
staff within the organization and not the informants per se. 
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Security over information can therefore be necessary for organizations today, due to a range 

of reasons from technological to human errors. In order to ensure a secure environment within 

an organization, all departments will inevitably have to be ready to counteract or neutralize 

potential threats. Employees within different departments need to cooperate in order to 

effectively do so. An organization without functioning security will have problems with 

keeping their information protected. Security is defined as the quality or state of being secure 

and free from danger. The meaning of information security is to protect the Confidentiality, 

Integrity and Availability (CIA) of information assets, whether in storage, processing or 

transmission. This can be achieved with the help of applications of policies, education and 

training of personnel, as well as raising awareness and technology (Whitman & Mattord, 

2012). Information security is the preservation of Confidentiality, Integrity and Availability of 

information, and in addition other properties such as Authenticity, Accountability, Non-

repudiation and Reliability are involved in this definition (ISO EIC 27001, 2014) 

 
This means that Information Security can benefit the organization, but it can also limit the 

transparency of the organization, as well as the efficiency and communication within the 

organization. This thesis has focused on investigating these potential effects of three different 

organizations within three different sectors, as well as how these organizations have managed 

their information security. 
 
 
1.1 PROBLEM DISCUSSION 
 
 
Changes in information security and measures taken to deal with this can have an effect on an 

entire organization. With increased security, the work of the organization might be negatively 

affected and in due time, also inefficient. Using more passwords, codes and greater privacy 

can also cause difficulties in communication between different internal actors, less 

transparency and other effects which may create hindrances for daily business. There are 

certainly positive aspects of increased security as well, such as protection of employees’ 

information and other sensitive knowledge, which can be harmful if used in the wrong way. 

The weighing of whether high information security is worth potential harmful effects is a 

choice for the organization to make. For certain organizations it is considered crucial to obtain 

and keep data secure while for others, efficiency and other factors are of greater value. 
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1.2 PURPOSE 
 
The purpose of this thesis has been to investigate the effects information security might have 

within an organization as well as how these are managed. 

 
In previous research, information security has been framed as an important part of the 

technological section of the organization. However, previous research lacks the perspective of 

possible effects that information security may have on different organizations and how their 

respective precautions with securing their information has had an effect on their day-to-day 

work (Siponen & Oinas-Kukkonen, 2007; Albrechtsen, 2006; Whitman & Mattord, 2012). 

This has been done by comparing three different organizations in order to analyze how they 

work and manage information security with a specific focus on security risk management, 

policies, education and training of employees as well as what effects this has generated. 
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2. THEORY 
 
 
This chapter presents different aspects of information security. Theoretical frameworks will 

be presented, both in figures and in text, in order to gain a deeper understanding. The theory 

chapter will cover the basic principles of information security but also what the potential 

risks and threats are. How the organizations work with information security to better protect 

their information will also be presented. 

 
To easier understand the meaning of information security, one needs to have an arbitrary 

understanding of what the definition of information is. Information stored and used within a 

computer is defined as data, once printed or formatted it will be defined as information. 

Moreover, once information is used for understanding, information is defined as knowledge 

(Zins, 2007, Chen et al 2009). 
 
 
2.1 INFORMATION SECURITY IN THEORY AND PRACTICE 
 

 
Peltier (2014) argues that information security should be based on eight critical elements. 
 
These elements are listed below. 
 
 
1). Information security needs to support the organizational mission or objectives. 
 
 
2). The management, need to make decisions that are in the best interest for the organization, 

and not for themselves. 

 
3). Information security has to be cost-effective, in order to implement any measures, the 

organization need to be conformed that it exists. 

 
4). Information security need to assist the employees of the organization in meeting these 

missions. By implement policies this can be solved. 

 
5). Proper responsibilities and accountabilities to ensure that employees have the correct 

Authorization to do their work. 
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6). Information Security need a comprehensive and integrated approach which means that all 

units within the organization has to be aware and informed of the Information Security. 

 
7). Information Security is dynamic, and need to be changed. 
 

 
8). The culture of the organization will control how the Information Security program is 

implemented. Each department of an organization works differently. Every unit within the 

organization must be given a chance to modify to meet their specific needs (Peltier, 2014). 

 
Anderson (2003) argues that there are wide varieties of the definitions of what information 

security exactly is. According to previous research the concepts of Confidentiality, Integrity 

and Availability can the least be considered the measurements of information security. 

Anderson (2003) states that there is no definition of what information security is, but rather a 

description of what it does. Anderson (2003) has proposed a definition of information security 

which includes “A well-informed sense of assurance that information risks and controls are in 

balance” (Anderson, 2003). This definition can be considered important since it brings up the 

concept of Assurance which is important when it comes to information security. 

 
Anderson breaks down the definition to include five components. These components are: 
 

• Well-informed 
 

• Sense of Assurance 
 

• Information Risks 
 

• Information controls 
 

• Balance 
 
The first component which is well-informed means that the knowledge regarding the 

information security aspect is being shared with everyone within the organization. The sense 

of assurance relies on the fact that the organization needs to have confidence in their own 

systems to maintain and protect the information. The third component is based upon the fact 

that an organization is able to reflect upon and create a list of threats relevant to their work. In 

order to do this, the organization needs to be aware of what they are protecting their 

information from, in order to effectively deal with these threats. Information controls infer 

that an organization needs to implement effective controls to handle risks. “Balance” refers to 
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the organization being both cost both cost effective and achieving their information security 

goals towards any potential threats (Anderson 2003). 

 
Sharma & Gupta (2008) also address the importance of balance in security within an 

organization in order for the organization to function properly. An important aspect to 

remember is that information security is not a goal, but a continuous process and the balance 

between security and access is crucial (Whitman & Mattord, 2012). As Andress, (2014) also 

argues that the goal within an organization is to find the balance between security, 

Availability and cost. 

 
Shostack (2012) however, argues that information security is used as an assurance within 

organizations. The information systems within an organization has to work properly to make 

sure data reliably can be used and accessed even in hostile environments (Shostack, 2012). 

 
Furthermore, one of the most important aspect for an organization is to have well-educated 

and properly trained employees (Whitman & Mattord, 2012; Sharma & Gupta, 2008). Sharma 

& Gupta (2008) also argues that having employees with the required knowledge of how to use 

a system or service as well as an understanding of the organization´s different controls is 

crucial in following and understanding policies and different guidelines. 

 
Moreover, policies within an organization might also be helpful in identifying and preventing 

threats or attacks. Having a security policy which specifically targets information can be 

considered a statement and a helpful tool for an organization. The policy guides the 

organization in how to respond to attacks and threats but may also steer employees in a way 

they may handle information in a safer way. This is important in order to prevent sensitive 

information from leaking. The policy needs to be simple, easy to access and understandable 

for all employees (Sharma & Gupta, 2008; Whitman & Mattord, 2012). 
 
 
2.2 THREATS & ATTACKS 
 
When securing information, one must think about what level of security is needed for which 

type of information and what the added value of that information is. Information security and 

systems within an organization are often very complex. Attackers or hackers are constantly 

looking for weaknesses and loopholes in these complex systems, in which they can gain 
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access or damage information. These weaknesses and vulnerabilities may occur at any time. 

The difference between a weakness and a vulnerability is that vulnerabilities are identified 

weaknesses (ISO IEC 27001, 2013). 

 
According to ISO IEC 27005, a threat is a potential cause of any incident, in which the result 

of the incident can harm systems and organizations. There are several possible attacks on 

gaining information. An attack can be considered an act that takes advantage of 

vulnerabilities and the goal is to compromise systems and information within these systems. 

One aspect to keep in mind regarding threats and attacks is that, threats are always present 

and can occur at any time. Attacks on the other hand is the act of trying to compromise 

security (Whitman & Mattord, 2012). 

 
One of the biggest threats to an organization is the employees. An employee is always in 
 
direct contact with the information of the organization. Mistakes made by staff members can 
 
create a threat to the CIA of information. 
 
A mistake can lead to: 
 
• Disclosure of classified data to areas that are not protected. 
 
• Unintentional deletion or modification of information. 
 
• Storage of information in unsafe places. 
 
• Opening of malicious e-mails from unknown sources (Rainer, Jr., 2009) 
 

 
However, most of these mistakes could be prevented or limited with the help of training or 

education that helps raise awareness (Whitman & Mattord, 2012). According to Symantec 

intelligence report from June 2015, the amount of spam e-mails has decreased during the last 

decade, and in June 2015, the percentage of spam e-mails dropped to under 50%. On the other 

hand, the same month Symantec could see an increasing number of new malware variants. 

57,6 million new malwares were created in June 2015 alone. In April the same year, the 

number of attacks were 29,2 million. This means we can see a twice as high increase in new 

malware. This increase in malware relates to a decrease in spam. It is inefficient for attackers 

to send out spam e-mails, so they are looking for other alternatives to gain information. 

According to the report, Ransomware virus attacks have increased drastically. The 

Ransomware virus is taking over an employee’s files or data and demands the employee to 

pay a ransom to retrieve it (Luo & Liao, 2008). 
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Other types of attacks that could potentially happen to an organization and damage the 

concepts of the CIA can be a Denial of Signal (DoS) attack. This means that the attacker 

sends a large amount of information request to a specific target. The attacked system will 

become unable to work sufficiently or stop working entirely (Prowse, 2015). This can cause 

damage to the Availability of the organization and the information within this system could 

become inaccessible. Loss of Availability might result in systems and information becoming 

unavailable to Authorized employees (Vidali, 2009). 

 
Another potential harmful attack on the Confidentiality of information within an organization 

is called Spoofing. This means that the attacker gains unauthorized access to a computer. The 

attacker then sends e-mails or messages to employees. This is problematic since the employee 

that receives the e-mail or message believes it was sent from someone within the organization 

(Dhillon, 2007). The loss of Confidentiality may result in disclosure of important information 

to unauthorized actors (Vidali, 2009). A Man-In-The-Middle attack (MITM) is a technique 

used to hijack information or data which is being sent over through the network. An MITM 

attack works as a form of eavesdropping that could change or delete data (Dhillon, 2007). 

This can damage the Integrity due to potential changes in information. Loss of Integrity can 

result in information being modified (Vidali, 2009). Although, human errors are among the 

biggest threats to information security, the role of people within an organization are vital for 

sustaining security over information. Employees should therefore play an active role in 

information security. As has been shown, information security is a very important aspect. 

Therefore, employees need to follow the information security principles, as the alternative 

might be overlooking these aspects in order to make their work easier (Albrechtsen, 2007). 
 
 
2.3 THEORETICAL MODELS FOR INFORMATION SECURITY 
 
From this point, this research has focused more closely on how information security within 

these three different organization is managed and the educating and training of the employees 

in how to manage information security and policies. These aspects were reoccurring among 

many of the researchers in the Theory chapter. 
 
The first aspect when comparing these organizations has been to investigate how the 

information security within the organizations is managed. The second aspect this thesis has 

focused on how the employees have been educated and trained in how to manage information 

security. This has been done as it can be considered the most important aspect for every 
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organization as Sharma & Gupta (2008); Whitman & Mattord (2012) argue. The third aspect 

as Whitman & Mattord (2012), Peltier (2014), Sharma & Gupta (2008) and Anderson (2003) 

all focus on is the importance of policies within an organization. The organization´s 

employees need to be well-informed about how to handle information security through these 

policies. 

 
Furthermore, the importance of the concepts of CIA in managing information security within 

an organization, in (ISO EIC 27001) it mention that the meaning of information security is to 

preserve the Confidentiality, Integrity and Availability. This has been further discussed and 

analyzed with the help of the CIA model to gain a deeper understanding of how the different 

organizations manage information security. 

 
In addition, to further compare the organizations and investigating the effects of information 

security, this thesis has also focused on how well-balanced the different organizations are. 

Anderson (2003), Sharma & Gupta (2008), Whitman & Mattord (2012) and Andress (2014) 

all state that it is crucial to have a well-balanced organization. The fried-egg framework 

developed by Dhillon (2007) has been used in order to analyze the different organizations. 

This will be further elaborated in the following section. 
 
 
2.3.1 The CIA Model 
 
 
Implementing the concepts of Confidentiality, Integrity and Availability (which are the parts 

of the CIA model) can ensure security from threats within an organization. The CIA model, 

presented as figure 2.1, is the very core of security and is needed if an organization wants to 

keep data protected (Prowse, 2015). Furthermore, the security of these three concepts are as 

important now as it has been when the concept was first created. The CIA concepts is the base 

to all security that concerns IT (Whitman & Mattord, 2012). 

 
The Confidentiality aspect of information aims towards keeping information confidential and 

thus hidden from anyone that does not have the Authorization to access it. Confidential 

information can be personal information, such as employee information or information 

regarding customers. On the other hand, Confidentiality could also be applied to all 

information within an organization. A loss in Confidentiality means that critical information 

can be disclosed to unauthorized people (Vidali, 2009). The second aspect, which is Integrity, 
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ensures data has not been tampered with and that it remains in its original form. If an 

organization faces loss of Integrity, this could potentially imply that information has been 

tampered with (Vidali, 2009). Thus, Integrity which can be achieved through levels of 

Authorization, is important. This also ensures only rightly Authorized personnel can modify 

data. Availability, which is the third aspect, is also necessary to ensure data is accessible for 

rightly Authorized. Although data might be classified for certain people, it should always be 

accessible as well as obtainable for those with access. This should be applied with even 

during attacks or in situations of threat towards the organization (Whitman & Mattord, 2012). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 2.1 
 
The relation between Confidentiality, Integrity and Availability is presented as the CIA model. 
 
 
In order to efficiently address and consider the aspects pointed out in the CIA model, the 

aspects need to be regarded as critical security requirements in order to protect data. The 

aspects need to be considered valuable and the most crucial for ensuring information security. 

When an organization implements a new tool or system, there will be different levels of 

expectation of what the concepts of CIA can substantially contribute to the organization. For 

instance, if an organization implements a new way of producing a newspaper, Availability is 

most likely to be regarded the most important aspect. On the other hand, if an organization 

wants to implement a payment system, Confidentiality and Integrity will be regarded the most 

important and therefore require more (Dhillon, 2007). Furthermore, in excess of the CIA 

model, there are two other principles which can be considered equally important; Non-

repudiation and Authentication. 
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Non-repudiation prevents the denial of a valid transaction by either the person whom 

originally started the transaction or the person who receives the transaction (LeVeque, 2006). 

Since electronic communication has rapidly grown, the CIA model has created a gap in 

explaining the legality of certain electronic documents. Non-repudiation succeeds in filling 

this gap by using digital signatures as a security measure. This allows messages to be 

Authenticated both for its content as well as its origin. Non-repudiation ensures that if person 

A has signed a document, and then person B receives the document, person B can trust that it 

truly comes from person A and not from a third party (Dhillon, 2007). 

 
Authentication concerns a set of methods used for identification and to ensure the identity of a 

certain person. These methods are called factors; a factor is considered something that you 

know, something that you are, something that you have or something you do (Andress, 2011). 

Something you know is often controlled by a login with a username and password, or some 

sort of identity control that a person can remember. Something you have, can involve Smart-

cards and similar tools, which have become popular among organizations to use. Something 

that you are, is based on biometrics which can be connected to fingerprints (Andress, 2011). 

 
An organization needs to consider both concepts of Non-repudiation and Authentication. This 

is important since Non-repudiation covers the legal aspect of a signature and Authentication 

covers the technical aspect of that same signature (Dhillon, 2007). On the other hand, 

passwords are vulnerable to attacks and end-users tend to choose easy passwords or share 

their password between colleagues (LeVeque, 2006). It could be considered problematic as it 

might create vulnerabilities for the organization, due to the fact that the password could have 

been stolen and used by unauthorized actors for malicious intentions (Herley, Oorschot, & 

Patrick, 2009). 

 
2.3.2 Extended concepts of the CIA model 
 
In modern development, the CIA model is not enough to address every aspect of information 

security. Therefore, two additional concepts will be further discussed and analyzed. These are 

Authorization and Accounting. Authentication and Non-repudiation as mentioned earlier will 

also be added to the extended model. 
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Authorization has been used when a specific employee has permission to access certain areas 

or specific data within the organization. For example, employees use a login, with a unique 

username and password in order to access the data within the organization. Usually, a few 

employees are granted extra Authority; this often depends on their work description in the 

organization. An administrator is usually granted a higher level of Authorization to fully 

manage their work than regular end-users. 

 
Accounting is implemented to keep track of all data concerning the employees, their 

computer usage, and their resources. Accounting is used to keep logs and to monitor how the 

organizations work more in detail, but also to be able to see what individual employees have 

done and can be held accountable for. From the logs, there is also a possibility to see if 

someone unauthorized has gained access (Prowse, 2015). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 2.2 Extended CIA model, more suitable for modern development. 
 

 
These concepts might be difficult to implement, but are necessary in keeping data secure. If 

an organization succeeds in implementing these concepts, it is a step towards keeping their 

data secure and creating a more secure environment for the organization (Prowse, 2015). 
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2.3.3 The fried-egg framework 
 
 
The security and information system of an organization could be divided into three different 

systems. These systems are called the Informal, the Formal and the Technical Controls. If 

these systems do not cooperate with one another, the organization might suffer potential 

security risks. Dhillon (2007) compares these systems to a fried egg; the egg yolk is the core 

of the organization and ergo the technical system. The egg yolk is firmly held in place by the 

Formal System. The Formal System contains the regulations, policies and rules of the 

organization. The Informal System is the egg-white of the fried egg. The framework is a good 

way to create an understanding of how these systems correspond with one another. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig 2.3 The fried-egg framework (Dhillon, 2007 p.5) 
 

 
This framework helps organizations comprehend different patterns of thinking when 

implementing any form of system. Further, the framework can also identify what areas are 

missing and what should be further focused on. In order to successfully secure the 

information, different controls should be implemented. These Controls alleviate for the CIA 

model to work properly (Dhillon, 2007). 

 
If the organization prioritizes the technical system to a large extent, this can interfere with the 

rest of the systems and thereby the entire organization faces a risk of insecurity. Another 

consequence is that it might become impossible for the Formal Controls to protect the 

Technical System due to the organization’s priorities. A Control is therefore an 

administrative, manageable, technical or legal method that is used to manage risks. Controls 
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might also include different policies, procedures, practices, technologies, as well as guidelines 

and organizational structures. A Control works as a safeguard or a countermeasure (Dhillon, 

2007). 

 
Technical controls 
 
 
Many of today´s organizations are eager to implement complex technological systems in 

order to secure their data and information. Many have recognized that simple identification 

measures such as a username and password are not enough and that they need to further be 

able to identify individuals. This means that the identity of different people need to be 

controlled and ensure to correspond with identity claims (Dhillon, 2007). Smart-cards have 

therefore become popular. Other Authentication methods are also well-known, such as 

message Authentication through digital signatures and voice analysis. This has improved in 

order to strengthen security controls within organizations. The chosen technological solutions 

implemented is all dependent on the cost justifying the Controls. Although different 

technological Controls are critical in order to keep data and information secure, the 

effectiveness of these solutions are considered questionable (Dhillon, 2007). Before an 

organization starts implementing these technological Controls, a well thought out strategy 

including the organizational Controls needs to be completed. 

 
Formal controls 
 

 
The organization needs insurance that they can provide sufficient support for the 

technological Controls. The Formal Controls are the ones to provide sufficient support for the 

technological Controls. Rule-based formal structures need to be put in place as these will 

provide information about how the organization should manage certain areas, such as 

strategic directions and how to carry out security management within the organization 

(Dhillon, 2007). 

 
Formal controls can for example be different policies developed by the organization. It may 

include educating and training of employees in how to manage information security. These 

can be in the form of described strategies that the organization chooses to follow as well as 

the structure of the organization. Certain Formal Controls can address everything from the 

hiring process of an employee to the structure of responsibilities the employee has during 
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their employment. If employees have a clear understanding of their responsibilities, it is easier 

to address who can be held accountable and if the level of Authority an employee has 

(Dhillon, 2007). 

 
Informal controls 
 

 
“Increasing awareness of security issues is the most cost-effective control that an 

organization can conceive. It is often the case that information system security is presented to 

the user in a form that is beyond their comprehension, thereby being a demotivating factor in 

implementing adequate controls” (p.7, Dhillon 2007). 

 
With increased awareness, an organization also needs to keep their employees updated 

regarding their responsibilities and how to handle information in a trustworthy and secure 

way. It is important in order to establish mutual trust with the employees and it also 

strengthens the motivation of the employees to conform and adhere to different policies and 

norms regarding information security (Dhillon 2007). 
 
 
2.4 REFLECTIONS ON THEORY 
 
 
When discussing information security, the CIA model is frequently discussed, however, 

different scholars have different opinions of the concepts involving the CIA model. This 

study has used the CIA model as a base, then the concepts of Authentication, Authorization, 

Accounting and Non-repudiation have been complementary to this study. Using these 

concepts, it is possible to determine how an organization chooses to focus on in their work 

with information security. The different concepts cover all aspects of information security and 

gives a holistic in-depth picture. Although the concepts of CIA can change from time to time, 

the model is frequently used as a core when discussing information security. As the purpose 

of this study was to investigate the effects information security might have within 

organizations as well as how these are managed, the CIA model fulfills this purpose and is 

successful in doing so. 

 
The other relevant framework which has been used in order to find differences in how 

organizations manage information security was the Fried-egg framework (Dhillon 2007). This 

framework can help organizations manage information security when implementing any kind 

 
17	



of system. This framework also helps the CIA model work efficiently within an organization. 

As mentioned previously, the purpose of this study has been to investigate the effects of 

information security and this framework helps in successfully determining and examining 

those effects. 

 
This study only mentions a few of all the threats and attacks that exist, the mentioned attacks 

and threats are the ones considered the most relevant for the purpose of the study. Human 

errors and mistakes are the biggest and most threatening out of all the mentioned according to 

Rainer, Jr (2009). Human errors connected to how an organization manages their education 

and training of employees was the most interesting aspect because this is an internal threat 

and can be controlled by the organization itself, other attacks most often start from the outside 

of the organization. 
 
An important aspect of information security is the security risks, threats and attacks, because 

without these, an organization would not have implement any security concepts. 
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3. METHOD 
 
In the method chapter, the different approaches that were chosen to be appropriate measures 

for this research are presented and further discussed and justified. 

 
3.1 RESEARCH APPROACH 
 
 
There are several forms of research methods that one can choose to apply, and different 

methods will ultimately effect the end-result. There are two main approaches to research 

methods; quantitative and qualitative research. Quantitative research methods are built on the 

assumptions of a positivist paradigm, which holds that behavior can be explained through 

objective facts. Numerical data or information that can be converted into numbers or statistics 

is all a matter of quantitative methods. Qualitative methods on the other hand is built on the 

assumptions that there are multiple realities that are socially defined. This study has focused 

on gaining a broader understanding of people´s experiences rather than numerical information 

and factual information (Firestone, 1987). The effects on daily work is quite a normative 

perspective, which can be difficult to measure in absolute terms. 

 
A qualitative approach has therefore been used during this study. This thesis has aimed to 

investigate the effects of information security within organization and then compare the 

results over different sectors. The main reason for finding a qualitative approach most suitable 

has been because it is better tailored to find different relative experiences of employees rather 

than absolute information which can be categorized in nominal data. This means that the 

results cannot be generated for generalization, but instead gives a deeper understanding of a 

limited number of cases instead. 

 
3.2 DATA-COLLECTION 
 
 
 
Interviews are among one of the most commonly used methods in which one can collect 

qualitative data (DiCicco-Bloom & Crabtree, 2006). Since a qualitative approach was deemed 

the most appropriate for this study, and as interviews are one of the most useful data-

collection tools when it comes to qualitative approach, interviews with the employees of the 

organizations were considered an efficient way of collecting the personal truths of different 

employees. The method for gathering the necessary data needed were therefore interviews. 
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Since the purpose of the thesis is to investigate the effects information security might have 

within an organization, interviewing different people within the organization have been a 

great tool to collect the data needed for this research (Bryman & Bell, 2015). 

 
3.3 SEMI-STRUCTURED INTERVIEWS 
 
 
Semi-structured interviews are best suitable when the researcher only has one chance to 

interview someone (Bernard, 2006). The idea of open-ended questions gives the possibility to 

follow up on relevant topics that may differentiate between interviewees or identify new ways 

of comprehending and analyzing the topic. 

 
For this study, three different organizations were chosen, all of which work in different 

sectors. The organizations were chosen upon Availability. One end-user and one IT-expert 

working within each of the organizations were selected to participate in a semi-structured 

interview. This was done due to the possibility of finding different perceived effects between 

different types of employees in the organizations. The semi-structured interviews allow for 

the informants to express their own thoughts and views on the topic, without constraints. It 

was therefore important that the interview questions were open-ended with no to little 

possibility for short answers. This was because nominal answers may end the conversation as 

well as it can hinder the informant from expressing their own thought and perspectives on the 

subject. 

 
Moreover, semi-structured interviews have helped in gaining elaborate responses to the 

questions. Additionally, to bear in mind as a researcher is the potential language barrier. 

Because of different native languages, four out of six interviews were proceeded with in 

English. The other two were held in Swedish. The protocol of the Swedish interviews was 

being directly translated from the English interview protocol, in order to avoid being lost in 

translation. The participants were asked the same questions, in the two different languages 

which decreased the chances of effecting the results with language. 
 
The first organization selected for this study was a non-governmental organization (NGO) 

with focus on human rights which works with legal assistance for local partners and advocacy 

activities in Southeast Asia. An NGO is completely free of finances and/or values from any 

state. The next organization selected was an inter-governmental organization (IGO) which 
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specializes in Information & Communication Technologies (ICT) related issues. An IGO is an 

organization based over several states. The funding usually comes from the member states. 

Certain agencies within the United Nations or European Union are examples of IGOs. The 

third organization was a public sector organization, which is an organization operated and 

owned by a government within a country. The public sector organization that was chosen for 

this study is responsible for public safety and issues concerning civil protection. The reason 

why three non-profit organizations were selected was because they are not in a competitive 

state and their goal is not profit. Therefore, they were more open to sharing their information 

on how to protect information and manage information security, rather than many businesses 

within the private sector, as this can be driven by competition. 

 
The organizations all work in different sectors which was preferable since, presumably, this 

made the process of identifying differences and characteristics easier. Comparing cross-

sectorial effects became easier this way. If the study instead would have focused on three 

organizations within the same type of sector or field, the results may not have differed as 

much. There were certain limitations to this research since the results were only based on two 

people’s perspectives within each organization; one end-user and one IT-expert. Nevertheless, 

the way the organization manages their information security might not change depending on 

the amount of interviews. Since information security is based on the organization’s policies 

and regulations; the results might not have differed in that aspect. It is therefore difficult to 

draw conclusions on any generalizations. 

 
3.3.1 Procedure of interviews 
 

The reason for selecting one end-user2 and one IT-expert3 was to be able to compare the 

answers with one other and then further analyze the data to identify any differences between 

the organizations in their perspectives of information security. Continuously, the goal was to 

see if there are any effects of information security that can be separated in these 

organizations. The table below gives an overview of the different participants in this study 

and their role within the organization. 
 
 
 
2 Someone within the organization that uses information security but is not in charge of it 
in anyway.  
3 Someone with responsibilities and knowledge of the information security within 
an organization. 
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Table 3.1 Presentation of the informants 
 

Non-governmental Inter-governmental Public sector organization 

organization organization Field: Governmental 

Field: International Human Field: ICT related issues on agency, specialized in civil 

rights organization. an international level. protection and public safety. 
   

• Human Right officer (end- • Counselor (end-user) • Librarian/Project leader 
user) • IT-Security analyst (IT- (end-user) 

• Project officer (IT-expert) expert) • Information security 

  manager (IT-expert) 
   

Table 3.1 Presents the different organization and their field of work, also shows the role of the informants. 
 
 
 
 
The conversations were recorded, in order to be able to transcribe and summarize the 

interviews. This was only done in correspondence with the informant’s consent. The 

interview questions were formulated with the motive of identifying key differences in 

information security within the organization as well as different effects of information 

security. 

 
It has also been important to maintain a professional and neutral part in the interviews as a 

researcher. By ensuring participants are acknowledged, without any further guidance on how 

to answer questions, this gave the reassurance that they expressed their true opinions. The 

interviews took place behind closed doors to prevent any interruptions or distractions since 

that can also have an effect on the results (Leech, 2002). 
 
 
3.3.2 Transcription 
 
Transcribing recorded interviews has been a long and time-consuming process. One common 

obstacle that possibly can occur is that the researcher cannot capture the spoken word due to 

unclear recording. Another possible mistake is mistaking words for others (DiCicco-Bloom & 

Crabtree, 2006). The interviews were transcribed verbatim, and in order to ensure the 

accuracy of the interviews and avoid these obstacles, they were played more than once in 

order to identify and clarify certain words and sentences. 
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3.4 VALIDITY & RELIABILITY 
 
 
As the method of this study has been qualitative, the concepts of reliability and validity 

become slightly different. A qualitative study should help one understand a situation better 

and help clarify a certain topic. Validity is hard to define in a qualitative study due to the fact 

it has been described by a range of terms. Some researchers argue that the term validity 

cannot be applicable to any type of qualitative research (Golafshani, 2003). The value of a 

study is dependent on how credible the findings are regardless of methods or discipline used 

for data collection, as all studies aim for an authentic result (LeCompte & Goetz, 1982). 

 
In order to ensure the reliability of qualitative studies, trustworthiness is crucial (Seale, 1999). 

Reliability as a concept is used for evaluating or testing quantitative research from start, 

however it is often used in all studies. In order to test a qualitative study for its reliability, the 

most important is to have trustworthy data (Golafshani, 2003). According to LeCompte and 

Goetz (1982), reliability refers to the extent a study can be replicated with the same results if 

one uses the same methods. The fact that this study has been documented helps and 

strengthens the study because it is easy to follow each step of the study. Since an interview 

protocol has been created, it is possible to recreate the interviews. However, since the study is 

based on different people’s perceptions, the results from this specific research may vary over 

time since people often gain new perspectives or insight regarding information security. If 

this study were to be replicated in other organizations, it is also difficult to gain the exact 

same results, since they depend on the person answering the interview questions. It can 

therefore be difficult to replicate or generalize the study. 

 
3.5 ANALYTICAL METHOD 
 
According to Saunders et al (2009) in cases where a deductive approach has been used, the 

researcher will try to use already existing theories, shape the approach and adopt it to a 

qualitative research. The results of this study have been based on the interviews. The 

interviews were developed based on the framework of the CIA model and the concepts 

already mentioned in the theory section. This study analyzed how the organizations are 

developing the Fried-egg model in order to find possible effects of information security. To 

find effects of how an organization manage information security, three concepts were chosen 

to analyze the possible approaches. These three aspects impact how an organization work 

with information security. A deductively approach has meant working from theory to data, 
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which this study has followed since the interview questions were developed from the 

frameworks and the theory presented in the theory section (Saunders et al, 2009) 

 
The first aspect chosen was Authorization since it controls for how much an employee is 

Authorized to do. This principle can have an impact on how individuals perceive information 

security what it information security ultimately can do for an organization. The second aspect 

chosen was Authentication. This concept has an impact on how organizations protect its 

information. The third aspect chosen was Accounting and Non-repudiation, these help 

organizations monitor and keep track of who is responsible for what. These three security 

aspects are crucial for an organization to maintain their security as well as raise awareness 

among its employees. 

 
In addition to these three aspects, an analysis has been done in order to compare how the 

different organizations manage training and education of employees. This also included their 

policies regarding information security. This has also showed what security risks and how the 

informants defined information security. The reason for this is to investigate the effects in 

how employees experience and understand security, and how this may change across sectors. 
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4. RESULTS 
 
In the result section, the data found during the interviews will be presented, the data will 

be summarized to easier show the reader the most relevant information. 

 
The results from the interviews are divided into two different groups where the concepts of 

Authentication, Authorization, Accounting & Non-repudiation count as the first group of 

concepts, whereas the concepts of security risks, policies, awareness and education. These 

concepts are more informal and depends more on the employee’s perception, therefor they 

have been counted as the second group of concepts. This has been done in order to easier 

identify the perception and comprehension of information security and monitoring respective 

training and awareness, as has previously been mentioned in the method discussion. 

 
To begin with, the first the summary of the three aspects that has the most impact on how an 

organization is working with information security and also how the concepts of CIA is 

managed. The second group focus on the informant´s own opinion on information security 

and their own thoughts regarding security, risks, policies and the concepts of CIA within their 

organization. 

 
The results are also separated in terms of the sectors that the organizations work in as this 

makes it easier to compare results across sectors. 

 
4.1 SUMMARY OF THE EXTENDED CONCEPTS OF THE CIA MODEL 
 
Summary of the answers given by the organizations to the questions regarding the concepts of 

Authentication, Authorization, Accounting & Non-repudiation. The other concepts 

Confidentiality, Integrity and Availability (CIA) of the extended CIA model were integrated 

in the questions as well. These concepts look at how the organizations manages the CIA 

concept. 

 
4.1.1 Authentication 
 
 
The NGO used specific usernames and passwords as Authentication, and every full-time, paid 

employee has their own account. Their interns which are only there for short periods of time 

(and often changed) also had separate accounts. 
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The IGO used this same basic Authentication which consists of a specific username and 

password as the NGO. However, in a few cases, they have shared accounts. The IGO is 

Authenticating against two major systems, by which one is for staff only, (the organization’s 

intranet), this is where all organizational resources are available. The other system is used for 

members and customers. 

 
The public sector organization on the other hand, worked quite differently, as they classify 

their information into different categories. They look at the information to see how valuable 

the information is in that specific context it is being used. They also look at the process and 

consequences it might have if the information is leaked as well as if unauthorized people can 

access it. The organization classified from the four aspects, Availability, Integrity, 

Confidentiality and Quality. The organization used specific usernames and passwords for 

almost everything. Depending on how the information was classified, a two-factor 

Authentication was also used, with the help of a public key infrastructure (PKI) in form of a 

Smart-card. In addition to this, they also had the possibility to work remotely through their 

own client and a two-factor Authentication with the help of a text message to a mobile phone. 

 
4.1.2 Authorization 
 
Within the NGO, the employees have responsibilities concerning information security. 

Everyone needed to think twice if certain information could be disclosed. The organization 

used restrictions to certain information in a few cases. The idea was that employees have 

access to the information that they are required to in order to fulfill their work. Board 

members had specific access and they also had their own space to save more private 

documents for themselves. As a security aspect for Authorization, the employees cannot 

install which program they want, they need approval from the IT-administrators or the IT-

company they have outsourced to. The organization had assigned two administrators that 

could gain access to the entire network within the organization. The NGO does not have 

many responsibilities designated to employees, however the end-users regarded it as a 

responsibility to teach interns and new people how everything works, but the organization has 

not explicitly stated this through a policy. 

 
The IGO had restrictions on information, but it was ultimately the owner of the information 

that Authorized who could gain access. Authorization of information also depended on which 
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role within the organization an employee had. Different employees had different privileges 

and thereby also access. 

 
The public sector organization worked similarly to the IGO, in terms of restrictions. Each 

employee had their own responsibility over their information. The employees also had 

responsibilities towards each other in regards of knowing about regulations and policies that 

the organization has implemented. They had restrictions, but the principle is the same as in 

the other organizations; an employee has access to the information they need to fulfill their 

work. On the other hand, the IT-expert, admitted that they had have problems with openness, 

and that in many cases the information has been too available. They were however, in the 

process of implementing a new system in how documents in the future will be treated, which 

also would change the way Authorization is managed. 

 
4.1.3 Accounting & Non-repudiation 
 
 
The NGO used a basic form of Accounting. If employees worked together in one shared 

document, they would fill in the date and name of the person who made the adjustments. 

They also used Google docs frequently for writing larger reports. One of the implemented 

tools in Google docs is that one can see who has made amendments to the document. If 

someone saved a document within the network, anyone was able to see who had been 

working on that specific document due to their personal accounts. The organization expressed 

that this way of working worked perfectly for the moment since they are a small NGO with 

limited resources. 

 
The IGO however, works in a different way with Accounting, they have many different 

systems that logs everything. They also have different system for the collection of different 

types of information. Furthermore, they created rules for each system and what information 

that is being collected within it. The use of digital signatures is rare. They do have signatures 

on paper copies that are scanned and on few occasions, the director of the department can use 

a digital signature. When it comes to identification of tracing who sent what, they rely on 

their e-mail application. 

 
The public sector organization´s IT-expert believes that Accounting and Non-repudiation is a 

complex issue. The organization is using lots of different tools that log information. They also 
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use log rectification tools; these could even be used if they have a crime suspicion. In order to 

do so, they need the approval from the Chief Information Officer (CIO) first. The 

organization uses many different log tools to track the responsible person. As for documents 

and e-mails, they have intentionally chosen not to use any digital signatures. The organization 

is a governmental agency and furthermore, digital signatures can incite problems when 

archiving documents for a longer time period of 50 to100 years. Whether the signatures are 

still reliable and relevant after that time or not, is a current discussion and also the reason why 

the organization do not use digital signatures, but theoretically the organization could use 

them if they wanted to. 
 

 
4.2 SUMMARY OF ORGANIZATIONAL PERCEPTIONS 
 
Summary of the answers given by the organizations to the questions regarding perceptions, 

security risks and policies. These questions have focused on the different perspectives and 

narratives of the organizations rather than a model. 

 
4.2.1 Information security within the organization 
 
 
The NGO understand information security as two things, both as a measurement to see how 

secure the organization is, and how much improvement they need within their organization. 

As they work with facts-findings it is crucial that the documents are handled with care and 

Confidentiality. In the past the organization used to share the information through e-mails, 

since then, they have realized this was insecure and now they use a more reliable and secure 

system to manage and share information with their partners. As for physical security the 

organization is located within a big building with other NGOs. One will have to use a code to 

enter the building, and to get in to the office of the organization one need a different code or 

keys to enter. They also use safety locks with a code bar attached where they store 

hardcopies. The NGO have special containers where they throw more classified hard copy 

documents, this is also a kind of information security. The informant´s admits that the 

organization is far behind when it comes to information security and they need a lot of 

improvements but as a small NGO they cannot take bigger steps. 

 
The IGO gives a broad perspective and due to Confidentiality they cannot explain this in 

details, but mention that information security is all related back to the CIA model and its 

principles, no matter what organization you are looking at. Keeping the information 
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Confidential, making sure there is Integrity and making sure that the information is always 

Available. The IGO keeps a lower bar for customers and member’s security, as they want to 

be an open organization and they even take risks in order to be open. The organizations 

physical information security is in forms of a Smart card with the employee’s ID on it, which 

is needed to enter the building, they also have guarded entrances as a safety measure. 

 
The public sector organization is a relatively young organization; it is merged together from 

originally three different organizations. The organization aim to have the same security 

culture within the entire organization which has been problematic to adapt by the different 

departments. The security differs depending on which department in the organization one are 

working for. The information security within the organization are always relating back to the 

CIA concepts and the organization have developed the security of the organization from the 

base, however, it is still under development. The organization has increased physical security, 

an employee needs a Smart card to enter the building and the entrance is guarded. There are 

parts of the building that has insights protection. A few of the offices are also equipped with 

extra security where one needs a specific Smart card, and there are also safety locks for 

documents that is used and the organization also uses shredders as a form of information 

security. 
 
 
4.2.2 Security risks 
 
 
The NGO is aware of several security risks, even within their own network. They have 

problems with Availability to certain information and documents, everything is currently 

accessible as long as you have access to the organization cert drive. At the moment they only 

have a separated space for board members and management, but they should also have it for 

their regular staff. The NGO also admit that the organization is vulnerable within their 

network, but they do not have enough resources to fix it, that is a problem. They also 

addressed that the organization are not a target for security threats or attacks. 

 
From the perspective of the IGO, it is difficult to predict how security will look like in the 

future; however, information security will always rely on the CIA model. The basis of 

information security will always be the same although technology will change. The 

employees within the organization need to be aware of information security and the potential 

risks. The responsibility of IT-experts is to identify, and mitigate the security risks in one way 
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or another. Employees within the organization have the responsibility to be aware of the risks, 

and be more careful with what they are e-mailing. The only security risk mentioned by 

employees during the interviews was a Ransomware. On the other hand, the problem was 

solved and after that, the organization sent out information regarding the incident to raise 

awareness about the threat, which they also took action against. 

 
The end-user within the IGO found it to be a nuisance to use the systems the organization 

provides. In many occasions the system works but due to human error, a loophole or a 

backdoor was discovered which was caused by poor judgment from employees. Changes in 

the system need to be implemented in order to ensure security and as a consequence, this 

makes it more difficult for employees to use the systems. The end-user also believed that 

there was a lack of alert of security issues because transparency and openness of the 

organization. 

 
The security culture within the public sector organization had not been as expanded as they 

would like to be. Generally speaking, the security was considered to be too low, and the 

understanding of what information security is, was also inadequate within the organization. 

But there are also parts of the organization that were considered to have an overly level of 

security. As for security risks within the organization, one is for instance not allowed to leave 

the computer while it is logged on. The organization is constantly under security risks and 

attacks, but there are protocols on how to handle and mitigate security risks if and when they 

occur. The organization creates an incident report where they evaluate the risk and then takes 

steps to prevent this from happening again. 
 
 
4.2.3 Awareness and educating employees in information security 
 
When it comes to educating the employees about how to handle information security within 

the NGO, the employees have not really received any formal training. However, the 

employees have completed training on how to use one of their systems. That specific system 

is the one where information with local partners about legal cases can be shared. For that 

system they received a one-time training, but the organization has also created guidelines for 

partners and employees. The security revolving the system is not optimal at the moment; they 

want to learn more about the system in order to work more efficiently. They considered this 
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important in order to be more competitive and not fall behind compared to other 

organizations. 

 
The IGO expressed the importance of ensuring that employees are properly trained in how to 

operate the systems. Usually the organization holds a one-time training session with either all 

employees at once or two to three employees. These will then train the rest of the employees 

in their department. The organization also creates training sessions if a manager of a specific 

department thinks it is needed. At least one basic training session for all of the organizations 

employees in how to manage information in a secure way should be held annually. On the 

other hand, the end-user did not receive training in how to handle information in a secure 

way, instead the end-user learned by using it over several years. The end-user did not 

remember whether or not they had received training at all. 

 
Within the public sector organization, employees often receive spam e-mails. Mitigation has 

been implemented to tackle this. The organization sends out reminders to all employees what 

is happening. When it comes to educating and teaching employees about information security, 

the organization has created a web-based course in information security that is mandatory to 

take for all employees. The organization also has lecture-based education, but since the 

organization is relatively young they only had this education once with the entire staff. The 

goal is to hold annual education sessions, however the employees that completed the 

education had difficulties understanding why they had to participate. The end-user had 

difficulties to remember they participated. In addition to the education, the organization also 

has guidelines to help employees in their work, and how to handle information security. 

 
4.2.4 Policies 
 
 
The NGO had implemented policies regarding passwords, and the informants of the 

organization stated that these policies were not heavily imposed. The organization relied on 

trust between their employees rather than policies. Since the NGO is small, everyone within 

the organization knows each other, and furthermore, they also trust their employees enough to 

share the passwords. If an intern leaves the organization, the password of the e-mail accounts 

are changed, so that the intern cannot access the e-mail anymore. In addition to this, they did 

not have any other policies regarding information security and the password policy is located 

within the networks hard drive which makes it accessible for most employees. 
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The IGO had policies regarding passwords, but the end-user found them to be a nuisance and 

ineffective. The organization had two different bars, one lower bar for their customers and 

members and one that is higher for the employees. This is based on a convenience aspect for 

the customers and members. The organization has had the bar lowered for username and 

passwords out of convenience. For customers and members there is thereby no expiration 

date, but for employees, the password needs to be changed after x amount of days and there is 

also a minimum length. Employees cannot reuse the same password again after it has expired. 

The organization has other policies as well regarding information security, which have 

different guidelines. The guidelines are supposed to be easy to find but the end-user did not 

find them to be very accessible. The awareness is low when it comes to information security 

and polices in general, as employees tend to search for the guidelines only when needed and 

not for educational or preventative purposes. 

 
The public sector organization had policies regarding passwords as well as policies 

specialized towards information security. These policies can all be obtained through the 

intranet, but it is not a flawless system. The organization has a process tool as they call it, 

where an employee can find the policies as well. All of the information security policies have 

been based on the ISO 27000 series and there are 14 additional guidelines. The end-user 

found it to be inefficient to change the password all the time and they were not sure where to 

find the policies but suspected they would be available through the intranet. 

 
4.2.5 Results from the CIA Concepts 
 
 
The answers given by the NGO differed between the IT-expert and the end-user. The IT-

expert is also one of the administrators (which has complete information access) and they 

thought that Integrity was more important than Confidentiality and Availability. It was 

considered needed to have all three, but Integrity was ranked the highest. The end-user 

thought all three needed to be inter-linked and were to be considered equally important. 

 
Within the IGO, the statements given by the end-user and IT-expert also differed. The IT-

expert believed that all three concepts of CIA were equally important. Meanwhile, the end-

user believed that Availability and Integrity were the most important, and that Confidentiality 

was not as important as the others. 
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Within the public sector organization, the answers were also of mixed opinions, where the 

end-user expressed belief that Availability is the most important aspect as it is a governmental 

Authority funded by citizens paying taxes. The IT-expert believed that all three concepts were 

equally important and interconnected with each other. 
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5. ANALYSIS 
 

The results gathered from this study have been analyzed with the help of the chosen theories. 

To follow the same pattern as in the results section, the analysis will compare the difference 

in Authentication, Authorization and Accounting/Non-repudiation. The result from the second 

group focuses on the informant´s own perception and thoughts as how they understand 

information security. The results from both of these groups are needed to find what effects 

information security might have on an organization and its employees and whether or not 

organizations face the same effects although they work and understand information security 

differently. 
 

5.1 ANALYSIS OF THE EXTENDED CIA CONCEPTS 
 
 

The summary shows and explains how the different organization are managing and 

maintaining information security. 
 

Table 5.1 The triple A´s concepts. 
 
 
Theme Non-governmental Inter governmental Public organization 

 organization (NGO) organization (IGO)  
Authentication • Specific username and • Basic Authentication • Classifies information 

 password. • Specific username and •Valuable/Context/Process 
 • Interns have their own password. &Consequence if leaking. 
 accounts. • Authenticating against • CIA + Quality. 
  two major systems. • Specific username and 
  • Intranet password. 
  • Members and • Two factor Authentication. 
  customers. • Ability to work remotely. 
   • Text message 
   Authentication. 
    
Authorization • Every employee has a • Have restrictions • Responsible over their own 

 responsibility. • Owner of information information. 
 • Think twice before Authorizes access. • Responsible towards 
 disclose information. • Access depends on the colleagues. 
 • Have restrictions role • Have restrictions. 
 • Administrator rights. • Different employees, • Too open with information. 
 • Lack of policies has different privileges.  
 • Board member have  • Implementing a new 
 separated space.  system. 
 • Employees needs approval.   
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Accounting & • Basic Accounting • Uses lots of different • Complex question 
Non- • Using already existing logging systems. • Using lots of different 
repudiation tools • Different systems logging tools. 

 • Google docs tools for collect different • Log rectification tools. 
 bigger reports. information. • May use logging tools if 
 • Trace due to personal • Created rules. crime suspicion. 
 accounts. • Do not use digital  
 • Works perfect at the signatures. • Do not use digital 
 moment. • Signs paper versions signatures, problem with 
  • Rely on basic e-mail archiving documents. 
  application. • Can use digital signatures 
   in theory. 
    
 

Table 5.1 shows how the different organization work and manage their security from 
the triple A’s concepts. 

 
 

5.1.1 Analysis on Authentication 
 
 

The result shows that there are differences in how these organizations work and handle 

information security risks. These organizations all used specific usernames and passwords for 

their employees. However, there are patterns that indicate that the organizations work with 

information security in different ways. The NGO and IGO had the lowest level of security 

over their information. The public sector organization clearly had the highest level of security, 

with a two-factor Authentication. A two-factor Authentication is when an employee needs 

two independent factors in the process of gaining access to information. This is a more secure 

way of identification and ensures that the identity correlates with the employee. The IGO used 

Smart Cards to gain access to the building; however, this was only to gain physical access. 

The public sector organization used Smart Cards both for accessing the building, locked doors 

as well as for signing onto the computers. 
 
 

5.1.2 Analysis on Authorization 
 
 

A common denominator for all three organizations was the important aspect that the 

employees had enough access to manage their work. However, the organizations had different 

opinions on how restrictions should be managed. The NGO and the public sector organization 

did not mention how they manage responsibilities, but instead, they talked about the 

responsibility one has as a colleague to have knowledge about the policies and regulations 

concerning Authorization within the organization. They also mentioned the importance of 
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responsibility over personal information. The IGO instead highlighted the importance of a 

sense of ownership for employees. In this sense, they could be the ones to decide who gains 

access to certain information. The public organization also mentioned that transparency is 

widely spread within their organization. They mentioned the fact that too many employees 

can access certain things; especially the IT-expert saw this as an issue. The end-user thought 

this to be positive since they are a governmental agency, which requires transparency. The 

NGO on the other hand, mentioned that they outsourced their IT-management to a third party, 

which had led them to assign two employees with full Authorization rights. The organization, 

however, was considered to be built on trust. The employees were not allowed to install any 

programs on computers as this can lead a security risk. The third IT-party as well as the two 

administrators was allowed to decide which applications to install. 
 
 
5.1.3 Analysis on Accounting & Non-repudiation 
 
 
The NGO did not use any kinds of logging tools, instead the help of already existing built in 

tools in Word or Google documents, they could track the activity of each employee. The IGO 

and the public sector organization used similar approaches to see who has done what and who 

to hold accountable for specific documents or reports, but it also helped monitor details about 

how the organization is working. These logging systems were used to gather different types of 

information. 
 
 
5.2 CIA MODEL ANALYSIS 
 

 
Since Confidentiality, Integrity and Availability are at the core of information security, the 

three need to coincide to be efficient or if failing to do so, security risks may arise and in its 

turn it might affect the data within the organization. In order to keep information secure, other 

concepts are present to help make it possible. Authorization ensures that only certain 

employees are given permission to specific information (Prowse, 2015). All the organizations 

had implemented some sort of Authorization in order to protect certain information. As 

previously mentioned, the public sector organization had larger security measures than the 

other two organizations. The different organizations manage the CIA model differently. An 

analysis of the data gathered has been done of how the different organizations’ CIA model as 

well as how it reflects the theory, which is presented below in table 5.2. 
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Table 5.2 CIA concepts of the different organizations 
 
CIA MODEL Non – governmental Inter-governmental Public sector 
ANALYSIS organization organization organization 

    
Confidentiality The NGO uses restrictions, there are They had proper restrictions for When it comes to 

 only a few documents saved on their Confidentiality. The owner of the Confidentiality, the 
 network. However, this requires information decides who gains access. information is classified 
 some kind of password or Different actors have different in four different 
 Authentication tool. privileges to access, depending on categories. By using 
  which role. specific usernames and 
   passwords, as well as a 
   two-factor 
   Authentication, they can 
   ensure Confidentiality 
   over all information. 

    
Integrity When it comes to reports, the The IGO used specific usernames, as Log rectification 

 organization uses specific usernames well as an intranet to share systems and other tools 
 so changes can be tracked in order to information. Furthermore, they also were being used in order 
 know who changes what. The NGO used different logging tools to collect to ensure Integrity on all 
 lacked the tools to maintain Integrity data about employees and information levels. 
 of information within the including suspicious behavior and  
 organization. They did not have any unauthorized people.  
 logs or tools to see whether   
 information had been tampered with   
 or if unauthorized people had access   
 to the network.   
    
Availability They considered their Availability a The intranet is constantly used which The public sector 

 problem. They considered their contains information and data. Logs organization is very 
 information as too available. were used to keep information open with their 
  available to the rightful people it. information, which was 
   considered to start 
   having a negative effect 
   on the organization. Too 
   much Availability was 
   not considered desirable. 
 

This is how the different organizations manage the concepts of the CIA model, summarized 

from the results of the interviews. 

 
5.3 FRIED-EGG FRAMEWORK ANALYSIS 

 
 

This analysis compares the ways the different organizations work with a combination of 

Authentication, Authorization and Accounting/Non-repudiation and also the analyzed 

information from table 5.1. This analysis compares the data to the fried-egg framework. The 

reason for this is to find connections between the employees’ perception regarding 

information security and how the organization manages the controls within the organization 

and what effects this might have. 
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NGO - Fried-egg framework analysis 
 

 
The analysis of the technical controls of the fried-egg framework (Dhillon 2007) figure 2.3 

from the theory chapter have been based on the results gained from the interviews with the 

NGO. The organization has implemented basic technical controls in form of specific 

usernames and passwords that are unique to each employee. With their username and 

password, an employee can gain access to the organization’s network where all data is stored. 

The organization does not use logging tools to help them identify if an employee is who they 

claim to be. However, the system they used is also a part of the Technical Controls. Further, a 

system has been implemented where they can manage all their legal cases, which requires 

additional login data, with a username and password. The system provides extra security 

because of the sensitive information that is shared within the system with their local partners. 

 
The Formal Controls of the NGO have to make sure to give the Technical Controls sufficient 

support. The Formal Controls this organization uses is in form of a policy regarding the 

password and how to manage it. This includes guidelines regarding what to do with 

passwords when people quit or end their employment or internship at the organization. In 

addition to this, guidelines for the document-sharing system used together with their local 

partners, is specified to help guide both partners and employees. The organization cannot see 

if an unauthorized person accesses to their network. 

 
Regarding to the Informal Controls the organization focused mainly on their document-

sharing system. In addition to this, the organization did not raise awareness of information 

security or security risks. This is one of the biggest vulnerabilities the organization has since 

the organization is quite accessible and open. To not raise awareness, by educating or training 

the employees could be threatening the organization, especially since they did not use logging 

systems to track employees or monitor the work of the organization. The organization did not 

mention which employee that was responsible for information security and who to hold 

accountable. 

 
It was stated in the interviews that the NGO could see a distinct gap between the three 

controls. Admitting this and considering it a problem, proves that their security is low and that 

employees were not aware and informed enough regarding the security risks, information 

security, how to handle information or how to use their systems in an effective way. By 
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looking at the fried-egg framework, one can see that there are potential security risks within 

the organization. The NGO had less security than the other organizations and the NGO was 

also less aware of threats and security risks. 

 
IGO - Fried-egg framework analysis 
 
Technical Controls 
 
Within the IGO, they used basic usernames and passwords as Authentication to identify 

employees. There were two major systems that employees Authenticate to, one was used to 

communicate with the customers and members, and the second was the intranet of the 

organization. The organization also used different logging tools to track what each employee 

has done, and to be held accountable for. The tools were also used to track if unauthorized 

actors had gained access to something they were not suppose to have access to. 

 
The Formal Controls of the IGO were there to help support the technical controls. The 

organization had created different policies regarding information security and how to handle 

passwords within the organization. The policy specified in information security consisted of 

several guidelines that were supposed to help employees in information security and how to 

manage information. The organization had been training their employees annually in 

information security. In addition to this, the IGO offered day-to-day trainings to increase 

awareness and minimize mistakes made by employees. 

 
The IGO worked with Informal Controls to raise awareness in information security and other 

security risks. They also worked with the remaining staff regarding policies and other issues 

in order to raise awareness. All employees were responsible to ensure that no information 

ended up in the hands of an unauthorized person. The owner of the information was 

considered responsible for Authorization and giving access to the right person. 

 
Public sector organization – Fried-egg framework analysis 
 

 
The technical controls of the public sector organization consisted of basic Authentication such 

as usernames and passwords, which were specified to each employee. Furthermore, the 

organization had increased their security in form of a two-factor Authentication with a Smart-

card. For employees who worked remotely, text message Authentication was used instead. 
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The two-factor Authentication was used to gain access to information that required a higher 

level of Authentication. Because the organization classified all their data in different 

categories depending on how sensitive the data could be considered, the two-factor 

Authentication was used to gain access to information regarding more sensitive issues. The 

classification of the data decided which level of Authorization that were needed. The 

organization also used different logging tools to track and supervise what the employees were 

doing, and if someone unauthorized had gained access to information. The formal controls of 

the public sector organization contained different policies regarding information security and 

how to handle passwords. The organization had one specific policy which focused on 

information security with 14 guidelines that covered different areas such as the Availability of 

information, risk analysis and classification of information to mention a few. 

 
The informal controls in the public sector organization were to raise awareness of information 

security and security issues. They educated employees and made them more aware of 

different security threats such as spam e-mails. The organization provided different types of 

training and educations as a help to increase employees’ awareness regarding information 

security. The education consisted of one web-based introduction course, as well as basic 

training in information security, which would be renewed annually. The organization’s 

employees have the main responsibilities towards colleagues to learn and follow regulations 

and policies that the organization has developed, as well as all other policies in order to 

efficiently do their work. 
 
 
5.3 ANALYSIS OF THE ORGANIZATIONAL PERCEPTIONS 
 
 
In this section, the themes from the second group regarding information security are 

discussed and compared to the theory, to show how the different organizations work with 

information security, policies, security risks, education and training of employees. The 

analysis will be presented both in text and in a table that consist of an analyzed summary. 
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Table 5.3 Summary of the analysis from the second group 
 
Theme Non-governmental Inter governmental Public organization 

 organization (NGO) organization (IGO)  

    
Information • Understand information • Broad perspective. • Young organization 
security security as two things. • Information security is • Trying to have same 
within the • Uses a more secure system for always related to the CIA security culture 
organization legal cases. model. • Relates back to CIA, 
and   build from the base. 
information • Physical security • Lower bar of security for  
security • Safety locks with code bar customers and members. • Increased physical 
measurements • Special containers to throw • Takes risks to be an security. 
taken. classified hard copy documents. transparent organization. • Smart card 

   • Guarded entrance 
 • Far behind when it comes to • Physical information • Insight protection 
 information security. • Smart card • Rooms with extra 
 • As an NGO, cannot take • Guarded entrances. security. 
 bigger steps.  • Shredders. 
   • Safety locks. 
Security risks • Aware of several security • Hard to predict • Security culture is not 

 risks. information security future. expanded. 
 • Problems with too much • Basics always the same. • Security is too low. 
 Availability. • Lack of awareness among • Parts of the organization 
 • Everything is accessible on the employees. that has too much 
 network.  security. 
 • Should have own space for • The job of an IT-expert is  
 staff not only for board to find security risks. • Not allowed to leave 
 members. • Employees need to be computer while its on. 
  more aware. • Constantly under 
 • Vulnerable within their • Ransomware virus security risks. 
 network.  • Have procedures to 
 • Do not have enough resources  handle attacks, 
 to fix problems.  • Create Incident reports 
   and evaluating what 
 • Believe they are not a target  happened. 
 for security threats or attacks.  • Prevent from happening 
   again. 
   • Employees receive 
   spam e-mails 
Awareness • Lacks education in how to • Important to train • Web based education 
and training handle information security. employees in information • Lecture based 
of employees • “Learning by doing”. security. education, should be 
in information • Got training in one of the • One-time training renewed yearly. 
security systems. sessions. • End-user had a hard 
within the • Created guidelines for • Extra training sessions if time remember receiving 
organization. employees and partners. needed. training. 
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   • Security around the systems is • End-user can not • Created guidelines in 
   not optimal. remember receiving how to handle the 
    training. systems. 
    • Learning over years.  
    • Frustrating to use  
    systems.  
     
How the • Policy regarding passwords. • Policies regarding • Policies regarding 
organization • Not very strict. password. passwords. 
managing  • Built on trust. • Annoying. - • Specialized policies in 
policies  • Policies located within the  information security. 

   network hard drive. • Two different bars • Available on Intranet 
    • Convenience aspect. and Process tool 
   • Do not have any other policy • Customers and members • Policies is based on ISO 
   regarding information security. has a lower bar. 27000 series. 
    • No expiration. • Guidelines beneath the 
    

• Employees have a higher 
policies. 

     
    bar. • Employees find it 
     frustrating. 
    • Other policies. • Unsure where to find 
    • Different guidelines. the policy. 
    • Low awareness.  
    • Search for answers when  
    they need.  
     
Informants  • Different answers • Different answers • Mixed opinion 
opinion on • Project officer thinks Integrity • IT-expert thinks they are • End-user thinks 
what concept is most important equally important Availability is most 
from the CIA   important. 
model that is • Human rights officer thinks • The counselor thinks that  
most   they are all inter-linked and Availability is most • IT-expert thinks that all 
important  equally important. important and Integrity is are equally important. 

    second.  
      
 

Table 5.3 presents a summary of the analysis of the second group, which consisted of how the 

organizations work with information security, security risks, awareness policies as well as 

their own opinions on the concepts of the CIA model. 
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5.3.1 Views of the Information security within the organizations 
 
 
The results from the NGO showed that information security is not prioritized to a larger 

extent. More work regarding this aspect could be done. On the other hand, they do have some 

considerations regarding these measure. They have stopped sharing their fact-findings with 

their partners through e-mail, which can be considered an improvement. The organization 

looked at information security as two things, both of which are not included in the CIA model 

(Prowse, 2015). The first way they saw information security as was how they improved their 

own systems. The second was how they need to improve within the organization to become 

more secure. Compared to the theory and the definition of what information security 

symbolizes (which is to protect the Confidentiality, Integrity and Availability of information 

assets), their two definitions of information security go outside of formal definitions. Since 

the CIA is crucial to keep information and data protected, the lack of this perspective can 

come to be problematic for the organization and expose potential security risks. The 

organization mentioned that the lack of information security made them feel far behind other 

organizations. Physical security was instead implemented to a greater extent and their 

physical building was mentioned as a valuable and secure asset. In order to gain access to the 

building one needs a code. In order to enter the office, they need another code specified to 

their floor level. 

 
Within the IGO, the informant’s perspective regarding information security showed that the 

organization related all their information back to the concepts of CIA (Prowse, 2015). This 

proves that the organization has implemented a proper base to operate from, as the 

organization is seen as open and transparent, and thereby the organization has chosen to take 

risks in order to stay available because the feeling that the organization cannot be both open 

and maintain a high level of security. This has resulted in a series of security risks, and is 

therefore a threat to the information. This has however been a conscious choice that the 

organization has made. To take it one step further the IGO has also a lower bar of security for 

their customers and members because the organization believes that it is more convenient for 

them. As Wood (2004) also mentions, the IGO has selected to be more transparent regarding 

their information, which can be problematic when it comes to protecting Confidential 

information. This may cause problems with the balance as Whitman & Mattord (2012) 

mentions as the balance between security and access is needed, otherwise bigger threats may 

arise. 
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The public sector organization related their information security to the CIA model as well 

(Dhillon, 2007, Prowse, 2015). However, the public sector organization also brought up 

quality as another concept that they are trying to work with, which is seen as important. This 

has been added, as the organization did not believe that the CIA model concepts could 

solemnly manage their information security. The organization thereby added quality to make 

sure and improve their information security. In addition to Confidentiality, Integrity and 

Availability, their information also require quality to strengthen the state of the information. 

One problem within the organization is that different departments worked differently with 

information security. This means that there were variations of how to protect information 

within the organization. A consequence of this is that the organization has had problems with 

sharing information across different departments due to one having stricter access. 

Furthermore, a higher level of security could also have a negative impact and decrease 

Availability, which might create imbalance in an open organization. This seems to be the case 

for the public sector organization as Whitman & Mattord, (2012) argue that it is crucial for an 

organization to maintain the balance between access and security; otherwise it can result in 

weaknesses and vulnerabilities. 
 
 
5.3.2 Discussion on the views of Information security within the organization 
 
 
The results from this study were in some aspects similar across the organizations, although 

the organizations were different in structure and sector. One interesting aspect from the 

results was that the NGO did not have a very high level of security, although they worked 

with legal cases, which might demand very strict Confidentiality. The NGO considered itself 

to be safe, due to the high security of their building, which shows that for them the physical 

security was considered important. However, information security is more than the physical 

aspect. They were on the other hand aware of being behind compared to others when it came 

to information security and they still had a long way to go if they want to ensure information 

security in other aspects than purely physical. The other two organizations managed their 

information security in a more formal way compared in terms of theory. The public 

organization had even extended the CIA model with an added concept, which was never 

mentioned in the theoretical section of this research paper. This showed the devotion to 

information security and the level of priority it had for the organization. 
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5.3.3 Security risks in the organizations 
 
As Whitman & Mattord (2012) mentioned, although an organization has a fully functional 

and working information security system, it is impossible to achieve perfect security, threats 

will always be there. An attack takes advantages of the vulnerabilities in order to gain 

information or compromise systems. These three organizations handle threats and attacks 

differently. The NGO did not see itself as a potential target. However, they work with legal 

cases, which often contain sensitive information and should not be shared with the public eye. 

Therefore, information security is still an important aspect for them to consider in order to 

keep their clients safe. 

 
The NGO did not have any polices regarding information security, or how to deal with threats 

or attacks. One of the biggest threats to information security within an organization can be 

considered the employees (Whitman & Mattord, 2012). A vulnerability for the organization is 

that almost all information is accessible with the username and password. As the organization 

did not use Accounting, which means that they do not log or track information to see if 

someone unauthorized has gained access to the information. Any potential security risk and 

effect could be very threatening for the organization. They also relied heavily on trust more 

than security and to mainly build the security system based on trust could potentially harm the 

organization and make information malicious or damage the security systems. As mentioned 

earlier, human made errors are one the main threats to an organization, and by purpose be 

based on trust and rely that employees do not make mistakes could be more expensive than 

implementing a higher level of security. Because, in current state the information within the 

NGO is not protected from human errors that otherwise could be avoided. 

 
The IGO on the other hand was aware of the many potential threats and were actively 

working towards preventing potential harms. The IT-expert also stated in the interview, that 

they work with identifying risks and implementing controls. The organization has to choose 

either to accept the risk as it is or try to prevent it. An interesting aspect that the end-user 

brought up during the interview was that they had lowered the bar for customers and this 

could also be seen as a potential security risk. The end-user also mentioned that they have had 

issues with security risks such as open access to the network, and clear text exchange of 

passwords in the past. Someone with minimal level of access could thereby spoof 

information. A Spoofing attack can hurt the organization and expose confidential information 
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to unauthorized people (Dhillon, 2007). As the analysis of the fried-egg framework shows, 

there are gaps within the organization that potentially may expose the information. 

 
5.3.4 Discussion on the Security risks 
 
Security risk can be shown in many different forms, this is one of the most interesting aspects 

when it comes to finding differences and effects of information security. The most remarkable 

result from this was that neither of the end-users from the IGO or the public sector could 

remember receiving any training or education regarding information security. This was 

although the IT-experts in both of these organizations mentioned that every employee had 

received training. This is interesting from the perspective that they are both two large 

organizations, and the study only interviewed one end-user in each of these organizations. 

This could potentially show big issues within these organizations that they may not be aware 

of, due to their large size. They do use large resources to train the employees in how to handle 

information security and when it turns out that the result of this is may not be as rewarding, 

given that employees do not even remember receiving the training. The theory shows that 

imbalance within organizations is very serious and may effect the entire organization if they 

do not address and adjust these problems. 
 
 
5.3.5 Awareness and training of employees 
 
 
As Whitman & Mattord (2012), Wood (2004) and Shostack (2012) all argue, that the more 

people that gain access to information, the harder it will be for organizations to maintain 

proper security and keep a balance within the organization. According to Schmidt (2011) the 

weakest link to maintain information security is the employees, which means that the more 

employees that gain access, the higher risk. Human errors can threaten the entire organization 

or disclose sensitive and classified information to unauthorized people. To prevent this, 

training and educating employees is one of the best solutions (Whitman & Mattord, 2012). As 

the IGO´s IT-expert stated in the interview, they work on this with the entire staff on a regular 

basis. However, the answer of the end-used was the complete opposite, as they did not 

remember receiving the training. An effect of this, is shown in the summary of the IGO 

interviews. The end-user believed instead that learning over the years have taught the 

employees how to deal with the systems and the information in a correct way, rather than 

relying on formal training and education. Nevertheless, the end-user found the systems to be 

problematic to use after a while, since adding different security measures to the systems is 
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necessary as employees within the organization use poor judgment and cause vulnerabilities 

in the systems. Therefore, the systems need to be more secure or stricter and this causes 

irritation among employees. An example of this was when one of the colleagues was found 

with the Ransomware virus after poor judgment of clicking on links within an e-mail. 

 
The public sector organization faced similar problems as the IGO; however, the public sector 

organization has departments within the organization that have what can be considered a far 

high-level of security than necessary and in other departments, they lack security instead. This 

can be considered a huge problem and open up more vulnerability as the information and 

communication between departments might be challenging due to the inconsistency in 

security. This created an imbalance that might be difficult for the organization to level. 

During the interviews it became clear that the culture of security is an issue, as it is not spread 

within the entire organization. In addition to this, the understanding of information security 

was quite low which shows an obstacle, which needs to be tackled. 

 
The end-user could not remember whether or not a training or education was received in how 

to manage information security by the organization even though the IT-expert stated that 

everyone within the organization had participated at least once. According to Whitman & 

Mattord (2012) training and raising awareness of information security helps employees in 

how to manage information security. Increasing the awareness of security issues is also one of 

the most cost-effective controls an organization can use (Dhillon, 2007). The public sector 

organization did try to implement this, but the results shows that they have not succeeded, 

since the end-user did not remember receiving training. This is very important to the public 

sector organization because they are always exposed to threats and potential attacks. If an 

employee by mistake discloses information or opens questionable spam e-mails, this can 

potentially be disastrous for the organization. The theory has brought up different types of 

attacks that could happen to an organization, these attacks are only a few of the most 

common, and a DoS-attack was mentioned in the interviews. The purpose of such an attack is 

to make information unavailable or for the systems to not work properly (Prowse, 2015). 

However, if an attack were to happen, an incident should be created. The incident will be 

formulated into a report, that will later be reviewed, and decisions based on the report can 

then be taken in order to learn from the attack and improve the work until next time. 
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5.3.6 Discussion on awareness and training of employees 
 
 
It seems like the NGO had less problems with security risks, even though they could be 

considered far behind in the development of information security. This could also be a sign 

that they have unauthorized people inside their network without their knowledge. The NGO 

has invested less time and resources to maintain awareness and training of their employees, 

compared to the IGO and the public sector organization. Despite this, the NGO had not had 

any security related incidents with their employees. One explanation for this could be that the 

employees might not have noticed that they have done something that potentially could be 

seen as a security risk, given that they have not received training or education in how to 

manage information security. All the organizations need to change the way they work with 

this, because the results show that employees are unaware of information security and the 

training that the organizations provide seem to be either forgotten or insufficient. 

 
5.3.7 Policy analysis 
 
 
According to the fried-egg framework, polices and other regulations are managed by the 

formal controls. These controls help and form this protection around the egg yolk as Dhillon, 

(2007) explains in relation to the fried-egg framework. All three organizations have 

implemented a policy regarding passwords, although, they work differently in how to deal 

with these policies. The NGO for example relies more on trust than security of the 

organization because the organization is very small and all employees know each other. 

Therefore, the organization is not very strict with how strong the passwords should be. As 

Dhillon (2007) mentions, the balance between the controls need to collaborate with each other 

in order to create a secure environment. Since the organization manages the formal controls 

poorly, the other controls have to be built around this in order to keep the systems and 

security in balance. 

 
The IGO has worked out a policy that covers information security with different guidelines. 

The IGO has done as Luo & Liao (2008) suggests, by making sure this is available on the 

intranet and easy to find. The organization has also tried to remind the employees from time 

to time about these policies. Further, according to the end-user, the document with the 

policies can be considered difficult to retrieve for regular employees. This shows the different 
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perceptions within the organization, given the differentiated interview answers, but also a gap 

in how the organization manages the Formal Control. Since the IGO has a higher security, 

this problem may create an imbalance in the Fried-egg framework. As Dhillon (2007) 

describes, if an organization prioritizes the technical system to an excessive amount, this can 

interfere with the rest of these systems and eventually the entire system could become 

insecure. 

 
The public sector organization has taken this one step further, similar to the IGO; they have a 

specific policy that covers information security in a more general term with guidelines to 

support the policy. Their policies are based on ISO 27000 series which is an organization that 

creates standards for different fields. The 27000 series is concentrated on information 

security. However, the public sector organization had the same problem as the IGO, of their 

employees not finding their policies and making sure the policies are visible for their 

employees. The end-user consideration was that the policies were a nuisance, as the 

organization has a policy, which states that they are not allowed to leave their computer 

unsupervised without logging off. This can be seen as a security risk and a gap in the formal 

system as well. This creates an even bigger imbalance than could be found in the IGO since 

the security overall within the public sector organization is more demanding and therefore the 

gap between the controls are more imbalanced. 
 
 
5.3.8 Discussion on Policies. 
 
The most interesting aspect of results is that the NGO relied on trust more than security, as 

previously discussed. Blindly trusting your employees may be cheap but it can also be very 

costly. Given that something happens, the NGO does not have any written policies of how to 

deal with this, the procedure of solving the issue after it has occurred can be very expensive 

and time-consuming. On the other hand, if this is done correctly, it can be a cost effective tool 

to use employees and the trust within the organization. This topic is recommended as a further 

study since it is interesting, yet relatively unexplored and could be more investigated. 
 
 
5.3.9 Discussion on the concepts of CIA 
 
 
According to Dhillon (2007) the concept of CIA always needs to cooperate with each other, 

otherwise an imbalance can arise and create gaps within an organization. The informants from 

the NGO had different answers to which of these concepts that were the most important. The 
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end-user stated that all three were interlinked and one could not be considered more important 

than the others. The IT-expert within the NGO considered Integrity to be more important than 

the others since the organization had to be reliable. The answers from the IGO differed as 

well, the IT-expert stated that all three factors go hand in hand and that one cannot be more 

important than the others. However, the end-user of the IGO saw Availability as the most 

important aspect, as well as Integrity, while the weakest requirement was Confidentiality. 

 
From the perspective of the public sector organization, the IT-expert believed they are equally 

important, due to the state of the organization. There were times when Confidentiality could 

be considered the most important but it all depended on the situation. The end-user thought 

that Availability was the most important since the organization is a governmental agency 

funded by tax-money from the citizens, which requires some level of transparency and 

accountability. 

 
As all informants from these organizations have different perspectives, this can prove to show 

an imbalance within the organization. In order to have a balanced organization, all employees 

need to work toward the same objective or goal. If each employee has their own mindset of 

what information security really is, they are not working with the same mindset, which will 

create deviations in result. People in general may have different perceptions regarding what 

information security is, but working within an organization, that perception has to be in line 

with the goals worked out by the organization especially if the organization has policies and 

guidelines on how to manage information security. 

 
5.4 FINDINGS FOR EACH ORGANIZATION 
 
This section presents findings from each of the organization participated in this study. These 

findings are based on the results from interviews conducted on the specific organizations that 

was chosen in this study. They are not general conclusions; however, these findings can be 

seen as guidelines for similar organizations. 

 
Findings for the non-governmental organization 
 
The NGO is very vulnerable within their own network, since they do not prioritize 

information security. Further, they do not see themselves as a potential target although they 

work with legal cases, which often contain sensitive information and should therefore not be 
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shared with anybody. Another problematic aspect is that they did not have the resources to 

prioritize information security; although they put in the effort they can in order to protect 

sensitive documents. There have been improvements because in the past, they used to send all 

their information through e-mail, before implementing a system together with their local 

grassroots partners. This has however led to access of documents for all employees and the 

process of finding the information needed quickly is more difficult. Inevitably this means 

improvements in regards to information security, but also confusion regarding the 

whereabouts of information. Conclusively, this has caused inefficiency in their daily work as 

well as the threat of everybody being able to gain access to all information, even above their 

Authentication level. 

 
Findings for the Inter-governmental organization 
 
The organization believes they are good at training and educating their employees about 

security and raising awareness, but they need to have a better evaluation of how the 

employees’ understanding of information security. The systems constantly change to mitigate 

the mistakes of the employees. However, the employees have difficulties understand the 

added value of this and the concept of ensuring information security at all times. This means 

that a lot of resources are spent on something that is not highly appreciated within the 

organization. This has created a negative cycle, where systems are changed as an effect of the 

mistakes created by an employee, and the rest of the employees need to adjust accordingly to 

the system. In turn, this has created systems that are less user-friendly and the risk of mistakes 

has increased. 
 
However, this shows that a few of the controls that the organization have put in place are 

helpful and strengthen the security around information, but there are still critical problems 

which need work, namely regarding the employees. 

 
Findings for the public sector organization 
 
The public sector organization put a lot of focus and effort into its information security. 

However, the employees do not see the added value to this and tries to find alternative ways 

to get around the security measures which has has ultimately led to inefficiency. Because 

employees are the most important actors when it comes to information security, lots of 

resources have been put into this without the wanted result. This level of security has perhaps 

not been needed, because the employees have not appreciated it and as the organization has 

been attacked plenty of times. Furthermore, higher security influences Confidentiality, this 
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means that it will consequently be harder to access information for people with Authorization 

within the organization. 

 
The public sector organization also need to look over the organizational controls, as they tend 

to put more focus on the technical controls rather than creating a balance between all the 

controls. This has created imbalance within the organization and gaps in their methods of 

working with security and to accomplish this, the organization needs to increase the 

awareness and continue to remind their employees how to manage information security. 

Furthermore, there is a need to be more aware of how their employees consider and manage 

information security, as increased security will have impacts on the employees and the entire 

organization. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

52	



 

6. CONCLUSIONS & FURTHER RECOMENDATIONS 
 
Here is the general conclusion presented along with further recommendations from findings 

from this study as well as on topics that can be researched further in the future. The 

conclusions of this qualitative research that investigated what the effects of information 

security within different organizations has been generalized, and more detailed conclusions 

from each organization can be found in “Findings for each organization”. 
 
 
6.1 CONCLUSIONS 
 
 
The purpose of this thesis has been to investigate the effects information security might have 

within an organization as well as how these are managed. The conclusion from this research 

was that if an organization were to increase the security within an organization, these 

measures need to be highly motivated and in constant dialogue with the employees. In this 

way, the organization can ensure that the increased security will have the desired effects. 

Furthermore, with larger openness and accessibility, employees will have easier and quicker 

access to the information needed. This brings effectivity into the organization, but also higher 

incentives for attacks and malpractice of information. 

 
Valuable general conclusions from this study. 
 

 
There has to be a constant dialogue with the users, all the employees within the organization 

need to be aware and have the same mindset regarding what information security means for 

that specific organization. In failure to do so, the organization will not reach the desired goals 

and they will potentially have security risks, because employees that do not have similar 

mindsets as each other regarding information security will work in different directions 

towards different goals. 

 
Another effect from this study show that when an organization increases security, the 

employees find it more frustrating, and even though an organization work hard to inform and 

keep the employees up to date, the employees are still struggling. An effect from this research 

was that the end-users were overly confident in their work hence they do not realize that they 

need training and education since they have worked within the organization for a long time. 
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Increasing Information security do not necessarily mean fewer security risks, the effects are 

different depending on the organization and even which sector they are focused in. It could 

also be differences how to manage and maintain security between organization regarding the 

size of the organization. Also, the framework used did not suit all organizations, as one had 

extended the framework with additional aspects in order to further develop their information 

security. 
 
 
6.2 FURTHER RECOMMENDATIONS 
 
The results of this study paves way for further research that looks at Transparency versus 

security. Do organizations have to sacrifice one for the other? In order to maintain a level of 

transparency, organizations must give up some part of security, however, are there ways 

around this? This is a weighted decision in which the organization must value one higher than 

the other. If transparency is not highly valued by the organization, then the recommendation 

might be to increase the security aspect instead. This is something that future researchers can 

look into and discuss from various perspectives. 

 
Another interesting aspect that was discovered during the interviews was that trust was 

discussed by all organizations as an important element to information security. Should an 

organization implement controls so that employees can be trusted, or should an organization 

be built around trust, and rely on every employee to not make any error to cause a potential 

security risk? This was a reoccurring aspect which has been not evaluated in this study. 

However, this could be subject for further research in the future. 
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Appendix 
 

 
Interview Protocol 
 

 
Thank you for taking the time to interview with me. I am currently writing my bachelor’s 

thesis which regards information security within organizations. 

 
You have the right to quit the interviews at any time, this includes withdrawing any 

information during any part of the process. 

 
First, let me ask you a few simple questions regarding you and your organization. 
 

 
What is your job title? 
 
What are your responsibilities? 
 
For how long have been working within the organization? 
 
 
What is information security to you? 
 

 
• Define what information security means to you? What is your definition? 
 
 
Information security within your organization? 
 

 
• How would you describe with your own words, the security within the 

organization? (Why is that?) 

 
Authentication 
 
• Explain what type of security tools you are using? (If person asks for example, ask about 

Pin-card? Username/password? Smart cards? 

 
• Have you been trained or educated properly by your employer to handle information 

security within your organization? (Explain how you felt about the training?) 
 
(Explain how your systems work, did you receive training in how to use that?) 
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• From a security perspective how are you feeling, using the systems that the organization are 

using? 

Do you feel safe? Can you trust that other employees are the ones they say they are. 
 
 
• Do you have any responsibilities regarding the information security within your 

organization? Yes/No? Please elaborate why and how? 

 
• How you would proceed to get information about a certain document within the network of 

your organization. 

Security aspects? Different Authorizations? 
 
 
Accounting 
 
• Can you please explain what kind of identifying tools your organizations using to identify 

who has done what? 

 
• How would you like to see the security around information within your organization? 
 
Is there a lack of security? Too much security? 
 
Protecting wrong information? 
 
 
Security risks 
 

 
• Are you aware of any security risks? 
 
 
• Have you or your organization been targeted with any security threats or attacks? 
 
If so, what happened after? Did the organization implement anything or increased the 

security? Decreased the security? 

Have you noticed any differences after the attack? 
 
 
Password and policies. 
 

 
• Password is a very important aspect of security, what is your opinion on password within 

your organization? What is the organizational policies regarding password? 
 
How do you feel about that? 
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• Does the organization have any policies regarding information security that you know of? 
 
If not, do you know where you can find the policies? Have you got information about where 

to find policies? 

 
• Have you ever been affected by security in your work process? 

How did you react? Did you ask anyone else about it? 

Does information security in any way affect collaboration in your organization? 
 
 
• What are your thoughts regarding security? Explain what impacts information security has 

on your work? Does it make it harder for you to work? Is it easier? How do you feel? 

 
• Which of these Confidentiality, Integrity or Availability are the most important to your 

organization? Which is/are most important to your organization? 

 
Why do you think that …… is/are the most important/s? 
 
 
Is there anything else that you would like to add? 
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