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Abstract 

 

In this thesis, end user privacy preferences regarding online resources web and mobile 

applications and websites are researched and design requirements needed for the 

development of a privacy focused, privacy enhancing technology tool are identified, as 

derived from the literature, the crowd source based solution is the most appealing way to 

go. A two step literature review will help find, analyze and conclude, using this research 

findings, helping ensure that both end users and crowd source general privacy 

requirements are addressed. 

 

Summary 

 

This thesis spawn from one of many tasks, which will eventually lead to the 

development of a European Union project (privacy flag project, the creation of a crowd 

source, based Privacy Enhancing Tool (PET), in which, Doctor Ali Padyab has a very 

active role in and presented me with the opportunity to familiarize and work on as my 

thesis, my scientific background indeed helped, since my first Master‟s degree‟s thesis 

was also focused on privacy and security in Social media. The final Privacyflag tool will 

work similar to, but focused solely on privacy, as opposed to WOT
1
 (webOftrust) web 

portal and PET tool which is focused on trust.  

The general research field on privacy preferences, concerns and end user‟s needs is huge 

covering various cases, as is true for Privacy enhancing tech tools (PET‟s). 

There are ongoing debates and concerns due to the growing variety and mobility of 

devices with online accessibility. This is a major factor and concern, in end user 

adoption and usage, of an online service or resource that plays a major role in every new 

IT product, service, or online tool‟s success. 

After identifying the problem area and motivation, appropriate research questions were 

formed such that address the research gap. Unit two presents the research plan, 

methodology and literature review requirements, and addresses objectives and scope. 

Unit three is focused on the literature review findings and analysis, while conclusions 

are documented and future work and evaluation are discussed, in unit four, finally, unit 

five, which acts as an index of bibliography and appendixes. 

 

The main research question to address is 

                                                 
1
 (https://www.mywot.com/), accessed on 26/11/15 

https://www.mywot.com/
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 “What are the end user privacy preferences/requirements for web, mobile applications 

and online resources?” 

(Focusing on general end user privacy preferences/requirements in web/mobile apps) 

 

The sub research questions that help us further focus in on our thesis are: 

 

“What are the end user design requirements that can help a PET, tool, rate privacy, in 

web apps, mobile apps, and websites?”  

(Focusing on characteristics, derived from the literature, case studies, scientific 

community and other existing PET tools)  

 

Additionally  

 

“What are the characteristics that their adoption enables crowd (end users/IT 

experts/general population) involvement (use and/or contribute) in a crowd source based 

community?” 

(Focusing on characteristics derived from the literature and especially from crowd 

source based approaches) 

 

The research method used is a two-step literature review, starting with an exploratory 

research, followed by, an extensive, analytical systematic literature review, by which we 

acquired insight, formed and addressed our research questions and were able to provide 

safe and conclusive results. After the initial literature review the need for a crowd source 

based solution was evident and indeed selected for the PET tool by privacy flag itself 

(ENISA), so a focus in crowd sourcing became crucial in order to check if different or 

additional criteria should also be considered and indeed that is the case in this thesis. 

 

Most important findings showed lack of privacy policies, inadequate translations, 

EULA‟s and privacy policy statements and behavioral characteristics that play a major 

role and privacy preferences of mobile devices, (and mobile applications) and concepts 

such as least privileges rules, privacy by design or default, clear privacy and usefulness 

expectations versus reality, justifications of permission requests, hidden functionalities. 
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Similar concepts and projects are discussed as a means of gaining empirical information 

about current crowd source based solutions, proposed frameworks or methodologies for 

addressing privacy ratings, their strengths and weaknesses are presented and methods for 

privacy rating such as webutation
2
 and others are discussed. 

 

This thesis focuses on identifying end user privacy preferences and requirements, but 

also examines those within a crowd source based environment that can enable, end users 

rate websites and apps they have visited or used.  

 

Our results can be used in the design of the final tool‟s requirements and features. 

Current state of the art literature, on privacy preferences, PET tools, Rating 

methodologies and other relevant concepts are analyzed. 

 

Possible future work or additional research, that is not included in this thesis may be a 

sort of evaluation and verification by using either a survey, or IT expert interviews or 

adopting and adding online polls and feedback in the tool‟s online version and so on. 

Other similar projects can draw from this thesis and enhance it further by choosing a 

different methodology approach or even develop another PET tool, based on our 

findings.  

  

                                                 
2
 (http://www.webutation.net/ ), accessed on 26/11/15 

http://www.webutation.net/


 6 

Contents            Page 

 

UNIT 1 - INTRODUCTION ........................................................................................... 8 

1.1 Background and motivation ................................................................................. 8 

1.2 Research Gap and problem area ........................................................................ 13 

1.3 Research questions - Assumptions..................................................................... 15 

UNIT 2 - RESEARCH METHODOLOGY ................................................................. 17 

2.1 Research Methodology & literature review requirements ................................. 17 

2.2 Expected outcome of the project and project scope........................................... 20 

2.3 Out of scope ....................................................................................................... 20 

2.4 Objectives .......................................................................................................... 21 

2.5 Research limitations and gaps ............................................................................ 21 

UNIT 3 - LITERATURE REVIEW ............................................................................. 25 

3.1 General Literature review- Introduction ............................................................ 25 

3.2 Data gathering .................................................................................................... 26 

3.3 Literature review studying the initial idea ......................................................... 31 

3.4 Literature review of Similar PETS (Privacy Enhancing Tools) ........................ 35 

3.5 Websites and mobile applications Privacy preferences Literature .................... 38 

3.6 Crowd sourced based Literature, privacy ratings – studies ............................... 46 

3.7 Literature Review summary Matrix ................................................................... 62 

3.8 Results and discussion ....................................................................................... 67 

UNIT 4 - CONCLUSIONS ............................................................................................ 78 

4.1 Literature Review Conclusions .......................................................................... 78 

4.2 Future Work and Evaluation .............................................................................. 80 

4.3 Self Evaluation ................................................................................................... 82 

UNIT 5 – REFERENCES BIBLIOGRAPHY ............................................................. 84 

5.1 Bibliography- Literature reviewed ..................................................................... 84 

5.2 Online references ............................................................................................... 89 

5.3 Appendix ............................................................................................................ 89 

 

  



 7 

List of Tables           Page 

 

Table 1 Methodology selection vs. research question context (Ying Robert K), p8 ....... 18 
Table 2 Table of initial searches and records (Data gathering) ....................................... 30 
Table 3 ENISA criteria and characteristics credit Luis Hernandez et al p20 .................. 34 
Table 3 ENISA, anti-tracking plugin criteria credit Hernández Luis et al, p20 .............. 34 
Table 5 General Privacy requirements and rating criteria (web resources) ..................... 44 

Table 6 Rating Criteria and requirements of web or mobile apps ................................... 45 
Table 7 WOT comment feedback form, credit (Chia Pern Hui et al), p3 ........................ 51 
Table 8 Tool and crowd requirements ............................................................................. 56 
Table 9 Behavioural requirements and concerns ............................................................. 60 
Table 10 Main literature review Matrix ........................................................................... 62 

 

 

List of Abbreviations 

 

App(s) – Application(s) 

ENISA - European Union Agency for Network and Information and Security 

EULA- End User License Agreement 

GPS- Global Position System 

GUI- Graphical User Interface 

PDA – Personal Data Assistant 

PET(s)- Privacy Enhancing Tool(s) 

RQ – Research Question 

Sub RQ – Sub research question 

WOT – Web of Trust. 

 



 8 

UNIT 1 - INTRODUCTION 

1.1 Background and motivation 

 

Both IT scientists and the general public have identified privacy as a major concern, 

with many considering it, one of the major current global threats, since all sorts of 

individuals or corporations can gather huge amounts of data for an individual‟s 

professional or personal life, (from search engines to organizations, universities, 

corporate firms, government agencies, marketers, hospitals, insurance institutions) and 

further more they are also able to store it for undisclosed use and timeframe. 

 

Roger Clarke, a famous privacy researcher, has published articles on his website 

offering definitions and analysis, on all views on privacy from philosophy, psychology, 

economy, sociology and politically, showing it is indeed a basic human right and a 

social need, further more examining individual concepts such as physical privacy, 

behavioral privacy, communications privacy and personal data privacy
3
. Other useful 

scientific articles about privacy include Legal issues and definitions by (Warren and 

Brandeis, 1890 “The Right to Privacy”) and Technical Issues and definitions by (Report 

to the president, “Big data and privacy, 2014, a technological perspective).  

 

Privacy according to, (Kang, J. 1998), is defined as “Shifting meaning according to 

context, which can convey numerous ideas and is clustered into three major groupings”, 

the first is physical space, where a person is protected from intrusion or invasion from 

unwanted signals or objects. The second grouping is choice, the ability of any individual 

making their own self defining choices (the most battled against by governments, the 

large public and others, during the course of human history), finally the third grouping is 

personal information flow, concerns of control an individual has over his own personal 

data (from acquisition, circulation, use and deletion covering all the cycle of his data). 

More over as Kang J. argues usually all three clusters are interconnected and as a 

conclusion all three can be thought of as protection of human rights and dignity.  

 

                                                 
3
 (http://www.rogerclarke.com/DV/Privacy.html), accessed on 27/11/15 

http://www.rogerclarke.com/DV/Privacy.html
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Social networking websites constitute a major online player (including email and other 

communication platforms) and have been analyzed thoroughly, in privacy terms and 

concerns and their additional security risks are noted in several papers. 

For example (Miriam Bartsch et al), indicate that in social networking websites users 

that have privacy literacy are usually those who have been configuring and 

experimenting with their privacy preferences for a longer time than others but also 

confirmed that users who spend more time on these platforms do not necessarily have 

more privacy literacy than the rest who don‟t, on another case (Kanings B et al, 2016), 

argue that privacy and trust are the critical factors for user adoption and acceptance of 

next generation ambient intelligent environments, since large amounts of personal 

information embedded in such environments also introduces several privacy issues, 

privacy protection and trust must thrive, in another study by (Hajli N et al, 2016), 

concerning social networking sites, discuss, how much user behavior is affected by 

privacy awareness, while many researchers also discuss privacy and user needs and 

preferences versus data mining companies, behavioral analysis and marketing on the 

web and especially in web and mobile applications.  

 

Concerns rise, as to how much personal data should the average user disclose, to access 

a resource, or how many options need to be reconfigured, so that the end user can enjoy 

adequate privacy on his online activities?  During the last decade online social media 

and the android and IOS devices boom, end users own privacy concerns and 

requirements, shifted more on mobile applications and web applications, since they are 

now the norm, enjoy substantial market share and usage and play a major part of the 

daily routine (either for entertainment, communication, business or any other form of 

service) of most average users daily lives, since the creation and adoption of more 

versatile and varied devices, with enhanced portability, accessibility and power and with 

previously, unimaginable additional features and services provided in real time.  

But what exactly are these web apps and mobile apps and their services, everyone is 

using? (James Duncan Davidson et al, 2008), define Web or mobile applications as “A 

collection of servlets, html pages, classes, and other resources that can be bundled and 

run on multiple containers from multiple vendors. A web application is rooted at a 

specific path within a web serve”. 

It is also defined (Bakhtiar M. Amen et al, 2007). as “Written source code in various 

environments and programming languages (java for example), designed so that it will be 



 10 

run in Mobile OS‟s such as Android or IOS for example and these apps can be used to 

enhance end users everyday life” (for example banking, online transactions) or for 

entertainment (games, social media). 

A vast percentage of websites and applications tend to invade into user‟s everyday lives 

by demanding and exposing too much personal data and especially by selling their data 

to third parties, for example marketing and data mining firms.  

(Baig, M.M et al, 2015) discuss the medical industry and find major privacy flaws in 

healthcare focused mobile applications) and how political parties data mine user 

opinions and habits).  

 

Many professionals claim, major web apps and sites, promote unethical use of their 

visitors, user‟s and customers data and argue how can the user avoid or be warned about 

such apps and websites so that he can control his online privacy.  What are the average 

user needs and preferences and how apps and websites adhere. 

(Marcello Paolo Scipioni et al, 2010) argue for example, one key privacy threat is the 

geo-location and tagging- tracking, of end users physical location status. 

 

These are coupled with an ever growing concern deriving from modern devices mobility 

and online accessibilities by a huge variety of devices (from tablets, phones to smart 

watches, GPS devices, car automation systems, smart houses) and the use of mobile 

applications, becoming a necessity for everyday user. 

 

As (Jan Lauren Boyles, 2012) and other studies have claimed, there are numerous 

privacy issues unaddressed yet which leads many users to avoid installing a mobile or 

web app and showing the vast public concerns, about their privacy and personal data 

management. In the same paper their survey based research findings, showed that smart 

phone users are eager to backup their phone‟s data, delete their browsing history but are 

more prone to lose their phones, have geo tracking and geo location turned off and have 

also experienced cases of identity theft, attempts to undermine their privacy and felt 

intrusion in their private life and they are also more cautious since half of them have 

refused to install an untrustworthy app and had uninstalled an app due to privacy 

concerns.  

The study showed that percentages rise within, young and educated people above 60%. 

Above half of those surveyed answered they refused to install an app or use an online 
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resource due to privacy concerns and requirements (access rights) or uninstalled an 

application due to same concerns or ambiguous access requirements.  

 

For this thesis, it is crucial, to analyse and explore similar privacy enhancing 

technologies and tools, understand how they function and how do they handle end user 

privacy preferences and requirements, so we can gain empirical information and gain 

prcatical experience from existing tools and studies and derive more accurate results on 

things to include or avoid and how to tackle with problems they, face.  

 

What are PET‟s (privacy enhancing tools/technologies) though? As stated (PISA 

Consortium, 2003), Privacy Enhancing Technologies (PET‟s) came as a response to the 

ever growing need for end user privacy protection, these are supposed to protect privacy 

either by completely eliminating or at least reducing the amount of personal data 

collected about a user, or preventing unnecessary or undesired processing of personal 

data revelation while also allowing the end user to enjoy a given functionality.   

 

Literature findings have shown that crowd sourcing is preferred as a PET solution since 

it is considered the less costly, easiest to adopt and less time consuming method and a 

platform, that is especially suited for public adoption, usage and support. The literature 

showed WOT is indeed considered as a top PET tool, which allows users to download a 

plug-in and be presented with ratings in regards to reputation and trust, before actually 

visiting a web site (as long as the site has been indexed and rated by WOT users and 

visitors), while also allowing it‟s users to comment positively or negatively, about 

websites they visit and rate them (no matter if they have been rated before or not), in its 

own web portal. This, enables WOT to enhance user experience, expand its user 

community and provide more accurate ratings. It also takes into account, websites that 

have not been indexed yet and uses an algorithm to identify critical factors within so that 

even non-indexed/ non-rated websites can still be given a draft green, yellow or red 

light.  

 

Another crucial concept for our thesis is the relatively recent concept of crowd sourcing 

(Sauerwein Clemens et al, 2015) which is used in information systems and computer 

science and perfectly suited for information sharing, data acquisition and information 

security, it is currently used for WOT. Phistank and other well known mainstream online 

PET tools, the authors also present some crowd source based solutions ranging from 
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mobile solutions (spam phone call databases) to developing privacy frameworks and 

even nation cyber defense. But what exactly is crowd sourcing?  

Crowd sourcing, is defined by (Arolas Estellés Enrique et al, 2012”) as “a recent 

concept that is highly flexible may involve many practices that in essence can be 

explained as any form of collaboration between internet users or groups of users and 

may involve different outcomes, initiatives, it may for example involve collective 

intelligence or sharing of knowledge along other usages”.   

 

This online collaboration between different users, with different motivations, groups of 

individuals and different goals and usage (firms, public firms, hobbiests or large public 

sharing of knowledge or gaining collective intelligence etc), is exactly the very notion of 

crowd sourcing which  builds upon user adoption, user feedback and is said to offer 

costless, quickest and more accurate results than opting for other platforms, allowing, 

the large crowd to get involved. In our case not only is this relevant, but actually 

necessary and key for this thesis and a PET tools, success overall. 

 

Most PET‟s though, do not focus on end users opinions or preferences analysis nor 

actually build upon user feedback. Moreover some that do use the crowd source based 

approach instead depend on automated solutions and algorithms or solely rely on 

technology driven criteria and almost none is exclusively focused on privacy. 

 

A major example of a crowd source based application is Wikipedia the online resource 

that enjoys it‟s huge success and adoption due to the very fact that it is crowd source 

based, allowing everyone to become a member, an author and editor in its pages (with 

some members after time achieving more privileges and internal recognition and having 

additional access rights in order to edit, add or delete a post or a non accurate edit to a 

previous post thus readjusting its content in almost real time).  

 

One major variable is who exactly forms this crowd, is it amateurs, motivated users, 

particular groups, strangers or acquaintances, students, consumers, scientists or a large 

generic based crowd fitted more to a particular crowd sourcing project? Also the 

sampling and volume of this crowd is debated and according to the goal any such project 

can be feasible from anywhere to a lot less than a hundred to hundreds of thousands in 

Iceland‟s constitution acceptance case. Additionally, the heterogeneity and the tasks the 
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crowd has to perform should be well configured and decided upon (complicated or 

routine tasks, by the whole or some of the crowd).  

 

Finally there must be, (Arolas Estellés Enrique, et al, 2012) a clear definition on what 

the crowd can get in return, what the objectives are and ultimately what does the initiator 

get in return.  To verify and design such a solution the following crowd sourcing 

principles must be fulfilled. 

 

 There is a clearly defined crowd (a) 

 There exists a task with a clear goal (b) 

 The recompense received by the crowd is clear (c) 

 The crowd-sourcer is clearly identified (d) 

 The compensation to be received by the crowd-sourcer is clearly defined (e) 

 It is an online assigned process of participative type (f) 

 It uses an open call of variable extent (g) 

 It uses the Internet (h) 

 

In this case, the crowd is the large public as potential end users, the task is to address 

their own privacy preferences, their reward will be their own privacy safety, common 

wealth by contribution and knowledge sharing, the crowd-sourcer is the ENISA a Pan-

European authority that will enable its citizens to have both a better understanding and 

tools to protect their own privacy, there is indeed internet usage, it involves a public call 

and there is a defined participative process. 

 

1.2 Research Gap and problem area 

 

The initial literature shows that, while there is a growing concern about privacy related 

threats and user data exposure, there is no established and concrete framework yet, to 

globally define, what information should or shouldn‟t be indexed, sold or be safely kept 

and for how long. This is partly, deriving, from the nature of the web itself, which no 

one can have absolute control of and even if a vast majority of countries agree on a set 

of rules, framework or laws, other countries may not adjust or enforce the same sets or 

practices thus in essence, sustaining the chaos. Additional information can be found on 

the next chapter of this thesis. 

In many scientific papers such as the article mentioned earlier, these issues are discussed 

and demonstrated, for example marketing tags, targeting advertising etc are taking users 

very sensitive data (political views, sexual orientation, religious beliefs and so on) and 
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as the paper claims, form a matrix of services by designing a suggested protocol of 

allowed interactions between data mining services and user preferences and privacy 

needs in order to build a privacy preserving protocol that enhances users privacy needs 

but that is still under consideration and hasn‟t received much public attention yet. 

 

Along with the development of this trend of data collecting and data mining, users 

continue to feel their privacy being intruded and many feel they obliged to expose too 

much personal data, in order to use a service or an app or use a website‟s resources after 

having to agree on doubtful and even unethical privacy statements, (when and if those 

are even available), agreeing that their own data can be used or even sold (either 

anonymously or not) to the highest bidders. This makes users feel concerned about web 

applications and web sites and about android and mobile apps in general that request 

permissions and demand acceptance, of ambiguous privacy statements so they can either 

install, use and / or gain access to a particular service/ resource. (Barbon G. et al, 2015), 

discuss similar concepts as geo-location, mobileID that are being unwillingly leaked are 

described thoroughly urging for immediate actions. 

 

While conducting our initial exploratory research, we found, there are currently, many 

privacy enhancing tools either proposed or in existence, but few crowd source solutions 

have received interest so far regarding information security (except WOT) and no firmly 

established research regarding, end user requirements and preferences to fulfill such a 

PET tool (4) that satisfies all the following criteria. 

 

 Privacy focused. (Focusing solely on privacy aspects and ratings) 

 Crowd source based. (Less costly, time consuming and engaging end users) 

 Flexible, by enabling feedback from both the community and via the plug-in and 

calculate both for the final ratings. (More accurate ratings and user engagement) 

 Publicly widely accepted, used and adopted. (Able to help set a standard of rules, 

requirements, frame work, laws, by becoming mainstream) 

 

So the essence of this current thesis is researching and assess, current end user privacy 

needs and preferences and research design characteristics and requirements for rating 

websites and applications but also finding additional design requirements and 

characteristics appropriate for a crowd sourcing approach. This thesis contribution aims 

at, providing a current analytical literature review about end user privacy preferences 
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and adding relevant criteria and considerations, useful for design a PET tool and 

implementing a crowd source based approach. Other PET tools developers can use the 

findings and develop or enhance their own tools or crowd solutions. 

 

For example the requirement for a duality in feedback (coming in from both an online 

community and the PET tool) is not an end user requirement per se, neither a design 

rating privacy requirement in general but is a characteristic that can really help in the 

design requirement for a crowd source based solution which can enable end user 

engagement and provide more accurate results. (For example end users can be presented 

by a rating number but also from the community/Pet tool other end users feedback).   

Ideally the final PET tool will have a web portal fulfilled under EU regulations and 

support, use a browser- plug in PET tool downloadable and used by average users with 

ease of use and portability, in mind and by IT privacy and security professionals, 

empowering both to rate and comment on websites, applications privacy issues and 

concerns.  

 

Concerns and delimitations  

 

However, some of the ethical and practical concerns for a crowd source solution include 

management of user‟s private life intrusion, identification, data mining and personal data 

gathering from the user‟s own information collected by our project, unsafe transmission, 

geo location, behavioral monitoring, or storage, risks associated with piracy, hacking, 

falsification, interception, and disclosure of sensitive data, are high risks, when crowd 

sourcing is applied. This thesis will not go deep into technical solutions nor address out 

of context, concepts, (for example general privacy issues or general crowd sourcing 

issues, furthermore no actual design or development will take place and lastly, only 

resources in English will be used. More information can be found on chapter two.. 

1.3 Research questions - Assumptions 

 

Main research question 

“What are the end user privacy preferences/requirements for web, mobile applications 

and online resources?” 

 

Sub Research questions 
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 “What are the end user design requirements, enabling, a PET, tool, rate privacy, 

in web apps, mobile apps, and websites?”  

 “What are the characteristics that their adoption enables the crowd (end users/IT 

experts/general population) to become involved (use and/or contribute) in a 

crowd source based community?” 

 

Initial Assumptions – After Exploratory Literature review  

 

 Different levels of end users have different privacy preferences and awareness. 

While using apps and web resources as the unit of analysis, different context and 

characteristics, of a web resource leads to different end user privacy preferences. 

 Major privacy risks emerge, by modern technology of increased accessibility, 

mobility and variety of devices able to connect users online. 

 Crowd sourcing is a suited solution as it is less costly, less time consuming and 

requires fewer resources, while the crowd itself is the main resource. 

 To the best of our knowledge no current Privacy enhancing tool focuses solely 

on privacy nor employs dual feedback coming from both an online community 

and a plug-in browser add-on. 

 Privacy enhancing or weak (added risk) characteristics, factors and variables 

exist and can be traced throughout the literature. Which helps us adopt and 

configure our own set, suited to our own crowd source based solution 

 There are factors and characteristics to help the crowd get involved by promoting 

trust, as the key for long-term success.
4
 

 There is no clear globally accepted privacy framework, practice or methodology. 

                                                 
4
 (Shahrihar Amini et al, 2013) , (ENISA)(2015 December) , (Barbon, G et al 2015) , (Wenchao Li et al, 2012), (Jan Lauren Boyles, 2012) , (Marcello Paolo Scipioni, et 

al 2010) , (Zhao, Y et al, 2016) , (Liu R. et al, 2015) 
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UNIT 2 - RESEARCH METHODOLOGY 

2.1 Research Methodology & literature review requirements 

 

Our chosen method was to conduct a web based research starting in the form of an 

exploratory literature review, with general keywords such as end user privacy 

preferences, end user privacy ratings, crowd source and privacy, privacy enhancing 

technologies PET tools, crowd sourcing among other general terms. With which we 

were able to formulate, proper research questions, problem area, motivation, research 

gap, objectives- requirements and examine current similar methods and concepts. (S. 

Rajasekar, et al), define research as “Research is a logical and systematic search for new 

and useful information on a particular topic” the authors use the nursery tune “Twinkle 

Twinkle Little Star, How I Wonder What You Are “to emphasize that the how and what 

are the essence of research to find solutions or the discovery of hidden truths or trends, 

through objective and systematic analysis with the result being additional information or 

contribution to a particular field. They define the objectives of research as: “a) to 

discover new facts, b) to verify and test important facts, c) to analyze an event or process 

or phenomenon to identify the cause and effect relationship, d) to develop new scientific 

tools, concepts and theories to solve and understand scientific and nonscientific 

problems, e) to find solutions to scientific, nonscientific and social problems and f) to 

overcome or solve the problems occurring in our everyday life”. 

 

For our systematic analytical literature review, we focused on academia digital libraries 

and directories such as Google Scholar, Scopus, ACM and IEEE and perform on point 

research such as crowd sourced pet tool, privacy rating, crowd sourcing and end user 

privacy needs, crowd sourced based PET tools, Privacy focused PET tools and so on. 

We used (Webster and Watson‟s, 2006) paper for conducting a literature review for 

information systems and their model as a guide and recommendations for conducting a 

systematic literature review, in our case a thorough analytical systematic literature is 

performed both by using search engines for articles and E-books but also by searching 

scientific digital libraries and studying, evaluating and filtering the relevant literature so 

we can form a detailed and well focused picture for our research, and answer questions 

such as (Yair L. et al, 2006) suggest. 
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What is and why conduct a literature review, how to build a solid theoretical background 

for your study, how the literature review fits into the research, how to place your 

research into the existing body of knowledge and offers some guidance on how to 

process, know the material, comprehend your findings, apply and analyze your findings 

and synthesize, evaluate and conclude scientifically. 

Since we adopt crowd sourcing, a good example of methodologies according to (Arolas 

Estellés Enrique et al, 2012), involves three stages a) Searching for documentation by 

doing a systematic review of the literature, b) creating a exhaustive definition based on 

common elements in the previous literature and c) testing the validity of our crowd 

sourced projects findings. 

According to (Yin Robert K.), a researcher, can select his research method based on the 

nature of the research question, for example since our research question is “what are” we 

can either use an archival analysis (sort of a current records literature review) and / or a 

survey with both being able to focus on contemporary events. According to the author 

the research questions that focus on what can be either exploratory and with a goal of 

providing hypothesis and propositions for further study or integration OR can be in a 

form of how many, how much, where either archival analysis and surveys are favored 

 

Table 1 Methodology selection vs. research question context (Ying Robert K), p8 

Relevant Situations For Different Research Methods 

Source COSMOS corporation 

 

METHOD 

(1) 

Form of Research 

Question 

(2) 

Requires control of 

behavioral events 

(3) 

Focusses on 

contemporary 

events (4) 

Expiment How? Why? Yes Yes 

Survey 

Who? What? 

Where? How many? 

How much? 

No Yes 

Archival Analysis 

Who? What? 

Where? How many? 

How much? 

No Yes / No 

History How? Why? No No 

Case study How? Why? No Yes 
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In our case, for verification and evaluation, developers or administrators may use 

quantitative research such as surveys, questionnaires etc to measure users needs in well-

known websites and web apps and show their own set of preferences, or use a qualitative 

approach and approach IT professionals and experts in the fields of privacy and security 

and use our findings in order to evaluate and verify our initial systematic literature 

review results by evaluating our own findings against the survey‟s findings and results. 

Though in PrivacyFlag‟s case, it may be better to choose a solid survey method by 

circulating a survey either when the final tool is in beta stage (prior to actual public 

release) or after it becomes available and make it a solid part of our community and tool 

so that it can enable user feedback about the design, development, any findings, 

strengths and weaknesses found and so on. 

 A survey sample for PrivacyFlag‟s case should be able to accommodate quantitative 

data by drawing conclusions from a large pool of users preferably as large as possible 

since we are interested about end users point of views and one of our critical unit of 

analysis is the large general public who uses or may use websites, web and/or mobile 

applications, thus making them at least potential end users. 

At the first stages of development since it‟s a large EU supported project it may be a 

good idea to add a qualitative approach by conducting specialized interviews with the 

same goal as the survey which is to help verify, conclude and evaluate literature review 

findings, which should be flexible to include different sort of things into a holistic 

approach.  

Maybe IT, Privacy and Security, expert‟s feedback that can be later used to further 

enhance the online tool and community with feedback from their own point of view of 

how to measure a websites or web apps privacy preferences and rate it accordingly. 

Upon initial development, flexibility, logging, management and administration of 

different versions keeping it up to date with either bug fixes, or added, edited or 

removed features, take ease of use into consideration and ways to promote and draw the 

general public‟s attention and acceptance while also draw as many contributors as 

possible, (with proper rules, level of interactions, levels of users trustworthiness etc). 

Make use of underlying behavioral theories and models for example the technology 

acceptance model plays a major part in design principles since it will be a crowd source 

based solution / tool. Also a study of other related PETs (and their methods of 

verification, evaluation and conclusions of their finding) is helpful in gaining empirical 
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information from their identified strengths and weaknesses and their popularity and 

public acceptance levels. 

Whether a survey is adopted or not the actual questions in the survey should show both 

user needs, preferences and concerns and a way to rate users background (is the user an 

advanced web user, a teenager, a novice, a professional and demographics) and the 

actual context a web service (either website, web app or mobile app) is used for. 

By this, we can discover different levels of user privacy concerns and awareness for 

different groups of contributors (end users) categorized for different usage contexts. 

The surveys and questionnaires if used as evaluator, must include both open and closed 

questions and include both questions of quality orientation (rate from 1-10 for example) 

and of quantity (yes or no questions or do you believe this is true or have you used this 

configuration, app and mixed in nature answers like for example, (used for, to what 

extent, purpose, permissions given, frequency of use). 

2.2 Expected outcome of the project and project scope 

 

The project scope is to assess end users privacy requirements (rate user awareness in a 

sense) and enable the crowd to rate based on those by using crowd-based principles and 

design requirements. To support this process, we explore and analyze existing state of 

the art literature addressing our research questions, analyze similar PET tools so we can 

have a clear picture about end user preferences, user and crowd sourcing requirements 

and how similar existing or proposed tools or concepts work, with the purpose of 

identifying end-users privacy needs and preferences and examine if any other PET does 

address any of these issues even by using a different approach (closed source products, 

closed communities, focused on different aspects rather than privacy) so we can have 

empirical data from past similar cases. 

The desired outcome will be the actual end user preferences- requirements identification 

and the needed end user and application, requirements for crowd sourcing. We can then 

evaluate and verify our findings from the literature by conducting either surveys and 

questionnaires or specialized interviews and conclude with our findings with that we can 

help privacy flag or any other organization, use our data for developing proper 

characteristics and user requirements and integrate our findings in future solutions. 

2.3 Out of scope 
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There will be no software development involved but research in literature on assessing 

current user privacy preferences and crowd source based principles and ways to rate 

websites and web applications accordingly. Our research‟s findings may be used as the 

input needed for developing the requirements and not the integration or full-scale 

validation and implementation of the final product (the tool itself).  

2.4 Objectives  

 

Objectives can in a sense mirror the requirements part of the PrivacyFlag‟s tool‟s design 

requirement, making sure end user privacy preferences are well established against 

different usage contexts, in other words our objectives will mirror the requirements 

needed for the development of a crowd sourced based PET tool and be able to address 

end user privacy preferences, using a crowd based approach that can draw from user 

feedback for different contexts of use. Objectives will help address our research 

questions and the actual findings (the end user privacy preferences requirements and 

crowd sourcing requirements) will be reflected as the set of privacy and design 

requirements of such a solution.  

Objectives such as, identify end user privacy preferences and requirements for web 

resources and a crowd sourced based privacy-enhancing tool in particular. Find 

characteristics that help get the crowd involved and help create a trustworthy online 

community, research how end users act regarding their privacy needs (what are the 

privacy requirements in different levels of users and within different usage contexts). 

Examine similar cases/tools, which may help, analyze and gain deeper insight on what 

to embrace or avoid, so we can speculate, conclude and propose further future work. 

It is desired that our thesis results and findings, can act as a sort of guidance, enabling 

user feedback and warning other end users about potential online risks. 

2.5 Research limitations and gaps 

 

Limitations:  

 

Our results can be used in creating a crowd sourced based, Privacy Enhancing Tool and 

methodology framework for privacy assessment, it can be used by EE as an input to 

produce both a PET tool end user privacy requirements and requirements to be used by 

the development team, the reader can find further information on the final state and 
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outcomes of the whole project at the following URL (http://www.privacyflag.eu/About-

project). As said earlier this thesis does not include development, promotion or coding. 

This thesis future will depend upon the promotion, administration, rules and practices 

followed by EU and Privacyflag in particular and whether they decided to use some of 

this current work for their own purpose. 

 

Only English written sources were analyzed, a derivative of the Prisma method was used 

to Identify, Screen and Filter (find eligible) Literature
5
 

Other limitations included papers and journals or books that we could not have access 

to, or could only see the abstract since they were not freely provided, another limitation 

is that from the literature we had to concentrate on the state of the art thus we could not 

depend on public general knowledge from websites or forums but limit the research to 

only published and peer reviewed scientific papers, articles, journals, proceedings  and 

latest up to date findings so we had to focus mostly on latest literature (2013-2016) and 

more infrequently use resources that were published before 2010. 

 

Since our research should be focused we skipped material that although covered one of 

the concepts, did not offer much as a whole to our project. (ie. covered crowd sourcing 

with no relevance to privacy). 

 

Gaps Identified 

 

There are gaps indeed in current research and major global concerns about phenomena 

such as mobile location sharing, information and contact sharing and applications and 

even websites asking for extraordinary privileges (such as root access, or Facebook 

credential sharing and login requests), without a justified context, while the problem 

becomes even more serious in the medical field and insurance firms data mining and 

handling. (Shahrihar Amini et al, 2013) for example propose as a technical solution for 

such circumstances, an application, that scans mobile applications and informs the user 

about privacy and application behavior called Appscanner, which automated and crowd 

source based. 

 

                                                 
5
 Annals of Internal Medicine (OPEN ACCESS) Liberati A, Altman DG, Tetzlaff J, Mulrow C, Gøtzsche 

PC, et al. (2009) The PRISMA Statement for Reporting Systematic Reviews and Meta-Analyses of 

Studies That Evaluate Health Care Interventions: Explanation and Elaboration. Ann Intern Med, 151 

http://www.privacyflag.eu/About-project
http://www.privacyflag.eu/About-project
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Researching current major privacy related concerns of the mobile applications or web 

services for smart phones and tablets for example, we were able to find articles such as, 

(A. De Santo et al, 2015), that talks about user coping behavior and privacy literacy as 

the main factors while (Z. Jorgensen et al) use a qualitative approach by interviewing 19 

security IT Experts and novices then goes ahead to categorize risks into privacy, 

monetary and device availability and data integrity, while the survey part is focused on 

end users questions regarding mobile usage,  rating how often do they think of privacy 

risks when installing apps, how often do they think about potential risks by installing an 

application and rate their concerns about different types of risks for different types of 

information. 

(Kang J. et al, 2015) present similar issues while focusing on android apps and users 

unawareness and difficulty in realizing privacy risks or even having an option to check 

and control their own privacy preferences and propose a privacy meter rating tool, while 

many other papers (Kumar p. et al, 2015), (Liu B. et al, 2015) also focus on the same 

aspect each having a different focus, unit of analysis or solution for example  with the 

focus being, on the actual tradeoff between privacy preferences and application 

functionality or the unit of analysis being Google‟s play user ratings (Pistoia M. , 2015) 

also discusses similar social platforms. 

 

Going through the sources (Huckvale K.et al, 2015), (Kalakoti P.et al, 2015), (Martinez-

Perez B. et al, 2015), (Volk M. et al, 2015), we identified the research gap and even 

extreme cases were privacy preferences and needs are neglected even in certified 

medical applications with ambiguous privacy terms and are found to be either with no 

security, encryption or even without a privacy Statement or policy plan. While as said in 

the motivation part technical solutions such as filtering (Ioanidis Z. et al, 2014) 

algorithms, such as privacy collaborative filtering have been proposed, but are difficult 

to include in the average user‟s daily routine. Other PETS are suggested while others are 

found obsolete and even in very sensitive fields such as in the medical or weapons 

industry field, there are attempts to come up with solutions to privacy related threats and 

risks, from non trusted web or mobile applications, but there is no broader project or 

research devoted to rate average users privacy needs and preferences and propose 

solutions, for designing a broader used and cross-field solution (instead of focusing in 

just one or a few fields, advertising, medicine, insurance and so on), indeed few use a 

more holistic and community driven approach, which can enable end users to have a 
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better idea about a website‟s/service‟s or application‟s privacy handling and personal 

data management. 

 

As exclaimed by (M. Garcia Martinez, B. Walton, 2013), for projects involving big data 

and end user preferences crowd sourcing seems the most appropriate solution, especially 

used in predicting and rating modeling problems, it is also very broadly used because 

it‟s a win/ win situation that helps both the end users and the designers/developers to 

cooperate and realize more efficiently gaps, preferences, traits, concerns, also helping 

make safer predictions about the future,  

 

There has been some promising tools and frameworks proposed but none has achieved a 

global large public pool acceptance or, is only focused on particular phenomena, or 

different aspects rather than privacy, or not using a crowd based PET solution at all.  

(Li D. et al, 2016), for example propose an algorithm that can analyze and predict user 

ratings and preferences but also points out the privacy risks this approach faces and 

concludes, that the use of PETS (privacy enhancing technologies) may be inadequate in 

most online real time servers and services and even privacy focused algorithms such as 

the so called privacy-preserving collaborative filtering one (PPCF) or even intensive 

cryptography or data perturbation maybe obsolete or ineffective. In this particular article 

more efficient privacy preserving and enhancing item collaboration based approach with 

a filtering algorithm is proposed and claimed to be able to protect user‟s online privacy, 

without compromising recommendation accuracy and efficiency when necessary. 
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UNIT 3 - LITERATURE REVIEW 

3.1 General Literature review- Introduction 

 

After evaluating the exploratory literature review we identified some key concepts and 

factors, on what and how to proceed and where exactly to focus in on, our main 

analytical systematic literature review. So far we had set project‟s scope, objectives, 

outcome, limitations, early findings and variables involved. In this unit, the focused 

literature review is presented, featuring focused insight and well documented results. 

 

As (Webster and Watson, 2002) suggest, our literature review should be complete 

analytical and as current as possible. Also it needs to be theme based and not abide to a 

single set of concepts, authors, or journals, but draw from prior on topic literature from 

scientific and varied resources on the internet as well, form our initial exploratory stage, 

then move on to focused scientific resources and data, for example similar crowd 

sourcing platforms, past cases, communities, proceedings, regarding privacy awareness, 

possible contact professionals in the field like privacy advocates and security experts, 

some notes about other PETS (privacy enhancing tools) will be investigated showing 

awareness or side effects or different approaches used, such papers as (Silvia Puglisi et 

al 2015), about privacy preferences and online activity forgery tools for example, in 

which they conclude that these kind of techniques have several limitations and quite a 

few drawbacks such as lack of utility. 

 

Firstly, focus was on finding current literature, on end user preferences, similar tools and 

proposed solutions and analyze their efficiency/usage (how they work, how do they rate 

websites, criteria used in acquiring and rating user feedback) that may provide us with 

some of the initial requirements and mindset, needed for our research. 

Then the focus shifted to finding fewer but more relevant studies, papers and proposals, 

which focus in more on end user preferences, PET tool requirements, crowd motivation 

and engagement and contribution and crowd sourcing, so that our total requirements can 

be feasible and bullet proof of at least known weaknesses of similar PET‟s approaches 

on risk mitigation or risk avoidance. 

Finally we gathered data in order to conclude with findings that can be reasonably 

justified and used either as preferences or design requirements/characteristics, able to 
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rate privacy preferences in various web and mobile apps and sites by examining other 

mainstream somewhat similar PET tools (WOT, Webutation, Norton, CrowdSurf to 

name a few). 

 

3.2 Data gathering 

 

The first choice for our research platform was Scopus, which is considered as one of the 

largest abstracts and citations database, with peer-reviewed literature, journals, books 

and proceedings, especially suited for the information technology field.  Furthermore 

Scopus allows a „meta‟ research redirecting into other major Digital libraries (ACM, 

DMOZ, IEEE, etc). However Google Scholar and other digital libraries were also used. 

By using Scopus all kinds of information could be explored such as cites, references, 

journals, books and conference proceedings from within its very large database or using 

the “view at publisher‟s website” choice redirecting (using Lulea‟s University of 

Technology, proxy) to other online databases such as IEEE, ACM, DMOZ and trace the 

original sources there. Thankfully by using LTU‟s login credential we had access to 

most e-books, papers, articles and other online material.  

 

Initially our research was of an exploratory nature as it was done from scratch, so we 

can gather available data, before proceeding on a more analytical and systematic 

literature review, simple keywords were first used and then after going through the 

initial literature, more on topic and suited, material that helped address our exact 

research questions, were identified. Scopus terms used, hits and relevancy, played the 

major role for our research, going through simple terms (to define our motivations, 

research gap, current literature about general items related to our study) as a part of our 

initial exploratory literature review, then as these became clearer (motivation, research 

gap, current pool of information regarding general ongoing research affiliated with our 

cause) we were able to focus to the point research, that provided less results or hits but 

most of which were the state of the art literature we needed to proceed with our chosen 

literature review methodology, the analytical systematical literature review. Such that 

we were able to find similar studies and proposals and fill our objectives and knowledge 

gap with valuable and conclusive answers. 

For example by just typing the keyword privacy in Scopus there were 76.287 hits. 

Scopus has a filtering option by either year (if the user selects 2015 or 2016 the latest 
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studies only show up) or even by author or field based (for example 39.000 out of those 

76.000 papers were placed under the computer science field) and even more useful is the 

filtering tool of papers, books, proceedings, reviews and articles. 

Next step was searching other general terms such as “privacy requirements”, “privacy 

enhancing tool(s), privacy crowd source that resulted in 6.790, 17837, respectively, or 

the more profaning searches as crowd source (crowd sourcing etc) which gave 5.280 hits 

or user ratings that resulted in 12.908 results.  

Another useful option in Scopus is that we could filter / search INSIDE the results with 

additional keywords, for example the term privacy with 76.287 hits could be (filtered 

and limited) even further with words such as crowd, ratings, websites, mobile 

applications, web applications, crowd source and so on. This helped enhance our initial 

results and focus on our research questions even further and keep adding or exchanging 

keywords with the main focus being privacy, crowd source, and user ratings. For 

example an initial research about user ratings and then filtering them, with the keyword 

privacy limited our 12.908 results into 661 then another filtering with the keyword 

mobile for example hinted 171 results while going one step back and providing the 

keyword application (user ratings-) privacy -) application) hinted 431 document results 

that can in reasonable time be gone through either by evaluating their title, or their brief 

abstracts and results that seem on topic for our literature review were highlighted (we 

can also use a tool to exclude uninteresting results (for example exclude social networks 

and electronic commerce) and limit even more by using computer science and be 

presented with 267 results. The best feature Scopus results has is that it can organize/ 

categorize within the search results the keywords (or main areas) for each research and 

sub research so that for example in this case the researcher can immediately see that the 

most used keywords are collaborative filtering, data privacy, ratings, privacy preserving 

among other keywords, so in the next round, the researcher could research about 

collaborative filtering, privacy preserving algorithms, user trust or motivation and so on. 

Crowd involvement another example gave 131 results that could be very helpful for our 

cause.  

 

Additional research with similar fashion was performed in Google Scholar, that had 

some basic filtering options (published year for example), but every research term could 

only be researched from scratch (so instead of filtering privacy results with ratings or 

preferences, we had to search each term and related keywords one at a time).  Other 
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useful digital libraries included ACM digital library, DMOZ digital library, IEEE 

explore digital library, with useful advanced research tools and features, but most results 

were already cited or displayed within Scopus, except very few exceptions.  

In similar fashion keywords such as literature review limited to computer science, 

analytical and literature review principles that gave fewer than 500 research results were 

investigated briefly and principles about our own project could be drawn from the 

results pool. Ultimately, terms such as literature review with a keyword of survey or 

when to conduct a survey were also investigated.  

 

Behavioral characteristics research followed for example leading to (Ron Hirschprung et 

al, 2016), paper, entitled “A methodology for estimating the value of privacy in 

information disclosure systems” where it proposes a framework to valuate people‟s 

perception of privacy (VOPE- value of privacy estimator) which relies on behavioral 

economics prospect theory and studies the behavioral impact of the tradeoff between 

privacy and benefits (called the value of privacy) the authors used an empirical research 

methodology based on a study of 195 participants choices and then for validation they 

used two independent different user studies for cross checking their findings. Using 

similar deduction filtering and categorizations one can research about theories such as 

technology acceptance model, unified theory of acceptance, The technology acceptance 

model has been in use, (Davis F.D, 1989), (Davis F.D, 1993), for quite some time and is 

considered as the basis for further additions coming from new technologies, definitions 

and modern complex problems, Davis FD, has published many articles on this subject, 

focusing on perceived usefulness and ease of use, then attitude towards using and actual 

usage behavior, then along with (Venkatesh V. ,2000), they proposed added factors and 

called their revision as TAM2, by adding terms of social influence and cognitive 

instrumental processes and finally the same authors (2004), concluded that users 

evaluations play a major role in adopting a new technology (or technology model),  by 

examining their own specifications, either by conducting pilots or letting users have 

hands on experience before actual release of the product, are keys to its acceptance and 

success and so is the ability to modify a models or products or services characteristics 

even after its release.  
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Initially, the terms used were crowd sourcing as a privacy-enhancing tool, Crowd 

sourcing for privacy and simplified versions and their derivatives; in this case Scopus 

gave out 0 for the first search and 152 results for the second search. 

 

Most of the results are studies that showed how crowd sourcing employs privacy risks 

and how these should be addressed (k- anonymity, non identification algorithms and so 

on), very few of those are hits that suggest using a crowd sourced method or actually 

rating and empowering a community that can be used as a PET tool. Instead as (Zhao, Y 

et al, 2016) suggest, end users especially, in social platforms, cannot control location or 

other personal information adequately and while crowd source based recommendators 

have been proposed, after a detailed survey the finding showed that the end users have 

privacy concerns about the same level as these selected recommendators, showing for 

example non acceptance in almost 50% of the sample of apps or sites visited, however 

noting also that factors that do influence acceptance are the recommendations proposed 

and their context. 

 

(Yu L. et al, 2015), discuss privacy policies and lack of, especially in android 

applications, and suggest an automated tool that can even inform end users with simple 

instructions even of third party code or plug-ins in an application about privacy 

preferences and policies used, the tool is called AutoPPG 

 

While (Liu R. et al, 2015) discuss crowd sourcing usage as a privacy risk mitigation 

approach for mobile applications from end user point of view and their privacy 

expectations, it also notes differences between what users expect in general and what 

users expect in relation to the applications characteristics, context and nature (games for 

example have different privacy expectations than GPS applications or other very handy 

applications) so that the end users would be choosy to install a game that requires lots of 

personal information and less choosy for an applications that is either well known or is 

very handy for their everyday lives. The paper goes on to propose Priwe as a crowd 

sourcing solution in which community users upload or share their personal preferences 

on mobile applications with other users and exchange, share their collective wisdom this 

way. 

Many other results were relevant and they will be used as parts of either our exploratory 

literature review or our main methodology the systematic literature review. 
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Google Scholar  

Terms used crowd sourcing as a privacy-enhancing tool, crowd sourcing for privacy 

17.100, 20700 results, most relevant papers and e-books will be used later on. 

 

ACM Digital Library 

Terms used crowd sourcing as a privacy-enhancing tool, crowd sourcing for privacy 

377307,433730 results, most already found, which will be used later on. 

 

DMOZ Digital Library 

Terms used crowd sourcing as a privacy-enhancing tool, crowd sourcing for privacy 

74369, 1810 results, many of which were non relevant papers and researches. 

 

IEEE Digital Library 

Terms used crowd sourcing as a privacy-enhancing tool, crowd sourcing for privacy 

225, 85 results, many, on topic papers and case studies, which were used later on this 

thesis. 

 

Also found many on topic papers and case studies that were used in the later stages of 

our project. 

 

Table 2 Table of initial searches and records (Data gathering) 

 

 

Database 

researched 

General terms hits 

Privacy – Privacy 

requirements, PET, Crowd 

sourcing, User ratings 

crowd sourcing 

as a privacy-

enhancing tool 

hits 

crowd sourcing 

and privacy 

hits 

Scopus 76.287 hits 

6.790 hits 

17.837 hits 

5.280 hits 

12.908 hits 

0 (not a single 

exact record but 

17837 when 

filtering “ 

privacy”) 

52 hits 

Google Scholar  

 

4.500.000 hits 

3.610.000 hits 

1.890.000 (1.430.000 as tool)  

151.000 hits 

About 837.000 hits 

17.100 hits 20.700 hits 

IEEE Digital Library 

 

29.360 hits 

1.095 hits 

363 hits (26 as tool) 

327 hits 

11.410 hits 

225 hits 85 hits 
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ACM Digital Library 

 

483.622 hits 

2.725.384 hits 

163.188 hits (143.253 as tool) 

32.141 hits 

118.562 hits 

377.307 hits 433.730 hits 

DMOZ Digital 

Library 

 

Search not available as of 

march 2017 now operating as 

dmoztools.net directing 

visitors to other specific 

resources 

74.369 hits 1.810 hits 

 

3.3 Literature review studying the initial idea 

 

 We start by discussing a few things about the European Union Agency for Network and 

Information Security, (ENISA) (2015 December), and its project that started in 

December 2015. Since it really acted like a motivation and guideline, for this thesis.  

First of all, ENISA Privacy Enhancing technologies tools and web portals were taken 

into account, then a proposal for a methodology capable of evaluating the quality and 

functionality of Privacy enhancing technologies was formed and a pilot application for a 

proposed methodology focused on anti-tracking browser extensions was issued. 

 

This study concluded, that there are no commonly accepted criteria and methodologies 

and in the majority of the cases there is not even a common logical reasoning for 

selecting, evaluating or recommending between privacy enhancing tools (PETS) by web 

portals or security-affiliated websites. (Page 5), so the European Union Agency for 

Network and Information Security (ENISA) proposed some common criteria related to 

how reliable and usable are privacy tools, especially those focused on the general public 

(end users), which set the basis for a proposal of a more generic PETs evaluation 

methodology which can be divided into three basic categories, a) basic, b) quality, c) 

functionality.  

 

The criteria were formulated, as a draft set of characteristics that PETs should fulfill, 

such as maturity and availability, stability, maintenance, vulnerabilities, ease of access 

and installation and documentation. Quality minded characteristics aimed to address 

reliability and usability (a tools version history, background, clarity of installation and 

use, reviews, privacy by design and defaults and user interaction and side effects. Lastly 
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the functionality characteristics criteria assess how well the tool offers the features and 

functionalities it is said to provide (what it can do and what it is not able to do).  

As said previously the main finding was the lack of a general methodology of designing 

and evaluating a crowd source based, Privacy enhancing tool (research gap) and through 

this, help the public gain knowledge and make informed privacy choices (privacy 

awareness) while also enabling privacy security professionals and PETs developers 

themselves to have a clearer framework upon to work on future designs of such tools.  

 

Side effects also must be considered such as relevancy, legality/laws, ethical concerns, 

accessibility, added cost and additional resources used. It is clearly stated that for a 

successful project all stakeholders must work together from data protection authorities, 

privacy associations, PETs researchers, designers, developers to end users. (p 6-7).  

 

Web sites and portals that adhered to the following criteria were studied  

 

a) Focusing on online privacy. 

b) These listing or recommending PETs (especially those using comparisons and 

include user reviews. 

c) These, with their target being the general crowd not just developers or PET 

designers, (for this ENISA‟s project blogs, reports from various authorities and 

privacy advocates websites were left out off this survey). One of the criteria used 

was their clarity of methodology used, such that it can be clearly described and 

allow anyone to have a broader understanding of the choices of particular tools 

also providing information about the evaluation process itself and the actual 

persons who did make the selections and evaluations of the PET tools. 

 

Many of these characteristics were also found useful in this thesis, such as principles for 

maintenance, use of ease, documentation, level of user interaction etc. In general ENISA 

provides a general guideline on what a privacy enhancing tool that is targeted to the 

public and is crowd source based, must address such as: User guidance (enabling trust, 

support privacy related decision making – privacy awareness), Maintenance (reviews, 

logs, updates), User interaction level (enable feedback and user participation) and 

Usability (ease of use, documentation, non privacy aware users should be able to 

understand and use the tool effectively) (pages 15-16). 
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ENISA decided on a threefold scope that included a set structured way of the evaluation 

of PETs, one which will allow privacy experts to provide feedback and review or 

recommend features, allow PETs developers provide structured information about their 

tools using a set of proposed criteria and offer internet and mobile users the ability to 

assess for themselves the different criteria for the tool of their interest 

Characteristics that are considered as a must have for the design of an online Privacy 

enhancing tool are (page 18 and 21-30) (considered both as design principles and basic 

evaluation criteria). 

 

 Maturity and stability (stable developers, stable community, years of existence, 

offering diverse platforms and operating systems support). 

 Reaction to vulnerabilities (reaction time and risk planning and management so 

that reliability and security can be assured). 

 Proper maintenance (logging of versions, improvements, version records, bugs 

documentation on changes etc). 

 Adequate background information and documentation (technical and developer 

team documentation and background information). 

 Transparency (the tool should be able to clarify what it can and what it cannot 

do). 

 Privacy by design or by default (anonymized user data before further processing, 

by default preferences and options that do enhance user‟s privacy). 

 Positive public reviews (recent and positive reviews especially by privacy 

authorities and/or experts). 

 Ease of use (including ease of installation, user level of interaction, adequate user 

guidance, user‟s manual, documentation, user friendliness, able to be 

multilingual, level of accessibility, the tool must be available to be downloaded, 

accessed and easy to use by people with special needs or the elderly and be 

developed with cross platform (enabling its access in any application or 

Operating system used) capabilities. 

 Most importantly, the proposed tool should not include any hidden functionality 

and that it complies with what it is said to offer and also be able to avoid known 

bugs, loopholes,, or imposes any sort of problem to the end users (high RAM 

use, or high resource needs in general or conflict with other applications and 

above all apply to European union‟s data laws and restrictions). 
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Furthermore (page 18) the criteria for evaluation of such a tool are categorized on three 

levels, Basic such as the tool characteristics, quality such that reliability and usability is 

assured and functionality which addresses if the tool actually offers the privacy features 

it is designed and purposed to do. 

 

The following table summarizes the above  

 

Table 3 ENISA criteria and characteristics credit Luis Hernandez et al p20 

Proposed criteria for the evaluation of online Privacy tools 

 

 Criterion 

Basic criteria 

Maturity and stability 

Maintenance (Last update) 

Reactivity publicly known vulnerabilities 

Ease of access and installation 

Documentation 

Quality criteria 

Background information 

Version history 

Transparency of installation and use 

Public Reviews 

Privacy by design and by default 

Ease of use 

User interaction 

Side effects 

Functionality criteria To be specified per category of tools 

 

This table depicts anti-tracking browser extensions evaluation criteria 

Table 4 ENISA, anti-tracking plugin criteria credit Hernández Luis et al, p20 

Functionality Criteria for Anti- Tracking Browser Extensions 

 

 

 Criterion 

Functionality Criteria For Anti- 

Tracking Browser Extensions  

(An Example) 

Type of Blocking/ Anti-tracking behaviour 

Processing Of Personal Data 

Flexibility 

Choice 

On/Off 

History Of Blocked Elements 

Browser Compatibility and Signature 
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Quality- centered evaluation criteria are proposed after the basic ones have been 

implemented and evaluated ENISA introduces a classification scheme of Low, Medium, 

and High, with either qualitative or quantitative approach (answers such as yes or no, or 

classification type answers with a high/ medium/ low feedback etc). 

On the other hand functionality evaluation criteria should be considered individually for 

the specific type of PET and its specific use context, it should be adequate to answer to 

what extend the tool does what it claims to do in terms of protecting user privacy and 

personal data, the big step towards defining this type of criteria will be the definition of 

the expected privacy features and characteristics of the tool in the design phase and it‟s 

desirable core functions. 

 

(For example in anti tracking plug-ins functionalities such as advertisements, scripts, 

pop-ups, cookies, other elements such as buttons for social platform logging etc are 

considered as a major part of their core functionality and usefulness) (Page 29) 

Regarding processing of personal data, additional features such as (flexibility, choice of 

options, on and off user controlled status and historical blocked logging etc must be 

addressed too), cross browser compatibility and reaction to other plug-ins (signature 

based/ safe or disputed one‟s blocking etc). 

3.4 Literature review of Similar PETS (Privacy Enhancing Tools) 

 

There are indeed current PET tools that can effectively enhance privacy using various 

means and methods in this section we discuss about the most promising and relevant 

one‟s that can give us an empirical view of their functionalities and capabilities and their 

strengths and weaknesses. Later on this Unit we will analyze some of them even further. 

 

Examples 

 

(Parra-Arnau, J. et al, 2012), propose a combined forgery and peer-to-peer based 

approach and a community that can enhance privacy against collaborative filtering 

mechanisms and tagging of users actual interests and personal data and discuss terms 

such as privacy forgery, suppression rating and user privacy tradeoffs.  
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(Ferrari Allan et al, 2015) discuss another tool that works in a similar fashion, called 

mockingbird that attempts to trick applications that ask for ambiguous permissions and 

access rights into falsely giving these rights, while in reality these are rejected. 

(Agarwal Yuvraj, Hall Malcolm, 2013), propose a similar PET tool for IOS devices 

called PMP (protect my privacy) that enables users to use a crowd-sourced based 

application and share information of their privacy preferences and logs of activity 

regarding their installs privacy preferences, their apps privacy preferences changes and 

can guide Apple mobile devices users to have a better understanding on their privacy 

and data and enables them to recommend or avoid an IOS based application, by sharing 

their own experience with it.  While it can notify users of privacy leaks and requests and 

also forge sensitive data so that the end users privacy is assured.  

 

(Mehrbod Sharif et al, 2011), propose a crowd source based PET tool that can recognize 

threats while browsing through web sites it mixes automatically extracted information 

from a website‟s characteristics and reputation and user votes, ratings and comments to 

identify potential threats, it works as a freeware plug-in. The authors also claim that 

blacklists and automated tools are not sufficient in addressing the problem, while a 

crowd source approach, in which users identify security problems themselves and share 

their experiences, is more suitable. They discuss issues such as social book-marking in 

which users share bookmarks and comments about websites and web portals that keep a 

record of those is delicious.com, stumbleupon.com, digg.com and similar portals.  

Another thing they discuss is crowd source based question answering platforms, like 

what yahoo answers or Google answers provide and finally safe browsing in which they 

claim WOT (web of trust) is similar to their proposed tool, but with the exception that 

their tool SmartNotes enables machine learning by collecting and analyzing both user 

ratings and comments. 

Their tool can be downloaded as a Chrome browser plug-in and whenever end users feel 

necessary they click on its button and can either form a question, see ratings or comment 

or all of these about the website they visit. For this tool to work they analyzed many 

other relevant tools, Amazons Mechanical Turk, Web of trust, McAffee Antispam, 

Alexa.com listings and many blacklisting web sites. 
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From the literature so far and acting as a conclusion for relevant PET tools  we present 

most notable PET tools and their pro‟s and con‟s showing characteristics that ENISA 

and the rest of the literature in this section argues are suited for its own tool.  

 

(Chia Pern Hui et al, 2012,), discuss WOT- (WebOfTrust), a free, cross-Platform 

browser plug-in, which is crowd source based, membership to anyone over 18 years old 

but unregistered users can rate via the plug-in, has added flexibility, privacy preferences 

and the user can disable it, is claimed as easy to use and has been around since 2007 and 

cooperates well with another PET tool called Phistank. Some of its found weaknesses 

include, that it is not exceptionally suitable for child safety (unrated porn websites), no 

rating on sponsored web results, improvements for rating system and commenting on 

community forum needed, heavy criticism about its rating algorithm and not showing 

the actual volume of people that rated a website. 

 

The same authors (Chia Pern Hui et al, 2012,), discuss Phistank and Simlar PETs like 

Spamcop and LegitScript, which act as an free open community, with Membership and 

email required to rate websites, which are used only for rating phishing/ scam websites, 

requires membership and forum reviewing by its members, these launched around 2005, 

They have limited scope that‟s only focused on whether a website has phishing or 

scamming elements and can use other similar blacklisting tools but have many security 

or IT professionals recommending their use. Also they analyze McAfee SiteAdvisor, 

launched in 2006, which is a commercial plug-in tool (with some limited free edition) 

but has no community or crowd involvement, requires only an installation from the user 

but supports only android and Mac PC‟s and IE and Firefox browsers, Both commercial 

and free versions are quite flexible in detecting phishing, viruses, trustworthy sites, etc 

security risks, but as a commercial product, McAfee only affiliated programs that 

complement each other are used instead of any other PET‟s. In a similar fashion they 

analyze Norton Safe Web / Safe web free, launched in 2008, which acts as a web 

browser plug in that requires either Firefox or internet explorer, has a website that a user 

can visit and see a websites rating, has commercial and freeware versions available, only 

works on windows machines, it is part of Norton‟s well known security antivirus suite  

while the free version only shows sites reputation, while and membership and email are 

required to comment on Symantec community about various websites rates, while it is 

said to have caused some discrepancies between other PETs or even Norton‟s other 



 38 

products and that it may block false negatives sites more frequently than other PETs, in 

general it doesn‟t work well or cooperate with other PET tools.  

 

(Vigneri Luigi et al, 2015) discuss Webutation, which is an open community tool with 

some limited crowd source based input, it is a free plug-in, that lets even unregistered 

users rate with their Facebook profile but members can only rate at Webutations own 

forum, thus requiring some effort and knowledge from the end user, on the other hand it 

works well with many other PET tools Google Safebrowsing, phishtank, Norton 

Antivirus, WOT, Norton Safe Web,etc but weaknesses include, very limited 

documentation, nonexistent “about us” information, lots of criticism especially for the 

mandatory Facebook login and is focused mostly on reputation.  

 

(Heidinger Clemens et al, 2010), discuss Privacy 2.0 concept, acting as a proposed PET 

tool and privacy framework, which will act as a web browser plug in using crowd 

sourced based design principles, theoretically so far it is said to be cross platform, free, 

with all sorts of end users able to rate websites, it is claimed to enable user configuration 

for its use, allow member‟s comments on ratings and make extensive use of other PET 

tools. 

 

(Metwalley Hassan et al, 2015), discuss CrowdSurf, which is another proposed PET tool 

similar to Privee, designed with crowd sourcing principles, it is theoretically free for all 

but with members and IT experts only able to contribute to ratings, it is said to empower 

the use to make his own set of rules in its configuration or turn the tool on and off at will 

and enable some degree of cooperation with other PET tools. 

(Hernández Encinas Luis et al, 2015), finally discuss ENISA and PrivacyFlag our 

initiator, which is a proposed free web portal (open community) and browser based 

plug-in, supported by the E.E. which will be cross platform and cross browser, with 

members having the ability to review and comment on ratings and websites, 

theoretically it should enable user‟s configuration and reporting even about new privacy 

threats or decide to use their own set of options, it is supposed to be exclusively focused 

in, on privacy preferences and awareness, with the ability to cooperate and interact with 

other PET tools such as blacklisting, scamming, anti-phishing websites. 

3.5 Websites and mobile applications Privacy preferences Literature 
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Mobile applications 

 

Both, in developing and developed countries online privacy, remain a constant issue. 

Especially since mobile applications- mobile apps are written by almost everyone and 

can be purchased or installed into everyone‟s devices. 

(Barbon, G et al 2015), discuss terms such as data leakage of MobileID or geo-location 

tracking, while (Gu, J et al 2015), discuss about privacy issues, focused on android 

users, either deriving from malware and user requirements, concerns and needs, and 

about how people make mature choices, how can they be better informed in their 

privacy choices and decisions. It is also claimed that decision-making is influenced by 

factors such as sensitivity of information, explanation of privacy terms and other 

complex social factors. Major factors such as an application‟s popularity, permission 

request and permission explanation are found, to play a major role in an app‟s 

downloading count and ratings, while also key findings suggest lower privacy concerns 

in users who think that these factors are “fair” for their intended usage of a particular 

service or application. It also argued that long EULA‟s (end user license agreements) are 

too long and too technical for the average user to read and comprehend.  

(Gu, J et al, 2015), p 3501, designed a prototype research model for statistical testing 

and evaluation and performed a user survey to review their results and conclude, after 

testing their hypothesis and after evaluating their survey findings, regarding permission 

sensitivity, application popularity and permission explanation, their results showed 

major relevance for each factor involved, through specific contexts and other limitations. 

They later expanded their research, adding generalized privacy concerns. 

 

A paper by (Jorgensen Z. et al 2015), also focuses on permissions and end user 

awareness on mobile application installations, the authors opted for a two study research 

model in order to identify the actual risks firstly, from IT experts who identified 

“personal information privacy, monetary risk, and device availability/stability, along 

with data integrity” as the major risk factors and then utilized a user questionnaire 

research, which focused on answering questions regarding mobile usage, asking users to 

rate how often they consider risks or privacy when installing an application and identify 

the biggest risks associated with installing an application and finally rate their own 

concerns regarding specific risks and applications having access to specific types of 

information. The authors concluded that both IT experts and end users have similar 
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concerns overall. The same authors, also conducted a survey, which showed that the 

user‟s concern on the risks involved when installing applications, privacy came by far 

first on the list, while location privacy was fourth on the list and also other things 

connected directly to privacy were mentioned for example eavesdropping, phishing, 

behavioral profiling, privilege escalation (6
th, 

5
th

, 8
th, 

10
th

).  

 

While (Bin Liu, et al 2015), argued that web and mobile apps should be rated not solely 

for their usefulness and functionality, but also by their respect to user privacy needs and 

preferences and they go on to specify some app recommendations to address this 

tradeoff, between user privacy needs and an application‟s functionality and show, what 

information do the users feel as too private or sensitive and on which occasions they 

refuse to install an application or even use a web sites service. A survey was used, which 

revealed that over half (54%) of android users haven‟t installed an application due to 

privacy concerns (sensitive information request) and about one third (30%) have 

uninstalled an application, when they realized it collected information they didn‟t like to 

give out. The authors propose a relation between an app-desired functionality 

(functionality match) and how much an app respects end users privacy preferences 

(privacy respect). In dealing with these they propose a six privacy risks namely GPS and 

Wi-Fi location tagging, read and/or write contacts and finally allow an application to 

either read, write and /or send SMS‟s but go on to include factors such as phone state, 

browser history, calls tracking, calendar, camera and audio logging and tracking/ 

modifying. They conclude with a numerical model to reflect user tradeoffs between 

functionality and privacy preferences. 

 

For (Rosen Sanae et al, 2015), the unit of analysis is application behavior and profiling 

and behavior patterns in mobile apps, they released an AppProfiles applications with 

success and user responses have been studied thoroughly in terms of privacy, for 

example how end users respond to suspicious SMS, normal SMS, phone calls, 

interaction and coexistence and logging of other applications, download requests, root 

access requests, location data, PhoneID, places ads, bookmarks etc, requests for internet 

usage, contact sharing and so on (cookies , camera access, location tracking either 

passive or user adopted) . The authors analyzed popular web and mobile applications 

such as Facebook, Angry birds, Reddit, etc and evaluated the most popular ones against 

average known applications. Their findings suggest that in almost all privacy related 
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threats, the most popular apps are more demanding and more privacy intruding than the 

average apps, thus confirming that their download ratios and reputation made end users 

feel more inclined to either not think at all about their privacy and accept their terms or 

have a false sense of safety in using these popular apps, with a minor exception of 

Reddit, which is Fun application that was found as the least privacy intruding popular 

application. Application Behavior categories requiring attention include SMS 

(suspicious or normal), Phone calls, interaction with other apps, downloading and 

installing apps without permission, logging list of apps used, gaining root access and 

performing commands, collection of location data, mobileID data, adding bookmarks in 

web browsers and uses the internet for no given context while another significant weird 

behavior is running in the background. Others include hardware access (audio, camera), 

cookies, SMS access, phone number and running apps. 

 

Websites and mobile applications 

 

(Hasana L. et al, 2015), discuss characteristics, regarding website ratings, such as 

usability, reliability, interactive features, customization and security- privacy. 

(Maditinos D. et al 2008), for example by using a survey of 370 sampled responders, 

concludes that privacy and security is an essential factor in any website enhancing end 

user satisfaction and trust, the authors also identify three distinct categories of user 

satisfaction namely a) information quality, b) system quality and c) security privacy.  

(Jaspersen, 1996; Bearden and Teel, 1983) take another approach in measuring user 

satisfaction which focuses on technical information such as server logs, visitor statistics, 

duration and frequency of visits and by evaluating visitor complaint logs.  

 

Meanwhile, Xiao and Dasgupta (2002), focus on web portal users satisfaction they also 

used a survey of 340 sampled university students to show their satisfaction levels by 

using criteria such as rating of 1-5 of content, accuracy, format, ease of use and 

timeliness and provide information about their background (demographics) and location 

that they mostly use the internet.  Understandability, Usefulness, Reliability, Access, 

Friendliness, Navigation, Interactivity, Security and Privacy were all taken into account.   

 

(Park, S. Y. (2009), claims that the technology acceptance model (TAM) plays a major 

in information related learning.  Both using most of these criteria as a standard and 

explore further to find additional criteria that can influence user privacy preferences, 
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user needs or affect user behavior, ease of use has been the most basic criterion, used for 

example in describing how an extended model of Technology Acceptance Model can be 

explored and help a particular technology or application become widely adopted. 

 

Likewise (M. WU, 2011), used a survey and questionnaires, and TAM2 (technology 

acceptance model 2) as a framework which was validated, using the Confirmatory 

Factor Analysis (CFA) and Structural Equation Modeling (SEM) while other articles 

and scientific sources state that while ease of use plays a role in affecting user‟s 

behavior it does depend more upon the nature of an application, its cost and usefulness. 

 

(Bubas Goran et al, 2008), (Fuming Shih, et al, 2015), among many other studies, also 

focus on end users behavior for example concerning users privacy preferences and 

assumptions, in using websites or mobile applications by using surveys and a four week 

study, the results showed users tend to provide more information when the reason was 

not mentioned, less when the reason was vague, but more when the reason was stated 

also they revealed more when they had something to gain and much less when the 

developers had only to gain. This approach used the survey method to get feedback of 

people‟s privacy preferences opinions and evaluate whether purpose, context of use, 

location, personal gain or familiarity with an application played major role and how 

much each affected users‟ tendency to give out their personal data.  

 

Meanwhile, websites such as this one http://www.privacyaffiliates.com/ exist were 

firms, can literally buy a readymade privacy statement or policy for as low as 20$ by 

answering just some simple questions, which seems very far from being a good choice 

and shows how low, many firms think about the issue of privacy and privacy policy. 

 

(Jialiu Lin et al, 2015), focus on permission sets and investigate into and identify 

application permissions and how do they fit in with their supposed context and usage 

and be edited, while not affecting an application‟s core functionality, enabling user 

privacy awareness and adoption of  a predefined privacy presets for an application.  

 

(Kayes Imrul, et al 2000), discuss about community question answering platforms, such 

as yahoo answers and suggest privacy concerns correspond to users behavior while they 

show that default privacy settings, make users unaware of their actual privacy, while end 

http://www.privacyaffiliates.com/
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users who configure their privacy settings, are more likely to contribute more and with 

added trust on answering or reporting community questions. 

 

(Blase Ur et al 2012), performed a focused research on privacy policies and investigated 

if websites and especially social networking websites have a meaningful, multilingual 

and non- automate translated, privacy policy, terms of service and privacy preferences. 

They showed that while Google+ and LinkeDin, do in fact have most of their privacy 

policies, translated in almost all languages they are offered, this is not the case for 

Facebook nor Twitter whose users are left without privacy rights since the networks 

policies translations, only cover 14-15% of the languages they are offered. Especially 

after the controversial changes in Google+ and Facebook privacy policies, from 2012 

and onwards that were only translated in a few selected languages, leaving many users 

unaware of their privacy rights changes. The authors focused on policy preferences, 

main pages, and terms of service, privacy statement and data collection policy statement. 

They categorized their findings in either fully, partially or non-translated by analyzing 

the use of English words or lines in every translated page. Facebook and Twitter scored 

poorly in the categories (privacy policies and terms of service) with the rate of full 

translated being well under 20% and also faired a lot worse than Google+ and LinkeDin 

in privacy settings (100% vs under 80%). Flickr a photo sharing social network is 

provided in less languages thus its 100% fully translated except in privacy policies 

where it just reaches 44%. An even more ambiguous closure is that both Twitter and 

Facebook note that in case there is no other translation noted or there exist conflicts 

between English and any other translation, the English translation only counts. Facebook 

is offered in 70 languages, Twitter in about 24 and they both use crowd sourcing for 

their translation, which causes problems and limitations. In contrast Google+, LinkeDin 

and Flickr use either a combo of crowd sourcing and professional reviewing or simply 

professional reviewing in Flickr‟s case (which however is offered only in nine 

languages). In essence the two most visited social networking sites non native English 

speakers are seriously compromised or stripped off their own privacy rights. 

 

(Wilson S. et al, 2016), focus in, on privacy statements and policies, that users tend to 

ignore because they find them as too long and difficult to understand. They suggest that 

even current platforms of assessing privacy preferences such as the P3P (platform for 

privacy preferences) have been met with criticism and didn‟t get the large public to 
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contribute to. In fact only lately has the crowd-sourced solution been identify as a better-

suited solution for these tasks, such as the PrivacyChoice, TosDR, and Usable Privacy 

policy project among others. They claim that by using this method the crowd source 

annotation accomplishes, accurate ratings in the long run, even on cases where IT 

experts or Privacy experts have difficulty in agreeing on. They propose the Privacy 

Annotator tool, that users can answer questions with, search in long privacy terms for 

keywords or comment about paragraphs or even vague privacy statements (for example 

sites that state in one page that no data is being shared with third parties while in another 

page it states exceptions to this case). The project started by conducting pilot studies and 

then after feedback enabled them to added categories, characteristics and feedback that 

users requested. Factors such as Data collection, sharing of information, deletion option, 

third parties involved, with possible answers being, yes, no, partial, unclear and not 

applicable. They also added pop ups that could help the users understand or rate in cases 

of vagueness. Their design included both review by expert annotators (Privacy and law 

students for example) and crowd sourced average workers found from Amazons 

Mechanical Trunk. They found both sources of feedback showed over 80% matching 

and in cases crowd sourced workers faired even better than their expert colleagues, 

concluding though that neither side should be neglected (experts or crowd sourced 

workers reviews), because one can compliment on the other groups weaknesses. Their 

research unit was the most popular 26 websites privacy policies noted in alexa.com 

rankings. 

 

Table 5 General Privacy requirements and rating criteria (web resources) 

 

What are the end user privacy requirements that can be addressed by using a crowd 

sourced based Privacy Enhancing Tool. What characteristics can be used to rate privacy 

in web apps, mobile apps, and websites? 

 

 

THEMES AUTHORS 

Enforce sensitive and personal data 

protection. Having a defined management 

statement (from acquisition to sharing, 

deletion and management of users‟ 

personal data). 

(Kanings B et al, 2016), (Hajli N et al, 

2016), Hernandez Luis -ENISA, (Denning 

et al), (Hajli N et al, 2016), (Boyles Jan 

Lauren, 2012), (Agarwal Yuvraj and Hall, 

Malcolm 2013), (Toch Eran, 2012), 

(Hamza Harkous et al, 2014). (Bin Liu et 

al 2015), (Egelman Serge et al, 2015) 

Adhere to the least privileges rule (An (Liu R. et al, 2015), (Boyles Jan Lauren, 
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application or website must justify its 

privileges or privacy request by its 

usefulness context and expected usage). 

2012),(Zhao, Y et al, 2016), (Egelman 

Serge et al, 2015),  (Qatrunnada Ismailet al 

2015), (Toch Eran, 2012) 

Employ privacy by design or by default 

(privacy threatening default options 

disabled OR privacy defined in the initial 

setup or access of a web resource). Offer 

pre- installation preferences (ie most 

android users cannot choose certain 

applications privacy preferences, requests 

and must either decide to install as is, or 

reject it all together). 

(Bartsch Miriam et al), (Kumar P. et al, 

2015), (Liu B. et al, 2015), (Pistoia M., 

2015), (Hasana L.  et al, 2015), (Kayes 

Imrul et al, 2000) 

Provide adequate translations for its 

privacy statements, terms and policies. 

Clearly state which languages are 

supported. 

(Gu, J et al, 2015), (Blase Ur et al, 2012), 

(Wilson S.  et al, 2016) 

 

Explain any third party affiliation or 

cooperation and its privacy terms, 

statements and policies, clarified. 

(Liu R. et al, 2015), (L. Hasana et al, 

2015), (Blase Ur et al, 2012) 

 

Have clear privacy and usefulness 

expectations (expectation ideally must 

match reality), since there is no clear 

globally accepted privacy framework, 

practice or methodology. 

(Ioannidis Z, S et al, 2014), (D. Maditinos 

et al, 2008), (Imrul Kayes, et al), (Jialiu 

Lin et al, 2012) 

Reaction to vulnerabilities (reaction time 

and risk planning and management so that 

reliability and security can be assured). 

(Chia Pern Hui, Svein Johan Knapskog) 

 

Proper maintenance (logging of versions, 

improvements, bugs, changes 

documentation) 

(Boyles Jan Lauren, 2012), (Chia Pern 

Hui, Knapskog Svein Johan), (Toch Eran, 

2012) 

Enjoy maturity and stability (stable 

developers, stable community, years of 

existence, offering diverse platforms and 

operating systems support). 

(Chia Pern Hui, Knapskog Svein Johan) 

 

Enjoy positive public reviews (recent and 

positive reviews especially by privacy 

authorities and/or experts). 

(Chia Pern Hui, Knapskog Svein Johan), 

(Bin Liu et al 2015) 

Have a non-technical, clearly defined, 

short EULA. 
(Gu, J et al 2015) 

 

Table 6 Rating Criteria and requirements of web or mobile apps 

 

 

THEMES AUTHORS 

Have adequate justification of permission 

requests, with clear and well-defined 

explanations (especially concerning 

privacy risk factors such GPS and Wi-Fi 

location tagging, read and/or write contacts 

and finally allow an application to either 

(Boyles Jan Lauren, 2012), (Liu R. et al, 

2015), (Kang J. et al, 2015), (Jialiu Lin et 

al, 2015), (Jialiu Lin et al, 2012), 

(Qatrunnada Ismailet al, 2015), (Toch 

Eran, 2012), (Bin Liu et al, 2015), (Jialiu 

Lin et al, 2012) 
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3.6 Crowd sourced based Literature, privacy ratings – studies 

 

(Wenchao Li et al, 2012), Suggest crowd sourcing as an excellent platform for 

information gathering and sharing, since focus is on the human factor, in order to help 

verification and give insight from human- end user perspective. They state it is similar to 

announcing a public call for an objective/ end and reflect on the ability to solve as 

groups, problems that computers alone cannot solve (calling it human computation). 

They propose a game design called Crowd Mine that enables users to recognize patterns 

on given images and promote a sense of good antagonism between the contributors. 

 

(Jialiu Lin et al, 2012), on the other hand, quote that several studies have shown that 

while many automated tools or applications exist or are proposed, no single automated 

tool can be solely used, to protect online and mobile users privacy rights, without 

accounting in for the end user‟s own perception of privacy, therefore they suggest a 

privacy expectations model,  able to cover the current and exponentially growing pool of 

mobile and web applications and their attractive features, that may misguide users or 

read, write and /or send SMS‟s , read or 

edit phone state, browser history, calls 

tracking, calendar, camera and audio 

logging and tracking/ modifying, download 

requests, root access requests, MobileID, 

deploy ads or bookmarks, cookies usage, 

contact sharing.). 

 

Adequate background information and 

documentation (technical and developer 

team documentation and background 

information). 

(Hirschprung Ron et al, 2016), (Gu, J et al 

2015), (Hasana L. et al, 2015), (Maditinos  

D. et al, 2008), (Chia Pern Hui, Knapskog 

Svein Johan) 

Transparency (the app should be able to 

clarify what it can and what it cannot do). 

 

 

(Liu R. et al, 2015), (Bin Liu et al, 2015), 

(Rosen Sanae et al, 2015), (Bubas Goran, 

et al, 2008), (Fuming Shih, et al, 2015), 

(Wilson S. et al, 2016) 

Also it is important that the application 

doesn‟t include any hidden functionality 

and that it complies with what it is said to 

offer and also be able to avoid known 

bugs, loopholes, traps, or imposes any sort 

of problem to the end users (high RAM 

use, or high resource needs in general or 

conflict with other applications and above 

all apply to European union‟s data laws 

and restrictions). 

(Liu R. et al, 2015), (Rosen  Sanae et al, 

2015), (Chia Pern Hui, Knapskog Svein 

Johan), (Hamza Harkous et al 2014) 
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capitulate on their unawareness and intrude into their privacy (for example Facebook, 

Instagram and many other popular apps). The authors propose that user psychological 

models indeed affect user decision, awareness does help provide users with an insight 

about what they expect Vs reality, especially in web and mobile applications, that can 

guide users into privacy maturity and informed decision making when installing an 

application or visiting a web site, by simply allowing them to share, view and edit 

previous privacy rating data before deciding.  They also suggest the crowd sourcing 

approach to capture users‟ mental models and expectations and privacy conceptions for 

user guidance and information sharing. The authors used a study approach through 

Amazon focused in Android users‟ expectations and the actual apps that failed or lived 

up to that without compromising their privacy. A key privacy limitation in Android is 

that users have no other option but solely, to install or not an application, with all the 

privacy requests that the application developer requests, there are handful of applications 

and tricks that users may use to somehow limit this, but none guarantees that the user 

will make the right choice on what to allow or deny and if the application will work as 

designed, thus leaving the user unable to select his own preferences in installing an app. 

In their research which was based on survey and a few specialized user interviews, they 

found that most users do not read the EULA (end user license agreement) before 

installing an application either web or mobile based and even fewer take the time to read 

a website‟s policy statement, because they are overwhelmed by the desire to install an 

application or use a particular website (coupled with reasons of unawareness, cost/time, 

complexity in most of the privacy statements and EULA‟s and unclear beneficial role 

reading these would provide for the end user ) . The authors opted to pay actual end 

users using Amazons Mechanical Turk. They started by enforcing categorization 

questions first and expectation questions later, then went on to determine after being 

shown screenshots users mental models and perceptions by include questions such as 

how much users were comfortable in installing, using or visiting, previously rated apps 

or sites, using a 4-point Likert scale survey. They finally conclude their survey by 

adding several expectation and preference questions and adding a comment section 

regarding either a particular app or website and another section for general views of apps 

or websites. 

 

Four types of privacy resources were chosen as the focus, namely, MobileID, Geo-

location through GPS, contact lists and network location. The final survey involved 



 48 

5684 user responses of which 211 were regarded as incomplete and 113 as failing to 

pass the qualitative control questions.  In general terms the users showed surprised and 

major unawareness about every single app researched about its permissions requests and 

volume of collection of information the apps were requesting and could not justify this 

data mining, for example game apps requiring GPS permission or flashlight apps 

requesting MobileID permission and many other inconsistencies. Such as wallpaper 

apps that required contact list permission. In fact almost all the participants were 

reluctant to use or continue using these applications and were actively trying to find 

better replacements as the comment session noted. The authors used a survey of each 

condition on a set of at least of 20 end users being rated by particular end users, a 

different group focused on a different condition and so on. Other interesting key findings 

include, familiarity, users that have used an app extensively and for a longer timeframe 

are more likely to allow it to access more privileges while most of the users were 

concerned with ads, Spam and malware and finally that Android Preferences 

information screen is completely inefficient, regarding privacy and permission sets and a 

change will be necessary sooner or later able to allow users to make their own choices 

and use their own privacy preferences. 

 

(Denning et al), discuss Wikipedia (as a major crowd source based platform example), 

and identified six critical areas of risks such as accuracy, contributor motives, uncertain 

expertise, volatility of content, sources of information and coverage, five of this focus on 

the correctness and integrity of the data while the last focuses on availability. All of 

them pose concerns on community based platform security and privacy. 

 

(Bhattacharya S. et al 2015), discuss websites and end user privacy ratings so that they 

can avoid unsafe or malicious websites, it is claimed that this has two major problems it 

is costly and time consuming, leaving  the vast majority of current websites not rated 

and with much time elapsing for new websites to be indexed and rated. The authors 

claim that by leveraging structural and content based elements, they have developed a 

good prediction method that can be used to rate websites in a similar fashion to how web 

of trust (WOT) does. They use a machine learning technique approach and experts input, 

they also state that crowd sourcing is ideal for this types of Privacy Enhancing Tools 

(PET‟s) since they can rate on a broader perspective and on a lot larger scale in a 

considerably less time, for inappropriate websites (either privacy, trust, child safety, 
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malicious risks and so on). They propose the use of a tool called LookAhead to predict 

and assess with consistency, new or not rated websites. Starting by exploring similar 

concepts such as web of trust (WOT), Phish-Tank and Webputation we can explore 

about the crowd sourcing nature of such crowd source based already existing projects. 

(Chia Pern Hui et al, 2012), suggest that while the task of evaluating millions of 

websites with a crowd sourcing approach can be beneficiary, however some 

professionals are skeptical about the coverage and reliability from ordinary average end 

users input for assessing security in web of trust (WOT‟s) case the findings suggest that 

ordinary and average users are those who deliver better ratings for websites, while 

instead the more advanced users and frequent contributors tend to rate more accurate 

(thus giving on average lower ratings) and tend to report more frequently and focus 

more, on “bad” rated websites while casual users tend to comment mostly on “good” 

ones. Frequent contributors and advanced skilled users are better in rating “bad sites” 

but both frequent and casual contributors perform at the same degree in rating “good 

websites”, they also discuss other online protection tools that can warn the users about a 

sites security such as McAfee‟s Site Advisor, Norton‟s Safe Web (considered as risk 

signaling tools). Whilst they conclude, Web of trust is considered a lot more reliable 

than other similar tools and research how do the casual contributors add value, how 

different types of contributors choose to focus on different types of websites, how can 

the patterns of casual and frequent contributors be categorized and ultimately examine if 

different types of contributors realize different levels of reliability, security etc. 

Collective wisdom has been considered in many previous cases and studies both in 

general perspective and for web security. Findings about WOT‟s handling of its 

contributors are that users are evaluated depending upon their previous rated websites 

volume, are also categorized as members or not (with non members being only able to 

rate through the browser plug in add-on and having a specific ID assigned, WOT rates 

its user base on levels such as rookie, bronze, silver, gold and platinum based on activity 

(counting both ratings and comments) while WOT also co functions with other PETs by 

receiving blacklists, phishing lists and illegal online activity-listed websites from 

PhisTank, SpamCop and LegitScript‟s web portals. By default the plug-in works by 

signaling with colored rings websites red for bad, yellow for caution and green for 

trusted (with grey serving as for indication of unknown/ unrated yet) and web sites or 

applications are rated regarding their trustfulness. Side effects including efficiency vs. 
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redundancy are taken into account; reliability and verifiability are other concepts are 

also considered, along with applicability for other concepts and design implications.  

In the same paper WOT is described as an open source browser add-on and also a 

website that also includes features such as personal page per registered user, forums, 

wiki page, messaging and polling tools. It has been downloaded more than 23 million 

times by August 2011.  

WOT currently rates trustworthiness; vendor reliability, privacy and child safety and 

rates vary from very poor, poor, unsatisfactory, good and excellent. The reliability of the 

contributors is counted and rated as well against their contributions and activity level 

count. Contributions remain private to the contributors while a sophisticated algorithm 

helps rate each contribution of any type of user, while also behavioral suspicious 

contributors‟ algorithms and decay over time contributions enable WOT to have more 

control and liability in its ratings.  Also providing the opportunity for end users to 

become members and comment on ratings, forums, etc, while the rest non-registered 

members can rate by selecting from 17 different categories provided by the browser 

plug-in tool.  Contributors are classed as rookie, bronze, silver, and gold, up to the 

platinum level. Also WOT takes into account blacklists, spamming websites among 

other factors, moreover the WOT tool also enables site owners to question or call for 

evaluation (or re- evaluation) of a listed website. 

 

The same authors on another paper (Chia Pern Hui, Knapskog Svein Johan), describe 

the risks mitigation and management by WOT and also claim that it allows users to 

exchange views about scams, illegal activities, personal information misuse, the paper 

focuses around privacy statements and policies and opt-in and opt-out privacy options 

and trustworthiness such that it offers what is claims to. They conclude that WOT is 

more reliable than commercial solutions such as McAfee‟s site advisor, Norton‟s safe 

web and Google‟s Safe browsing diagnostic page and cannot be easily manipulated in its 

ratings. It employs both a degrading rating system (older ratings get less value in the 

long run) and because it also employs automated responses to identify suspicious 

behaviors in rating, additionally there is a domain/ sub domain check so that there must 

be very clear evidence in order to distinguish and rate differently a domain and its sub 

domains especially in non trusted domains.  What makes WOT unique is its extended 

use of discussion forums, the adoption of cross member messaging tools, the ability for a 
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member or developer to call for public evaluation of a specific website, these all 

contribute to a more reliable reviewing process and accuracy in its ratings. 

 

Table 7 WOT comment feedback form, credit (Chia Pern Hui et al), p3 

 

Comment categories of positive or negative nature in WOT. 

Positive Category Negative category Other 

Entertaining 

Useful, Informative 

Child Friendly 

Good Customer Experience 

Good Site 

Useless 

Annoying ads or pop ups 

Ethical Issues 

Hateful, violent / ilegal content 

Bad Customer Service 

Browser Exploit,  

Spyware or Adware 

Adult Content 

Phising or other Scums 

Malicious content, viruses 

Spam 

Other 

 

(Heidinger Clemens et al, 2010) propose a different, but relevant concept, Privacy 2.0 

framework, with which it is claimed to encourage end users share experiences and make 

observations and recommendations with four requirements a) Convergence of 

Knowledge, b) effectiveness, c) Usability and Transparency, d) Extensible Design. 

 

This works by featuring four components, „PrivacyTagger that component stores the 

tags provided in a folksonomy.,‟ ThreatTaxonomy, which provides a measure for the 

similarity of objects. (Main host for example google.com will have the same effect as 

google.com/search), Tag Miner, that points out if a tag has a positive or negative 

meaning and PreferenceMatcher to determine if the tags provided by a user make sense 

for others, the PreferenceMatcher computes a similarity measure for two users and an 

IncentivesManager‟ with all these components embedded in a browser plug-in with a 

simple GUI. 

 

The Privacy 2.0 concept is supposed to address the following issues 1. It must be able to 

pinpoint new privacy issues; 2. To substantiate, user found, threats and sites, 3. Identify 

web sites that might pose a threat for privacy as for the evaluation part it is in generally 

accepted as being the part that addresses the requirements of this specific tool‟s 
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functionality and in order to evaluate requirements vs. actual implementation a small 

user group is selected to start with, using a methodology of first contacting selected 

groups of users by email, then performing tests for up to twenty days on their reactivity 

with the plug in and finally using questionnaires that request information about ease of 

use, scope understanding, privacy awareness, effort from the user part required  and 

evaluate their  findings accordingly. 

 

(Metwalley H. et al, 2015), as mentioned earlier, propose a PET tool called CrowdSurf 

that is designed so as to enable the end user to, a) know which services their data is 

exchanged with and how, b) decide what information can be accessed and shared and 

with whom, this tool takes another completely different approach as it is designed as a 

layer standing below the application layer and before any encryption, it is also a cloud 

based solution build with crowd sourcing principles.  It has the ability to semi- 

automatically learn from user contribution, either from tests and experiments by security 

experts, or average users who agree to provide anonimized data samples of their own 

traffic thus enabling CrowdSurf to calculate and suggest proposed trustworthiness of 

websites. Users in return can control their data and services by choosing to block some 

or remove sensitive information or even agree to use third party services if they find 

those suitable and helpful in their everyday lives despite any information gathering or 

data mining. The design principles are to address the following, a) privacy - safety, b) be 

automated with cloud based algorithms, c) be client centric and cross browser, device or 

platform based. The architecture used is a cloud-based controller that gathers volunteer‟s 

information, the data analyzer that performs analysis and provides suggestions on a 

site‟s reliability or even flags it as not trustworthy with a collaborative approach such as 

the one used in Wikipedia for example. 

 

Users are encouraged to get more involved by sharing their knowledge (or in 

CrowdSurf‟s case their own anonimized traffic) or just use the tool without contributing 

to its growth. CrowdSurf on the client side acts as an added layer between http and 

transport layers, while on the server side it uses its components such as the controller 

and data analyzer etc and reports back with suggestion either automatically or semi- 

automatically (after reviewing suggestions from privacy and security experts) it can also 

be used in corporate level to enforce rules on internet usage. Finally another solution 

PET who also acts as a plug-in is mentioned, called Privee, which instead addresses and 
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rates websites in accordance with their privacy policies and utilizes mining algorithms 

and user reports but only focuses on the websites published privacy policies not on their 

actual adherence and doesn‟t count other privacy risks. 

 

(Egelman Serge et al, 2015), discuss, the least privileges rule, in the essence of crowd 

sourcing and user decision making and privacy awareness, especially with nowadays 

ambiguous computer environment and devices such as smart watches or smart home 

appliances that require constant access to personal data (environment) or ask for further 

permissions in order to provide third party developers with more user data. (Camera 

access, microphone access, SMS and so on).  They argue that the crowd solution is 

better suited for security, design and research making suitable for research in ambiguous 

privacy appliances and permission demands. They survey about possible means of 

privacy / security in current and future devices from face recognition or video capture to 

even heart rate recognition and their associated icons that confuses most users. 

 

(Qatrunnada Ismailet al 2015), Use another perspective and discuss mobile applications 

and their permission requests, either as part of the installation or afterwards as 

configuration after the installation and end users privacy settings. The authors use a 

crowd-source based approach to explore permission sets and conduct a user study, in 

using different permission sets in the Instagram application, then compare results with 

additional questionnaires and propose a crowd source based approach allowing the 

crowd to perform studies using different sets of permission and rate how much an 

application is consistent with the privacy Vs efficiency dilemma while neither remains 

uncompromised, for example, the angry birds application which can work without geo-

location permission. They also examined app scanner, an application that draws from 

crowd source based ratings and studies end users views of privacy and permissions and 

(un)awareness about how changing permission behaviors affects an app‟s efficiency. 

Finally, Collaborative filtering is proposed as the best way to predict ratings and create 

user recommendations, as a recommendation technique which utilizes previous users‟ 

ratings or similar apps ratings to predict future or not rated yet apps, sites etc.  

 

(Cen Lei et al, 2015), use a similar perspective which focuses on performing a risk 

assessment using a crowd source based approach to rank user comments. The authors 

use a label approach and calculate a rating algorithm, which helps form a mathematical 

formula that in turn is tested against acquired data sets and conclude that with their 
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approach ratings were more efficient than similar previous approaches that didn‟t use 

labeling and weren‟t based on user comments for rating and is the first of its kind. 

 

While (Toch Eran, 2012), suggests a framework based in crowd sourcing for privacy 

management of location information, in mobile apps and websites by performing a two-

week behavioral study of 30 subjects and tracking their privacy geo location preferences 

according to their actual location and activity. The author suggests that crowd sourcing 

is especially suited for ubiquitous computing to gather information from the public and 

defines two research questions how can it be used in predicting end user privacy 

preferences and how it can produce trustworthy predictions. Then claims that evidence 

from empirical and statistical research show privacy preferences patterns do exist and 

especially in tracking location, in which average users for example are more eager to 

give permission to an app to access their location when they are in a café shop or a bar 

rather their home in which they feel reluctant to share. He names his framework as 

“Super Ego” and it is supposed to enable privacy sensitive context awareness.  

 

(Hamza Harkous et al 2014), among other scholars also focus on cloud services, 

suggesting, that crowd sourcing based solutions is the best option for risk assessment for 

end users and cloud computing privacy preferences. The authors suggest a crowd-based 

solution in order to overcome ignorance of privacy risk. They go on to propose Item 

Response Theory to determine sensitivity of items and different attitudes from end users 

towards privacy awareness and preferences. Then by using crowd sourcing users can 

share and have a better picture of both traits and can determine more accurately the risks 

involved with sharing private data. In their study they focus on three general public 

concerns as motivation. Namely   

 

 Privacy vs. Services Dilemma 

 Difficulty of manually assessing data privacy levels: 

 General lack of awareness about privacy 

 

They also, suggest a framework, for privacy in cloud services that can be efficient in 

addressing these issues by using Item Response Theory (a well known model in 

psychology, education and health care) that is a modern test theory, used in 

questionnaire analysis. They measure the test‟s subject‟s probability of correctly 

answering a question, using two factors, the question‟s difficulty and the user‟s ability to 
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answer such questions. Finally they propose policy recommendations as risk mitigation. 

Their choice of research methodology involved a questionnaire, randomly selected 

shared information from Amazon and later with already published studies into social 

networks and user privacy preferences Vs personality treats that used IRT as their main 

model. 

 

(Lasecki Walter S. et al, 2014), meanwhile, on their research on weaknesses in crowd 

sourcing, claim that while single users malicious or accidental mistakes have been 

researched in the past although not adequately, coordinated malicious attempts have not 

been researched at all, for example different user motives, strange group attempts 

(hackers, 4chan, anonymous groups etc), bots, so they propose methods such as 

recaptcha, routing specific workers or end users in specific tasks or keep a record of 

contributors traits, interests so that any malicious attempts can be dealt with, but that is 

only the simple risks involved while exposure, exploitation and reconstruction become 

increasingly risky, especially cases of answer manipulation, either classic such that 

answers are manipulated to not address, real responses or constantly request from the 

server with overwhelming responses causing disruption, in which cases a crowd sourced 

based platform loses its availability and discontinues its normal factions while also 

losing data integrity, with data that are corrupted and show altered and different answers 

than the actual data sets. They reflect on the “Raising an army” concept in which either 

passively, opportunistically, or malicious users, can raise the risk in these platforms. 

Even beneficent users can harm the platform by trying to do more than ask to do, while 

not realizing they are actually contributing to additional risk and chaos. The authors 

conclude, these can be dealt with, by suggesting automation for privacy preservation, 

leverage of known and reliable users and contributors‟ rights and privileges.  

 

(Yang Wang et al, 2013), perform an additional study on risks, associated with crowd 

sourcing and contributors, both security and privacy aspects are analyzed and suggest 

that opportunistic systems (that do not ask users acceptance before sharing their 

requests, ratings etc) are a lot riskier and threatening than participatory systems in which 

a user, with his free will and full awareness, selects which data to share and rate. In their 

study they focus on mobile crowd sourcing risks, involved with location sharing, 

behavioral treats, interests and personality treat sharing under mobile computing 

inherent weaknesses. They propose, a PEALS framework, (Privacy and Energy Aware 
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Location Service) able to address such issues. The methodology used is a literature 

review of current risks associated with crowd sourcing then a survey together with 

advanced users‟ interviews, on privacy concerns and preferences. The results as the 

authors, claim, can help design a privacy model for crowd sourcing that will reflect 

various user‟s privacy preferences and concerns and then lab (two test beds) test it to see 

how well it matches with the actual real life results, while running as a pilot program.  

 

Finally, (Gehrke Johannes et al), discuss one embedded crowd source weakness, the data 

provided by the end users themselves and their own privacy, since without it they will be 

very reluctant to share their privacy preferences, one of the proposed solutions for this 

weakness is, using differential privacy and making sure sensitive data cannot be used to 

identify individuals who contributed the data and data miners and analyzers will not use 

(or have no way to do so) the data to identify individuals that contributed the data. The 

same rule applies for privacy contributors using crowd-sourced approaches or privacy 

related forums and websites. Their personal preferences, any sort of identification and 

habits must remain untracked and anonymous. 

 

Table 8 Tool and crowd requirements  

 

What are the methods / techniques to get the crowd (end users/IT experts/ public) 

involved in a crowd sourced based community? How can the crowd be stimulated and 

get involved and a robust community become well established encouraging trust and 

contributing to the final project. - Tool requirements and characteristics 

 

THEMES AUTHORS 

The tool must not include any hidden 

functionality and must comply with what 

it is supposed to offer and also be bug, 

loophole – free, nor impose any hustle to 

the end users (high RAM usage, or high 

resource demands or conflict with other 

apps and of course adhere with European 

union‟s data laws and restrictions). 

(Boyles Jan Lauren, 2012), (Hirschprung 

Ron et al, 2016) 

 

Enjoy maturity and stability (stable 

developers, stable community, years of 

existence, offering diverse platforms and 

operating systems support). Have a good 

reputation, background and historical 

record. Enjoy popularity and a well-

established base of experts supporting and 

(Chia Pern Hui, Knapskog Svein Johan) 
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managing. 

Users must not be asked to share too 

personal or sensitive information about 

them. Risk Mitigation and avoidance of 

any risk concerning contributed personal 

or sensitive data must be well 

documented. Anonymity and non-ability 

to track back or identify contributors must 

be assured. 

(Hajli N et al, 2016), (Kang J. et al, 2015), 

(Martinez M. Garcia, Walton B., 2013), 

(Toch Eran, 2012), (Hamza Harkous et al, 

2014), (Bin Liu et al, 2015) 

Employ a theory such as universal 

acceptance theory or Technology 

acceptance model either 1
st
 or 2

nd
 version 

by ensuring ease of use, perceived 

usefulness, usage and adoption attitudes, 

social influence, thus enabling an overall 

climate of trust and mutual knowledge 

sharing in risk mitigation techniques and 

privacy awareness. 

(Kanings B et al, 2016), (Hajli N et al, 

2016), (Davis, F.D, 1989), (Davis, F.D, 

1993), Davis, F.D & Venkatesh V. (2000), 

Davis, F.D & Venkatesh (2004), (Chia 

Pern Hui, Knapskog Svein Johan), (Hamza 

Harkous et al 2014), (Jialiu Lin et al 2012) 

 

Treat different levels of contributors 

accordingly, enhance daily or expert 

contributors input by rating their level of 

experience (gold to rookie contributor) 

and privacy expertise (rating their Privacy 

background and contributions). 

(Hajli N et al, 2016), (Liu R. et al, 2015) 

(Boyles Jan Lauren, 2012),(Zhao, Y et al, 

2016), (Chia Pern Hui et al, 2012), (Chia 

Pern Hui, Knapskog Svein Johan) 

Be able to classify how the casual and 

daily contributors add value how different 

groups of contributors focus on different 

types of websites/ apps and how these can 

be categorized and valued accordingly. 

(Hirschprung Ron et al, 2016), (Chia Pern 

Hui et al, 2012) 

 

Be able to work with other PET tools and 

cooperate with blacklisting databases, 

phishing lists portals, non trusted or illegal 

activity listed domains or sites. 

(Shahrihar Amini et al, 2013), (Parra-

Arnau, J. et al, 2012), (Allan Ferrari et al, 

2015), (Mehrbod Sharif et al, 2011), (Chia 

Pern Hui, Knapskog Svein Johan) 

Be able to respond to bots, (raising an 

army concept) where either by accident 

from a casual contributor or group of, or 

from a planned coordinated, malicious 

attempt when ratings may become 

scrutinized, integrity, confidentiality or 

availability lost. 

(Lasecki Walter S. et al, 2014) 

Be proactive (warn users before installing, 

using an application or visiting a web 

resource). 

(Scipioni Marcello Paolo et al, 2010), (Yu 

L. et al, 2015), (Chia Pern Hui, Knapskog 

Svein Johan), (Heidinger Clemens et al, 

2010), (Hamza Harkous et al 2014) 
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Employ ease of use (including ease of 

installation, user level of interaction, 

adequate user guidance, user‟s manual, 

documentation, user friendliness, able to 

be multilingual, level of accessibility, the 

app must be available to be downloaded, 

accessed and easy to use by people with 

special needs or the elderly and be 

developed with cross platform (enabling 

its access in any application or Operating 

system used) capabilities and also have a 

simple but adequate GUI, with simple 

terms used, easy found features to turn on 

and off; employ ease of use in its every 

part and functionality. 

(Bin Liu et al 2015), (Davis, F.D, 1989), 

(Davis, F.D, 1993), Davis, F.D & 

Venkatesh V. (2000), Davis, F.D & 

Venkatesh (2004), (Martinez M. Garcia, 

Walton B., 2013), (Park, S. Y. (2009), (M. 

WU, 2011), (Hamza Harkous et al 2014) 

 

Employ both a degrading rating system 

(older ratings get less value in the long 

run) also employ automated responses to 

identify suspicious behaviours in rating, 

and employ a domain/ sub domain check 

so that there must be very clear evidence 

in order to distinguish and rate differently 

a domain and its sub domains especially in 

non trusted domains. 

(Bhattacharya S. et al, 2015), Chia(Pern 

Hui, Knapskog Svein Johan), (Heidinger 

Clemens et al, 2010), (Cen Lei et al, 2015) 

 

Make extended use of discussion forums, 

employ cross member messaging tools, 

and enable a member or developer to call 

for public evaluation of a specific website. 

 

(Hernandez Luis, ENISA)(2015 December) 

, (Wenchao Li et al, 2012), (Zhao, Y et al, 

2016), (Ioanidis Z. et al, 2014), (Chia Pern 

Hui, Knapskog Svein Johan), (Qatrunnada 

Ismailet al 2015), (Cen Lei et al, 2015) 

Encourage participation – from and for all 

stakeholders from public authorities to 

developers, designers and the end users. 

 

Arolas Estellés Enrique and Gonzalez 

Fernando, 2012,,(ENISA)(2015 December) 

(Zhao, Y et al, 2016), (Shahrihar Amini et 

al, 2013), (De Santo A. et al, 2015), 

(Martinez M. Garcia, Walton B., 2013), 

(Chia Pern Hui, Knapskog Svein Johan) 

Provide accuracy in its ratings. Work 

together with other PET tools or solutions 

(blacklisting tools or portals, other privacy 

PET‟s), for additional accuracy. 

 

(ENISA)(2015 December) (Li D. et al, 

2016), (Denning et al), (Bhattacharya S. et 

al, 2015), (Chia Pern Hui, Knapskog Svein 

Johan), (Heidinger Clemens et al, 2010), 

(Cen Lei et al, 2015), (Hamza Harkous et 

al 2014) 

Encompass adequate worldwide coverage. 

 

(M. WU, 2011), (Blase Ur et al 2012), 

(Bhattacharya S. et al, 2015), (Chia Pern 

Hui, Knapskog Svein Johan) 

Rate contributors‟ knowledge, motives or 

volatility of content. 

 

(Denning et al), (Chia Pern Hui, Knapskog 

Svein Johan), (Hamza Harkous et al 2014) 

Work with transparency (clear and 

clarified methodology, design, policies, 

data handling, contributors and data holder 

(Liu R. et al, 2015), (Jialiu Lin et al, 2015), 

(Heidinger Clemens et al, 2010) 
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rights and responsibilities, clear goals and 

funding plans if any). The tool should be 

able to clarify what it can and what it 

cannot do. 

Measure and adjust to human factors such 

as behavioural, mental or psychological 

patterns that can influence decision-

making (ease of use, functionality 

expectations, popularity, rate preference 

accordingly to given application‟s or 

websites nature, demographics 

representation). 

(Wenchao Li et al, 2012), (Chia Pern Hui, 

Knapskog Svein Johan), Metwalley H. et 

al, 2015), (Cen Lei et al, 2015), (Toch 

Eran, 2012), (Hamza Harkous et al, 2014), 

(Bin Liu et al, 2015), (Jialiu Lin et al, 

2012), (Rosen Sanae et al, 2015), (Egelman 

Serge et al, 2015), (Toch Eran, 2012), (Liu 

R. et al, 2015) 

Employ flexibility (for example it would 

be better used both as a tool, browser 

plug-in and as a community where 

contributions and feedback is appreciated 

and interacts with the ratings). Enable safe 

but flexible user interactions. 

ENISA)(2015 December), (Wenchao Li et 

al, 2012), (Zhao, Y et al, 2016), Ioanidis 

Z. et al, 2014), (Chia Pern Hui, Knapskog 

Svein Johan), Metwalley H.  et al, 2015 

Ideally be Free of charge and open 

sourced. 
(Chia Pern Hui, Knapskog Svein Johan) 

Be cross platform and cross devices 

capable. 
(Chia Pern Hui, Knapskog Svein Johan), 

Have options available for it‟s own use or 

the ratings configuration (can be turned 

off and on at will, can have its own set of 

preferences, can add comment fields on 

the ratings, can keep track of what a user 

contributed and statistics). 

(Yu L. et al 2015), (Kang J. et al, 2015), 

(Kumar p. et al, 2015), (Liu B. et al 2015), 

(Pistoia M. , 2015), (Chia Pern Hui, 

Knapskog Svein Johan) 

Accessibility (Can let members or non 

members of a community contribute with 

their ratings). 

(Blase Ur et al 2012), (Chia Pern Hui, 

Knapskog Svein Johan), 

Adequate background information and 

documentation (technical and developer 

team documentation and background 

information). Having well defined 

documentation, manuals guides and help 

sections and F.A.Q‟s. 

(Yu L. et al 2015), (Chia Pern Hui, 

Knapskog Svein Johan), 

Have a prediction method to rate non-

rated websites or non-rated applications 

behavior. 

 

(Yu L. et al 2015), (Shahrihar Amini et al, 

2013), (Li D. et al, 2016), (Bhattacharya 

S.et al, 2015), (Chia Pern Hui et al, 2012), 

(Chia Pern Hui, Knapskog Svein Johan), 

Metwalley H. et al, 2015, (Qatrunnada 

Ismailet al 2015), (Cen Lei et al, 2015), 

(Toch Eran, 2012), (Hamza Harkous et al 

2014), (Agarwal Yuvraj and Hall Malcolm, 

2013) 

Document versions history and changes. 

Costs if any, resource usage and legal or 

ethical background. 

(Chia Pern Hui, Knapskog Svein Johan) 

Enforce good reaction times in case of (Chia Pern Hui, Knapskog Svein Johan) 
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emergencies. 

Have no hidden functionalities, fees, 

resource costs or constraints. 

 

(Baig, M.M et al 2015), (Kang J. et al, 

2015), (Chia Pern Hui, Knapskog Svein 

Johan) 

Offer customisation. 

(Kang J. et al, 2015), (Kumar p. et al, 

2015), (Liu B. et al 2015), (Pistoia M. , 

2015), (Wilson S. et al, 2016), (Chia Pern 

Hui, Knapskog Svein Johan) 

Provide Reliability and usability. (Pern Hui Chia, Svein Johan Knapskog) 

Being able to rate privacy terms, practices, 

statements and EULA‟s automatically thus 

allowing the end user to skip time (by 

searching for keywords or ambiguous or 

conflicting words). 

(Gu, J et al 2015), (Wilson S. et al, 2016), 

(Cen Lei et al, 2015) 

 

Have few side effects during its use 

(privacy risks, costs, resources needed, 

non compatibility with other PET tools) or 

if so documenting them beforehand. 

 

 

(Baig, M.M et al 2015), (Hirschprung Ron 

et al, 2016), (Agarwal Yuvraj and Hall 

Malcolm, 2013), (Chia Pern Hui, 

Knapskog Svein Johan), (Cen Lei et al, 

2015), (Yang Wang et al, 2013),  (Gehrke 

Johannes, et al) 

 

Table 9 Behavioural requirements and concerns 

 

What do users think about current crowd sourcing tools and how do they treat their 

privacy needs (what are the levels of privacy requirements in different levels of users). 

How much having empirical data helps us understand and analyze similar projects and 

studies that may help us gain insights about what we must embrace or avoid when 

designing, reviewing and evaluating our objectives, outcomes, requirements and 

characteristics we must either adopt or avoid in our own case - Factors taken into 

account – Applications as unit of analysis 

 

 

THEMES AUTHORS 

Relation between, application, desired 

functionality, expectations and usefulness 

and privacy needs/ preferences. 

(Kanings B et al, 2016), (Liu R. et al, 

2015), (Hirschprung Ron et al, 2016), 

(Hamza Harkous et al 2014), (Liu R. et al, 

2015), (Agarwal Yuvraj and Hall 

Malcolm, 2013) 

Relation between, app reputation and 

privacy needs/preferences. 

(Hirschprung Ron et al, 2016) 

 

Relation between, app context and privacy 

needs/preferences. 

(Hirschprung Ron et al, 2016), (Toch 

Eran, 2012), (Agarwal Yuvraj and Hall 

Malcolm, 2013) 
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Relation between, users‟ privacy 

preferences editing (privacy awareness) 

and privacy needs/preferences. 

(Hirschprung Ron et al, 2016), (Toch 

Eran, 2012), (Agarwal Yuvraj and Hall 

Malcolm, 2013) 

Relation between, sensitivity of data 

involved and privacy needs/preferences. 

(Yang Wang et al 2013), (Gehrke 

Johannes et al) 

Relation between demographics and 

privacy needs/preferences. 

(Hirschprung Ron et al, 2016), (Toch 

Eran, 2012) 

Relation between assessing private data or 

privacy and privacy needs/preferences. 
(Kanings B et al, 2016) 

General literature review 

 

Arolas Estellés Enrique and Gonzalez 

Fernando, 2012, (ENISA) (2015 

December), (De Santo A. et al, 2015), 

(Jorgensen Z. et al), (Gu, J et al 2015), 

(Bin Liu et al 2015), (Jialiu Lin et al, 

2015), (Chia Pern Hui, Knapskog Svein 

Johan), (Qatrunnada Ismailet al 2015), 

(Cen Lei et al, 2015), (Toch Eran, 2012), 

(Hamza Harkous et al 2014), (Bin Liu et al 

2015), (Jialiu Lin et al 2012), (Egelman 

Serge et al, 2015), (Agarwal Yuvraj and 

Hall Malcolm, 2013) 

 

 

And concerns such as 

 

 

THEMES AUTHORS 

Contributors / end users private life 

intrusion. 

(Yang Wang et al 2013), (Gehrke 

Johannes et al),  (Bin Liu et al 2015) 

 

Contributors /end user identification 

(Yang Wang et al 2013), (Gehrke 

Johannes et al), (Bin Liu et al 2015) 

 

Data mining of user data gained from this 

project and personal data gathering that 

may enable an individual‟s habits 

identification nature of data gathering by 

our project or third parties. 

Unsafe transmission, geo location, 

behavioral monitoring, or storage (and set 

of rules about data storage for example 

timeframe). 

(Yang Wang et al 2013), (Gehrke 

Johannes et al), (Bin Liu et al 2015) 

 

Risks associated with piracy, hacking, 

falsification, interception, and disclosure 

of sensitive data especially risks emerging 

from crowd sourcing adoption 

(Yang Wang et al 2013), (Gehrke 

Johannes et al), (Lasecki Walter S. et al, 

2014), (Yang Wang et al 2013) 

Accuracy and rating manipulation, 

contributors and end users motives, 

uncertain expertise, volatility of content 

(Lasecki Walter S. et al, 2014), Yang 

Wang et al 2013) 
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and other risks in information sources& 

coverage. 

Laws, ethical concerns, cost and 

resources 

(Yang Wang et al 2013) 

 

General literature 

(Martinez M. Garcia, Walton B., 2013), 

(Agarwal Yuvraj and Hall Malcolm, 

2013), (Jialiu Lin et al, 2015), (Denning 

et al), (Chia Pern Hui et al, 2012), (Chia 

Pern Hui, Knapskog Svein Johan), 

Metwalley H. et al, 2015, Qatrunnada 

Ismailet al, 2015), Bin Liu et al 2015), 

Cen Lei et al, 2015), (Toch Eran, 2012), 

Egelman Serge et al, 2015) 

 

3.7 Literature Review summary Matrix 

 

According to Webster and Watson (Webster & Watson, 2002) a literature review is a 

concept centric process and the first step is to group our results in a concept matrix, 

which summarizes the findings of the literature review.  

It‟s efficiency will be uncovered by the results of the analytical systematic literature 

review and evaluation will be made by exploring the user themselves as they are the unit 

of analysis by a survey study as a form of verification of our systematic literature review 

results (thus the practical use of a survey) and then having a solid background both from 

the literature review and the survey results should enable us to further evaluate, review 

and draw up safer conclusions. 

 

Exploratory literature review investigated the following  

 

 Definition – Variables definition and identification. 

 Constraints- Variables relationship and identified limitation. 

 Motivation hypothesis – Identified and analyze hypothesis and Motivation 

Analysis. 

 Research Gap – Find what is missing in the literature and how it can be filled. 

 Unit of analysis – Behavioral traits and other units of analysis (tools, end users, 

context of usage, crowd sourcing (platforms, contributors, end users). 

 Risks – Identified and analyzed risks involved in the feasibility of our project. 

 Privacy factors- Identified set of characteristics and factors involved in 

addressing end user privacy preferences and requirements that our project should 

grasp on. 

 

 

Table 10 Main literature review Matrix 
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The table below, shows some of the core literature regarding this thesis how it affects it 

what research questions are addressed and what conclusions / implications it has 

 

Analysis Main concept Author / 

Date 

RQ - 

SubRQ 
Conclusion / Implications 

Privacy and Trust 

key factors for user 

acceptance 

End user 

acceptance 

(Kanings B 

et al, 2016) 
Sub RQ2 

Trust must be gained while 

Privacy preferences must 

be flexible and enhancing 

privacy by default 

Privacy awareness 

affects privacy 

preferences 

End user 

privacy 

preferences 

(Hajli N et 

al, 2016) 
Main RQ 

The more privacy aware 

the end users are, the more 

likelly to choose their own 

set of preferences out of 

concern 

Personal data 

volume and nature 

and how many 

options an average 

user has to 

reconfigure to set 

his own preferences 

End user 

privacy 

preferences 

(Hajli N et 

al, 2016) 
Main RQ 

The more private data 

required or privacy 

preferences configurations 

the end user  

has to do, the worse the end 

user privacy is 

What are the 

average user needs 

and preferences and 

how apps and 

websites adhere 

End user 

privacy 

preferences 

(Sciprpioni 

Marcello 

Paolo, et al, 

2010) 

Main RQ 

Finding average end user 

privacy and how apps and 

sites deal with them 

Public concerns lead 

to full avoidance of 

installing various 

mobile or web 

applications  

Design 

requirements 

(Boyles Jan 

Lauren, 

2012) 

SubRq1 

Global public concerns 

about data privacy and 

personal data management. 

Android apps user 

unawareness and 

risks, even lack of 

options for user 

privacy preferences 

control 

End user 

preferences 

and design 

requirements 

(Kang J. et 

al, 2015) 

Main RQ, 

Sub RQ1 

Lack of privacy 

preferences while installing 

most apps on android / and 

many web apps (no options 

given) 

Crowd sourcing 

used as risk 

mitigation, general 

privacy expectations 

Vs. application‟s 

characteristics and 

context 

End user 

preferences 

and design 

requirements 

(Liu R. et 

al, 2015) 

Main RQ, 

Sub RQ1 

End users have different 

privacy expectations and 

preferences for games, 

office apps, GPS 

applications and so on 

End user decision-

making is influenced 

by factors such as 

sensitivity of 

information, 

explanation of 

End user 

privacy 

preferences 

and design 

requirements 

(Gu, J et al, 

2015) 

Main RQ, 

Sub RQ1, 

Sub RQ2 

Major factors include an 

application’s popularity, 

permission request and 

permission explanation that 

play a major role in an 

app’s downloading count 

and ratings 
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privacy terms and 

other complex social 

factors  

Long EULA‟s (end 

user license 

agreements) are too 

long and too 

technical for the 

average user to read 

and comprehend 

End user 

privacy 

preferences 

and design 

requirements 

(Gu, J et al, 

2015) 

Main RQ, 

Sub RQ1 

End users would prefer a 

clear policy statement/ 

EULA that they can read, 

understand and know the 

implications 

Android permissions 

and end user 

awareness in mobile 

application 

installation 

End user 

preferences 

and design 

requirements 

( Jorgensen 

Z. et al, 

2015) 

Main RQ, 

Sub RQ1 

More flexible options than 

the simple yes or no 

currently used, on mobile 

apps installation 

Web and mobile app 

rating by both their 

usefulness and 

functionality and 

their respect to user 

privacy needs and 

preferences  

End user 

privacy 

preferences 

and design 

requirements 

(Bin Liu et 

al, 2015) 

Main RQ,  

Sub RQ1 

Suggested trade of 

between user privacy 

needs and an applications‟ 

functionality and analysis 

of what data may users 

feel as too private or 

sensitive to share and in 

which occasions they 

refuse to install an 

application or even use a 

web sites service 

Application 

behavior and 

profiling and 

behavior patterns in 

mobile apps. 

The most popular 

apps are more 

demanding and 

more privacy 

intruding than the 

average apps 

End user 

privacy 

preferences 

(Rosen 

Sanae et al, 

2015) 

Main RQ 

Their download ratios and 

reputation made end users 

feel more inclined to either 

not think at all about their 

privacy and accept their 

terms or have a false sense 

of safety in using these 

popular apps 

 

End users privacy 

preferences and on 

websites and mobile 

applications 

End user 

privacy 

preferences 

and design 

requirements 

(Bubas 

Goran, et al, 

2008), 

(Fuming 

Shih, et al, 

2015) 

Main RQ, 

Sub RQ1 

Users tend to provide more 

information when the 

reason is not mentioned, 

less when the reason is 

vague, but more when the 

reason is clear also they 

reveal more when they had 

something to gain but 

much less when the 

developers, gained 

Websites must have 

a meaningful, 

multilingual and 

End user 

privacy 

preferences 

(Blase Ur et 

al, 2012) 

Main RQ, 

Sub RQ1 

In two of the most visited 

social network sites for 

example end users that are 
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non- automate 

translated, privacy 

policy, terms of 

service and privacy 

preferences 

and design 

requirements 

not native English speakers 

are seriously compromised 

from their own privacy 

right, things get even worse 

in other websites 

End users tend to 

ignore Privacy 

statements and 

policies that find as 

too long and 

difficult to 

understand 

End user 

privacy 

preferences, 

design 

requirements 

(Wilson S. 

et al, 2016) 

Main RQ, 

Sub RQ1 

Short well defined privacy 

statements and additional 

statements of third party 

private data usage if any 

End users 

psychological model 

affects user decision 

and awareness 

provide them insight 

about what they 

expect Vs reality in 

web and mobile 

applications 

Most end users do 

not even read the 

EULA before 

installing an app and 

even fewer take the 

time to read a 

website‟s policy 

statement 

End user 

privacy 

preferences 

and design 

requirements 

(Jialiu Lin 

et al, 2012) 

Main RQ, 

Sub RQ1, 

Sub RQ2 

End users are 

overwhelmed by their 

desire to install an 

application or use an 

online resource - website. 

A solution would be to use 

crowd sourcing and share 

view edit privacy ratings, 

use crowd sourcing to 

capture mental models and 

expectations making 

privacy preferences 

summaries available 

Regarding websites 

and privacy ratings 

end users can avoid 

unsafe or malicious 

websites but this is 

time consuming and 

costly so vast 

majority of current 

websites are not 

rated and new ones 

take longer to rate 

Design 

requirements 

(Bhattachar

y S. et al, 

2015) 

Sub RQ1 

By leveraging structural 

and content based 

elements and using the 

crowd souring approach 

and good prediction rating 

methods for unrated 

websites can in part help 

solve this problem 

Analysis of WOT „s 

case, its‟ privacy 

options and 

trustworthiness 

Design 

requirements 

and crowd 

engagement 

(Chia Pern 

Hui, 

Knapskog 

Svein 

Johan) 

Sub RQ1, 

Sub RQ2 

WOT is more reliable than 

commercial solutions and 

currently ideal to follow its 

practices and its‟ ratings 

cannot be easily 

manipulated 

The least privileges 

rule and the effects 

of crowd sourcing 

for end  user 

End user 

privacy 

preferences, 

Design 

(Egelman 

Serge et al, 

2015) 

Main RQ, 

Sub RQ 2 

Apps whether mobile or 

web based ask for 

additional permissions not 

justified by their usage and 
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decision making and 

privacy awareness 

are analyzed  

requirements 

and crowd 

engagement 

context and sometimes even 

provide that data to third 

party developers 

Mobile applications 

and permission 

requests, either as 

part of the 

installation or 

afterwards as 

configuration and 

end users privacy 

settings 

End user 

preferences, 

design 

requirements, 

crowd 

engagement 

(Qatrunnada 

Ismailet al, 

2015) 

Main RQ, 

Sub RQ1, 

Sub RQ2 

Crowd sourcing again is 

proposed as an approach to 

explore permission sets 

using different permission 

sets in different kinds of 

applications 

A framework based 

in crowd sourcing 

for privacy 

management of 

location 

information, in 

mobile apps and 

websites 

End user 

privacy 

preferences 

and design 

requirements 

(Toch Eran, 

2012) 

Main RQ, 

Sub RQ1 

End users are eager to give 

permission to an app to 

access their location when 

they are in a café shop or a 

bar but not when they are 

at home 

Applications are 

rated according to 

their respect to end 

users privacy 

preferences 

Relationship 

between personal 

privacy preferences 

and application 

desired functionality 

End user 

privacy 

preferences 

and Design 

requirements 

(Bin Liu et 

al, 2015) 

Main RQ, 

Sub RQ1 

End users tend to avoid 

visiting, installing or using 

applications and websites 

that demand too personal 

or too sensitive data. 

End users 

expectations and 

beliefs noting 

differences between 

general expectations 

and particular 

application 

expectations. 

(Gaming apps GPS 

or SMS apps have 

different privacy 

expectations) 

End users 

privacy 

preferences, 

design 

requirements 

and crowd 

engagement 

(Liu R. et 

al, 2015) 

Main RQ, 

Sub RQ1, 

Sub RQ2 

A crowd sourced based 

tool that enables users to 

upload and share their 

privacy preferences, 

exchanging collective 

wisdom this way is 

proposed as a viable 

solution 

 

Value of privacy 

(VOPE- value of 

privacy estimator) 

relies of behavioral 

economics prospect 

theory and studies 

the behavioral 

impact of the trade 

End user 

privacy 

preferences 

(Hirschprung 

Ron et al, 

2016) 

 

Main RQ 

There seems to be another 

connection between not 

only context, usage, 

beliefs and expectations 

but also between 

individual end user‟s own 

value of their  privacy in 

simple terms how much 
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of between privacy 

and benefits 

 

privacy is the user willing 

to trade for what kind of 

benefit the more 

beneficiary the service the 

more privacy the user is 

willing to trade 

3.8 Results and discussion 

 

The following questions below were addressed. 

 

Why focus on privacy?  

 

Because the exploratory research findings suggests the focus shifted from old times of 

viruses and worms to malware and privacy issues and sensitive data tracking, especially 

with added mobility, accessibility and variety of devices offering connection services, so 

we decided to focus in on end user privacy preferences. 

 

Why focus on crowd sourcing?  

 

Because the latest state of the art literature suggests it‟s the most suited solution in order 

to get end user preferences and the design requirements, for this project as a win- win 

situation for all parties involved and the fastest and accurate way to gain collective 

wisdom and get feedback from the large public which can also update and improve the 

community and the tool in the long run. 

 

Why should a PET tool need public acceptance and ideally a well established 

community (human factor)? 

 

Because by only using a rating tool, trust is not assured not validated via the users, also 

because such solutions use automated algorithms and completely dismiss human factors 

involved into decision making and acceptance, so by enabling both end users ratings are 

more effective and accurate, since they can also comment on their findings, or on the 

community about interesting results and ideas or even differentiate themselves from 

other user ratings, enabling even owners or everyday users to note their acceptance,  

concerns or objections in the community, which in time enables trust and can help a 

community flourish, grow and enjoy public acceptance. 

 

We were able to confirm that by proposing a set of IT experts or recommendations is not 

the ideal standalone solution but may act as an additional evaluator check because 
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studies suggest there are only minor differences between average users and IT expert‟s 

ratings. The only key difference being that IT experts, Security and privacy practitioners 

tend to search and rate websites and applications that are indeed not recommended or far 

off from being considered “safe” while average users tend to rate both good and bad 

sites. However both agree in most cases with each other‟s ratings. 

 

Finally we were able to find state of the art literature showing crowd sourcing potential 

risk and identified characteristics and factors to consider while adopting to a crowd 

sourced based platform / solution 

 

For successfully endorsing a crowd sourced based tool the following concerns are noted 

 

 Private life intrusion  

 End user identification 

 Data mining of user data gained from this project and personal data gathering 

that may enable an individual‟s habits identification nature of data gathering by 

our project or third parties 

 Unsafe transmission, geo location, behavioral monitoring, or storage (and set of 

rules about data storage for example timeframe) 

 Risks associated with piracy, hacking, falsification, interception, and disclosure 

of sensitive data especially risks emerging from crowd sourcing adoption. 

 

Critical Potential risks involved with collective wisdom were mainly (Pern Hui Chia et 

al 2012). 

 

 Accuracy 

 Contributors motives 

 Uncertain expertise 

 Volatility of content 

 Risks in information sources  

 Information Coverage 

 

One of the crowd sourced weakness is the data provided by the end users themselves 

and their own privacy protection, since without it, end users will be very reluctant to 

share their privacy preferences, one of the proposed solutions for this weakness is, using 
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differential privacy and making sure sensitive data can‟t and won‟t be used to identify 

back, individuals who contributed to this data and that data miners and analyzers will 

have no way to identify individuals that contributed the data (Johannes Gehrke et al). 

The same rule applies for privacy contributors using crowd-sourced approaches or 

privacy related forums and websites. Their personal preferences, any sort of 

identification and habits must remain untracked and anonymous. 

 

There are studies, (Lasecki Walter S. et al, 2014), (Yang Wang et al, 2013), researching 

the raising an army concept of groups of users that can be maliciously affecting a rating 

mechanism by using bots, or Ddos Attacks, or compromising data integrity, or provide 

false and manipulative answers. While proposing the leverage of the users according to 

given criteria (participation, contributions made, behavioral traits) and propose an 

automated way of mitigating the risks involved by accidents or malicious attempts. 

Finally they propose that users who willingly share their own preferred data and have 

the option to choose what to share, are less of a threat than other contributor types 

(unwillingly sharing everything or willingly but having no option to opt out of sharing a 

particular application‟s or website‟s privacy preferences).  

 

It is clear through the literature ie, (Bin Liu et al 2015), that applications are not rated 

strictly by their functionality or ease of use, but also from their respect to end users 

privacy preferences. It is shown that users tend to avoid visiting, installing or using 

applications and websites that demand too much personal or too sensitive kind of data 

about them. Also it is shown that a relationship does exist between personal privacy 

preferences and application desired functionality. Major risks are defined and named for 

example GPS and Wi-Fi location tagging, read and/or write contacts and finally allow an 

application to either read, write and /or send SMS, phone state, browser history, calls 

tracking, calendar, camera and audio logging and tracking/ modifying. 

Several studies have indicated that while automated rating tools and applications exist or 

are about to emerge, no solely automatic tool is able to protect privacy by itself, without 

taking into account the end user perceptions of privacy, (Jialiu Lin et al 2012), therefore 

a model based on user privacy expectations is suggested, since many web or mobile 

applications do intrude into end users private lives, without their consent. (Like 

Facebook, Instagram and many other, popular apps). Other psychology and behavioral 

models are suggested as patterns that affect user decision-making and awareness.  With 
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the goal of providing an insight about what they expect Vs reality as a guidance for 

mature and well informed decision making when installing an application or visiting a 

web site, by simply allowing them to share, view and edit previous privacy rating data 

beforehand.  They also suggest crowd sourcing can capture users mental models and 

expectations and construct privacy summaries that can guide and inform users which can 

also work two ways if you change the unit of analysis to actual application behavior and 

profiling and patterns in mobile applications as (Rosen Sanae et al, 2015), did to 

investigate how users react to various incidents of suspicious or normal SMS, phone 

calls, interaction and logging of other applications, download requests, root access 

requests, location data, PhoneID, ads, bookmarks, requests for internet usage, contact 

sharing and cookies , camera access, location tracking either passive or user adopted. 

The authors came to the same conclusion that very popular web or mobile applications 

tend to be more demanding in private data from their users, (Facebook, Angry Birds 

instead of the well adhered Redddit) than they should and they don‟t adhere to the least 

privileges rule at all, making them intrusive and showing their usefulness, reputation and 

popularity, justified their approach, or discouraged end users mature decision making 

and accept the terms imposed without actual thinking of the privacy costs.  

 

However despite the risks involved crowd sourcing is preferred since its best suited for 

ubiquitous computing in which it is better adaptive for security, design and research. 

Also it is specially suited, for research in privacy appliances and permission demands 

by, modern devices such as smart watches or smart home, appliances that require 

constant access to personal data (environment) or ask for further permissions in order to 

provide third party developers with adequate user data. (Camera access, microphone 

access, SMS, contacts among others), while prediction models and algorithms have been 

established, for rating, not yet rated applications or websites by using empirical and 

statistical privacy preferences data, context and usage patterns (Geo-Location sharing at 

home Versus at the road or a bar). (Egelman Serge et al, 2015), (Toch Eran, 2012). 

 

Therefore for personal and sensitive data, anonymous end user surveys, would serve 

better than a study on specified users adopted by other studies and tools or proposals 

with anonymity filtering devices and algorithms used. Third parties shouldn‟t have 

access or share any user database which should enable privacy filters to disable user 
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profiling and identification. Crowd sourcing weaknesses and responses should be well 

analyzed, so that will not only justify but also strengthen its use. 

 

Answers to our Research Questions by the Systematic literature review findings 

(Presented in the attached literature review matrix table) 

 

What are the end user privacy preferences/requirements for web, mobile applications 

and online resources? 

 

General Privacy requirements and rating criteria (for web resources) 

 Enforce sensitive and personal data protection. Having a defined management 

statement (from acquisition to sharing, deletion and management of user‟s 

personal data). Proper maintenance (versions records logging, improvements, 

bugs documentation on changes etc). 

 Adhere to the least privileges rule (An application or website must justify its 

privileges or privacy requests by its usefulness, context and expected usage). 

Does not ask end users, for sensitive or private, information. 

 Employ privacy by design or by default (non privacy threatening default options 

enabled OR privacy defined in the initial setup or access of a web resource). 

 Provide installation preferences options (most android users by default cannot 

choose on an application‟s privacy preferences and must either decide to install 

as is, or reject it all together). 

 Provide adequate translations for its privacy statements, terms and policies. 

Clearly state, which language, is supported. 

 Explain any third party affiliation or cooperation statement and clarify its own 

privacy terms, statements and policies. 

 Have clear privacy and usefulness expectations (expectations ideally must match 

reality). 

 Have good reaction times to vulnerabilities (reaction time, risk planning and 

management so that reliability and security can be assured). 

 Enjoy maturity and stability (stable developers, stable community, history of 

activity, offer diverse platforms and operating systems support) so that it can also 

enjoy positive public reviews (recent and positive reviews especially by privacy 

authorities and/or experts and from the large public as well). 

 Have a non-technical, clearly defined and short EULA. 
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What are the characteristics to rate a web or mobile app- Privacy requirements of 

a web or mobile app 

 

 Have adequate justification of permission requests, with clear and well-defined 

explanations (especially concerning privacy risk factors such as GPS and Wi-Fi 

location tagging, read and/or write contacts or either read, write and /or send 

SMS‟s, read or edit phone state, browser history, calls tracking, calendar, camera 

and audio logging and tracking/ modifying, download requests, root access 

requests, MobileID, deploy ads or bookmarks, cookies usage, contact sharing.). 

 Adequate background information and documentation (technical and developer 

team documentation and background information). 

 Transparency (the app should be able to clarify what it can and what it cannot 

do) and should not include any hidden functionalities and complies with what it 

is supposed to offer and avoid known bugs, loopholes, nor imposes any sort of 

problem to the end user (high RAM usage, high resource needs in general or 

conflict with other applications and comply with European union‟s data laws and 

restrictions). 

 

What are the end user design requirements and characteristics that their adoption 

enables the crowd (end users/IT experts/general population) to become involved 

(use and/or contribute) in a crowd source based community? 

 

Tool design requirements and characteristics 

 

 Be costless and doesn‟t demand major resources (high RAM, or high resource 

needs in general or conflict with other applications and comply with European 

union‟s data laws and restrictions). Ideally be Free of charge and open sourced. 

Have no hidden functionalities, fees, resource costs or constraints. 

 Have a good reputation, background and historical record. Enjoy popularity and 

a well-established cross platform, base of experts supporting and managing it.  

 Measure and adjust to human factors such as behavioral, mental or psychological 

patterns that can influence decision-making (ease of use, functionality 

expectations, popularity, rate preference accordingly to given application‟s or 

websites nature, demographics representation). Build upon solid theories and 

behavioral models, such as universal acceptance theory or Technology 
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acceptance model either 1
st
 or 2

nd
 version by ensuring ease of use, perceived 

usefulness, usage and adoption practices and social influence impact, enabling an 

overall climate of trust and mutual knowledge sharing and privacy awareness. 

 Employ risk avoidance and mitigation of any risk concerning end users 

(contributors) own contributed personal or sensitive data. Anonymity and no 

means to track or identify contributors must be assured. Enforce good reaction 

times in case of emergencies. 

 Encourage participation – from and for all stakeholders from public authorities to 

developers, designers and the end users, but also treat different levels of 

contributors accordingly, enhance daily or expert contributors input by rating 

their level of experience (gold to rookie contributor) and privacy expertise 

(rating their Privacy background and contributions offered). Also show how the 

casual and daily contributors add value how different groups of contributors 

focus on different types of websites/ apps and how these can be categorized and 

valued accordingly. Be cross platform and cross devices capable. 

 Ideally, work with other PET tools and cooperate with blacklisting databases, 

phishing lists portals and non-trusted or illegal activity listed domains or sites. 

Thus this way it can provide accuracy in its ratings. (Get updates on other well-

known blacklisting tools or portals and even through, other privacy PET‟s). 

 Be able to respond to rating manipulation attempts and bots, (even in raising an 

army of bots concept), where either by accident from a casual contributor or 

groups, or from a planned coordinated, malicious attempt when ratings may 

become scrutinized, integrity, confidentiality or availability lost. 

 Be proactive (warn users before installing, use or visit an app or a web resource). 

 Employ ease of use (including ease of installation, user level of interaction, 

adequate user guidance, user‟s manual, documentation, be multilingual, sustain 

levels of accessibility, the app must be available to be downloaded, accessed and 

easy to use by people with special needs or the elderly and be developed with 

cross platform (enabling its access in any application or Operating system used) 

capabilities and also have a simple but adequate GUI, with simple terms used, 

easy found features to turn on and off; employ ease of use in its every part and 

functionality. 
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 Employ both a degrading rating system (older ratings get less value in the long 

run) also employ automated responses to identify suspicious behaviors in rating, 

and employ a domain/ sub domain check so that there must be very clear 

evidence in order to distinguish and rate differently a domain and its sub 

domains especially in non trusted domains.   

 Make use of discussion forums, employ cross member messaging tools, and 

enable a member or developer to call for public evaluation of a specific website. 

 Measure and rate accordingly end user contributions level of knowledge, motives 

or volatility of content. 

 Work with transparency (clear and clarified methodology, design, policies, data 

handling, contributors and data holder rights and responsibilities, clear goals and 

funding plans if any). The tool should be able to clarify what it can or cannot do. 

 Employ flexibility (for example it would be better used both as a tool, browser 

plug-in and as a community where contributions and feedback is appreciated and 

interacts with the ratings). Enable safe but flexible user interactions. 

 Have options available for its own use or the ratings configuration (can be turned 

off and on at will, can have its own set of preferences, can add comment fields 

on the ratings, can keep track of what a user contributed and statistics). Offer 

customization and accessibility (Can let members or non members of a 

community contribute with their ratings). 

 Have adequate background information and documentation (technical and 

developer team documentation and background information). Have defined 

documentation, manuals guides and help sections and F.A.Q‟s. Document 

versions history and changes. 

 Log featured costs, resources used and legal or ethical background. 

 Have a prediction method to rate non-rated websites or non-rated application 

behavior. 

 Ideally have a means to rate privacy terms, practices, statements and EULA‟s 

automatically thus allowing the end user to skip time (by searching for keywords 

or ambiguous or conflicting words). 

 Have few side effects during its use (privacy risks, costs, resources needed, non 

compatibility with other PET tools) or if so documenting them beforehand. 
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Additionally, what do users think about current crowd sourcing tools and how do 

they treat their privacy needs (what are the levels of privacy requirements in different 

levels of users). How much having empirical data helps us understand and analyze 

similar projects and studies that may help us gain insights about what we must embrace 

or avoid when designing, reviewing and evaluating our objectives, outcomes, 

requirements and characteristics we must either adopt or avoid in our own case. 

 

Factors taken into account – Applications as unit of analysis 

 

 Relation - applications desired functionality, expectations and usefulness and 

privacy needs/ preferences. 

 Relation - application reputation and privacy needs/preferences. 

 Relation - application context and privacy needs/preferences. 

 Relation - user‟s privacy preferences (privacy awareness) and privacy 

needs/preferences. 

 Relation - sensitivity of data involved and privacy needs/preferences. 

 Relation - demographics and privacy needs/preferences. 

 

And concerns such as 
 

 Contributors and their own private life intrusion. 

 Contributors and their identification. 

 Data mining of user personal data gathered from the tool that may enable an 

individual‟s habits identification, by our project or any third parties. 

 Unsafe, transmission, geo-location, behavioral monitoring, and storage (and set 

of rules about data storage for example timeframe). 

 Risks associated with piracy, hacking, falsification, interception, and disclosure 

of sensitive data especially risks emerging from crowd sourcing adoption. 

 Accuracy and rating manipulation, contributors and end users motives, uncertain 

expertise, volatility of content and other risks in information sources & coverage. 

 Laws, ethical concerns, cost and resources used. 

 

ENISA as mentioned earlier, categorized characteristics as shown below  
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 General Criteria Set-Maturity, stability, availability, maintenance, ease of access 

and installation and documentation. 

 Quality minded Criteria- Reliability and usability (version history, background, 

clarity of installation and use, reviews, privacy by design and by default, user 

interaction and side effects). 

 Functionality Criteria- These assess how well the tool offers the features and 

functionalities it is expected to provide (what it can and cannot do) . 

 Potential side effects (legal, ethical, accessibility, added cost or resources used). 

 

Results Discussion 

 

Firstly, privacy, mobile and web based applications were defined and crowd sourcing 

characteristics needed were identified as being, the large public, all sorts of levels of end 

users, with the task of enabling and encouraging them to control their own privacy 

preferences, their reward will be their own privacy safety and common wealth, 

contribution and sharing of knowledge, the crowd-sourcer is the ENISA a European 

authority that will enable its citizens to have both a better understanding and a tool to 

protect their own privacy, there is indeed internet usage, it involves a public call and 

there is a defined participative process we have shown how these three constraints 

interact, how crowd sourcing can be used to assert end user privacy in using web and 

mobile applications. 

 

Literature showed that end users who check their privacy preferences are more inclined 

to reconfigure and be privacy aware, than those who do not, while the actual time spent 

online, or on a platform (Facebook) for example, doesn‟t play a major part in their 

privacy awareness or lack of. 

Instead trust and privacy play major roles in user‟s acceptance and adoption of a new 

technology, platform or website and the lack of these factors deter users from using web 

resources. On the other hand a resources usage context and popularity do affect end user 

privacy decision making positively, or negatively.  

 

The growing concerns users‟ face, when asked to install, download or use a mobile or 

web application were researched and confirmed. Coupled with the growing mobility, 

accessibility and complexity of current smart devices (smart watches or cars, to smart 

houses or home equipment). These lead to public wide concern for privacy related 



 77 

threats and user data exposure, while there is no concrete framework yet to define 

worldwide what should and what information shouldn‟t be indexed, sold or what should 

be kept safely and so on and for how long. Another factor examined is that sensitive data 

face the same if not worse treatment, by intruding, governments, marketing firms, and 

insurance firms among others. Finally with the adoption of mobile smart devices and 

web applications and platforms more users feel that they have to give out more of their 

personal data or agree to doubtful privacy terms, in order to use, have access to, or even 

visit either an application or website. With things turn uglier, when third party apps fit in 

the equation. In cases, even the medical, the army, insurances and other sensitive fields 

seem to face privacy risks and lack of privacy awareness as well. These are all things 

that helped motivate this thesis. 

 

The research gap was identified by examining methods to mitigate or enhance and 

protect end user privacy, for example other Privacy Enhancing Tools, or guides that can 

show how user privacy is affected and warn end users.The research indicated, a gap the 

lack of a PET tool, focused on privacy that uses risk mitigation techniques focusing on 

end user‟s feedback (being both a crowd sourced and community solution focused on 

guiding end users) and enjoying a large public pool acceptance and employment. 

However some similar attempts have been made in the very recent years but are still 

short in enjoying large public support and adoption.  

There are also similar tools and academia studies that propose some sort of application 

that can forge privacy preferences (mockingbird for example), sensitive data, or even 

warns users about lack of privacy statement or demanding too ambiguous privacy 

agreements (root access or contacts access or Social networks credentials sharing) 

(AppScanner for example) but none takes a mitigating privacy risk approach, while 

being crowd sourced and community based and offering not just an automated solution 

(thus excluding human factor and intelligence investment) such as some application 

rating tools do but a holistic approach where end users get involved as well (on the other 

hand there is a community solely based on users input which is privacy focused but 

doesn‟t use any kind of tool to warn except feedback provided by end users who visit 

their community), making our approach be holistic. Also another thing to note is that 

while encryption, cryptography and privacy protecting algorithms do help, there are not 

sufficient to be solely used. Since each, may be compromised. 
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UNIT 4 - CONCLUSIONS 

 

4.1 Literature Review Conclusions 

 

Analytical Literature review conclusions 

 

Characteristics to rate websites were investigated and factors such as access rights, risk 

management, behavioral theories, beneficiary and usefulness prospects Vs. Privacy 

preferences, least privileges rules, ways to ensure or even forge privilege rights, 

algorithms to estimate future recommendations and prediction models used to combine 

both automated tools and the critical human factor.  

 

Indeed the literature review showed that the crowd sourcing approach is recommended 

for finding end user privacy preferences and also for designing a PET tool and 

empowering the public to share, exchange and comment on privacy related issues. 

Additionally, crowd sourcing inherent weaknesses and strengths were identified. 

Different proposed solutions, frameworks and various similar PET tools and proposed 

features, were researched, showing traits that must be taken into account when 

addressing end user privacy preferences and designing the final PET tool. 

 

According to the literature end user privacy preferences are affected by behavioral 

characteristics and acceptance models frameworks some of them are discussed here, for 

example (Hirschprung Ron et al, 2016), the value of privacy - (VOPE- value of privacy 

estimator which relies of behavioral economics prospect theory and studies the 

behavioral impact of the tradeoff between privacy and benefits) and other behavioral 

theories that seem to play a key role for end users privacy preferences, such as the 

Unified theory of Acceptance and Technology Acceptance Model (TAM, TAM2) in 

which authors such as Davis, F.D, having written quite a few on topic articles and books 

from 1989 up to 2000.   
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Ease of use and perceived usefulness were found to be the key attractors, while adding 

usage context and adoption attitudes, then adding social influence and cognitive 

instrumental processes, concluding that end users app and privacy evaluations play a big 

role in adoption of a new technology, method or platform.  

 

As an example (Liu R. et al, 2015), suggested, we should focus on end users 

expectations and beliefs, noting differences between general expectations and particular 

application expectations. (Gaming applications versus GPS or SMS applications have 

different privacy expectations by default). While the authors also propose a crowd 

source based tool that enables users to upload and share their privacy preferences, 

exchanging collective wisdom this way.  

With similar crowd source based proposals by mixing automatically extracted 

information from web sites, combining user comments from particular forums and 

platforms and communities and warning end users using a plug-in tool, called 

SmartNotes and a very similar PET tool for IOS devices called PMP – protect my 

privacy, (Agarwal Yuvraj, Hall Malcolm, 2013), which also uses a crowd based 

approach and allows users to upload their privacy preferences in various apps and logs 

of updates in their apps and their own app privacy preferences changes, notify Apple 

users of privacy leaks and warns them before using a particular application. 

 

Since crowd sourcing is a key factor and a well suited solution to map our end user 

privacy preferences with design requirements, the methodology steps used followed 

(Arolas Estellés Enrique et al, 2012) , three stages example. 

 

 Search for documentation by doing a systematic review of the literature. 

 Create an exhaustive definition based on common, previous literature elements. 

 Testing the validity of our crowd sourced projects findings. 

 

To conclude on our results there are many approaches and different proposed methods 

on different application or online resource‟s context by and for different levels of end 

users, each playing their role in their perceived privacy awareness and preferences, clear 

policies about private data management, clear, justifications for any permission requests, 

least privileges/ private data input, privacy by default, clear and easy to understand and 

apply privacy preferences, clarified and meaningful translations and EULA‟s and 



 80 

privacy statements disclaimers on third parties‟ affiliations are some of what the end 

users agree upon,  

Throughout this thesis though it is clearly suggested that this is not the case, terms such 

as the resource‟s, service‟s, application‟s context, expected usage, privacy expectations,  

public opinion and reviews, cost or end user resources demand do in fact play a key role 

and the relations of desired functionality, usefulness, context, user needs, sensitivity of 

data, demographics and user evaluation of privacy all these factors are measured against 

end user perceived privacy and their preferences.  

 

Regarding the sub questions about a crowd source PET tool, even more criteria come 

into play, some as general criteria for any application regarding privacy while some are 

exclusive when crowd sourcing is used, for example an end user may assess the tools 

private data maintenance, stability, background information, transparency, historical 

background, cross platform/ cross device and cooperation with other PET tools, use both 

automated and manual feedback, get feedback from both the tool itself and a dedicated 

community, have protection against manipulative feedback, be able to predict in non 

indexed apps or web sites, be well documented, be customizable reliable and usable for 

the average user,  

However concerns such as contributors private data, identification, unsafe transmissions, 

privacy and security risks such as hacking, geo location, behavioral monitoring, rating 

manipulation, laws, cost and resources used are some factors that will either discourage 

or encourage a user to become a contributor in a crowd sourced based solution. 

4.2 Future Work and Evaluation 

 

Different methodologies or hybrid one‟s to further enhance, evaluate and verify our 

literature findings, could be applied, a further evaluation for our project could be with a 

survey or some sort of expertise interviews. 

IT experts though are best suited to advice on third party affiliations and usage (if any), 

black lists, bad reputation domains and websites and finally technically can help by 

examining the code either in a website or a web application or mobile app and use some 

tool for example Androguard which is a Python language based tool that can de-compile 

and check any android executable apk file and find permission required (and either 

justify or not their presence). 
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Thus this way similar privacy minded end user groups can be handed with similar 

privacy preferences patterns in given applications, noting that though every end user 

may think differently in privacy terms, it can still allow for groupings of similar 

preferences in similar context of application privacy preferences. 

 

Many studies, (De Santo A.  et al 2015), Z. Jorgensen et al), (Kang J. et al, 2015), 

(Kumar p. et al, 2015), (Liu B. et al 2015) and journals, E-books and proceedings that 

we discussed, indeed, had some sort of survey or either a small pool of volunteers or 

user study where the users would answer questions regarding risk adoption, awareness, 

mobile usage, application installing, tradeoffs between usefulness and privacy, as an 

evaluator or methodology for their own research. 

If a methodology such as a survey is chosen as part of the final PET tool, (for example 

enabling the user to add feedback into the tool this way), a good timing would be when 

the tool is on beta stage or after a few months of official release but can also be 

implemented as an online poll or survey page that can be used at particular time 

intervals, by Privacyflag and gain valuable insight on its current heading but also on 

future trends from its users. The survey can at any time verify and re-evaluate 

requirements, factors, variables and end users own awareness (concerns, preferences, 

requirements) and thoughts of what is more critical what should be added, removed, or 

edited. It can also describe self reported characteristics of a population - community (end 

users, members, potential members or users). 

As, (Baxter & Babbie, 2004 & Fraenkel & Wallen, 2006), point out a survey is ideal 

when starting or designing a new project to gain insight about public opinion, while 

polls and feedback forms are ideal in cases of ongoing feedback.   

 

The validity and reliability of the survey must be ensured while the sampling procedure, 

target population and objectives and the development of the actual survey questions 

must be carefully thought. The use of questionnaires, self check lists, attitude scales and 

the variables and validity of the survey should be evaluated. (For example can the 

sample answer all the given questions?). 
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Regarding the PET tool itself, a prototype or an exclusive demo could help get IT and 

end users more acquainted, become involved and comment on the final tools 

characteristics, after which the final tool will enjoy higher acceptance and user trust. 

By examining users own specifications and releasing a prototype or a pilot that can be 

further enhanced, by users with hands on experience can be a critical factor of the tools 

success. 

 

The final tool should work proactively warning and discouraging users before visiting 

malicious or privacy threatening websites and apps, or installing mobile apps before 

they use or install them, empowering crowd engagement and cross communication.   

 

Our research findings suggest that the best approach to adopt, is to use both a privacy 

rating tool and also invest and build upon an online dedicated trustworthy community, 

such as WOT does, enable usage of both automated algorithms and functions but also 

add the human factor (behavioral and personal traits, skills, contribution levels and 

privacy awareness) and also draw from the comments and feedback from the community 

for the final ratings.  

 

A new research question could be added showing technical characteristics and solutions 

and further analysis on the effects of much human behaviour and privacy awareness. 

This can very well lead to a better understanding and focus on similar or even other 

forms instead of crowd sourcing or online communities or enhance already existing 

ones, finally, helping even other PET tools that are not solely privacy focused as a result. 

 

4.3 Self Evaluation  

 

Many things lasted longer than initially planned, far outside from our suggested 

timeframe, due the huge amount of data gathered, structuring as a consequence was time 

consuming and many things had to be restructured and reshaped, also it suggested that 

for the sub research question one, could conduct the survey before or after the 

implementation of the proposed tool, or used in place of the literature review, showing a 

sample crowd‟s, user needs and preferences. Many similar studies suggest a survey as an 

evaluation / verification of similar researches may be used (or as other relevant user 

studies, have employed as an evaluation and verification tool).   

 



 83 

This thesis started as an exploratory literature review and figuring out where and what to 

include exclude made it very time consuming but innovative since it tries to take in mind 

and discuss many contexts and units of analysis, constraints and variables involved.  

In the future, if a quantitative research is chosen, authors should carefully select the 

means, have a sufficient sample and form the proper questions such that they can be 

rated, analyzed and verified, against the literature review findings and even review and 

reconfigure where needed.  As shown consideration should be given in similar tools and 

methodologies as well, the same holds true for qualitative approach such as detailed tests 

and IT experts‟ interviews and feedback received if and where needed. However a 

survey seems more suited or online polls added throughout the tool‟s lifetime, asking 

about end user privacy preferences or even encouraging them to share their own sets of 

privacy preferences and experiences with different resources, in the dedicated 

community where additionally, IT experts can review. While noting the few differences 

between groups, level of end users IT knowledge, demographics and personal behavioral 

traits and usage contexts, which play a huge role as more privacy aware users, tend to 

find weaknesses, hostile or malicious sites and non trusted online resources more 

frequently.  

 

Our contribution with this thesis lies, in coming up with the state of the art literature 

review, regarding end user privacy preferences and then adding criteria for their 

representation in a crowd source based PET tool focused exclusively, on privacy. While 

detailing key characteristics and features that will be able to address these end user 

needs and preferences.  Finally it is clearly shown, how different variables and factors, 

affect and make the project of building such PET solutions, very complicated, how 

complex it is to enjoy a fair amount of accuracy and meet end user privacy expectations 

and match their preferences while being fully functional. As said earlier, other PET 

developers or researchers can use this thesis and enhance their own research and projects 

by either using different methodologies or approach or helping developers design similar 

PET tools or Crowd source based solutions. 
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